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claims to be and has the authorization needed to access those resources. Various

25  methods of recognizing an entity and granting authorization have been used.
One method of recognizing and granting authorization to an entity involves a
system of accounts and passwords set up to define a security domain. For example,
a corporation may wish to generate a security domain for a server or network where
the security domain consists of every full-time employee of the corporation. Those
30  running the security domain, such as system administrators, give each employee an
account, typically including a user name and password, and set up policies

controlling access to the resources through these accounts. Once a security domain
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recognition of a sender by a recepient and for exchange of identity information

utilizing identity information signed by the sender. Selected identity information
regarding a principal is included in an identity information document that can be
exchanged between computer systems and used for recognition of the principal.

30  Identity recognition does not include authorization. In the invention authentication
of a sender, i.e. identity recognition, and authorization of a sender to access a

resource of recipient are separated.
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In accordance with still other aspects, the present invention relates to a
system for receiving an identity information document. The system comprises a
processor, a communication channel connected with the processor, and a memory

coupled with and readable by the processor. The mémory containing a series of
3
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20

25 FIG. 3 illustrates exemplary software components of a system for identity
recognition according to one embodiment of the present invention.
FIG. 4 is a flowchart illustrating initiating an exchange of identity
information according to one embodiment of the present invention.
FIG. 5 is a flowchart illustrating receiving identity information according to
30  one embodiment of the present invention.
FIG. 6 illustrates an exemplary format for an identity information document

according to one embodiment of the present invention.
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initiating system 101 and a receiving system1
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channel suitable for establishing communication between the initiating system 101
and the receiving system 106.

The initiating system 101 maintains a set of self-identity information 102.
The self-identity information 102 may include a variety of information about the
principal represented by or using the initiating system 101. This information, for
example, may include a name, email address, website URL, and other personal
information as well as a usage policy describing how this information may be used.
These different, identifying elements are referred to herein as identity claims.

An identity information document 105 containing some or all of the self-

identity information 102 is created. In one embodiment, the identity information
‘ 5
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the identity information document 105 will be discussed below with reference to
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25 oradocument. Alternatively, the principal might be challenged and if the challenge

is satisfied, then authorized for access to resources on the receiving system.
Conversely, an unidentified principal represented by or using an unidentified system
110 that has not provided an identity information document that has been accepted
by the receiving system 106 may be excluded from the resources of the receiving

30  system 106. Likewise, an identified principal represented by or using an identified

system 110 that has provided an identity information document that has been
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required. Further, any unrecognized principal can be excluded.

FIG. 2 illustrates an example of a suitable computing system environment on
which embodiments of the invention may be implemented. This system 200 is
representative of one that may be used to serve as an initiating system and/or a

30  receiving system as described above. In its most basic configuration, system 200
typically includes at least one processing unit 202 and memory 204. Depending on

the exact configuration and type of computing device, memory 204 may be volatile
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storage 5 (rempvabl e and/ or non-renovabl €) including,

butor nthier memiorettchmlogyn GheROM, aligitgd tviexsatile dikks I(EVdD) or other
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nonvol ati | renova nd non-renovab

i mdksredrhfdmatioramd wiithozh aucesstdbinsysteany 200.0knysduoh @g@puter
of informafion such as conputer readable instructions,
dats"é?r%I%?ql%&aﬁlbé@aﬂﬁfﬁﬁ%’?%dul es or other data.
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can be used to store the desired informati on and

whiitshudsa any ndewsaion ldgliveyy media2 Ohe temy “modiated dptatsignal” means a
t f t 200, Syst. 00
g SR TG BaF B gL e e THET P SreD i 54 4 ggner as

al kP¥hcode information in the signal. By way of example, and not limitation,

communication media includes wired media such as a wired network or direct-wired
connection, and wireless media such as acoustic, RF, infrared and other wireless
media. The term computer readable media as used herein includes both storage
media and communication media.

System 200 may also have input device(s) 214 such as keyboard, mouse, pen,
voice input device, touch input device, etc. Output device(s) 216 such as a display,
speakers, printer, etc. may also be included. All these devices are well know in the

art and need not be discussed at length here.
9



the systemto communicate with other devices.
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25  identity information store 302 through the self-identity information control module
303. For example, when a principal wants to send an identity information document,
a graphical user interface (GUI) may be presented by the self-identity information
control module 303 through which the principal selects the information to send from
their self-identity information store 302.

30 The self-identity information control module 303 provides the principal with
the ability to control disclosure of information from the self-identity information

store 302 when producing an identity information document 307. If presented

10
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312, areceived identity information control module 311, a recognized identity

information store 310, and an IRN processing module 314. The identity information

processing unit 312 of the receiving system 309 receives the incoming identity

information 307 from the channel 306. The identity information processing unit 312
30  passes the identity information from the identity information document 307 to the

received identity information control module 311.
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25 To support out-of-band verification of the binding of identification
information document 307 to a principal, an Identity Recognition Number (IRN)
may be used. The IRN is a hash of the principal’s public key with a suitable
transformation function to render it as a readable string that is included in the
identification information document. The IRN, through this transformation function,

30 may be indicated by an easily readable and memorable series of numbers. For
example, the IRN may be similar to a phone number.

To perform out-of-band verification, the IRN processing module 314 of the

receiving system 309 computes and displays the IRN for the identity information
12
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i nforigimating the idehtifiCaGOO B OABE G0 dPAdiS30D 4410%%8 BO glven access to

docunent 307. The receivi system or r ther
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wo Li'('iéjntlr’g}%nforma%on 1S 18] ec{elc'ielt might be stored for future reference and marked as

25 ' being unreliable. This recognized but unreliable identity information may be marked
as such by being stored in a special portion of the recognized identity information
store or by being tagged or flagged in some manner. Such information may be
useful in future identification of unreliable identity information.

Addifionally, identity information in the recognized identity information

30 store 107 may be made accessible, perhaps through a GUI, for review by a user of
the receiving system. If presented through a GUI, the identity information from the
recognized identity information store 107 may be presented in a variety of easy to

read formats. For example, the identity information may be presented in the form of
13
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tion. rocess e originator
251 eckitled i tHel aﬁsthat&keéeaxpgetlpnﬂg kirgctural dev1ces acts and modules may be

implemented in software, in firmware, in special purpose digital logic, and any
combination thereof without deviating from the spirit and scope of the present
invention as recited within the claims attached hereto. \
FIG. 4 is a flowchart illustrating initiating an exchange of identity
30 information according to one embodiment of the present invention. Here processing
begins with select operation 405. Select operation 405 comprises selecting identity
information from the self-identity information store to be included in the identity

information document. Select operation selects identity information for inclusion in
14
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or mat |
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i nclusion in 14 WD 2005/ 045579 PCT/ USZOO 024370 the

id @mtﬁ:my Asrtissupagt iabeved ﬁ@mhemel BYY ©F MY n@ékw sqcn{m tExamples of

h Gul |
s RISty it or G en B iR ik Bs FPL Euge butare
25 Cebplimited td) dfdalBistafiaNbdsMing, REMBAS ﬁﬁﬁaté ﬂné grd

oper ati on 410.
FIG. 5 is a flowchart illustrating receiving identity information according to

one embodiment of the present invention. In this example processing begins with
receive operation 505. Receive operation 505 comprises receiving an identity
information document from a channel such as described above. The receive

30  operation processes the incoming signal from the initiating system to recover the
identity information document from the incoming signal. Control then passes to

query operation 510.

15



Read operation 410 conprises reading the sel ected
identity information from 5 the self-identity

WO nfosioseEre on store. The read operation | ocat esSPETIES2004/024370
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docunent framthe_incomng signal. Control then passes
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PCT/ USZQ[Q@I/ éﬁ tehoéaegﬂﬁ{l%ZQ Qgr%?‘{‘léeg%tg 1|1|1,gt| I B3m the initiating

det erm ni ng
system or originator. The retrieve operation commands the receiving system or

prompts the user of the receiving system to contact the initiating system or originator
by an alternate channel. For example the user might call the originator on the phone
or send a message through IM (instant messaging) and ask the originator to confirm

his IRN.

IRN generate operation 523 recreates the IRN at the receiving station based
on the public key received in the identity information document. In order to

compute the IRN at the IRN generate operation 523 hashes the public key
16
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the RN at the | RN generate operation 523 hashes the
‘publ i ¢ . 6 illustrates an exemplary format for identity information document

according to one embodiment of the present invention. As a data structure, the
identity information document 600 is a collection of identity claims and other
attribute/property claims bound to a key and governed by an embedded use policy.
30 XML will be used as the encoding language for the identity information. However,
other formats are considered equally suitable. The elements of the identity
information document 600 may also be optionally encrypted if it contains

confidential information whose confidentiality must be maintained.
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25 ﬁg&\ng‘élélﬁ?tidna@%aﬁea Jh%ic&lr}ﬁaiiigg Q&cir%s}é) Eﬁgp‘l)}; IRt M3 context for a
principal once it has been identified via the identity information’s Subject
specification. Disclosed Information consists of descriptive information about the
subject. This is expressed as a set of properties. Some properties may be
standardized, and there may be an extension mechanism.

30 The keys 605 contains one or more keys, possibly encapsulated within a
certificate format (for example, X509v3 certificates). The keys 605 can be public

keys and can be included in the identity information as recognition information for
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information document. There can be various types of principals such as person,

computer, organization etc.
The information type 613 is the type of this identity information. For
example, a “New” identity information can be imported into the recognized identity
30 information store to create a new principal, or an “Update” identity information can
be used to improve an existing principal with more recent changes.
The issue instant attribute 614 is the time instant, expressed in UTC, when

the identity information was issued or generated. This time stamp on an update
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the identity_ infaormtiqon should rﬁg_be_ dLvqu;d to
ot Hermaats afhel thae SO ey hegised (o Spepd Wemficalian difprraatign; |
StGRG, ﬁ’l‘ég FRL LEenFhORGmIS! zt&tﬁt iR Iﬁgﬁﬁﬁxpgfaret d&losed as
i nf'ormati on g?lnlng the principal, and I'f a user
at texembRry éibodin@nilidplenentngihealdimed taveatiomhi ch i's
not intended to be shared, the systemwl|_ display a

1owar ni ng ths vereuggebodirgnis descriged ARovsAryPieNidse by way \of |
i nt.entions. 10 s i [ t.une .607 . J de . .
o1 s EaE o o el ot PR b RSt ST e A iR Those sitted in
dogheapivill XMUil$ k@0ahidé @5ridis odifidgionyaybciahgésahathfobemade to
signature to a_ docunent: envel opi ng, envel oped, and
detthepresent mycoiien wihew follewviagierxample enbodimentsaad epplications

invention, the identity information docunen se X
e i ot dfscr e bl s RPN RPmURE AR foe) 8 sFir and scope
151 NfoPiREBirk@Rt HYBARIH which I 6& fHdie R the YolldWiRs BRih&N
docunent 600 can carry six attributes tags 608
including: 1) an identity information ID 609; 2) a
maj or version 610; 3) a mnor version 611; 4) a
subj ect type 612; 5) an information type 613; and 6)
an issue instant 614. Each of these attribute tags
608 will be discussed below. The identity infornation
ID 609 is an identifier for this identity information
- 20 docunent. It provides an identifier with which the
identity informati on docunent can be referenced from
ot her parts of the docunent such as the signature. The
maj or version 610 is the major version nunber of this
identity information docunent. The m nor version 611
is the mnor version nunber of this identity
i nformati on docunent. 25 The subject type 612 is the
type of principal that is the subject of this identity

20



i nformati on docunent. There can be various types of
princi pals such as person, conputer, organization

wWe@L@®s/044329 i nformation type 613 is the type of PEN/ES2004/024370

identity information. For exanple, a "New' identity
|nf o iJtported into the recogni zed
éﬁiﬁ%igzx’.”.ur#%ion store to create a new
pr|n0|pal or an "Update" identity infornmation can be
used to inprove an existing principal with nore recent
chdnges.A ilfhdmdsﬁlsaldmg araidentitytinfobmatéonsdoguiment ¢ranprising:

t ant
|t or eiF BFEHGCH U3 URTBTogORED 2CE MepCintripation igpe for

50N an updat e 119,46} Méé&ﬁﬁy 1%fd°rﬁ-£{1$l§39&@ﬁ&@4370

10

15

identity information can be used to determne if the

exi sti ngeddimy theaeitaitd alentify infeemaiictefromt aysel friflemtitp inforthation
subject is out of -date or newer. Although the

i nvention- ha§‘5%en descri bed in | anguage speC|f|c to

conput er,,

by conp g’xﬁﬁ ntlﬁffdfﬁﬁﬁon ng&lt?lgé% kd’ﬁlg e t?eggc'aqdentlty
that the | nv &ﬂfonﬁmtmieéndrve teasta fitsekeyp ﬂmdenhty ﬁrﬁbnnauoa document
not necessarily lLimted to the specific structure

acts or nedi #igedgpingadgecond k&ﬁ agspaisprdavithyt hPfﬁéFté"r%’ in the identity

formats ot hernfop@%%gﬁ%np sed to encode
i dentificatiof I'NFOrnati on. " erefore, the specific

structu rs@hdﬂ;% fHeUd@sity Acbenatiod doBghettso ateiglemc! osed as
exenpl ary enbodi nents inplenenting the clained
invention. 10 The various enbodi ments described above

DS E A RY AR 0 e

in t he selebting 4 $ubs@adiidentityein@aation fodfd 1Y %elf-ldentlty information
modi fications and changes that nmay be nmade to th

present stoxe bereid on vagntihpuitiicnp b I(imlngal {User Inseafase éGUI)

enbodi nents and applications illustrated and

descri bed herein, and wi thout departing fromthe true
spis it &l RERREof elénpf thmfelﬁ @&@&ﬁig 1Béhtﬁ§‘iﬂf91@natm|06ﬁ1pnses
is set forth in the follow ng cl ai Ims.

2005/ 04 5BleetikC; pﬂﬂ&ﬁ&@ﬂh@ﬂmﬁ@ of\mfémfndtt&mﬂtm Ifmelliﬁdelltlty

A nethod of sending an identity information docunent

Oconpri sit ma%%@lng identity information froma

self-identity information store for 5 inclusion in
the identity information docunent; reading the
seldect edhedrethod gf dlaifrot, velterein gbnayabingg aeldéntity enfbimbation document

i nformation
comprises encoding the selected identification information in an eXtensible

Mark-up Language (XML) document.

25
5. The method of claim 1, wherein the selected identity information comprises
identity claims of a principal originating the identity information document.
6. The method of claim 1, wherein the selected identity information comprises
30 use policies for defining uses to which the contents of the identity
information may be put.
7. A method of receiving an identity information document comprising:

21



store; generating the identity information docunent to
i nclude the selected identity information and at
wWo e@sn4379 i rst key, the identity infornmation dBCT/DE2004/024370
10 signed using a second key associated with the first
key in the.i.dentity..dnformat] d ; Lo
Che | dereryoE RpishiticeRS BT SRR o A RIS
The met legrahitd #hothds idWRRY @iformsfioadh kgidektay idfbdmation
information conprises 15 selecting a subset of
i dentity infclomanemns felighter ansl sel f-identity
informatian .st.qre. based on user input.froma . .
Gr aphi caPV g e ey P afidnty o repoltingd ideRiydntopmation store if
51, wherein sehefbhtitg ihfdRALIdNYs UBEANMRE tPbe fARBIE] Ses
selecting a predeteirm ned subset of information from
the self-identity 20 information store. 4. The nethod
of claim1, erein .ge ting an identity information
do@unenﬁlheé%‘%/?\g?‘{ %tlec@mﬂhlé%fﬂ}@ °8W8n§]élgect ed
i dent i fi,cabhQbe ITUMARhS that thedBoRY BFSIRRN i§BSt elibl
Languagé&?)b(k/ﬁ?eg(}gunent .§25a 5.e T?]e&rret hod o%ucl ai m 1,6’
wherei n t he sletepmindgz whethen tbyerifif the ndentignintomptioses
identity clains of a pr.incipal. originati t he ..
10§ dent i t YeSPRAYY Frigt JHmiRIRg FoYRILY the I%GFHEY Hgg%%l%f TjcYIRg an
1, wherein t q j b N { 4 ]
30 use poli c?g%ﬁﬁggﬁ%‘gg?dﬁgﬁgﬁgses l?Jcr) E%ifc%&?ﬁlg@mlhﬁgﬁo“he
contents of tidntitygi@fdridayion dbeumnaait, deterniiying evhpthier thé IRN is

met hod of receiving_ an ide,ntit%]pi nf or mati on docunent . .
conprising: cowesi@dgosyonsins iothpdR NUssrgeoriesl 3axng the identity

receiving a §j . ' [.f Of ' f??? rom
an ori gi nat O?#i%ﬂggt%déﬁﬁ]%% %eéoéﬁﬁée%%ﬁgfmt#ggln [ é};ﬁ'ﬁ%{oré_

1sinformation in the identity information docunent is
reliable; and saving the identity information in a

r e@ogni e mafesrt ofiglaimn, ovhesain defeniping whetha thaidentity
e Iy SR PSR e

to detenffefadeg that the identity information is not
reliable, determning whether to verify the identity
i nformation;

—

20 10.  The method of claim 8, wherein determining whether to verify the identity

information is based on a user input through a graphical user interface.

11. A system to send an identity information document comprising:
a processor;
25 a communication channel connected with the processor; and
a memory coupled with and readable by the processor, the memory
containing a series of instructions that, when executed by the
processor, cause the processor to select identity information from a
self-identity information store for inclusion in the identity
30 information document, read the selected identity information from a
self-identity information store, generate the identity information
document to include the selected identity information and at least a

first key, the identity information document signed using a second
22



10 responsive to determning to verify the identity
information, retrieving an Ildentification Recognition

woRovbe455(4 RN) from the originator of the i denP@T/¥S2004/024370

5

10

15

i nformati on docunent, determ ning whether the IRNis

correct and, ,responsive to.t I RN, bei corr.ect .
saving the i d@?ftpa{r?cfwiltﬁfﬂber %F?@h a?'\#]selnﬁgﬂ? ]éjgﬂ{ﬁ iipfogmation

i dentity i nf {JeRinkANoSB¢ifienti®nlectd® tABtHAMuATcatibRERRNNeEl.
8, wherein determ ning whether the identity

information is reliable is based on a user input

t hr qugh gr aphi cal .user _interface..20.10. .The nethod.

of & ai ,Sy%qlé'r%fichﬁl@eltle?”ﬁ‘?‘i‘?fwﬁ‘?ﬁﬁﬁg rfﬁﬁnﬂllyomfpéma%lg}n p¢faprises
identity.iahfd ' ‘] iR ] :
a graphi sglglbffﬁﬁ é %E@r@%&%ﬁﬁf{%&gﬁﬁg ?g%etsgﬂggerﬁl%%mamn
i dent i t wtarabagedaini wear idpatifent Grapipcil diseginterface (GUID).
processor; 25 a conmmunication channel connected with

the processor; and a nmenory coupled with and readabl e

by {:he r ] : Al B i .
et act g eyt o 1T UREin ARk Moy 3o R EHRSn Qhmprise
cause t heleptimeepredeteimine@bntt ofdefoimbtyor fibmrth@idlBilentity
froma self-identity information store for inclusion

in the iiB®ANREQN SIOrG nf or mati on docunment, read the
selected identity information froma self-identity
informati on store, generate the identity information
doqunentTHeQyiteml of@®imheg, whbrehii gfetatiapbh identifif iafdtRiation

and at least a first key, the identity information
docunentdosigaridonyiises dceding the selecipdidatidicatdmsingormation in an

PCT/ US20Q4/ 0243 ke aire i th the first key; and
send thee%?fg‘ﬁﬁ?%%ﬁ?éaﬁ%aigsmgﬁ?@%mto a recipient
connected to the communication channel. 12. The system

of claim1l, wherein selecting identity information _
cortpr i sdheSysgemadiclany 14, wherstt the seledehidentytyiinfoomataar eomprises

fromthe,self-identity.infornation .store based on
user i npSROEY SATSS Qb aarical ofgante hE ideatly Rktmption document.
The system of claim 11, wherein selecting identity

i nformati on conprises selecting a predeterm ned
suliset dheispstemmetiaim 1fly whereinghs edléctediislentityynfb@mation comprises

i nformati on st.or
20

25

30

use policies f%ir defining uses to which the contents of the identity

information may be put.

17. A system to receive an identity information document from an originator for
use in future recognition of the originator comprising:
a processor;
a communication channel connected with the processor; and
a memory coupled with and readable by the processor, the memory
containing a series of instructions that, when executed by the
processor, cause the processor to receive a signed identity information
document from an originator, determine whether identity information
in the identity information document is reliable, and save the identity

information in a recognized identity information store if the identity

23



14. The system of claim 11, wherein generating an
identity informati on docunent conprises encoding the

weedosois® i dentification information in an eXeenE810€024370

5

Mar k- up Language (XM.) document. 15 15. The system of

laim1l, wh in the. | ' J i nf i .
compr | ses 1 qURFREYOIEIsAEREREY 1 BETEb. S Rica st Mgty
the identity jhfbahicH &t6re veRpuRedtor futhfe redbBnrigdS6 LML @f‘iginato;.

claim1l, wherein the selected identity informtion
conprises 20 use policies for defining uses to which

the contents of the.identi i nf ormati on maybe put.
17.18a sy dESKstE qug’é‘?jag’ ﬁﬁﬁ%ﬁ%cﬁ?l?r{syl%- nf or mati on
docunent.&;hQ @fbhcg&érﬁiiﬁﬁé Hat {HRIidediRe iﬂf6hﬁd#f§glri§not reliable,

recognition o origi hator conprising:
processor; a detnmiming whether totvarifiethe odenticmnéumation; t he

processor; and a nor,y. coupl ed with and readabl e by.
the prod&PeBtye QoG © KoY SRS iprpeionreceiving an
i nstructions rhhigige, e Iféh?ﬂnﬂ%’er&igg\])i fP&rﬁQﬁe:@]ﬂfaztor of the

cause the processor to reCeive a sig dent |
i nformati on 3@erdioginfe@ntatibn dovwanendetirmiding wheathice theiIR® is
whet her identity information in _the identit

10i nf or mat i on GOEGFHARE, [EPONSIVE A%thé,mhfrhﬁi%%repﬁ gaving the identity

15

20

25

30

identity inf gp | : ' [ '

i nformati on su?%ggatjil ﬁ@e feaéﬁ?e?l;ihéggy 9@8%%%%5%%79
PCT/ US2004/ 024370 information is determ ned to be
reliable, the recognized identity _information store

beilflg uddg sysemioficlaia 18ewbeygintdesmmiting waether tieddandity
18. The.system of ' furt . Lsing.. 5.
responsigrpasce sl b st w B R TR ph Mashical user
I nf or maghtefades NOt reliable, ,determ ning whether to
verify the identity information; responsive to
determining to verify the identity infornmation,

[ P9B ¥ e RPerpd B0 lalh IR B R RS P PUT Ry e identiy
docunentyfoHR4iRITs Bhdtd onhalsBemphtBrdusilalgaphicat Qsdr ?ﬁ%ﬁrface,

and, responsive to the IRN belng correct, saving the
identity information in the recognized identity

'dgzzi{ mafﬁélf %nﬁﬁ{%{rﬁ@a%?eﬁée%ﬁ@f%ﬁ%@% gf(:orcﬁlp&tlelrrn pl%)ggira;rnwgie {n(:é“érl.rllctions
for executing a computer process for identity recognition, said computer
process comprising: '
selecting identity information from a self-identity information store for
inclusion in the identity information document;

reading the selected identity information from a self-identity information
store;

generating the identity information document to include the selected identity
information and at least a first key, the identity information document
signed with a second key associated with the first key in the identity

information document; and

sending the identity information document to a recipient.

24



information is reliable is based on a user input

t hrough a graphical user 15 interface. 20. The system
w@Roosheism 18, wherein determ ning whet her to vRCT/U§2004624370

identity information is based on a user input through

oo dReamRg s BRI R Bt ik 21 PHRHp She GRSy

for exegubimatich GRRIEEldMiS 8SEbICO6S Ide@T iitfirmation from the
recognition, said conputer process conprising

sel ect i rsglfﬂdmnty inforinafion atard ased o pses inpat ﬁ‘OHd% Gmnh}cal User
|nforrmt[p# for inclusion in the identity

i nf or matFEH nt; 25 reading the selected identity
sinformation froma self-identity information store;
generating the identity information docunent to

I n@Bude Theeosphier taadabld eretliuny of ¢laiiw? hewliapein aaldctittg identity

| east a.first. key, the i entlty formtio unent .

si gned Mf{"ﬂn%tl%’é‘é’wsﬁ%ﬁfe eggggglpéqdé@rwqeﬂ ﬂ%? f?’gsml@wn from
in the i n docunent; and sendi ng

the i detftiiee&th}lt(1¥ tlt?%laf?%% c(%ﬂgrent to arecipient. 24

WO 2005/ 045579 PCT/ US2004/ 024370 22. The conmputer

readabl e nedi um of claim 21, wherein selecting

10i deft i t hespewPHist rofakle m&d}%g @mé%,.wr@n%@é@n&m identity
identit nf
i nfor ma%{?o "&Eogféedc sed& éﬁ)h}rﬂ gsé?&%ﬂl ﬁiefe&tlér#%é\l 1&?%%;'2%1%1?
User | niforhais ib GhlieXterbibl8Maflbap Canguige (XVE) dablent.
medi um of claim 21, wherein selecting identity
i nf ormati on conprises selecting a predetern ned subset

st &[ng o tflgl%rﬁxf{%?egg%e fne? urngg %gﬁébf XVJ{egéig :t)lgmste:le%%d identity

1521, whenhgbinfemedoaiprides @entitd @it ¥f a pihdpaRiig@iating the 1dent1ty
docunent conpri ses encodi ng the sel ected

i dent i f iefarhaion dogfumentat i on i n an eXtensi bl e Mark-up
Language (XM.) docunent. 25. The conputer readable
medi um of claim 21, wherein the selected identity 15

| Nhgr MatTiLER oMK E{Héf teagsb1b HRANN ¥t Ghidd 7B, vﬂ{eréin Iﬂ{d JfdcRal identity
orlglnatlngt entlty |nformat|on docunent

information comprises use policies for defining uses to which the contents of

)

20 the identity information may be put.

27.  The computer readable medium of claim 21, further comprising:
receiving a signed identity information document from an originator;
determining whether identity information in the identity information
25 document is reliable; and
saving the identity information in a recognized identity information store if
the identity information is determined to be reliable, the recognized

identity information store for future recognition of the originator.

30 28.  The computer readable medium of claim 27, further comprising:
responsive to determining that the identity information is not reliable,

determining whether to verify the identity information;

25



26. The conputer readabl e nmedi um of claim 21, wherein

the selected identity information conprises use
w@oioso#s39 f or defining uses to which the cont eP€BUS$004/024370

20 the identity information may be put. 27. The

conmput er_r eadabl e di.umof claim21...further,. .

conpr i siTAFORSYE koeﬁleg?rﬁ'gmgg g‘? &?{@ ﬂiledléﬁ’?tiltwnéoﬂ?ﬂ%f Gtggyms 2

document from.gRved idghifdafibn RedSidiio NumBeMIRNY &om the initiating

identity information in the identity information 25

docunent is rsybtemsiféhe idaatity anvformgatidneddcumant, ggnerating a computed

information i recogni zed identity. i.nformation, store

e | dent R Gh R Eow RS Rasdiniinanane pdne by

sreliable, the,fenoe d&dmehd %&h;p&ﬂng' b %tﬂ@&ém@%ghe

for future recognition of the ofiginator. 30 28.

conput er r eacablpateddBNUtN defermirg wheler theicanymrted IRN is verified
conprising: responsive tq determ.nj that the .

i dentity inf PRANSIVE t%gle CPE}I’inPSIr}EE]‘]gb%& ?é?r}#]% spying the
whet her to vepi ' . | ' ST .

5008/ 045579 AL EET A5 ¢ f‘?@?ﬁ%ﬁ? 4y faforRtion store.

determining to verify the identity infornmation,
retrieving a retrieved lIdentification Recognjtion

10NuRBer  (brgprputsireadablp gradive phelaing ¢ 8, whereip defpgmining whether
identity, i nfor | o . rak .
R ot (o Qe ARG TBRb1e FRRRAT A Pb RIS o
the i dendrighycaduserfimertdel on docunent, conparing the
retrieved IRN with the conputed IRN to determ ne

whet her the conputed IRNis verified and, responsive

t o ,t.he mput ed. | RN .bei ng veri fi.ed avi ng_th .

iy Pl PR Ml bEUE 8 Ml R fgmining whether o
151 nfor rra,tveﬁgr tht U citity @fotRhatidNB BaSsioH £hsd eashe frbu gidPhical

of claim 28, wherein determ ning whether the identity

i nf or matvseminiesfage| i abl e i s based on a user input

t hrough a graphical user interface. 30. The conputer

readabl e nedi um of claim 28, wherein determ ning

whether to 15 verify the identity information is

based on a user input through a graphical wuser

interface. 26
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