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COWPUTER SYSTEM AND COVPUTER EQUI PPED W TH TERM NAL

| NFORMATI ON REPORTI NG FUNCTI ON BACKGROUND OF THE

I NVENTION 5 TECHNI CAL FI ELD The present invention
relates to a conputer systemhaving its own device
information reporting function adapted to identify the
| ocation of a termnal (especially a conputer with

o PO ER Y ST AN CENE T R SO REN iy rm

term 35 ﬁifi:ll '
Furt h(re? F%I%‘gg‘sfetﬁmmﬁtﬂoqﬁy mu (?%Teglﬁg gllﬁng;lt‘Ie%N
to atermnal (conputer) for use in the conputer

system 15 BACKGROUND ART Recently, conputers becomne
wi dely used noBANKGROUNIPOF FHRINVENHG hore.

These conputers are often used wth Internet access in
various forns. Conpanies, for exanple, use a server
and a nunber of termnals (client 20 devices) to

bui | dTEQHANICAT, QUED [Whi ch a connecti on between
i ndividual termnals, an access to a server, or a

conneTheoprdsent hievénti@r nelatés toad rdopdpwiet . systémhlaeing its own
one conputer may be directly connected to the Internet

devie jpiformbtion wlgotrtinguﬁmcsionr adaptodhi toerdlendifyrethe logation of a
LAN, through whic i ndi vi dual conputers nay be )
tonmaal €dsperialie 4 coemmeer wih Atasygpeitabildy) or a data recording
hi ghly-integrated circuit, termnals (personal .
cwerputretlst is stolan oy broegitoonawithoan gpesmisdion) when the terminal
di mensi ons, such as a |aptop type or a note type also

be therdata iwebydingenedumtisstdernal | conputers require

less _1 installation space and are_nore conveniently .
car r i Burthgan the presents Invention simultaneously relates to”a terminal

(computer) for use in the computer system.

BACKGROUND ART

Recently, computers become widely used not only in companies but
also at home. These computers are often used with Internet access in
various forms.

Companies, for example, use a server and a number of terminals (client
devices) to build a LAN, through which a connection between individual
terminals, an access to a server, or a connection to the Internet is carried out.
At home, one computer may be directly connected to the Internet or a
plurality of computers are combined to make up a LAN, through which
individual computers may be connected to the Internet.

Along with a highly-integrated circuit, terminals (personal computers)
of a high-performance and small dimensions, such as a laptop type or a note

type also become widely used and these small computers require less



10

15

20

25

(conputers) of a stationary type. However, as snall
conputers are conveniently carried, they are prone to
theft. When conputers are stolen (or brought out
wi t hout perm ssion), data in the conputers nmay be
| eaked in s addition to steal age of the conputers
t hensel ves, and further the | eaked data nay be

- Th n tithe y i e ;
oA Tatior | $pacd M a2l Plo®) NAeRel Lotk B Yorminals

gﬁrﬁhg?érs)jedf Caesstaﬁgﬁ%ﬂ’ :@?E“ di FRJ;@HD L1 85 LiBapateMputers are

nt 1 is main ed to ile term nal

Gbﬁ%ﬂl@nﬂgﬁa&*ﬁ%ﬂz tI%SPaﬂeg%I?)?lb%ttheﬁhe Waefidon@sutef are stolen (or

whi ch an AC adapter "i s ed off and the ternminal is
BEduLINOEE Weithd @ PefiRiswitr), Fat@dnt hedtsmputageriahebe . leaked in

Thereby, theft is discouraged, while m Sinformation

nddithe ansealagendf the towpbhteradhpheelves, and duddietr she Yeaked data
pul l ed off is elimnated. Patent docunent 1. JP

a0b@abigéd 15 DI SCLOSURE OF THE | NVENTI ON PROBLEMS
TO BE SOLVED BY THE | NVENTI ON Al t hough the antitheft ]
syst ehds san antithéfh systenpas showaoruagpatert decument 1 1s provided
effective in preventing theft by informng of theft,
ifor pegyveméingnfiedt bbitermimal 2i@vpeesy erfthet $estemi disclosed ag ghe patent
in which a main power supply is shut off or in the
dosemeat df i m@lai)y daregtechie aorghide teranimal (laptopespmputer) and
be perforned. The system disclosed in the patent _ .
detaciethe gonditiosfin whicheann € adspier lslpwl}aftdo etf and the terminal is
situation in which data in a terminal is copie intga .
aat coneestad 19 a medworkwia reuto sBscawage dhelini chhereby, theft is
diumis_brought ,out. Therefore, once, 25 _hejn .
BissoumRg el Whilkamisingomaatian <8 e earer it pIch e A adapter is

may. be used. t hi.ng.can ,be done about that other
2h epéc“a_ Ppﬂﬁqgl}flfﬁe?lﬂ&%ﬁ?ﬂe police. An object of the
Pres el L hAh L JBS60h L3874 K of the problems 2

DISCLOSURE OF THE INVENTION

PROBLEMS TO BE SOLVED BY THE INVENTION

Although the antitheft system disclosed in the patent document 1 is
effective in preventing theft by informing of theft, it may be impossible to
prevent theft in the case in which a main power supply is shut off or in the
absence of a user, and thus complete antitheft may not be performed.

The system disclosed in the patent document 1 is left vulnerable to an
unwanted situation in which data in a terminal is copied into a data recording
medium without permission, which medium is brought out. Therefore, once
being brought out, the data is leaked, and further the data may be abused.
Nothing can be done about that other than reporting a theft to the police.

An object of the present invention proposed in view of the problems
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and drawbacks descri bed above is therefore to provide
a conputer system having an information reporting
function adapted to identify the subsequent | ocation
of a termnal (conputer) or a data recording nediumin
whi ch data copied w thout perm ssion is recorded,
which is brought out. Further, 5 another object of the

BRI RAETOGERILS A R AR EOPY 11 £ s syt

B &h ififthedfion %ﬁ%ﬁgc%c% h@%ﬁg@ﬁ&@\id—éﬁﬁﬁ% thé subsequent

order- to achieve th ts descr d above, the

RN of hQetmiedll@bMAYe 6AKThts e6EdaRE riddismi &8 which data
descri bed bel ow. rein, i'n the description below a

gbpiedl Withaeldpesmisieaet BS rédbrded, (Whichr fetbroughecait)  Further,

address assigned so as to identify a conputer directly
gnotiret sisjeto of bel pricseneinveibrgliohal proRideldr essipuser provided
assigned by an Internet admnistration or an Internet
satlytleeinformatien répertaignfifiiction ffrarsedd the casnputet System.
provider). A private |IP address denotes an | P address
assigned to each conputer w thin an in-house

conmuni cation network (LAN) froma predetermned IP

addr eSEUMMARY ONAH ENNVENEKI™s Control ) address

denotes a unique | P address zo assigned to a NIC
(Net whhiks) i eoridge etocachiesge thea objeatandessrided abowe, e present
in each conputer within a LAN. A "terminal"” generally
Hrvters have taehnisal meagwias desen edshe?@Wa | ar ge
OeTe B R AR Slo Db, TS5 B eaes an 1P
SRR FHAMERL ASSIENRA SbRRGlO THEHADng| COMpURydirectly
R85 3y Bt S TR B SRt RS BB an I
administration or an Internet service provider (hereinafter referred to as a
provider).

A private IP address denotes an IP address assigned to each computer
within an in-house communication network (LAN) from a predetermined IP
address group.

A MAC (Media Access Control) address denotes a unique IP address
assigned to a NIC (Network Interface Card such as a LAN card) installed in
each computer within a LAN.

A “terminal” generally denotes an input device without a CPU using a
large general-purpose computer in the TSS (time sharing system), but
nowadays, a small and high performance personal computer has been
developed and provided inexpensively.

Therefore, the former “terminal” is now replaced by a small personal

computer, and becomes increasingly downsized. It has become common to
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carry out arithmetic processing by neans of i ndividual
smal | conputer installing a CPU instead of a |arge
general - purpose conputer. Thus, in the present
specification, a client conputer (client device)
attached to a LAN for use is referred to as a
“terminal." 5 One of aspects of the invention is a

u | | | of QhAREHAS 11 computer
CaS, PRl SRR CroRtsal P Bfaps ! 6 RARGUGR small comp
ir?s’t‘ﬁ'l'r%{“f H(§ i Pl Brhral-pRgp SR dthphtert he
I ) G it iead &egalta%@?ransr#tgp gl

nternet, bei ng adapt termn

i nf or s Oy %ﬁ@%ﬁ&cﬁﬁ%@&@iﬁ%aﬁ@ﬁyid elfeAt Todiputee (client device)
termnal from the indiVvidual termnal to the

ERALKRE] t8 [SENVRIr usetis referrdd® Aes fligrdlinhld” contai ns a
transm ssi on program adapted to collect term nal

i nf or Ol Maspeted oflithegineatiobak a dyragdtesysasailgvitl bderminal
the termnal, so as to automatically transmt the
{reformsion pépomirt dondtoon hbeimiformedgby ecorencctinige at least one
transm ssion program being contained to be _
tarmiinal ahtlea imonitetingeserver $b the Idternegy keingradapted to transmit
operation of an operating system and wherein the )
torminat infprewticsr shewibg duagdwede trequizgments afi ther trprigal from
the termnal information transmtted fromthe )
the rindividual Henwinalditei the ononitering: seess: whergie they terminal
time of initiating reception of the termnal | ) X
cAntinmtd dransduissiono prograne radapied  tor solget dprminal information
According to the present aspect, the termnal (client X
inslndeg a glabak Byaddresa aspigneddadhetisrminalpgo as to automatically
nmoni tQri.ng server .termnal informati.on.includin

i g&f&@é‘@[s 1

gropRnit e o 1) it SOOI SEHEETe Sad traismission
PRo@PRRPEHE CoRGHIRT 1G bE 2Ch¥ALARS PEAGMLCHRB PR tyrigg a normal
TR 40Pl ST L A s i
PORRRAL L SemisPuia DreTRRA kiR WS o e RSy R from the
SR 1 ST B3 L f i,
FELBHH of MR AQANThAGR 4dHEE 1§ 4RO rnliRaPRbABStion.

According to the present aspect, the terminal (client device) connected

to a LAN transmits to the monitoring server terminal information including a
global IP address assigned to the LAN,

In the case that any terminal is stolen and connected to the Internet at
another location different from the LAN, terminal information including a
global IP address assigned to the other connecting location is transmitted to
the monitoring server. Therefore, the terminal information including the
other global IP address different from that assigned to the LAN is recorded in
the monitoring server.

That reveals the terminal information including the global 1P address
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4 assigned to the | ocation where the term nal brought
out is connected, thereby ensuring identification of
t he whereabouts of the termi nal brought out. Such a
configuration that the nonitoring server records the
termnal information with a date and tine of
initiating reception added to the termnal s .

. . I v h
pRGEHPRUL Ao ) S biend FEENARhirhI RSB G SREHHELRR, thereby
%ﬁ%ﬁﬁﬁ‘i&&?ﬁﬁ@&i@%?ﬂ?@%ﬁe&{%cﬁﬁs ofthe Rrhfifial brought out.
receptron, i1n referring to logs In the rmnltorlngg

serveg By /o gpgﬁﬁ ahar thénﬁéﬁ%ﬂﬁ%tstewer FEE8She terminal

the | ocation e term nal broug out is

SORMAGHRA RYESETaRSahd eI IhRMATIACRICEPtiOhCERled! © thedterminal

nmonitoring server 10 fromthe term nal brought out.

infoeieionWidds thbeerhimdl daforkeaies secludhgs thgglobal IP address
whi ch data such as the global |IP address assigned to

difeteait froml thadirageidiedoty the RAN! adithe ateldndsisme of initiating
assigned to a destination, and a date and tine of

recopRiors $h oefaridgrodbgs én ded mdmtdrirez servee byi angadministrator.

| ocation of the termnal brought out are recorded on _
t ranséi peivddenthdiehagages thieddcanor adhere 1he detmminal brought out is
Consequently, a theft report is filed to the police .
connectel passesapmtiadnysiphererds i (hogs)diodghehmogatoging server
and tinme of initiating reception and the term nal

ifrefror thet teomihak brelighy oute al%ootahmrewordﬁ;ethegvr@mlen possesses the
addresses, those extracted fromthe logs in.the

hogs 1orwhishs datae such rasr they ghabakdlll addrasspassignads to ghe terminal
he police authority. to jdentify the connectin
beougRoput.¢ etﬁeﬁahm e¥5r dsnigeh e & ﬂefrtmaéw?n,@@dt 3 date and
the | ogs of t.he provider.. e rﬁfent aspect, . i
s

I h t
ya@%ifjgﬁg rangmigKen; a@d_fmutmﬁn t3rdfs e CoRAC Fm&alﬁqa&'oﬁ of the
PR e SRE S h i L R sHRARE 0 cach

%rating system (hereinafter 25 referred to as an

°I1n the case of using Wndows (registered

”adeanrnksea{lel%ll}%r 050l eft report is filed to the police herewith

accompanied by the data including the date and time of initiating reception
and the terminal information including the above-mentioned global IP
addresses, those extracted from the logs in the monitoring server, thereby
making it possible for the police authority to identify the connecting location
of the terminal brought out in referring to the logs of the provider.

In the present aspect, it is possible to take the following measures as a
way to contain the transmission program in the terminal to be in a state
invisible during a normal operation of an operating system (hereinafter
referred to as an OS).

In the case of using Windows (registered trademark of Microsoft

Corporation) as an OS for the terminal, for example, a power-on operation of
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Corporation) as an OS for the termnal, for exanple, a
power-on operation of 5 the term nal (persona

conmput er) executes a nunber of progranms, which

i ncl udes the transm ssion program set as one of them
Then, such a programas intentionally hiding the
transm ssion programeven with a display of a list of

tie téﬁhil%l\?\gfe‘? llsco;'l%&)#teﬁg-r%c%%’s at ﬂﬁrﬁﬁe%%f”gffﬁg%ms, which

program ys renal mory upon a power -

AMEn8ed AheCtrahBmisSpf Pf"égraﬁﬂobeft ugd Nerfe oft thémPOSThbhe such a

to hide the transm ssion programfrom an operator (a

PR6SAM Wh onfeasionalydiimbthe fensrhisibmptogradnev&ewith a display
aspect of the invention provides a conputer system

béiwilivg of the Qet prograals issepr mati on reporting function,
being fornmed by a LAN connected to the Internet and

i ncor fhergby)ghattrareanissiore ptegranmal ways rpmaet Jn aneimory upon a
moni toring server, being adapted to transmt termnal
poferaa ioperstioniofgtheh terdvimak; ared)furthernitsisoposdible to hide the
termnal fromthe individual termnal to the

tmnshossion megvam, frene s opetator éa mienson voe diassbrgught out the
transm ssi on program 15 adapted to collect term nal

terfainabk i on i ncluding a global |IP address and a

private | P address assigned to the termnal, so as to .

aut omdaiathen gspecimfnthe iventiparprovides & CormRMiEhsystem having a

the nonitoring, server,. the transm ssiqn program in
En0 o St arB B O ESRTENEI 19N, Ding dOTRYS gnbﬂeLRﬁ connected
during_a normal . operation of an operating.system and
speihe ntereetnand tiscomRPaEnget Teasoone) ars(fgwﬁofcompu{‘er) and a

sequentially record th erm nal informatiqn ; )
FRGRISPTIDE ST Y 1o g A0RpIEH HI TSR 6N BUA rgption showing

By SER el &7, G R AEFORARR o
o iRk ofery e oMHeRG Rk B TR o BahShiSh program
ARBHFALT S b RE GNP iR B, HGp LT RLPIP address and a
Bt 29 PSP RPIRIT tHeREAAM A s Phs 1 Gutomatically transmit the

terminal information to the monitoring server, the transmission program

being contained to be activatable in a state invisible during a normal
operation of an operating system, and wherein the monitoring server is
adapted to sequentially record the terminal information transmitted from the
terminal with no addition or with at least a date and time of initiating
reception of the terminal information added to the terminal information.

In the computer system having a terminal information reporting
function with the above-mentioned configurations, the transmission program
may be activated upon at least one selected from a power-on operation of the
terminal and an Internet connection of the terminal.

According to the present aspect, the transmission program is activated
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termnal and an Internet connection of the term nal.
According to the present aspect, the transm ssion
programis activated 6 when the termnal is powered
on or connected to the Internet, so as to transmt
termnal information to the nonitoring server with
certainty. Further, the present aspect utilizes a

RAVE] 1RO dehiing R%Wér@ﬂeéﬁ‘eér cORRBEEU &y thb”lrﬁ@rrﬁ:‘i 30 as to

start on activatio e transm ssion pr ogram

HArSmif firhdifgl ﬁﬁbrrﬁﬁhbﬁ%'tﬁg b LR g%@?fv‘fe’i'v@ﬁh I%ﬁﬁhﬁfﬁ

I's arranged sinpler than, for exanpl arrangenent for

acti vELHhgr ! fife b f'é’sré‘ﬁ'f”fsgb@lnuﬁh%é %”pé%erﬂirﬁ‘ﬂﬁhﬁfg”rbﬁ% Internet
time intervals, ensuring that | oad on a CPU

cefHeeson |t'i‘nﬁﬁ§ SPELAL Gy Sdkivation of thet Qfemsﬁﬁlssmn program,
information reporting function with the

dhnie st foredtivatihpahie atansngdssibheprograrhrisanmmged avmpler than,
a io0 recording node adapted to automatically record

tfoe e¢xanpls,sanangenagitafobeactivestingnt thd riranmniseror npdogram  at
on recording the data in a data recording nedium
pecddtormirtes] tinteaindenvals enalitingdhat loadroras (R Ggs sedutead
constituting software or unique data produced by
meanslwf thepmionaputennsystés Ihavihg pr teyerinahsipdermation reporting
enbodi ed, if and when a third party records (copies)
fimetoon wigh rthe ﬁbmvemaupnedw@nﬁ:gmahans,u theotezminalamay have a
recording nedium the transnissjon praogramis .
seennding snade yadapied decautamaic @@cqrdcmedrrﬁgsm%ﬁl%pmgram
sel ection of the recordi ng node i ance.
%@ﬁ@@quémal yn the & rOR HeSCOEIRES %r%tag%.Wi@cordmg

ought 20 outside to be nmounted on anot her termn nal
(n& fHer), the data itself is read out. However,

S HGR SRR AR SO ! Dbnsing
Sl R aininC da Red SR b FeahS B SBaisABBS: caai 1
Ir gﬁgE Ll’[l r{tbengidqtsgﬁ{ E@%{;%ﬂ?m‘&{gcﬁ%@?ﬁe hd®Wndy Ghulibe Iﬁjzﬁ{)? records
(copies) without permission data in the terminal into a data recording
medium, the transmission program is simultaneously recorded in the data
recording medium by selection of the recording mode in advance.

Consequently, if and when the data recording medium is brought
outside to be mounted on another terminal (computer), the data itself is read
out. However, execution of the transmission program recorded in the data
recording medium by the third party that has brought out the data transmits
the terminal information to the monitoring server, thereby readily identifying
the terminal (computer) on which the data recording medium brought out is
mounted.

In short, according to the present aspect, even if data in a terminal is

copied into a data recording medium and brought out, the executed
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25 nounted. In short, according to the present aspect,
even if data in atermnal is copied into a data
recordi ng medi um and brought out, the executed 7
transm ssion programidentifies the whereabouts of the
conmputer intending to access to the data recording
medi um brought out. It may be that a conputer on which

N U G
Ack AR o ESTHS P QIARIO AT PoRflghr Bued. e i nal

nformatiton 1s not transmtte the nonitoring

serveyy hat 4 bohljfutbf BASWhRH £WaPi PEGHIIERE Widdium brought

remains 1N system nenory in an invisible state to an

oReiatAbuntddeis AbIcOAhetRHOONEId Ritetrfet. t TANKIN tARI dven though
the nonitoring server once the conputer is connected

tiee tradsmifsibAYROBRIM 1§ ActiatedD farutiaal Svforeatidavis it aransmitted
term nal information reporting function with the

ab ove mmtitoromedegenf i guration, the termnal may be
adapted to record the transm ssion programin the data

r ecor Howevedi ifimtise trassrhzsion gprogreni alvhys remains in system
activatable in a state invisible during a normal is o
opEmery dn ah irhdsibberstatentp sys operatdhi theadeenmahi wdermation 1s
the transm ssion program contained in the data

tensnditad teetieumcimtoring seived graset the bamphder s ooghected to the
out data, thereby preventing release of residence of
tnteraetansni ssi on programin the system menory.

Further, since the transm ssion programis caontained .
in a dattheoeanepeied agstasdihaviag asierpupal information reporting

utomatically actjvated, when the data. recording.
FaBeion | ¥4 (e eaDBYC TR HERC: gratippe the tertinal may be

transnj ssi on pho%[ami.s automatical ly activated,.to
4h8

adaRiadaterarord 48 ansprpgoReRTOERBr I tgdalgFpaeling gnedium so
%2% nei ta%rti)ﬂ%tfi’:%{l\ffe El'cti\cr:gtg%‘fg Li%ntal Ytate hﬁlvlisolgflet icﬁPring a normal
operation of the operating system.

This aspect hides the transmission program contained in the data
recording medium from a third party that has brought out data, thereby
preventing release of residence of the transmission program in the system
memory. Further, since the transmission program is contained in a data
recording medium so as to be automatically activated, when the data
recording medium is mounted on another computer, the transmission
program is automatically activated to immediately transmit information of
the computer to the monitoring server. Consequently, the location where
the brought-out data is used is readily identified.

In the computer system having a terminal information reporting
function with the above-mentioned configurations, the terminal may have a

recording mode adapted to convert data in the terminal to a recoverable
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t he brought-out data is used is readily identified. 25
In the conputer systemhaving a termnal information
reporting function with the above-nenti oned
configurations, the term nal nmay have a recording
node adapted to convert data in the termnal to a
recoverable 8 executable file, to enbed the

BEAbES| 0 {He HVEFd SHEEHT A fonverted
PRPESALRE RS, RooaE i HArsHAs SRR Pt SATRM: AR Ronv
$QeéFtable HES U toR@ofR iR file I thed@icardid | Egﬁﬁn, so as to record

medi um so that the data Is recovered an

thadatd &5 ted dafP et Atddiva, 8% tReIhexataid dtdfered and the
the executable file 5 Tecorded in the data recording

Raistiisdiynt plograneridi agivareé. upon tdietutione oft e executable file
recovered data is saved on a rewitable recording
rectrdedsnche datardvording siediurnvey tieondcdedingnmoe.

termnal. The transm ssion program always remains in

syst edtndneriymeAcherrdcogerted thea v saeed aspenewritdtde recording
data in the termnal is recorded io in a data )

mecdingi nsuctediasing batd) disk elrbeutpriovedéd | @ i thewtenhinal.  The
the transm ssion programis enbedded is recorded in
tiaasgussiongrogtimal ways nemaansiin sstemanemayi on

programis hidden by selection of the recordi ng node

in  adesetéingdsniwgpesent aspect apheardatagnithe darmpinalds recorded
executable file mght exist on 15 the dagb rfi:or_di ng, .

A dRudatdr recordingd eediym; remlyn d8ep exggwiabltit Nigeingawhich the
recordi ng medi um That hé(?gy possi bl y induces the_, :
fRISEIBSIPRyProgramds arebeddrd saecorded & he datagesprding medium
executable file is executed, ,the data is covered. to .
B0 B drasmisHon BiomAAJuIeey Dy St e bR Siprding mode in
pr?f%{lam is activated and always renmains in system

ﬁ‘g §€- Then, the transmission 20 programtransnits

"SR AR 55 g ESALS 1 S Al xist o
e Ml ARG ARE Q8RLRE DS bRy HHAPHAL b HE G the data
recording medium. That highly possibly induces the third party to execute
the executable file. When the executable file is executed, the data is
recovered to be read out, but simultaneously, the transmission program is
activated and always remains in system memory. Then, the transmission
program transmits information of the computer that intends to read out the
data to the monitoring server, thereby readily identifying the location where
the brought-out data is read out.

In short, the present aspect readily identifies the whereabouts of a data
recording medium in which data is recorded even if only the data recording
medium is brought out.

In the computer system having a terminal information reporting

function with the above-mentioned configurations, the terminal may have
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In short, the present aspect readily identifies the
wher eabouts of a data recording nediumin which data
is recorded even if only the data recording 25 nmedi um
i's brought out. In the conputer system having a
termnal information reporting function with the
above-nentioned configurations, the term nal may have

%n@ﬂ'fgrhferco'i'@g g'gc?:g ?ggﬁgzgdﬁf%ﬁgc@t% ‘%?ﬁe?fiflgertﬁfg the data to the

converting execut abl e

Rk EEESBING1Of %%EMEEL%P?IE%w'Pﬁ%r&S%R@ré%i% ih Pa%sl&asé one step

one step se’l%ct ed I'rst step an e secon

SERRIAE B ThE Thsf Slept aelfc% tie gléc?bﬁ&‘ 8ep H&gdeRilk Kist step, so that

recovered to a state's cte roma“decrypted state
e data Hecervaedcth d atftel Belebed T at dbyrypied Qe and a

step upon execution of the executable file produced
écoORDreaedr siaftd ielhe imedineliasestthutdstepdgpéi execution of the
processing only the first step in the present aspect,
@ateutablefite produted by tigreesséihg mibele! r ansni ssi on

programis enbedded in an executable file forned as a
consefuehe ecobrdihg mode it proeessingcordyniheeisst snefiin tthe present
data, and then the file is saved in a data recording _
aepéctm dshens aendryptedaott ycdrhpteshed, theuyhnswussioheprogram 1s
data recording nmediumnounts the nediumon a conputer
ambedileds ier anexeautableofile forenestas 8 conseqesmeuotitfiecencryption or
file, the data is decrypted or deconpressed and .
sevtpressioneatidbeedatagvandetheratthendile desaviode in tdhalata recording
transm ssion programis activated 15 to transmt i
mpedumat | oWhen anhthird gpastyy eihat chas brasght srtnthes elajarecording
thereby identjfying the whereabouts of ,ﬁhe cqnput er

mReivan mpurysdbe ssedium opea cormuwien abadidarent lpsatier fo execute
in the recgqrding de of .processing the first an

$oe Fecuialls Tilk 16e dabdb decaupied: praiefémexﬁ%? énd becomes
file.is formed in th dataﬁecorgin 20 nmedium as_a . d
& BencOWEVE At 488 SAMCHIS § ?&'%’”éﬁué%%riggg%ﬁ 1y activate

it{)] gtﬁgﬁsmt aiéhlgu:féﬁ'gﬁgéﬁ Ir%fgﬁﬁg c%rml%){é? rt((e)sﬁq%dn'llorhiwr?ngf Islrels\g'er, thereby

identifying the whereabouts of the computer intending to access to the

brought-out data.

Further, in the recording mode of processing the first and second steps
in the present aspect, an executable file is formed in the data recording
medium as a consequence of the second encryption or compression of the
data having encrypted or compressed in the first step. The transmission
program is embedded in the execution file and recorded in the data recording
medium as being contained in the executable file.

Consequently, when a third party that has brought out the data
recording medium mounts the data recording medium on a computer at a
different location to execute the executable file, the data is recovered to a

decrypted or decompressed state in the first step, so that its original data is
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programis enbedded in the execution file and recorded
in the data recording nediumas being contained in
the executable file. Consequently, when a third party
t hat has brought out the data 25 recording nmedi um
nounts the data recording mediumon a conputer at a
different location to execute the executable file, the

3k Rebt éiGiﬁgéV?tlragg t @ ZhedCle ﬁ’g@ | §siGe %95%12&\% 3§t§gtiy'gted at the

state int St step, 50t s origl

$0mROEnRER tr3h sy ﬁlgﬁhﬁﬂﬁﬁrel':df’ ﬂ”féeéol?lhgﬁerttbaﬂh%r&in%ﬁitit%ﬁng server,

programis activated at t sane t to transm

itl'?él‘ébgeﬁéﬂﬂﬁﬁiﬁgttﬁé 16O Rhet® tRdBrdiBMti it (3a SEHYRT.

t here I de ying the | ocation where the brought-out

dat a {9 sHeAd judtif $hOkérminabis bét fhthd RIcBrdidlg mddeedf processing
the recordi ng node of processing s the first and

sle€ gt ah@Recohbest é,%&%ﬂ?ﬁfa&' daga 1©hot gaad @it Wy aathird
third party eveni@I? the dafa is recordedinadl?tya party

eeenrifithg daedisirecanded i aoddta eetordimg neetiit and bromght out. In
| ocati on where the brought-out data Is used is

indditiar,ithd lotatiorherhepepht brouptsteunt dueingsed isidentified.
information reporting function with the . )
abovelmetite moevpeienf sgitent ilmangt heterammahainiotmatien reporting
i 0o adapted to save at |east one collection of the

fonction ewithe the rabovesfrentemiedn configuraiéonser thendermanal may be
be adapted to transmt to the nonitoring server, on .
adaptest icosavst at keast oaswallestion of thy eohlcetpd teememal information,
termnal information newy  collected and the previous
eadniheaterninal meay hie adapled: &y tanambie dhgemenatoring server, on

b B a8 TEablat R 30 Bt R R0 a30 newly
solfer sy Ui msn 1o BB TR OB ROTGRECEAIK Sdijakpefore.
o ool T predil athec e Bt S5gh APRa B the coliccted
4Pt et asSrBaTEH, 580 ohe” kil ahBbiat [BrdRn, goltected
6265 R h8hlBAnE Y, the computer

Consequently, in the present aspect embodied, if and when a data

recording medium is brought out, the transmission program collects
information of a computer of a third party that has brought out the medium
and simultaneously transmits to the monitoring server the computer
information collected at this time and the saved previous information of the
terminal brought out.

Thereby, even if a plurality of data recording media are brought out, it
is possible to readily determine by which terminal the data recording media
brought out are recorded and to identify the location where the brought-out
data is used as well, in referring to log data recorded in the monitoring server.

In the present aspect, it is also possible to have such a configuration as
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information collected at this tine and the saved
previous information of the term nal brought out.
Thereby, even if a plurality of data recording nedi a
are brought out, it 1is possible to readily determ ne
by which term nal the data recording nedia 25 brought
out are recorded and to identify the |ocation where
- “qn . . r. I .
PR AL S BB Bl 70 PR hecording
di in addition to
EASRRT OB AR ik (A RnfRE Bl 2 GrffriiieBuiienRin addition
8E HAHRmis B hath $§“R4ivale 3h€atshsBiseion PRograRtliiithe case
s, Pl G it

or a ve nounted on a term nal ( uter)

itRatafieitbrAthdl Or thedatd ARDFIRR ARINIAGE HFLLEhEGHE, vat e
the transm ssion programin the case that the

ter m DRlotRér Wesdslaitds res® poksibleTeshae i sichrpeohfigavition, in the
s In other words, it is also possible to have such a

¢asd | thatahi ermingl the a cdfie rdwirding emedinah @8 bradgha out, by
recordi ng nediumis brought out, by determ ning

diesergniaéme ndishgtesasntabgtwbal 4 Rrlabdl €5 aklvesnadsigned to the
the location where the termnal is newWy connected
dochttorglwhede tie deidniasd isi newlyezbrinectdd amdopeglobal IP address
termnal information to activate the transmssion io
pnclgdad in rthe hpraperpterarinaly snfrmetiomdoaactvatenthe transmission
information reporting function described above, the

pEegiamal may be adapted to record, on recording data

inthe termnal into a data recording nedium_the, .

| at esin the rorapuienf sysiem dmvdogl actaaisal rwdermatign reporting
nd the transm ssion programin .15 the data recordin
TeBcion desaredrabnsigs AERTEIo B, be rAdapiedsto Tedord, on

information collected on recor of data

t 1 nal dj.

irgécgdgr_ig aéatec_m dNg geFEENAMINY e f1gECPRn emegiymy, the latest
B kTP a4 g program in
RO dafifeBRai heGhAg, t he dara

In the present aspect embodied, the latest terminal information

collected on recording of data in a data recording medium is recorded in the
data recording medium with the data. Then, the terminal information
collected before including a name of an application producing the data
recorded in the data recording medium and brought out or a file name of the
data is transmitted to the monitoring server. That readily identifies which
terminal is used for recording the brought-out data in the data recording
medium.

In the computer system having a terminal information reporting
function described above, the terminal information may include at least one
selected from a group of a private IP address assigned to the terrmnal, a

MAC address unique to the terminal, a name of the terminal, a user name of
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20 recorded in the data recordi ng nedi um and brought
out or a file nane of the data is transmtted to the
nonitoring server. That readily identifies which
termnal is used for recording the brought-out data in
the data recording nedium In the conputer system
having a termnal information reporting 25 function

ﬂ?é&reasflgl PR (qu?%g"f)%ﬂt[%?% %&%ﬁf TREAIRY [RYhd RENHASL, 2 name

dne sel ec roup of a private

BednA%A L&ﬁ%ﬁ e‘h%fﬁe fi2h dlﬁon%%ecgibs&ﬁp address.

uni que t e term na name of the term™al, a user

nane Bl en @hbAShEARRNRL m%fifﬂﬁﬁoﬁfha%noﬂ@eﬁ aglegl IP address, as
systeminstalled in the termnal, a nanme a used

depdriiléd iiantndbavEirhenfiensd idy hiiofis,t €hé Reheteabalits of the
| P address. Even when the termnal information has

esinyinal Mrehght bt ddddentifiedsin deatbihbeen iwithhg date and time of
above-nenti oned configurations, the whereabouts of the
mitietimenaception gbtoxled 1rsthednmmm@ servenifimailardy, even when
wWth a date and tine of initiating reception recorded
ithe térenimah in forivegi crehae onl wianglobal P addrassythe whereabouts of a
term nal information has only a global |IP address, the
ehamedboinEnding tocacmsteto andatadfeaprdmgenedivm draught out is
dat a_ recordi ng nmedi um brought out is identified. 10

g to the present aspect, the terninal
|nformat| on includes at |east one of the
aboveAtsardinget the presenadspecihribe defrnélegl igiermateon includes at

address, _and the transm ssion programcollects
Ieash anedof e ahove-mEBHORSA A TRRIGE 13e11 119 @)aﬁﬁ address,
in t e case t

uent | in the aspec di ed
an3  ransthissiary pﬁeg@@gtc lects ﬁ%esp'sd%as% franspts ¥ to the

e

readily identify the |ocation where the term nal

B ng@@r\{eg originally m)unt ed or the ori gi nal user

inre rr|n the term for(ira recor etd it 1

t he nt589 e]rrbé}?e aﬁH?‘i 835? gt g terminal is
lg&l{]lg sﬁsigéns@f ﬁ) ?éaele e%rt]ltfyqﬁ 18438 Where the terminal

brought out is originally mounted or the original user in referring to the
terminal information recorded in the monitoring server. Further, in the case
that a plurality of terminals are brought out without permission, it is also
possible to determine which terminal brought out has transmitted the data in
referring to the transmitted terminal information.

On the other hand, in the case that a data recording medium is brought
out, information unique to a computer used by a person who brought out the
medium is recorded in the monitoring server, thereby ensuring identification
of the computer of the person and the location where the computer is located.
Especially, addition of a MAC address to the computer information identifies
a NIC (Network Interface Card) mounted on the computer. Further,

addition of a user name to the computer information, in the case that the user
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possi ble to determ ne which term nal brought out has
transmtted the data in zo referring to the
transmtted term nal information. On the other hand,
in the case that a data recording nediumis brought
out, information unique to a conputer used by a person
who brought out the nediumis recorded in the

PRI BTSRRI ] the' QEEREr MR G porGRl, B name.

conpukeil| ﬁﬁﬂgﬁc ai8thor of! %?t Bf hﬂ*o!rbhatﬁgldtci tl?zn téi"fmgafl\\l/ﬁgormatlon

address to the’conputer orrmtl on i denti

@l@ﬁ@é& bk &t %61%0&u€$%9)asrf8liﬂbﬁ thel RRaGBARVEEFe the terminal or

ther, addition a user to the conputer

'dﬁfzpﬂ{m‘hag'beeh'brbﬁghﬁéﬁﬁlstﬁb%ﬁ the user 13 nane is
registered in the Conputer information of the person,

t el | sThescdiapRter s§sidrh Hawirid arterraiteltin@imedtion bgsorting function
information to thé term nal i nformation provides nuc

deseribed abowe rasy tforthde iti¢lfide thieusinesd-baienwiesaveheonnected to
termnal or data that has been brought out is used. s

The [nterpet énsteyd tefnthieamiongtaring seiveal sbnthat rtheitmsiness-oriented
reporting function described above may further
isanterde equippsidnesth-afluresticedof thremmonctommgrsersiet.o  t he
Internet instead of the nonitoring server, so that the
busi ndssthe i present aspectrembodigd,ple bisiness-buicotednserver is
of the nonitoring server. In the present aspect
eabippasy mthéthtglnna@g of thmmeenienngrsarver, | thexehyi ppdecing the
wWth the functlon of the nmoni toring server, thereby

Tngf timstallatiepe of overvaey spquiringn egharegd, ep;egfonnance That
equj ri ng enhanced perfornmance. That buil ds qu

t 8P §y§9€mq’f§1&|5ﬂ@t€éﬂg§ﬁﬁm§erﬁ iGOMRPWET | ;rformation reporting
mortlr&g function with a viewto cost saving. Still

&

Elhen 8HCWFIO GRSt SA¥Ent i nvention is a term nal

h21 00,3 b, Sk QIR TRHGR FSBRbT hURSHR naving
A G A AL o i gt
cBﬁtehﬁ{r[E Q‘ﬂ'aﬁs%n%gl{o%%dg‘i‘ﬁh{ ddapted to collect a terminal information
including a global IP address assigned to the terminal to automatically
transmit the information to a destination possessing a predetermined IP
address, wherein the transmission program is contained to be activatable in a
state mvisible during a normal operation of an operating system.

The above-mentioned terminal is adapted to activate the transmission
program upon at least one selected from a power-on operation of the
computer and an Internet connection of the computer.

The above-mentioned terminal may further contain a recording mode
adapted to automatically record the transmission program besides data in 1ts
own device on recording the data in a data recording medium.

The above-mentioned terminal may be adapted to record the
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transmt the information to a destination possessing a
predeterm ned | P address, wherein the transm ssion
programis contained to be activatable in a 20 state
invisible during a normal operation of an operating
system The above-nentioned termnal is adapted to
activate the transm ssion program upon at |east one

%ejé& g‘ Ele@?!éj’?a connec &{h é% Q%&&jﬁgé] n’i’édihfr?so 9@'{8 YeShutomatically

%@ﬂ‘(@i é‘ﬁhoﬁe‘s‘ﬂa eﬁﬂ? E‘Me irlg! ﬁ@ﬁn&PB %i‘a{hcih of the operatmg

recor ng nmode apte to-automatically record
ggﬁ,ﬁm ssion program besides data in its own devi ce
oh recording the data in a data recordi ng medium The

abov e TR bOREthdrRidH edetervaldfagdanices réCordese 'h‘i’odd“ @dapted to

14 transm ssion programin the data recordi ng nmedi um

gonaertt g AUt Rembwealdevicactd val ableeuitable $118f @0 embed the
i nvisible during a nornmal operation of the operat| ng

spsisenis sibhepripexier wethih ehe doheerted aixcoatabiefde gand to record the
recordi ng node adapted to 5 convert data in its own

ddviinetheorezordingcnieaiiin, fsol &5 ta cecordethet data in the data recording
transm ssion programw thin the converted executable

fm¢diunansb thatr theodattat iserecbivered withh ¢he dramstiisgjomepiogram being

so as to record the data in the data recording

metivaiead spon kaccutien odtthe execewablefitairadorded i m the data recording

transm ssi on program being activated upon execution

anedinen bydbatraeomling modacor ded i n the data recordi ng

i o medium by the recordi ng node. The above-nenti on

ter ni ddle @RPVEaVentnped cierimipal anayy havde anedheh éacelzsimg mode

cut on converting the dﬁta to th execu@%lf l%

Etedgtcb@é@%utﬁgonocfor@mwgtt erilaia te dhpcassitvls Allg: processing
st one step selected fromthe first st dt

SECIARIE BLTTRESHI i aLlcast ope' Sep Sefered Bamehe first step

covere 5 st e.sel ected from,a decrypted

g‘lpgt ogonduarpr s IS Fieston, b hél Mk 45 f fEovered to a
LS QUSCRLPRIRON FESHEA"sBle W X BARE U State in the

1mmedxately previous step upon execution of the executable file produced by

the recording mode.

The above-mentioned terminal may be adapted to save at least one
collection of the collected terminal information and to transmit to the
destination, on activation of the transmission program, the latest terminal
information newly collected and the previous terminal information collected
and saved before.

The above-mentioned terminal may be adapted to record, on recording
data in its own device into a data recording medium, the latest terminal
information collected on recording and the transmission program in the data
recording medium,

In the above-mentioned terminal, the terminal information may contain
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the recordi ng node. The above-nentioned term nal may
be adapted to save at |east one «collection of the
collected termnal information and to transmt to the
zo destination, on activation of the transm ssion
program the latest termnal information newy
coll ected and the previous termnal information
I \V f : i :
8 1o Pile BAIES fEonT o, 80 %, PSS TECIARE agsigmed to the

:tg?ieﬁsrfalgéfl}/nﬂﬁg: z&ﬁ%*g@% ‘rﬁ]lfnggl?@tt@ th@oc(é)’{rﬁhﬂﬂ HEof! {}R terminal, a

matl on C ected on recor I Ng

A end FNHE e;fgig@ﬁtdw QUARL | IF 4 %ﬁi%ﬁng Lsé@f?:"rﬁiiﬁgtalled in the

medium I n the e-nenti oned termnal, i

ter m nal

itBF AL hoRaMeYof antigéd aggﬁcé‘ﬁohecﬁﬁi aofife s@hecigdddifsh to the

a group of a private |IP address assigned to the
t?bﬁalnpp adéreyAC address unique to the terminal, a nane
of the termnal, a user nane of the conputer, a nane
of an operating systeminstalled in the termnal, a
name of a used application and a file nane in addition
to t hADY ANIRGHEPUSIBFEECT QNVAHBERNVENTIKIET OF
THE | NVENTI ON According to the aspect as defined in .
one ofAadoading fo the Aspemeas idefinedtiar omealf dlairhs dutghB, even 1f a
out without permssion, the |ocation where the Lo
tterminadlis bsought eutbsehounh peymisseeh,ithe leeatiory where the terminal is
identified. That protects data from | eaking out _ of .
tsudsequenthaused ds beadidy adentelded.Acdbatipreteets daia from leaking out
astpects as defined in clains 4 and 5, even if data in
of thetesmmal padrhaing @bysed a data recordi ng medi um and
brought out.w thqut perm ssi t.he l.ocation ghere

€

the JAGEOFAin 9 TP ARRCINTS GeTEd dn G4mms 4 end S ceversif data in a
(EROLLY LCBTLSLP, TR pLoLerts L) et a0 i
%e?‘}mngsign?rﬁwde ?bcaet\llgl? v{rl];er% gn%t data recording medium is subsequently
used is readily identified. That protects the leaked data from being abused.

According to the aspects as defined in claims 6 and 7, even 1f a data
recording medium in which data in a terminal is recorded is brought out, the
location where the data recording medium is subsequently used is readily
identified. That protects the leaked data from being abused.

The aspects as defined in claims 8 to 10 each yield information enough
to identify what is brought out and who has brought out in referring to
terminal information.

The aspect as defined in claim 11 provides a computer system having a
computer information reporting function with a view to cost saving.

The aspects as defined in claims 12 to 20 each provide a computer

having a computer information reporting function suitable for use in the

systems as defined in claims 1 to 11.
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recording nediumin which data in a termnal is

recorded is brought out, the |ocation where the data

recordi ng mediumis subsequently used is readily

identified. That protects the | eaked data from being

abused. 20 The aspects as defined in clains 8 to 10

each yield informati on enough to identify what is

brought out and who has brought out in referring to

term nal information. The aspect as defined in claim

11 pr @RAEE FESCRIPIIONOF S RaYRAGWANGSTPUt er

information reporting function wth a view to cost

savi nFig23 g aheasitic dfagiafl BREwing A tbifHuler k9stéth having a

each provide a conputer having a conputer i nforiation

reeffiddl nig fhrhatibANreportiaB| Ririctionuselatingt e ansysibodiment of the

defined in clains 1'to 11. 16 BRI EF DESCRI PTI ON CF THE
M¥GBvendonl is a schematic di agram showi ng a

conmput er systemhaving a termnal information

r epor Higg2 fisrne s¢lemaet atihganh chamvirghtedinieaitinddrréteon sollected

present invention; Fig. 2 is a schematic diagram

smsavgdt gy aitreaisniis$ionrograma 4 terhedal;and saved by a

transm ssion programof a termnal; Figs. 3A and 3B .

are sdhgseA andi Hymanerschemhtisidagramsieach skewimipdatarrecorded in

a nonitoring server; 10 Fig. 4 is a schematic diagram

FBWMEPTINSEAVET:i n which a ternminal enployed in the

conmputer systemin Fig. 1 is connected to the Internet )

in a Fdgffletsent schamatiodiagiagm shawing gcsétfadn cvhich a terminal

di agr am showi ng a recordi ng node of .a term ngl .

&rpplsped imtheneomipmien %‘St‘%ly}slt%%ig-n I @.omi?ctﬁg tp; the Internet in a

:@g@ schemat.i ¢ di agram showi ng a state in which a data
FERH§CaR™; um i n which data is recorded by a

term rll~é}|g gqglaogc%denilan[ict H?agcrgtq‘f) gltlc()e\gving a recording mode of a terminal

employed in the computer system in Fig. 1;

Fig. 6 is a schematic diagram showing a state in which a data recording
medium in which data is recorded by a terminal employed in the computer
system in Fig. 1 is mounted in a terminal in a different location;

Fig. 7 is a schematic diagram showing terminal information collected
and saved by a transmission program of a data recording medium; and

Fig. 8 is a schematic diagram showing data recorded in a monitoring

SCrver.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Now, a preferred embodiment of the present invention will be
described below, making reference to the accompanying drawings.

Fig. 1 is a schematic diagram showing a computer system 1 having a

terminal information reporting function relating to an embodiment of the
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systemin Fig. 1 is nounted in a termnal in a
different location; Fig. 7 is a schematic di agram
showi ng term nal information collected and saved by a
transm ssion program of a data recordi ng nedium and
20 Fig. 8 is a schematic di agram showi ng data recorded
in a nnnitoring server. DESCRI PTI ON OF THE PREFERRED

égi, oo W, -beaF%ef - Sléfg %gﬁglﬂaﬁ%md&aéra&ﬁesﬂé\%ﬁ?é‘t terminal
rlﬁ SrEaton ﬁlt&%@%ﬁﬂ@ﬂw Bgo P P98 si ot E{Olérﬁh\?/ I(f—f a terminal.

emati ¢ di agram showi ng a tonputer syste ng a

tefggm nal ahaf %pﬁ& SCheTRAGE td1£?@rafrﬁ’§‘%hbl%hb%ﬁg' @&att%céf’ded in a

odi ment of 17 present”invention. Fig. I's a

SRbABHN! g SHrO8F, arm:i?w QMg sél@élﬁhﬁé\khagrﬁﬁpélﬁ@ﬁdr@a state in which a

coll ected and saved by a transm ssi on program of

tterriiralin Figl 99s c8Anéftdd 36 the nteeheiatd diffdreat Hr@ne@c h
showi ng data recorded in a nonitoring server. Fig. 4

is a slbdrfeﬁ&'tﬁ"g_ctod?i%gﬂame bonipigenspdtatrel iin thiimesent émbodiment
termnal in Fig. is connected to the Internet in a
di fdispesud Wattat iaoh AR aroal HureaoNEtworkl), 5 tdseabd minedtiar a specific
system 1l in the present enbodiment is disposed within
argahiZational. ArEae NieANobkis Eoresicdd ivehie d pﬁlrali@peﬁ itéringinals 10,
organi zation AL The LAN 5 is connected with a
plQira) iat ynastitorngiseaver 20, armd a, busimessosianted server 30.  Each
20, and a busi ness-oriented server 30. Each io
tterming |1 Olanditee seroese?2 end Iamnepsrectalcdorthe dntesnet 6 via the
to the Internet 6 viathe LANS5. The termnal 10 is a

conmput er based on W ndows operating system

3#‘ has .a hard disk driye saving a trans%ssd
progr &1 termyjag rlpbléoa Pﬁf jqonpRutsh, based pre Windows operating
s .activated when the termnal

t ransm on r
e @35 0anl BRE rhai Ay dnves sving 3 granbraissicey pegeram 11

t l,bnt e adcollects
c?esc %ed n taﬁ below.

The transmission program 11 is activated when the terminal 10 1s
powered on or when the terminal 10 is connected to the Internet and collects
terminal information including a global IP address assigned to the terminal
10 (LAN 5) in Internet connection to transmit the terminal information to the
monitoring server 20, the program 10 being contained to be activatable in a
state invisible during a normal operation of the OS.

Specifically, the transmission program 11 is set as one of start
programs of the Windows, and further has a setting in a program so as to
intentionally prevent the display of the transmission program 11 even when a
list of the set start programs is displayed.

Thereby, the transmission program 11 is resident in system memory
upon a power-on operation of the terminal 10, and it is possible to hide

existence of the transmission program 11 to an operator of the terminal 10 as
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termnal information including a global |IP address
assigned to the terminal 10 (LAN 5) in Internet
connection to transmt the termnal information to the
noni toring server 20, the program 10 bei ng cont ai ned
to be activatable in a 20 state invisible during a
normal operation of the OS. Specifically, the

ty&@psm ssion program 1l is set as one of start
prograns of the Wndows, and further has a setting in

of "t n Ry LEsARstign bRidah N13iS AoRAIGT AR, di Byinal 10 is
%&%ﬁ ohakhd PRI TaASt biss ‘éifsé’d)ﬂé’&m% 2" @Pdhinslhenformation

nsm ssion program 11l 1s resident Tn system nmenory

WhowR POWRE: N ARETndeMe Ofhe! k01leefed Natest Germihli information
is possible to hide existence of the transm ssion

feobead! tdrrhimadnirdbeation) oand hthd erevidls tBranal 18nformation
well. The transm ssion program 11 is activated when

tdodl ecerdrandIsatéd beforeonethedennimaldl (hgsaviedrtetmansd information) to

collecting current termnal information shown in Fig.
2hemiosikkodnggetia 2l | ected | atest terninal
information 5 (collected term nal information) and the
previ Gpecifecallynawher dvemgi antivated, etitee drasinissiced program 11
before in the term nal 10 (saved term nal infornation)
te@llectrethmpiitrent flptesd) venmipg] isfosoiatiarabng  transmitpéhe gollected
activated, the transm ssion program 1l collects the
swrreait terminak tinferenation | andhftbe nsavesh pravicusabziormation to the
the collected 10 current termnal infornmation and the . )
JaoBHOBnaYsYYET | H.or MhENokhe savied RERHIOWS i tepmeraly Hformation is
20. Then, th aved_ previous, termnal informatjon is. .
SviervntireiIt the colbeed rermisal i mi 3% Baded oIt is possible
geeded. It is possibpble. to_.constantly save a pl l%ral ix;%n £
p oy svicva Rrsliphef Yasiasakiive)vapionseipe Gxagple) o
termnal i nf.orpation by, for_.exanple, savin irst )
R EehEt wripigaliiosmadbichy et ramale SENIEE fist Bive versions of
PP IR b aliohS thei 67 Slifihe 484 RSl Gksion of collected
terminal information with the sixth version, and so on, so that the latest
versions (five versions in this case) of collected terminal information can
remain.

Referring to Fig. 2, the transmission program 11 collects six kinds of
own device data as terminal information. Specifically, the own device data
consists of a global IP address and a private IP address assigned to the
terminal 10 (LAN 5), a MAC address unique to an NIC (LAN card) installed
in the terminal 10, a name of the terminal 10, a user name registered in the
terminal 10, a name of an OS installed in the terminal 10.

In the present embodiment, as described below, names of an
application and a file used in the terminal 10 are collected as the own device

data in addition to the six kinds of data described above, though omitted in
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termnal information with the sixth version, and so
on, so that the latest versions (five versions in
this case) of collected termnal information can
remain. Referring to Fig. 2, the transm ssion program
11 collects six kinds of 20 own device data as
termnal information. Specifically, the own device
qﬁggz.consists of a global IP address and a private IP
adtress assigned to the termnal 10 (LAN 5), a MAC

addr e & fURi g etol Eign M Cited-Ahofiftbfihg 8kl ! 20 had af Fenction of
10,7a na of [ =10

t er m nal the term na , a user nane

Rgueh AR §tBrihae tern@il NaforkRation NERsAlt&D fSm a plurality of
installed in the termnal 10. 25 In the present

eeRAAT N0 wih @@ét‘é@ﬂ@?ﬁnﬁ%ﬂﬁitiﬁﬁﬂ%%eééptﬁih added to the terminal
e

application and a file used int ermnal 10 are

dafdregitésh eseetdita @in Béwie). data in addition to the
si x kinds of data described above, though omtted in

19 Fi @n the &dfezrhandg thobhsiaesSAariehtw] sawet 30iipgnassstemanaging
20 has a function of sequentially storing term nal

isefeermhot omartagang nagsetsd ubednmathe orghnizgtioh, foerxianygls, and is
10 with a date and tinme of initiating reception added
tagcesmbleefrommalplumlityiodtemninats (8ee data C in Fig.

3A). On the other hand, the business-oriented server |

30 i s Nextassakingeiederienge todrigsr 1 @s 3fanand 34, as eperation when
used in the organization, for exanple, and is

dbe seranmiab 10ris poavgsedran wil) berdaseribedal s 10. Next

meki ng reference to Figs., 1, 2, 3A and 3B, .an X
oper ath GIOBHAT addrashes pEvARAP acliress. fovcd A addrass used in
be desgri bed. l.obal 1P address, a ,private.lP .

dar dollovang dewpiepton: ate  twaty¢, aglleesren | i mynvenience of
des?ri tion e addresses far conveni ence. of

taroAnd fiviae Trlation ta Fosrepechie adiemes resighed to the

SRR e . St e B vemer.

Referring to Fig. 1, a power-on operation of the terminal 10 activates
the OS and connects the terminal 10 to the Internet 6 via the LAN 5. The
transmission program 11 is activated in conjunction with the connection of
the terminal 10 to the Internet 6.

Upon activation of the transmission program 11, terminal information
(own device information) shown in Fig. 2 is collected by a program
processing. A global IP address (202.215.156.0) of the terminal
information collected at this time is assigned to the LAN 5 in the
organization A.

The transmission program 11, as shown in Fig. 2, transmits the
collected terminal information and the saved terminal information previously
collected to the monitoring server 20 via the LAN 5.

Herein, the present embodiment employs such a configuration as
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15 Referring to Fig. 1, a power-on operation of the
termnal 10 activates the OS and connects the
terminal 10 to the Internet 6 via the LAN 5. The
transm ssion program 11 is activated in conjunction
with the connection of the termnal 10 to the
Internet 6. Upon activation of the transm ssion

PSS bR B S0 PGP LA n the
FSSATAR A diniEp s IS BE el el

asforepm@tals 9 Of Wethld \Beichted i&veps\ln%ﬁ{ﬁWﬂ%cétedﬁhethe_LAN 5.

transm ssion program 11, as sho Fid. 2, transmts

the Z?bﬁﬁqfhﬁﬁﬂ?? chafipirivdn 0N ftRe Tellceiedngniinal $@ftethation with

termnal information previously collected to the

riheisaetd nermiial ¢nfotéhaticn phevibddlyolliened revddls, as shown in Fig.
present enbodi mnent enpl oys such a configuration as 20

2, xbat wnbg sheipiprovdté dPgadrebsdsPareddifesent from each other and that
(202. 215.156.0) to the LAN5 in the organization A

ahd atenndataaire mlbdsispanag a private | P address to a
plurality of terminals 10 with a dedicated server )
(not shuapii vhtecHt adidiess absighad|by. thealeskeatedtseyyer on the previous
conparison of the collected termnal information wth
pawer-eavepetagion od thentomamal o) pse(@®L21§.1661.4 Bt whereas the
reveal s, as shown in Fig. 2, that only their private .
Iprivaiar dbs eaddress diassignedt on oihisaciimet e poaved-@apperation  is
the other data are all the sane. The private |IP

g@lze%lss-l\é@ﬁ@ﬁed by the dedi cated server on the
(202, 38, 4o 0dgr. haRl: ahis TRStarG, sepuite J0phainEgsceived the
(amnitalanienadign bansmisba fivun tha RRTTIML | o Sap Fgn the data C
SR et OF e adiRS Hieurdebfver Srun] ot 2 o date and

Gime of initiating reception as being related to each other in a storage device

not shown, The date and time of initiating reception is stored by being
separated to Christian year, month, date, hour, minute, and second.

In this way, in the computer system 1 shown in Fig. 1, upon a
power-on operation of any terminal 10, terminal information of this terminal
10 is automatically transmitted to the monitoring server 20 to be recorded
according to the above-mentioned procedure by the transmission program 11
contained in this terminal 10.

After this, normal works using the terminal 10 are performed. They
include a work using an application contained in the terminal 10, a work by
access to the business-oriented server 30, or a liaison work between the other
terminals 10.

Consequently, as long as the terminal 10 is connected to the LAN 5 in
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in Fig. 3A, stores together the received term nal
information and a date and 15 tinme of initiating
reception as being related to each other in a storage
device not shown. The date and tine of initiating
reception is stored by being separated to Christian
year, nonth, date, hour, mnute, and second. In this
vl he: ut y m 0 i k: .
‘g@%epgghﬁﬁ?&n&?"ﬁ port a(%c%[ gﬂoﬁ%}aﬁﬂ 1{315‘31{5@?% #gl HRPYefininal 10,

oper ation
SR AR oy RO s ORISRy o o dt
AP HM O tiﬁiﬁﬂ%ﬁgﬁl’%{ﬁp%ﬂ%ﬂ)ﬁa‘% 9PUL fdre¥s tiﬁ“%e?orded in the

transm ssion pro cont al in thrs termna

YBonhbtee detl-sp 2@0r mal works using the termnal 10 are
perforned. They 1nclude a work using an application

cont aippgfelBr,tifgndewfibAal tekfhingl 10donP¥ctodotcrdREBAN G is stolen
t he busi ness-oriented server 30, or a |iaison work

kaidvienstolén eéfeinal t€r 18 defectéd t6ehs datantt ¥, inagndtheg location

as the termnal 10 is connected to the LAN5 in 21
tdigfepegiantraat | iz Aorgaptuationc hApogkangss aggnat oo ofith terminal
the termnal 10, termnal information different from
tinéompnatipw uscordedr mthe momityring serdeat 20. afiigt Anshosés a state in
initiating reception and a private |IP address is

rehmhd bk iterminal M wonmecteg sertherLAN 5 isHotebear and finstalled 1n
and when a term nal 10 connected to the LAN S5 is

stngither canmedting kocation Berninal 10 is connected to the
Internet 6 in another |ocation different fromthe .

or ganiWhendhestolarateysynabi® isunstalled methe sannecting location B
information_recorded in the nonitaoring server 20. Fig. ..
anchewanected 4o she Mtemetdh thadransmissian POgEdAnk: ceatained in the
the LAN 5 is stolen ,and instal.led in jo another
coeleadermgnalokhis SHiBICdnBsOTRHRS b leabowAones prpcedure.
installed.in t cqonnectin cation.B and connefct ed

l o .
to t heITRiThr MeF 18, 4 Ko 1S SHRRASCEL oAl HicogPRREAUNE Tocation B is a

C;?er%}sgrilﬂer%s{c{]entcre]eand that a global IP address is dynamically assigned by a

provider 50 managing the connecting location B upon each connection to the
Internet 6.

The transmission program 11 is activated to collect a global IP address
(219.115.103.87) assigned by the provider 50, the MAC address of the stolen
terminal 10, a name of the terminal 10, a user name, and an OS name as
terminal information. Then, the collected latest terminal information and
the previously collected terminal information are transmitted to the
monitoring server 20 as the terminal information.

In this case, as the transmission program 11 always remains in system
memory in a state invisible during a normal operation of the OS, existence of
the transmission program 11 is hidden against an operator (referring person)

of the stolen terminal 10.
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stolen termnal 10 is activated according to the
above-nenti oned procedure. Herein, in Fig. 4, it is
supposed that the connecting location Bis a is
personal residence and that a global IP address is
dynam cal ly assigned by a provider 50 managi ng the
connecting location B upon each connection to the

o colm: E“%‘T@?%éé?ﬁfgi’i?éf BeBIAP5 R TIY SfeghpffP nformation
PRI Mokl T EPHEElng lochtih Vo PRPER I gy ® i Fig. 3B,

%eérdsar@et tﬁ@réﬁioemeﬁﬁiﬁaqriﬁmﬂhaﬁaﬁ%@tai 88te and time of
Then, the collected latest term nal I nformati on and

iR ARy HeveptionCR beab el dted 0 Bath bfiié mation are

transmited to the nbnitoring server 20 as the

term ned deptdbsdtdbRive, sindehilse eaflen teAmime 10 is moved from the
transm ssion program 11l always remains in system 25

MeAD! ¥ im thesd@aaizanorsidlte ther commnectitgy iwdatape Byt ihenglobal 1P
of the OS, existence of the transm ssion program 11
isldresilessigged e tthertennaratldr has ehanged drquar thenglobat IP address
the stolen termnal 10. 22 The nonitoring server 20
Hao2id) 5. ebeilyeassigmed annthealorgariaatieni &n tot thenghohalel? address
fromthe connecting |ocation B, as shown in data D in
Ki2d 9.13B.103 &7 radsigneddoibe conneetaneioedianeBni nal
information and a date and tinme of initiating . _
r eceptGansegaientdynteteanngde the enllaeted hatest terpynal information of
descri bed above, since the stolen termnal ;10 is noved
fthererminal ipformation (lata Yyiscordedbim theymonigring server 20 shown
connecting |locatiaon B, the obal | P _address assi gned X
15 Hie G The iebal g P addrena gLt 11 SARAHD gasasd IeIe Connecting
ddr ess 202.215. 156..0).. assi gned in the organi zati on .
O%H'tnﬁ@és titjiel o oRREBET referging) o theea 1§58 dgtormation
to the connegting | ocati B..,10 nse t :
PN E6160#80 oo clahel 4P i ERA0R 4 13- 656 aieviously
ssichl 1T Dhod. Ny PEFBY, i FRVIBY 5P Steblbik Eonnecting
location 1s the LAN 5 in the organization A.

Still further, referring to the MAC address, the name of the terminal,
the user name, and the OS name in the terminal information, the terminal 10
having transmitted its terminal information is identified as the terminal 10
stolen from the organization A.

On the other hand, when the terminal information is transmitted from
the stolen terminal 10 to the monitoring server 20, a transmission record (log)
remains in the provider 50 managing the connecting location B.

Specifically, data in which data including at least the global IP address
(219.115.103.87) assigned to the stolen terminal 10, the time and date of
initiating reception (2004-07-25-10-15-30), and an IP address of a destination

are made related to a routing datum showing a route to the connecting
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in Fig. 3B, the global IP address (219.115.103. 87)
assigned to the connecting l|ocation Bis identified.
Further, referring to the saved ternmi nal infornation
previously collected, the global |IP address
(202. 215. 156.0) previously 15 assigned is identified,
whereby it is reveal ed that the previous connecting

| - | | ' ] i zati A Still
ABERHORD IrecBRIed ) thd oS0 cae.  the name of ¢ he
term @“ﬁeﬁﬁ%ﬁﬂﬁ Iﬁgen{ﬁ%‘ﬁlg iﬁ“@hﬁ&ﬂl‘f?ﬁm IPadd?€ss in the present

term n ( ; ~term nal ~ having
LEARRTEIL fioh 95 i eﬁﬁWh ©th ithe HHeMdus! 65 3§ extracted
the termnal 10 20 stolen fromthe organization A On

thgnoteterningl infbfmation iheFip. 38, i fieltihsRgeSeport is filed to
transmtted from the stolenternminal 10 to the

e gatdenlereitte he@Smpaniddebs the Paeh andapmé dfl idddiating reception
remains in the provider 50 nanagi ng the connecting

I(QC)@&'L@TLZBJ@H@GBO}.CaThm nitgtes itnpodsilsle ftat the golic@liaummty to
at least the global I P address 25 (219.115.103.87)
adsngfiethe cotiextateolozativarBi(ndlerd the terminaiht0 andsedtia referring
of initiating reception (2004-07-25-10-15-30), and an

1tD thddogs of thie pratader fHAti on are nade related to a

routing datum showi ng a route to the connecting 23 )

| ocat ilontles i wayednrthedcase that prigvindeal 30. is brought out without
Consequently, the data D in which the global IP ,
quamssionnirone apk AN ft havisgna maoniteringmerven2sand a plurality of
different fromthat in the previous one is extracted

fiegminale 1Qreaghnlcantaigingta ofansmissipn Jogsamn: dds the computer
damage report is filed to. 5 the police herewith

A8k ahiie dhe present eapogiaent; el theng sgApREt movement of the

ECEPAT o2 O oo FESSR 6
T or R iphtles, e IORRTOR WhE Pl aming, 19,1% fidalled and
by b R R L P Bl R s 941

roni t Ol‘lilengress%{ﬁ/ Sl 3uRbYARL the c8fe of the connecting location
B of the stolen terminal 10 being a personal residence, but it is possible to
identify the connecting location B in a similar procedure even in the case of
the connecting location being an organization such as a company.

Next, an operation of the computer system | in the present
embodiment not in the case that the terminal 10 itself is brought out, but in
the case that data such as secret data in the terminal 10 is brought out by
being recorded in a data recording medium without permission, or in the case
that a data recording medium in which data in the terminal 10 is recorded is
brought out without permission will be described in detail.

Fig. 5 is a schematic diagram showing a recording mode of the

terminal 10 employed in the computer system in Fig. 1. Fig. 6 is a
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term nals 10 each containing a transm ssion program
11, the conputer system 1l in the present enbodi nent
tracks the subsequent novenent of the termnal 10,
once the termnal 10 is connected to the Internet 6.
That identifies the |ocation where the termnal 10 is
installed and 15 protects secret data in the term na

i]ﬁ‘?:ﬁefﬂ’dﬁcbgi;i@ﬁﬁp ‘éﬁ%@viﬂg é{‘ﬁ%te i YIRERSE Hats ’E@Sf&@gg?ledium in

ustr at € case O e connecting location

LRR{cH Qh@NistREBTAR by hEeEAHifal A9 }réd?ﬁil ‘f'ﬁé‘%;@mgﬁ}ébr system

it I's possible to 1dentify the connecting |locatio

11 Bigi MikahoRhf&E iy L t@veihal N e Lasfer®int [bBation. Fig. 7 is a
connecting | ocation being an organi zati on such as a

cRieatitic dlaghext shawimparatihahirbrinatoaciolldceed amdted by the
1 in the present enbodinent not in the case that the
ttearemakiolDprd@ahd 11 sobs dagh requrtlingditiedivim. t flﬁ'%c 8si€ a schematic
that data such as secret data in the termnal 10 is

tiageirh showihy dadoerearded on dleel monitoriiag semvee @0di ng

medi um wi t hout permission, or in the case that a data

r ecor ditigteredinainl Orinvthe giresientaembodhmentehad thake r0coxling modes
recorded is 25 brought out w thout perm ssion wll be _
datapteddd dutotwtmially micgrd Shestransuisern progiangridmitself besides
showi ng a recordi ng node of the termnal 10 enpl oyed .

idata iecarohgatag inghe terminal Hi0gon recarding écopyiag) the data in a data
schemnti c di agram showing a state in which_ a data . .
reeoFdingg meingm inn adghfiieon tmithei funelean dell tinsmgting  terminal
termnal 10 enpl oyed.in.the conputer system in Fig 1 . .
S ORGAMIQA 10n (Bt BIORIKHING (TYeth 20 e MBRANY @fatheriransmission
Fig. 71 a scqt'we ti c di agram show ng term nal

i Sﬁlmtf]o CRAIPE#¥Vand saved by the 5 transnission

Cchardth Speirtih Iih Gro g GAPYTOASEtRA i fof téminal 10 into
R AR Kbl Dt ed ] BRI T2 which s o
UBTRL58bhol S5 i B PRI PROBEBERGHl magies vl be
UescABREGhMRe4if BRKWY) the data in a data

Although writing of data in a CD-R (Compact Disc Rewritable) or a
rewritable DVD (Digital Versatile Disc) requires the use of particular
software called writing software, hereinafter a term of “copying” or
“recording” is simply used. Further, on execution of an executable file
recorded in the CD-R, a decrypted or decompressed file is recorded (saved)
in another recording medium such as a hard disk drive.

As shown in Fig. 5, a blank CD 12 is set in the terminal 10 set in the
first recording mode to copy data “ABC. dat”, whereupon the data “ABC.
dat” s recorded directly in the CD 12 and the transmission program 11 is
recorded in the CD 12 in a state invisible during a normal operation of the

OS as well. Concurrently, the terminal 10 collects terminal information at
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io recording mediumin addition to the function of
transmtting termnal information to the nonitoring

server 20 by nmeans of the transm ssion program11

descri bed above. An operation for recording (copying)

secret data in the termnal 10 into a Conpact D sc
Rewitable (hereinafter referred to as a CD) 12, which

| 1Bt r r o j [ t fii o
Befimks [Ehén. BTG iinal Np2aRfa@hn AR fht Sensmission

/'y § Bfé@é)o\f‘ﬁéd ke tREr ﬂ?ﬂﬁl D o CD- R (Conpact

I SC Rewitable) or a“rewitable DVD (Digital

Ver satThe tianSlisdi6f4Hiro@arhEl vecordbdAar thec@R1 2, as shown in the
software called witing software, hereinafter a term

Favedapynigdl iafor?Ratise ¢@ Ry ND, coldeds il owhsRiice data including a
Further, on execution of an executable file recorded

iarh o {Chh Rippslicheiony fiatchay cetecedmheseetetf data ¥ABC. dat” and a
recorded (saved) in another recording nmedi um such as

ascoagtddath S edidnie “ ABCs datthiri additen fo a globalnP &Gdress, a private
is set inthe termnal 10 set in the first recording
nittaddressopMALE addARS, admtic ofitke ¢ermmimal he udet natmeBand an OS
25 dat" is recorded directly in the CD 12 and the

tnaEmem ssion program 11 is recorded in the CD 12 in a

state invisible during a nornmal operation of the OS )
as wel3pectheally.r svhary the hsecrelr diatmlis 10opied| srithe data recording
termnal information at 25 the tine. Then, the,

doefasndy the firsiaiccprdisgrmodentnd Dl A anpeassas éf enly the secret
program 11 are recorded together in the CD 12. . The .
tda{As 86, tpwﬁaﬁmmd@cg rgHy angl {he trapsipssigy program 11 1s

shown tn the saved termnal information in Fig. 7,
dBVIBlEs i ts own device data including a 5 name of an

da ofle abSfussIan. FOFHEt nde if ABb. ECUEHIS Tle sel to be
S bl G0 el M 55Rr AR Bl unpn, pguntin of
WD i thfemARiP1 0.

Next, as shown in Fig. 5, a CD 12 is set in the terminal 10 set in the
second recording mode to copy secret data “ABC. dat”, whereupon the secret
data “ABC. dat” is encrypted in the first step and a decryption executable file
“GHI. exe” adapted to decrypt the encrypted data is produced. Then, the
transmission program 11 is embedded in the decryption executable file “GHI.
exe.” Concurrently, the terminal 10 collects terminal information (eight
kinds of its own device data shown in Fig. 7) at the time, so as to embed the
collected terminal information and the transmission program 11 together in
the decryption executable file.

Specifically, when the secret data is copied in the second recording

mode, only the decryption executable file “GHI. exe” 1s produced in the CD

12, with the transmission program 11 being invisible.
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Specifically, when the secret data is copied in the

data recording io nediumby the first recordi ng node,

the CD 12 appears as if only the secret data "ABC.

dat" were recorded therein, and the transm ssion

program 11 is invisible. The transm ssion program 11

is an executable file set to be automatically

activ : j Y n

mount oA B (he eIt ERtaMlenily “OHAC R decryps the

sAUN thérdp all%wiﬁgcghel%ebfeés&ﬁtai FAIE. (it RadabR, Séierewithal

in the sefond rectrding node to copy secret data

"fwatitid! the WIRIRIARIVA pltrgeCI Bt data "ABC. dat” is
encrypted in the first” step and a decryption

executNibkte oki dleywri GilFige%e'a @rpDed dep idaheyptming 10 set in the
encrypted data is produced. Then, the 20 transm ssion

phogl esvotdings neydeettdedpy sethat digar YoBToriagXewhbahipon the secret

file "Gdl. exe." Concurrently, the termnal 10

cddth eABCL etan nglencrfptedeni the it gind sdcondssteps iahd @decryption
devi ce data shown in Fig. 7) at the tine, so as to

erneedtatile fibol'UKdL.edxe’eradapidd itof decrypt dheaencryipded data in the
transm ssion program 11 together in the decryption ]
escsontladie t iHeerecosemskbto aideatyptedwitate mnhibesisamedialelyaprevious
is copied in the second recording node, only the

dep y(pn itba fasst stepbiseproducedaand Tegerdadsipithelfclddl2n Then, the
the CD 12, with the transnission_program 11 being .

i HangENisson prograat Ui iisgmiredded indbe decrmiien esegutsble file “JKL.
file "Gdl. exe" decrypts th dat t hereby al | owi ng . i
1 eﬁgmcmmﬂmd@ tgEmal eh@a%ﬁ&qcts Hermiaa normation (eight
ctivatj.ng the transm ssjon program.11. Next, as shown

s o ik owncgevige data shopn i )i IkE Desw af fo cmbed the
gcgﬁl-qc% qu:rd. ; %ﬁﬁgﬂg&dl Y jianggdlgdt gt(l)' S'_es%&g{ pgq?ét%m 'ﬁctogether n

d.i he f] . d
TN e ekl BIETHETGRE® 87 2apt o 1o

decr y@petcri]ﬁcfﬂ] v R LR dhfh {gqgopied in the third recording mode,

only the decryption executable file “JKL. exe” is produced in the CD 12,
with the transmission program 11 being invisible.

Execution of the decryption executable file “JKL. exe” decrypts the
data to be recovered to the first step, but content of the secret data “ABC.
dat” has been still encrypted, so as to be invisible to a third party. Further,
at this time, the transmission program 11 is activated to transmit the terminal
information to the monitoring server 20.

When the first to third recording modes of the terminal 10 are released,
the transmission program 11 is not contained in the terminal 10 and ordinary
copy to record only secret data is performed in a CD 12.

Herein, in the computer system 1 in Fig. 6, if and when a third party

copies without permission secret data in a CD 12 by any terminal 10 set in
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second step to be recovered to a decrypted state in
the imedi ately previous step (in the first step) is
produced and recorded in the CD 12. Then, the io
transm ssion program 11 is enbedded in the decryption
executable file "JKL. exe." Concurrently, the
termnal 10 collects termnal information (eight

ﬁh%edﬁrs‘?fre%ﬁjtigé’gﬁgggé,i ?ﬁ gﬂﬁg@} ﬁgc e dS t”tl’lzé gec:ﬁ@t Bla “MBC. dat” is
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[ the decryption ex . . . .
S.R%hﬁtfc%ﬂl%exéﬁih%éﬂ Afid RS peeviduk Sesfitlaf dnfdtnidifor Aid #corded in
recordi ng de, only the decryption executable file

"aHlnviSibes siafe RS QJEed in the CD 12, with the
transm ssion program 11 being invisible. Execution of

t he dephattdsghrxedntiEp! 6, thd €0 JBlLin which decssmresdatachas been
data to be recovered to the first step, but content of

tieeosdat Btbidaight HABES th@Orghati Zatiws Abged nséunted in a terminal 60 in
encrypted, so as to be invisible to a third party.

Furdi fferentatonrtecsing TozatioheBt nelareupenaheptragsmmsidn ippogram 11
activated to transmt the termnal information to the

nashitod bei mgosmticatl y2z@ti vabehist dotiviatedit to third

recordi ng nodes of the termnal 10 are released, the

t r ansriikereby, psoghaewm1in Fignds thentransmotsion gwegram 11 collects
term nal. 10 and ordinary 25 copy to record only,

sademnatien 0fl thepeempuitesd 69 rofatlepmemenk apdriransinitpdhe collected
conputer systeml1l in Fig. 6, if and when a,thi_rp% party

datast scampitsut Infermationoand dbeepreyagus tarmpinad idoppation to the
any termnal 10 _set in 27 the first recordi ng node,
JPOBHSRNE $o11eG205, the secret data "ABC. dat” is

et 1 dEiS saRenle ERmiainBTTatoR Y trerBuoEa ected by the
PR iQR OB A acudRouh e1nvRl P addfes’ £2F9415.103.87)
et 5, RIS RaR R oS M S P Pl o )
' &¥ the terminal 60, a name of the terminal (H73BB4d), a user name (XYZ),
and an OS name (Win2000).

The monitoring server 20, as shown in Fig. 8, records the terminal
information transmitted from the computer 60 and a date and time of
initiating reception (2004-07-24-17-30-20) as being related to each other.

Generally, even if secret data in the terminal 10 in Fig. 6 is copied
without permission and brought out of the organization A, it is often the case
that no one in the organization A notices the fact.

However, an administrator of the monitoring server 20 in the
organization A recognizes that either the terminal 10 or the secret data is
brought out by finding that the global IP address of the collected terminal

information is different from that of the saved terminal information in
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a different connecting |ocation B, whereupon the

transm ssion program 11l set to be automatically

activated is activated. Thereby, as shown in Fig. 7,

the transm ssion program 11 collects o information

of the conputer 60 of the nonment and transmts the

collected |atest conputer information and the

ReRA S BToRakhbWiPHIPg @0 Lo the —monitoring

server 20. In gﬁﬁs case, e termnal information of

the myRitiert Gh! Bt e¢aipld i Fibl FISHIis dABANGA ALl is not the
i ncl udes a gl obal ['P atidress (219.115.103.87) 15

aefmtid] ¢ But fiee aapnRTordihgd ARAli@N(ED B2 MACweH €8¢ secret data
(00-11-23-00-PQ RS) of theterm nal 60, a nanme of the

tiermecorled thaBB4shought UARbetange (tHY MACantiress, @henaame of the
(Wn2000). The nonitoring server 20, as shown in Fig.

erméaedl[ dadt the teemnanle of nherteamigal infensaiibhearefl alsm different
the conmputer 60 and a date and tinme of 20 initiating
rfeoepthose EZ0M- pividud TeRAi)) indsrrheiiog. r &h ahedcontrary, if and
each other. Cenerally, even if secret data in the

twhem rthe tetmimalFinformdatiencaymiheds the tMAUT auldrass; shemame of the
and brought out of the organization A it is often_the .
deswinalhandnbeonseri nama ecasreppondatwith thahof i thesprevtous terminal
fact. However, an adm nistrator of the _nonitoring
Jafomnation,if ig determened thatiik  therfermnina dghihag &s braght out.
either_the term_nal (10 or the secret data i.s ., byought

out byl %@ﬂh@r, ipaefaragdodbsmame af the tgminal, ﬁﬁe user name, the

coll ected term nal informat.jon is di.fferent, fromthat. .
grame of @RTm%mnﬂn?h@rﬁjeﬁ name; af thete m?@r{r@tlon, it is

5l o TR i o i Dt ok e Bl 10
10 butCt he datga recor dLlng rredihlumb&?CD_é?Z# ti n ich the hich th
secr et“QRRCQUENLlY, @S WEHGAS ARt N2V HIRNUATCH, SGaSH, & which the
t.he NA d ‘ f.the 5t i pal .
G 35 FERuebPrF RTnSyt bifasloh. & DR gfPon'dCHiled to the
dﬂ(;lfceer f¥ewith accompanied by the logs in the monitoring server 20, thereby

making it possible for the police authority to readily identify the connecting
location B by referring to the logs of the provider 50 managing the
connecting location B.

In this way, according to the terminal 10 set in the first recording mode,
even if secret data is copied without permission, the transmission program 11
recorded in the data recording medium (CD 12) identifies the location where
the brought-out data is referred via the Internet 6 with certainty.

Consequently, setting of the terminal 10 in the first recording mode in
such a case that a user leaves seat for a long period of time or retumns home
enables to promptly address to stealage (leakage) of data.

Now, in the computer system 1 in Fig. 1, an operation in such a case

that a CD 12 (data recording medium) in which secret data copied by the
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fromthose of the previous termnal information. In
the contrary, if and when the termnal information
such as the MAC address, the nane of the termnal,
and the user nanme corresponds with that of the
previous termnal information, it is determ ned that
it is the termnal 10 that is brought out. 10 Still

ffdbhdpRar 100 ts%?f%r rthégse%c‘b Telon fn{cﬁfe tlEer;cﬂ@}%t F)ﬁ? without

user nane, e ap t| on, d

mé‘@m' otnhiﬁ ou,t 1S possible to

ow \%ﬁl i g%@?&??ﬁ@“ﬁ%bg towcgut from whi ch

term rlQéfe%Hn FeHUSNTHY, CES 12efd vwBichntHedata 1s copied by the
above-nentio ed caeln which the termnal 10

bieualt reediditie! ARide RSHERrS ToMhaverohRethie He tldrﬁ executable file
f| led to the "15 police herewith acconpani ed by the

| 6@HI1i Bxé TearitDihé efbdldedr tr@fisralksid pr@bwnirdii Al lits own device
possi bl e Tor the police authority to readily identify

tdwtaceemeeisiblg. | ocation B by referring to the | ogs of
the provider 50 managing the connecting |ocation B.

I n t hiGomsaqueatlyprifiand wheh e peeson wdlo has deought ohethe CD 12
first recording node, 20 even if secret data is .
csepps e iCDnd 2t Tper wosyhwder Ghhen ta gosnestngopaogn abh ol refer its
recorded in the data recordi ng nedi um (CD 13@

i crent, iassshownl iocBig. oh itappears s ib lihe slecrypiien iexecutable
referred via the Internet 6 with certainty.

doles'dgbdnexs’ Hgghtﬁh@tof the terminal 10 in the first
recording node in, such a case that,  a user |eayes seat

for a Ity pderodhsr persasn ovhe eh@$ nbrought opt dafapiexgcutes the

%Sng%:%x%&%ﬁsifeﬁé&ﬁnle%%?h ga?agles) O citqn(glnthe secret
DM bl B RO A Wi,
B B LI AT Wi o e
SEsfbleai0 s Bondhif Hgora b sHIsHIstgR ORI LI transmits
Py ddifectiGE" ¥RbEd© nco?nﬁﬁfé‘i‘a?nﬁ)rfﬂatfon and the previous terminal
information to the monitoring server 20.

Thereby, an administrator of the monitoring server 20 identifies the
connecting location B in a similar procedure as described above, in referring
to the logs (Fig. 8).

Especially, it appears as if only the decryption executable file “GHIL
exe” might exist in referring to the content in the CD 12 in which recording is
performed by the second recording mode, and whereby there is a high
probability to induce the person who has brought out the data to execute the
decryption executable file “GHI. exe,” with the consequence that the
embedded transmission program 11 is activated. That simplifies program

processing of the second recording mode.
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s "GH . exe," and the enbedded transm ssion program 11
and its own device data are invisible. Consequently,

i f and when a person who has brought out the CD 12
sets the CD 12 in a conputer 60 in a connecting

| ocation Bto refer its content, as shown in Fig. 5,
it appears as if only the decryption executable io

file "Ml %xaatdﬁ&bbrcﬁﬁgs edTtis (O} hecHFedOm Whe second

has brought out data exetutes the " decryption

eeeordiall hddd, eit" isHhosdbR 'to_tihl%nﬁg;r aheslgt@ionpidttrenthe data is
the secret data "ABC. dat" is nade readabl e. However,

affeférdred samettel dipginhhdata a8 fidodutdl P diedpersbni who has brought
activated, thereby collecting information of the 15

coupthieadats0, Camsehjoentliyniths preférabibeo thecusd fgicountermeasure to
program 11 transmts the collected | atest conputer

| cdmesref relatiasl; invensequértticd seeratidagd. i nformation to

the nonitoring server 20. Thereby, an adm nistrator of

t he nodowonnrthesmmapute? Gystantli in &gt hean aperason ng such a case
location B in a simlar procedure as described above,

ithat e¢enct datp irethe terntinal bgset M the tird Fegurding mods ts recorded
appears as if only the decryption executable file o )
"igHy dataesesordingmmediurst(GD) 120 faad hrieg ghd ouh avidhmitegrarmipsion will
the CD 12 in which recording is perforned by the

e deseribacoiudetgilisdew. and whereby there is a high

Phe_ddteferingyiochis EniheosTade yprvbictodaiimapeid py the third
Ao i SRS S eifon SPRSHRe il 1K
L, 30 B QSRS Bl SRS 1 SLBaERE, 30,
PO SRENE e it SRR L S S TR s
ARLBrJBY 1RG0 a8t iPthe 6D R AR b0 uSt Wi¥he CD 12 in a
computer 60 in a connecting location B to refer its content, it appears as if
only the decryption executable file “GHI. exe” might exist in the CD 12.
Thus, the person referring to the content has no means to access to the
secret data other than execution of the decryption executable file “JKL. exe.”
When the person executes the decryption executable file “JKL. exe,” the
secret data is decrypted to be in a state encrypted in the first step. However,
the decrypted secret data is not the actual secret data “ABC. dat” as being
still encrypted in the first step. Consequently, the person trying to refer the
content cannot read out the secret data “ABC. dat” at this stage.
Further, execution of the decryption executable file “JKL. exe”
activates the transmission program 11, which collects information of the
computer 60 of the moment, as shown in Fig. 7. The transmission program

11 transmits the collected latest computer information and the previous
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out the data. Consequently, it is preferable to be
used for counterneasure to 5 copies of relatively

i nconsequential secret data. Now, in the conputer
system1l in Fig. 1, an operation in such a case that
secret data in the termnal 10 set in the third
recording node is recorded in a data recording nmedi um

(ER ”g RSkl i: 1 hal hasion will be

dtescrl elg I'n dtg(%igﬁt}gé]e@gxlwﬂr%% erEfnlzﬁg to Fig. 5, the

CD 12 Tﬂbrl‘,‘ﬁg,cfhedﬁ&ﬁlécﬁ Ricﬁﬁo YBUBSAEAYIfiEd ih %Cﬁgtﬁﬂé}%rocedure
node appears’ to have onl¥y the decryption executabl e

fdsl Gesctifed a%‘,,in%%ﬁﬁﬁgcgdrﬁf@ #Figf‘%g‘o‘-ﬁh@rmonitoring server
program 11 is invisible. nsequently; as shown in

F®. 6, if and when a person who has recorded the

secret data in the CD 12 and brought out it sets the

CD 12 Hypegiallys therdit @6 dabgen of seervtakith hecordedtinotheBCD 12 by
to refer its content, it appears as if only the

dher yipitrd orecordinit almbeef betng Gdad exe” eveghthatrglstthen decryption
the CD 12. Thus, the person referring to the content
feecntablediis ‘UK Iacmessistexechted. sdéven iftmliat of fides inhitwe CD 12 is
execution of the decryption executable file "JKL. .
eksplayedhenly the pdecspptior exxecatatilbefibe CHy bt iexe” appears to exist
executable file "JKL. exe," the 20 secret data is

dberaipt ed hay highiy possttdy eindnices ghe dreferrintge persast to execute the
step. However, the decrypted secret data is not the .
aowegatablectite, and awvheshy dhe " erbedded girassmigsion program 11 is

encrypted in the first step. Consequent]ly, the persgn
tacfivisded.o Thaksinplefies pragram Em«;@smgecaﬁt)fwhnﬂﬁ@cordmg mode.

secret dagta "ABC. dat" at this stage. Further, . .
execuﬁno HTWake CHER rif pigeset daise i dbeetermiBal J@ seteim-the third

25 act.ivates, the transmn ssi on, program.11, j.ch

GErPing il M PEarE TR ek Jeraring’ Bediyd (CD 12) to be
men a own i Fig..7. The transm.ssi on program )

TOrhh i, 306 Vet o is!prowciad BN sang! ried Bu e third

and tcge prev. m nal infgrrmt.iontoth

A8FetdPeh gl 1% praferSle e VRt DRl ofi fgpeleat soret data
Frlrthd SRk B B fird rELdRHin® 58€ {iéntifies the location where the

third party intends to read out the secret data.

The embodiment of the present invention is described above and the
CD 12 is illustrated as an example of a data recording medium in the
above-mentioned description, but the use of a medium such as a DVD
(Digital Versatile Disc), an MO (Magneto Optical disk), and an FD (Flexible
Disk) also brings about a similar effect.

Further, such a configuration as providing the independent monitoring
server 20 is employed in Figs. 1, 4, and 6, but it is also possible to employ
such a configuration as giving a function of a monitoring server to the
business-oriented server 30 so as to achieve cost saving.

Still further, in the above-mentioned embodiment, encryption is
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as descri bed above, in referring to the logs (Fig. 8)
of the nonitoring server 20. 5 Especially, there is
no danger of secret data recorded in the CD 12 by the
third recordi ng node being read out even though the
decryption executable file "JKL. exe" is executed.
Even if a list of files in the CD 12 is displayed,

iCrtortd S FocRirlil Saeh LB tn the Sermplffel 197 fito 3P RER! Fecording
arﬁga%egg:mq aoﬁuf ﬂa?@glﬁﬁestsﬂﬁl t&n ¥easd g@ff%nfﬂeﬁe In this case,

by t enbe ransm ssi on program

aeFtsle‘IﬁEﬁ&actTﬁ%t fisd ”i@' b&é@lﬁcﬂr QABAEBP T SGRRFINYI aHd tc'Sk%cutmg the
third recording node. his way,” even I f secret

dedrisrdysidiep d:grﬁhﬂﬁl bk@ld%@tthb@e@ﬂé@dbfﬁ rd recording
nmode is recorded in a data recording nedium (CD 12) to
be brought out, the secret data is protected from
being read out. The third 15 recording node is
preferable to prevent copies of inportant secret data.
Further, setting in the third recordi ng node
identifies the | ocation where the third party intends
to read out the secret data. The enbodi ment of the
present invention is described above and the CD 12 is
illustrated as an exanple of a data recordi ng nedi um
in the 20 above-nentioned description, but the use of
a medi um such as a DVD (Digital Versatile Disc), an MO
(Magneto Optical disk), and an FD (Fl exi ble Disk)

al so brings about a simlar effect. Further, such a
configuration as providing the independent nonitoring
server 20 is enployed in Figs. 1, 4, and 6, but it is
al so possible to enploy 25 such a configuration as
giving a function of a nonitoring server to the

busi ness-oriented server 30 so as to achi eve cost
saving. Still further, in the above-nentioned

enbodi nent, encryption is 32 perfornmed on recording
secret data in the termnal 10 into a data recording
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medi um (CD 12), but data conpression can be al so

performed. In this case, a self-extracting file is

execut ed, thereby extracting and executing the

transm ssion program 11 besides the secret data. 33

CLAIM5 1. A conputer system having a term nal

i nformation reporting function, being fornmed by

connecting at |east one ter@gngf d a nonitoring 5

server to the Internet, being adapted to transmt

termnal information showi ng hardware requirenents of

the termnal fromthe individual termnal to the

mpni t g bﬁ_ﬁgmﬁ@f Wterrﬁ’l%ﬁﬁigrh ﬂe?ﬁﬂﬁ;ﬂﬁﬁ‘fé‘ﬂhaﬁ@ﬂ?@éﬁi function,
transm ssi on program adapted to 10 collect termn

i nf or rgdih@nforited d BynoRn &l tiialat |1Basidghe sermffil anedl o enonitoring
the termnal, so as to automatically transmt the

teuriened thefr@emmdti on to the nonitoring server, the

transm ssion program bei ng contained to be activatable

in a Yeahg adaptedi bd etrgyrhitg ternmaairan fopestadn osh@éirgn hardware
operating system and 15 wherein the nonitoring server

i eqauiemettstef tegteentinal frpm ¢kenndividualt erminal to the monitoring
information transmtted fromthe termnal with no

asgver,on or wwth at least a date and tinme of

initiating reception of the termnal information

added wheneie ther nermminal neontaind @n.trasnzssianc prpgram adapted to
system having a term nal information_ reporting .
feoldeqtoterminali mformanen meledingna cglobet {Bdaddressnaissigned to the
I nternet and incorporating at |east one term nal and
lerBinalorson @sskr aatomplically swansay the temnmal (information to the
term.nal information showi ng hardware requirenents of

t O TRESATVE ,om t he i ndividual terminal to the

moni torin 25. server, . . : .
the tfanstission program being contained to be activatable in a state

invisible during a normal operation of an operating system, and

wherein the monitoring server is adapted to sequentially record the
terminal information transmitted from the terminal with no addition or with
at least a date and time of initiating reception of the terminal information

added to the terminal information.

2. A computer system having a terminal information reporting function,

being formed by a LAN connected to the Internet and incorporating at
least one terminal and a monitoring server,

being adapted to transmit terminal information showing hardware
requirements of the terminal from the individual terminal to the monitoring
server,

wherein the terminal contains a transmission program adapted to

collect terminal information including a global IP address and a private IP
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wherein the term nal contains a transm ssion program
adapted to collect termnal information including a
gl obal 1P address and a private IP 34 address
assigned to the termnal, so as to automatically
transmt the termnal information to the nonitoring
server, the transm ssion program bei ng contained to be
: . iV . .
SRR Ackigbd 18 1 Mafnipal SEpRN aEioBACALY HofRinit the terminal

' i i to sequentially record
AR LRASE tégﬁqﬁ;om&)@?%\%ﬁ%r q y

the term na nf or m n transmtted fromthe

term mRt trddmidSioRdpddram %iﬂg tbntaAhed 99Ye cHPARbESh a state
time of initiating reception of the term nal

| ik & PR defing aditrehd] @ gdrgtibe bTanadpdrafing Rgticon, add 3.
The system as defined'in claim1l or 2, wherein the

t r ansniiseriedn the ogoaitorhgaseivwent gdad@stadato keqednt@lly record the
selected froma power-on operation of the term nal and

aermiaringdrmatonardrisontietl from tiee térpanal HWhtH noTaddition or with
systemas defined in one of clains 1 to 3, wherein the

t#rleasah date and énme dfhitiating adappeontaf the terminahlihformation
record the transm ssion program besides data in the

tagtdeidrtal thertermonal dnfaymdteon.dat a in a data recording

medium 20 5. The system as defined in claim4,

wherein the terminal is adapted to record the

transm ssion programin the data recordi ng medi um so

ab t oThe systasmasidedined iacelpvatlagr 8, in a state

i nvisible during a normgl operation of the operatin

syst eryhemsig then franssnissions peeghage disi @ctyategk unox r@g least one
to, 5, rein the term nal has a recording node

aﬁ@&%ﬁt@@h oA AVERDR PRETAIRN 1 @F rfallORBIEA and an Interet
recover.abl ef %xecut able file, to enbed the transm ssion
gonnection of the terminal.

4.  The system as defined in one of claims 1 to 3,
wherein the terminal has a recording mode adapted to automatically
record the transmission program besides data in the terminal on recording the

data in a data recording medium.

5.  The system as defined in claim 4,
wherein the terminal is adapted to record the transmission program in
the data recording medium so as to be automatically activatable in a state

invisible during a normal operation of the operating system.

6. The system as defined in one of claims 1 to 5,
wherein the terminal has a recording mode adapted to convert data in

the terminal to a recoverable executable file, to embed the transmission
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programw thin the converted executable file, and to
record the file in the recording nedium so as to
record the data in the data recording nedium so that
the data is recovered and the transm ssion programis
activated wupon execution of the executable file
recorded in the data recording nedium 5 by the

ed 1 g . : . _
TP s SERAPITT AL, St e i e
aRBEGith g{ lﬁeﬁﬁ]?rﬁug(? as t& E‘ecfcﬁﬂ"tﬁ?tda'ﬂ@iﬂ fife daadetOrdilg medium,
executabl e tile processing of encryption or 10

conpr e the dita ise?ei!ovgﬁ?d ahartgé %@g@ﬁgﬁfgﬁ]@dgﬁm is activated

first step and the secon step besi

Sﬁﬁ«ﬁh execiitiah offthe @eduiablé FO Yt decHdnahe!dit® recording medium
selected froma decrypted state and a deconpressed

shytlee fgcdrﬂﬁlg' mwmRid ately previous step upon execution
of the executable file produced by the recording

node. 15 8. The systemas defined in one of clains 1

to 7, wherein the termnal is adapted to save at | east

ohe cdhkaystan asfdefined inatlhemtéed termi nal information,

and wherein the termnal is adapted to transmt to the

nmoni t ovhexgind¢hederminal s anothertrecordohg thede adapted to execute,
transm ssi_ond?‘;ogram the latest termnal information

nem opnvesiing dheddatadia biee previcide tiderpracedsmigrafacnenyption or
coll ected and saved before. 9. The system as defi ned

| PIBPESH @) Invabrleast anestepr selactedi Gorudpe fast steperud the second
on recording data in the 25 termnal into a data

r%@ﬁ%@ﬂd@s @itlift SteRe | atest terninal information

col l ecteq on, recording and the transm ssion_programin

t he deﬁoatq?aééh%faﬁ@ls ks Red 36 a siatorReleoyeet BRPag dccryped state
def'n%dinone%fclajn%ltog, : .

and a decompressed state in the immediately previous step upon execution of

the executable file produced by the recording mode.

8.  The system as defined in one of claims 1 to 7,

wherein the terminal is adapted to save at least one collection of the
collected terminal information, and

wherein the terminal is adapted to transmit to the monitoring server, on
activation of the transmission program, the latest terminal information newly

collected and the previous terminal information collected and saved before.

9. The system as defined in claim &,

wherein the terminal is adapted to record, on recording data in the
terminal into a data recording medium, the latest terminal information
collected on recording and the transmission program in the data recording

medium.
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the termnal information including at |east one

selected froma group of a private |IP address

assigned to the termnal, a MAC address unique to the

5 termnal, a nane of the termnal, a user nanme of the
termnal, a nanme of an operating systeminstalled in

the termnal, a nane of a used application and a file

nane in addition to the global IP address. 11. The

system as defined in one of clains 1 to 10, further

Cc I g [ ' ol e r connected to

CRE | Ao a8 AR R s T S rver . 5o

that HHE (ST FEfoRhatidreRcRRINE at 1 Sa GHePRGEC 1l For a group of
function of the nonitoring serVer. 12. A conputer

hapriaid 1B fifteSeNidigned o tRBtERRINAPATMAQ {ddiesd Bfique to the
being 15 connectable to the Internet, containing a

tepmimals ai iame rafithentepehipAled liser ohé @fithetter@ival, a name of an
device Information including a global |IP address

agsirgting stysterti imstatlisiut ehe ternmamabrahagel ofya usadapplication and a
the information to a destination possessing a

pii kededrae nh ndditiéh &l theghbbaMiP radidregshe transni ssi on

programis contained to be activatable in a 20 state

i nvisible during a normal operation of an operating

Sﬁsten1 13. The conputer as defined in claim112, being _
ablpt Thetsystemi amdefingd itr ane rafselaoms pr ogrldhn fupider aomprising a
| east one  selected froma power-on operation of the o
dapuessrorpatednsarter capnected tootheebitemet dnstend of the monitoring
conputer. 14. The conputer as defined in claim12 or .

8Erveny sorbat tinmbusinessrorenter server i aguipped with: Benation of the
automatically record the transm ssion program besides
JRORIOANEETHGh devi ce on recording the data in a data
recording nedium 5 15. The conputer as defined in

claim 14, being adapted to record the transm ssion

PrPor ?xnzzcl)rrr]lpturt]gr gxt'i%gri?sc 8{7\% d&vice information reporting function being

connectable to the Internet, containing a transmission program adapted to
collect its own device information including a global IP address assigned to
the computer to automatically transmit the information to a destination
possessing a predetermined IP address,

wherein the transmission program is contained to be activatable in a

state invisible during a normal operation of an operating system.

13.  The computer as defined in claim 12,
being adapted to activate the transmission program upon at least one
selected from a power-on operation of the computer and an Internet

connection of the computer.

14. The computer as defined in claim 12 or 13, further containing a
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medium so as to be automatically activatable in a
state invisible during a normal operation of the
operating system 10 16. The conputer as defined in
one of clainms 12 to 15, having a recordi ng node
adapted to convert data in its own device to a
recoverabl e executable file, to enbed the transm ssion

n n : :
HEQH A oaddifed HEHEHC R GHRE sEARE i, WansfisibA program
f LR h i di : :
{RERIES, Beg AEHRe! Sih ek S TROORHAG BIRCEMT i 88ta recording
Rhegham being activated upon execution of the
executable file recorded in the data recording medium
by the recording node. 17. The conputer as defined in
claim 16, 20 havi ng another recordi ng node adapted to
epECUThe comnsPRy as defitieta clsiaha4t o the executabl e
file, processing of encryption or conpression in at
| eastbeinpgeadtipted $6 recdreldiber wamdmission ptoghep ke b recording
second step besides the first step, so that the data
iraedeonvsey ad toobe @ftetrmticallgcactivdtable m destayptrvisible during a
state and a deconpressed state in the imedi ately
praawial wpesateon of the eperatirigsystém. 25 t he execut abl e
file produced by the recording node. 18. The conputer
as defined in one of clains 12 to 17, 38 being
adapted to save at |east one collection of the
cldi.| eThegompuiticnas definedinwmieqoi claimgs Baitagl adapt ed to
transmt to the destination, on activatiqgn of the .
t r anshayEpa reeonhagmede afgpissk toreonwerhatanicitsratrodevice to a
new y coll ected ndéﬁhe S preyious termn nal iy
TRPeY bl exeowIabia dHica e cinbed) the ApnsmissionTaEogram within the

conput er, as defined in ¢laim18, bei .adapted t,0 ;
r%”%ﬁatedowmahlei tﬂlg and0eeord Uaki1e i tae reeqrding medium, so
data recording nedju the | at est t.er m nal

A%l eROTh e SftpdBiibE d3ta FRoBRME AR,

so that the data is recovered with the transmission program being

activated upon execution of the executable file recorded in the data recording

medium by the recording mode.

17. The computer as defined in claim 16,
having another recording mode adapted to execute, on converting the
data to the executable file, processing of encryption or compression in at least
one step selected from the first step and the second step besides the first step,
so that the data is recovered to a state selected from a decrypted state
and a decompressed state in the immediately previous step upon execution of

the executable file produced by the recording mode.

18. The computer as defined in one of claims 12 to 17,

38



10

15

io the transm ssion programin the data recording

medi um 20. The conputer as defined in one of clains
12 to 19, its own device information including at

| east one selected froma group of a private IP
address assigned to the conputer, a MAC address uni que
to is the conputer, a nane of the conputer, a user

hame eilgE %@?#&‘E@ rsav«?l af qgfst%n@@ol?@&i(% OEQhéy&ﬂ%Gd terminal

i nstal namne

qﬂ% daflle name in addition to the gl obal
gg ess g

being adapted to transmit to the destination, on activation of the
transmission program, the latest terminal information newly collected and the

previous terminal information collected and saved before.

19. The computer as defined in claim 18,
being adapted to record, on recording data in its own device into a data
recording medium, the latest terminal information collected on recording and

the transmission program in the data recording medium.

20. The computer as defined in one of claims 12 to 19,

1ts own device information including at least one selected from a group
of a private IP address assigned to the computer, a MAC address unique to
the computer, a name of the computer, a user name of the computer, a name
of an operating system installed in the computer, a name of a used

application and a file name in addition to the global IP address.
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