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WD 2007/ 005140 PCT/ US2006/ 019941 TITLE: SECURE PATCH

WOl s BOCKGROUND OF THE I NVENTION 5 1. Fiel I
Invention . The R esent invention generally rg’lcgiuesél?({%ow')u

sof tware updat d€™fid i n SEFUREXBICHSYSTRY secur e
di stribution of software wupdates in a distributed
BACKGYSEENOF urERFELTRIN On of the Related Art 10 Many
conmput er medi a or communi cation systenms suffer from
—_— ity holes that may all ow unaut hori zed data
l'r‘eldggtg“gfsnge ' t'he di ssenination of worns. Thereby,
The presepfrissicalion abbrellydelatege solbnrdigdeaused patistiatd e seSMEBstribution of software
updates AGHKLLN H@LS are closed by nmeans of security
rel ated software updates, also referred to as patches.
In distributed systens, patches may be generated by a
2. Descrjpdipr bf theskelgad Aand t hen distributed to a nunber of patch
Many c&ﬁﬂu@f‘h@dxa gr%mﬁmm%n:%s@p Jsulffgr N ge%‘ﬂ%{/“(@eé §ha|r1 may ﬁ]éow unauthorized data

Cﬁlﬁmmm catilons sys or consuner
access op i SEgBHASR s ragd orebys cqupifpmblerdamaga bt he sadsalaUedlly, semsecurity holes

are closed fry jng{ﬁeﬁuﬁcﬁﬂzifﬁaiteﬂﬁifﬁaﬁ dpdd’ﬂ@?ﬁé’sﬁ E\A&esng@togE %?c%%éﬁ%}sﬁ%t%%@gtems, patches
b . . . .

may be égﬁéo lj lt 5 bg??zrt{ﬁc X lﬁ glg ec%n%ésc blut\e%e 0 éttn{ngba(g_patgbcthmg& Maglple,dnobﬂe units of a

commMUDKANEYSieRt orgenswnes devicBByingentadded proesbsdrs. be carried out

Howeve @atRs loaded GoM {iGha@b@t syayest Q1M Ao to'\&bﬁr!)tgcted agaigst maligious modification,
OtterwisOTHOLGRLL ONB)sefl 81 MAELEDY, Q01 OB | T Scled active

“device per- radio cerdSUrT FEES oo BreleR demd ohisstice (DoS) attack could
be carried Yaitagtst 3 HSN (Flobal SystensfpsMelits, Comneni@tidk) @t kByeby only one infected active

device pETARLAORARAYo (IRK S whath SRkl €T red to as asymmetric
is ofte sed 20 to protect package

. t ogr a ,

o oror YR ERE 5y S e R s RSt POy copeasty, ot sed
to protect prgleeurdierimédnie pkeading Ehelidgasid kiyel@@r ingodrdatwdiRETHR bash i€a is that there
are two dey¥0a HBYSke . R ¥ S Lepple for

N A A A
roforred 12§ geole p (PR it PSS l90Uh & dopy HeSRes. Tihateusu stlieben the diffculy in
deriving Rivquimaté Boydient shp tubitie SEAGRE the BlTRcuBL Glldebibberihhd 88814 WR&age without
knowing% fh‘za%%}.y in deriving the private key fromthe

. public Key and the difficulty in deciphering an

A speclagmg}l%gb(tne(g PiESis é?@éhs;ﬁalt favatrre. Hetowl qugptaehaphiphdsl atne okee yome2&oument is

computedfarel piRa itl8d hadPfahi i€ dcbypRd Qfith ACCrdard Rfad 'k@ th @beard iﬂ&ﬂﬁgﬁtﬂlr Snature. The
i ¢_hash docunent” I's

; T (0] m over sone
s B0 S AL R Lo ST BYEL e SOEEN IS L
hash suniplethy dnemnaenp igopat e Ritophed Gigoateatvish thaulghic kg ald ®inghathd k@ult with the
hashed ddda@entShGRARGMEE the Akt aphed 4 n i
e ve igh ﬁ%m thdy b%%rafteg b:y &Se%@? iﬁgz Ikasehysum with the

) nt. Anybody who knows the creatof’
cretor’s BRRHITEN e (OGRS Aonh o By CorFmon e AFBA b g b s cncrypt i
with the pgblicketvad caipgn g tsdt witlt the rbiédepiphiue. key and conpare the
A correctld@®M lstmard ok Bat i ashe 4, r.nat.i v the
modif Zdi gi {)al i Iﬂ?] at ueftét J1y ,be%%ﬁ%?’g‘% Ié?ﬁ%l%h%gggﬁﬁf*%g’%tdﬁ%mm Was not
°d REEH MEUHRPHIEE TEFE GifsERbasite by pidingatedetineyt mP@fying contents, nor by
reordennzgrﬁs f)i it dthe @g:é it previded Gg ithegiropaitied dTehetOGUIR f@ﬂﬁpl@t?;ﬁislpﬁmotions, for
le, s QMERLE DiBE ANBSK engl Lt wtn.t | C ,
;X,am,p,e key%gnd gcoDrﬁJar_e t %%#gg U téﬁﬁ{{‘)"ﬁ*ﬁ%“h%g"ﬁ‘%h%)aé B 15 (Race Integrity
rimitivesialyafion Mossage T¥gsst K08k Haeyion & canspichaatenr e, prhetie shet fuiadte kdySvas stolen
during siggst@atredtioknew t he private key (authenticity) and that

: t s.pot. . modi fied since the signature
rommatie G BT 080 RO S b Pl g, ot tnoviede
of secrets g5 ghle (pickgh @gﬁgl@h&i@aﬁwﬁovmyer, Tebwties raghpaisdienage dfbeing sensible and
slow, Tn addfiod, abduly HoSs R B Qﬁénﬁ%ret &g LARRE Mag—fmtgg-?&igl% attacks. This can be
or SxXAHEt &,

enpl oyed..cr ogr I ¢ hash functions,
prevented N)gg‘e (%E%%‘é )é/?PEBF’ g’sgmﬁrwfﬂibﬁwrﬁvsﬁ in sgppway. (IS¢ sserapieshit suffices to

Al gorithm 1) or RI PEMD 160 (Race Integrity Primtives

Eval uati on Message Digest 160). However, it cannot be

seen, e.g., whether the private key was stolen during
signature creation. Asymmetric cryptography is often

used for digital signatures, since also non-trusted

parties, i.e., wthout knowl edge of secrets are able

to check the digital signature. However, PKC suffers
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prevented if the authenticity of the public keys can

W@ﬁz(}@f/@ﬂﬁn in some way. |In sone scenari os
1 WD 2007/ 005140 PCT/ US2006/ 019941 corrputslg{ﬁﬁs(ig&m”‘”

to
computecd R B IPHG Rk EReRS B Ele Fovt Fie spoddied Endemyint, ddeo tell it to the receiver
directly,srem,cidd telephofid, rmgecm@[dx rbd damdicdly ch@bing |eﬁvu{319ne‘ht§ %o%&f@xe k¥EE not possible.

Thcrefm@'pﬁﬁf%tﬂey mj:‘rgsug turesv(!PﬁI L& £RNENG: ﬁ)lngosr;] w'ggre &);(bhc Kys @re; digitally signed by a

Bi b gtgtgxm cal gl ng environne

erarchy F‘B’Pféhy Pa*ﬁfFfe]im@ Brdatigy dinaiogeagpcy qffaﬁ’ﬁémfrmumee Bow(eRRKI i3 expensive,
In additiam,ghersed a huptibet b f&'tﬂaﬂﬁeﬂ@ﬁ:ﬂ PALRRE Ml vluﬁ PlKSI}’ﬁ)r ﬂlﬁl@nce when RSA (Rivest-
Shamxr—géll%&flédo%?tﬁ)ln gsrehrgregng %vfmd the SloTnos (c:) ngﬁx [e%tspésr\f/f\llg%: afgﬂadded with random bits

ties I on an
since Oﬂ?eﬁ‘flfeagﬁtv?r@cal“%am Repwiklp-erberefore, Elﬂlp@xts pry @sually don diagdl érc@pted with public

keys. Indidag ra@ardbi@ scﬁmdﬁﬂ@@rge&fateﬁ Wkd Rer fof &a&%ﬁ&a?@@nﬁ%@ gljgs on, for example, using

. t
aigonthr%biam A %zﬁné:%{ gfxc%?&o??/n ns F ag% gsh gbmd)r?tﬁ:éls referred to as hybrid
protocols prjyfhe gegs:q;:fke]q(@xcrmtegwm i@g(pub}y.d{etf proirgded toathquaydieledt. Wi t h
Howevef, 8 @tist§ a hitid 68 ¢00d1) hﬁ‘ééeésﬁ)ﬁ keySBN 8534 bé}%f}f@& ifaido%aﬁfto e.g., 512 or 1024

er fore ai nt ext's are us

bit 1engtIP oﬁsuﬂ?clxent pa;{; (ﬁgjﬁfls 9 rw#%seﬁlﬁﬁ[ ic keys. Inst ead a
Moreovqr,afﬁj@m spivgie BRA keyyis ﬂ@pegém bardtaechr Ansh s aﬁd)then this private key is used for
deﬁmngtarlﬁéaéaké Dbl A BeCrRGLY R ’

conside %&% H t Eﬁgj 1II %ES e( f&dv anceg %éhreysg{uf%ﬁ?g{%l{m ar %ffﬂg‘r'rhw feads to

WO F B AT PiPhese protocols, referred to as hybrid

Furthermp®, peapdb@e oinde impibnyenteth ﬁlt@&:ﬁ%bzﬁfhﬁ&ﬁﬁéf Ijutha{&S?Sl' %ﬁtaﬁﬁkéﬁﬂl&uhmng about the
mod1ﬁca§1$}§ oPHP LdeGiolf %orﬁﬁg wﬁ edgiett(g) adall8 & porjtv?]e f(eg{ sasily gﬁm l{!éewubhc key, so that

seven when using a hy r ot 0CO ess
again esgf"i“flﬁymrfégybcr?;‘e‘be padded randorriy to, e.g., 512 or 1024
Thereforlyj thany enegtah&natcil eataht g It&ﬁ\b;dﬂ&@m I stieﬁ@@ﬁerﬁg fhede G Qﬁgg between trusted

Servers aﬁ@cﬁlgﬁté lgéé emi'}%ﬁe%gyo\g%sﬁeors O({"or Bxamgiﬁ ma(gﬁl\gg%glfongﬁ qﬁ\ﬁg@ﬁd gy I(@smbly in a smart

card) andpq. f’}\? & q@@ynsp grotped gvofld provpjefi Fipipla gudirobms®aigen,. Hb’h@er for many systems
this is nq@updlicabl By i6Bcd) thtfnalﬁe_t REdiveed f@c@&iaﬂd;ﬂdéw“a &GS eynd Srialization is
broken conpletely. This leads to 5 con erabl e

ri sks in PKC systens. Furthernore, tr apdoor s can be

Alternatiyelys peqrartsistenis it whithmrtigestercatiunm ©fretp ull chyptolk@itse chdtsums like HMAC

(Keyed- IﬁEﬁl@Ci’ée Me&@@%ﬂﬂl&n % A %xarr%dtﬁléréi&alts é]%na%tthghlcatmn and Ifeé handling in
GSM/U]\ﬁlrS ﬁ‘ieolabgﬁyi}en? %BM F %ﬁ‘ﬂc%fwksgg}m’eé%[ I\t’_[cﬂpgf Telg;gzajnwuqah@s System) mobile

phones, vehersdreystaye disgibfited HyﬁIMr(S)ibmbeer%eﬁﬂeﬁt{mﬁ Modlﬂ@ rdb&daO'l‘hQiohﬁBrI is sxmpler faster
and mor@ ?Jb@slﬂ Mﬁ@@o&rﬁ%r ttfPothV%i ggf&lﬁcﬁryétg%ra 2 LRI mc?oulgﬁir%ve integrity, the

bet weén trust ers an
correspoqdfnﬁ éecatrg é{sl figds gaslﬁgm‘(q;qﬁf t@(l%ﬁq@p@chq:‘i RBRessor) receiver. Thus, leaking
this secret MO lreyesijd mae ﬂmhbcﬁbmeﬁudf@y (possibly in a smart
Thereford ﬁﬁlqr)pri@ggia% LLn? G&% &Et%ss%g%es[_gguor%}rgrcg ep BV\sgtlilrlwg ggroiégzl 159 Eot enough. If
patches Ky BRENS e Sei%ﬁhbﬁles &P fewm Inevertityss. brsighaineeh pwhennly its trueness,

not its sedubigy. Seemty i @fovid& d‘nly)l'@@uﬁ Elﬂth@ﬁl%f YGritdi) Elg&% IQQQJS u&ﬁgﬁﬁe saﬂg public key
rior art

(] Iy

for st aBELHALLARLL B0 b2 a0 PO St o5 S e aF & G oy i ekt et
security 1%%?&%@’?%&% (grobaﬂp@csk@ms brickeéheleMAGriv@bkef Kayse dn {HBG:EHB,I’}:@ more patches
could be kR&sedVRS §13}%h'9%§1!§ &Rk SRAbLORI e argﬁ%r%ape! e therefor is

t he authentication and key handling in GSM UMIS

(d obal System for Mobile Comuni cations/ Uni ver sal
SUMMARK S BHF BV GUNHIONNi cati ons System) nobile phones
ThereforeV\RﬁoFo%ed(ﬁa%ﬁ e, %chlt c'iﬂenit’s%ﬁ QO 90%1111%1(1 Sgrg BWWId%d that may overcome the

| dentification’ ul e
disadvantagg |“JérP“mfaﬁsE@Pdﬂﬂﬁ%ﬂ*ﬁﬁ@fé@%ﬂé@%@p@@h@n lopdgvlersese., This may in turn

t hough an HMAC crypt ographic checksun1cou|d prove

integrity, the corresponding secret key woul d be

fixed in the firmware of the EP (Enbedded Processor)
receiver. Thus, leaking 30 this secret HVAC key woul d

make all checksuns val uel ess. Therefore, many prior

art patch systens use digital signatures. However,

often assuring integrity is not enough. If patches

are reverse engi neered, security holes can be found

possible.
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could be released and all patch clients woul d becone
w6 @3ginore i nsecure. SUWARY OF THE | NVENTI o
, Therefore, inproved patch servers, patch cli erﬁgél/%%gomm)“
mereaseo By Rer SHEC Y Fetroastegion agins/liod eqterlinm mayrhy ingpwerrd Gffer embodiments
may dedrdas thoA Bk Glivealcheadth agesyik ieRe) dokkabn Al bas snRQdbipENt S

Accordi ' I pro tio 1d, key l.ass tol erance, .

ol L5286 EREC BRG0S0 Ko L oL SR o e
pateh sep i eudeee fiiies evpamtionplaerat feord kfstacedméion plptfah diffieairirom the first key
generatigu) platRosih, Keit KoweddidrNg sidBM 1R sd1dHRE, Qtvﬁg-siggtlﬂ@ leenerator, a second signature

i ments crease the.risk of ak Keys in
,g‘*“““'”f*"g’an%gg | Bk et VGERET SR PR ET TIoRe St A oy privee key group
including §| plalityf distt giivatp kegs: The aepe by, seperpiat phtfeariv eranged to generate a second
private &9 RRGE Ll&ddiﬁgoq FuRBY 60sebdnbl Sx%tefk%fs. THe @ SlaNGoofa R ts?l%}oés?are arranged to

) th?thp?.tgh cli ecph The at ch_ server includes

select ofe aoy geeunse?néitsFCC% BF"&'F#‘S"P ﬁméhesfg% a?f’os“’?é’é?/ prgxgﬁéq:%gxp@nrespeoﬁvely. The first
Signafurpgcwrﬁtmimrwmeﬂew gmerath p Girvl difiel dignatsie bhsed/on the pRN@nBhE D8 selected private
key. Thdbednfi AEMurdechdrhisil is gr?a)ﬂge% & SELQL » se@on%%%ggﬁgﬁeg%lra ?%Lﬁo%tt%rpatch and the

! ftlc{st slkgyn%%fure genérator, a secon ‘
second selepted BIMVEF kYo hte WepPilip S TTapast fo amamit fhe ateliegetige iy te fishand second
digital sigheitrds orthe pagh alienianged to generate a first private key
Inaﬁntﬁ&%dinﬂeﬁ%elﬂgtbm%f&]ﬂﬁfc%lnbﬁ st of first private keys.

. The second ke% generation platformis arranged to
a sesslon ey BYIEREr 24raRest Srigreralid "pdera SRR kg oup i ncl uding a
a first qobrypiad cdypoodnt sec@RidiopntryiAtR @Y Swith ke rahddiS besd@Atie$ RERNE symmetric
encryptitENeoi@nEGOr S are arranged to select one of the first

and second private keys fromthe first and second
# SeeondFpfYpAipReORIBYepaBHiged tp eispitih ryusipy sessfreke iitlst mdsBr key;
wherein Sid) Rakme i§ ﬁﬂtﬁé’raﬁ‘r@fged & tRRHANGE PatbOin GRARK A G mBrodelnb:SEith said first and
at.ure

Lgital si sed on th atch and, the first
second dgéét?ies%tgaé‘ﬁ%p r S\?gtegmag%ﬁngﬁseesséo@ g‘c‘é}r)f%lsaéqrI p@’i‘igf e gener at or
In a furthes eebqdigprgiette patchgemierssitl Srshersmption dorgtiogrnt alfurgibigmadigad @ encrypt said first
and secoB@& ] @ﬁatﬁt@ﬁviﬂﬁhﬁban@&ﬁjs%sﬁﬁ key%@iﬁgé’&g{ s&@n&% &Q?qﬁ{oh g‘l@t%%% ﬁnd

where kec\.r’tr Th'? t.r g}gtﬁm tter . is arr an,ged to transm _ )
wein o BABTC G PRI REeRPt Qs g BiHin oRm el tmatpagien Yifbesaid first and

second digialtsigentypatindmonyptbdiotm aok midenbritédremdons ssaeh KRR said fech PRkE h

AccorditQ6 ¥othed it S hne G QIR blovi8fe a gateno §§a§ﬁ%gg&ﬁ lé)%}/ovg%{,‘ ?:f%% 8rrivate key group

..aréﬁln ed to generate a random se y

continiget 1A o BB N HATAGBEE ¢ 6ok EYPELeripe ahesond private key
group copfainirg & Ipbraﬁiafn:di Wbl_ﬂiaﬁﬁ'hté) ReyK B\eeddfited Gsighy H300%R 'kEyl generation platform different
from the Sk kY %Eﬂe&ﬁone}llzgﬁﬁféylgbf Mst?;g\f’a%t o)psqs s%fgc {;) r#)%tlétggﬁratﬁﬁ%i}(ey group, and

conponent arrang fo encr the ‘ran
one of tgjseeppdapritis ket s iedgpted vt sacondibritate keirmsewb( 4 Erst disitaf signttiweis generated
based ondlierpamiged tedind sdReIblivab bl ARabadYidit QALY RS rtQHE%k on the paich and

h . Wi aid. first. 20, second digi.t al -
oL LTI e SRR e ——
signaturegai d patch client. In a further enbodi ment the patch

In a furtHSLIMIBETmERIhE mbib SRRl On conponent is farther
calculati 2" eB 0 %Igsémqbasee?crgg# s{;;l d first and second digital
"Sifghat ur €8 W A" ¥R ‘4htom sessi on key using said
caleulatingyryppendrliagh sem broyen seid figlhgibsini;hm  and wherein sai d
wherein fh@RRELAd B d'ig?taifsié,ﬁitﬁg onﬂﬁ&@%&?ﬂ@%%i%ﬁ?{h?@%ltsﬁaI gls)ge o%gaid second

I n_encr ed Tormtogether econ
haShSumci‘?‘fﬁaldaw%%t“éﬁ%‘i’rﬂ’ra@é‘e}f'n encrypted form and said
In a furtherpmbycdbantithe antloiinfieseimpikekey to said patch client. 25
: ri6lj ect. .a method of providing a
calom?u@gt%%ﬁ%tmg%éﬁ %"’3@%@?%&%@ B?Sgsuﬁnr’ ovided. A first private
wherein geagratigp enithsecqnd izl siznriure cquiptirea Binprytingfsaifl sqcattd qigitehségh@ure based on said
third hastke®yiSnd @idgeneT alkadi gshgya first key generation
platform A second private key group containing a
plurality of second privateskeys is generated using a
second key generation platformdifferent fromthe
first key generation platform One of the first
private keys is selected fromthe first private key
group, and one of the second private keys is sel ected
fromthe second private key group. A first digital
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In a further enbodi ment the nmethod further conprises:

woofilodfdong @ first hash sum based on said patch, and
35 g-}a?:(} p%floati n&ea second hash sum based on sai 3%;1‘(({.}8@{3()6/{3.1))41
In a furthes embodieyt thepmehed fyrthis prapraidsng sai d first digital
calculatiag grlakiity € HeMRPRE Ses generating said first digital
. Sl e .base n.sai d second hash sum and said
Whereésél(?%?_cag{ﬁ%%etséﬂﬂrﬁfr%ty\{/)grtecéc’r S’ey. In a further enbodi nent
wherein cenlafan said @lufality oheash Liosponipsisss caloutptihec fira bash grosoftsdid plokality of hash sums

based odvasIRst SN RABELAJ QRai8 Blidh; §gCoNd hash sum 40 wherein
r.at i i gnature conprises

. n sal d cond.dj gital, si )

wherein R ] gl i R e oo st af e iy
of hash guyis besethetshresparivandt Bairdos@oopiiedsie sad paad apd i veaieeivi @yt caBulated hash
sum of @p BRI 38R LAQ:. PCT/ US2000/ 019941 In a further
In mbadi.ment the method further comprises: calculating a

el T L R T I R i T e L am—
on the lagf|celpdiddthysh ofm sfegdpldslity whtestahns; el cul ati ng sai d
wherein [} v L | a | at |, . Irs -
L s B TR OB SR LR o s
signaturgs gad spid ploafity otfash ERhigErd Brhickens ai d pat ch; and wherein
In a furtiga brohobiabit Rehes frgChaip badbral didityl sphatitsdipSteiBentrbbink: RAA second digital signature
based onti TRE +ai tﬁﬁtecﬁﬁ%hc ﬂln‘% éas rlrugzﬁ? hof L%fl Euhn%‘rang] ash sum of said

_plurality o ash jased on a respective next
wherein | egaspitingcBidpatsh irprpTRsdtdopmigiag dei anteth toaeittr avith esip ot jandeseoond. digital
signaturds ast said lluelity af Rch s8aS10 saispBhQfiensai d plurality of hash
4 % g f r. enbodi ment generating said first
fna ) ?%t%#%%ﬁng%%@}%%nw%%s generating said first
generatingjackey gflicagyr grmeriting? fystdeindigaor guicating whigh firsgaivageikagthetbeen selected from
said firstpiSate 184 Bo@f and @lsehoddl Wy Rbiodir iRficafdBHRicE WiBnd ML W0 ﬂs%g& selected from

nsmitting said patch conprises transmtting’ sai

. {ra .
Saldsécoﬁé’tmcvﬁt%%'gg&uﬁ’er with said first and second digital
wherein dfansmiitingrseid ranll corpprdespransmailting yaid batkta® etiet With tseid $@dk dnd second digital

signaturdd &ddGRd &dylRikior th Bidpalcbiiler enmbodi ment generating said
nature conprises generating said

Inaﬁmse%%ngmdl ital si ur i i g N
LA dmet g‘?"t"‘f&ﬁmﬁé?l FeytiRrbicator powEs enmeriting sdidikey indishien ftlepadmprising a
durmmy ihdigter ety os@dfeaiplingtrand cbond afzitd agdatuses B duARY sigBiure.
Inaﬁlrth@‘@‘[_ b@dilﬁen‘iﬁ@fﬁ%d‘: ot 'sgs:p.at Ch. conprises tr ansm tt I ng

.sald patch together w said first and second digital
generatinga andgm feson ke¥el said plurality of hash suns to said
encryptifgadid putob hilte slid raddBm Seskibd ek Gﬁqg&@hﬂdidi@éﬂ&:y%ﬁﬁ BRI Ehd

oyl . generating a key indicator
enc@u%gﬁ%{lﬁcg)fn%%ﬁgﬁ%e?%%%a%%s;er ?(??'di cator indicating which
wherein fgnprgifting, Pﬁugaftffé cREptispraitaniyeiting spid patch el erforyoted fosmitakethérvath said first and
second diiedl M@fata;ekam sgd %@p@man%nﬁ%ﬁm{e&y&%mipﬁeﬂ &i%k.or | oct d

| cat i econd . private key has been sel ecte
Inafurfhfﬂrqegllrbﬁ"ﬁrﬁeﬁlng%ﬁ\ﬁ%{‘% d°PPiVat e key group; wherein
enorypting sgith Sy gl isqsepdgbitl seabtoles wUngidi rewiem tsesains ey tubihgGidsstletric encryption
algorithnp@t ch together with said first and second digital |
and sajd key indicator to said patch

. signature )
wherein Goufipe S pelh PR OBIPHISE PSS B RPRhfp dfoeibac g sid st end
second diifgimmignamm ineomypred $88 agfendiadphg aﬁ&inﬁkel@ﬁ:ﬂ g&ﬁ@iéaﬁﬁﬁa@ﬁ client.

A furth i Si iLndi cator .i.dentjfying on
e BT S0 T 8 B L L9, 815 v
patoh cliegt igiudes firgt andsmoqnd stgrage sneaie firsbind setweny seidorsnat fiotland second signature

verificatidnltbiuR@entsC DIEHt SB:Sge m@ﬁ;"&ﬁﬂeﬁ%ifﬁgplﬁlicr Iég dom 288507 Ellﬁﬁﬁty of first public
reys whifE0 Bl BBl By Rl o st uR AR Checomt orase meats stores a scoond

public key group containing a plurality of second public keys which have been generated by a second key

generation platform different from the first key generation platform. The first and second key selectors are arranged
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encrypting said random session key with a naster key;
ransmtting said patch conprises transmt e
W\Sf%%gﬁgﬁ Jc‘:}h in encrypted formtogether with salp(ﬁ:Tflﬁzg({(%”)‘”
to selecgpg of the fixseand Aetondipghblic &bys Somnltiun es! savwdd sidlickes REMY Pls@etively. The first

signaturk SRR AR QB Sb&Bnt KE Yirdh Qd SQ |v51‘1f§3 atsed d‘?éﬂhleslfgtnamrla rllec@iﬂrgdtu)‘,rrd:nl1 &5 patch server
encr I Ng

onstre SRR ARR i TRl bl 51 € PGl i epopronen s arnged
to verify psefuAdisiad glg@nlrdqetngﬂs,ﬁ ogthsgicd S@'wmigiﬂuelr witlehe paje nsif the second selected
public k@j}' G fatch Blientil ﬁfaﬁée@ tohﬁs@aﬁ kit H NG 1§Sﬂé gsuﬂ@éﬁ&fﬁgm{]ﬁrgt%ff’d second digital

formtoget

C
S‘gna““\‘?ﬁ ‘Fﬁ"agqéf‘%eﬂf‘ la*ﬁ% ty ofghe gl é’lé%%i‘ﬂa%alr gty Slggf}tlg‘ffawrfégelx n
In a furthey emqditvesdt thmtvh elivak ferdibrcbomprésesy pt ed random sessi on key
a first hdsBer %@dngedﬁélzt,afcnlaﬁ Ei%m.elsh sﬁnfbéég& Jh%!ud gﬁ&e&‘ﬂ relates to a

client connected sérver for receiving
2 Se“‘m‘ghab"éf THROFF Brfrice apsafoe%helew&ﬁsed qlheld fishhashsugt | ent
whereinjsgid Fistiggathiervatficatiod capomadis Siiber agMetRanGity fidred digillsignature based on
said secSRGMAdu ey sel ectors, and first and second signature

verification conponents. The first storage neans
In a further gpbodiment the nafeh ofigy fprtencayprgesoup contai ning a plural ity
a third hadherfabrrgzd uh&uiate a thifiyhash\8lh BRedaVAd REAN LAERSBE at e d by a

at f The se ond

e, sl Scolt e ARSI B BBt R G B 5 R e g sgmatr
based omaidihidibash sep. second publ i c keys whi ch have been

In a furfje@nebadifeh Byd GrsSReand v&%auoﬂ S8Rt Q@urﬂl:%g&émo venfjf said first digital
ener at latform _ The

s1gnatur$$aséd n%ry&t {éarglg%lrﬁ%en:%v%g ﬁ§’%‘| sg% P%(ill CTYer éog ﬁg gia'l paigh: o
wherein 380 FrcoubsizpauRCTAUSRO 0613180 £ 1futtor e:ealngdtto onidy afd &hed digital signatore
basedoﬁgaﬁsﬁst@gﬂsu%cond public keys fromthe first and second

ubl i ey gr respectively. The first signature
i o ufB iy Sk e AR B & SADPrgRIN i Ry o pefen ublic oy
according jiqryi firstlkeysindjerant tecaver o baigalich seou hfthep@itlahid SRy 28
whetein 0@ @c&ﬁrkey\’ketléatol: E’Qurfﬂ@t ggngh‘cﬂo re&eét Qa?d gde ?Ealdsi%cong pu%ﬁjlc keys according to a

he secon nature veri

second I%%Wﬁ‘%‘ﬁﬁ?"e“"’éi TRy aih ppech sery eé opether Fifh widgwielbnd di gi t al
In a furtlgdr gmiatdinregt themedh it § ﬁﬁﬁértahﬁlg@&b Gilﬁregﬁi' MEFesultQ@ &Jnﬁ&“ﬂ'g s it or second

digital s1%ﬂ‘ﬁ1reﬁ@£ thﬁ&t& Itgc?efééhc? %cgzrx] galds pa CE%%W%T to%eﬂgr \B@ts%lﬁ paé%l%;ntpfps said first or

second dl‘ﬂ‘fé[ SE@@‘HFF@P%}‘WB{M&|aﬂ‘§¢fﬁlg$$ﬂh@rﬁf| rst and second digital

Inaﬁnﬂergﬂﬂﬂmﬂeﬁshelpadn@attwfcmﬁ{sésClty and integrity of the

third stodal econd, digital signatures, respectively. In
Smaéerﬂ%etan% éﬁpﬁas m%"nt the patch client further

a first de@Wl‘}?}E@ﬂeﬂé arfqngeglto Festen emrpangedhnt ossoakeubatyal foom said patch server

together ﬁvitli §atd HARB i Base Qey@@ob?’ﬁi e @ﬂfoﬁ@ess@rﬂgy asgecond
arranged to cg cul at.e g}secon hash sum based

r
a second ecrga ion co]mrp?lge aﬁg%ﬁd tg ?ﬁyp&%m\;%t 1@% aﬂplglgg Hypympigip decryption algorithm using
Smdmnd@lngﬁa%kee verification conponent is further arranged

In a ﬁu‘tﬁ@ eiﬂfl@cﬁdnﬁéﬁt §a§d dedib ﬁ&?ypgéngdo g$ne§t|1 ngsﬂéétl raﬁar?@istﬁ %ecr)glatt sahcf’il hrst and second

dicital i3 g sum In‘a further e
& %ﬂaP‘éGﬁ Y §° t“ﬁéﬁl PEmEFy dgyptiog a%m%“%ﬁéfw@msaﬁq@e@yt 0
In a furthe lembddivhemt i Mbstedl kdyais btosdl i AIBE Bddags &ieﬁhs&aﬁﬁ&ﬂﬂnoﬂ?ﬁtﬂer information
storedm%éi&%n&‘@l&ﬁ |n{gm§al d second signature verification
onponent urther arranged to verify said second
Ina ﬁm‘-fm Grvodimentisyich moster ke is ipuh iptneselid Hrird siatage méany drifgatadpraduption process of the
patch cligat. f urt her enmbodi nent said first si gnat ure verification
aid first

o eroORROGRN F ol bl ey b B S5 o B oot g s nd
second Sfﬁliﬁmﬁ?@aﬂi Gsmﬁtvelh, dydngvlemrdadogient fresesswif thbipsaictknpat ch;  and
wherei n said second signature verification conponent
is further arranged to verify said second digital
signature based on said figst hash sum 20 In a
further enbodi ment said first key selector is further
arranged to select said one of said first public keys
according to a first key indicator received from said
pat ch server together with said patch; and wherein
sai d second key selector is further arranged to sel ect
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second key indicator received fromsaid patch server
mrth said patch. In a further enbodi nent the
“&§$§%&§f|ent is further arranged to dlsregardHQQ?Sﬂmmomﬁ”
Accmdme il angfhenesporct yinpgodsd ingtalfingrgtatclh m apec gt i2prodiledi Thabateh is received
togemeﬁrk/ﬂﬂaﬁrbi L 4 éceccfi‘id Qiém&gﬁaﬂgé M é-’ﬁatcﬁ 8GRt ¥c§19e:cteﬁ gﬁ%res;ﬁxltcg chent A first public
T G dserv}erl %te {;1 Rat.ch n
o o GG oy ARG odh e TG PO gl biilgyeshaviog bocn
generatefiyrayfirstilgn ae[ngna@n pllatforan. Furthitth @ secemthoblicrien krotih ﬁciﬂnﬂing{‘Ipluralxty of second
public 18} i€ Qred MAtcheEn &EQHEP&& &@&d pubthp kcryg raving %@eggex{gﬁﬁg By £ 508 Cxild k%r generation

i st ecr ptlion_ co arrange

sty ot o 5 i P eI 6 8 G ROy o emInERse p pesond pisi
keys is sséeiteld foant i fisemyd erond bl @g@‘dﬁﬁ,rreswtchhlys 'ajhdiir@ aigﬁah] s1gh§1hlfbgs verified using
the ﬁrsi%@ibc@edmic%gy, %&V thé &ccglgtd ep I si gtgrﬁuer 190591%% u(}%?%he Cfecomf ye ecte apughc key. The

econd ecr tiron co arrange
patch %%Ff%rf’ B jregpiH Weﬁfgonér i§ ?ﬁfﬁeﬂtﬁ plvedig )‘,‘*ﬁtﬁfﬁ Andedeepo rilgrniwxgnames indicate
authentiiigyi and)integrdty of theafirelam se@s&mguar Fre@tured, Rsp@etdveilt her

maﬁgﬁgimﬁydﬁ?yﬂﬁﬁ#ﬂ%d§g&ggg eqryption conponent is further

arran ecr sard tirst and second digital
caloulatiop & fist $E§mb?m%%ﬁ$9Pﬁ§1§ﬁld synmetric decryption
calculatinl @ €kl Bavh Wb Bigedalsdld el g essi on key. 35 In a

sl WA Ly RO e S RS, S Y B E e BT o s s
haShsu~'§tored in sald third storage neans. In a further

Maﬁnﬁﬁbﬁﬁﬂdﬂﬁﬁﬁm&ﬁdﬂﬂ)dm&%ﬁm §8% i s input into said third

?urrq&a ﬁgﬁroductlon process of the

St o
Calculatmé?[hﬁg S}i‘ Seun ase kg "Bhbodi ment said first
Whﬂremp’&hfb’m:saldeymgr Geip! dgvetus apraprise eoifgingraid lséconddipitalgtetatire Bus@ on said third

hash suNpUt into said first and 40 second storage neans,

ftively, ring the production process of the
ﬁméeéf‘g‘r?%’ﬁef“ Cﬂ%’g\?ﬁh%ms 140 PCT/ US2006/ 019941

receivind\e Gorhdshrsgm fromsdid pdichaaredr bedtheasifedid pateh; et hod of

wherein! ng%'lﬂé %agdr}rgsét %g?%é%&%rgaogipﬁ%% &e\t'}mfy?uﬁ S 1rs{ 3%1&31{ 8 rﬁ?at%% gased Lom d;a:d first hash
Sumallﬁlgltal signature froma patch server connect ed to t he
whereinfyartfgihy @ldisedhd difitaf dignahweRothirk & verdt@ide GIIQURnd HElalGHaRGre Based on said first
nashsu®! Urality of first public keys is stored in the patch

client, the first public keys having been generated

haﬁ”%@e@@ﬁ@@%ﬂ“ﬁ@ﬁmééﬁﬁ@awmmﬁ%pIatfornr Further, a second

receivinhliilst KBy #6iYat@ bRl edodEkdy @idfdgcﬁ@ro&l skif téhts}[rvé}ftogétﬁcﬁw saRl pata:h
wherem%éi%cltmgcsalﬁe&ﬂg’ o saagiféﬁsg pgbié Qy& técﬁmgormg GGBJS}'::g %%gr)t@% Bfff)al(ei R)zlge)r% %st according to.
%wﬁmgehe¢%%¢owd pl at form di f f er ent fronrthe first key

wherein GEERRALEOShe RF adid LHRd pEhe k@i o‘bﬁlﬁns@é J@%%tl g%&lh' ?r e 3 s&gxgi public keys

se ond publlc eys Is se ted omthe
a“mmwﬂo%ﬁsﬁﬁ%ﬁﬁ%@ fft®“publ i ¢ key group, respectively. The

In a furthier eraftodighieng itttealethod furtbdr tongribes: veri fi ed using the first
recewm&@&u%&{y%iiuﬁﬂdpéré& sahﬁ)érﬁh and: %é@%ﬁ:ﬁ;ﬁ ?%a L9 signature

verified usin e secon I|c key. The
disogay thy ol of rebigered ﬁrShortswendp%anelﬁlgeamr@ﬁtsm@rlnnw ifdiqafygidentifies said first

or secontl digithl fighatfe, rfé@édtﬁ@ly,l’éga dunenyfsichasdre. and second digital
mamﬂéhgﬁﬁ&%nﬁ hggkgﬁmgﬁclongggrentlC|ty and integrity of

second signatures, respectively.
receiving 45 eporypipd randam eeptirodieyibom Satdmetchmtvbm@etﬁlmhemd poolipr i ses:
smmgaagaauhﬁ&hﬁg@ﬁmgh&@t hash sum based on said patch; and
cal, U|at|€%ﬂ secon? hash sum based on said first hash

deeryptige SR CRRRRELTRIGEFTPY FH S8 mreitrdey tarbirp §r raadogmssision kev; and
decryptiggoa pitdds amﬂmgfa}sb/mgetstadedyﬁtioﬁ Sltoritlingising kaiGiagRaitsthsion ased
maﬁnmgkﬁ§ﬂﬁk§g@gggo ym In a further enbodi ment
he net hod furt er co rlses calculating a third
hash sum based on sai d second hash sum wherein
verifying said second digital signature conprises
verifying said second digital signature based on said
third
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hash sum 20 In a further enbodi nent the nethod
onprises: receiving a first hash sumfro o
“iﬁm%ﬂﬁa{gh server together with said patch; wﬁgFQﬁﬁmMM)“l
decryptipg pdid ?Eﬂs‘h@\d sepwdl digitak sigrdiuggs talappbiignaiki wyemeonciysis algorithm using said
rmmmnm@g@ﬂ&yng said first digital S|gnature based on said
er.ein. veri sai d second

ir f
o« Sl et S P R B o BT GO SRR maser key Hiddn
among Qﬂlilegmfoailahsq gmatinsasl poakdignton said first 25 hash sum In

ha&t&r@%&ﬁ&ﬁtﬂ%‘ﬂé@gﬁﬁiﬁﬂ&c&ﬂﬁsé@t hod further conprises:
icator and a second ke

ipating Rl Iy Pt %%ﬁhﬁﬁ%*é%‘%lﬁg Sepro@rion sgerhrigpach ¢
In a furthya tgvdimefielieaiohod kg témgissai d one of said first publlc

mputtmé‘ S S 9{{@1{3 'lcéyeg?oufﬁ %Lc?sgd' s%n{ﬁbﬁc Igeg Eroﬁ) mt%%51g ﬁ@&b é&n\%ﬁm‘%é ﬁae production

ccording to "said first key 1 n
p“m%SQEW@8¥¢Wg“§ald one of said second publlc keys
conpri ses selecting said one of said second public

BRnn;bﬁgé ﬁﬁ@ng%%€%§§§ﬁﬁg§second key indicator. In a

er enbo e nethod further conprises:
The ac"?”@@@f“%ﬁl Sy ings HeRARP Il et edrforpragnt efbeckpysificeston § fg wrpose of explaining
the prindifdgef e mvapido) T&airﬁu@@h@ Rot t@ﬁh@oﬂ&@eﬁﬁgﬁﬁi@hﬁﬁe 1&%@&611@@6&13; the illustrated

and des&%e%e?&%{]lﬁléé LW l%w dtﬁe ifyen 1(!113%% ﬁs{r : ?di% gugdn ug gxg-?hf:r%’lg %%c?%l]yantages will become

cator i
apparenisliqup el fqéipw@m aid mgrgy m@aedesmweﬁﬁhemwmas ilfestchgpdriyy the accompanying
drawing§wg@tabure. 1n a further enbodi nent the nmethod further

FIG. 1 1? aqaqpc[c dsﬁ%n deg{c e ! tl\%lel (}B extt%og' %@{,s?%n{ %ché%g grgefnlggc?imgn%y
FIG. 2 issg ttlmk Algeram lﬂmfmg stoesy qumas@mdenp@mdhngib hregmibpdigleyr ypt i Ng
FIG. 3 IsSe?dl&ik eRa LY B &Gl IR W Jgﬁrﬁﬂe{ﬁ&t go%é/rdlﬁgc‘ﬂowelg@ﬁﬁeﬁaﬁ er

0 obt t he sessi gn key;
FIG. 4 ‘soae%’r""fbatg’iaﬂgﬁé‘%‘ Rieh SFRSBERGD S B IBEE| C
FK351@@@ﬂy9@ﬁqmoahgdﬂmmhaxmshggaﬁamﬁmh@mdon1seSS|on key. In

Plassaaff%'i Bh ! rises: 6
i€ LohaDiah SRR &%%g‘é%ué‘g@ig"%été’%gf |{r;g sai d
FK}7qu%ﬁl%ﬁﬂ‘?&&%ﬁﬁ%ﬁ@@ﬁ@ﬁmgﬁﬁﬂﬁpaWééﬁﬁvﬁaﬁﬁly|ng sai d
FIG. 8 dsympeites ihe stehe 6f R erxaﬂptaalngamdtn@mausmmm&aﬂ d random

¥IG. 9 1ssa%§,ﬁj dﬂi@zﬁ!ﬁ%{mtm 1.gg tgedgte £ ash ¢ aénn cc 61?‘%? gt%@%rl egjt %@P‘H‘é said
F

1G. 10 ﬁﬁ@?@ Idla&'@?/ShﬁWﬁl étﬁnawawgon@m&mg itrfhoytiea titodimsttor ed i n

FIG. 11 Sladuehednd @Hlp@itioﬁﬂﬁa path bibckacdoRlids o cAPRBELEENT t he
furt. tt| sai d .master ke

FIG. 12 ﬂg%ﬂ dd1agsaam 1a1{s Ehm%gg %orr]n%g%z:atifm )hlg % eﬁﬁ%rfhln%w %ﬁ@é@i@eﬂt
FIG. 13 @ﬁ b@eﬁ @gmlki}htr@mg atrrangdmentf § mtch hierk seerindigi torenthertembodiment;

FIG. 14 ﬁabia@@hmfgﬁhtdbﬁétmg Qﬂfﬁﬁzhﬁﬁél bldcﬂ&\é&&lh{zg as@ifdabkgist public
ey group into said

u sal Sec O
r16. 15 S oGP oty SR prBasest it b uetogpat, ¢
FIG. 16 j9 aﬁlgxh digdraretivsirat( pBiRic by SESERIBORiGINo GFentbimBRAW NGS The
FIG. 17 G @W@Qgﬂ%ﬁ Mo%@tmfg %o nfre eﬁﬁ&ﬂﬁloarcgo&ﬁ% e I gﬂ#ﬁ@[ﬁ&&nﬁ orma

FIG 181gal‘t of the specification ose
‘ >%E}P‘&f“f‘ﬁi%lﬂusﬂrﬁt@gﬁf‘tﬂﬁeﬁ%ﬁ%@ aggprdfng ¢ aiﬂﬁbﬁ‘é fboginentThe
FIG. 19 flnsrabiyssigattere Adificdtion kneoremgsmfeuaet edSodithdit;t i Nng t he

FIG. 20 fs Qﬁ%&lhg@ﬂn ﬁle&Qt{Hg)fecglja&usé éwakcﬂﬁécwp Ton accordmg to the other embodiment.

DETAILED DESCRIPTION OF THE INVENTION
The illustrative embodiments of the present invention will now be described with reference to the figure drawings.
The software of a paich client, e.g., an embedded processor of some device may get patches from an insecure

system. The embodiments may guarantee that these patches are unmodified when applied. For instance, malicious
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and descri bed exanples of how the invention can be

wipee,aagipused. Further features and advant age
ome 15 apparent fromthe fol |l ow ng and m)rE)CVMHIJSZOOG"O19)41

bec
patches ﬁ&‘ﬂthﬁéavealw et EFYSSE BT OF Mol hsrettbleghrt uadiseovered security oles in the
softwareiok Inubd a@he@ GhemeleRvAIBE LRI NMUe efliotiMeMOSay WEE @b Batch client against

h tﬁjegH gs k?ﬁ k di agram depi cting the conponents of
° A pat ch GI2stcge}]lr8ﬁg§cc:ord| ng to an enbodinment; FIG 2 is

In F lg“’rea1 B‘PHEP@RWH |°§1"g1?a§h193is‘le’ln aPImE g cmbedient kegrowmAagenetr 100 is connected

t0 a phrde arpdich @wht@ 14800 @m&@ﬂaﬂm,cllﬁit@xth%eduﬁty@elgé&%fﬁwagé afdh& M . , patches.
nagenment. accor di ng

trati blic. .k
The patch I’I‘Lelll% n:;Tg' be I}g %gmci._ele&be@gd sg;s om lpgwn?:}lcha?uée]rﬁ qr| qedygﬁg?xmqnﬁgtmn devices.
They mag Ze eqpngcfed rﬁ‘sﬁ? sathorrverd ebthebvgipeny dind of siibdionmeetton, B iGtanbe wireless or

wired cotedtidSd, TR RSh Eeh/@r 136 %%e%fcgllﬂpmgﬁls%ﬁ%e@co%&gr syﬁteg'g to an
0

AccordmI% (3] t%e e 1ec (?’% br&bodlgagngtpecﬁaw SEIYST L&Rdlxgﬂ%%gli{p?é%? g\gnggiogpiat-ﬁor{ngllg 120, 139,
The Platfblirrt;wlfbl 120y £ ey [bb sepdratafonm gpcks bifratdimey sevet botrken g@aﬁﬁﬂnfa@d handling.
Generall} Q pﬁ'dﬁfoﬁﬁ@éég{b@?ﬁhe sorb &@anﬁwgﬁnaﬁgr n% ‘?%g\%aré !)} %ﬁg? Qoﬂb which allows

software tO eflfgé;’)t I on aCCOfr | n? to an e
5 & 8gF BT PPESL Y de g0 chie g{ﬂ@ﬁ%&ﬂéﬁdnaeqﬁ aistpased on different
3PP11°atI@h aihd badeoor didngpytte vasdah pemlientiadingeiipiove Fofoity 3t irpedt to trapdoors

mlplemertt‘lzd)\ﬂ{tdj 'k@g %&@aé@%’&r@& ﬁ'f g[%@@'ﬂ% | h%xat ﬁ%egﬁatnﬁn[agel Qe%uuy Modules) are

he ot her i ment ustr
acceptabls 6% ST oSk tberus%ofrfgfifeéﬁt HEyage agcblaa@ciwerf@r theokes{ jgeneration may, however, be
dispensatéerbodi nent; FIG 12 is a bl ock di agr am | | lustrating

o . caLor ng to.t

Acoordio %gﬁé}%&% el Eﬁ?‘—e fgpke%fcn%mlt‘g&/pb"ft |g5nge?aam | Is'lo’i‘j%l?ely %‘E"ﬁt‘ﬂgﬁ help of some
nShicld JF ob ptiahfgEThe itcors ko apatotit ﬁ#tﬁw 1 wor ghherge b wn diyhender Knoppix
Linux, Werledh MM (Randt Aol MLﬂJoﬂyﬁ ordly, nBE& ﬁh@gﬁa@m HREREG loh A% disk. The

generatecfl{e%zpﬂﬁ §t 5‘ eax%lfngl? km axi%%g ? %fz? H%y ga.ugléutg f? ‘%’?g@?‘g qyé?t}egﬂonlplatform 120
may be ﬁ‘ﬁ?%’@ﬁég’@p&@@bﬂg pchlgloig,@ g pessrbloabe menbe; splitBé Bat ithisi 18 t@ed byowo different
persons, 6he 3fdr Aokt %Sﬁifo&tﬁn@ege RYDhok Sse, kl%x th§@ k&%%ﬂe&ﬂon%ﬁ&i%fzngﬁagna% gandle keys

ram denonst r at
by Openi “agg‘a‘ﬁféﬁr%‘ e SEHPE ST ot H‘? Fesiea EF G fhispihizh seourity
operating[Sys@m. ABerpagivaly, filypovads cgiddmeded byiss thiad ke genﬁaﬂic(ﬁblatform 130.

To increabd ¥8d Rlidvdl) & re@éﬁﬁr%r tﬁje' 1 ggf Ghat §/§ fsi%ggg %?rlltlr?%a of n o;apra't:c!r c%rds”) may be

H%ﬁt oiP stra ture ve ccor
used in PR Jnfrapn %%*BHEﬁS ﬂ%tbe Tl i (e eniag proey i dgrsamay be Spit among two
administritbils osgrovat dfadmingieorchiits Grspiet @bheteGIpyTbinono.acc or di ng to

The pathI %\Q/erﬁ’ Bm(ﬂf\rrgsﬁgxg o{&ﬁﬂ;&%trsz n% h;EIB éignﬁig%?xlénaﬁges uﬁuég W‘)@? é;ﬂl'isets of secret

Keys gen‘?f?ﬁ?f’eﬁ’i‘fi PR 9 eV, St tRast o pEd (N1Eh 176 Tr exfeortios bHEc keys may

also be géveguad By the Ay gafBation Iﬂﬂfoﬂiﬁbel 18.0f2b W3 Qes@efch@ly%& Pt Gdtd @B batch clients 140

during théfr ;Qodﬁ tlgg f'[r%g%%fjcgl%? gkﬁerrel ée .‘ROIGCP q@ﬁgm&r}%@al Héﬂl? geyﬁ)ﬁle 150.
Before begqgéxia@mlt@é tor thggpateh h]@gié 1%13@@93531@[‘1@ snprppd pmingtticwityaning a random session

key. The ﬁﬁc[blui ®ion kQfin tthSﬁ e @mrygﬁil hs@xigcllé&ret Zxas\t’épk%%ﬁa Q{Qy';’ 14 &mmonly used for

all patch ¢! f ents Ht%z q9906r/ fo rﬁ%% %§|ﬁ§3 e%@c%%ogﬂﬁy gﬁg(ﬁéqoogﬁﬂgé@%%&ﬁél\élregsed speed and

31mp1101ty3@(t;lurepneyt th(plmgsari PKE lstems.oh tadditien, @rotebttbnta@&nspﬁrﬂ@hﬁﬁweaknesses of the
encryptiot EIEJH?H@IL ¥ bg‘ﬁ&%s&ih’?heéav%hﬁgsgseﬁﬁy be Qﬁeretgp)gz% itby ¢ e?agm fiee smaller

" GE f?ctt patch client agalns
portions chfhe B’FFX%‘”’&%H’&?}T%‘%“’I“% e B éi?Ye The K%hﬁydﬁ%wmsbecﬁor@ spraitelytby the patch
server 106yst em accordi ng to an enbodi ment are shown. A patch

In the paté]%fiéﬁ? 540]'{9916@% ke?q @(ﬂ%{% & stmﬁté mtllcl) déa cireage‘%s?cﬁr%g e’lﬁ)ElPs[ etn9, hardware

provi

and softwarg pIg3spigs rgﬁf‘qe\ﬁ&:pléne@, 5@@;{@916 ja 1@8 b1t }Fyatn@h@agbuxlt VIEEOD Bixglhsive OR) gating
from sevegd] 11283bi6 pdthidhs DRcrbtQplithS A8 Geta %{'@ @6 dQfler&Y SLLHD proPGHSAN ﬂérd to find.

comput ers or medi a/ comruni cati on devi ces. ﬁey may be

connected to the patch servger 100 through any kind of

sui tabl e connection, for instance wireless or wred

connections. The patch server 100 nay be a conputer or

di stributed conputer system According to the depicted

enbodi nent, the patch server 100 includes three key

generation platforns 110, 120, 130.
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10 The platforns 110, 120, 130 nay be separate from

wgaz@@y,@t;pﬁr and may serve for both key generati
Elf [ o General |y, a platform describes soﬁg:[}é“gglqz?"(""l‘”“
Further, © ugg

AR IR it s e [dpnapigpl e aacdbYis et omBrvEtior dde ki, by macros at
several weiyi diffiera@ut planasin tseQfrdod@f Raxt Povidd A -couhREndi@ye a@ﬁﬁb@fe@é&e%ﬁbmeenn& as well as
dlsabhn%lls@ée o@ﬁé’gﬁ (%;xl‘%uc]}&get s%lﬁmig mag‘i)e userP 5 esn%ejgnklggtg)bﬁ%? a!euqag%t gfﬁcﬁwally nobody

ased ffere tions
knows gy, g PIRSTHR Auing . buildgiyenipaprisve security with
Both the esipdey miadix I6@RAARS 16y choiphi@NBN | @0ndyk Qluggf&{ HHERE Eeﬁ'éh' Mt 140 by the

S
vendor }%ﬁﬁéé tﬁ@ R Pegdr%e %‘% Cgiglggﬁq gg\f/@ aSUSf;rhgl?e C%FVB%V\@Q gec{eﬁl«%y%%@' remain at the
vendor iggeoyp WG@% Shin thegiesom P@bOanthtav bk leysfagr fixkd) @ clheBye of the private keys is not

possibleg@flg¢h &Bd;c@!fbnnfh)is tHa 9%‘%@(@% nﬁg be ﬂé&?ﬁ%@??ﬁlﬂ%enm%? rdin % 150
e eneratil on orm

Each pat%hecﬁlgx% gll)de)nslay aI?]GéIJ ke B?nergseﬁaé)ffém%tef ﬁmttsf?éas A @q&n@fnuglmf the last received patch
to avoid ppg),ary ifeels HOW nesly ala oheventifh eldepatcinshdiRy kpon ety Bfles being applied. To

this end,PhedfakOEhtd 24D HBYo:ABRE . der | Y
lfleﬁ{jx Wor ki nlgal n RAMEG?&Rgcﬁgg%] %%g%}ségey‘l‘\éfé ql%)r @? ga?hagam“afadlo'

recelvedece)ppl X Linux |eaves no traces on a hard disk. The 20
Each paigemey intled skmypberrmfiyatiteresidsr "B:dpr&éﬁt&[tﬁ&sl lllsjhgloﬂerﬁd%ﬁsr ¥PhBber and size of
patch redcoQiE thy %GIMmQ@BFLo'ﬁG&e' The %%&1 réc%gig Blgy %Xe %Era e(ilaa%] o%ad the; paiﬁhmg is done,

Therefor§1 tfortm 120 I eve
5K E 65&%3561% 'ag%mm*&fh%m@bpﬁ sty eafqhh@prdiz t nust be
According el plosent embodliné:ft,atvetind key pafsSRNSed BNeEnib ‘i}ﬁrpattsﬁ%? E(Rrghllﬁ{ch may contain

threo sighaBurdd V. UG

©o. sig Yurce Fg?lgggr?%ﬂe\é?% ‘? m‘% 10% Gfaeoke,% o];]t of a fgrgu;kogg?r aﬁ)g)’séﬁélﬁsg‘glfd in more detail
below. T. er‘ﬁfjﬁr%”%ﬁ%‘ﬂpif ipiifesteiprtie FigeresSEmi fux  ( Security Enhanced
Figure 2 lioos X et 9§ miveinkeys 28008 g@ﬁbbﬂteﬂ%&ﬁ&na@:ﬁ gp th%%&l‘:i:{ defo¥r 100, dA g.rst private key

group 268 RS}'; dlﬁt%)ﬁd@ 9?;]1§ yr?vtﬁt% Moe N)& ﬁ é d e,: %i:fo?j{ %?%t%]?e?g{g@?azf %;gy mglude four other

private k?yﬁ éF%Zééeanfi ﬁéhnidevlﬂrf%kemgtoyp o0 pyevert fomgfutiieepde@lictye g4m155. The first,
second af@l’ thﬁﬂ@h@ati(ﬁexr%rou&e%b G«lt'l‘.') @@@ﬁﬁm géne}%g@gndr}xa&ﬂe%rbgthg leivsE g%:gﬁc& alld third key

hi el d. endent parti
generatwgﬁl\{i fona; H)i, gﬂ?t hﬁ@ §Fp§ﬁt}vﬂ§ Arﬂ:% ig agﬁxabq@wgt %ynqg@ngam key groups 260,
270, 280 gavhage diffent tebtdevslsst r at or s or groups of administrators
In the keﬁﬁen@rﬁ@n Eﬁaﬁ‘&&xs kﬁ}’lzg oG r}ﬁ% Qt%y Bé ﬁg ’8 ltyve}lél 19%51} e:ﬁ(g%cp 10n Q? anate keys 200~

255, Altem\é 3 f eglei egent

A3 ypl“ﬂ" 4 ke at‘aﬁr e i Hgt W@ngd%b@ét@y ¢ ussdekidt may provide the
advantagk@yg:ug@w@gatsedsﬂam filirmaag adhithy, thil &a;kﬁbéw@‘&@@ﬂt@ﬁﬁl?ﬁe key generation and
recoverinf |k%lsfvﬁﬁ1&§ rgqillgmg %gther ;Iglgl &Ee T?‘% %chs‘g’ ng g%gﬁcghkeys 2&}/ 235 may be

litted % al SO gener at e
Spiilted agp t"f"b?%ﬁef@f'f@ gm&r’zoFurf&%dhe I?f@?}ple ef qewwganamﬁs pifpapbratordagls” in the case

ofHSMs)tdmbp@bd:h clients 140 during their production. The
pat ch cI ients

& corr u ¢ et b t
Th a%tlymhﬁgcp Iﬁﬁc)’l?ég{ﬁéfyi r(ria er IS )E’gtrilgglentqééf%f;b@ EBE’in} shown in more detail in

In a pu
Figure 3. transmtted to the patch clients 140, patches may be

A first pusiRGEW PG G@Mm&fﬁih el hBliMSI 0315 c@ﬁgﬁmihﬁE@%e?)Hgltelﬁ(%% 200-215 of the

n ses In tyrn na encr
first pnva;:rhc%y %&é; eipec V%é QJE?I\%ﬁsté:ﬁbl v %fgup)ééptﬁah PESYS éaenfsrétpd by the first key
generat;oxaplptfop:mi@;mar@ ihrehing thel Patchalisn 140edueing ﬁddu‘cmma& skdog BN key group 370,
which ma? ﬁé?vE }5&5 |g%rak3@ Yy (hlég&)md]i@g) genleaﬂxo% HI{)er?\élll u%pult % t?etpajggemnt 140 by

prior

liclt
the vendO% él'ﬁ)gl foﬁl‘ g%’a???}’é [{20- oioé’eﬁlpfﬂ@ﬁg LG ﬁgfatedﬁksmfm second private key
group 2704\Elmﬁmasste@ubﬁc Ko groured30 g PtonEa oﬂﬁo@(i)ﬁlblic ma@s W?aﬁ@%orrespondmg to the four
Pprivate ke%s”z% Q%Scﬁ%e tﬁ!ﬁﬁ%&t %@%ﬁg?@é TH%(P %ublg; v ng;upt %%8 %)éf have been generated

an attacker sinc

by the th“ﬂ%l%‘(lgﬁltf’@féfm Rgtiora Brapdeteser ipip the p@tﬁ?echsah@ biefoye sellftgat. KEK key
160 may be stored securely by the patch server 100.
In the patch client 140, the KEK key 160 nmay be stored
in hidden formfor increased security. To this end,
hardware 40 and software measures may be conbi ned.
For exanple, a 128-bit key nmay be built via XOR
(Exclusive OR) gating fromseveral 128-bit portions
(secret splitting). The data may be scattered over the
program and hard to find. 8 WO 2007/005140
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5 Both the public key matrix 150 and the key
woGh¥RE5i.en key 160 may be plugged into the pa o
qﬁent 140 by the vendor before the respectlygqgg?%ﬁﬂnlul
The pr 1ve‘1e B £001240 mpgbeggegied i astqndadized fyppat sy povidi fagkes @gkatand disaster

recovenk @yrshed ety kéyegeRdrftioAtimay e be\ﬂe;ﬂﬂ&ﬁt dnrth @:@Mtyep@%@ef@qﬁ em’c?&iuﬁeﬁts applying
en 0 ¢ han WEC ar emo *
RSA <§ i 19';}1%%@:@1% hg)?g&?dsﬁﬁfﬂl& E g[ecp éj € t égé g?rfﬂ”% éllglﬁil y: éhe product p*q

rrvate eys IS no
of secre‘, aﬁnii Byplic ngent ffh%sxgqapqpamy k@g@er#@mﬁ’&ﬂﬁ#bﬂ’@biwl ¥ey Cryptography

Standard HB fPdiaC Bupp@iol @ 00 CHaLLMBALE MBsElh @blrich 49 WRYus by OpenSSI, which

gg&hﬂﬂ§4§§n n-resettabl e counter that stores a
CoOPEraS 1uence nu%ber of the last received patch 10 to

In an ené:\p oty tappudtle ket 3KBSS oiffbe 19Pa pitalohp Wotvorer, i @l Rinbdlginents, other key

lengths @hyORhusdaatoe H@ﬁpi@ WE-BE REﬁlQWBSﬁ %ﬁg‘i{ak ¥nahed ﬁgorﬁﬁﬁ) chys ay be used to save
end atc clients or

sorage SR R o€ s R i R B (e g mbblicss 300355 may
not be hﬁ@l@ﬁh@@apﬁ@tc}hgﬂtq‘ 140 Apeordieg @ithe@cksdni ditbodiinas, hheﬂ&lKCl&y MBis a master key

for all pdtdﬂlQ;héﬂﬂin@an@ Hzma%[t 1&% 9@&@ Ritd BGK Ie ﬂ-‘l- OK.@( ﬁ%a pum Qy be aqgﬁsbﬁ AFES key.

e e nunber an records
A”ema“r‘%“’av et ﬁr%f‘é‘ﬂk%;?f ST Ry Phgy ﬁ%zﬁréwtableéc@rw hpayedriert the KEK key
160. Dbe activated as long as the patching is done 15

It is to bIEl@cEcﬁttaQr&ﬁ’usé d AL k@}oé rQ%%géi%@%aXch 18 on%rrTP %Jemf[ic ext'a.tﬂlge Alternatively,

suns Of Sl ng

s or 10N B R B, R oYk g A oeipesoi et o mone key goneraton
platforms iragpectivgly) d0é eqalaﬁlﬂbhﬁfrwaﬁ&é:ﬁ\grwfc@im d¥Bein G Yr @ioRt pub}fpBEate keys than four.

Further, ﬁ-ﬂegﬂeﬁlgéﬁ(egtsof k%@%guﬁiat%g %s.s%re% k?l sen Bﬁﬁr&%c)élcpgfpﬁs%ﬁﬁz?%%mous other forms

of gr oup eS¢
coutd bedﬂéﬁda{?r|Ston@éhecﬂnbhmﬁ%pruﬁeécmrsﬁmgﬁqgﬂm e thplo@rivate ey brostsr2ad, ¢, 280 may
be stored and Fan@led @furafh a3ty Se trdeddy Bonedat®h PMGoras §6! 12@f13@ 'i?blys@&uﬁty reasons, even

the mdxvﬁg%gnﬁgge (fb g? In€ egég ?ﬁaécglpeqrﬁgg%fﬁg&g gébél 5 st?%cpea%%rﬂ;{/ er
Referring payy tOpFIE"Jﬁt“etok?eyé 0 end 14 . theShmiaticar dfythe @tcse;emrohop racoslieg to a first
embodm‘léﬁ)’xwg lb@ URcréd Iﬁ'ﬁ]\(s sihivde, .0 Hﬁtchoéhplﬁg 140%%%@%@1&: ke ¥e§1tfy the signatures

and hi.rd privat rou con
provided Om t‘hefp ﬁtF]i Fer 1@? PEAIE @%pa Eeﬂ"é 5’5‘9 g‘ﬁl‘i’e’mﬁft" P&t~ second
Figure 4 g]qus hhrovedl! prerationt o te@ytclgreoepio %&dmg?tz&,e el BdiniRY 1ddep 400, a hash chain
may be p&?di‘ﬁé'da’hﬁ%@asﬁ @}th@@ Qlla}eﬂclgﬁé f(gu? 96 5%%\%1 1%% Q ”@ and third

First, @ £KEY ratlon | at f or ms “Pespectivel y.

s, o OAEVAATIGE Py U PIBHBBLHEFNSS 38 ch 6 3. vl ioNleye st fash sum T,
may be cgledaipishy 260ing 2 200gter2BB (30 tdvte behicf Hharsemte \tii'fHJeSlgytel Bavie ﬁze value 0 in
step 520 ?tﬁerébg “t{ hﬁeaé?%n&?eﬂﬁfoﬁlgﬂdaﬂ F lh@‘é?}{te wit] val%e ﬁj "glhen (5nf Stﬁg%??, gtssgond hash sum

e usea to prevent I rac
H, may 118@9’% y hashing a pencatenatian Hel ' ) of' t}xﬁ Srethasheyg H, cadoudpted in step 520 with a

byte ‘1’ Hagiseitle @il H‘lSMlaﬂﬂd QPRI sifsh @&Qﬁ@'@alﬂﬂ&ed@? h&’sﬁﬁg }M?l\:fﬁéﬁat{sﬁmg | 2" of

o B0 L8, S50 80 B 9

It is to bg geted By Fergiingte theayeseps musbatinicot eah datclr ieduivethien glgkeegtas which will be
calculatedl\mtsilapm (56@5&5“5 | Hflg:d an % gt h%%' 1§ Smd ﬁ!‘ % &9&? @rﬁ't?odénents the patches
may mciutfe QGSS or mo e (%%%B%efq CIE'L%hG e fgl%ifalﬁgn S, lﬂtfrl.‘[aﬂ:e%am ﬁﬂ%m@f iac,ci@qdalgglé be shorter or

longer. of secret sharing ("3 of 5 operator cards"” in the case

Rehnnmg&@ F%fare )ﬂ:e W nﬁ? nbk® ggl seiel-tlg(? Pﬁ%ﬁ?ﬁiﬁgg&galnﬁgg?g ggnaku?els n%(g{ep 420. The

md1v1duaq%é g HB\RHva ﬁcew}e@m&é% cpor{ihpg to thp @r&l}oémlgnt ang ilustraged ip¥ilpiré &
A first prik@g/keg mayiie s&Gedfmyn th}ﬁliit@hﬁhtef 1@y Erouplaiad in@te;K@MSTﬁ%QQ “sebhml private key may

be selectel Igl:it So?ﬁp%%g Plg/ {(cl)cf)t %&g@%b 5165 P G%eglméacf i V@f@pn\fﬁtﬁ %ey]a?alygf chosen out of

&6mmhﬁWﬁ?%%sweywaF@@pﬁeBo may have been generated by the
first key 35 generation platform 110 and input into
the patch client 140 during production. A second
public key group 370, whichgmay have been generated by
the second key generation platform 120 and i nput into
the patch client 140 by the vendor, may include four
publ i c keys 320-335, corresponding to the private keys
of the second private key group 270. Finally, a third
public key group 380 may consi st of four public keys
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The private keys 200-255 may be generated in a
Wétﬁ(ﬂ&ﬁh%zed format. This may provide for key}’g?ﬁ%a{ffmml%u

aster recovery. Further, the key gene
Ttis to bepgersiond Usblierbpiheitice shstunyes dee diosmyor phvaticterupobeonly. OF course, the

private key¥lvodd besicsicdip Rhy dtig ord BSAU@REGTID bdn@br aif Qiethepﬁ&p.’%ﬂe Gy 8MX be sclected

dl di
before pé&gm?g's éle ?&X cﬁ)a% :H%Q: 4&)d I‘m%‘htr;:re %ﬁeanoaigae(g N eget ae éﬂ?f?rﬁ% g)unnghaf private key

groups 2%@0@@ 1@5&8 &a @W{ate kq:ﬁglegt;ogﬁé@ glpje@cqqxﬁmgl)by@clgbﬁ@s art redte fefpcting steps thau
the three RIGGSHA 6 pRuiCFikRYs. Cr ypt ogr aphy 5 Standard #1) format,

oo O B B T BE L e 08
later be 3ddedyin agneish i Present, to & petcipelishti 180 KeryatioBRDaBBRicimyndistegt®Rdhecling, The

private ki skiSctib NG 153ﬁ@%ﬁﬂﬁ16wdét£ll19ﬁé%7enb0d' ments, other key
512- blt RSA or DSA

e 3
In step 7&(% %Frstt ng%glélﬁglfe:j? éna’xlbé 8?’1?“?%!33’ ﬁ]@vg %91’37101@81'{%@&140610@%@@“ step 520
using theg"qrstt)pla.g@ keyrrdleg@inpsttd 616 Themie stof 729 @ﬁ@hdlchﬁtal:ﬁil@@tkﬂemg may B calculated by
signing tEeOd3bdn@ $hsh ts@n ﬁ-lt}?esm ﬁ‘o%y Jp%() usxnfthp g&{g}ﬂdéﬂbﬁﬁy ?eg 5 2(66%51?0111 the second

ivate k c%o g (ﬂOt b hi.dden wi t hin
P REBP 47 g S% Pridnajy s dep 738 ﬁ%ﬂ Pﬁ%f’gnaWBNEKbk@ﬂ}cul%@by signing the
third hash sura Hresltwdatedkie ystep 560 ustdgl thep &g pricdd B tselecid ir0fh E3OSTIHAS, the present

embodlmgﬂttem%)lgﬂgfoghugé mﬂigsgoagggxﬁone k%r ca&l%cﬁ E{B(Ii e, the KEK key 160

Thereb ernatively, a 128-bit
SIERYs W%B' f i e é‘i/s"&is Hhoig i fesmﬁgelp(e?abmdwn@tﬁﬁéqaslgQgetaacm @llowed by an

encryptiok €y dereyptidie dapseiths bdthe Eﬂﬁoyﬁﬁgﬁ@élgoﬁtﬁﬁ) usin tHeSesf)éath%elected private key.
Altematnﬁlzgft glg d{gnﬁgxgzga es lI.I)3 ?o yVY:% calculal%e% y%%lpkl Efl(‘g?[% S%S })%Fr%gmg %8 respective

hes 1's I C eXa
hash sum|}% é%lethﬁﬁcgrrqgwd@g s@@ggd s [0 12 ﬁeyb]éepem}pﬂg oy eliicl iiplempadtionis used for the

key gener@in\pREforkdd @10t th €30, b hpiG rha@ SSused fof@efa%lg]?ﬁ‘é’dx@tgﬂ'%ﬁ%bs% to D;.

espect.ive ic/private key '
Assin, b B e SR M B S P BTG P s gpodiments,the
digital mgnhtgqus Poter s mag hetckeated intdnp ofer adeg emmban bteps fof’ be igndnile &eation 420 may be
interleavod Bdithl Xeph 38 B %@dﬂ SRR I8N adaRk ﬂiel }lﬂ'@t& ﬁ{%ﬁ éei%@noﬁ%@ ol%?%ﬁagnlgle step 710 of

toulat $ L rms _coul d be used for st
calcula mé%l g 151% SIWW% gla&E%/%er orgnﬁéﬁ FOPR as4hg [i;st hfsh éun@ HY wg been calculated (step
520) and fhe |ﬂpsap1evat¢é&yy s b@ﬁpSﬁl@&@ (st H00). PBQalomation B SHE rs&ﬂmﬂcﬁgtai signature D,

may be bﬁ@gﬁgfo%cﬁﬁ Qﬁfnﬁ&r%% FH:%P Ghe eﬁ?ecﬁrﬁ' ofs Gt 9}{101%%9 %ss%lgﬂé sxéﬂamres are added

o the at‘g}@fgt orns 110 ecurl
P f HePraregiond mﬁﬁf’“\?&'ﬂ’@iykwjée 0‘@9121% C%fulaé(a@wpb rivate
After the {myptugps Davp b6 Brpatcd Hdstep236) urmy bb&te&ﬁ@é’deﬁjst@e@@&fﬁéﬂ%l: ¥ne of the signatures is

t
b w dREPAETR O bk IR sy o Do oy AR E e ot ko T
instance, A9 PHRRE OV P F0rPreREe sy Hchten felciefias scmbuin fre pmprontied, it may be
determinef) &t aép B itanths cobdomiidg | didaet s@,@it@re Qo ‘16@ § bif¥ng Q&ature For this purpose, the

patch serV%f %%ﬁlg IR i olil}%\ggpqu%age rfoonrlr}\{/hécs Eglg a?'ﬁx&qclewézog ﬁﬁ I?aée been stolen or lost,
ie., are n?}éq quuseq:qng Lpoge Hhistvolide dpre, byastalcd, bppenainingn cafesgdiding look up table,

Thus, acofiaing b 1BEFrYeHt crhBiAeC RCdrRGIch Reyk RS RO 1%1%3& Tt
revocate % plae hash chain 25 mary ge %{fzrfor msdg ﬂﬂ%h&&emswm
A0TP Ry “Fhel ude four steps, as shown in Figure 5.

Ifa dummgqsr‘ggqture iq tokja sicd, thrasdpedivindigitanggpatne ceadddnl hﬂ)tlﬁﬁ bbyephas hritlﬂgdummy in
step 440, ANEmARLE, nhe' J&te?tﬁﬁﬁo? 19 w@Hﬁ %%M‘e Vo @ § St SQ%%Q:' ey e brought

. db»—% tﬂa%/ be cal culated b a conca

orward beifyro) the, ey @egkipre %%lrfagemﬁlﬂaww tcabeoytd@nmwgwguq; H@ corresponding
signature qrazltmreste@ 710 7205 T30 Mab B@sk(pbdf&?ﬂ@btw using a dlﬁﬁﬁﬂ& tﬁé}%é}h% ét@r@

In step 4S§rhqcey %dﬁhfﬁr rﬁ %e Q%%_tlgd Y[Vhet llgeg 111 1cae %y speo%y Bv%}l Eg u%@ 8 ec%ed in step 410

from the ﬂlfﬁﬁﬂf’é{%t%’ﬁdtgfﬂéw 2694274, 28q A)‘ e@fnplahéomqmgon df. d@lkejslu‘m:altdlr is shown in Figure

12. calculated in step 520 with a 30 byte 'I' having the
value 1. Finally, a third hash sum H3 rray be
cal cul ated by hashing a congatenation (H2 I "2') of

t he second bash sum H2 resulting fromstep 530 with a
byte '2' having the value 2 (step 540). It is to be
noted that according to the present enbodi nent, each
pat ch i ncludes three signatures which will be
calculated in step 420 (see below), based on the three
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be sel ected out of the second private key group 270 in
), Simlarly, a third private key may be chosen“
Wéh)?{ﬂgﬁgﬂﬁo the third private key group 280 i nP&TAS2006/019941
Accordig3@the pEseEP OBT¢0 B k4OnBET. ISR 6 060G @F4ile. The firg thobils @ay represent a

first key SHAGRESH stge(ﬁ ﬁé whiB€ons B%oﬁ%%%%ﬁ 2002 SRS ﬁ@%&vggl%g éroup 260 has

SN T N
may mdzpdtq @?t rﬂatﬂilmleolnyate oo 30 lgs beak $elegfd in latep PUOiandpelidd &xySep/OU ITHE next two bits

may build@ s&:@ﬂd@c@} ﬁ@cat@ﬁﬂf 1§d1ﬁﬁﬁgfv@ﬁcmoﬁlﬂ:gof il Gould mte?(m bbb iS@ ) n%ce&cond private

y 29 %le ? n‘g iments where a difféerent
ey groug T3t (ah 1epls Sp A ol e e dhed gt e I9h S\PERy: oo 6 and
sixth bltfkrw bgeded &t & tivd &Ondicatyr B8O ket ghBchionC it dodr @S5G te @bys DALIB5 has been

selected §1% E@&tol f«g}%e&ga%ﬂ':gsﬂlé !ﬂ@tpdzglél sﬁlgrﬂgmg Elrs% 75t eps 600- 630 shown

%re [ om ng e pri va e key sel ection 410,
InemboqiRgEtSP e giorLr 11 REE v asuppehuies 8 idiseogemiescaudisely jnlade more or
less indigith@pked AMicawbe M0- my FulrtBdr etﬁer@ﬁa;ﬂ@@fbo&&exﬁs RAdGA chdd P&e private key

groups 2%@ Qtl() t290 ﬁciﬁ@ets % le%pﬁmg'égr frf%te E‘f%/s Accc%gn %Jéiggg%t: Cr:;%u%ﬁe@ indicators

egrity c ate
1210- lz%Ognagﬂgg\he llo?geﬁgrs@r’@éfeaqepnvplﬁ hqd@@pxet}r; mdivnlugjtkgpnd}@@rs 1310-1230 may be
ordered diffdratly.di gi tal signature DI may be cal cul ated by

The key?%@caéopgl 9}; Faﬁther sr eség h%ﬁ?e\i} a X mn%léyglgalgﬂ?eu%ats &i’g‘% 11'%3 afné Sip %1‘6hwh one of the
signaturey ffdhe QUi pigppige @0 thig 68@3@@ trek tei¢ Bjistobithe keiy gisettor sbovBRin Rigyre represent a
dumny ﬁ&l:aﬁdﬂl@i@ﬁﬁcd@iﬂmg&b ﬂl@'pfégsnl QDo S8GRANEE Hasly :SditRoHR40 spemﬁes that all three

N (LY e S G A
first, Sec@td epthigDgenatierradpkofively, i asitiwpy #B8Btug. Altbmatived'l, @b tadiles of the dummy indicator
couldofgduggggddg@emfm be cal cul ated by signing the third

q) sumHScIcuI ed in step 540 usmgthethlrd
T other R RER. @YY °F Pt SiEpPISE Sy Batied irigRthe paté. Phedewpy indicator 1240
may thete adoordingfe bt leap| o yBorsi Gaatw rbds. tRutipt, aﬁor&)aas:edneosgnatﬁke @ ¥oe a dummy
s1gnatureolﬁ1 s&ﬂgﬁbdﬁlnﬂegts ﬂédu&?%%mfwr 1§;ng§? %Jlgn hi?o%ms HL to

respect | vely, eratlon
Once gl 15y beh cHlfii wﬁftﬂ} fawk (Y be é%?ﬂ}béﬂdl%ﬁep ‘tﬁ@p@ﬁ@rﬂm&g to the present
embodim@i, thd@tck biptidetle Hinginihogn alp@alreut hm using the
As iIluStIét?c? Be,l‘:? e‘ﬁ? tﬁgéa?c?ltb%d}b ) %‘%F ﬂb fAz!,ttgfg%a lgltg%a\éxga 13;1;]70 created in step 710,

ures
followed &y |S§P0@rfhs sabftlanﬁtgredmcﬁe@ fhy ri'mi ﬁlgltaﬂ kignafuers118¢ tenuried ihateds 720 and 730,

respectivajdmoﬂlﬁwmg)thl?&gﬂuﬁ&% T hetocaso; @1%93@@1@}318?{ 566 eed S by ?qundmator 1140
e nt at | IS use
cesins e S0 B Bl Uy T e 0

GOmpOSItr?a)?f erahddpck ¢ HO0cheatin Figut hiis dptgp batonsiughatlivtag tHD1Invtmion. In other

embodimEs, algpﬁ@ﬂﬂcfékIidﬁ%la?ﬁézﬁﬂa&g&ﬁﬁdffﬁﬁb‘c%9e of st:eps fﬂown in
n ot ner

|ustrati ve character
roinin OGS P85 o S 5 R0 B B g pnenmion 170
according:tp &g prseEnd wnbadwxexmtshmmnmr:dm degiil it Fignwst. eps of t he

In step 850, 9RREIM &ss%%@} el reﬁe‘?rgd {ng%/ b ﬁ)ii \ngg S8 s?%gxgtr' | e&r&n értbt% g%nerated The

of the bash chain 4 fe private
session kﬁ& BB ‘%%E’al??pﬁe‘é‘re‘isttye'*ﬁh“?i @mﬁfﬂf Pesa PR Ica LSS Ay ltlwécef ¥y s;b@red secrets on

operator Ghidg bf rdliphsi M Havices. B]oﬂﬁﬁynbbﬁm&ﬁ.{ fhosymRetiR kSORLY n@ﬁbetga@rated during the

patch tlalflsh'ﬁs&% Px%§el§su% ?&t&&ﬁ? %% erat%ic gﬂa‘?oglsel at %swg dE]gttlée ppag:gdjwer 00. In such
embodimqriise the élrf’@%ﬂt%?tlﬁeb ﬁmY/EGOhJ@ﬁn il hewwasndrhigingly e hecgrugivtat ireridd® ways. For

instance, Qs'iher‘ﬂa&e Wig uhﬁ%ﬁ&weﬁa@& Wahgly | bé’ép}@ a%ﬂelné}ﬁtioﬂ@xm dfstibdi & burces may serve
eSS Fg)l tal si gnat ures

s punde? o E OO B B e b b Ghraet e e e resonsuied
if necessmmyﬂtareﬁmlmthﬁgﬂmnmm keydhey v hiddeo inside sgnedEIME U akdition) patch servers 100 of
such embSdiERSs maMideRe B8 nth BOBIUS ﬁ&nﬁﬁ&%@%ﬁ:ﬂeﬁl&?& &8s it 1§s‘f ep

420, it may be determned in ste er one

the signatures is to be adumy signature. Using

dunmy signatures may allow tor safely skipping

conprom sed or | ost keys. For instance, if in one of

steps 610 to 630 a private key has been sel ected that

is known to be conprom sed, it nay be 30 determined in

step 430 that the corresponding digital signature is
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35 If a dummy signature is to be used, the respective

[ L. . signature created in 420 may be replaced w
wg 2%}750% 14|ﬁn step 440. Alternatively, the det eFﬁFWé@?"&’HIQ)“

The 1@@3@6%@ kdyanay he wicdinaten B0 th snctypt txepagh tlaekiy G dsgpRtet inestef@§0. This may
be acco;bﬁlsﬁbﬂ QM@AES §oF@h dribel OhLrad RS s§§s1gtp§ety%a§ be k& ﬁ%teg rkhste%rkgo using the

ure natu

S
o, DB SIS PSR TS QIS T8
During ﬁﬁ1§« e@ygngcm fﬁp,eqjl m@ma@gq {eycludinigrigader guswlicd oay hé&dﬁ to be plaintext for some

reasons)rl)%s} IB@Schy}Jt@d fa'tlgartﬁtputr Bedbdcl nRELPFAP Pris kazﬁ%w' AL, E'toq{e d08Woted later at

the am%ﬁ hea q? m§¥ i ndi cat or may Speci
PR éé‘teé’a a{ing Ry nRY by nespEsary ﬁ%ﬂw‘?‘t"ﬁi@”s? H?ce@t“prwét eossxble without
any profpleas. @r@mvﬁﬁﬂwd@?ﬂ% t28Gpher Redeack MPUAICYBE BPESistd PAstRfm encryption

instead. g%bg:%ﬁg%og%% laPCT/ {Jgénﬁen% E}B"%gﬂi% Eé&%g (r())%é atg]lgasttone Pl\é\ﬁ(:? However, when using

the OFBpAEESHT BHHOLPRIE T 39ty sRastpdken hentbo tame atel nif@! diatdestroyed block, and
digital sigmtuegerifioadun atthe phiRe clicnt 1810 wilV¥eil D b6B cARYSol FRA8SANEe GFB mode, security is
enhamejlrst key indicator 1210 specifying which one of the

four private keys 200-215 of the first private key
As the digite) signasse ThagDs B e St 6 puscdnt 11 096si 468 betore performing the

KEX emdiygtioh a;tep si7g g digeal QignatEt@J aﬁ%ﬂmr&ecteﬂ foyt %@ryﬁ’tﬁh L&@clpggmgt@eche present
Indicate that th

b
et Odnﬁeﬁg |r€dgcaeﬂ leﬁleSPO%T ﬁ&ahker ﬁ%dtmé ﬁecglet?'g%?sed in step 610
In order igvgndsning symgetyip K@{(@pcrj;p_pgn 47Preeenpenxg setug thipiltialiBatipmyectotisbdlin the OFB

mode mdy bS ERRA EniliRYi el, A@h Gaditan ddeQepkdd gxh&t@talil %h%ﬁ‘lﬁ&% eQJmple be achieved

r at e private
by 1110111‘{2&%’3/& Sﬁq?lgﬂce Uéf-ll})\ér 1ﬁ g ﬁx%é)gﬁ é.gﬁ Lglélggﬁm? §etc@b Agt?x@ﬁtwfl& a(tllrlwééfla@p may be used
forth«‘sptlweiesecond digital signature (step 720). Simlarly,
Returnink hewfh f]:"‘iéﬂrsafﬂ d, trﬁisﬁﬂsﬁonbblpcck H?yy béJ stéfncb‘feq IL Qsﬁag a485 h’h{edcomgysxtxon of the

to specif one o
&mmmm%?ﬂV3€g%W€V§m °§§§“H&%¥ﬁeﬁﬁg"§Etected in step 630
SpecificAliprthegamerisaibn plgrkt1He hdyi cobistofgfieteadrypsed GaabL IS 1410 f@to@ai by the encrypted

patch 143@qultin§ ﬁ%ﬂ’%ﬁ’é %%ﬂ? S%h ?e%)}% Lﬂ;glP eAc%rdtll%eT%Sthcp }I;:r!as\s/: C?mbocf rXent the encrypted

lﬁg rﬁ%s are used cat or
session KE S {45018 g chersesmmqués@ht Fiolrendedy h@eayedummtwe crtegnts
Finally, ift 280190, 23 CransFriissibheo ck rtah 8¢ mmyedbememmdhdtmbs i n which

As akea%aﬁglﬁgedtéqﬁrﬂatvfgthg guerx)‘é S] I‘ e e’geal é% g%Yaff’slf%ﬁi @) avtoﬁetﬁls risk, the

o
signaturep prpaed iy sep il Py ll@é?e"t{qqé’?' @ﬁ@ﬁ%seﬂtlmﬁpaﬂgmmm (in btewrr i) Thereby, each

signaturel I RYBImaP be SI0KES BY 5 diff@&R Bkt FhYinstdnbl, RHE) bd RBsiedb) Ge arendor whether a

i.cat ors or der
{not vet saﬂgéatéﬁ ?tl 14(5( &%Jﬁ \mtg the actﬁaépaécétcg}tatwhefsw%/t}lfé jo § ﬁléeelfefiy
Accordingfinihp WV@G@UW@PW%MIG@M&% of e digiid eignane H;fto BYin the patch clients

140 may M@o@dibleflﬂ@r r@;ﬁm& th@ entlle'apaﬁ:hg [B@toHIF/ ggat\ﬂe\t%\z;\gxn%re? Wmeﬁts it ﬁtay be desirable to

check auf?a.e ol CY éz{u%mfe%rﬁ%g% exlfefs:’?f rﬁcic)é{ﬁf éhefgtcbr 1@1153[9,@%%1}!] ttfteé deca@hwt This ma}' be allowed
ina Secomdrmb@an@twli@mﬂ nAcksciediing uﬁtbrefelt’ﬁﬁcepﬁ Big@ad9, emetma d$ ment ,
In this en(bhﬁmgiﬂ Wvérﬂﬁdp@x@ﬂdﬂrof e ﬂgchssFr@eg héd ar? c!)tpe@{tonﬁl o thdl cl;'m s(?h%w? in F1gure 4, and

i gnat ur es are va atures 1Tt

the pnvatgfl y feiecff.%l%l df)gtml}'gua@hngoﬁ?‘paﬁ@ekegfmdlcatog ciggtion 4§pa§(EK encryptton 470 and
transmission todadsembip atd ttahenissfon K80, 490504508 the @dmetah Hé’s@hb@d oat HS\ﬁever a modified
hash chaih @(ﬁﬁﬁ(ﬁ:&é gtﬁlley:reat dpi 43 Iqwglémg to%;@ al;u%%eﬁlthé: ra 1? %180 :algs\él%lﬁl 460 may resultin a

val ues ©
Wmmbbﬁﬁ%ﬁ@ﬁeﬁﬁﬁﬁﬂﬁepeﬁppﬁmnQ@mwﬁﬁpwheﬂNEﬂbodlnents more or

Dealing flr€ $/8h thégufth blaEie s @h@&atou a&&dm@% rﬂ%%résbi%ﬂo&méﬂt %th&}n ergure 13.
en_accordi n alry

at.ch, 1l
Smmﬂyn t&1 °3 atC’elrgfgct%cr Hs o?tthg r 3@0‘1’%‘: Bt pé"mg ,4_9[?,915 Al maypag Withgifee digital
Slgnaturefb@e toélPsg AAOUBE0, B3P fbl@wad buarkey indEatgridd The kel IndRateh 340 may correspond
to the kel MRI0 taSscritlel @b b Y re'femm:ectélb%ﬁresll?l%gd ﬂ*yrhéti@ 1 BE atures 1310, 1320,

| onger than two bits. Once the key indicator Pee

created, a patch block may ;he assenbled in step 460.

Apcording to the present enbodinent, the patch bl ock

has the format shown in Figure 11. 25 As illustrated

in Figure 11, the patch block 1100 may start with the

first digital signature 1110 created in step 710,

foll oned by the second digital signature 1120 and the



10

13

20

25

30

35

40

30 enbodi ments, the patch block 1100 may be arranged
erent way. Follow ng the patch bl ock assenb
‘ng%ﬁ/& %gencryptlon may be perforned in step Us#ngwau
1330, hop@EK men by Spstlatothing Aftereniceegtigh iy dtedal slgetyprses & fist en1bod1ment as will be

explamerﬁlﬁmdwlvﬁﬁx@fereho% tSREOWO 10, Bu e, BacllRb 3l k-R.g tdR E'l%r %6§ 13”)5n1385 of the patch

0 so referred’t
imwbepgﬁmg? 6@%ﬁm§mﬂw¥hgn§§&%g@5§% %8@1 Fely3bhe generated
The calcufiien Ofsreg@rhﬁnmk@yﬂ g&49el3a,i1 i anmydingeo Bepesee dubylingpl if datred out in step
400 of FID@E 4 &d@é‘shaﬁﬁﬁmmafd@&ﬁﬁﬁ gsof or instance by shared

0 ator C rds of nC pher HSM devi ces.
rit, a 05 SR 1 P B RERIEGY T 960 JL) RBETTRR REchge ol b e 2 resord T,
1385 of t@%ﬁ@h attedradmitiedyitt lesipanchiung 0ADSEbIRS bﬁ]’bnﬂﬁ@ﬂ&&ﬁﬂwﬂ gmidiments, only
the recoréi 'ﬁ,?&%aoq llg’sﬁedgﬁ Et%f #Ab. eﬁ!\etpﬁ ﬁééh Qﬁr;'ﬂg,x(j%qna?%g Eat?ch la ed in nsng t920 ba/ hashing the

erve S uch
concatenfy G360t erl T ke A TRRARG IR oo e sum B, 1380, Tn the
followinga basb spisith hed, infy Yadaicalksd ay SnaloE@E way i 5&;@‘@3@1;0 93& It r embodiments,

the last stﬁ;?% rr‘%rlbl: sk é@atldghe%st ;eg 3 e? g b%%seg?nrtxe feﬁo%rg\ftepsa Jflsllﬁe?% of the hash sum

generaftion fromdistr ources na
Hy fes"ﬂ“ﬁ%r B sler 940y Es credimenbarytok ndiimued) thayt lrvefettetaaw gimpigngnd more robust
programubing key i s created but all information can be

The modif @c?r%r}]%&l{e%%%( 094 acco dm%%: %3}%@5@ tem &%&%étga Lyel %1gfui,?qg

tric
In step l%técﬁ frit Gigital eataerp 1%1é|3 rrew be Gﬂwtﬁted bs sirtingeixdehive aidslenpying/cocrypting

or simplyi d&@ﬂyﬁid@’ex&@ﬂﬁgh@ rickoud®l iRde v fe?&cpﬂgif}gmé@g b BB RMINELE, 11850 using the

s g MO LR IR A G L A ———————
in step 1G2p bstigning @R dirst bpslesmorHid 850tusiog hatecdvnd pliweheyl EBAedkis siqndab dthally, in step
1030 a tHifd cﬁéﬂ@lﬂngﬂ@c&e DIhBﬁ) rH%ybe O AL QQEtuth RedrH E&!sﬁ] gur?ﬁgsé?go using the third

, the random sessi on
pnvatekeé’ﬁ%?ﬁ”%t%d“ﬁ@@?ep 830 using the KEK key 160. I n ot her

The depigerowmdionevf Sgps St @ B20nsamd 28 BRitinAyhe b&sqaehteaﬁdﬁeﬂorieﬁarﬂptbﬁme digital
s1gnature§. i) %r1§3em8zr Hi%iculg&‘lr 15%%1&%& grg&-r yu?tlh% Oﬁlma?c%ﬁnon steps 1018 t? 1030 may be

rmation (excludin
interleave i it PRt et dn Ern fadtss e fish giptrcibaionod i Figur
9. For expingle,olbid igital big@cpaak 10 @naf QF tddulatel ik SoodBY 113l Ar@WadhN@m H, has been

ca}cuiatecpﬁhﬁla c&% e@gd@%g%%gsqm te%:fs Al the patch client 140

%e necessary and
Once the pqé%eraw 1gQhag @@Wzytfgpqngqqm ckUéOCpqgrgtngbg & onfryioieich Biilye patch client 140,

the patch pia@ bd @6Bely ihdtallad 4t @le @t Mient @:th@ﬁg Eﬁ@ BibBe k%/%h‘ﬁ'l@@ﬁ}ﬁ the KEK key 160, A
secure paftc% 195?3?1%&%11 _Pﬁocesngcga% a‘nl;a)y tEe Bz}tcg)] %F”é)&?é aczztﬁréﬁgggh?nnc 1tm!exgc will now be
desoﬂbederltborﬁ%remeéo Sisreath-Gv his patch iegalinticopeoctss ork be Hopleweédin an embodiment

where theWbEH sig8dane D, k8, IQ:(BI medeso ﬁé’x%ﬁﬁé&%@ly Ql*tetr defc ﬂ%etlga Hire patch
e sanme fatal as

0 at t ack h
Refering 8 S R A D BT "GPl t 2D ek 46 R 1591500 Thn
the encrypjed mmp@@mkﬂlmmay]bé @eargpleld if @dpl 15[0’113&@&11’& HEASes 16(5&1 step 1520, the

tedWARRA btéat neotﬂa b e%y%@@'@nd SEE &JEE@%'
zn;ryp e g’é Sé)(g t§ur x & H,E% %lé rLtgxén e i ﬁdg(%al £k jon key obtained
cfore i el A T ey DY t‘ré‘pls%?eeﬂ)‘/ bpathisyd vpieg o PR nvgdet dpesribed sbove
with respddEFgme By pt i on step 470, the di gi tal srgnatures are
In step 15% ‘?ﬁn@ 993’119 E{%g tofelo uQX fof 0&%{5){ egs?rlgadl 0 tgiiitl‘g?%s %r‘m more detail in
Fig“I““‘l‘sffrndrng securrty holes 15 In order to render the

First, in stsg/ raret rdsﬁpuiﬁﬁ&eﬁﬁﬁ)f RN ﬁﬂﬂ%e@ﬂ@ﬁb@fe? gr%@;%{'ib Qsing tﬁaeﬁrst key indicator
| Za

1210 decre/% & be?ore . steagglz(}v peeclgcaglgitﬁ dlfeﬁ g?aoqgtﬂlec%lﬁhww%}ooljé% g)ax[/mch the first key
indicator Eip mgnta |m|ay bvaielsttebas i firss prkdly kéyo Fheeseiaepl fistipebliadhy @ayedespond fo the
first privafdYeey RRLbtOHyACE RBicB RANENE S M'g@@ (seé Flguf Gf) '%@&dl@ﬁ tsteﬂ%flﬁiﬁha%d 1630 may

initialization vector. Alternatively

be used for this purpose. Beturnlng nomrto Frgure 4

a transm ssion bl ock may be assenbl ed in step 480. The

conposition of the 20 transm ssion block of the

present enbodi nent is shown in Figure 14.

Specifically, the transm ssion block 1400 may consi st

of the encrypted session key 1410 fol |l owed by the
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25 As al ready mentioned, a hardware failure duri ng

[ ght reveal the private key. To avoid th
\Nézﬁﬁon?ﬁy‘ signatures created in step 420 naypﬁgmmﬂm”M9m”

include gofcalisiz b BRefus end bich gubtie frtys tfont the spabd Andcihire piiblit 4@y (gidap 370, 380,
respectivell, QRing %Q)secoﬂk%ﬁ %@M ke£@&Ehtor $4@NBEY rr%pé@tn;egr R sg&}{d B8 thira public keys
m

may corrgsgon%%o 79.? se¥calg 6114 tid r & n%lg%%, oﬁ%ﬂ;&vﬁé,rsglgctéd?ogggggt& SCRYE 189 1)1/1 steps 620 and
630, - tesppiveh cl i ent 140 boot s with the actual patch
of couréé Ok %htmc rkgy tsél@ctﬁd Qg@t i tot B3P EnhEE b&gnnég‘cxﬁ %}? ]pﬁg' d:8er. Further, in

q ove- nmbodi nent, verification ©
embodinil1 bES G g K1 PESTES PG 8 SO e ror apies o s
private kdwoupnit01380) poasidhirerafid ley sdeetdil iy tdyaceinlyencRidd Gte or less selection
steps. 1150 only. However, in other enbodinents it maybe

abl e to check authenticity and integrity for
Upon ha‘é?,gesre{?c;t?de%%?%h%eyi’ H}g qu 19 Ia:tyeh]ey'erg'fefl @y steg ééﬁ}()y'ﬁhq sp#@teps of the
signatureiverificdilon sconmeing pabadrésainasbodimgnt areSRSAMNOFGROOMT ment  whi ch
First, a hxg'h cilanﬂQ;W b@%e %gdr Ihgt OpS'IOWI Aclgoréﬁ%t% rth%negn oc{' xFeng 3%#‘5 claagﬁ ’{9% %erformed by

€ overa
the Pafchtcheé“ EQF@FPS%OQ?S\}%T“ glociiiforest by s peieteserver 10R deseribed st reference to
Figure 5.i n F| gure 4, and the private key sel ection 410 dumw

3 4 cat or Lon 4
Toen in S0 t%?“é%‘ g%ﬁ 03, el R e baR AL srerfailvlya??a be hashed
again. Int‘eimg ngSvhste thﬁsegmrwgerfmgd eth¢ préchssamve 188 ileepe 716B does not include

further haak ot onmyﬁfo?/ etry R didp@aioRas Be &AL d 4 Og ap g th
at | 0 e ur er e
F°”°""m%£t%qﬁhﬁp‘ S Bl S@’% %@gﬂﬁ%s?%oeﬁg tgingd heryieryaping g gngrypted patch

block 14394w/4tapd 52 rekivfbr drcomted shmpedit, |S®mdtah<a!hud hliores epstrdbed
Then, in $80YB50- 15@%& Hligryf)t'ec[ &glta‘l’\éléngtmtepl%supcﬁg %mgleﬁ’scliﬁ%o {448 9 may b be compared to the

Siti ccordln resent
again hasgel% spms gespostive §W3$PI step L G0+ Iy @mb)éltn@ﬁts Eﬂh@;@ fem 1 tfpis skipped,
the decrypyfd digitel sfglnat&bs reqytbe dénerd diretthao paheied Blndak tolB0RspaRiely.
In step l'fsts) al ﬂiay\‘% thrInﬂ%@@h%l gt]‘hérél!ue d\%‘gn)ﬁ'm%%g: Jm§>§%&a1 F&Tﬁ%aﬂeﬁ.ﬂ)é-m) 1110,

1120, “319%)3*%% a %Fedfgalecwwmésﬂsaﬁ@r 1849 o Fhe kweydidateci} 1@t or
If this is {hd 48e,desoTHelie@makra\restap 1740 tﬁz&fﬂﬁrﬁlﬁﬁlgﬁnﬁmg |1cﬁk’cffﬁ§ by the 8BSy indicator

SR L R I N T ————

embodimeniy, chppeathen opp digital flgnemnmawvhg/ at dvemvt ignatdfegiat aliscussed above. In such
embodim&itsgfIBhd Hue Sy @fgndulie; nﬁaly B&@n&d@ﬁ@g%@&ﬁeﬁtcﬂn&tkﬂag& process

If step 17%6 Q&lﬁfgzlirlgg tg%rtg (%u%}%’ny}l\lnn Iﬁt [ ?%?rggergn iss%%t aﬁf%églta&%%g%; 1{1Hé330 are valid
s;gnaturesp ey dupriny si‘geanppsegtgnd@ao byy @t by yepbmgd aphvlichdxishl Sgraaned] 110, 1120,

1130 maytb@ takﬁn)mta 8Bt &%ﬁgihe ﬂeﬁc?vgm s!eﬁssé} 'the-gagre &\JQLI%HJ@E%Q n Of the

accor n
o e SR PR S5 W P doth ol eutedgh oo 46D wietier ol il
Slgn&mrea"—li 1¢ 204 113A drciis ogroguroiding oheprebedt &inbodimenti lﬂgsu]ﬁ, €he Base if the comparing
steps 175(5: ’corlsiﬁ(} re@aln@eﬁﬁtysﬂf'm e pa"té’h% %@Xlstgg:&gﬁhcﬁ ?t {?ﬁﬁt 44 ugstte%HSGO Step 1560

. é hashi ng ¢oncat enat | on
may inc ‘\d“‘e BigPHinghe vier 96 Ui eiepalie it rEperttof s Swtselelpotgh iatietion ancor
informinghlgeghtcisimeni@b deordfglyconsi st i ng of O bits. In

If howevél thga@ta&fe Vg s%g? gggqmt Beal? nha% ) éi%c%gabe%e ?tgzl_ Slg“fﬁ"fdg ﬁ%fytde&gcai to the

hashed in
corresponding (aphol b?ah PO, §1oap be@erwdhlam 16 théée rvgindatteniabdt 6rbe installed in

the patch §fdnt, 140, This ay )ncl@&e tob BxafnPle, bl dvid(nB @R Rutky B dn 3/ éesgﬂgg ghd;cpﬁformmg the
patchserv? H%?“hgt%ed%tcﬁ tcﬁé %{ggﬁ aSh sum H. 1380. In the

.2 to H my be calculated in

It is to begpmdessiapt dgobs pamaayiax qshoe pSst®§€hom ingHdhres Il 51170kak ®¢en chosen for illustration
purposes D BAHHEHES dimedth) She n"fli%‘idu&ts@ogte;%%:yr %@Xnaﬁgedﬁxk F}anq ora@R Gy example, the

the first record RL may be used in t o ow ng steps ’

i nstead of the hash sum Hysresulting fromstep 940.

The enbodinent illustrated in Figure 9 may, however,

all ow sinpler and nore robust progranm ng. The

nodi fied signature creation 420 according to the

present enbodinment is shown in Figure 10. 15 In step

1010, a first digital signature DI 1310 may be
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20 private key resulting fromstep 630. The depicted

BERSEo of steps is not to be construed as |im
?%ﬂ reﬁent i nvention. For exanple, the d|g|t3FT"US”§%’6/919"41

decryptigy gwatlmeégmmu}ﬂ e DEeriayd Bigh babaphdabedeps n78-107¢. Famenthe hashing step
1710 cdﬂfddﬁrsepaﬁtéfi 108 freet diﬂm@@i %ét@g 'v@fbhstﬁa?%o 10 %Qerfegve %9 tl{la&éoryptton in

B R R g I S
among thq Haghip deptyetion and ﬁmg}@nxsen stéps IEOI7xanpl e, the digital
Moreov&' ﬁ@ﬁﬁd&[ﬂ%ﬁts [Xherh Qloggbr 'E:éy 1JRz§te GRd Zﬁlb‘l c‘%&e? %o@p% eagaotggh &2 s1§na?ure verification

1M0ma ggsh suns een cal cul at
¢ 8?"?‘8&1 8 AtHHg P ?f\}%if Sﬁ&%ﬁy%ﬁ%}% s SempaEEPatpddLo tawe
Furthervhde the drarhy Isedling in 960 1188 8ndSiON may e naﬁﬁgiﬁfoS\SdrcDﬁbf&}é @€ Krst decryption step

1720 or:lséeq(zt 1Y Bévﬂn&? Bgthé‘@lgl%a%g yeg%&gor{)ﬁh& ge%ﬁ tgg pl%?g gtﬂf sclecn?n LS':’O If it is

secure I nsta

de*ﬁ“ﬂ“t?i’ P‘éf?{’s lfﬁ‘b"flfg"rhﬁﬁ‘b?‘?vﬁ’é ot fpit p parkicy siaeipiet 1050128, 1d5 e KKy signature

“the corrdgpdidHdikps & thegmblitiey padeada 15%@&1&@&&6@&1&5@@@5@ 1770 may be skipped. For

examplepl@ Ehtz gﬁrgg%ﬁeg ¥1gr%alla§e B&Hfs %t&u nn%.tu%%% m%aﬁcz%ﬁg di neg?a.gr tg gzgctugte the third hash

sum H, fi?ngif}P §gco] 5 thyg publip |k%v LB&PR:H’?"P st e tidihenh s Blg @sepIHED, dperypt the third

digital sigampira0y aéb 117#1() ﬁﬂ/oﬁ;ﬂ%ﬁ@ﬂl tHEdd mﬁ&lo‘l\ﬁﬁf ©7d he digital
verlfled

As alreaﬁ} lggh%g g cwe ’the r?atdf H]Stllilagi%ﬂ sc%emﬁ 3{ %‘ﬁ %ré%gt%r ?quﬁaqt ial o8 fhe t%lénatures to be
verified wrlﬁg%fie@fhwtueten@mtqdaaq@ws@q 181 Hot ‘perkdet4B6!. Hayeviee there o8j Wathbodiments

in whichait is tdagabRad CRiRCHheBiR] théﬂz@:hhﬁo 8¢ ﬁQaIll@QrQnedfgﬁﬁllﬁerthQﬁng écrypted individual

records o C BJX(%B ?ge (Ef%rqgodl o(f SI o %RJSKy%R gotchy 4 ef’g—e)l%%eeﬁ H@cnbed above with
respect t@ ﬁ{gptysrﬁ, édlanddB ch cwegmkdujgélsﬁz@trermiyh hlsialtdé(mr ty pé geafotiird &y the Rech client 140

wﬂlnowfﬁg&séﬂb&pféf&mt&ﬁgﬁ& &heor andom sessi on key obt ai ned
10. The decryption in steps 1510 and

Tn ste 1%@%{ I NSt 8 block. 1
P Be® STPstRblonki A made expvidotige FESAHioHdd0. T siep 1810, the
encrypteétp@dﬁai seBfon eyt 1410 mslpde fn thorakingdsio® biBck MO0 GiyaHe ddE3Rd ulikdhe KBK key

160. Th:PéHB'nia&%Jﬁ%%%thQstQ%s‘i'@SfdﬂJu{%ﬁﬁVeri fying the signatures

own in nore detail in
Subsequ?iat%u? &ep) 6320 herrggdom; sssigp &y dingd dp Sapr1$E0 pabbd esek eydeprmyt information
contained@ tieehentadabl sl6akt 1380, fThe C&Eryﬂlidﬁ)bdrﬁmke@)h %Qgﬁ) 280 WSHicDE in the same

way as tﬁeh% ﬁtxéﬁ%@gﬁ?xm é‘[[‘]g %%ﬁ However gcﬁ%r 16g epg"fj%]% etg (Eigxli;gt o?ﬂy ﬂPe encrypted

signatures gy wtqdéfewﬁimrtnﬁé bg ﬂqexypteckze ytep 1800. iTheliewaitidsr ofliBd@crypted patch block
1420 mapﬁieﬁeﬁedﬂ@}édb@or&ﬁis@ﬁts@ﬁs 1@@ ddgshi rst public key. The

i e 350 SRSl ASL UL LTS ESP I AT bt o
couasporgiltg the paldic Rp)gwteeuc@)lﬁ Qﬂ(d}?@@b@l ahgalewlthséi‘ﬁpme bERGralsd THeb I0step 1840, the
digital sifRres 14 t016)) 290107139053 40 bRGT HSROPH dan ; i
I;;1;:§glgztlﬁgg?he second and thﬁr pugﬁ%?&i%§g{#?%ﬁggﬁgnnammedﬂml
& ‘cond and third public key group 370, 380,

First in $i@ps}98e tthevabnypted Sishtash lven set angptan st Rédid ok gy phitd b&lﬁﬁe@ﬁv&d in the
transm1ss]0%a:ﬁbok 120%%31%1%%&%1%?’ ‘%@étﬂﬁ TJQ:‘de%%% glnlg k%r c% atin%% rug stg 16 Cﬂn‘s may be

hi correspon e secon
achieved k‘b%%smF Fapschq %Mgﬁm Seted @ myined H@vpmﬂeﬁwmtrtwgurqthubsequenﬂy,
the first liath 8 @ $350 2@ 0and in 5@:0],90(! RSRChdhaah kte 1591@‘111 S04 DBodintelE particutarly

in embo or selecth teps 1610 t
b dﬁ'fféﬂ!\s boft Iég% s%% éir% %f &%tg'h sef_zarrliaﬂ tepf ﬁOlH échbogg ri%mténclude any
h”mM%ﬁﬁ@PE“WWﬁ@ﬂ@mmdess than three public key groups

SubsequedfQ indeHs f@@% B46 ak @fﬂ&gl nﬂPJs €0 0b dsjeﬁ§0 Eﬁ@pesﬁlgxf n1(step 1820 may be

rivat ro are used
ceerypieek B Ry il oo Mok N thsioprlsp 0] B of the s of
steps 19Ketoel@tl oy tsh dp Somblpaintohdy kaagt aedt@ctoad it BepspLobd-i €70, respectively. In

keys, the signatures 1110-1130 may be verified in step

1540. The substeps of the 10 signature verification

according to the present enpodiment are shown in

Figure 17. First, a hash chain may be perforned in

step 700. Accordlng to the enbodi nent, the hash chain

700 perfornmed by the patch client 140 corresponds to

t he hash chain fornmed by the patch server 100

descri bed above with reference to Figure 5. Then, in
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15 again. In enbodi nents where the signing perforned
tch server 100 in steps 710-730 does_not
W‘?%%(bmgblwf urt her hashing but only PCT"USZOO(”"'”“
embodimgate Mt isten B Gy kb the dsempaed sibOumBsesiliag Slolpipe 1920 to 1940 may be

compared@|the@Wh R i x%ﬁitﬂagﬂ@m st&ﬂ'@oﬂﬁl@éa& al signatur eS ( Dr - D3)

1120, 0 obt ai ryptln
Fisl, GRS SA L PTG TS O e CEGBBHD mawrespond to the durnmy
signaturedhegiliypdeedibedsibovg withssikét testeps Fé¢add 7®ndFithe td publ i c
Again, tﬂé%‘;\/e%iﬁﬁ ?e%@e%@etdf ¥t@ﬂs¥hou£rﬁ?ﬂ%mésr18 i RS Jn?ﬁﬁusgtguzg 2k €not to be understood as

i (%}7 ‘}/ di gital signatures resultin rom st e%
imiting 30 > eﬁ%o e FECedHpEr 88 rFSQGCt“YFeStePZGm’é(g% Hdvss Hedotigsfrr example
interleaveii Rerthbi (b durhiBy sipresipartdlivebisiepo i ktedod fapbetpoukt itwakifle.g., to the

begmmng MQ&%@G&%&M&%&E 1§J0%pb%fgrg' 916 :g‘lgoht? k af%%gc%bn 5{39 e[f. gu %ﬁl}{&)dl%%ms all the

nat ures nm e cohpare
steps of FP&%@& lseﬁ eopipn {830 jangd the sigprdeg vepidipajion ﬂ?ﬁwétf@pw@tmao aj digital signature
1dent1ﬁed‘m(ylmeiuﬁiﬁ§/efdmtmad4(}weﬁlﬁﬁﬁy sigheie may & s@yﬁmy si gnatures

Remrnin%‘M F}lgﬂr% lglﬂ%l I'glj%ilndéll % & e caypged ela?r h bl?%k 149295 Pﬁ%be %&d recordwise in step

1850. A seefiresgpaeh @mroefchmrecq@@;ngutmm wp@ pm@.m@m i fhowihin Figjug 20.
Thereby,li@ayCRastEhe dhdckddBy B 2000 tw@EHar A el sﬂgnﬁ&@@D 1869 ate@lorde 8tep 2000 may

t.a n re 1 dent ndi.ca
nloce fbyhfl BHD R, s Sk oy LS gt Himgebove, vl
dummy SegqemfﬁwmﬂfdﬁeFegeﬂﬂdthéhis@temleaﬁptat ch installation

If this is ﬂétQﬁiﬁ;?&a i.d, Rt Rishak of B BQHLRE B S siPRRLs bh @)rbg,qpﬁot HeSlichia) the (hashed)
gpat ure ma

ed
N TR IR A ——
step 157(mﬁlgble 1f.gnored during the further patch installation
If howevdd, Qﬁ%ssign&tﬁressir@ﬂl Jrgeg OthJ &\f(ﬁlﬁleﬁc&p%%thagh@%n%MOddnemzr?ﬂédolgatch record

Specl fies hat al nat ur es
contamecibil_ 15 1e1mErd Bt %}( 1470 mey Wl@@tg&xsmg tb@ran Foseifighisgy obtained in step 1810.
The decrgpitigm aft stp 2805 18dyep pdT@Bodnia yhe Bohe W ap Gk fdeiypaeh @nREp adJdo disBiBsed above.

Then, in gtla;gﬁdléllthesdo%é}; UGt l%,gi%@ c%f 1111]6%95% recg%ﬁ) Rlil':%g (o%%&:f:%alreacg/em st%) 1900) with

"mto account duri ng
the secong 5’1‘38 Pt Fs 340 tbipitiedyia Steri@ mpses bag FtEIr 7@&0 have been

The resuld @ay bé &hphrad s)tt&maaaﬁ%@l Hil 1B50TR¥videly @Stﬁlﬁédmrﬂﬁéjddc@ptﬁﬁn%ﬁ 1900) Tf it is

determ1ne1(i5 g gtex}é\%b Eua[ thes lg)g:ogl}a%l s;[ul%ls f'lrg n?t% Fﬁ&é g-lg ﬁ)fltg}é%ﬁla/at OHé?heme may proceed to
step 205? h)n dpternging fhet theopatsh jisf nof rvebeowqﬂair iOthgrwisst gqps 200550 2929 iy AGcordingly be

repeated fToR Ve &er todﬁﬂﬁabht Hms Aokl 12 6kds th R e ﬁ)gféh‘ pdi@ﬁélobl@l 48 %S@e’c . i n
re

If the co%n?}m‘is 3 dlél sp %M[ gixatP] Béle# %éunarg]étag%fe C%Ptg‘lglﬁtsh il%r@ and records, the
concatenatior [Rad0)rof fho fast pefoh tehed ButE6 suh tk hphsMVaiuaSQ’adohaqtmgwf zero bits may be
caleulate@AGcH 20303 Bhid YAk fng} Moﬁ@ﬁcdﬂ@&@ ﬁsﬁﬁ{h\éﬁﬁ Hl P00 AEE0 E«’Q&h%gjlcly 1300 in step
2035, however, at |east one of steps 1/50-1770 reveal s
that a decrypted digital signature |s not identical to
If it is detdrinedCip stee 330 Hdi thgtwphalsded) idduasl) tiewath inky FeENstaled in step 2045, and the
user andg? t‘.h%rlﬂlcﬂ %Qvér rl 0§ tm%{?) bg' %ﬁtgieh h)@tﬂht s.lﬁi,e e!sﬁlf': S%}Oqst%ao%h Olth%rmse it may be

be I nst
d““mm?mﬁﬂﬁﬂ@*o@%ﬂmé%ﬁﬂbwembﬁﬁﬁﬁkélng the user with an error
AccordingRakagBodneht ﬁlﬁstrlhﬂlaff ﬁrﬁmnla?mtbeo a &2%@? pEAIY&iher LRI rely in step 2045
{ t t
or not msttfngd pc%il eQ(ey ?ﬁnl o%ea atlclg)xrc]a?(%r Igerdas e%?% éﬁ I&l%h oeng ogﬁjgnts(ﬁu&ﬁﬁnped bit or
deleted/irfsgytefpyje fughe mrgh i‘?fﬁﬁa@ heen becnl@s ehth¢ patchicli¢nti $40r Bitis may provide increased

security, PrfeRRS @S Rk, aghifst GbRRFWIRARREHRRES i § B ﬂhﬁ@ul’ér %H?Jhe impression of

rranged in different orders,
ha"mgm‘:‘a““”gﬁ‘ﬁgamﬁ%ﬂeﬁ 6‘\/\o 2007/ 005140 PCT/ US2006/ 019941

Howeverde othsy pbimest opsie 12y & Ad0emoul tdthbextbmtterrbealy 8355 \i361) 1375, 1385 of
the patchtf&%vhﬁﬂ 0'0§ 9ot Q(ﬂ§ T Z@c‘ﬂv&ﬁal g:swg L ﬁoﬂ%@ly ntug?e ﬂ@t(?jﬂ'd nlg.lus a negative

step 1710 could be separated into threé |ndividua

substeps, which may also beninterl eaved with the

decryption in conparison steps 1720-1770.

Furthernore, the individual steps 510-540 of the hash

chain 1700 could be spread anong the hashing

decryption and conpari son steps 1710-1770. 5 Moreover,

i n enbodi nents where nore or |ess private and public
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10 the corresponding steps of the public key selection
d. signature verification 1700-1770 may ‘g .
Wégﬁqu@ﬂgo For exanple, if the third digital sPylRetg1994
answer tpFeps 3008, Y2049 ganray hed to idisregradina bt enkies patditizs®ARGS0 ba only the record
1355, 136@'1@15' Be c&ﬁ@clytdﬂbdkgi hasd sys?eH:m sk%n@'tﬁ@?dh éﬁi(ﬁﬁ enchgxl_tc@@ﬂy Brcing the user to
as e sum

ot el A0S G R TP ¢ 8% A1 Aot e GGt e pech
installatiprprepess plhe Tep@rdiag af aply ipdividval mrotd @356 O13pAN B 501885 bf thd r@ph may be allowed

by the usé £fib Oﬁen%t%ﬁ%dm& ﬁ@@ﬁﬂm@&%ﬁnz&s@ﬂ@m pat ch
al,l a pres enbodi nent al | ows

oot g Pﬂ@?{%ﬁfﬁ%@ P sy by Do e reronpeed 0 e at o
140 autogmpifchityeand pervpptdecs wabayk arlyl inftkncd 42 Grc Ipasesh danhet emL;sﬁtded; not bave any

posmbllul)_rgmé{ﬁ%wha{ lﬁ%eﬁs iﬂgye tﬂﬁ)aﬁm&gl 15@%& Hdw@vé{mdl uQJ? rr}} be' p§ov1ded with an error

le to
message Prlep 4 08 %Prﬁ@dF%?fté*rag/th%fafC%PaSﬁ%\v iiq%*@“f‘ééweyfbtlééfep 1360 ar 2045.
Moreovet, nckionding tathe pre@amdsdinént thae npAbet poddialitd e kadideQult 1 dekdfiBed seourity

functiond? ?ﬁx&’ﬁa}sﬁ%\é tta]cgsodue [ﬂ% §ﬁéﬁ&%a%l%’x%9%{!%qgou@ g2 stetﬁ;i ginthe sacmfg/ disable pin.

describ above wt respec
Tn embodkmerty Phewdtinite AY teeeiire ﬁﬁ"a’l“t’élhs feizet dpri Paiyrence tadges, it may be guaranteed

that this peiflodaimebdiodiie bpalyChiwatel Eifdis Bedse thé dottwii®WhiBiEsets such a variable could
alsobea%glg ribed, referring to Figures 18 to 20. 20 In step

of Figure 18, a transm ssion block 1400 nay be
As apparpns fei the aboaﬁ dessritipat ehbadinicetp methads. and systerpseipr uD@iOg softhae with increased
secret pretﬁtﬁbxy plaedy I'o@é’ld@i%&@ﬁﬁir&rmedl( MWrtidAeh), thd":%lnk'igexga)‘ 1 stgh@icantt E1}r<1c:reasf~:c‘l by

. sm ssion y be decrypted using the
usmgdifm eﬁ%eﬁerauf)ﬁppf lljon‘%g g@rrespond to step 1510 of
By GUme!“‘@GFP)@ fip8, theSliffmaty erem)rll g}atfom 146,60, 18R e tileof maskdhgmature keys arising if a

platform 385 $100130 koM r@ Rt PIAGMioh fhs §Jc€rﬂy ﬂcﬁ% % r%)!edb@suh!ﬁreﬂxs 'ﬁgc leads to the problem
ormation contain in the encrypted

of hafdwsff aﬁ%gei Aféﬁ{wc’%ﬁoemﬂ’@% PYREYSD r\"hﬁ% FSfVS’fYrFéEPn?lY? E%Ué,pth%%seﬁ@mbmatm of
keys genfygedarmhvlitreeihlatiorntst @0, 9200830 aRbretmys pasiudt el mkeradny{os édm

Protectiok Qéafn'stqu B'sges 1 Q ccagézs‘ & %}ﬁ&%ﬁs@e"\ﬁ%\’ Waﬂab@%ﬁ%o% E}Q{JBB achg%% by using a bit

sent di nent e encr nat
indcatorg 1% @efnmo fBf v b6 Fek‘ﬁﬁ?f o &f WWP SRR G 8{5d egh@ge hardware
or use revbbx@ion Byndh oakest kef lodshay Eaenﬁﬁlye{at ed patch block 1420 may

Further, %@ﬁr@é@s&%iedo%g{ryeﬁégsqm{ 0? ch?c’m%n%mg t%vteleg IS ee/% %r 8%%65 81g1§ag signatures D, to

D, may lﬁqﬁ@Sm‘y@qﬁﬁrﬁ%ﬁftéﬁse%m@wg bevp preveeplddistolon.giys 38diable Withiegublic. This may
make it iPBYdiFHEON HreSRAEE tolitked RRe Iﬁtéﬁ)ejs |4 1@y c&@le@&%ﬂ c@ Ehrel %@t keys (which may be

e S5 SR b B 800 B LI Sl
of the kelggguc i FRar afbttabln Eveniinsush @ pasg,gagﬁ ahy 1/@@ of@dlr thd pagdl clichlsi 140 could be

infected hySfai&E) @)ﬁosb@th&ﬁlﬁe@mﬁlﬁ&ﬁdn is ok ﬁ:to%h g“éf ‘o mdl@ﬁti%ﬁs ﬂl&réﬁtzaﬁp up to ten keys
um and

firs ash Ir
can b BRI STOThE BRCBNBUL o BEED JBoPhOh G R RS 6 By mentione
key indichioo k0, TA0maegflo e omeeniyipd didfourdieysgpf birethe privelie It s@e$s 240, 270, 280. Tn
alternativk S¥bdRIMcad 8. | foﬁr sog tthQres’Iéénged Ay he autiY sgﬁauf Cagé a‘?lgngiq thﬂpxababﬂlty even

the decryption in ste
cocrense 557, DB Vb Ut ) T gt T8 b BB R phircs svlgrbodiments

there mugt ba 8 teadn aglvalgikiey bl eachPnlntd 1€ Hro@y € fhaihinSdeaty. 1900 may be

The hash%%gseﬁjesﬁngecf&b%pe %%%ﬁoeg% gf%t?g’sr ?I\E[g?é g? {clawstb incluae different parties in the

articu
signauro PECES PREE nB‘}P tifeenpistabin te apig ahetiethey ﬁzgquetbssam@ Daclt prckage. This may
provide fikCedlfB S ROk sdefGiot) Q}ﬁ:leaedaébmg RS hisRgihe SheRva 910 rmy be

Moreowey i, BRE e SEEREHNG I Bprotile SisPutpan e ettt vy on o
flaws of gypiperapBio @aairet“ymb@ns hije Dy B@@Sﬁ@@l(ﬁ@‘ﬂb Riesif Alpgithot 0). Tthd #cdl clear whether
SHA-1 cRBE bloGenkBY She el PAGYd: Yhrden W el WL SO LERE 86ly | llt"ﬂlxeélh?g@.ll different

1830. Each of the results of 40 steps 1920°to 1940

may then be conpared to thegresult of step 1910 in

steps 1950-1970, respectively. In 16 WO 2007/005140

PCT/ US2006/ 019941 enbodi nents where step 1910 is

ski pped, the decrypted signatures resulting from steps

1920 to 1940 may be conpared to the hash sum H,

resulting fromstep 1900 instead. Finally, dummy
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i5

20

25

limting the invention. In other enbodi nents, the
tive steps may be ordered differently,
‘Vég&ﬂﬁﬁ‘uxlnterleaved Further, the dunmy S|gn§FE?@ﬂmwO”m4l
texts mﬂhmﬂﬂllnb B@A{hﬁnasﬁtvﬁﬁ)ﬁcaﬂ.g%nﬁﬁdedllgﬁ Qonli'ﬂi%yd}bﬁrebl[sﬁ@@ﬁ}tthls would be possible for
i.n t Si ure
fwo or e\feﬁ)ﬁl%ﬁ? Etherﬁia&e 1 gs i}gmrlcﬁ& O ;i e ??]ms%hovgx] i P Eli{es 5913(?%

ver I catlon ‘ection
The proppgad(Fonqe %‘Efé%eeéﬁb‘%%ﬁWs"efYaWH whte sorri ﬁrgl‘r%fsw@res Dy to Dj, using

heteroge@d@ph‘tﬂzc Ik@y iR viton calc&ﬁ@eyaﬁtﬁiaéeﬂ@at Sﬂvgﬂﬁtﬂ!dﬁcﬁlments where cnly HSM keys

are used, t 4 sle%m Iffl $h db %9% ’%970’:01[1 gclm e‘r:atls il \tr og praec%ﬂ%é §yp§ %HW& key that

“mym”§¥ﬁh%@®W€mﬂﬁvf H@@@pped Returnlng now to Figure 18,
In embodub@tsFwBerah RekeH 1ok p TEPGE ﬁi%qﬁgjmﬂﬁts&nntp lpf%@c'ﬁs %Aggasmuepﬁay have to

. cr ed recor rdw se ch
b s S i SR ROED Ot i GG e Ry b soded
The costy of the mypgsed salufgngr lew A0coniPirieerahthe gdits. Faary dfvielogthenband distribution is by far
more exﬁéﬁ'é% lﬁﬁﬁjkéy@mﬁﬁlﬁ‘go bR @0, d(!"t@l g}%né Im{d eu}fptigée RALHERR dfent] Phere several

et erm ni ng

s g S B e BB ts B b sy 149 P o b ey e
only margig@in by rgding Al dicsibedswank mivb iegtiopalign Du@jptiod Sddigmmyte check may require
minimal %Qcﬂnﬁhé%o@tsof %%at@&he#&? 1408BfL &tﬁqy @91 vér gﬁor%gaﬁ[nfrga ﬁgstgxg however, is

his is no he case, I.¢e
GOHS*def%cﬁviafh@ gt patodisiegh R FEofty t“ﬁfefBB*hF &WEY: rligiiy prdegfficiency of
patch systeans, twhirBouf hrelsli @dheasing sdighosigrondibeg coétd may be determined in

‘While th|§ h@&é@ﬁp ﬁ% ﬁet&ﬁ?essgrlrﬁggd %tgﬁgsgetc {gﬁtg th&r?al %BLOd&)gﬁ?g co?su'lj_.cted in accordance
therewithy i wil} e appgieh @ fhosez fieq ﬁéllewgh@h‘fau%ématﬁ@wm Grigtiops ang Frprovesments of

the preseﬁtﬁﬁ@ﬁtdm @ne Ly ﬁiadﬂ?hn h&SIkghS siheadbeheseciend a%ﬁﬁlﬁ:ﬁthg l@u@%ﬁ QP the appended
in t t at c oc
claims v ey ol ORI D Tl b, ELEIR B R OB e e e
of Drdmif.‘/hS ltig e 28 2O famﬂ!#félam@qt Yest ﬂ@mb@# hestieip RGO wphynobe@ssarily obscure the
mventionpﬁsfcﬁlﬁ;ﬁ H@Qﬂ |A[dcdrch&135 ﬁlmo E@Mld§§octd AR BEEFA R 100t Rfve FhBR by the specific
illustrative er%bod ents kﬁl t ﬁl g 0 f-lfj'iﬁ St ep 2010, the
EEHOSTERACTISRY §Y Bp pgobq © fm%$k W% irst record R 1355
(obtalned al ready i n Istwefiall:9@pbilifyt h t he second hash
The embo%lﬂﬁ@nt‘ﬁ'@f tﬂé%)@@m@ Rt ahiseds éthc%l;l@iB 4R %0a oF B er ﬁrﬁﬁugy, Iaﬁh'_l}%ﬁcg Bhay be
4 é’é‘f }813 result may be conpared to t as um H,
used i any el iously obtained (in the decryptlon step
1900). If it is 25 determned in step 2020 that these
two hash suns are not identical, the patch decryption
schenme may proceed to step 2050 to deternmine that the
patch is not to be installed. Oherw se, steps 2005 to
2020 may accordingly be repeated for the third to
| ast hash sunms and records in the encrypted patch
bl ock 1420, respectively. If the conparison in step
2020 has been positively answered for all the
decrypted hash suns and records, the concatenation
(R'" 0) of the last patch record R 1385 with the hash
sum val ue "0" consisting of zero bits may be 30 _
calculated in step 2030. This value may be conpared to
the last hash sumH 1380 of the patch block 1300 in
step 2035. If it is determned in step 2040 that the
two values are identical, the patch may be installed
in step 2045, and the user and/or the patch server
100 may be notified of the successful patch
installation. Gherwise, it nmay be determned in step
2040 that the patch is not to be installed. 35

According to the enbodinment illustrated in Figures 18
to 20, a received patch is either installed entirely
in step 2045 or not installed at all, even if only

one patch record may be dangged In such an

enbodi nent, one flipped bi t”or del eted/inserted byt e
in the patch suffices to prevent booting of the patch
client 140. This may provide increased security,
protecting for exanple, against worns which nodify
patches in a way that a user gets the inpression of



answer to steps 2000, 2020 or 2040 may not lead to

di sregarding the entire patch in step 2050 but only

the record 1355, 1365, 1375, 1385 currently checked.

In such systens, security could still be enhanced by
CLaipiSng the user to check for exanple an MD5 sum when

receiving a patch or including some prelimnary check
Lin tfAeapshiserver ponpeeled ta 2 paich elbens éor. providingagmtadi tn gaidfpatch

| ndivi | s 1355, 1365, 1375, 1385 of the
d§§%¥ﬁ4ﬁ§§¥%%“§FP@§§§Bg‘by the use of the OFB

encryfitst key gageatioh plefopher@hfediodentacal fisesiwid RySgroup

Accordln&pt?,th descri bed enbodi nents, the secure
COmPNSIG hRIRE L OF Bt Pvtek®'si s acconpl i shed by the

pat ciseehhdd i ' !

have %ny in?iEéﬁ%gﬁg?E?E%hg?%%éggagﬁhggﬁgé?kf%g&%%éﬁhpMﬂbnn
andgegngat torgeueraterysecpakiwitd kdyygrofip s@apridngd alurdlap p£ssond

in§ide the patch client 140 either. However, a user
Privile ¥5¥5pr ovided with an error nmessage in step 1570 or

2050, fifst Rey QR ahlaa% dSeRALHMR JPRs Rt i

correctly )irn st ép 15 eO or62045. 10 Ic\l/bqﬁg 6%/?1% kgk%:gr?xa SrE1ugd first
privgte key gipesent enbodi nent there may be no possibility

for turni of he descr.ibed security funct,ions. \

o < R Fletod riERa e e S st apcoid prixgie beys from said
seb@RIQiTivatkey1@bilip;t he state of the security disable pin.

I n empodi ments where turning off the security function

i s cheldtst dgnatwie geuerpior Ammasd te gensmate aifirstridgitabeignature based on

ety eyt

écause the software which sets

such scoml sigiaitere gondrator alr&igel@o aéricdatk @@ecohd diiStal signature based
D%%F rent fromthe above description of enbodi nents,
0 qi@&‘gl Yipard sepenssefestednsiyatei ey ast t ware with

i ncr : j t ol grance

ar o DraahiLS ahaitedlb faht A Rty (AR S A AR second
digia nighatogsttd yaid petckaled. by using different key

generation platforns 110, 120, 130. By conbi ning keys

from,the differepnt cr ion platfornms 110, 120, 130,
2t he eﬁ?tcglfsewgﬁﬁp%l?‘é'h ;aftgpger@wrlgmgéi ng if a platform
110.a fréOhasA3Qriangdl ﬁoQﬁllc:G%Ye SEREhAH S%ﬁ} bRSd S géi? h%%h; and

holes is reduced. Usually, this risk | eads t

pr otsl sepandiesidr avanghddo sakchteesecond bishisomrbasal enmipédifirst hash
sufd€W keys, which is very expensive. Thus, the proposed

conmbi nation of keys generated on different platforns

110,whP&n ik Qipabtie SREHARSs PIreiH Graded (GBERLAO NG irst digital
.costs. Protection against key |losses, i.é., cases In
sighffuehbaseq en s3id seeond dasli $uabl e anynore, nmay be achi eved

by using a bit indicator 1140, 1340, pointing to the
3. keyj’h%g)a{%ﬁ SSRELGE § nf)ﬂtfuﬁﬂer%o@'ﬁrsin . 150. Thereby, the

need t o0 change hardware  of uUsé€ Tevocation lists in

case thitd keshet @smgediyo dcudae b digied hah sturBabel on é®second hash

roposed use of three keys out of a matrix conprising

Swgmelve keys for the three digital signatures Dr to D3

TR vi . . et . . ‘

o REERAT QoM SEhA Ol QAL AT is RRBRP o/l FRoab S wia
secPhd digray signatie hasedhmr sidiihiditagh surhor attackers to

insert fake patches. At |east a conplete set of three

secret keys (which nmay be protected by different

met hods or entities) need to get stolen formng a key

set fromall three colums 260, 270, 280 of the key

matrix to set up an attack. Even in such a case, only

about 1/64 of all the patch.glients 140 could be 30

i nfected by fakes, supposed“that the indiscretion is

not known. For known indiscretions, theoretically up

to ten keys can be conprom sed w thout destroying

security: the dummy indicator 1240 containing two bits

of the mentioned Kkey indicator 1140, 1340 may all ow

conprom sing all four keys of one the private key



Mor eover, the hash chains of Figures 5 and 9 provide

an i nportant security win, Newest results give hints

on fatal 40 flaws of cryptographic hash functions

i ke MD5 and SHA-O (Secure Hash AlgorithmO). It is
4.not Thepdtchhetder clabllA; furBRP chfphdigken and whether it

can ever be broken in a usable nmanner. However, even

i f nehethagiranged 15 wiaate a PRIYIEY 20 DIT0UBEL0
PCT/ SHA- 1 hash
val ugﬁég%%%l@ons%mﬁﬁgg%aml{rgug%?recgr%t ely unr:ZI istic

t hat whdmeﬁa satiLhadhdrdls fogrt birénde@nio cAlvdlaea MVIERASHBNE of said
hashes 3 provj ded by the hash chai ns shown

%ﬁr ash semg hape Onﬂlf’elaﬁrfs%@ Eampysrddpsaigparchntte s
pat COLRIneQld ﬁa)éhéﬁ%%urﬂf& ;Lﬂ*ré.‘@eﬁg? sUaLReadl] ﬂllrtrhglll hash sum of said
signatures, D, usi ng erogeneous publi ¢ Keys
plumﬁmr 0@@slwsmhs hascdmafaubspleetyvamxagaemmw chngrisédin said patch and
nts e used, the
a ’é?é%‘?f W? qu‘\FMT ‘?P‘?‘S?’kfé gqﬁlde %H@I‘B’a?frcl}ﬁ”‘s}& Sffents may be
protected by encryption with a KEK key that nay be

5.hi ddgfe pdic fevdRf 6hik i @Réremn sfa'il"{ ﬂi@@&@nathrré RABAH 'iEeﬁ‘lhﬁer
where a trusted third party (TTP) isTinvolved In the

arspnged 1o gengratrosasd firsy digjtahsigiaturg based amethe lratealaudatedbash sum of
gmﬁiﬁﬂ%ﬁ P@%ﬁ@%n%Q%ﬁsepurity may further be enhanced

e rrsk o owi hg the patch source may be

avoi widtein siftlera0mitter of fukriher RE2R08 Qtr&RIit éa%a@é}ﬁtoé&%r with
| n_conparison to the gains. Patch devel opnent and

sayfh Gxst sl perondl digityysignguraspndoini Riwslivsefiash fums toespid patch client.
handl i ng, back up, digitally signing and encrypting,
6.eve e V, .
6§ ol RN EF LRI g Bl ool AL AR e fou i further
arpagehtocdenentessaidl@camedigaalrsignatire dased nd thalasichabmizged hash sum of

onl rgi,naJ |y by adding the described secure patch
SaFﬁﬂﬁF$ghg$F$§ %Eﬁémaption and signature check may

" CQUUEReinThidl ittt s SNhENGAION 1obarlshif A nr’falibhcﬂogéﬂ&swith

140. The security win over a prior art pla

saigh finseandHsaeviedigitil signatmes apdrsalsl Huralityus, hasrhmmmrtresserdt;mmbh client.
enbodi ments may significantly increase the security,

rel i-ahi ficiency of 15,patch systens,
7vmtr$ﬁiﬂét u%&gpﬁl?g%;1ﬁkﬁ%ﬁﬁ?qggppgépondlng costs.
Wi | ekdyhadicanee périetitonatnbee i d@sfikd PRE Whichof 6&ﬁ§ﬁ§mg 8 first

t he_physij cal ,enbodi nents constructed in accordance
key pedigatpr indicaptingyhich gsstasiyaiediely hag beanosltectediftane said first peivate

ke?%?%{/%max%g&gﬂ?eypﬁ&g Ittpg gltg%ct%ﬂﬁ% %h &J)n%n rlvggeq% J)éxs bﬁen

selehredIfioghtsam)ﬁecbhépabaw&ey gaopl Nngs and vvl t hl n the
purvi ew of the appended clains wthout departing from

t he e thy ransenitisfy e fiirthenarranged duirenssHt saichpaeh tagether with
i I o y.

sl Hm@% Sl sl UG SIS il o T phRktipn
herein in order to not unnecessarily obscure the

8.inv érhematch%sccr pHeldinh @ whereinAaiidrediindjbator gdnefamrtl@ftbéler
unde st ood nven is not to be |i

Beeefftals Rl K Spdi S0 hir S rimaine S ahmy Giigates dbnitying

tbe aﬁ&‘ﬁ@ﬁaﬁ& $ddgd ANRANHEEht il REUS

onapplslcablllt§; The g%%odgnénfghgﬁd?he pr%%%ﬁ% i nvention
are applicable in the field of conput er t echnol ogy,

9. and Hemetcharvepel claim Lsfsthencomprisingst ri al f| el d. 19

For ek BB ATl AR BB IR pat i

server conprising: a first key generation platform
arranged to generate a first_private key group
conprising a plurality of fi¢lst private keys; a second
key generation platformdifferent fromsaid first key
generation platform and arranged to generate a second
private key group conprising a plurality of second




private keys; a first key selector arranged to sel ect
one of said first private keys fromsaid first
private key group; a second key selector arranged to
sel ect one of said second private keys from said

secoadr® Eh&?ﬁtﬁ)ﬂ%ﬁ;ﬂ)ﬁ@ﬁt%raﬁ%éd;jfoséncﬁ/:p%@& iteh 9MeLRLYRhdom

arranged to generate a firs igital signature base

sesHon ke wsipgme symmadicsacy ptipn slzosiBinscndd private key; a
' dt t . .
oo B AL Bk AL B iy i

a s@agienkeysel ected private key; and a transmtter
arranged, to transmt said patch together with sajd
fir sWRSIRW ssidtsaymitiar ds fusthesargpnged teansmisaidipgselt wrencrypted
i T, . ¢l ai f Uyt
Foft (G e R4 L) SENPAig A SprBlRng i b random
sefdions keshtasshidspanchbdieetdt on sai d patch; and a second
hasher arranged to cal cul ate a second hash sum based

n 1d first hash .sum  whereip first sjgnature
logen;ﬁ?:\et Rl ¥y o Fleim & thggbﬁ%%ﬁ@émt@%ﬁwowméﬁ further
arflin@éd & enchipd BAl ViR aﬁ@?&@n@ Higﬁ'f@?it ggﬁﬁﬁ&g Qithaghy lﬁﬂéﬂné Zession key

The patch ‘'server of claim 2, her conpri sing:
using sagl yyaghetric gnesipgedalgoritbal;endat e a third hash sum

bas . said_secand. has sum erein.sai cond

o oo Flotem SERRY s dler ftesd RorGmi I Calr egorypred
foRAitchetised SQMGkall st Ald sSbeHMRdipita s%%ﬁﬁeﬂﬁ_eﬁ&‘{ﬁteﬁ Bbtnfand said

hash sum 20 4. The patch server of claim1l, further
eOERRERd randin sepsieadei to said peighalied. cal cul ate a plurality

of hash suns; wherein said patch conprises a

pl ur al.i : X [ ' . .1 s further

1] R pletod e priAd palHED B eI BRAGSILE, |
pl urgheratingh finsiphivaterkey geapctoarprishe d patalityesist private keys
Cor?ﬁrlésl?d in said El%tiechg and wherein said hasher is

us F KX $RAGEAN PEUCHRCUl at e each further hash sum of

sai [ ; : | .
o L SRl S VA e U SRR AR bl private
keyeuging o ssoontl dey goaratvngtiatforhmdiffesnntrofm s firspkeyr genktayion
1o[grhash suns. 5. The patch server of claim4, wherein
P first si gnature generator is further arranged to

geneeRb@nSdebfshldsirsAhri ey IFNALH ird? ?ﬁ%e ng gfb% ;
| ast cal cul ated hash sumof * said plurality o asﬁ
sunselegtind aweerionid sseond privateskdys fiom sad sacondprivate kengedp;

tot i1 gald. ch together wt aid first and

seconioay s B L ep SRR Lot i pa Pt s iy e
pristtket0 said patch client. 6. The patch server of

claim4, wherein said second signature generator is

f ur t2§Berating ¢ segad didabuigratuncdasss ah sistpsich didgiaidagecond selected
pri%l%%ﬁr,“z{n% based on the last cal cul ated hash sum of

transmitting said patch together with said first and second digital signatures to

said patch client.

12, The method of claim 11, further comprising:
calculating a first hash sum based on said patch; and
calculating a second hash sum based on said fist hash sum;
wherein generating said first digital signature comprises generating said first

digital signature based on said second hash sum and said first selected private key.
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said plurality of hash suns; and wherein said
transmtter is further arranged to transmt said patch
together with said first and second digital
signatures and said plurality of hash suns to said

13pat Chhebhe®bd of clfim TAGuRRGGRINGRIMGE of claim 1, further
conprising: a kei; i ndi cat or generator arranged to

gen e‘rabﬁ“éat’éig Rehird harhcaobasedpsaid sprgnd bashy Sslm key
o1 oS JoRaAR ROkl ShnRik Y8 B ESYeNARIAE R second

digied eipglatoeybasadibn adid Ithlrmkibsﬁ aﬁmwd\sﬁlﬂ%&c&rﬁ Cs@l@&e@ pHVat ey.
key has been selected fromsaid second private key
the ranéEE mtter,js further arranged to

14970
ran rgﬁﬁ?ﬁpﬂﬁlt“%ﬁ BYRHOMPRIE said first and
secqﬁg&uggﬁ%taajlmgh@r@{h%}ﬁ&n@d said key indicator to

sai d patchclient e patch server of claim 7,
wherwhareigasiid Hatoh qommsm oplugditeofieoords;s furt her

arranged to erat i,ndi cator furt
o o e sl AhRS iF By S Y ey g Sk oling gy st hash
sufi dﬁstaxd%ldraﬂgﬁéﬂ@sl‘ij btﬁhé Bdse@ be il 1'el§t@§co@§ cAmBHEIYn sald patch; and

si gnature . The patch server of claim1, furth
conp¥heseingalenlagng Qﬂl@ plucality @é hashaus farthexregagriss calculatmg cach

a first .enc
kS8 S of PAABILAFTSLRBR S bafeh P e PR Pt Rora
coﬁ@ﬁ@&lﬁn saRbsdtcanteyrebisdctige &sﬁdﬁlﬂi@itéd BasB @ﬁthﬂTshrﬂl'j)luralxty of hash
al gorithm and a second encryption conponent arranged

SURS. encrypt said random session key with a master key;
wherein said transmitter is further arranged to

tra
15O, PO e L0 B BT i
geaﬂ:ratllyg)seedi firshdibdtal sigmssiedasddeyn the lsacalcypatd hashl sugndf. said

10, T atch server of claim9, wherein said first
Plléfﬁli?ngf“@@h ' ‘grent is further arranged to encrypt
sai d.vl{e.'rélﬁttraﬁﬁﬂitt%?g:ﬁﬂgpﬂb}%&ﬁ‘;gns%b ﬂﬁﬁstn’ﬁ'& t&latb ether with

random sessi on usi ng sal d synmet r rypti
saidl| fg'@traudrsnw@rrﬂgwi gigbatnresaind sgid a:ﬂwawtoémssrssmsrto lnaid patch client.
arranged to transmt said patch in encrypted form

t og nst .and second. nat ur es
16; I SmEFesbd O ARA LA, Rkt f RenR RSPl T S
cok@ﬁsésfge&aiadn@ aatl@ Becﬁ:hd ditlital dignatdreAakdiosh ME 1f OMEHABI hash sum
patch to a 3at ch client, conprising: generating a

Ofﬁﬁ“@ﬂurﬁ%’\ﬂﬁ ashesansy angd, p conprising a plurali ty of

ol ettt BRSSPl B Bl ogetner witn

saiddirptrangisacpnd digitul ailghﬁt)are@fans €410 purplity \ohesh sklﬁy;&o Wil patch client.
second key generation platformdifferent fromsaid

fir ratlon platform, selecting one of said
Wtir 2‘#" qvb‘é’(e%teql@% I fYHReE SPRDFSIAGE private key gr oup;

sel eehdrAghPLNReOfnaRHot cSREAGHs B @%fa«g

sec%ﬁd rpr |g\?at e:’plI?ey g?r gupg5 %nerrgat?(feg l&gé/a??rrxg@ | ‘?}gICh first
prisiatgrkey hasbdzaseldced fiwai s;hlqbﬁrsm prizate kep gnbub iand & ss@ind &k thdicator
indicating which second private key has been selected from said second private key
group;

wherein transmitting said patch comprises transmitting said patch together with

said first and second digital signatures and said key indicator to said patch client.
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private key; generating a second digital signature
based on said patch and said second selected private
key; and transmtting said patch together with said
first and second digital signatures to said patch

180| | €THe méthod BhElaliRt iﬂ%hé?&n‘"éfeﬁélﬁhﬂ%saﬂ K&t fnicator gom rises

npri si n% calculating a first hash sum based
ge@aﬁaang said key ampat@dhﬁhﬁr@pmmsmg@e:hmnw h“dmtcsundnrm@sagi one of

fi Wh df
PR Bk OTR S ORI SR 87

digital signature based on said second hash sum and
1% ai dTHd msthos ef elained] fuith@te@dntfeiging: 22 13. The method of
claim 12, further conprising: calculating a third hash
sum &sRe@nG A random €stghkeiash sum wherein generati ng
sal I .
R A R e
algraghmsamd and sai d second sel ected private key. 14. The
met hod of. cl aim furt r copprisin calculating a
pl ureé‘FTyW“%Fa‘ﬂé °§h”‘i?§31° @Hé’l“ aé’éﬁséf’rgﬁf;ch conpri ses a
pl uryhdréiv t%sxﬁﬁﬁﬁ’g' §h3d paBe E@rhﬁnéé@ltx%ﬁérﬁtﬁ'l aﬁ%&ﬂcl} in encrypted
plurality of hash suns conprises calculatin
form sogethen Nﬁltbrfsaslaﬁnﬂt fpiduseedridt digicdl stpasturesiamd sbﬂ@ﬂd*ypmdtrhm:lom
se ast Sg grﬁpllsed in said patch; and wherein
csé(fnclfﬁy PiPAG P EY rallty of hash suns further
conprises cal cul ating each further hash sum of said
20p! urgeirhathed ohélaim 59 TErtRaGOfhpeRing:  espective next | ast
record conprised in said patch and a respective | ast
cal GFEPEES FidAirg and stcondidipitel sigeatiney with spidsandany session key
usﬂ'@ sai nﬂﬁéth?gné}g%t? naeli ritfln; wherein generating said
rst digita conprises generating said
fi r sthedéig Itﬂaakmﬁﬁlwﬁﬁd,lpﬁclbmphsm trlahigniktapt salkigpaaell iate@Orypted
hash ég plurality of hash suns; and wherein
foym &}%ﬁief W“h@ ’3 g BAEEP 3l sigmaturesria gnqrypiag farm and said
enB3HA rLRRRH DR o S8 bl ity and second di gl Lo
nat ur es an said ur Ity of hash suns to said
patch client. 16. The nmet hod of claim 14, wherein
21gen e‘k aat'plm glisdicdnsetedrid agathtsetves foy neeivieg a patalp frosessid patch
sex% tcgﬁl ai d second digital signature based on the
5% PEOLEOAS S um  of said plurality of hash
s umrstmam@ﬁsmdrr@rasmt P 1@ lofopaloflpric gra ﬂlﬁﬁﬁﬂr of first

transmtting said patch together wth said
pv@b@ leiis whigh ga{e by g@nquatte@ baadirsdie gplllﬂ:atam plgctf@rtn has h
ien hod cl .
T e PR e sforE YssreCauehs ke Ry B entpeSpg e Plraticy of
se@m@mubm Ry sawlith BivekRyn igBistiread BY aisbebind el @@néf«ﬁtﬁcﬁhplatform
private key has been selected fromsaid first
dlfﬁ"r"?‘?f‘éf‘é’ﬂ raig figstdep sapmrationsplaidernikey i ndi cat or
{ PO 109 GR350, RILURRE of Sfa BT pRER NS WO Sl i
publlc key group;

a second key selector arranged to select one of said second public keys from said
second public key group;

a first signature verification component arranged 1o verify a first digital signature
received from said patch server together with said patch using said first selected public

key; and
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group; wherein transmtting said patch conprises
transmtting said patch together with said first and
second digital signatures and said key indicator to
said patch client. 23 18. The nethod of claim 17,

wherzededorgkd giabire RerifadtdnkompoReht GahAFedad NBFifySEfcond digital
generating said key indicator further conprising a

sighatHry ToRtYES Atoat saidipaieh seyvergogatheroith spid pateh nsing saidisecond
{gital signatures as a dumry signature. 19.
Se%ﬁgg%g?ﬁ%gé%f claim 11, further conprising:
generladréingaid paahddiontsie aghngedke yrstatinatd/nittenl $ & the pRuENOL
wi.t.h sai giﬁsr‘an om sgssi_og key using a synmetric ) )
VeRRtRg pifl st aaf gesepd AaitabHanatwes yisioafgrulbangcita perbipfegrity of said
firSOHR BNt S AuPRS Beclifyly, Wherel n transmtting
sai d patch Conprises transm t?’l ng said patch in
encrypted formtogether with said first and second
22di gi'thelpagahgrigniuefedainrd] , father eompsigtgd random sessi on
key t ai atch client, 20 e nmethod of cl.aim 19,
fur el R e o R Rt R Fis! Bacrom pised g o aglfegind
di giatsaborfi IRdr ARz tolkaRall & SAGAMMEASEIhsKPYn sdi$ FRY hash
said symmetric encryption algorithm wherein
SUf¥ ansmitting said patch conprises transmtting said

' h i th. sai.d fi d .
bec othishdn SR6 TR fhach SV ARG U poshealisiferaififibed i Verity
saidrfirstydigied sippamenbaed sh o4id kedondhafiaggn pat ch client. 21.

A patch client connected to a patch server for
recel ving.a patch frgom said patch, server, the patch

23¢) | r#]f" PAE SR ‘ffg’.lami%f‘}rglebf’%énﬂ%ns storing a first
Publyi ik BYshF %ﬁﬁ RPEAIGIINE aqhid HAR! sgfr%li/aggd Jf;rill %ag S?Sg§d hash

public keys wh ave been generate
sugeneration platforn second storage neans storing a

second publ.i,c ke roup conpri.sing a plurality of .
s cc MUY 8eq0By sEpbEe vard retine 6om el dwhds pranged to verify

said Q6QM di@val SRASNAL RO Bh 34l At hadh kfugr ent from said
first key generation platform a first key sel ector

arranged to select one of said first public keys from
245ai dheipath clipaisificiie)l, ghowgm said §est siguatireyvegificatianoromponent is

t e ne.of said secon ublic keys from
fu i AR R ARE B B AE AR R i e e
fronesdid paieh k@Neraog@BEIesith &id pagetndo verify a first
digital ,signature  received fromsaid patch server

t og&thsesin gid pecond gigpaiuenvasicaon eerapanentis fawhaes atranized to verify
. ' ey [ e verification

solff 0o digi B SR g IR T i
signature received fromsaid patch server together

25w t The phwth plicwivof gkiim@ 1 sevhekeiemidfirst key selector is further arranged to
select said one of said first public keys according to a first key indicator received from
said patch server together with said patch; and

wherein said second key selector is further arranged to select said one of said
second public keys according to a second key indicator received from said patch server

together with said patch.
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sel ected public key; wherein said patch client is
arranged to install said patch only if the results of
verifying said first and second digital signatures
indicate authenticity and integrity of said first and
263€Coryek ishita 1t 5f QRB 21, Ferther @RBRG 1Y AlsYegakPihe m%ﬁ%%ehfying
client of claim2l, further conprising: a first hasher
saigh firshopegcons! digitdsigmaniraiffa dusnmy aslicasuredsieddiraom ssdpdtich server

: . nd.hash rranged.to .cal cul ate a .
tofhdbiof B8 B FRRLARSRP i FPREE okl endling rimistvly. as o
dum@thgl sfghditate, Si gnat ure verification conponent is further

arranged to verify said first digital signature based

on said secqond hash sum_ 23. The patch client of claim
2732, %R%CI@BMQ@W@:a fgrthegicp@PH&B®er arranged to

cal Gyl E%rz?gﬁtxﬂéaﬁmgsﬂaﬁﬁgagﬁﬁﬁeﬁ% d on said second hash

sum erein sald second signat'ure verification

c onpoimshdedrgptionrcomponart meaged tb desrgpi dnyencogid 1ard@n ession key

di.gital signature based on said third hash sum 24. )
reqgiged fEom 5ol BRlefSCyET RZgieT With Sl Rish sug s drmgsiar Key to obtain
the - 8nWe i MEkd ;Lﬂq@ti on conponent is further arranged

to verify said first digital signature based on a
f i r st seperghdewmymtios ceinpenkent frremgeddo de@sptcdaidsatahelsy applying a

toget.her wi.th sai at ch; d erein said second
SYEYETAY ﬁ?‘}éy%% éﬁ?g ek ﬁ%%ﬁ(?m is%gSIPBi(ﬂﬁ'er ar r anged
to verify said second digital signature based on said

2801 r sThehmsdh @M ofZBaimITe il s4ill k@Bhd Qbcrfptainofdponent is further
wherein said first key selector is further arran

d t
argpeetlo deaiyat e fistt andipegord digitalsignaturex by sprixios rsdgggxmfctric
= e . Sriivtodk
Ay BhOR St e b KPS "2 o cocond key

selector is further arranged to select said one of
29sai drhegmoabrudiepudf] dlamiSy svhartiosadd naistenkey is eaddinksald third

i ndi cator,.recei ved from said, patch server 6 together
SLGFPHSIGES e GHong U8 I fRpASRACA I i (s sigerpncaps.

further arranged to disregard the result of verifying
308ai drifel gafdh HenS&CPh i, Whbain $ii@ AL Rey i irfhul W ¥aid third

i ndi cator received fromsaid patch server ‘together
stagpgermeansdupag the frdéuetion ipescessmofidhé pateh climt.second

digital signature, respectively, as a dumy

si gnat 2 . chsclient.of claim 21, further
312 oot ey AR 8 ERia Pl B RS bpmtt i g second
publié kéysfrodp areyinpindftoGRIINRREMd REsRNEREed MeSRCFPlctidly, during

encrypted random sessjon key received fromsaid patch
thepedistiongyeeasee! he PAlcB glientpat ch using said master key

to obtain the random session key; and a second

decr [ elaanle] .decrypt. sgaid patch b
32applﬂy?%5%g chsyrrrrglt?%w%t 8&8%2{;% %F%gh%%’ggor ‘”ﬁrﬁr\%Usi gg sai dy

r andectides siid patek yogether with a first digital signature and a second digital

signature from a patch server connected to said patch client;

storing a first public key group comprising a plurality of first public keys in said
patch client, wherein said first public keys have been generated by a first key generation
platform;

storing a second public key group comprising a plurality of second public keys in
said patch client, wherein said second public keys have been generated by a second key
generation platform different from said first key generation platform;
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28. The patch client of claim27, wherein said second
decryption conponent is further arranged to decrypt
said first and second digital signatures by applying
said symmetric decryption algorithmusing said random
sessdeRtike¥ne 2saidiet pabiRikegh (18AL saff ﬁﬁ%ﬁ\lﬁﬁc%%y oYhigy ei n
said master key is stored in said thir storadge neans
hi daelectindaee ot said secordputiiciksys pwrsaid seporslublic ey @roup;
st or . . < Th ch:Cl cl ai m 27
ner ar oy BE SRS frs il RERGNE N SRl hrsP Lol e e
vesifing gsid secdnd diigital Bigndthe RiRtHaRT deoshddecteetSHublic k&e and
patch client. 31. The patch client of claim?21, )
wherigftalligg seidmaicain g ppich glignt b thergswisiod vertinggsaid first
. g . ! e
R ) SRR ROl By SR b of 18 67300 Socond
digita) cippstuods, tdspecpiatigh client. 32. A net hod of
installing a patch in a patch client, conprising:

recej,vi ng, sai at ogether wth a first digital

335i gn elfpgthgﬁapgg%ggrﬁftg‘?rgﬁof%mm& gnature froma patch
Ser @lcuf®inB @i Shak® s @A IblsdddnCidcpdt@Rland St ori ng a first
public key group conprising a plurality of first
publdaleulesipg ajsacandilgsh pam bhsed|dnesaid finghlaskiswmsai d first

ubl j . . e n.generated by a first ke . ..
GeneV BB el it SR b oBiti s ¥ ey st digial
sighatitp beRARhisaidngcehdHatli akht y of second public keys in
said patch client, wherein said second public keys
have_been_generated by a second key generation
34 at FsrRsthed plelaim 33.Aunhe comprisingt key generation
Pl atdRiHing G 1hiF RIS 0E OF sa@iebohl halh RD! 1 © keys
from sai irst public key group; ~se eg%lng one of
sai ovlseciorverifyulg sadd seeysd Higial Sgnaturs eomprisgulifydnk id second
.group; verifying.sai.d fiyst digital signature using
d‘éﬁ?aﬁpf‘?‘ﬁb@ %‘&?%%a’ﬁﬁjbli‘qs{} SW@y - verifying said second
digital signature using said second selected public
3s5key TiRMHethbd 8t @hind 7 f8dh& BRpFRinEN sai d patch client
only if the results of verifying said first and
secapeerdng e st haslysva fnoassaichpritctaseveauogete ivdtht spicapedeh;
integrit.y of.said.fLrst. and.second di.gital... : -
o ot S B8 Sid hirEiigRAts SRS Sonphilhy Britinesaid st dieia
sighdtur1Biseg OARAIdSirfdiash S@hcapldat i ng a first hash sum
based on sai d patch; and calculating a second hash
sumvgesan verifydng wid sacend Aiginl sganturgleempriseswerififing sagd second
.sahd filrst: digj 1 u conprises verifying said
dl&Fﬁl%rl g‘ﬁt‘%ﬁr‘gﬁ kfag%(%ﬁs%%g#%ggéhb%&éd on sai d second hash
sum 34. The nethod of claim 33, further conprising:
36cal cliheabéthed of dliiiny 32, Hasler sumphisisgd on sai d second hash
sum wherein verifyjng said second digital signature
conpFieiyas 9gir$t Y Hél%ﬂg?roﬁné@cssmd lfﬁygmgaat%fr@lﬁé@@rwtch server

1né§ﬁ54¢ hflcii:hi rd hash sum 35. The method of claim
2, fulrt ar;&ralbc((:)n'pri sing: receiving a first hash sum

f r owleadinl sgledtulg ssElrareroftsaigdtrkerublit kby smintprised sehecting said one of
said public keys according to said first key indicator; and
wherein selecting said one of said second public keys comprises selecting said one

of said second public keys according to said second key indicator,
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wherein verifying said first digital signature
conprises verifying said first digital signature
based on said first hash sum and wherein verifying
said second digital signature conprises verifying said
3B econgk meihgl baklafh INAuHAE Ragedin said first hash
sum 36. The nethod of claim'32, further conprising:
r ecelieogivigga quiommay indégatardtiing said pagh deryestogethel widly said patch; and

i ndi r i at ch. serv. t oget her. wi,th said,. .

oot chveffral it RS oP Vol GRoEi el sodilis v saic
dusents iiddeaesH idasifRee ke tirfiGr sédotld Aata0 bignstatedradpdhil Sy K@YeSdummy
.according to said first key indicator; and erein
SIgAEEL i ng sai d one of said second public keys

conprises selecting said one of said second public

ey i [ .indicator. 27 37.
B#heﬁmgﬂgg%?gg*g? ?nzggﬁﬁﬁa@?ﬁ)éiéﬁ%énpri sing: receiving
a duwraivingdneaciyptefl ramosasedsipakehroar sail patagetvee togstHeh with
g@%@c_atch; and disregarding the result of verifying
5a irst or second digital signature if said dummy
| ndi G@4 2 QB ikdy iR Said Pafthldiert or second digital
signature, respectively, as a dunmy signature. 38.
The destipdidg edid eherypted 2andour sdssion konpsing saidy masteckdyviorndptain the
ra{i‘cgo encr%gt %d, Jn%ndom session key fromsaid patch server
é%ts?ic’g \}ﬁ{(’h said patch; storing a master key in
sai epRiptiflg Gdil PAich bYPPHRid J‘@n&nﬁht@ic%@@ﬂ&?ﬂér@ﬂ 5RAHPMing said
session key using said nmaster key to obtain ghe
rapdgie sepsioa &8y on key; and decrypting said patch by
applying a symretric decryption algorithmusing said
an ' : d of claim 38,
391Eurt eHﬁgﬁﬁ%gﬁggﬁ%?&ggﬁP%EﬁFﬂEﬁg‘rd first and second
di gideatypsihg saitl fiire aind yecopp kijdinag sigaitdres Yrappliing said symmetric
decry ti' on _al garithmusi ng sai d random sessi on key.
deﬁ’@’?“?ﬁé grpthay Bsing sadl zandonmesesyipiakei-n st ori ng sai d
master key in said patch client conprises storing
ai ° 8 f g
O b bt 8 e AR S M rh ST 1 0K B
coppris¢restoringnyaid wiaster kdyripddeni angprgaitbkermaiteatidoestoried imsaid patch
s id patch client during the production process of
&4t d patch client. 42. The nethod of claim 32, further
conprising: inputting said first public key group and
41sai driieesaned prdhine3 & Sirtidr Qumpkiding: sai d  patch client

during the production process of said patch client. 28
inputting said master key into said patch client during the production process of

said patch client.

42.  The method of claim 32, further comprising:
inputting said first public key group and said second public key group into said

patch client during the production process of said patch client,
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