: _-_'DESCRI PTI'ON | NF(PMATI (]\I PROCESSI NG DEVI CE- AND _ Lo
-RECEI' VI NG -DEVI CE - TECHNI CAL ‘FI ELD The present inventi on o

relates to an information processing system etc. in.

whi ch- el ectroni c . equipment andpa server device

~communi cate with each other. 10. BACKGROUND ART In an
i nformation processing .system.i ncl udi ng electronic -

L equi pment, -an i nformation processing device and a

server device, when el ecDESCRIRH@Nnent -~ such as a

““home conputer, a tel evision, and the |like is accessed .

by an exter naI' ~device such as a portabl e tel ephone,

it |s necessa to update information such 15 as an IP.

" addr B¥E PROGESSTING DEVIGE AND RECEIVENG(VEVECE

area netvvor k) ~of the informtion processing device

~represented by a router managed by the server device

" and_an_el ectronic equi pnent . i dentifier such as. a port_

10 -
~ server_node, the server devi ce al ways stores

- AEANIGAL FHELI3| ectronic equi pment, etc.” A first

met hod t o update the address information of the ser'ver

devi ce Thepregeart teensionctelates to agunforenttiindsoteSsies system, etc. o

i ncl udes a nethod using UPnP (Universal plug and
Bt Ejych elepfponis equinraentoantl Acerermeeiceicomhanivabotikh each

“electrical appliances to a. conputer via a network so
- glherg provi de’ functions with “each other. Equi pnent
'correspondl ng to UPNP -has i nformation for connecting

by |tself so that it. can be used on the network from
[ me |t is connected to 25 the network. A second
ROIENDABTa server node nentioned below. In the

up t o- B fproggtipe Proesssinigesyistim nmAadl o qlectmeleqmpment an
1;{"\” ce .and port nunber of ‘the el ectronic equipment in
oRRtien PECCestiag device had a srrvandenios ovism elsctronivatquipyment

| - up-to-date | P address of the information processing

15
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2% nmegemp yietdelayisiohean thetlikmisaceensed ﬂ];min external
ui prment. via the information -

‘ cﬁje\gggl@;ﬁésoglggrtg eése&p}none,nﬁ 1§ n¢epsemlyl tp upelgmé aifoymation such
~as an IP address (address mformatlon) at the side of WAN (Wide area network)

_of the mformatlon processmg devn:e represented by a router managed by the -

. _server dewce and an electromc eqmpment 1dent]ﬁer such as a port number of

- the electromc equlpment etc.

A first method to update the address mformatmn of the server dev1ce

_ and the electromc eqmpment 1dent1.ﬁer 1ncludes a method using UPnP
- (Umversal plug and play) UPnP 1s a standard for connectmg household
' | electrlcal apphances toa computer via a network so as to prov1de functrons with

each other Eqmpment corresponchng to UPnP has 1nformat1on for connectlng

by itself, so that 1t can be used on the network &om the time 1t 18 connected to

_the network

A second method mcludes a server mode ment1oned below In the E |

server mode the server dev1ce always stores up to- date IP address of the A




'Hovvev'er -accor di ng to the above mentioned first -

o -conventl onal - téchriol ogy, the information processi'ng

- 10

15

devi ce such as a router must: correspond to UPnP. In

the future, to. routers t hat d@ not correspond to UPnP,

- “whi ch have - been al ready prOV|ded all over: the world,
el ectroni c equi pent- capabl e of 10 normally accessing.

fromthe outside cannot be connected. Furthernore, . : -
wfeunaiion pracessing slevisa dindarove ntivdreal of the akeotrogic, equiigment in a

.-server device has nuch |oad to search database. In the o
- fatabase tandescanttes the dagabpsersomisdo mitify upctbrdate &P address of the o

~ equi pmrent is connected to the network, the server :

- Hdgimation prasessing device emddwrt ahediarof klte eloutrpnm’dqu:rpment to

i nformation) including 15 several ten mllion I'P

- thaklegrenic equipmeént Wadhe anfonsationhrosmsirgr datdsd @@ isne
“huge | oad to search database. SUMVARY OF THE | NVENTI ON

|reg1§ativ) ded an information processi ng system

‘ineluding: 20 electronic equi pnent; an information
- pr ocesHpwgveteacwadingrid the aboveemedﬁwned firatichragational
~information storage section storing first address

techoeloay, ithe infomangn protdseinigrdevicenttichrasa pmess inngst correspond -
system the el ectronic equipnment includes a first -

- frGPabsi hytheeliitues, taréutess theitelot naiocreagong e BPnP, which have. .

identifier storage section .storing an address wth
heenctreasy provided alboverdhe availd, ieldabrorae equipieitiapable of

- information 25 a first el ectronic equi pment |dent|f|er

nopmallysaqepgaingnditans theputsidshiapmot be conhertedt i on

“proceSS|ng devi ce sends information to the el ectronic
e

- equi prifyt
‘|nforrrat|on form ng section for obtaining first

rngre; secoadidetoshe secngel emventional tenhnology, the

searuetedeyigerhiasy marchdend tosaartle databsise adby Besnéaf fotvom wdmn a

storage section, obtaining a first electronic - .

lages pwaher piilaetrpnigrequipmentie chnnettedite the natwork, the server

equi pment. identifier storage section and formng first .
§ 40 preavige recund (elesirpo eqnipment indoreatiom) inthuging

~the first address information and the first

several tem ndllioaul Baddressese atd f lesnchadase ftheseraddiesice has
change confirmation information sending section for
wgedPad te ﬁﬁ@l’fﬁhrd@ﬁalmﬁdr ess change confirmation

SUMMARY OF THE INVENTION

There is prowded an mformatlon processmg system 1nclud.mg

3 electromc eqmpment, an 1nformat10n processmg dev1ce, and a server device. |

In the 1nformat10n processmg system, the electronic equ.tpment 1ncludes a first

address information storage sectlon stormg ﬁrst address mformatron showmg

 .an address W1th whlch the server device sends information to the mformatton

25

‘ | processmg devrce a first electromc equlpment 1dent1.ﬁer storage sectlon stormg

_' a first electromc eqmpment 1dent1ﬁer that is 1nformat10n with Whlch the '

1nformat1on processing device sends mformatron to the electronic equrpment, a. -

' ﬁr_st address change confirmation information forming section for obtaining



~address information showing an address wth which the
.. server. devi ce sends device i ncludes a second address

~information storage section storing second information
- to-the information processingglevice: the informati on"

processing 10.information to the |nforrrat|on '

‘n-proceSSIng devi ce; a second electronlc equi prent

‘receiving section for receiving the first address

Brstragielressrinformeationfromethe fast nddiess anfoirpigivn st@rdgefs‘éétlon, |

addr ess change confirmation information.informtion
- obtainingiachirst electrvinds equiparend idestifdrfoord e @rs6 688 onic

information to identifier storage:-section storing a

o e@wpmmn@ﬂuﬁm stoergeispotion and énihingeirst Adtréss chnge
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i nformati on, ‘a second address change confirmation

: cmfﬁ;manqmlunfcﬁmmammgcaﬂ;ainmg the firstd dlresNih 506 8H16n and the ﬁrst .

address information fromthe second address

 életironigtequipsent wigntifiestimhy ﬁndttaidressgclﬁrfg@%ﬁﬁrmanon '

el ectronic equipnment identifier fromthe 20 25 address
Iemyeticosdidingsecivn fof sendingthe firstddicrg chhfgs ei@ithation

" address. second el ectroni c equi pment identifier st or age

Eﬁ@nmaimmtmtﬁeanﬁomgitmnpmdessnng) dewité;cthe dnfbridiRicisi0pstsing E

' “electronic equipnent identifier in the first address

dhaergierchisles iarseaondaddress inftmationabekage s66160W sffiiigARsond
change confirmati on equi prent ‘address i nfornmation

. addyesgyinfonnatiom showirigran address witht whiitedessedfrer device sends

information to the server device; and the server

idrnil thegafamatiomcpronessing détﬂcemt se@bnd el Rahic equlpment

section for sending the second address change
ldontlﬁerrshor&tge geotibhistmingn secdik elattratic eqaéinbntidentifier that is
section for receiving the second address and a third .
iafamation witbguhichghe mﬁbentalti‘onq:rocemsﬁmimdceasbi{(ﬁiiﬁformatmn to

- change el ectroni ¢ equi pment address information

tbemﬂaﬁtmmfgeqmpmmm festsaddrber cetrigerconfiamgeion information
confirmation information, a.determ nation section for

Tgeriming geichign fwwmmg)thaﬁtst riddpdssatidngs sonfifraatigdg i on

and second address information, which are contained in.
nfgmadionn g Sactdxcle@ﬁmhaoh@gammhﬁrmtlmnfoﬁamﬁmi fo@ing sectlon '
‘agree . with each other or/and whether or not a first- _

- for etpining seennd pirnss infermation fronntie second address information.

el-ectroni c equipnment identifier, which are contained

i -sfctpragﬁ @e@gm; gltaining a second electromc equipment 1dentifier from the I_ ) _ |

: second electromc eqmpment 1dent1ﬁer storage section and forn:ung second

address change conﬁrmatlon mformatlon by writing the second address

: mformatlon and the second electromc equipment 1dent1ﬁer in the ﬁrst address

o change conﬁrmatlon mformatlon and a second address change conﬁrmatlon

: 1nformat1on sendJng section for sendlng the second address change conﬁrmatlon' '

1nformat10n to the server dev1ce, and the server dewce 1nc1udes an electromc

- eqmpment address _mformatmn storage section storlng one or more pieces of

TS

- electromc equipment address 1nformat10n contalmng th1rd address 1nformat10n 3
. and a third electromc equlpment 1dent1ﬁer a second address change E |

' conﬁrmatlon 1nforn1at10n rece1v1ng sectlon for rece1v1ng the second address




‘address ‘change confirmation information, agree with

each ot her, ‘and an el ectronic equi pment. address

. -information. updating section for rewiting third
' address information or/and a third electronic-

-equi-prrent i dentifier of . electronic’ . equi. pent. address
i-nformation containing third address information

greelng 10 with the first address informtion : e
changs eoafirnmatidreindemoatibrg ddtetsaniangesectionf b &@tbtﬂihmg

information and a third el ectronic equipnment

s mmheﬁomotdblSEadd@ss mﬁ)t'm‘atlenfamﬂséec%@ﬁﬁﬂﬂiéls‘informatmn Wthh

equi prent i dentifi'er contained in the second address

E _amacchtanmdfmrthatsecnnd adch'eﬁathaifgetdonﬁeﬁﬁmﬁm&%rﬁﬁa%mn, agree
informati.on or/and a-.second el ectronic equipnent

- idtneach @her orfani ndrbther étheotsefinndledsias s qGHMER 1&5&1tlﬁer
.confirmation informati on when the determ nation :

g sBdM@; sommtbe]ectmnﬂsequlﬁ;ahehhﬂentﬂﬁe@ twBRHr88 LohtfiRs Bt tHérhecondl
and the second address information do not - agree with o

- eddtesp thangeocortiiratatidneinfirsdtica, egiéOWith @b RABNnd an

- identifier and the second ‘el ectronic equi-pment

10

~ eleehronicieguipinentad dgsemfvinhticaapdating’secizédn B r@ﬁntmg th1rd

DESCRI PTI ON OF THE DRAWNGS FIG 1 is ‘a concept ual

- addugsmmfshoating oatantlraf ﬂm*melledmoﬂicwtﬁﬁﬁmﬁgt ideyEiiRof electronic

according to a first exenplary enbodinent. FIG 2 is a
eiwpteedt addressdhforimagiontentaihivgritird doFeee e6HrRGtion agreemg

-system according to the first exenplary enbodi nent.
- wihpthe firgt addmess hafmhation tcmﬂahhedsiﬂ tlieescarbn@padadss @Raffe

-~ electronic equipment according to the first exenplary

tiatentinf@En@itioh asd a thirdwidwrénit @quiﬂrﬂ@iﬂ idbRtif8r agreeing | o

operatlon of an informati on processing device

ifirgt electrheicfaquiimenteidphtifiyr esinadnetbit thefdetondPaddress
a flowchart  to illustrate an operation of a server '

dhange sonfiooetidhigformation th seamdexdimbainfonnhiieh 6Eahd a second |
FIG 6 is a conceptual diagram showi ng an information

Pedeays eqyipnientyidetifiacamtained indhehecdid sddrexesirey
enbodi ment.. FIG 7 is a conceptual diagram show ng the
qonﬁomaapnonfqmcammswhgn thy détemninaiion segidroddtbemfries $hat the
exenmpl ary enbodi ment. FIG 8'is a conceptual diagram

- fasbaldepss Iﬂeformla@lonamddﬂnemeauﬂisadd]@ss information do not agree with -

20

each other or that the first electromc equlp ment identifier and the second

-_electromo eqmpment 1dent1ﬁer do not agree W1th each other.

| BRIEF DESCRIPTION OF THE DRAWIN GS

FIG lisa conceptual d1agram showmg an 1nformat1on processmg

o system accordmg toa ﬁrst exemplary embodlment

25

FIG. 2isa block diagram showing the 1nformat10n processmg system

' accordmg to the ﬁrst exemplary embodiment.

i FIG 3isa ﬂowchart to 1]lustrate an operatmn of electromc eqmpment '

- aocordmg to the ﬁrst exemplary embodlment

- FIG.4isa ﬂowchart to lllustrate an operatmn of an mformatmn




system accordl ng to the fi rst exenpl ary enbodi ment . ':_10.‘
“FI'G 9-is a view showi ng an el ectronic equi pnent -

managemnent. -t abl e .according to the first. exerrpl ary .

~enbodinent. FIG 10 i's a bl ocks di agram show.-ng an:
i nformation processi ng system according to a second

"?";exerrpl ary enmbodinment. :FIG 11 is a flowchart to-

- infornk

il ustrate an operatl on of el ectronic equipnrent 15 -

RERGSFHNE devise reordinaicdthextinsh breplap edibuehiment] G 12
i.s a flfvvchart to jllustrate an operation of an.
Grois g web,@rtrtg iHestirgie @coperdtiog dfa sehﬁerscﬁﬁr&lted |
exenpl ary enbodinent. FI'G 13 is a flowhart to : :
Aoy dspéheﬁratp@qemplamembadwmer device ‘according

"to the cond exenpl ary enbodinment. 20 FIG 14 is a-
- concep¥ Hai 6 1 gmeapied Wiagyazan showimenat mfarmaﬁ@le §§cbdé§smg

‘system accordin o the 'second exenpl ary- enbodi nent .
S@mles:cwgh@gmgwimt agemplayembgliment.nf or mati on
processi ng7 systemaccording to a third exenplary -
enbodi FEn7 ism nceptuad diagrhoveliawingtthe tihfouilatidherotessing
operation of a server device ‘25 according to the .

o e ascedirato therfiystipremplarfle@batiimeat.a concept ual

. _’15_.

accor

" in th

di agrzﬁ‘ howi ng an i nformati on processing system
]ﬁé %15 a geacentual dgram showiegithel imbniatibh (ﬁroée%smg
is aviewto illustrate sending and receiving of -~ =~

CYSHR Reeqrdnetedde diratexemplaey ehihodimeetip| ar y
10

en‘ooonl%g:na 'DETAI LED DESCRI PTI ON OF PREFERRED o
ENVBODI ds ayEpwishawies an ejestysinde yqtapnmd:trmmageotemrtabte g
rocessing systemincluding a receiving o

. mfoyrah&wh&r 3
- AFEQNRE § prematayembndmesti ng device, etc. are

-descrléblzg wi.t h’ reference to drawi ngs. Note here that -

dRps a ckéhﬁgmrn@howmsanmfoe:mamntmomsetnmetem

t ‘the sar’re reference nuneral s carry -out simlar _
§ tha seqond exesplapt ¢mbedintentef ore nay be onitted .

In SOIFI 10 cases. §1FI RST EXEMPLARY . EMBODI I\/EI\IT) S o -

G. 111s a flowe art to illustrate an operatlon of electromc eqmpment

accordmg to the second exemplary embodJment

FIG 12is a ﬂowchart to lllustrate an operatmn of an 1nf0rmat10n

S processmg device accordmg to the second exemplary embod_tment

20
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FIG 13 is a flowchart to Hlustrate an operat1on of a server dewce

- _accordmg to the second exemplary embodlment

FIG 14 isa conceptual dlagram showmg an mformatton processmg

o system accordlng to the second exemplary embodlment

FIG. 15is a block dlagram showmg an information processmg system .

: accordmg to a thlrd exemplary embodnnent

FIG l6isa ﬂowchart to lllustrate an operatlon of a server dev1ce

' accordmg to the tthd exemplary embodlment

FIG 17 isa conceptual dlagram showmg an mformatton processmg .

hE system accordmg to the th1rd exemplary embodtment




' FI G 1 is a concept ual d| agram ShOWI ng an |nforrrat| on

R processing 15 system ‘accor di ng to the fi rst exerrpl ary -

~enbodi nent . The infor mation processing system ncI udes -

el ectronic ‘equi prent 11, infomgmati on. processing. -

~device 12, the.Internet 13 and server device 14. For -

exanpl e, . electronlc equi pment - 11 cannot " have a gIobaI:.~ .
I'P address as to be connected to the Internet 13.° Not e

" here tRHE. 18 glaoviaw torlluditntsseriding and mdcdisingrofinfiethation .
~with a local |P address frominformation processing
awordog 1o the thivd epempbirytemehadineass i nf or mati on.

Address information is an address 20 (infornmati.on)
wi th which .an external device (an external devi ce,
etc. connected to the Internet) communicates wth an

. DESAILED DESCRIEAN O PREFEBREL EMBODRBENTS

(information) other than a gl obal |P address as Iong

as 't hellerranaften ekempkuy lerebddiment ool aanrfom(mmh prodepsifly
case where a plurality of LANs (Local area networks) R
wysitery ipeludinga reveivig demive enddabinfarmatioe préveviing device, etc.
'NAT (Network address translator) function, an address
avfe daseribed\wath referesiceléo drearmgsFutheahamtmat filh ¢heaecsmslary -

i nformation may be taken as a conbination of an IP. -

. eyabodimentts tsince dements pravidest withi thetsameiderense numerals carry

10

Jinformati on denoted herein. address and a port nunber.

qut simélap operationsnthenddsoriptibig theraftdeesnay ba fonntindlmlsome .

'second address information and third address
~da%edrmation are respectively one of. the address

formation. Furthernore, electronic equiprent 11 may "

Ib %’BMMPWWBMMEW, a tel ephone, a

prinnte a b facsimle machine, a refrigerator, a :
tel evi fsl;cbrl 15& enmceptagl dimgramrshawingras mfdrmia:tmmprcmessmg

~-processing device 12 herein has a function of -

- system ecrmdingtostherfst exeyplagrembotiment! e mmmﬂ -

20

_ | RY9FRSSHIS Fphemilopludes

13 with each ot her. ﬁgpcn‘lcally, it has a path -
toonic expdpmest i1,anfiraiatom pjrfdéissmg

function, and the like. Information-processing device

| -dpzﬂcresﬂ the Teteangi 13 andisbpee devmallued a

" For example, electromc eqmpment 11 cannot have a global IP address

| _Z'and is provrded w1th a local IP address from mformatmn processmg devme 12 S0
a 'as to be connected to the Internet 13 Note here that a global IP address isan -

i example of the address Jnformatlon Address mformatlon 1s an address

(mformatlon) with which an external dev1ce (an external devme etc. connected

: to the Internet) commumcates w1th an electromc equrpment and may be any _'

: addresses (1nformat10n) other than a global IP address as long as they can i

reahze sucha functwn For example in a case where a plurallty of LANs

E (Loca.l area networks) using private IP are connected by a router havmg a NAT

(Network address translator) functlon, an address of the LAN at the side that a

server of the router s located is the address mformatlon denoted hereln

_Furthermore the address mformatlon may be taken asa comblnatlon of an IP




- 10 router. -Infornatlon proce38|ng deV|ce 12 holds a
gl obal 1P address. That is to say, i nf or mation-
~ “processing device 12 has a function of connectlng
- electronic .equipment 11 that 7can only a private IP
- address to the Internet. The server device 14 is = ,
" connectedito the Internet 13 and receives |nfornat|on '

from el ectronic equi-pnent. 11 vi-a i nformation -

| :'-@dmes sindg metnumbb  Hibtlsopmsentonyenties sfids edelﬂéss

‘Next, FIG -2 is a block diagram show ng an information

promaisom ge@mdbsyddrens adonmadtiog and thid dddress mfermhtery are

- embodi-nent. El ectronic equipnent 11 includes first

" . ‘wipedsely nhoofidtd ahrssoirvdgensie.i ofuthOimortd, eldetronic

el ectronic equi pment identifier storage ‘section 1102,
¢quipmentidi esay bédargmpaded, armitrowave ofar, Iaa‘elephon@m pﬁgter,
section 1104. I nfornmation processing deV|ce 12

: facsimitemachine; awefrigerdtarg bdevsivn a etk idiBbe) chnld dthbrs,

address  change confirmation sendi ng section 1205.

- Ser verInfewniateort prdcasding devieb d2thepsinchaaou fpieivn @iﬁnﬁ@ﬁmg

form.ng section 1204 and second address change

. eetfromivetipmeénts B amd i:]nmIntemmtv]lmth@ech @bhdr? OEpemﬁca]ly, 1t

second address change confirmation informtion

‘haeapath emtslduaghors echétwrork 2@Aredsi translatidn €NAT Ifma@san, and

confirmatian i nformati on second -address i nformati on

- thedikege InformasionRotessies derdeel 2 iy, fordxanesje] paEipment calleda -

15
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10 i-nformation storage section 1401, second address

mhlaeigeInfomatmtprocessnfg)demme h‘hhohlseu global Headdress. That i is to |
1402, determ-nati-on section 1403 and el ectronic- T

o Sa:}’ullﬁmmtuanurcwsssmgﬂevmtlﬂdraswﬁamtmg of ecihnesink4dddctronic
.. First address information storage section 1101 stores
- gquipmentidt tlsat cainnidy mapiivate JRauddnessao thd dnesseni t h

whi.ch server device 14 sends information 5 to _
i nfor rikhd server desdeslhiy @mnected]tﬁ th¥fieteines13 addreasves

~information is, for exanple, a global IP address at

infarmtim om\plpetosnic Btiummemtoli prdufsniatpn pecessing device 12

- (router, etc.). The first ‘address information is
. msﬁ)lmdceS‘séheménpl e, -fromserver. device 14 to

el ectroni c_equi pnent 11 and thereby stored in first

- addr eSNextnFHa s dblogk dhiagrans shewing ailidformfatish processing

address information storage 10 section 1101 can be

: syekam ee@rdgugatoﬁbﬁﬁssfaexempm embiodimentdi Blecromic equlplnent 11

~vol atile
- ‘includes first address J.nformatlon storage section 1101, ﬁrst electromc '

: equlpment 1dent1ﬁer storage section 1102 ﬁrst address change confirmation

mformatlon forn:ung section 1103 and ﬁrst address change conﬁrmatlon

_ 1nformat1on sendlng sectlon 1104. Informatmn processmg device 12 mcludes
second address 1nformat10n storage section 1201, second electronic equipment
' 1dent1ﬁer storage sectmn 1202, first address change conﬁrmatlon 1nformatlon E

_ 'rece1V1ng sectlon 1203 second address change conﬁrmat1on 1nformat10n

formmg sectlon 1204 and second address change confirmation mformatmn

_sendmg sectmn 1205 Server dev1ce 14 1ncludes electromc equlpment address

__1nformat1on storage sect1on 1401 second address change con.ﬁrmatmn




' ‘recordl ng. rredl um Note here that the gI obal "I P 'add'r:es‘s'._

may be a 32-bit IP ‘address of- va4_(Internet-.prot ocol

“versi-on 4) - or .may be a 128-bit | P address of |Pv6. .

(I'nternet protocol. version 6) g8 First electronic.

equi pnent i dentifier storage section 1102 stores a - -

~first 15 electronic equi pnent - identifier-that is =~

~informatioon wi th which information processing device

E mébls!eactdm reveonng secion b1, eletermmatleqeectmnmoaand ebctromc : |

first  electronic equipnent identifier is, for
equpmleat addmssnnﬁmmlsemn Uhiativigrsiction! 146tr oni ¢ -

" Z'-_eqU| pment: identifier is notified from for exanple, -
_ | nf or r&rﬁo&ddma%:Hﬁ'ermgtloieBtomegelé’edtmrel]@ltswfescﬁrst address

ui prent 11, and thereby stored in first 20-
exmation @qmgm:maddneeemtlf whichsécrrvagdedes 14 eehcﬂsh%’ormatmn -

“First electronic equiprment identifier storage -section

m@rmtldjepnoead;smgdehye d2nofhelfiast Addreseifosthagon is, for E
medi um or a vol atile recording nedium First address

- ‘etrargle, z glvbal MAniddress at cherside @f WANGfrigfeanitianrbiéBing

15

~-obtains the first address information fromfirst

(xonteay etedi ofhs fostoaykire@Sirfernnition id fatified el &&mple,
the first el ectronic equipment identifier fromfirst
fspwcervar devingul teelectrankifipmerst Hr agé tisaeby otordd 02 first

~and forms first address change confirmation _
- adiressrigforratiomstoragmspetine D1 st Fadtnddmsk ﬁnﬁbmiatlbﬁ@torage
' 10 ~and the first electronic equipnment identifier. First: '

waterd10L pambe realidedrhyea nonvolatifeoreratding nialining: a volatile __3 '

..sectjon 1103 can_be usually realized by MPU,- a nenory;
rgperdingmediem. ANate bewsihag the ghobal I aiddressimby be as32-bit IP
address chag et@conflrmatlon i nformation.formng

agddressaof IPyvd

raet nrhtochl veysionadBrozsnay bangk2s-bit IP address of

confirmation infornmation is usually realized by :

?Sﬁt(hﬁﬁ@letmmtqchb‘f%m@re i's recorded in a recording
medi um such as ‘a hard di sk. However, ‘it may be - '

| reali fetﬁtW@m%ﬁmpmeeﬁisdehtﬁﬁemgtoragerssttmm dl@%stores afirst

change confirmation information sending section 1104
edediepnic pquipmesyt identifiersthoh smigdomuation math which information- . -
informatjon -to informati‘on 10 processing-device 12.

o | WP%%lﬂgdlﬁszl?cmn’genﬁmnfammmuedﬂDtrMQeqmpmmntslﬂndfI\hg ﬁrst ,

20

ectlon 1104 can be realized by a wire or wreless.
eqtipBieniadentifiesde dr esaipls 2 part onmtieirorThe first
torage section 1201 stores second address

e ectromc equipment identifier is not]_ﬁed from, for example mformatmn

processmg dev1ce 12 to electronic eqmpment 11 and thereby stored i 1n fivst

electromc eqmpment identifier storage sectlon 1102 Flrst electromc -

' ﬁ_ eqmpment 1dent1ﬁer storage sectlon 1102 can be reahzed by a nonvolatlle

| .recordmg medlum ora Volatlle recordmg medium.

- First address change conﬁrmatlon mformatmn formmg sect1on 1103

obtams the ﬁrst address mformatlon ﬁ'om ﬁrst address 1nformat1on storage
'section 1101 obtams the first electromc eqmpment 1dent1ﬁer from ﬁrst
electromc eqmpment ldentlﬁer storage sectlon 1102 and forms first address

_ change conﬁrmatlon 1nformat1on contammg the ﬁrst address mformatlon and ) |



10

~recor

i nf o'r'rra't'iio'n-”s'howi'hg ‘an address. wi th whi ch server.

~devi ce 14 sends information  to-information pr_oceSS| ng

devi ce: 12. At present,. the second address 15

'-|nformat|on is informtion shQV\n ng ‘an addr ess _vvlth

whi ch server device- 14 . sends” |nfornat|on to-

dinformation proceSS| ng device:12. Note here that the
~above- nentioned first address | nforrratl on may be

thB bt HebEBRR YqulSmbitidehPiiey C%%Bd%ﬁ%é&éh&%f‘g‘é%iﬁrﬁlhtm

~-1s changed) .- Second- addr ess |nforrrat|on storage

1ﬁﬁﬁtﬂa§{onlf%% Jl‘f%ébcl?)%nrﬁ@b' ﬁeblysﬁ]l@'%\éﬁk by $1PT a memory,

I ng ne m or a vol at 20"recordi ng ne

2RCQRA;IE). S o ireeﬂtdﬂﬁfétaamsegemg tion -

1202 stores a seco el ectroni c equi pnent Ier

dgﬂﬁ}mh&oh%ﬁ& ttioﬁnfoi%ﬁx{g %Htﬁﬁ ﬂl@é%ﬂﬁ& 'tl?é‘ﬁPdt%ﬁﬁéés‘?:@range |

evice 12 sen I nfor to el ectronic equi pment

chbirm BB SERLRAPSS W ARNE rERLATRNorhASA L The béftware is

for exanple current port 25 nu

.I%E&QEH?H 'acreg%é%xﬁ)ﬁgbtdldrﬁ R R R diRR! Hlo%ever it mfaPr

~ “above-nenti I'rst electronic equi pment i dént

| : _Mzé@bﬁﬂ&?dvbﬁe(@@d&@%ng? used for comTunl cation

becaus€ 1t 1s changed). Second el ectronic equi pnent

~ ident Iﬁltserad@es%tafaegs ceﬁﬁtmeﬁo&%%rneeoﬁeeﬁ&ﬁtg s%%ﬂoﬁ’!mtl

a nonvol atile recor ngrremmor a volatil

deRAQEKE APt IRIAENE cHangs boRfAh8ASH THBPHIGLIBAND! 'ﬁf&?ﬁ:ia%n

~information receiving section: 1203 receives first

;ﬁ»@]éﬁsg - ERROE). C Okt SRErb QR BRE R ioR '1ﬁﬁ)§:n:%!ﬂ%%§ﬁdmg

ch r1ange 5 confirmation information receivi ng section

sb@ﬁén ¢804 B bE feél%ﬁ a %idd 8w REles¥bhRffSication means.
.comuni cat i on. means. ' Second address change

conf i 1Rk ®Rddrtse i@ fioh QtoHaBE s8@5dH P10 es QRbAL Q&dress

the second -address information from second. address

iR AR wish AnAGRIrEACH AN LRA SerRM RIS IR RRmation

1

20

25

el-ectronic equi.pnent identifier from 10 second

tellﬁfatﬁneioe REsRIRNdevidend | fABHre3bRY, 3HE SRR AArd«02,
forns second address charige confirmation -

| 'mﬁrerm 18 BYmWiohl BB RE af HEARE: AR PSich IsBRR TRYice14

and the second el ectronic eqU|pnent identifier in the

: stehﬂé? inf@ﬁﬂﬁﬁ&ij td ﬁlformatlon processing dev1ce 12. - Note here that the
above mentloned first address information may be mvahd (cannot be used for
- commumcatmn because it is changed) Second address 1nformat1on storage

‘section 1201 can be reallzed by a nonvolatile recordmg medmm or a volatile

‘recording medium,

" Second electronic equipment identiﬁer storage'section 1202 stores a

second electromc eqmpment 1dent1ﬁer that is information w1th Whlch

~ information processmg dev1ce 12 sends mformatmn to e]ectromc equlpment 11.

The second electromc equlpment 1dent1ﬁer is, for exarnple a current port '

number of the electromc eqmpment 11. Note here that the above ‘mentioned

- first electromc equzprnent 1dent1_ﬁer may be 1nva11d (cannot be used for

'commumcatlon because 11: is changed) Second electromc equlpment 1dent1ﬁer




~ Second addr ess change conf i rmation information sending
~“section 1205 - change confirmation information.. A-data.
~structure of the second address confirmation o

i nf ormati on. . Second address. cg nge confirmation kN
i nformation change confirmati informtion is not

particularly |imted. However, the server device 14"
"~ needs to know a data: structure of ‘the second address

e '%@@%e@t;BhQ%ﬁ%hﬁ%e%QHMfa'ﬂdn‘@@la‘%@gi@@?ﬁh‘hﬁg&%ﬁf‘or a-

~"change confirmation form ng "section

o {:‘élaﬁlér}éd)ﬁﬁh MPU, ‘a menory;. and the. |ike.
: '|nforrrat|on s usual'ly realized by software, and t he

. 15

~confirmation infornation. Secon
ﬁﬂdifnia{tﬂﬁi ARA the E&foﬁﬁte!lé?:'ﬂromc equlpment 1dent1fler in the first address

soft WepRsd $dd1@SQ LRSSk é;agganaftsmardr%tﬁa; erxgzt]&%&éaeﬁ 1203

1204 fornms the secon ress ange con

_5-f§§§ggrﬁga Izegsgbﬁagéz AP iR a1 YAkt ddires change
“section 1205 can {)% Cgﬁ’dh eﬁ?g%%é%gbrg@zggd’dg%‘m? or
| ﬁ%ﬁésgg&wn%nllcgﬁgﬁ%&lgn to server device 14. .

r-eal |zed y.awre or w rel ess conmuni cation means.

El ect radbad %‘dﬂk@éﬁﬂanﬁg 62 F8Sn 4126, S B LR PEM%% sectlon 1204 '.

secti-on 1401 stores oRe or nore pieces o

| SSHIRRBscRS S8drdsd fxﬁ&ﬁﬁ%ﬁ@ﬁ‘ o E@édﬂd“&i&@%é ﬂlf&‘hgdtﬁﬁrs

“information and a third-e

ectronic eqU|

staeel dol-Bbn lﬁbfcdlftgﬂisoche QO RB Lty b %gplh&fﬂpir 1.’5?1“1:1"0111 :

storage section 1401 can be realize nonvo

$R6Rd Qle@&oﬂﬁ:déd’lﬂgﬂfenﬁldé%ﬁe&"s?or‘ag@ et 6}91%321 i forms second

Second .address ange confirmation |n or mati’on

AETRLYHHh RBhiiP athBInfRERINED f&ggr i 8 g%s&%d GhaRgS

ange

: change conﬁ_rmatlon mformatlon A data structure of the second address '
_change conﬁrmatmn mformatmn is not partlcularly limited. However the
‘server device 14 needs to know a data structure of the second address change

- confirmation informafion. Second' address change confirmation information

forming section 1204 can be usually realized by MPU, a memory, and the like. .'

A processing procednre in which sécond address change confirmation

90

_' information formlng sect10n 1204 forms the second address change conﬁrmatlon

informatlon 18 usually reahzed by software and the software is recorded in a

o recordrng medmm such asa hard d1sk However 1t may be reahzed by |

: hardware (leased hne)

Second add_ress change conﬁrmatmn 1nformat10n sending section 1205

_sends the second address change conﬁrmatlon mformatlon to server deV1ce 14

o5

Second address change conﬁrmatlon 1nformat10n sendmg sectlon 1205 can be

- reahzed by a w1re or wireless cornmumcatlon means.

: Ele_ctr_omc equipment address 1nformat10n storage section 1401 stores-



" wire or wireless communication means. Deternination
'section 1403 deterni nes -whether or not the first
‘address i nformation and the second address

o ‘information, which are containpgd in the second"

10
' “information containing third address information

 address 'chahge confi-rmation information, ‘agree W|th

edach other, or/and whether ‘or not the f| rst el ectronic

equi pnent i dentifier and the second el ectronic : -
- epippmene pietenof dleetronivieutpmaert sddveas irdorhatibh eontalmng third-

second .address section 1403 can be usually realized by
athdress infermetion and a third eleetroticdpripmentidontifti Oflectronic
information, agree with each other. Determ nation '
Hrupment .agldpessaaﬂmmamon stbragh sdetien THORthwbe &@@EZterby a
1403 makes t he above-nentioned determination is o
penrolatilerneatrdimgimeyliwnforwavaatibnkebiting afddiame i s

"recorded in'a recording. medi um such as a hard disk:

" Howev ebecongl addyedsehapge caelirhytita wﬁmnan@h&a@siﬁn@ sé@don 1402

third el ectronic equipnment identifier of the
receiyes seondaidr d dpeSmmatibn infarinamionpd Steto’iﬁi address

section 1404 rewites third address i nformation or/and

chaagaiconBnmatige anforinatiod aecaivirpgseetionildb2 eanbeathBsed by a

. electroni c equi pment address that the first el ectroni c

‘sssuosrvem lepsieomainininationdnedoss. second el ectronic Wen .

~determ nation section 1403 determines that.the first :
" addr edetepmanation sectiond 40R eletemoings adsthssol ﬁcﬁiﬂihmspﬂidress '

not agree with each other or address information.
Bgﬁ tirapand theescond eddresd dnfesmativan gdhidoaté combined in the

-. S&@‘P%ﬂﬂ@mﬁﬁﬂ angeeconifiraratip?: infdrm atadn, Gmgrmmh daehrother, or/and )

el ectroni c equi pment identifier agreeing with the

- Whetder er aet thenlivst elpstionimequipiurenit fdertiftardel tiedseiond he-

15

20

25

~“second address change confirmation information to

elecermic agwipeentiidensifien whickoareowhtaimedrin the kewndagldsess

- ng pment .identifier contained in the second address

HAEe eon@omﬁwmmfpmanmme wath edtheathenni Deteeinaior

“address i nformation updating section 1404 can be

| Ssstafa% 1403 e2n be agualy raalized byeiBi; 2 metharpienrid the Lils, A

processing procedure in which electronic equipnent
PEORRSEINE Rraeesturgin grhich determmatlon section 1403 makes the

"above mentioned determmatmn 18 usua.lly reahzed by software, and the
. software is recorded ina recordrng medium such as a hard d1sk However 1t

: may be reahzed by hardware (Ieased hne)

When determmatlon sectlon 1403 determlnes that the ﬁrst address |

5 lnformatlon and the second address information do not agree with each other or _'
“that the ﬁrst electromc eqmpment 1dent1ﬁer and the second electronic

| equ;.pment identifier do not agree w1th each other electronic eqmpment address

| mformatlon updating sect1on 1404 rewrites thlrd address mformatlon or/and a

. third electromc equlpment 1dent1ﬁer of the electromc equlpment address

information contalmng thlrd address 1nformat10n agreelng W1th the ﬁrst

' address mformatlon contamed in the second address change conﬁrmatxon




. ‘u"'pdat'"l ng section 1404 updates as nentioned above can _‘
‘be usual I'y. real i zed by software, and the software |_s

15

S recorded in-a recordl ng -nmedi um such as a hard 10 . " -
- disk. However, ‘it may be real Iléed by- har dware (I eased
L ne) Her ei nafter an operatt

n of ‘the’information
processi ng: system i s described. Fi rstIy an operation .-

~ of "electronic equi pment 11 is described with

1HPhERGR ahd at%ﬁ_rd e&%‘ﬁjdﬁ{ctecﬁﬁ@#@nt e%ltlﬁer%if;gr ma IQv:'d[:%hthe ﬁrst | |

~'S301) . Fi rst. ad
"EIUCEQOHQ: eqtipReht i tiFb ] %oﬂ@aglgedrh{]ﬁf‘e %‘Qgﬁg %\%adis)és*s WBhngl

instructi: -to CO I.rman address

ress change rmation |

ESSEhY Son 5 BXA0R t@s?stasdd@e%sgpgsgt gs%r/&&d Lequas

i-nstruction to confirman a

' :_' Eltcpidhic déﬁ%%%aﬁt‘ﬂieh &'%hht/ame/d]ﬁ{]tﬁdq%chlﬁhdd?dss%ﬂggge

ress C ange 1 s-recelve

addr.ess ep. re

LSRR AGm NG RchRBl b int a0 AY A don updating

ange1s not recelve

S B Sl B S35 R e
'g%c@,ﬁh&hg f)%c%d‘dh?ﬁf‘whi@ﬁ&@cﬁ%h'e%;g?dm&%g%%yeg% ;]B{)rrﬁatmn g

ased a user’ s instruction

‘agdrgss SRR gf%(ﬁf)lﬁgdd't??hs ﬁ{bﬂdgﬁggs%?)h? Bad B% 'Hsﬂg_lfl¥ realized by

" section 1103
. 'Eoﬂv%ar@QHdQﬁé sbft@v‘df@%ﬁ 1e@rdedIn ﬂercdﬂnné %E!%dlﬁﬂl d‘dc% asahard

tal'ns rst a ormati on

St ep “$303)- First ess change con

'-asﬂsorra;wesem@ﬁmy%r %éa Ier@@a@& PR 1! st

el ectronic équi prent I ent|

13 equ}l@f@iﬁéﬂéﬁ%ﬁdg@kﬁg oS bt tidﬁ;prljo%}g %ﬁ&em is"

rom rst electronic

5304) First addres nge con |

- Heddrbed. SFﬁ’stlS?rhnldp@aﬁgh@efécﬁ%hl@ém{lﬁﬁin?ﬁ gdes&-amed w1th

confirmation information containi ng t

T RMEBES B A NS dhbRnShancS302 and the first

el ectronic 5 equi pnent 1 dentifier obtained in step

303, Usia) Sa01) T Mo 0L SRRy LIRS mE DD U HRLILRn formmg o

‘information formng section 1 orns t _
Sdsan0B R ER SRS L 6D D IBLOE b s
-. %%xﬁgg RALREERBUC PoHERIRle, bfteﬁshid fuipfBefit ¥ idst8fah"

- 1nstruct10n to conﬁrm an address change automatlcally and regularly When

o 20 "step returns to step 8301 Furthermore ﬁrst address change conﬁrmatlon '

the 1nstruct1on to conﬁrm an address change is received, the step goes to step

8302, When the mstructmn to conﬁrm an address change is not rece1ved the |

s mformatmn forming sectlon_ 1103 may form ﬁ_r_st address change conﬁrmatlon _

25

' mformatlon based on a user s 1nstructlon

(Step S302) First address change conﬁrmatlon 1nformat10n formlng

o - sect1on 1103 obtams ﬁrst address mformat1on from first address mformatmn '

) storage sect1on 1101

(Step S303) Flrst address change oonﬁrmatlon mformatlon formmg

_ sect1on 1103 obtalns a ﬁrst electromc equ1pment 1dent1ﬁer from first electromcf




(Step S305)  First address. change confirmation

informati on sending 10: section 1104 sends ‘the first-

“address change confirmation information formed in =

step S304 to information procggsing device 12. Next ;

 _'an30peration“of—infornation processi ng device 12 i's .
- described with reference -to the flowhart shown in
- FIG 4. (Step S401) First address change confirmation

o PRERE IRAHITRE S0faBdsockbrSerd on 1203 det er i nes

ether. or not ‘the first address change confirmation

infor (BtdPO3MOFirQCAIANESS cHRBR chiifirbhhfish 1%gﬁﬁt§f?n forming'.-.

- change confirmation ‘information is receivel e step

- @086n 1003 FARh SHRA2 adihes hBggh E6l§a‘§rlﬁ§ﬁ61§§§fo§ﬂgﬁgtﬁ é:gntairﬁng the |

~-confirmation information i's not. recel ved,

ik Wi Afesk kAR RAGbtaint Si R Rt E2 258 PRI A48 onic |

change confirmation informati on formng 20 sectlon

&ggﬁm@ﬁt Aotifee oBRinaditl sep 0" @édaﬂg; ﬁfs? gd?g&%%gslge e

.address .i nformati on storage section ‘1201.

- cdaaend tRAdh TR AR BeagNiddivati 108 ﬁ%@fﬁ@ﬁk&%dcﬁ%@_dﬂqnge -

section 1204 obtains a second el ectronic equipnmen

- dofi@iRinbtioRNinforBIBtRIAHAE 8 PackAUhRIERh thel ALl ddBess i ion
o gt o-r-agel-s_ect ion 1202. 25- --%?ep'_ 34%%%1%%%%&%% r%%-lsnformatm_n E

10

AP e0 BldcfrdRid SyhipMEAF TRt MAEIASte 596 gﬂra bhad204

forns second address change confirmation I nf t1on

by W i(SidpaS308) FisR G RUN9SS chRfRh IR ﬁ&oﬁﬁhﬁbﬁ%@n&ﬁg

step $S402 and the second el ectronic 14 equi pnent. -

 deBE6M 1100Eera HeTRe: hddisks Bht@BedirkhRidd msr RS ehtmedin
- change .confirmation information. Usually, second L
- BESIBBOS t6 HEBARAFiON hrédeBiih8Mevicafi@r nat i on form ng

section 1204 wites the second address:informati on and

. the setandarbpsiatin of iSHWNRIRALoaeRtHd ddficd 12 & N82ABEd with

portion of a block. (Step 5405) Second -address change

 refnbhdoithe MowdbaE idwn s FIg] 09 Section 1205 sends

the second address change confirmation information _
f or meqStdpS4010 Fisd Qi di ks B KEE p&%ﬁ&ti&ﬂinﬁﬁi&hﬁioﬁ'}eceiving |

~operation of server -device 14 is described wt o _
seefied eP0P déRrinifes wﬁr_h@ﬁhé'ﬁ@i‘hoﬁ B]Qé’\ﬂrét'hdak@s change confirmation

information was received. When the first address change confirmation

| information is received, the step goes to step S402. When the first address

) _ '-change confirmation jﬂ_formation_is rioi_; received, the stép returns to step S401.

20 -

- ! o5

(Step 5402) Second address' change éonﬁrmation informatidn fc:)rmin'g'

section 1204 obtains ':sec'ond address information from second address

. information storage section 1201.

(Step S403) Second address change confirmation information forming

" section 1204 obtains a second electronic equipment identifier from electronic

.equipment identifier storage section 1202. .

o o (Step S404)_Se’c0nd address cha{ngé confirmation in_fdrm.at'ion forming
section 1204 forms second address chaﬁge confirmation inforinati_on by Writing '

the second address information obtained in step S402 and the second electronic




10 (Step 5501) Second address change confirmation . -
information receiving section 1402 deterntnes_mhether
of not the second address change confirmation _

“information was received. V%e& the second address
‘change confirmdti on “informat 6

“'goes to step S502. Wen the second_address change
'conflrnatlon |nfornat|on i's ‘-not received, the step-

n.is received, the: steo'

.'.-_sectl o 5800, 50k 4% SS90l BRI IR Ui

10

:contalne

“identifier

.ot her. VWen t

B oeesppsspUSSRL a asen o ofshe g Sepifgiins

Jr {Iﬁtmﬁmasr Octsgagg gbaﬁm drgsé)éﬁ%r#e?drhnng[rm&hon

secon rress C ange co

BB i SERUST A3 QR BORLEAN SRGHLER A0 ion and

es out t ecan ress orna ion an

i
RS GRS
- :ng g: mgrf]:lég @405%@&n§%eg§ﬂﬁrﬂ£? %?‘é.féﬂﬂg Sﬁtlh?orma 100 sendlng

er- or not

- L RRBIgs N nAE thd B oﬁﬁqﬂfﬂ’e%dan gchﬂﬁﬁhgﬁhhqﬂfor%tmn formed o
are contained in t e 'secon ess change :
_ ﬁgggehrgmltg@emfrqe%l , agree with each other, L

or [ahd ‘whether or not the first electronic-equi prrent

i dent i Kiagf, aﬁ %ﬁoﬁ Bfsci%EP AL dé ffﬂ cﬁb%ﬁltléﬁﬂg\gference to the

are contal ne e secon ress

bR Rt GRBHN i nformation, agree W th each
Bﬁ i vah E,Fmaggree with each ot her, the

5t @{onSI 001k 1eninRE QAR RE NG hdthﬁh@ 'EB!:&I(PQMR%Q chg.lgée conﬁrmatlon _

agree wth each other, In such a case, server

B S0 Vg0 e R i

El ectroni ¢ equi pment a

- &65ih HAon ds"l%ﬁeﬁr@dw HeSep! gbésdtoas‘d%‘ésgﬁf “ﬁﬂ{e'ﬁaﬁﬂ c?nd zhddress

= 15.

or/and a third el ectro equi p i denti

BB RRREMAEBH RARR AR 8 St ré}.fe?de'dathc?ﬁte?%‘é%&ds'ﬂd%tep S501.

third address information agreetn

~addr es@téﬁ‘é@@%éi%?m‘iﬂ%?ﬁ@ﬁ Q&@lohnMOtgtt‘ﬁkéﬁ Sﬁf‘fh t%ﬁﬁress

~change confirmation I nformation an roni

 RERIG! ahd g8 ARG Gt aﬁﬁns%fareoa 1893 che |

informati on to second 10 a SS I n tron or

%ﬁ&ﬁd&h%@fchﬂﬁg&ccﬁﬂﬂm inlfSi§RAdi&d.er conta ned

(Step $503) Determmatlon section 1403 takes out the second address |

) 1nformat10n and the second electromc equrpment mformatlon contamed in the |

20

second address change conﬁrmatlon information.

(Step S504) Determmatron sect1on 1403 determmes whether or not the '.

- ﬁrst address 1nformat10n and the second address mformatlon, which are

contamed in the second address change confirmation mformatlon agree w1th

| _ each other, or/and whether or not the first eIectromc equlpment 1dent1ﬁer and

the second electronic eqmpment 1dent1f1er, wh1ch are-contalned in the second

~ address change confirmation information, agree with each other. When they -

N agree with each other, the proceSSing is completed and when they do hot agree




in the second address change confl rmation inf orrratl on._' |

Her ei nafter, a speC|f|c operation of -the |nforrrat|on _

' ".proceSS| ng system in the first exenplary enbodi ment -

i's described. FIG 6 is a.co pt ual - .diragram of the

_information process| ng system- In FI'G. 6, electronic

.' ~equi prent 11 s, for 15 exarrpl e, a personal co-rrp-uter.f '
I nformation proceSS| ng device 12 is, for exanple, a

R withiteach ofiesty thie Stepigoes dolstep 508N e0lcRe hofe tl{a‘t%iﬁeetﬂ}@n |

processing- device 12 via the Internet 13.

| proceRpigBr@mpletedarhaiehetagkde hatldsaan otHek eiﬁts'h@li'accase server
-equi prent  address i nformation managenent t'abl e shown _

- devite 4 isGo abandeh the récedfpdijRket. address information

.managenent table stores one or 20 nore pieces of

el ect N(BRicSHOBY Dleeibnidddufsifien N QdrEBE !uﬁBrmEtlgﬁ tuF)ﬂﬁtlﬁg sectlon
equi pment address i-nformation herein includes :

1404 rodhritdd thid addpédyintyrntionddiand Bithitd@1&Ekd8 bquipment

'.equrrent identifier." "ID" is an identifier  for
 idestifief off the dlberelie @qmem@taduresmaromﬁmﬁ&ntamg third

i nformation, which are data necessary for nanagenent -

addr‘esdlhéarmd'ﬂid)ﬁ dgrdiliewithithe dreRbhi@Rss hefopnRtidh contamed in |
denotes a gl obal | P address at the side of WAN of

 thefserommt addreps chess dafidemtion infad 4t £id a tEirﬂ%lle(ﬂfomc

all, FIG 7 is a conceptual diagram show ng the

- eqmﬁmneﬁt identifer ag@éeesgwiﬂl thesdeebhd BdWag ihfokafRh| t8Recond

10
 indhdeetond e eisngehenfimatiof infomiistion. S

15

-sent fromel ectronic equipnent 11. The information
eattivess informh &hiorf o/ pad kebcednl) el@é’tﬂoﬁ@@q%!iplﬁgnﬁ idefitifier contamed

general |y call-ed a packet. The packet incl udes . a

appropricately refeerred to-as "SA");, a destlnatlon I P o
addr eﬁer(ahﬁarfmmafsp@jiﬂc sderationiof the pifopbebe I[)Yodegélﬁ'grs%tem in

~to as "DA"), a port of a device specified by the

thelﬁi'eire}&nhlﬁlamﬂ dibediribiey ie Id@@tflﬁl@e’d WG 6 8% conceptual dlagram _
appropriately referred-to as "SP"), a port of a -
ofehe irdompetiofiipeccebyingigsiast i IeFIGs, |deatiesguipment 11 is, for -
(hereinafter, which is approprlately referred to as-

ekBRiple, anpbrd;anal c(olnqnﬁ:erl afTo@rmativre prdcesdng dowice aRes, )for '

. referred to as "Data" ). Note here that the data are a .
- exaimplgadsoyter. t iSenvef deviie IDis d@hﬁemﬂltﬁﬁnfomt@ﬁ@roééssmg

be sent. Furthernore, "OSA" of the data is first

. destibed@wia the f{nmrneman Furthimoms, bérver devies 14dmids an

equi prent identifier. 'COSA"
electronic eqmpment address mformatlon management table shown in FIG. 6

| Electromc equ.lpment address 1nformat1on management table stores one or

20

more p1eces of electromc equlpment address mformatlon Electromc

.- eqmpment address mformatmn herein 1ncludes “ID ” “third address

mformatmn and “thlrd electronic equipment 1dent1ﬁer “ID” is an. 1dentiﬁer -

- for 1dent1fymg the electronic equlpment address mformat1on, Wthh are data

25

- necessary for management of table. Th'll'd address information” herein

denotes a global IP address at the s1de of WAN of 1nformat10n processmg dev1ce e

N 12 (router).

- First of all, FIG. 7is a conceptual di__agram'_showing the information _




and CSP ‘naybe oId |nfornat|on That is to say, " OBA"
“stored in electronic equipment- 11 originally agrees.

wi'th.a global I':P address. held by the i nf or mati on

”:proceSS|ng devi ce. However, whén the global P addfess. |

hel d by the 15 information processing device is

' ~changed, both infornation do not agree with each

~ :other.. Toconfirmsuch a case, processing accor di ng to -

10

'15

95

-~ infornmati.on to infornati

-Qi?prpﬂﬁ‘aﬁedﬁ 3 r1(‘31.1)130|5‘§ “QH”S élaﬂ da}ta faptenwdtensghiphds alppropnately

 Bygcessing
'foorqlzatlon '219. 126.194.60" and "SP" to- the second

Plfﬂ-f«'ealegtsyeﬁmoamg ifossuitioarsent from electdnimsquiplieat 11.

EE hat is an ol d ort nunber of ‘el ectronic.

Wtatlrr shawa T (S Ry (naskﬁo(tl) ahdmgekit (@) iagenemlly called a
th SE Accor di na to FIG 7, the first address. _
P%kaﬁﬁﬂa ho pagkeriaelufes aisendevniR addmss irpineafter] which is
'219. 126.194, 60" and Lthe first el ectronic equipnent -

"@mmtelw reforendsig s TSV dat destinatioguitbadtresd thareideattet, whrch B

~Electroni c_equj pnent 11 wjtes the first -address -

isapraRnptely referyed s a§§E1’6 "2 pord of helemcespetalﬁedtblydlhletsenders
: ﬁ:g |&ﬁs identifier "1"-in payl oad as OSA and OSP, '
- Head ﬁ\@éﬂl‘?ma@e@c‘t’h@hllé apguomralely refarrédtoras 8B apstt ofa |

dres ge .confirmation informtion of  packet (1),
Cas) % the destisatisndiPeadiresmthgecivaftes; wiskithds |
processi ng device 12, " SA"

el. ectéonl cuﬁqug, ment 11 and "DA" is a global IP
$0 8% Nptgihege that the dateare almamabp_dyppmmton of the

hol ds 'a ¢ | P-address of server device 14 in
Gﬁa hﬁ%irm]b‘t%&%g RurthersaoretOSY dftheldnta is first

S Information processi n% device 12 stores the second -
S aéﬁh’?%%%’f?li%%tﬂ%ﬁp rOSP 1ofiystelagmrdoequinmentiadentifiend “0SA”
. elgetronic equ identifier "1." The 5 second
o (i.ég d}%ﬂﬁ ilréfgrmﬂlgmza‘hrgm Bayi ‘OATsorehin electronic

' -address t.he de of WAN of i nformation processing

- aeens 3l onifmsliva f

_ grent Withce elobabiRaddress beld by th mfsrmatlon
thefirsé address change confirmation information of - :
‘3V10<’an owwwhen 'tlss\shbel Hhaddrese haldbidtles s

B l_?:"%%ﬁ? cq igeanerdrboth infomasi,onphx:lkt_tttagree with-

hﬁvwg]% 0 7 is fornmed. Packet (2) shown in FIG |
- eac “erco 8 & IB§§°1eﬁ§ﬁ§‘e Rigpassinmaqcording i sherfirstomxemplary -
- P%rht‘ orrratl gro essing device 12 sends packet R
e

AT \?l“

electronic equipment 11, and when it is not changed it agrees w1th “SP v

Qte ere that OSP’ is an old port number of

Accordmg to FIG. 7, the first address 1nformat10n stored in electromc

) equlpment 11 is “219.126. 194 60” and the first electronic eqmpment 1dent1ﬁer
stored in electromc eqmpment 11is“l” Electronic equ1p1nent 11 ertes the _' |
 first address mformatmn “2 19, 126 194.60” and the ﬁrst electromc equ:tpment
/identifier “1” in payload as OSA and OSP respectlvely Electromc eqmpment

:. 11 forms the ﬁrst address change conﬁrmatmn 1nformat10n of packet ), and

sends the first address change conﬁrmatwn mformatlon to 1nformat10n

_processmg dewce i2. “SA” of the packet (1) isa local IP add.ress ass1gned to '.

electronic equlpment 11 and “DA” 1s.a global IP address of server dev1ce 14.



 Server deV| ce 14 fecel ves packet (2) shown in FIG 7,
'-corrpares SA With-"CSA" of packet (2) and corrpares

:_':'SP with " OSP" of packet (2). In 15: packet. (2),

agr ees with "OGA, ™. and "SP" agrees with "OSP,'

_respectlvely Therefore server deV|ce 14 abandons _ﬁ o

e . packet -2 wit hout doi ng anything. Next, informati on:

BrefoipuEhCr Botd el bR IR R0EE5: ke %i%&"

10

sent from et ectronic equipment 11 is shovvn in FIG 8.

aarfcg?oﬁdo uacsa APt sss&atdtﬁcte 14de”f Lfier .20

stored I n el ronl equl pnen Then

50581 LR S I B Pagion sgapgs 0.

ﬂe%‘?ﬁe%f‘%ﬁ é’ﬁ sepnd Qﬁdf&g%g%rﬁ%gfgg&ﬁlgqgglt ta P andle“SP” to

219 I'S a curren r eés

191fe SO PllebiRbRt ggﬁg%ﬂeﬂf @fé& i .P %d e“fh%%véécgeﬁ éZ)f sli,ogwfn in FIG.

I nf.ormati-on pro recel

ﬂs‘gfoﬁﬁéd c h?élgs%t rHHonE{d jaieh ﬂcsoseg@frld 9 as %ﬁ%&% g ation |

rew.ites the secon ess-1n
1 I
13%%&%%%% .i en t Ot aﬁinﬁg e'sQ]nth%C 8 (%n%l Wke?t 22to server

- fé&éﬁlis fornmed.: Packet (2) shown in FIG 8 is second

L ‘address change: confirmation information. Then,

15

20

| thabsse Jsérssae%sslﬂsﬁdo lpscﬁon

i nf or L GIRARCES c@ﬂreg?él'FE& &y sﬁ&@ﬂﬁigﬂr elfedonéédrets QSA” |

server device 14. ver device ceiv
kl [{4 vrl
wRh @Sé{g %%gﬁik%%%) éh(f Eg%tpﬁres(}??z 2;51 Qé@’ ﬁéa%t(

. ﬂ%@k@@@) (“%h alg{‘eesR@ﬁhe‘bEQ‘?) %ﬁd@?ﬁ” agre .Lrghtﬁ OS§A rggé}%g}rely

herefore

ﬂg%eifli'thmg

) not "agree ‘with €a

i nf ornntlon managenent. ta al ni ng

R A el
TR BAIA.0 fe Yeoqil o} e?%‘ﬁ%'ﬁ%“?ﬁ%ﬁsﬁ%ﬁ&%ﬁ de

o S A SRR ) DR} e
S 6(}?\?{ ce&?gi.b(i %ea%?)n Iﬁfo? or e ?%HEES ¢ %gef;nsflnﬁ}dhéd% %%@C%%%%gnfgwce 12

219 126x1 %ftﬁ%aatﬁﬁijser%)om electi‘cﬂnc Edthbgnent 11 is shown i in FIGr 8. '_

‘- | Accordmg to FIG 8, the ﬁrst address mformatlon stored in electromc

. :eqmpment 11 18 “219.126.194. 62” and the ﬁrst electronic equlpment 1dent1ﬁer :

stored in electromc eqmpment 111s“1” Then, eIectromc eqmpment 11 wrltes |

- | :'the first address mformatmn “219 126.194, 62” and the ﬁrst electromc |

B eqmpment 1dent1ﬁer “1” in payload as OSA and OSP respectlvely Then,

electromc eqmpment 11 forms the ﬁrst address change conﬁrmatlon _

- 1nforn1at10n of packet (1), and sends the first address change conﬁrmatlon

_' 1nformat10n to mformatlon processmg dev1ce 12 |

Next mformatmn processmg devme 12 stores the second address

. _mformatlon “219. 126 194.63” and the second electromc eqmpment 1dent1ﬁer “1.7




address'infofnation and ' thlrd electronlc eqU|pnent
identifier" respectlvely ‘15 and rewites "third

 address information" and "third el ectronl c equi prrent'
‘identifier" of the record( IB= 2") to "SA" and "SP".

of - packet (2) Therefore, - "third address. information”

~of .the record of "I'D=2"in the el ectroni c .equi pment

rmati.on managenent table becones

dress i nfo ' o
?L@ecf’?d %gile%mf%ﬁ%aﬁl% 19.128.54.63nisn eqtmenh&eddress at the o
' the record of "ID = 2" becones "V 20 = -
E&%ﬁt‘ﬁ yﬂfgtlﬁétlepée’f?@%ﬁme degyifiephée ntinfrmeaéorentocessing

) ahl e. of serve ice.14 is chan ed as in shown in
) é‘f 1‘%@1‘@@&{113 %xéeadc!areeec wa%nglatmméoxmnatmn of packet

lary. e i ment when t he ‘address with which the
Gieed rrewévpgpe‘?f?emea e irmatond 40 40 9415 and

) %ggces |ng vi.ce or, the electronic equ

?é?c elaereeceewmem identifienen tThsIScpad@eéB) shown

S th erver ic an hange and nmanage- addresses .or -
E@? %‘ﬁu r pﬁedi t e?mwmmE Gu&msecgmaridmschange |

10

and. a s of conmuni-cation .data. That is

g&ﬂﬂ% lpﬁm@lﬂn | Ib#nfepeaans procepsingoleyi¢ee} dsends -
é} the first, exenplary enbodi nent, the tim ng_at '

h( 18 sexyer idgkiceddmmuni cat i on | oad, the server

deVIC can continue to conmuni cate

e o
el ect r ?Fftcs"‘eldﬁ¥ ﬂﬁ%‘ﬁ? 146?%Y€F%/Packﬁ§(?$ﬂdh0dfé§@rﬁ'%c& compares

referabl e _that the el ectronic '
%ﬁ% 63%0 P@dﬁ#ﬁgrﬁl@@m@rﬁr " witdy QEP cofnaghet (2). In

é’a%%ﬁt@n 'e% i " ﬁ”gn@f‘ﬁék%dé%o?“wéigm%%&éaihaher

' ,@% fSSI n |ce nag Eﬂ y. the server device .

eI %Fr ea’lfFeo searghes %lem?eﬁeawwﬁesfr adduess ﬁgformatmn |

- f bl e
SR bS8 08 b RS i

15

20

ion to,the

' adHrgsrsn.% ormatlon and “thlrd electronic eqmpment identifier” respectlvely,
_ | an_d rewrites “third _address information” and “third elec_:t_romc e_qmpment
. identiﬁer” of the record (“ID = 2”) to “SA” and “SP” of Ipacket (2). Therefore,
“third address mformatmn” of the record of “ID = 2" in the electromc eqmpment '
f'address 1nformat1on management table becomes “2 19 126. 194 63” and “tthd

: electromc equipment 1dent1ﬁer of the record of “ID 27 becomes “1 ?

Consequently, the electromc eqmpment management table of server device 14 is

_changed as in shown in FIG. 9

As ‘mentioned above, accordmg to the ﬁrst exem'plary embodiment, |

. _when the address w1th whlch the server device sends 1nformat10n to the
' ~ information processmg device or the electromc eqmpment 1dent1ﬁer of the -
'.electromc eqmpment 18 changed the server dev1ce can change and manage
ﬁ addresses or electronic equrpment 1dent1ﬁers w1th hght load of CPU and a small

amount of commumcatlon data That is to say, with hght load of CPU and




.. state in- whi‘ch the el ectroni¢ equi prent c'annot' be

' --accessed from the outside continues for a long ti ne..

" Regul arIy ‘means, for exanple, every three mnutes.

The sanei's true in the other exenpl ary enbodi ments.
- Furthernore, even vvhen the a e-menti oned address : _
.~ change confl rmati on i nformation (packet) is sent, for

- “exanpl e, every. three mhutes, data anmount is small and

. lf%l%ﬂln‘tiﬁblcgﬁob‘l&dd ltlle séﬁgoa%cbﬁ%ﬁg%ﬁﬁgg%? go%q%n%%ﬁcate yv1th -

on ma nélude rexan

B ?%ome%@?‘ﬁﬁ%?@%g*ﬁ orlBIRTL i e Fort hermore. necdl ess
L8 B KRt M ek SR A B AR U L TR b  which
B chiohlc SUBIBLA o RRERH DL OIRE Uy il B0 Isﬁsmétmn o
'Wbﬂe(?er?bllggdllﬂgg%?e?gﬁ S %ﬁséfsa@l% flgfige: Hlctrnic

%e%gll"ﬂz ed> b yJS;Eor l \%g(ri%sg EB%‘%%n e s o bﬁlﬂ

N %@%%ﬁ%h%oﬁ@s%ﬁ%&ﬁge fe%%l %;’-;e] ite é’ro\t} (pre e¥%le that when |

%\ld%svo as % I@ﬁadllr?sod\’/ :egéjeg%gk‘)g%}d% Wo(fz:glc r%lgtlon o

'_rfrsegssecedﬂs% ity PR LASLURE B LS SOLNRE Sl Yl

s
- cBREBhALL BB L ggﬁm?' oG} gﬁﬁg@g} e’lfl}}léﬁegfl rstlaﬁeee

15

25

S BB SR, q@usgegsxﬁ%te%zs.e%esfsﬁ dpgusde

exenp arye I nent sr allze i's” as

| RRREEEM L QNS & GAUBLEL ofiRr ABEHI R AbrRhSRate.

obt ai ni ng first address or ma ore

equii pment v‘%{;ﬁ 19]15 : Id‘ljgg(l‘galr %gnllﬁhg%\? glrlgegs Bgl‘ée cenﬁrmatmn

ARRRSERnRANES) ROl MORLL ORI LOLAPURR QI B dSuntis

ormn dress nge

"l t address information
sg{r’fgﬂﬁ@; #xﬁﬁmxﬁ i BhAYs b1G shidip :

irst electronic equi pment - identifier; and a

first F%Qlfl{e%ﬁforg hﬁ’dégfes‘s %‘Eb{r %Bstrﬂ&ur@bffﬂbaelb&forﬁgQabff)%ent

step 0

< address mformatmn of the server device ment1oned in the first exemplary _
_embodJ.ment is not hnnted to the structure shown in FIG. 6. The electronic - _
' eqmpment address mformatmn may include, for example electromc eqmpment -
ﬁ ':spec1ﬁc mformat1on (MAC address etc.) for 1dent1fymg the electromc '

- 'eqmpment. The same is true in the other exemplary embodr_ments. -

Furthermore, the operations of the electronic equ_ip'ment, the

_ information processing device and the server device which were described in -+

the first exemplary embodlment may be realized by software and the software

may be dlsposed on the server, for example, so to be dlstrlbuted by software
.' download Furthermore, the so&ware may be vecorded in a recordmg medlum

'_ such as CD ROM 50 as to be prov1ded Varlous dev1ces can be reahzed by E




10 sending the first addréss change”contirhatiOn-'
~ information to the informtion processing:device.

- ( SECOND EXENPLARY ENBODINENT) FIG 10 is a block

e ment 101, _i nf-ormat.i on processing device 102,
: %tsﬁrstetqaw

 tefPmentap

di agram showi ng an informati o120pr ocessi ng system

~according to.the second exenpl ary enbodi nent. The

information processing 15 system'i.ncludes el ectronl c
the

cgayRecapnlisd tethe@thembemplany embodiments, -

“'eqU|p Ol i ncludes first address information:

'st.orag % g¥s that aprogram g whsth the opératiequfithe Blectronic
identifier ﬁt%ﬁage section 1102, first ~address change - _
dhe fixstazemnlary embndngemas renlikd@3s af folbbvs. The
addr ess .20 change confirmation information sending '
EeErpBhalioma comRpfaTatexeputers siemmf bbtainimpefinet Bddress |
tio 10101 and _send back information -sending :
E’E’?% on gpregin adyanaena step of diessng fireislecteodi03quipment

lfigl des second address information storage section

fifleg gtarp 1133P@E&ﬁ@nﬂéilek‘q@tﬂ@esschm@mdnﬁrﬁratﬁnmmmcn
ectl on Zg#JfZOZ first ;address change confirnmation-

o Oﬁ%l?%ﬁ Dt 1o1eiag finst ad drask shango e firswativrc refoletn 856n
- 0212 g%l#%sgatlon information formng section 1204,
_ g piogmratiomand the ﬁrs‘t(elamltdr@Geqmpment

%'ti Scii ﬁ’é confirmation 21 infornation
ﬁ%/ﬁ*@&e sessrchonge confirmation @mﬂoymanbnrmﬂingmtep of
r{}?l n r@:g Eli ng s ct| on. 10202. Server device 104

afdrss eardinmatien sdermation Imtlne)mformatlon :

second address change

o oraﬂ_{%ﬁectl on 1401 _
- pggﬁess 9¥8¢F-i nformati on receiving 5 section 1402

20

25

.-aF
15

B ON OB BadeO B TEAEh! on 20264 8 B0t roni

- equip L addr nformation updating sectiion 10404 .
i ncl udﬁ@t d@d? Fﬁ%ﬂ‘i ‘hﬁgﬁ’w shawingan information peasessing system |

r%ﬁ?ﬁ%@em PApodizaemnt. 1 Dievidformertign processing

erm nation neans - 10 -104044 and

104%91 nfir ion information sendi ng nmeans 104042,
SRR fo;

orrra C
Sﬁ% &5t 14 L‘lcfﬁgé%igctm@ggmpment 101, mformatmn processmg dewce 102 _

the Internet 13 and server device 104

Electromc eqmpment 101 includes ﬁrst address mformatlon storage

sect1on 1101, first electronic equlpment identifier storage sectlon 1102 ﬁrst

: address change conﬁrmatlon 1nformat10n formmg sect1on 1103 ﬁrst address :?
' .change conﬁrmatmn mformatmn sending sectlon 1104, conﬂrmatlon o
' mformatmn recelvmg section 10 101 and send back mformatlon sendmg section ..

_ .10102

Informatmn processmg device 102 mcludes second address 1nformat10n'

storage sectlon 1201 second electromc eqmpment identifier storage section
| 1202 ﬁrst address change conﬁrmatmn mformatlon receiving section 1203

| second address change conﬁrmatlon 1nforrnat1on formmg section 1204, second

o address change conﬁrmatlon 1nforrnat10n sendlng sect10n 1205, conﬁ_rmauon -. '




'_Confl rmat i on information receivi ng ‘section 10101

recei ves conflrrmtlon |nforrmt|on fromlnforrmtlon

processi ng devi ce 102. The confirmation: information
i's information for confirning2&hether or not address:

|nforrrat|on (an IP address at the si de of WAN, ‘etc.) -
i-nformation processing device 102 15 actually

; d I t th f -
| _aﬁfﬁ@%pﬁ%pﬁm?ﬁe?sédg“%e%%ngﬁiﬁ?swéiegmsmlmn .

i nf i on are shown bel ow specifically. - . -
‘?]Ing CEIERSSREBPMAPE YR recei ving section 10101 can

re or. W rel ess comuni cation means.

f'be real,ized b
“Send bREREr Hﬁ@ﬁ&vpmﬂdﬁcleéﬂe plegtrentstasupmenhaddemsdnformation

on 20 _caorresponding to the confirmation

. i nfornati

Sﬁf}ag%% @Hnﬁg 1 sreopfaddsessrhgnge somarmation enfolmatloiihrecemng
: &%’ei% or.mati on i.s information with which server -

d% t 4 detepmination jprkiomet 405 antbelectoniciramilpmient address:

@{ﬂgres infqrmation.(an | P address at the side of WAN,
THaypn vup 6?%18%?@1}31%%3|Elgctéemcesunonemsaddress
a malicious user, -etc. and a data

- ersanat e '
ulPRAiPS uBRating eton A0HH mlides o &g ios informebion formlng

Iy .pfornmati on are shown bel ow

- '%2‘51% %ggiﬁ ongnatighd orRRSIoRseRdm s aeana d0404% reply

10

02 can be realized by a wire or wreless:

RHRAYC FeSHIRG Mrans D484 3¢ rephainformation dﬁeﬁmunatlon means -7

' ivin sectlon 10201 ‘receives. confirmtion
iﬁ%‘#‘#}%ﬁ% g4 ap§dP484%i ce 104 and sends the -

I'pment. 101.

. confirmgation ..informatioon to.el ectronic u -
~Confi rﬁ%ﬂﬁ%ﬁ H?frﬂ’éﬁl%ﬂn r%%WE@P?%%ﬂQl&’gr@emes@nnﬁrmatmn

]8%201 can,be r allzed by a vvlrgpor wireless 5
| gy fro B‘nl RUOIRREAGeSFIAE §eMige 198 The confirmation

dln/rece .segtion. 10202 receives reply o
:[rﬁ“ De‘g’f F%ﬁ’anlé“tﬁ}i"bm ormet afdiess nn&)rmatlon

- I nf server device 104. Repl :
; {%e%r %‘g‘{l)é%ats it %Pwégﬂwtﬁ ofderpatianpopessingidevice 102 -
15 .

KGRel Rhrriss i fnia srtvs“uét%'s? hongohedres papiiomarbonmed.

 gonfi ortat j A data structure of the -
. % Ieﬁ.é{&’ tﬁe] qq.ﬁ} or)gaiﬂoﬂ are shown below specifically.

20

- Conﬁrmatmn mformatlon rece1v1ng section 10101 can be realized by a wire or

wn‘eless commumcatlon means

Send back information sendmg sectlon 10102 sends reply 1nformat10n '

_ correspondlng to the conﬁrmatmn information to mformatmn processmg dev1ce _

] 102 The reply mformatmn is mformatlon with Whlch server device 104

o conﬁrms whether or not the change in the address information (an IP address

25

at the side of WAN, etc ) of mformatlon processmg device 102 is nnpersonated
bya mahc1ous user, ete. and a data structure of thereof is not partlcularly

hn:nbed Examples of the reply mformatlon are shown below spec:ﬁca]ly

. Send bhack 1nformat10n sendlng sectlon 10102 can be reahzed by a wire or

W1re1ess commumcatlon neans.



: .-partlcul arly I|mted The conflrrratlon |nf_orrrat|on :
“‘usual 1y i ncludes new: address i.nformati.on, which was -

: . thought to be changed, of the information processr'ng_' e
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(Step 81202) Second address change conﬁrmatlon 1nforn1at10n formmg :
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(Step 81203) Second address change conﬁrmatlon 1nformat10n formmg a
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&haﬂge%dﬁmagﬁnl\igﬁmﬂﬂo@per ation of server device 104
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s 1E07] and adiehaiheednfitmbbien i6ReRAtRAS 956 r@&wame the step
“confirmation information. 10 (Step. S1304) o

B Beipstostept$1M10sect i on 1403 conpares the first addr ess
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determrned that time is out the processmg is completed and When it is
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- (Step 31307) Reply information r'eceiving.means 104043 determines
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.'-|nforrrat|on ‘agree wi-th each ot her. Herei nafter, a___'_-'

speci fic operation of the i nf orrratl on pr oceSS| ng

. desc‘??%ﬂbaﬂshﬁ)mg‘éﬁﬁsﬁ‘éged'%ﬁ b | Wh ﬁftg?nﬁfta'gh

ed.. The conceptual di agram 0

. @hRlEeE e Sat3dfRidCOhd Steb %%e@?d‘&e?% fé@@t anlfl Wlﬁen' 1@1e cer%am

" 25 Furthernore, the server. dev

ce stores

. @iRLlisRR ﬁossssmnﬂle%%ée%s 1sfH‘09{ Jgon managenent -

-on. the second address change

i table shown in FIG 6. Furt rrore e el ectronic

- equi pn@@itp I51369)PEp aRRRY n%%tﬁﬁ litoab45 ?vg@rft&etqﬁ‘& QR ARY °_”

processi ng device is a € second exenpl a

BIfbOSAIBN b AN STHARIBAEAEE oBHEENCRLALAL Sfes%g?&%n

Lon I1n

the router (for exanple g8t
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to.th f
B ooeLt i ool SSSRL R RO RRIEL: e

- EtermBed, Basén tHOWHHE ad s%fdmhg@ @%nﬂh‘iiatldxg E%igrmagon. sent ]

electronlc equi pnent  identifier e recor

 froi tHe'kdulbg ﬁia%%hb%ﬂdfes%‘?iﬂf&%tﬁgd} POHESS fe?f(fr e, anIp )

_managenent table-may be up

. V. X
y %cg%rfgfﬁ% g‘%“ilﬁg %Wlfﬁ%@){ﬁlﬁarng%@ fof gsﬂs?%é ater% SPWPLGids

i'ng

o - EoRiifridatRin Aforf R R the outdiat Tg]l%nt t‘hes %10 1P¥ormat10n is |

devi ce assi gns the changed |1 P address o e raou

| dett B 186 elbBoRR cqulipmervia tHeWollB& MhEn fe{p?y flﬁhr(]gatlon is

devi ce assigns the changed. port nunber ~of

o fer@el iaRhe el%ﬁtﬂoﬁil%%ﬁnpm@nt ahﬂ ser}) to tﬂ:ﬁ?en t(ﬂ&ﬁcee vihlfie router.

- 10

.. server device-assigns "

B Al ¢inde athhelreplﬁnf@%@“@ﬂ sis béﬁ?&{ﬁt %ﬂﬁ%ﬂ?ﬁ@

-~ determ ned that the received 10 pac

is to say, herein

server.

the server device determnes t ange

tﬁli@kﬁ thsrafly ihBrmatibelis recdk2dl a6 deci‘@epdewé’d]gpmd‘lﬁes t_he[ m.anaged |

.changed port nunber of the efectronic equip

I'S. not

i mper Joart€dhk @&&eﬂﬁh%%fditétthg %Ezfveertdeb{cfe %E@&ﬁﬂs tﬂ—dﬁhe

e reply information

adielvessinfeinh Lo BRAE rohtdrthan@ty 8hd (BY bER: _
that a certain condlrtl on |g géat I sti edbv\hghsqjd% a?hhe

Aot b§aipm eHtdaRS AR forFation ﬁla&ﬁ ?%atblb S

B sboety deide udadyd fiacled@fortifeq eretOqdrb &Qnatlon
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information agree with data of the body part

- nipaygenneht tabld 4re the @Em\éeés d@d@hlﬁed B cﬁ@stst%&end}m& here

that the value "1"

i embodlment - Herein, the processmg after it is determined that the address .

20 "

- ,_1nformat1on of the router changes and before conﬁrmatmn information is sent,

' reply mformatlon is recelved and it is determlned that the electromc equlpment -

address 1nformat10n management table is updated 18 descrlbed spec1ﬁcally

Flrstly, a first example is described. - Now 1t 1s assumed that packet (1

'.shown in FIG 14 (same as packet (1) shown in FIG. 8) is sent from the

electro_n_lc equ_1pment to the router and that the router forms packet (2) shown

in FIG. 14 (same as packet (2) shown in FIG 8). Then the router sends packet

(@ to the 's;erver device Next the server dev1ce determmes that “third address

95

1nf0rmat10n and “thlrd electromc equlpment 1dent1ﬁer” of the record of “ID 2’

in the electromc equipment address information management table may be

' _updated accordlng to packet (2)




15."ab0\'/'e' rfentloned "Data” is |nforrrat| on ShOWI ng “that o
t he address- changes Further nmore, -as the value of the. ..

."'above rrentloned "Data," the changed 1P . address of. t he |

'~']router_ "219.126. 194. 63, " and ghhe changed port number . =
~of ‘the electronic equipment,”"1," may be a33|gned In

10

'such a case, it is pr'eferable that the electronic:

eqw pnent reads out’ the changed |.P address,

" 219. 1Rext] We 6Sver Beridd fhhs, qt@aa%ﬂple%éc%@ﬁéhowﬁlm FIG. 14. - .

and records themin the el ectronic equi pre

| PabkétG(B)’fiefc@nﬁr}ﬁﬁﬁibﬁiﬁfor&a%ﬁh That Esetcg%grvﬁlmaoaéﬂce

"Data,"™ a - character string such as

|rrrat|on

hadigndrEld AhgBRYPhAdASH FRRE rod¥eXt“a1d *1%651@@/@5 ” fte‘% e
sends- packet (3) shown in FIG 14 to.the routér

FouflRimoes eh¥ 86rveR @ tice GRbignt PhEBh AR ort Burdil o‘f%HQS
packetm(4) to the 25 eFectltggnl c equl prrenct Next,

eleebniRRigaiRALKID MENto OPeI VISt RAGKST, tlfe) 1{ gg,-w?e ass:t%/'ns “17.

~ (confirmation information) -and forns’ pac

: o TItart FWhbn thEEEvar deV¥e assiBns “Phio ?)aetla@ 9.%15@5.“ 5 returned as

equi pnent uses "SA', DA and as the reply or-mat

- #dsethaseiver I@I@ﬁi@@ﬂetéﬂmm@@ ghatitethad E’ed e aﬂﬂpedé of the router
~information uses "Data": of the con

N FATIOIA6aLI4068” abldlighe dhBRcEd ipBHOAWRbELBE ﬂl@%gﬁgmggéﬁuitﬁnent, 17

I rmation

formed. Then, the electronic equi pnent sen

- i) cobtect hefoFautien. ’FH&'M is to®aydt $detetifndd @Rt tRE réceiv (fd
‘equi pnent.- knows that- "Data" contained in the recelve

~ paukiet (24§ h@t‘hmpﬁr@61@6ed<iﬁfdr§1dtﬁﬁcbdt%orre@9hﬂbrﬂhtlhﬂ That is to

reply information. Next, the router receives pac

| 4e3) hededtt, the poplyahfdrMatitdaendmAatkabané 61 tHd KRV devme

i nf or mat | on) to the server device. The server -device

determites thatk esrthl) cdidemby id SHtRARAN I dé‘fﬂjoﬁ'ﬂe Hody part

" whether or not the value of "Data" of packet

15
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(papfdadyet thersent) AT A 1961 infoRHatibe a ere{thQFa\ta of the body part
rewites "third address determ ned that packet (2)

- (paylogh) ofithe egtei(sbeapig IRRINeESNC N NREEhERD) tHat théL value “1” of the | |

Since the value of "Data" of packet (6) (reply

- dbovermerticae) “‘Deata’lis 1nfdrmaﬁzldrf1§]ﬂ:fvﬂﬁ RAL tRngadrebd Elﬁjan%s :

el ectroni c equi pment identifier" the record of
Euﬁherrﬁdi‘e agitieh V8RS ofthoakiar m@ﬁhonétﬁ“m A ﬂ{éqgla%%@c[ i |

"third address i nformation"

- add.ress of the router “219.126.194. 63,” and the changed port number of the
= electromc eqmpment “1,” may be a831gned In such a case, 1t is preferable that
- the electromc eqmpment reads out the changed IP address “219. 126 194.63”

and the changed port number, “1” and records them in the electronic

equlpment Furthermore needless to say, as the above- mentmned ‘Data,” a
character strlng such as oonﬁrmatlon information” may be assigned.

Next, the server device sends packet (3) shown in FIG. 14 to the router.

The router receives packet (3), forms packet (4) and sends packet (4) tothe

electromc equlpment Next, the electronic equlpment receives packet (4)

' (conﬁrmatlon 1nformat10n) and forms packet (5) (reply mformatmn) Herem

) ‘the electromc equlpment uses “SA” “DA” “Sp” and “DP” as the reply




“'of the stored electronic equi prment address information -
“managenent table to 15 of the record of ™I'D-= 2" of.

" the el ectronic equipnent address i nformation

‘managenent .- t abl e becones. 2193126 194. 63" and "t hi rd

e el ect roni ¢ equi.pnent i-dentifier" of the record of "ID. .

10
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‘2" becomes "1" (see FIG 9). Next, a second exanple

":|s described. Now,.simlar to the flrst exanple, it is

asfovunetion Isatnemhqiackéﬁ (13 havh D st oF b€thd fleplpsnfemiation QFds -
the el ectronic 20 equi pnent to the router and that

tPets of vis coleltintetidriengbmaskipac KEhug, %bpsﬂmman&ﬂ acket (5)) is
14. Then, the server device. det er m nes 't hat .

- ftehieds S ’Iihehot}iméle@ﬂronﬁméulﬁ:heﬁﬂs&id@ arcR@t (5) €6l t'hé)ﬁfﬁitbr That
~identifier" of the'record of "ID =2"-in the

& ecsayoibiecleqtoineqipaactaafovs (ot "Bt S comAiag8 TR Ahe received.
tabl e may be updated accordi ng to packet (2). fromthe .

- canfivenation mfpreaebe iiahot FDEta”\Wehe raﬂwnfoa&fartmt ion.
is received Next, the server device sends, for

~ exanpl Hexthahk @(butﬁaB recestuavwackst &) Gordrk. pa-EE@f](G) biag sends packet o

server devi.ce checks whether. or not - reply informtion -

18 (repteinforinadonnfoothiaickat dovidel, Y Thaf kv devide receives packet
- satisfies a certain condition. Then, as fromthe

- (@) teply informptiedkeded chevkd vilidther bﬁﬁoﬁﬂfeﬁﬁﬂu&i e¥¥0&ta” f('jpacket
determ nes that - packet (2) is a right packet (secon

tlds 65’5 Bhaveghecahid oftDdtanof pddketes)i (@é})ly infORRRALIoRY is “1,” 1t is
nent.i oned above, the server device rewites "third. :

deldrmased thad rpamkctﬁﬂ') i0d righe paekatr(feddind 'dddress2Chanet he
el ectroni c equi prent address 5 information managenent

 tatfirmation’ Jﬁf&niaﬂﬁoﬂ)&)én@ BHe andet Hbvies r@skrﬁ@ésf ‘Bhird address

equi pnent identifier” of the record of "ID = 2" to _
infformaNgort”, arad fthindceleotaogik eqirpri@siadentier Ndwhe $bddr 3f “ID = 27

‘to the first exanple, it is assuned that packet (1)

- elhiharstored el éatrdc eqeipaesnit alidoesstinéred #tdd Minagement table to
~equi pnent to the router and that the server device

TR eamb‘tSRi axflpaick¢2(2).s hAwmenitioned above “th1rd address mformatlon

of the record of “ID 2” of the electromc eqmpment address mformatlon

management tabIe becomes “219 126.194.63” and “th1rd electromc eqmpment

' 1dent1ﬁe " of the record of “ID = - 97 becomes “1” (see FIG. 9)

- Next, a second example is descrlbed Now sn:mlar to the ﬁrst example,_ _

| it is assumed that packet (1) shown in FIG. 14 was sent from the electromc
_equipment to the router and that the server  device recelved packet (2) shown in

. FIG 14 Then, the server dev1ce deterrmnes that “thlrd address 1nf0rmat10

and tthd electromc equipment 1dent1f1er of the record of “ID 2” in the

. electromc eqmpment add:ress mformatmn management table may be updated

o accordmg to packet 2.

25

Next, the server devme sends, for example packet (3). shown i in FIG 14.

- Then, the server device checks Whether or not reply mformatlon is recewed

from the router in a predetermmed t1me When reply information 1s_rece1v_ed_




10 FI G14 T’he'n,- t he serﬂve-r' ‘dev'i ce det erm nes. that .

"third address information" and "thi rd el'ectronic:

.“'equnfent identifier" of the record of "ID 2" in the -

©.that address information wit

10

15 el ectronic equi prent addregs i nfornatl on - managenent
tabl e-may be updated accordi ng to: packet (2). .the

el ectroni c equi prent. encrypts- data of . packet (4) by.

al gorithm such as SSL.. The server dévice sends, for -

o -ﬁdﬁ%b%uﬂ%qhed phedbtetRANEd ki \tfze sé?ve(rge% deltgrmm'ef gxat

el ectronic equipnment receives pack

.' Petket (s aQ?l&tcﬁachb?(sh d Q848ks cﬁ%’?ﬁ&fnﬁh}]ﬁ%\ﬂ ifn?ormatlon)

receives and decrypts the encrypte

"Ph&S e QRb AL DL HRERGTe L E@m@éqf% ﬁtadtmﬁgde@égson A

"to the ‘server inforhation.

3 ﬂfdr%{dﬁdr?’%fttﬂélhedgﬁd oPATKE D" (R khd Eleﬂtfo%gﬁ%tég %‘)fh W{%ress -

e_server evice

(second address ange confirmatiron i

| iR nfiRsdy Blagd cBRRLE 0189 t@ﬁ%’ﬁlzé 064 B8 %ﬁ?{l “GRY4 gf;eptgomfc

rewrites "third address |

“ edu%meﬁt idehtife” ﬁﬁtﬂé&mdfﬁf@ﬂgl:p f«jaddr ess

--|n ornatlon nanagenent ta

mati.on he re

e to "219.7126. 194. 63 and :
]E hi r N@ﬁt‘?ﬁ ‘thﬁ'ﬂ' e%aﬁﬂﬂé RIERribdgnt Nfo’we Eimi®r toht?lgr{ﬁ%p %x‘hmple

nent 1 oned abbve, accor

it tseas%eemﬁee?e %Eké’tr ) atﬂwﬂ mﬁqc 1&’%’&}5&11; Il %ﬁ@&ﬁb&&&c

which the server dévi

eh{PIHBBS: 4:01 $HR thBleHRY e%e%?éi@%d’ bQ&ieq %ﬁ) s‘h%wn in |

or-‘an electronic equipnent -identifier o

- EIRAYr oMihenSthd RIFPEE dSAKN @SS rminS: 8% “Blird gddfe%s I;]nformatlon

- confirns vvhether or. not the determnation Is

- dlTehiarelQtrait etlﬁienee&lieénﬂlﬁef"owﬁé 30084 8?'“1?)/ e” in the

mal i ci ous user, etc.). Thereby, the ress

- dlek ekl Enieilt'?ﬂdré’dshﬁﬁimifatﬁﬁ?ﬁ%ﬁ‘a sBMefit HiA 6y be updated

etc., so that the reliability is InCrease

E .'_aEwﬁhegfmp@akebm)encryptl ng reply information by

| 20

- 25

al gorithm such as SSL (Secure socket l.ayer), the
reI | alfttel dei‘vérsddvlréet $80s) fof %ﬁ%i%l’e packet (3) shown in FIG. 14.

Then the electromc equlpment receives packet (4) shown in FIG. 14 Then,

| _ the electromc eqmpment encrypts data of packet 4 by algonthm such as SSL. -

'I‘hen the electronic equlpment sends the encrypted 1nformat10n to the server

' devme via the router The server deV1ce receives and decrypts the encrypted _

_ mformatlon Then the server device determmes that the packet (2) is a rlght

packet (second address change conﬁrmatlon 1nf0rmat10n) when the decrypted

mformatzon (reply 1nf0rmat10n) Satlsﬁes a certain condltlon Then as

mentloned above the server devme rewntes “third address mformatlo of the
| | record of “ID=2"1in the electromc equlpment address mformatlon management
N table to “219 126 194. 63” and “thlrd electromc eqmpment 1dent1ﬁer” of the

: record of “ID =27 'to “1 ”

As ment1oned above accordrng to the second exemplary embodnnent

o when 1t 1s determmed that address 1nformat1on w1th Whlch the server dev1ce




. is not partlcularlyllmted
- exanpl es. ‘For exanple, in the first exanple, it is
-assunmed that the server .device and the el ectronic

. SRRl e IRFRREAN AL Do AL %Fie"t’%t‘i" )

" “Note here that in the second exenblary“enbodinent;,the
server device 'confi.rnmed whet her or not."the received:
second addr ess  change confirmation 10 i nf or mati.on was

ri ght: by various algorithm h ver, the conflrmatlon
J Y v :?%Et he ‘above mentl oned =

tron ecane

Data of ~confirmation-infor

‘dcftid heind i RITRR rQT the Qle%ti%ﬂlcaeq?ﬁ‘%%egt QI?%I\% SIS éérﬁgyi %ewce

equi pment forms reply informati A

do@rﬁrﬁls Whéthes 88 hbf Hﬁet dQBrmidY ﬂfd@tﬂémc e Ve'tﬂgr orplg%tathe packet is

-i's-received. The server: eV|ce i'Ng Su

o mx&mm&t@%ﬁ Rlic& E%Fsgi' RES). I?I"‘HerIehﬁf tﬁﬁ%ﬁdge |JT%@)%ECLSatmn i

.change confirmation in

or I’THtI on was

HEAWHjhSt IR RS 8t hyh @fd&hr %‘ﬂ(}; §§ ﬁlatetﬁe ?Eﬁ%ﬂ)lﬁ@}? & in?PONE.

Furthernore, as the val ué o

 Ponhbhibid, B LBLANTRY l‘g&’ﬁgﬁ%ﬁ BRAsgdi addseset!

‘t he router

- (BUéﬁlfefso@Eett 189e:)] eetfesabﬁlt?qaﬁﬁleﬁér

g ._.10.

re assigned.
Wien . the information - in "Data' |nS|de]aFge packet

| r epl i otk Ha: the i@lte tsé&fﬂ&ez&%’]%lﬁf%@ b@ﬂ ?LﬁerﬁAth%Q&ver dev1ce

"SP" inside the packet agree w

cBRfivabd HENtREr SRASY tHeseivbRbedod a?ﬁ&@é'%h%%%g %ﬁiﬁgrmatlon_

change-confirmtion information was ri

- infodfidtion whe righd be $aribk AgRIhAN hoWeSer, 2fie gg;ﬁ%ﬂgﬂ?ﬁgn is not

above. That is to say, the server evice

peetitila@yt liameldth ShaRbdwPmieatibAsd sk @Ie%“ sossyassma the

via the information processing devi recei ves're

- first e:taraplegit i€ ABEARAP E‘lgatnﬂlets@r&diede%éce and the electromc equipment |

knew the number obtained by addlng “1” to “Data’ of conﬁrmatlon 1nformat10n

. _ became “Data” of reply mformatron In such a case, the electromc equlpment
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25

forms reply mformatlon by rewrltmg “Data” to “2r When conﬁ_rmatlon =

1nformat1on havmg “Data” of “1” is received. The server device recelvmg such

reply information determ_mes that the second address change conﬁrmatmn

| 1nformat1on was right and may rewrite address mformatmn ete. as mentloned
" above. Furthermore as the Value of “Data” of the confirmation mformatlon
the changed IP address of the router “2-19 126. 194 63,” and the changed port o

_' number of the electronic eqmpment “1” are ass1gned When the 1nformat1on

in “Data’ ’inside the packet replied from the electromc equlpment and “SA” and

| “SP” mSIde the packet agree w1th each other, the server devrce determines that
* the second address change conﬁrmatmn 1nformat10n was rlght and may rewnte _.

- the address 1nformat10n etc. as mentloned above That 1s to say, the server

dev1ce sends the conﬁrmatlon 1nformat10n to the electromc eqmpment v1a the

. 1nformat10n processmg dev1ce recelves reply 1nformat10n correspondlng to the




- sendi ng of-‘the confirnmati on information and fray

. deternine the rightness of the received second - e
. address change confirnation information based on the L

reply information. The term "fhased on the reply o
i nf ormation" also |ncludes the determnatlonthat the

reply information is rlght ‘Wit hout: checking the.

'. ~content .of the reply infornation when the reply . DR
. demblongefthe robfirmetien vefdrastivanindnas detdioNi@e the r1ghtness of the
Furthernore, ‘a programin which the operation of the _

- reeebd addond &m&iemge RohAemsEen nﬁifoﬁmﬁmhdfa}éed on the reply
. enbodi nent was realized by software is as foll

- ihfernpitagr. 2 teomsSbasedoR the keply igfesution? aﬁsbfiﬁlelfdes the .

obtaining first 10 address information stored .

- dutvaniietion t3iae phofepdP hiforination ik right wallRhls rcﬁ@d:]ﬁng the content
“equi prent. i'dentifier stored in.advance; -a first

© cfdte esply dhivegaitioanthemdid aply inbenagibh Q@rédéi\i@d% xﬁbﬁﬁoned
~of formng first address change confirmation - - _

dbeiver mati on containing the first address. |nforrmt|on -

"and the first electronic equipnent identifier; a first,

- addr eRurchamgeeco phogrant 10w hid otk Mo aﬂﬂienaectaeémc
.-step.of sending the first address change confirmation

| duifiomhoBt irdthet ctiitbexdihplaifentibddhesewa s RealiRMi IesofBvare is as

confirmation information recei Vi ng step- of recel ving

- - follews.orThe prigrain dlifvey Aedimpotdr oxbiigeid§tep BEbbRAning first

10

processing -device; and a reply information sending

asidapssmfc&mmcngstbmﬂ n adviaarcapd stp ofobtAshRNg fiRgt él@ct&d&ﬁc
confirmati on informati.on to the i.nformati on processing

. exfiipmentidentified boREl FXEMAMIRY 2 EVBORIMER thinds cobirbfition
~~bl ock di agram showi'-ng- an i nformation processing system

-mﬁn'maﬂldnqormmg'laep lof fotneixgrirtnydesh okt n@néonfitheition

i nformati on processing systemincludes €electronic

 infprhmtiont cohbdiningkhel fitse addtestInfnthasionvard devies cBeironic |
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'~ 154. El ectroni c equi prent 151 i ncl udes el ectronic
_ eqmpmmﬂdentiﬁar,laf fiest addiessag@ngeethfindGde infomdazsn sending

“information hol ding section 15102 and send

sitey of semddimntinefet nddeastchangd 6d:MEm fevry atfforexiice t4BHe
‘includes el ectronic 35 equi pnent related information -

- informmgiengactéssingldntide; acbaditmanion iefpinatRtreceiving step of

.réceivi.ng' the coﬁﬁimation information from the information proéessing deﬁce; o
~anda reply mformatlon sendmg step of sendmg reply mformatlon o

| -correspondmg to the conﬁrmatlon mformatmn to the 1nforn1at10n processmg. |

dev1ce

(THIRD EXEMPLARY EMBODIMENT)

- FIG. 15 isa block dlagram showmg an 1nf0rmat10n processmg system

accordmg to the third exemplary embodlment The mformatlon processmg
- system mcludes electromc equlpment 151 the Internet 13 and server dev1ce
, 154. Electromc equipment 151 m_cludes electromc_ equipment 1dent1ﬁer SRS
 storage s_ection 15101, index inforniation _holding section 15102 and sénd

- information sending se,cti(_)ﬁ 15103.  Server device 154 include.s ele_ctron.ic' |




;|dent|f|er |ndex correspondence nanagenent section:

_g15402 send -inf or mati-on rece|V|ng section 15403 and:
- “information access section 15404. .Electronic S
- equipnent-identifier storage §§ct|on 15101 stores an -
el ectronic equi-pment identifier that is: i nf or mati on

- for ‘identifyi ng el ect ronic. equi pmént .. .Exanmpl es -of the
el ectronl c equi prent identifiers include a MAC address

- equipmenPreldtireironhatite seiregd sevtion Wlpﬁkﬁtronﬂ:l&luﬁﬁtﬁent | |

I'i ke. However, ~an el ectronic equipnment identifier may

 hlendifigr lnﬁe&rmespmmlde(m@n@g:‘eménﬂ SctibRf1GH0D! deoid mformatlon .

10

‘uni-gue t-o el ectronic equiprent. This el ectronic .. .

- egpeiviesdctib@ 15408 tanid fornsatiotf acoasd baionEB404s not
~desired to be known to third parties. For exanple,

when - aEleGonitdrgedment Rlenkieadttrags sb&idNDBIDT &ores an
mali-cious third. parties, electronic equi prent naybe

- alectessiedqfipratyt idbotifieh el it haformativhdor MentiFyiskeI@kronic

the el-ectronic equi pment identifier is not -

gpripinent.ar Eyahphdstof dhe blect®niqugfipmest eddrtifiers include a MAC |
~electroni c equi pnent identifier storage section 15101 . -

addresndr e dlP hddbyssaf thaekcathicequepeedt,thde@d 18,  However, '

- However, it may be realized by a volatile recording
| ame dleutmnjcre@elmmeﬁt)rdmltlﬁem i} bé agy $eforinasioh®kA3ns ab fss -

i ndex- information. Index-information:is information
md@andiyorsenigee tdeldctoniddqiipmentenThisydlagtromsic @qtipaking -

.equipnment. A data structure of the index information '
identifier Ranfrarmstion @rdtyis hbtrilésirbd doterksery eo thied paetidd4 For
~has a table in which electronic equipnent identifier

- ¢xanspley when i AiChaddreiss bo amdPisddréss is ﬂ;momwmbﬁcmus third

~address information of the table. It is preferable

pmxeSJ aleidxonineqnipméntnmbpbdiancpssed ficely. MNot8hersthat a data
realized by a nonvol atile recordi ng nedium ‘However, -

structaye bitherededtiad equipmeattiidentifenisdion @anrticularly 13ited, Ttis
- Send i nformation sending section 15103 -obtains index - :

. _ pmefonbktthabelectnonid evpdpmient idemificnstdraldi isoeticets100ns realized.

15

15102 and sends the send information containing the
lisnal exnvolftlemconting mddiems e Hervedeyit eeaylbd reahizdd by a volatﬂe '

~structure of 36 the:send infornmation i s not

Lo ‘yeaondingirediym| i mi t ed. Send i nformation sendl ng .

'section 15103 can be realized by awire or w rel ess
comudindex informetions holding section 15102 holds index information.

Index information is information used by server device 154 for identifying

electronic equiprnent A'data strucfure of the index infdrmation isnot -

partlcularly limited. When server deV1ce 154 has a table in Whlch electromc

- equipment 1dent1_ﬁer is stored, the 1ndex mformatlon is, for example address |
: '_ information of the table. Ttis preferable that mdex information holdmg section -

- 15102 1is realized by a nonvolatﬂe recordlng medlum However it may be _'

'_ reahzed a volatile recordmg medium,

e

| Send information sending section 15103 obtains iudex inforniation from
1ndex 1nformat10n holdlng sectlon 15102 and sends the send 1nformat10n .

contannng the index 1nformat10n to the server dewce 154 A data structure of




- Electronic equi pnent reI at ed i nformatl on st orage

section 15401 stores el ectronl c.equi pment related

"~ information that i's information related to electronic. .-

d-equlpnent ~The ‘el ectronic equ?gnent rel ated
.|nfornat|on is.one or norep

ces of information

‘related to electronic equi pnent. Exanpl es of the

el ectronic equipnent related information include . = -

i @d@iﬁnﬁﬁ'ﬁl&(ﬁ&f@ﬁfdt;pﬂﬁlé‘lﬂ hlﬂﬂ:edp addi mrmatleﬂ %ndmg "

‘number ;- and the:.like

ccessl ng one or

SdcEh! 7108 cafbéi BRI bFLSELE gpgﬁg&cagﬁfg&ﬁcﬁk%ﬂ%ﬂn& -

i nformati on storage section 1 e rea Irze

by ‘a nER¢abatd dcﬁuﬁﬁ%ﬁf gélﬁ%d%fﬂt?dn Q@i‘&%é;%%dmﬁn 15401 storee

"recordlng medium E ECtrOHIC equil.

: éi@@leasnﬁ%eﬁﬁﬁeﬂ@famd. RAGEA {that §ﬁif&fh&€ié‘8%e1%£é’c{ g

an-el-ectronic GQUIannf 1er or accessi

. SleBiEbhiR Ry kipREY. pmtele k@ﬁﬂé‘ggﬂﬁn‘fél Jel é}%g%f‘olilmatmn is one or

“correspondlng to the in ex I n

- 1oRs fﬂe‘é@é’éﬂhﬁﬁn{&mﬂ ICI AN T Risctiiic Ergﬁpﬁde?ﬁt raah ﬁ:{a)les of the

equi-pnent identifier can be obtaine romthe

' el@é@bﬂ%tetlﬁibmd—ﬁtafeldt%dEﬂféﬂéﬁohqgﬂgrd@?{fo Enaehorne@gdo‘dd including

“-cont.ai ni ng i ndex 1 nformation an

£6TP ad8Rdss] 480# fiBber, AhditRE Eke) T g A &5}1@9@% ml?)‘la‘e electromc

~l'inked to an el ectronic equi pnent Ter

- @apkieani CEleeeehﬁ@l%spméﬁf'I«él&teﬂfmﬁ%foéfét%gﬁge éé&u%ﬁ 15401

15

address shown by index information

- ®ALbPRRNzed Bg Rt hddvelatils Qeebreg{dg%yeﬂﬁﬁ op %e\fdg@%%%ng

section 154
- mediei ng nediumor a volatile recording- medium Send '

2. can be realiz a nonvo

‘information receiving section 15403 receives send

. infor 'Elbbt@ﬂmc‘é@ﬂirﬁhéhﬁﬂehﬂﬁ@i‘1ﬂdé§z‘?:ro%rs?9ﬂddl{c%rﬂlanagement i

el ectroni c equi pnent 151. Send 25 i1 nfofnmation

de€tieh 15002 sRebd oR el]e'éﬂt‘dﬁl&&ﬂuﬁﬁlehg ?ddrﬁ:ﬁ%r%r ch@'séﬁg%ﬁectromc |

} Wi rel ess ~comruni cati on neans. I nformation acces

dReh et 144 iaraiAforARitel @eidspOhEnsH 'tﬂg‘?ﬁ]dex%iforgnatmn

“identifier based on the index 1hforngtion contain

“SontbspohGnERLT RRAL nRAhs tAGE ﬂf?esﬁ@cﬁbﬁi‘éteﬁ Iﬁeﬁ'ﬂideﬂﬁﬁ@ cf can be

-related information based on the electronic  equip

B dbilginbd ffh@h the- ﬁmqﬁfdeﬁ;aﬁcﬂ erMNhak9s ﬁﬁ%ﬁ A mAP et R&rd

~+deleting, and

" ‘containing index information and an electronlc eqmpment 1dent1ﬁer or index

. mformauon may be linked to an electromc equipment 1dent1ﬁe1' or an electronic

- equlpment 1dent1ﬁer may be stored in an address shown by 1ndex mformatlon

- 20

“Flectronic equlpment 1dent1ﬁer mdex correspondence management sectmn |

. : 15402 can be reahzed by a nonvolatlle recording medlum ora volatlle recordmg

25

. medlum

: Send information recelvmg section 15403 recelves send 1nf0rmat10n _

_ contammg index mformatlon from electronic equ;lpment 151 Send
~ information recewmg section 15403 can be reahzed by a wire or wn'eless . .

‘commumcatlon means

: Infermatlon access section 15404 obtains an electronie eqnipment



~the. li'ke. lnfornatl on. access -section 15404 can be

usuallyreallzed by ‘MPU, "a 5 nenory, andthellke A

'-DTOCGSSIng procedure of |nfornat|on access sectlon

15404 i's usually realized by seftware. The software is - .

. usuat |y recorded in a recording nmedium such as-a. hard.

"di sk. However, it may be realized by .-hardware (Ieased' s

line). Herei nafter an ‘oper at i on- of t he i nf or mation

o ideifssibaged yh ftEénrntfex ih@hreeon &ﬁﬂauﬁﬂrlﬁtsteﬁd lﬁ‘fogmgtmn and

10

15

-operation of ‘el ectronic equi pnent 151°is descri

Eb@stdsadlb@raabiegiRhertblabl %fﬁ?nﬂa'ﬂidﬁ’bdsﬁd gﬁ't’ﬁé Rt RN

sonme trlgger so as to formsend. | nfornat

o qiptictitBer i, NdRtedb B! FEbHOR RASISRRISp A dolet Jand
server - device 154. The thm ng at whlcchgdl?p 1% eemg anc

- glguilipsre Minfh@da t&n ascetsssec%mdwszc%@et ﬁélﬂalfy%ﬁﬁ%é’c?ﬁry MPU, a.

devi ce 154 is nhot particularly limted. 15" Next

- aRei@Y] £ fHe Bles.ves P?&\ésﬁﬁg }Pobecanire 88 fbﬂﬁ%téd\ﬁ %@:ess sectlon

reference to the flowchart shown in FIG

© - 334604l ddually regliadd by estwhiel NaheQofRPiress ﬂgu%]ly recarded ina

~“information receiving section 15403 receive

- terbediiBthetiufil QNGHPALE hh A LSO EIWER, it Slay MIRRLL 88y

send information is received, the step goes to ste

Edfibfaredhasedinel.he 20 send information is not
received, the step returns to step S1601. (Step

' 51602) Herinafied, aan ﬁaﬁ&ﬁ&ﬁoﬁ%@ﬁhﬁﬂnﬂé s@éehggﬁs s‘ﬂgﬁ)is E

i'nformation framthe send information recelv I‘nstep

- &dkeibed NoFizstigrm dptahtioh bEcReREnidYREFRELONS | céé%gflﬁgd.

with the index information. In such-a case,.t

~ Eiytoaic apip@eas 381 ybtadhs {1RleAn BN or! » erﬁ@th@éer s0 2 to

access section 15404 obtains an el ectronic equrpnent

forimndeinkli iaforfia0iorede4indng: theiideR R niatRAtdld &hds erver

correspondence managenent section 15402 based on the -

" o deviex154f Fhetiigng abﬁv@lélﬁélecﬂi*oﬁ{c%@ugﬁmeﬁt $4P02nds(thb8Bnd -

-~ 51604) - I nformation access section 1
. infeoiation @ seeoer geEes 15£lsai R ariit B ligkeal

04 accesses

el ectroni c equi pment related infornation
' Next an operation of server device 154 is descrlbed W1th reference to :

" the ﬂowchart shown in FIG. 16

(Step S1601) It is deternnned whether or not send mformatron rece1v1ng'_

| sectlon 15403 recelved send mformatlon from electromc equlpment 151. When
- -thesend 1nformat10n is recelved the step goes to step S1602, and when the '

' send 1nformat10n is not recelved the step returns to step 81601

~(Step 81602) Inforrnatlon access section 15404 obtams mdex o

1nformat10n from the send 1nformat1on recelved in step 81601 Note here that

- the send 1n_format10n may agree W1th the 1ndex 1nformat10n In such a case,

this step may not be necessary :
(Step 81603) Informatmn access sect1on 15404 obtams an electromc &

eqmpment 1dentlﬁer from electronlc equlpment 1dent1ﬁer mdex correspondence

: management SBCthIl 15402 based on the mdex 1nformat10n obtamed in step 3




_storage section 15401 based on the electronic’

equi pnment i dentifier obtained in . step. 51603. .
Her ei nafter, a specific. operation of- ‘the informtion

proceSS| ng syst emin- the thigg exenpl ary enbodi ment
is described. ‘FIG 17 is a conceptual diagram of the
"~ information- processing system El ect roni c equi pment .

and a server . device are connected to. each ot her "via -

~¥HDA.nt ernet. .Then, information stored: in the
el‘ectronic equipnent and the server device and

sent / rSeep 8@604)&hﬁyrmd1maas9s seesioni 1@04%&4%&@&1%&&61@1@
to FIG 18.  In FIG 18, an el ectronic equipnent

- éqlepmieht eelates] mlfontm:tlomomtrﬁmbleqml;ﬁné’r& hateddaforfikion |
~equi prent, and index information is stored in RAM of '

stheagel section 540 Bhasadnomthe Elettrbsicrqitpméisideativies obtained in

-~ devi ce hol ds ‘el -ectroni c equipnment eqU|pnent identifier

. @rp S1603Furt hernore, thé server-device holds the index
~information shows an address at which the value of the

el ect ridereinaftara spedific epeapionif the émbihheibn iprdessing system in

correspondence mmanagenent section, the identifier

.. tihedéikr doexengd anetabodinrandg desdribede c HIGN 19 ﬁ@%ohéepthﬁ diagram

18. In this electronic equipnment related infornmation

- oftthe agformativh gmocissing systedoh G. ElBtronpi @pgpmeht and a server

el-ectronic equi pment related information. The val ue of

. deiveetameroonatied 6 emdlr athier vegthgheatnate! Fhes, information stored

10

“i'nformation storage section holds one or nore -
. indbe ehasttonicientipfieat anfddhe sameaaﬂévﬁzsmﬂtsenbﬂrééeﬁréh‘%mformatmn

el ectroni.c equi pnent. section exists. “Furthernore, the

_as‘leeiestlobﬂd:mthmefsrencte e Ed.e1B.i nf or mati on rel at ed

- information in the el ectronic equi prent rel ated

15
20

. The electronic eqmpment related mformatlon storage sectlon holds one Or more -

95

i nf or rIatF I6h 181 an a@tnonn:l erfepmehntd identidiarlie storb®in ROM of the

“"Port," "lasttime" and "index information." "IP"

electronia Aqhipwody msdsmdet:hnﬁtmmudrm svt@reden RieM @i&he electromc .

. accesses the electronic
) eqmpment Furthermore the server dev1ce holds electronic equipment -

1dent1ﬁer 1ndex correspondence management sect1on shown in FIG.18. In this

i electromc eqmpment 1dent1ﬁer 1ndex correspondence management section, the
' 1ndex 1nformat1on shows an address at which the val_ue_ of the electromc o
o equipment identiﬁer exists. Furthermore the server device holds the .

B electromc eqmpment related mformatlon storage section shown in FIG. 18,

‘pieces of electromc eqmpment related mformatlon The Value of electromc _
| _ eqmpment 1dent1ﬁer shows an address at which the electromc eqmpment

- related mformatmn in the electromc eqmpment related 1nformat10n storage :

sectlon exrsts Furthermore the electromc equrpment related mformatron

_ 1ncludes for example “IP,” “Port,” “lasttime” and 1ndex 1nformat1on “IP”

'means an IP address w1th whlch the server dewce accesses the electromc

e_qmpment. 1P address is, for example_, an IP address at the side of WAN ofa .




“equi pment 1P address is, for exanpl e, ‘an |P address

| “at the side of WAN of ‘a 39 router (not - shovvn) betvveen

o equi-pnent i-dentifier. As nentioned above

10

15

t he el ectronl c equi pment and the server device. "Port"

IS a port. number. with whi ch t ‘el ectroni ¢ equi. pmant

i's connected to the router. asttinme"™ means the last.
tinme when the el ectronic equi pment rel ated information .~
is rewitten. In the state nentioned above, the

edeet (@ishona)borwstin fH dIBctPASK 85 uiphS St b iRy i@hépﬂb)mce .

containing index information and sends - it-to t

- $Roitels a Pt nt@abdYexith Wiieh $RE ¥RitBaY éggmgﬁié%t Y@gorﬁﬁﬂtgd to the.

information. -Then, the server device ins in

P oWiRE THTOftirh& OMehRS tEE Dkt itiHhOWHahI 1R oArRht ?%&@nféﬁt related

el ectronic equipnent identifier.having the va
triferh agexid wkaitiehi on as ‘an 10 address fromthe

- electroni ¢ equi prent identifier index correspondence

managertethe sigfelmeftiohB&Bbovd)ehe @lehﬁhnﬂ?é’l%lﬁﬁg%ﬁmﬁ(ﬁ%ﬁsﬁ) acket

“‘the electronic equipnent related i.nfor

Geindti BfodinaBibn PEHTLASE NS indBeinfainiai & ahﬁ%en&%]ﬁ:%rtﬂg sGver

e server

device.e Nait, tHRceessr ddHcetaeliveaRbed B HRAERh. rqlh@hethe server B
i nformati on by using the index 15 information. _

devité etathsaibave infos@atidh Mo Qht Bénd hﬁbﬁmgﬁ%mzﬂrabtms an
enbodi ment, ~ w thout using an el ectronic equipnment .

elderrbmic qu{uprﬁ)ehttiaeﬁﬁﬁefl Havingthe vabld @l”bhe' 1hdek :"t:nformanon as an
possi ble to access uni que information of : _

afldebs HohCtlRpleqRRLt eqainosst Ilarnt]ﬁaenﬁﬁavcetrétﬁya&@nce
Therefore, an electronic equipnent identifier is not -

Biankhgematt sdeeioni NTheAPHicRrisr §&ide 4dcB8RdshBe lREIHANI C

']_equipnent to the server device, so. that the security .

@pnpmenaseiate@dnftﬁln@@tﬁdmﬂﬂlﬁclﬁébﬁbt%rﬂ%rﬂn ha@Rkt b @le value of the |
usual ly - informati on for accessing the electronic

.: ~ qetirpmie euipihait idestifient Qdmieh6itnéd ab&¥ltBE setdf device can

el ectronic equi pnent may be attacked- variously from.
adeesgthoalddtfshic byiiiphesiemted GeRdhfion Y ddifg bR iflex

- exenpl ary - enbodi ment, the 25 significance of accessing

intfiernedtéoat. r oni'c equi pmant rel ated information in the

server devi ce was'.not descrlbed in detail. However,

for exanmpeationed abeve, peeiaasd fthe rthhtaaeﬁelnﬁﬂwéﬁﬁeaﬁem

. enbodi nent or ~second exenpl ary

- 20

: Wlthout using an electromc equlpment 1dent1ﬁer by usmg index 1nformat10n it
s possﬂole to access unique 1nf0rmat10n of the electromc eqmpment managed by

F _the server deV1ce Therefore, an electromc eqmpment 1dent1ﬁer is not stolen .

when mformatmn 1s'sent from the electromc equrpment to the server dewce s0

that the securlty can be assured. = Electronic eqmpment 1dent1ﬁer is usually

DR 1nformat10n for accessmg the electroruc eqmpment When such 1nformat1on is

25

stolen the electromc eqmpment may be attacked vanously from tthd part1es
Furthermore accordmg to the third exemplary embodlment the

s1gmﬁcance of accessing the electromc equlpment related mformatmn in the

server device was not descr1bed in detall However for example, in the

proeessmg in the first exemplary em_bodlment or second exemplary




s 40 embodi ment, the -access nethod of the server 'de\_/'i-c-e__

10

15

‘el ectroni c equi pnent : _ i _
- bibeARNAR a¥ fhllowd s intdindtR e Soefling:
.. device sends?_i nf or mglti ond}t 0 ﬁ@@é%@?%%&gﬁ %ﬂg{mg

information, a. first address change co

- eRERIIRGRIpheh Mt GRS "aiftﬁﬁié Eggre‘égﬁﬁfogl%l%gigﬁis'ﬁ&tage section _

~ obtaini ng. i ndex information fromithe in !
: é'tﬁh'?idéﬁt SRGIIMR Bdge fs@étiﬂﬂ"&oﬁn%‘_ d ffst {8 foitc é:(lgl.g Qfent
.con [ I'r st
-.and the index information, and a f _ chia _
- eakinfRiia®ion tBfths ﬂﬁctx%ﬂic%ﬁﬂbﬂﬁn@,oaﬁﬁﬂekqmofr&raﬁon holding
“-sending the first address’ -

 deotiof 11diaR ihded Mforrdtie, BMIsPRdRFQE SRS hBY colinG S N8

using the index information in this exenplary = -
-enbodi-ment may be used. -The information processing =
“system used for the first -e_xegQI ary - enbodi mentis as
~follows: an information process
- el'ectroni ¢ equi pnent; an i'nformation processing

i'ng systemincluding:

devi ce; and a.server device, ‘the electronic equipnent

. bAbbaRA, Thé hEdks ARURASS! (R RETR ARRSEARE98, S5 QR mation
N address ™

-.storing first address i1nformation show ng

i tHis WGPl SR Rknt FBY RSuskNdS I nformation to the
i nformation processing.device, a first electronic _
S - N oot Car ]
equi prreRé 11'11@%%1%%11%&‘0&3%%&1'%%2%\??1? fug?&‘tf at?l'éiﬂ;cgt @xérﬁfyl%ﬁy :

ronm ¢ equrpment, -
@I@cﬂrﬁﬂi@@q‘lﬁﬁﬂbHﬁta'nQLﬁchE&é%idﬁgpro%Q&hg Heﬁ?é;ddr[@ %e%@%% device, the

I rmatl

- address information from ‘first a fts
BT 0SS REh v ALAS S i phe sorver

:@éxﬁé‘é SeHAsGnRAM RN the %&Ha@fon%ﬂﬁél‘gﬁlogs&&ﬁéeo n ﬁr?t. électron_ic '
ex i nformation _
i rmation - nformtion- contarning the ress

ideheifigRthais ihfofmbtion twith A& Phe u?%ﬂgf@ﬁgg grécggélﬁhfdeﬁce -

ress cnange

change confirmatton
secon

i'nformation processing device including

© iadsihegion forffiAREeRbSHoP bB@En TP i -
: -la'ddress i%?or%t-i on nS%ho?\n'&%g an asggggg%rsvl\nﬂ?’ﬁﬁ\%ﬁlagﬁi?ﬁéhe

et uddrale VhfRmeeRAS oA BRI BbtAntiiEa firl élé&?r%ﬁiﬁ Rquipment

processi ng devi ce, ‘a second el'ectronit equl pnen

ideafified frem SHeofiRg ledRrofRHEGg@PMShe ideidify gg section,
el ectronic equipment iidentifier that 1s.info

- obitaimingvride ihBmi Ao Bk B8 iRASE ﬁﬁ&ﬂ&igﬁﬁbﬁﬁ?g Ss%t‘%ﬁm and-

mat .1 on

information to the electronic equipnent, a

- farldimss fiestandifre6OeHarigaRbh AR AbAARE MARionSoRtMh it the first

20

section 41 , _ . _ |
address information, the first electronic equipment identifier and the index

: _'i_ni_'ormation, and a first address change conﬁrmétioh_information sending |

section for s_ending the first address change confirmation ihfofination to the

- information processing device; the information processing device including a

_second addreés informatibn storagé section _étoring second address information )
- Shovving an addreés with v.vhich. the server device sends in'format‘i_on'to the
| informatio_n processing 'device, a sec'ond.electroni.c .eQuiprﬁént_ideﬁtiﬁ.ér si:_ofége
-séd::io‘n. storing a second e_le_ctronic. equipm'ént identifier that is inforniafion with

_ which the information processing device sends information to the el_ectronib '

*.-equipment, a first address change confirmation information receiving sebt_ion




~ information storage section,. _ _ |
~el-ectronic equiprment identifier fromthe second. -

Cfor receiving the f irst ‘address change confirmation
_-information,. . a second "address change confirmtion
~i'nformation form ng section for obtaining second -

address information fromthe %ECOnd-addresS P
obtaining a second

. el ectronic equipnent ‘identifier storage section and

| "’_fi rst address change confirnation 0
addaigi Qr L QN TRl | endi-ng .
. Satndianuase ARG, AL NLAIE LR PTLDS,
- 6bRihinGR 4eebnd BleRtBRId &hibMeht fentict TR th SYHT e18nic
‘the server device including an electronic equLprrenetz .

 aqdipafent i REREJtoM g3 lRFAGS AR %fﬁﬂlgsstgg%#ufe gg&fé%s Change

~information by witing the secon

fo mesiginpate il H4ARES cRRRRIS tgfé:{@[fj)ﬂﬂa ion, a'%econd o , -.
. | he”sec address Tnformtion -
aldresh @has@Ctir®l R RiFbin AN Hﬂﬁﬂl}lﬁ'fsgcec%lé If'dgﬁ)‘i)t%iﬁ%ﬁgs%cond R

or na

eSS chan

‘nore pieces of electronic equlpnent

bR OM SRR b ,gvﬁt!iﬁ% Eh@@&%ﬁ?%dh%%&?&hﬁﬁi&”&@th&
- thrrd-elecpronlc equi pment 1 ( | Bl S -
" S60hE SRRBGInRDediipilRat S SRITRTh GhE FHLP F sb BFM del dofivmation

-an el ectronic equipnent identifier I ndex

tdentirtier w

N BE6HASHCH) SRICE sBNAGATRSs BAREE @ aﬁBﬂﬁﬁfBgm?F]‘ign séndiﬁg o

 @lctoh ok doak RBRbn ARAHESS chahes WGt Bt

10

el-ectroni c. equi pnent identifiéer for accesSing

. ormati |
corresponding to the-index information, a secongnatmnmthe-

- sddeessvied aﬁﬂ&h@@Bﬂe‘i‘%‘vic@@ﬂ&lﬁﬁﬁ{aé"%g'g%gglg)ﬁg(ﬁgﬁggﬂlenfaddress -

- 'section for receiving. the secon

= Bxfifoh At ét@ﬁavﬁgﬁe@fiﬂﬁtsi:&ﬁhn% 8nélst RIgF PadcboBr 8 Sﬁ'jaﬂft&eg[ﬁfpme_nt :

Lo 16

20 information, which é_lre contained in the second address chénge conﬁrmatioﬁ -

- equi pment address Information updating section .
aefutipih Bh gd @R selefoim atibs Wit

'__'i-den_t_i fier, rewiti ng third address infornati
thetsbeardl ARiresedian@ai onfigiaaBos RhforSRRon! h‘%{etélfmination section

det er mi ni ng ether or not first address 1 ntornmati

-' - addteseidown Adeh @cﬁﬂ:airﬁﬁgitﬁﬁﬂrdaﬁkéé?ﬁnfdﬂactﬁb Lfd a tlhjg-r(]i_ electronic

contained in the second address change confirmat

équiipment idemtifRgFch BhirBsRadinStd e Q6420 ¥G! Ent¥entifier,

-~ not a first-electronic ‘“equipnent identifier anc
- @recleBitoficepuinbat RIGHLIFRE ﬁidéx%?fés&abﬁ&en%ﬁﬁﬁgérﬁent section
onfrrmation

contained in'the second address change c _
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i ndex i nfornation, ~obtaining the elettronic equipnen :

sedhidsddicnd chamtd mﬁbﬂ&%ﬁ;ﬂﬁfdﬁﬁtﬁhﬁ&éﬁﬁ% sect il fgfgé%%iving

tion or

el ectrooni ¢ equi pment  address i nformation _
for determining whether or not first addréss information and second address = .

- information, agree with each other or/and whether or not a first electronic

; '_e_qu_ipment'identiﬁer and a secbr_ld electronic'equipment identifier, which are

‘contained in the second _addréés change conﬁrmat_ion__information, agree with

each other, and an electronic equipment address information updating section

: fm‘.~ obtaining an electronic equipment idehtiﬁerﬁ'om the inde_ﬁ in'fdrmatioh,

- obtaining the _ele(_:tr(jnic equipment address information based on Ithé electrozﬁc

" equipment identifier, fewriting_third address information or/and a third.




. conta| ni ng thlrd address lnformatlon agr eei ng with the

first address i nf or mati-on contained in the second

addr ess” change confirmation information and a third"
“electronic equi pnent : |dent|f|§% agreeing with the
e

first electronic 5 equipnent ntifier contained in

. the-second address change confirmation. information to e

'second address i nformation or/and ‘a second electronic

o a@wr%% u ﬂrﬂ@ﬁ‘é fdtehﬁﬁef 8@@1@ Sﬂlc' e\?ahuﬁeg}ﬁ?ﬁtegc?&%ssa gr%xer?lgtlon
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el ectroni c equl pment er 1-nc es a

' .ﬁ@ﬁéﬁéﬁ@&ﬂt&ﬁ@dﬁh@ﬂ%&ééﬂ& fi(ﬁﬁ%h Eﬂsgn %ﬁ? m%pﬁgformatmn

recelving the confirmation

'.\JVH&QEﬁ@&ét%?m@ﬁﬁ%{ﬁ?%c@i@ane\féﬁgmegr{ﬂatat}f'eeﬁk%t%ﬁ%ess mformatlon |

-information se

I ng section for sending re

o QbR QRFE SRORE i ﬁ&ear%s@uaeﬂgfa% | hexor ghag the
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~sending/receiving section

| éx@fnﬁﬂé‘i@t é]ﬁﬁo&hﬂiﬂtt@ﬁs SR OGS &{(}gﬂ{ t}?enﬂ)o gqﬂ Hgoned

the'reply information to fhe server

B e T e

or mat cessi ng

Information to t

8430 ol BOARiPRoRE %ﬁ%ﬁeg%ngg%gl Rodul{ LBSoh Y lagqen%glgt

rmati on recel vl ng

confirmation™ |

- ifentifiecsd YibH Jerel 1919@%&1{8@& on information fromthe

server device an sending t e confirmation information

tot hqi‘ﬁ'tﬁ&tnﬁ&%' the opr&@%lﬁ% Eﬁﬂje%ﬁhh&fﬁomé g&ond

recel

Vi Ccée;

éﬁﬁ%ﬂtloﬁ %@fo@ﬁﬁtioﬂfr@ Eéﬁﬁi&oﬁ cH8n 164 red Wd {E)n%?‘ﬁ:{htlon

other or that the first ctronic- equl

- ih;ﬁﬁﬂidtfoh%oﬁ%etlﬂﬁrﬁ%%ﬁg)r%@s% Pdfied %ﬁﬂ%;ﬁtﬁi back

- identifier do not 43 agr

e Wwth each 0

iBfoRAlatRR endfit RVEBh fRIG RS g%ﬁlgﬁﬂﬁ&m%o féesﬁgndmg fothe

section of the server device i-ns-an e

- ceasRREh 1ﬁﬂ?ﬂ1tatif)h% thé ﬁﬁbf}ﬁﬁtlon procéssing device; and the

. information processing device further 1ncludes a conflrmatlon 1nformat10n o

20..

sendmg!recewmg sectlon for - rece1v1ng the conﬁrmatlon mformatlon from the

. -server devme and sending the conﬁrmatmn mformatmn to the electromc =

o equ_lpment and a reply mformatlon sendmg/recezvmg section, for recelvmg the

95

reply mformatmn from’ the electromc eqmpment and sendmg the reply
o mformatlon to the server device; and when the determmatlon sectlon of the |

. server dewce determines that the ﬁrst address mformatmn and the second

address 1nformat10n do not agree W1th each other or that the first electromc |

equlpment 1dent1ﬁer and the second electromc eqmpment 1dent1ﬁer do not



Fi.e ectronic EQUIannt ent greelng W

i ndex i'nformation, obt ai ns the el ect roni ¢ equi pnent.

- address i nf or mat i on ‘based -on the el ectronic equi prrent

i dentifier, “rewites third address information 5

~.or/and a third el ectronic equi pment i denti fi er of
“el ectroni c-equi pment - addr ess

4 nformation cont ai ning -
third address ‘i.nformation agreel ng with the first -

_'address i nformation cont a| ned |n the second address .

ith @6k bERL QD elle {r?ﬂrmﬁtmn updatlng

e '_Eed’tﬁdn of¢he %é{}%? ldevRE %Pﬁﬁ@%g e‘i&@#dnfle Sﬁu.ﬁ)n Iﬂflﬁggtltier fﬁom the |

. the second a

: dﬁﬂe%ﬁﬁﬁﬂgla%ﬂ)qlr S6&ih S ERd %Eﬂr?ﬂg égﬂ:?efi‘t ag&%@g %Ihfgrmatmn based '

~el ectroni c equi pnent 1.denti

.§ﬁc_tﬂﬁ gle@ﬂ'gféﬁfeﬁh Eﬂ?lde‘n?ﬁer rl@%@@ thﬂ'ﬁqard@{a% 1ﬂforn%/aet1,on : '_

ress cha contirmatl orma

al ne

Furt her nor e exenpl a odi'nment’s

© BR%hE S AP el8@bdili¥ ehn%ﬂamﬁgeféﬁﬁg{ 5%1(5&9{11&1% eéw ARG address _.

el ectronic eqU|pnent

roni c

WY& Iﬁ:ta E%hh‘ddﬁdﬂresy i Vﬁ#?f{t}] eé%%é% t?dt% th'etﬁr

prefera at "a region in rontc

ﬁﬂdreggﬁﬁhrrﬁaﬁhﬁ %oﬁfa‘iﬁéd‘ﬂ?%&deh%dr?ﬂm&chahge X‘d:#dr%?atmn

recordi ng ‘medium suc ernore

- BUSARARSY aﬁﬂ%‘lﬁ?&h&ro{u“ﬁ Jﬁ%@éﬁ'&i@ﬁhﬁe{r '&g{-eeﬁﬂrﬁgw%h the ﬁrst ._ o

~“server device encrypts

X | Nt or e

o _@l@htrhhi%% tdprhEnEldeatine V\E 'c&ltgﬂle%ﬁﬂ ﬂ%%%?lhd hgd&ss change -

o advantageous because
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en a nall Cl ous

&ﬁiﬁlﬁ!ﬁm&ﬂﬁfdr@ﬁfon B DR hABresk Iih%fo?ﬁdatfdno ({]a ggcond

party can access the electronic equi prrent

exenpl ary enbodi nents, e 1 ndex 1 nfornmation i Suc
ETRmadtion ibfdrat gagaed that the server deV| ce-notifies

~ the index shoul d be changed regularly. i s because a

high spedhéiiolesif Whd eamaerg( saaedm tretérea aemwaay

el ectroni c equi pment regul arly. Furt erﬁore a program

Abtifya Rk ifdAGindernoRgstd al abcttdific 6{1%%&%&1 eflectromc

equi pnent by software in the exenp

@fuipBlehP iy AR A RARIIR Ak ?%rrﬁaﬁ@ﬂp URPBE rdfSheCHGS pre?erable |
a step of obtaining index 1-n mat |

e that aregion in which the electromc equipment stores the mdex mformatmn is
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. re- wrltable recordmg medlurn such as RAM,

Furthermore in the exemplary embodlments it is preferable that the

' '.server device encrypts the 1ndex 1nf0rmat10n and then notlﬁes it to electromc
equrpment Itis advantageous because When a rnahc10us thrrd party obtams o

 the 1ndex mformatlon the mahcmus thrrd party can access the electromc

equrpment related information of the server deV1ce

Furthermore, in the exemplary embodlments the mdex 1nf0rmat1on c

should be changed regularly Itis because a high securlty is further achreved -

In such a case, it is 1ntended that the server device not1ﬁes the index

: 1nforn1at10n to the electronlc equrpment regularly |

Furthermore a program of reahzmg an operatlon of the electromc




- hel d in advance, a'step of forning send information - |
contai ning the index information, and a step of- =

. sending the send information to the server device. As.

‘ment i oned above," according toyhe present ‘invention; -
- when information for commnication with respect:to -
the electronic equipnent . nmanaged by the server-.device -

-~ is kept up to date, load can be reduced. | NDUSTRIAL |

- Stiph AR Sh¥twtke Th ;eh@éﬁ@ﬁplary@mﬁ@nfﬁs%%u&@sﬁn’i‘he s
_information processing systemetc. in which AR
plagtiodll ey €4 ebRRbdr tdRGketute! Mep o@%uta&ﬁirfgq@i&eﬁht%&ﬁaﬁon o

wi th each "other. Wen information for communication

heldnin-68R066, 4 StebRE fRhAAEOAT SnforBAw 1 .
L Gteb klg Morﬁ%ﬁoﬁ{%ﬁ%g%ﬁnﬁé{x_

"t he ‘server device i's kept up to date, .

= fﬁdmgﬁpn,%lﬂétdiﬁ)f%emﬂhéﬂhfe%ﬁﬁtihﬂﬂnﬁrt%?i%stwge%tdgmce. |

conpri-sing: electronic-equipnent; an 1nformation ™

I rst address’.

- pr ocesa ReriRwiedabodd thedoBhY 85 t}iéel;,@e%@nt BblBon, when ©
el ectroni ¢ equi pnent conprising a- _

- infbafiarbn GF dhahasRat68 Wik rsdpett AptHd dstragddt

information showing-an address w th which the gg@\%‘?n-_.

. feviaged beHs skive® eRice Mkedtons edataf RalBhh®e reduced.

~_:‘processing device, a first electronic equipnent

10
- -~ section for - obtaining first. address ‘irnformation from

~identifier storage section storing a first 10 7
el ectroni c equi-pnment identifier ‘that .is informtion

INDUSHRIT, APPLICABINEIVON processi ng -device sends
i nformation to the el ectronic equipnent, a first =
‘addr esBheprzgat ioRhtibAae]R8s R {InBihafioh YPrHldibing system ote.

inhehfchredéctesttle eqaipnifind=iRl 4 86y vet B6RAE coBBRinNiBAte with each

.obtaining a first electronic equipnent identifier from

~ dtherfi Whtn éhfeetrativndor dmaauliGtRH witherbhddteb thé lcdgBnic
section and form ng first address change confirmation

- éqfipment homaged i the Reridralebice st kageupss ditd, WA O

and the first —electronic equipnment identifier, and a

~ fedogéd.addr ess change confirmation information sending
. section for ' : . Lo




~second electroni c equi pnent

' iARR o dHhwiRE Anchd IRy B iR vs;lfﬁéﬁgzﬁe %@PJe’r (48R RBnds 1nformat1on | -

'sendl ng the fi rst address change confl Fmation

~information to. ‘the informaticon 20 proceSS|ng deV|ce
‘the information processing device conprising a second

addr ess i nformati on st orage %g)‘:t' on storing second -
‘address . “i'nformation show ng “an address. w t’h which the

o server devi ce sends |nfornat| on to the informati on

processi ng deV|ce 25 a second’ electronlc eqU|pnent-

- identifier storage secti on(jﬁmglg ‘a second -
el ectronic equi prent identifier that is information .

Wi th:which the information processing device sends

~information to the electronic equipnent, 46 a first

2AdYGLsToHEAeE ﬁ&ﬁ%&@hg%%éﬂéﬂa b(ﬁ'fl?f‘lggfcgr @Iécfl% delﬂﬂment,. -

section - for -receivin he firs ess C ang

1ﬁﬂﬂﬁ et 15 hQBed s PASRL; ARd PscFELAGviRLIr ess change .

confirmation infornmation formn ng section for .

obttqfemlé&r&ﬁg@&glpmt%ﬁl Mg mati on fromthe second

“address information 5 storage” section, obtaining a

secong fRlseqHARRS (Bt BTR Hora gg bk 61? stofrﬁfgﬁfs@ Qddre ss '.

nt| I er storage. section

Information by witing the second address informtion -

 t3He ¥R aGOH D B REkeMRvieeequi pTENt i denti fier in the

15

first address- chang€ confirmation information, and 10 -

2 secqfhsd @%ﬁr%%;&élﬁﬁﬂﬁeﬁ@ {Hén‘t TRyl s@&eﬂg@fseét'i‘&{ 5i8king a fivst
sendi ng section for  'sending the second address change

 SQRF I FBYhiPEn d it RS AERGE A1 Ofhat B ﬁﬂ‘@rrﬁﬁﬁ&ﬁ kit %\Inﬂﬁthefiﬂformatmn
~the server device conprising an electronic equipnent

RO ddVicY SBMds PRfoPRAtRE R0 $RE bicRBropi O&Juignine, 15
address information and a third el ectronic.equipnent.

| dent iaf i1 ad@FeddRhEnHd EGER nR{tic ﬁﬁbfrﬁﬁh&n ESHriRBRBEon for B

~address information containing third
: obtarmng first address mformatlon from the first address 1nformat10n storage

“'section, obtammg a ﬁrst electromc eqmpment 1dent1ﬁer from the first electronrc

) equlpment 1dent1ﬁer storage sectlon and formmg first address change S

o : '_ confirmation 1nformatlon contalnmg the ﬁrst address 1nforrnat10n and the ﬁrst

20

; electromc equlpment 1dent1fler and

- a ﬁrst address change conﬂrmatlon 1nformat10n sendmg sect1on for

N sending the fivst address change conﬁ__rmatm_n 1nformat10n to the information

processing device,
the 1nformat1on processmg deV1ce comprlsmg

a second address 1nformat10n storage sect1on stormg second address

- mformatmn showmg an address w1th which the server dev1ce sends 1nformat1on

25

" to the 1nformat10n processmg devme :

a second electromc equipment 1dent1ﬁer storage sect1on stormg a second .

_ _electromc equ_lpment identifier that is 1nformat10n Wlth wlnch the 1nformat10n

processmg device sends mfor_r_natlon to the elect_romc equ_lpment, _




a second address change confi rmation information

~receiving section for - receiving the second address -:
-~ change confirmation information, - a determnation
~section for deternining whethgs or not first address

~ - 20 address change confirmation information, agree with
" each other or/and whet her information and second

addr ess inforrratl on “Which-are contained in the second

‘or . nota ﬁr&ftlarddresslcﬁ!rahgecoﬁﬁﬁﬁatlmﬁliﬁ)rmdﬁﬁhlrfec@{m@‘secﬁon for S
- second el ectronic equi pnent. identifi-er, whichare -

. remeivingte ﬁmeﬂdr@smaegad@iﬁmmmmrmabhr mation
~i:nformation, agree w th-each other, and 25 an - -
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2

~elect raosec@né@,ddmm:haﬁﬁd eesfrrhAfiei irﬁbneenen@@tmﬁ& section for
.-section for rtewriting third address information

absthirning sedonidratldebecinfon £ie HoRTEY sechBl® AHilFds8 G.nﬁfrmatmn '

- el ectronic equi pnent address information containing

- stbragh s@dsoeastﬁuﬂ.@aus@émdraec@snﬁsgasmsuw&hsnes from the
“first address infornmation containe :

B setdnd skcnbaigrudemnbht iinitifierisediagsBbitih a&litﬂfcﬁ'nhhgrs@cond '
~electronic equipnent ~ identifier agreeing with t

- dddvess dlaagerconfiemeacioh pifoRin stidert ﬂ‘vrﬂingCﬂ}@ts@bdikﬁﬂaﬂ@ress
‘t'’he second address change confirmation information -

in the second

infisrmstiromd Heseesnd eloet@niaéqdpnent ad¢hteficiaaahd first address

el ectronic equi pnent identifier contai ned in the

cheogn donfirnatien effangationnihd nmat i on i nf or mati on when
‘the determination section determnines that the first

addr esssdcnhd nddtdsechange thefimechndirdoen #56n sending section for

cinformation do.not agree wi th each other or that -the

- deindittg €Heespromhiaddwgsichargd corifienttidn efomnstiéneo SRCRRGb
- electronic equipment identifi'er do not -agree with each

depiieer an@. The informati on processing system accor di ng
to claim1, wherein the first
- the server device comprising

San electronic equipment address information storage section storing one

or more p1eces of electromc equipment address information contaJ.mng third

address mformatlon and a third electronic eqmpment 1dent1f1er
a second address change conﬁ.rmatlon mformatmn rece1v1ng sect1on for
recelvnlg the second address change con_ﬁrmation 1nformat10n |
a determmatlon sectlon for determlmng Whether or not ﬁrst address -

1nformat1on and second address mformatmn Whlch are contalned 1n the second '

| address change conﬁrmatlon mformatlon agree with each other or/and whether'
. or not a ﬁrst electronlc equipment 1dent1ﬁer and a second electromc equlpment -
. 1dent1ﬁer whlch are contalned in the second address change conﬁrmatlon

a '1nformat1on agree with each other, and

an electromc equlpment add_ress 1nformat1on updating section for

: rewrltlng thlrd address 1nformat10n or/and a th_lrd electromc eqmpment _

‘identifier of electromc eqmpment address 1nfo_rmat10n containing thlrd address



address change confl rrratl on'i nformatl on sendn ng

.section regularly sends .the -first address change L o
'conflrrratlon |nforrrat|on to. the i nf or rmat i on processi ng

15 .device: 3. The i-nf.ormati on rprocessn ng -system

~according to any one of clains | and 2, vvherel n-: the
~electronic eqw prent  further corrprl ses 20 a
~confirmation information receiving section for

1rfeeh Mitg abRLIORIH 1BHR0 Al AR5 E'ﬁfo!rﬂt'atﬁ)h%htéiﬁedm the second o :

i nf ormati on processing device, and a send

hddiesdEh AR ®RR¢hRRIcREAhtiRT a8eAdhNd él&ﬁi'éiuc equipment
~information corresponding to the confirmation

~ idehafBRhpRRIMEWITEHIHRE BRCEBRIFUREERSHD MG LonBlEed in

25 the information processing device further conprises -

' theoBhd HaGiRs chBhSS SRR RANRIGAA G5 inth el?cﬁf&zsdcﬁgss

for receiving the -confirmation-informati rom-t

 BfsMeitislevi/aed andcseldbatoh e eithbht RlehBifief Bontained in the
information to the el ectronic equipnent and a. reﬂ?

| idebai HAfaR chanel BaHMeraioH N RRESWHeAthE %%éfﬂlﬂetmn -

the reply information fromthe el ectronic equl pnment _
@etion dethrieinbd chateibe)irsNhArERE XMrha tioh RS dS®e\Rbond address

~device, and wherein 5 when the determ nation section

- jefforieticiedy abt SeideGRitl ehel BiHeSrithat thdWrst blctironic cquipment

10

address infarmati on and the second address information

identifier agd €ke ¥bdohdedsdiroré E?lﬁ.lpﬁieﬂtriéénﬂiﬁtﬁ‘ dd ﬁét agree with each
el ectronic. equipnent identi and t he second

"@hettronic equiprent. identifier do not agree wt h

each ot her, the el ectronic equiprment ‘address
i nformation -updating section of the server device

" sends the 10 confirmation information to the '
- 2 eThe nformation provabsidi Yét@ﬁl hetbsdimgtth @himPI, GFB&@iM the first

: 20 -

‘device, receives the rep

y information correspondl ng

ddurbdieclamipdicogfirmbitivh énfopmbitioftehdihd ge‘cﬁibﬁ&bg@]ar@%nds the
based on the reply information, rewites

first address change conﬁrmatlon 1nformat10n to the mformatlon processmg

' devme N

_ 3 ~ The information pi'oce_ssingrsystem'a_tcc'ordfing' to any one of claims 1and 2,

- wherein

.~ the electrcnic equipment further comprises

a conﬁrmatlon 1nf0rmat1on recelvmg sectlon for rece1v1ng the

- conﬁrmatlon 1nformat10n from the mformatlon processmg devme, and

a send back 1nformat10n sendmg sect1on for sending reply mformatlon

. | correspondmg to the conﬁrmatlon mformatlon to the mformatlon processmg

25

" device; and

' _' the mformatmn processmg dewce further CO]IlpI‘lSGS

a conﬁrmatlon 1nf0rmat10n sendmg/recelwng sectlon for recelvmg the

- conﬁrmatmn 1nformat10n ﬁ'om the server dewce and send_mg the conﬁrmatlon o




third address information or/and a third electronic =
equi prrent i dentifier of electronic equi prent address -

~information. containing third address information 15 -
: agreel ng with the first addre i nformati on: cont ai ned

o ine the second address. change confirmation |nforn'at| on

| SlichIRITbriasR 88d tRE QLR RIIreAN b Ao Bb bt AgFlSRm cach

- change - confirmati-on i nfornmation

| oReRhEd deric IbeIVACHR b RUnTS nditior08s red o‘iq'dﬁh ﬁles@edmg
-4, wherein the send back informati-on sendi ng sectlon

“and a third el-ectronic equi prrent i denti fier . agreeing

with the first electronic equi pment - i dentii fier

. fifoinatiedtd fhéélectsaeeegm;ﬁﬁémeaﬁdchange confirmation
~information into secon

.secong r@bl@ﬁhfd&ﬁicﬁnﬁpéélﬂ'i@gﬁedeﬂﬁﬁé bdtfin fo? %@élﬁﬁ% thB reply

" the second address - 20 change confirnmation

- inffby2h #MRén H0m the JIBGrbic ' o
©.according tgl cl ea| m § mgggﬂn&\%h@%&tgéeﬁh?%%%@%formamn to

‘tl{éf@w@td@@cé;gggrwmlﬂ he confirmati on i nfor mat i on,

address i-nformation or/and a

the el ectronic -equipnent address information updatl ng

- secilicdtheqidtbiematithlScasbeER @overdanBRlLRPmAdandt fhe first

third el ectronic equipnent identifier of electronic

information agreeing *with the first address -

 the® bl the GREt dleBREnic qhhﬁnéﬁﬁﬂéﬂtﬁ@? S hE RAGER é}&tromc
confirmation information and a third electronic

- @Pﬁpﬁﬁiﬁﬂ idenatifitridoi St 23PECRITREacH dihet RRe Eléc%mc equlpment

ctroni ¢ equi pnent identifier contained in th
shbendindeln £56n upHANEE s6AM SITRL isBFverfdiddBkhaAs thé"t 0

.. second address information :or/and a --second electronic

emfirprkivh infenidtidreio thellakRrtc e@ln'%g%r&%g fEe AHGFRS80on

he information .

offtht henfhmetion i for@gtibARMRd! bafidcsy tHeSrepld ﬁ%f}ﬁﬁnbﬁpﬂewntes '
i nformation, 10 the el ectronic equi prent address :

| ﬂ}ﬂfcbéidﬁﬁes@i’hib'ﬂﬂahoﬁl gr/afdtal M@éleéﬂi‘@ni%%ﬁﬂﬁmeﬂﬁd’eﬁﬁﬁer of

decrypts an -encryption of the received reply

 dldtesiiBbinibmdntenl dree! REMa o RSt BRINS khitdladdiéss mformatlon
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decrypted reply information satisfies a certain’

axaedingiwich shel firshallrbOeingati Aich 6tgidddon the second address

satisfied, rewites third. address informtion or/and

equi prment address. i nformation containing-thi rd addr ess

o agrfaeang‘aht]m ﬁh@ﬁ[‘ﬂ;&ﬂétgromc eqmpment identifier contained in the second,

20

95

o address change conﬁrmatlon 1nformat10n 1nto second address 1nformatlon '
| "or/and a second electronlc equlpment 1dent1ﬁer contalned in the second address |

_ change conﬁrmatlon mformatlon

4. The information processil1g system according to'claim 3, wherein when the

reply 1nformat10n comprlses the conﬁrmatmn 1nfor1natlon ‘the electromc |

- equrpment address mformatmn updatmg sect1on rewrltes thlrd address
_1nformat10n or/and a third electromc eqmpment 1dent1ﬁer of electronrc
- eqmpment address mformatwn contalmng thll‘d address 1nformat10n agreeing

' W1th the first address 1nformat10n contained in the second address change




vv|th the flrst address lnformatlon contal ned in the

~second address change  -confirmation infornmati. on and a

third electronic eqmprrent i dentifier agreeing’ wth -

d-'the first electronic eqU|pnen%?|dentlfler,contalned in '

:.;the second address change co
" ~into second address.informdtion or/and a 20 second -
‘el ectronic equipnent identifier contained in the .

- AR RAITES I SAADH8 2GRN J10BGbeR egﬂjrlﬁﬁgﬁ?dltdgﬂtriﬁgr %gleelng

irmation informtion

. The information processing system ac

-'or/and at

- &lBhRlk dfbessétitﬁ?ﬂ%ht RAMERS do Eéd'_'ng&hk gﬂe %&Bh&' 'dtdggss chang.e.

 Rith¥herHish e & Bnic mr%rﬁtgh’%’l Bftﬂfe@%hh gt mic?n{ ﬁfezsoe\éSHd addre ss

.- the electronlc equi

ress In

P rigagf,fe ?Ma”tﬁ)ﬁ%nwséc%nﬁda‘drdﬁé% s;ﬁ g{ ({0 Gand 2

ctronic equipnent

third a mation agreeing w

' &ﬂﬁrﬁf&&ldtf‘uﬁdﬁﬁdt‘rﬁf‘ ‘contained 50 in the second address .

change conf.irmation information and a third el ec‘tronlc

“equi prent ldentlfler agreel ng with the first

electronic equi prent i dentifier contained in the

| BB eon BRSNS QPUELIBLIARNO U WRagnds,

" .second address’ I nfor

on or ronic

| WHURRARRE sbsleph in%rn?ﬁ'iﬁr?sé}ﬁﬁng s ct'i%?oﬁ%%or rra?ﬂﬁ& gdtfipment

10
- . holding index in rrratlont

-change confirmation | nformtion.

d@ﬁ@shﬂg&§%§5sﬂbqﬁﬂgﬁéﬂ ; electronlc equi prrent ;
and a . server -device, the electronic equipnent :

CONEHd SlbASodR cllighdfaddrb H&Bﬁﬁ&n&&?;ug g@dt cﬁ{]of the server

rnat

DRI AR PpRHESRE]H G 6f @RURBREN réﬁl?r).fﬁdr 10fno Ehen :
1 at e

accessing the electronic equipmen

- detbaniRlsivwRethBRbr hét fHf RLERIteA Y epB intGehdtfon sdtfsﬂﬁefsgﬁe&m

-equi pnment, and-a send information sendi ng section

. ohdaict RAd, WHEX ttte"lésta[{atcbﬁalttdrpm sa%éﬁ&éi‘ ol M8Y third address

15

i'nf or mati on hol di ng secti on and send |ng sen

iR TR 642 @R RirlitidiEe bGER AL IBELOE At e

~server -device, the server device conprising an

RUBFIhEAD hEdRAY IIPRALLIHE t:sﬁssnjﬂgf ﬂﬁfﬂa&ams%ﬁ&ﬂsﬁmn agreemg -

SeCtIOH storing one

_with the first address mformatlon contained in the second address change

- conﬁrmatlon 1nformat10n and a tthd electronrc eqmpment identifier agreemg

C w1t11 the first electromc equtpment 1dent,1_ﬁer contained in the second address

20,

25

SRR change conﬁrmatmn 1nformat10n 1nto second address mformatlon or/and a
.'second_ electromc eqtnp_n_:tent 1den_t1ﬁer contained in the second address change )

-confirmation information.

6. The 1nf0rmat10n processmg system accordrng to claim 3, wherein when the _

_reply mformatmn is recelved the electromc eqtnpment address mformatton -

npdat1ng_ s_ectlon rewrites thrrd _address_ 1nformat10n or/and a third electromc_

- equipment identiﬁer of electronic equipment address information centaining -

: t:hird address information agreeing with the first address inforrna_tion contained




" or nore pieces of el'ectronic equi pment related

10

‘informati-on, 20 an el-ectronic equipnent identifier

i-ndex correspohdenCe'nanagenent section for storing

‘an’ el.ectroni ¢c.equi pment identgdier wth correspondi ng
~to the |ndeX|nforrrat|on a send information: L
- receiving section for receiving the send information
fromthe electronic equi pment, and 25 an information

iacdeseronyl addresonhinge aiifaimition infeneltent #8@ a¢hird electronic

~equipnent identifier based on the index information
epHpwient @ﬂanrﬁlﬁehagsemﬂg witlo thefirstelectRet y@aipBent; h@entifier -

. ssend information.receiving -section and accessing the -

- esindained i ¢hé secondiguidests daingt ednﬁfﬂlatlaﬂﬁmmma@i%ﬁ%ﬁfbecond

the electronic equiprent identifier. 8. An information

R 'aﬂcb*eesmfmgnm erfand Hmecmmglec@bﬂ@tdqﬂﬁplﬁeﬁﬂiﬂeﬁﬁﬁ@} coﬁﬁmed :

i nformati on processing device; and a-server -device,

. nHbeskeatd aﬂdresechangemehﬁmmmbnanftgmtfdﬂ st ‘address
~information storage section storing first address:-

~information showi ng an address with which:the server '
~device sends information to'the information

. 'prchrinforation precessingisystenet@aprishig ehqwonmqmpment, and a
~identifier storage section storing a first ‘10

sereentdeyidec equi pment identifier that is infor mat i on

‘wWith which the information processing device sends.
: mf‘fdjlﬂd@qtmmcteqmbme@lteommrmmg equi pmant an index-.

i nf ormati on hol di ng section hol di ng i ndex infornation, -
a fir emiadex oderwohtioy holﬂlnglsedtm‘n bl dingf ﬂfdﬁﬁhhﬁﬁmatmn that is -
formng section for obtaining first address .
inforovarien fonobtadmingtn électsoniadduimnentnidontifiot 0 bedsagthe

15 section, obtaining a first electronic equi pment o
elesévinic pauipmentrelated infatmeties thmanmmammmelated to -

: i dentifier storage section, obtaining index
- eleptomieeqwpiengrandie | ndex i nformation hol di ng

~~ _.section and fornming a first address change-

15

20

25

conf i Arfenil MOWWB@OMndmg:mtmn fomgbthiteing inddx mﬁ@k&@ﬁﬁon from .
information, the first "electronic equi pnent -

- thegrdexinfrmption el dingriwection hndreniirg senddngdineation §dnta1mng :
~ address change confirmation |nfornat|on sendlng o -
: th% mde@mnf(@'matlon to the server dewce '

the server device comprising -
" an electromc equlpment related 1nformat1on storage sectlon stormg one
or more pieces of electronic eqmpment related 1nformat10n, ' | |

“an electronic equlpment 1dent1ﬁer mdex corre spondence management

| sectlon for stormg an electromc eqmpment 1dent1ﬁer w1th correspondlng to the |

_'-1ndex mformatlon

“a send information receiving section for receiving the send information

- from t'he electronic equipment and

" an mformatlon accessmg sectlon for obtalmng the electromc equ1pment j

1dent1fler based on the 1ndex mformatlon conta_med n the send mformatlon

L rece1ved by the send 1nformat10n rece1v1ng sectlon and accessmg the eIectromc




"'-sendl ng the f| r st address change COﬂfI rrratl on .

~information-to the information proceSS|ng devi ce, 'the'
“information processing device -conprising a second "

address .information storage segtion storing second -
address 25 information showi ng an addreéss with whi ch.

"the server devi ce’ sends. information to the.

~information processing devi ce, a second. electronlc

N eqmmmttrelaj:ed umﬁ)rmatlshd:raage oAaht lete&tﬁ)hitf e(ﬁﬁ mehe (idlﬁﬂlﬁer |

52 el ectroni.c . equi pment. i-dentifier that is |nformat|on B

S ‘Wi th which the information processing devi-ce sends:
~information to the electroni¢c equipnent, a. first

&ddAesinforietim pooéising bystom (R)fnmﬂsithéleétQ@ﬁﬂc\é'qGﬂ)ment, an

- ~section for Treceiving the first address change
' twlofmptian iprocessibgrdertdedand & Rre@cdybeaddr ess change .

10

20

~confirmation information form ng section for - .
: obtahaehgnsennnmmandneaanpngﬁgyat|on from the. second

address information storage section, obtaining a-

- seconda dirstcaddrescindotn prien btarags Ee&ioﬁrstéﬁﬁ@ﬂrB@address 8

second el ectronic equi pment identifier storage section

- infdrthation showipomdaddibds evish whdstgthec@aber d@chbé)éends information - |
- information by witing the second address 10 -

tmt@m@mt1camﬂr¢:é&1wdeﬂde el ectroni ¢ equi pnent .

~identifier in the first address change conflrnntlon 3 :

i nf or nafirstrglecinahia egeipmnehtaddntifier slemacscebhistohg afirst
-information sending section for sending the second R
. alecﬁrems: eqiuangent:niahtlﬁanthmslmfoommon@mh avlibe tE€ ir‘xﬁfmatlon

devi ce, and 15 the server device conprising an -

- prasesstog deviee sépiscinforatai@s o ihefeestpinio sgaipMage

section storing one or nore pieces of electronic

- equi pramin mativhdsoldirigosection talding dnddy irﬂoﬁﬂﬂﬁ&ﬁs o

information-and a third el ectronic equipnment -

i dent i 4 fiest address dange spofittnatjon infohatibadbiitigsection for

equi-prent i denti fier, 20 an.el ectronic equipnent :
ohteming ifiest addtess lncﬁmnmslp cﬂemdmﬁmgdﬂwis 1n£cﬁﬁatﬂﬁ1 storage
storing an electronic equipnment. identifier for -

@@@1@95 girtihg ae'het electrbnic eqmpment 1dent1ﬁer from the ﬁrst electromc

eqmpment 1dent1ﬁer storage sectlon obtammg 1ndex mformatlon from the

1nde}; mform_atlon holdmg sectlon and forming a first address change

confirmation information' cdntaining the ﬁrst address information, the first

'electromc equipment 1dent1ﬁer and the mdex information, ‘and

a ﬁrst address change conﬁrmatlon 1nformat1on sendlng sectlon for

- _‘ sendrng the ﬁrst address change conﬁrmatlon 1nformat10n to the mformatmn

25

f processmg dev1ce

the 1nformat10n processing devme compnsmg

‘a second address 1nformat1on storage section stormg second address -'

1nformatlon showmg an address w1th Whlch the server dev1ce sends mformatlon

to the 1nfor1nat10n processmg demce

a second eI_ec_tro_mc equipment identifier storage section storing a second _




- equi prrent address |nforrrat| on. W|th correspondl ng to 2

- the index’ |nfornat|on “a second address change

- conflrrratlon i nf-or mati on recei vi ng.section for

-.receiving the second address @ange confirmati on .

i nformation, 25 a determ nation section for.

-deternining whether or not first address informat i on.
“and second address i nformation, which are contained in

- élbar6iic engipAEY BBRLESARINR 1S ¥ Ao it AFIRERERA aﬂ@rmatmn L
~agree wi.th each other or/and whether 53 or not a frrst .-~ -~ =

PloREds 0 Hovies S RTBRtorh R M o (96 A0dréhis 8§DShent

el ectronic equi pnent identifier, which aré cont ai hed o
Jin t he fRGRdradidiRT:Se %Bﬂﬁlﬂﬁaﬁ@r‘i‘ﬁﬁfo?ﬁta'ti@ﬁ receiving section for - o

informati on, agree wth each other, -and an .el ectronic -
RYLivRETHe ﬁﬂ@hﬁ&?eds%ﬁhg@hérﬂﬂmm&{ ier@gGbhon for

" obtai ni ng an el ectronic equi pnent - i dentifier fromthe

| “a thir

- @i RBtoANH B afseédiﬂ 416816198 leuiy Aent ﬂabhaﬁ@fi%asale |
information agreeing with the first address

i ndex 4 gcBnABiddss PRhab BbiihiiGo LBHLARDA kiR RRon for

' address information based on the electronic equi pment -

cb}cﬂ;ﬁﬁﬁh% k8dond RWrbéd Mlorhitich REAT 8SsdcHh® L ARFdR MBI Mann

el ectroni c equi pnent- identifier of electronic

. deRbRd BREIORICQNfignRatidontifiee sﬁﬁﬁ?@ deaiisi @é&f&!ﬁﬁﬁg Second

B ~confirmation information and a
£Lfte R EHHn dedOR Fifiation 3foeRiatBn Wy Writhe: ftie'sekond address

10

hird el ectronic

el ectronic equi pnent identifier contained in the

- mesendicilshesse shondeleaic égﬂhpﬁiénth&@lﬁiﬁ@iﬁh%e ifkCaddress

second: addr ess i nformation or/and -a second el ectronic:-

'_mgpﬁaﬁﬁrmgﬁaﬁllﬁfomaﬁ@ﬂt@wed in the second address

change confirmation 15 information when'the-

~det er i gabhd A J9edtsi chAn e e fifiniettort RebrihAfioh |séﬁd1ng sectlon for

address information and the second address:

. | dcnioMaTEHd @R ad@ies@@hﬁﬁgé%dﬂﬁrﬁ?@ibrﬂﬂf@fm@ﬁon thete éeli*@er

first electronic equipnent identifier and the second
vt hadi ¢ equi-prent | dentifier do not -agree W th
each other. 20 .9. The information processing system

accﬂfedgemgelt@‘sé@dﬂq&,wm@er ein the electronic
equipnent further conprises a confirmtion information

~_recei Wﬂ@e&@@ﬁh@ﬂuﬁﬂﬁeﬂﬁﬁﬁiﬂ%s’ﬁﬁ&fﬁat@@ Bforag@bdction storlng one
‘information fromthe information processing device, ‘

cﬁ'nﬂore pieces of electromc equlpment address information contalmng thxrd

address information and a th}l‘d electronlc equlpment 1dent1ﬁer Wlth

- correspondlng to the electromc eqmpment 1dent1f1er

20

-an electromc eqmpment 1dent1ﬁer mdex correspondence management

: sectlon stormg an electromc equipment 1dent1ﬁer for accessing the electromc

N equ_lpment address 1nf0rmat10n with corresponding to the 1ndex mformatlon, .

~a second address change confirmation information recelvmg sect:ton for
recelvmg the second address change conﬁrmatlon 1nformat10n,

S a determlnatlon sectlon for determining whether or not first address _

: i_nformation and second address information, which are contained in the second

- - address change'conﬁrmation information, agree with each other or/and whethe_r




a send back |nfornat|on sendlng sectlon for: sendlng

creply: |nforrmt|on 25 corresponding to the

conflrrratlon i.nformation to the |nforrrat|on proceSS| ng

- devi ce, and the informtion p5$ce55|ng device. further
. conprises 54 ‘a confirmtion in _

ormati on:

e sendi-ng/ recei ving secti on for receiving t he

~.confirmation infornati ‘on fromthe server device and

sendi adirsthdectontic eqaipnoemt idshaAEPLLARA defodd Electronic equipment .

el ectronic equipnent, and a reply information
- etifien/ whichiatt Ronieedd BntidsechRS QNI chifigt 6Mh¥rmation

information fromthe el ectronic equi pment: and sendi ng
irfermetiby, dgrbewitt éah dthet, hadser ver device, and

wherei n when the determ nation secti. on of the.server

~ devi ceanleleetroniesydip@bnt Bdfdsk $hfora@dioaSH datfhy éé%hbﬁ !for

. and-the second address i nformation do not agree with
. ebisliningtdreslectionib atjuipigentt 1ﬂ§ht1ﬁbﬁ%h9ﬁie‘?mﬁﬁﬁ 'mﬂfatlon,

identifier and the second electronic 10 equiprent .

- obbaitingithe ctbetmaic @plipment bHARRS Hnﬁfrﬁ%wntﬁh%ed on the electronic
el 'ectroni c equi pnent. address information updating -

s@eipiment ddertifersmmeting ehird & dabé & inSordih tRIE S ﬁﬁ’d‘h‘%hu‘d

equi pment identifier fromthe index information,

- “information agreeing with the first address =

amd erthitd edectoomi¢ aquipthdn idhetibaCcORdeiaHtRIbe m@msctromc -
" confirmation information and a third electronic

. epuipment identifemtcbhtained i tied fgonil blddide chhfigé confirmation |

. ebtrbniz egépraéwicidentifier oﬁﬂ@bﬂ?ﬂi@ﬁteq @ﬁ@addlfeﬁé ﬁﬂbi‘]ﬁﬂtmn _f:

‘based on-the el ectronic equipnent identifier,

| comkmirting thind nddecd mﬁ:smamfo@ra‘g&beﬁrg woith 3Rsl fidst dddrdss

el ectroni.c equi pnent 15 identifier of electronic - ' :
indoipattod caddiredsinitht esemtd mﬂx@@@bmﬁgert@nﬁwadloﬁm(&&%tm -

‘el-ectroni c equi pnent i.dentifier contained-in. the -

- fonntiadite sscondaigie e e0ifo1rHE 610 Br/hhd 8'BBOhD Qlebﬁ'bﬁlc

'second addr.ess 20 i nformation or/and a second

o -@wpmenh identifier posttinedianthd seebnd adiriss eHahge b(hﬁirmatmn :

. 15

second address change confirmation information. 10.

 ififrmatior when ohe deteersnatign syaigniaenaidisthat ChafiYst¥ddress |

of claims 7 to 9, wherein the server device notifies

- infenmatiexand ey b adtlpesstinforhr@ionody sot agree with each other or

20

25

that the first electronic equlpment 1dent1ﬁer and the second electromc -

: equlpment 1dent1ﬁer do not agree Wlth each other

B 9 The 1nformat10n processmg system accordmg to clalm 8, Wherem

the electromc eqmpment further compnses '

a conﬁrmatlon information recelvmg section for receiving the

= conflrmatlon 1nformat1on from the 1nformat10n processmg device, and

a send back 1nformat10n sendmg sectmn for sendmg reply mformatmn

correspondmg to the conﬁrmatlon 1nformat10n to the 1nformat10n processmg

device, and

~ the information processing device furth_ei' comprises




~equi pment and the el ectroni ¢ equi prent accunul ates the -

index informati.on. 11. The information processing-

systemaccording to clai-m 10, ‘wherei.n the 55 server
~device encrypts-the index |nf94n"at| on and notifies it

to the electronic equi prent . - 12. Thelnforrratlon 3

'-'proceSS| ng :syst em accordi ng to any-one of claims 10 - '

and 11, -wherein the server device regularly notifies

the i ndenfilmhtiomitfopmationtRadiglRobi %@ec‘ﬂﬁﬂ' fBFB&teiving the
S

13. A server -device which configure e information - o
iorginfoishigion HeaCtlideavindane @ﬂit?s@ddrﬁlg%hé@oﬂﬁﬂn@atmn |

'12. 10 14. Electronic equipnent which configures the.
- information onthey elecissniogqalEhenm, agdscri bed in any one of

claims 1 to 12.- 15. A'programconprising; in-a _
~ conpuherplylibfamsitRm wihdob/pdeivigg kbdtidn SE96&%Fing the reply
information stored in advance; a step of obtaining a

- hifostatbetonpticelegrémiveqiiient aid sindih@tEd rigly information to.
.advance; - a first address change confirmation: -

_ths‘mvmtd@mcefanmw}ggrsinep of formng first address

10

15

25

change confirmation information containing the first

" addvlesisthe zmtenmﬁmaﬁshlsem@m af tH&e&Vdﬁdev@é@d&téﬂﬁiﬁes that the ﬁrst

equi-prment identifier, -and a first-address change
addibbs formmtiom tod thé besondentliregs HifRnatiors 89 dbb 8grdelifith each '

- first address change .confirmation information to an -
otihiep prritidtche firecelsativagic cdawaent dentiber AnAtREkEBnd electromc _

conprising, in a conputer a step of obtaining first -

- apdpmest idvhtifivetdoawt Sgﬁdieéﬁlﬂhreaﬁ\b@li@ﬁ th@eﬁhﬁ'ﬁnﬁfequrpment

obtaining a first el ectronic equipnent identifier

ad dresslinifornidition apdaiee sectivonf 6fthe sapidr esicevhbgas an electromc
confirmation information formng step of fornmng a
equipment identifier from the index information, obtains the electromc_

; :.. equipment address infOrr_n_ation bas.ed on the electronic _eciuiprne_nt identiﬁer,. '
réwrites third address information or/and a third electronic equipment |
* identifier of electronic eqmpment address mformatron containing th1rd address
i ' 1nformat1on agreemg with the ﬁrst address mformatron contained in the second B

' 'address change confirmation 1nformat10n a_nd a th.lrd electronic equ:ipment

1dent1f1er agreeing w1th the first electromc equrpment 1dent1ﬁer contalned in
the second address change con_ﬁrmatmn information 1nto second address |

1nformat10n or/and a second electromc equipment 1dent1ﬁer contarned in the

: second address change conﬁrmatmn information,

10. The information processing system according to any one_of claims 7109,

-~ wherein the server device notifies the inde_x infornlation to the electronic

‘equipment and the electronic equipment accumulates the._index information. |

11. The informai_:ion processing_system according_to_claim .1'0, whereinthe




| . f| rst address change confl rrratlon |nforrrat|on

“cont ai ning the first address i'nformation and the .
‘first electronic equipnent identifier; a. first addres_s

change confirmation infornati gg - sendi ng step of

~.-sending- the first -address change confirmation

- inf ormation to an i nfor mati-on proceSS| ng device;

15

‘confirmation information receiving step of recei Vi ng _
- genver dedice encrypté thenimidien informatiohercDAG ik ito IFﬂhe electromc

i nformation processing device; and 10 a send back

. eafipreati on sendi ng step of sending reply infor mat i on

correspondl ng to the confirmation infornation to-an:

“i'nformation proceSS| ng . device. 17. A program

conprising, in a.conputer: 15 a step of obtaining

- 1BdeRhé ntformatmnlprh@ssinlgrsyattma@@rdmgsto%y%né & dlzhﬁ% and ,

send information conpri-sing the index information; an

- 3l swleyent t}mesed-veg dévies f@ilﬂiaﬂﬁ h@ﬁﬁ@@ tl‘iﬁhﬂdéxhﬂfbr&?artib%rto the

devi ce.

. electronic eqmpment |

- 13. A server dev;tce which conﬁgures the 1nformat10n processmg system o
| ' descrlbed in any one of clalms 1 to 12. '
10 - S

14. Electromc equ_lpment wh1ch conﬁgures the 1nformat10n processmg System

descnbed n any one of clalms 1to 12.

15. A program comprising, ina computer: -

a step of obtalmng ﬁrst address 1nformat10n stored in advance;

a step of obtalmng a ﬁrst electromc eqmpment 1dent1.ﬁer stored in

o advance,

‘a ﬁrst address change conﬁrmatlon information formmg step of forming -

o ﬁrst address change conﬁrmatlon mformatlon containing the ﬁrst address

'Lnformatlon and the ﬁrst electromc equlpment 1dent1ﬁer, and

‘a ﬁrst address change conﬁrmatmn mformatlon send_lng step of sendmg

the ﬁrst address change conﬁrmatlon mformatlon to an mformatlon processmg :

: dewce

16.  Aprogram comprising, in a._'co'mputer:

- astep of obtaining first address information stored in advance; = -

| ~ a step of obtaining a first electronic equipnlent iden_tiﬁer stored in"




L advance, '

15 o

" a ﬁrst address change conﬁrmatlon 1nformat10n formmg step of formmg a

ﬁrst address change conﬁrmatlon 1nformat10n contalmng the ﬁrst address

- '1nformat10n and the ﬁrst electromc eqmpment 1dent1_ﬁer,

" a first address change conﬁrmatlon 1nformat10n sendlng step of sendlng

' 'the ﬁrst address change conﬁrmation mformat:on to an mformatmn processmg '

dewce, }

a conﬁrmatlon 1nf0rn1at1on recelvmg step of rece1vmg conﬁrmatmn

' 1nformat10n ﬁ'om the conﬁrmatlon mformatmn processmg devme, and

“a send back 1nformat10n sendmg step of sendmg reply 1nforn1at1on

| correspondlng to the conﬁrmatmn mformatlon to an mfermatlon processmg

' dev1ce

o117 Aprogram coniprising, ina computer'

‘a step of obtalmng mdex 1nformat10n held in advance, .

a step of formmg a send mformatlon comprlsmg the 1ndex mformanon, _

. :and___: o

- astep of sending the send information to the server__devic_e;_




