DATA SECURITY SYSTEM CROSS-REFERENCE TO RELATED
APPLICATION(S) This application claims the benefit of U.S. Provisional
Patent Application number 60/761,916 filed Jan. 24, 2006. This application
claims the benefit of U.S. Provisional Patent Application number 60/747,926
filed May 22, 2006. This application claims the benefit of U.S. Provisional
Patent Application number 60/747,924 filed May 22, 2006. TECHNICAL
FIELD The present inventparelsirugamersigtemectronic devices, and
more particularly to data security systems. BACKGROUND ART Security is
a critical issue with almost all aspects of computer use. Memory lock
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vulnerable to security leaks and data compromise due to USBDs being lost or
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sys(témsllj&ck) tdheaanmfesS@tyat deal of money and effort is being applied to guarding
personal, corporate, and government security information.

As portable memory storage devices have become smaller, easier to lose, more
ubiquitous, cheaper, and larger in memory capacity, they have come to pose extraordinary
security problems. It is now possible to download massive amounts of information
surreptitiously into portable memory storage devices, such as universal serial bus flash and
micro drives (USBDs), cellphones, camcorders, digital cameras, iPODs, MP3/4 players,
smart phones, palm and laptop computers, gaming equipment, etc.

More specifically, there are millions of USBDs being used for backup, transfer,
intermediate storage, and primary storage into which information can be easily
downloaded from a computer and carried away. The primary purpose of any USBD is to
store and retrieve that “portable content”, which is data or other information tied to an
owner and not to a particular computer. A host computer is only a way to access and
manipulate the portable content. USBDs are commonly connected to different computers

in various environments that are security-uncontrolled and potentially security-hostile.
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security, financial databases, medical records, business records, national
security information, in short any confidential information, can be exposed
and distributed to unauthorized individuals. Private, government, military,
and corporate institutional users are all concerned with being able to secure
information on portable, easy-to-lose or steal USBDs. The most common
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transferred to one of these devices, leave the_ premises, and get lost or
olf@]‘in names and passwords for each unique account. In addition, it is comimon practice to

change passwords at regular intervals. But this is time consuming, requires highly
qualified information technology (IT) administration, and causes problems when
passwords are forgotten.

Information cannot easily be exchanged within an organization as passwords need
to be shared in order to access shared systems. A biometric shared system must learn the
“fingerprints” of everybody that needs access.

Since information is easily transported outside a facility, institutions are creating
policies that prohibit the use of portable memory storage devices within the confines of an
institutional wide network and with company owned equipment. The fear is that portable

memory lock systems can pass through conventional security screens. Thus, it becomes



Some companies offer prevention with "port management" techniques, for
example, by disabling unwanted peripherals connected to their network with
end-point security ("port management") software or epoxy applied to USB
ports (to "block” the ports). End-point security software grants permission for
authorized USBDs while rejecting all others. All these solutions still present
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is a schematic of a data security system in accordance with an embodiment
of the present invention; FIG. 2 is a flow chart of an anti-hacking system for
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accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic of a data security system in accordance with an embodiment
of the present invention;

FIG. 2 is a flow chart of an anti-hacking system for the data security system of
FIG. 1 in accordance with another embodiment of the present invention;

FIG. 3 is a flow chart for a combination reconfiguring system for the data security
system of FIG. 1 in accordance with another embodiment of the present invention;

FIG. 4 is a flow chart of an institutional memory lock system for the data security
system of FIG. 1 in accordance with another embodiment of the present invention;

FIG. 5 is a flow chart of an authentication system for the data security system of

FIG. 1 in accordance with another embodiment of the present invention;
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of FIG. 1 in accordance with another embodiment of the present invention;
FIG. 8 is an institutional data security system in accordance with another
embodiment of the present invention; FIG. 9 is a flow chart for an institutional
data security system, such as the institutional data security system of FIG. 8,
in accordance with another embodiment of the present invention; FIGs. 10 is
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present invention; FIG. 16 is an intelligent data security system in an

altBate BHSliment of the present invention; FIG. 17 is a restriction
memory iiGhel BanndletioshoiitrolleaoPIN Gntyes fesemetpuip pirioetheoititetigant
menans leeksystemewiththe, sereurity features disclosed for FIG. 16; FIG. 18

's a secupgayihe Qt}‘tgo%:/ugl? foken system for the data security system of FIG.
1 in accordance with another embodiment of the present invention; FIG. 19is
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angther embodiment of the present invention. 4 BEST MODE FOR

CARRYING OUT THE INVENTION The following embodiments are
describedp. défficiemtddietail tiremablathesesystem in an alternate embodiment of

the present invention;

FIG. 14 is a credit card size memory lock system in an alternate embodiment of
the present invention;

FIG. 15 is a credit card size memory lock system in an alternate embodiment of
the present invention;

FIG. 16 is an intelligent data security system in an alternate embodiment of the
present invention;

FIG. 17 is a restriction memory in the connection controller of FIG. 16 for
equipping the intelligent memory lock system with the security features disclosed for FIG.
16;

FIG. 18 is a secure authentication token system for the data security system of
FIG. 1 in accordance with another embodiment of the present invention;

FIG. 19 is a schematic of the operation of the secure authentication token system
of FIG. 18 in accordance with an embodiment of the present invention; and

FIG. 20, therein is shown flow chart for a data security system in accordance with

another embodiment of the present invention.



skilled in the art to make and use the invention. It is to be understood that
other embodiments would be evident based on the present disclosure, and
that process or mechanical changes may be made without departing from
the scope of the present invention. In the following description, numerous
specific details are given to provide a thorough understanding of the
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features is an electromechanical mechanism that requires physical .
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For any USBD containing sensitive information, it is critical that a security system
be self-contained and aware of its external environment.

In various embodiments of the present invention, one of the self-contained
security features is an electromechanical mechanism that requires physical manipulations
(i.e. entering a combination, biometric identification (ID), or personal identification
number (PIN)) in order to activate on-board memory. Until the self-contained security
system is activated, the memory of the USBD cannot be written to, interrogated, or read
from by any electronic product/device/instrument/equipment the present invention is a part
of or to which it may be connected.

Unlike other solutions that are on the market presently, the present invention is

self-contained, and integrated with an internal memory (either portable or “internal” to the
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bigger assembly) in an electronic device. A host computer (for example,
laptop, smartphone, cell phone, computer/computing device, gaming device
that has a computer/microprocessor, etc. etc.) does not need to know there
is anything special about the device. In this sense, it is independent of
operating systems, drivers, applications and computer platforms. It is
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various maghinesd iRskkyumenisdand amwemnbedded piece of equipment. In
appligati .as a "paortable memory" device (such as an external memory
ovice XM By HTnof HETGGr08), 18 FH St gmon
communicabierepiet tofeIPCe¢isitexample, USB port). To the computer, this

is simply grstakagessesecedsanevaticlt ihasmmnlockithatcanpakiaaccessed

from the comguter.T e memory device r m%ins inoper?bleluntil.it
ironments (e intetnet” ¢ SKS, many' national-

. € .g. €, Ki ecurit
recognizes tﬁe.co.rrect cofmibination of grapﬂlcs, such as numbers and/or
letters. In s@PRECBERE EMbodiments, the operator does not enter numbers or
letters. AngesscantperaitainechbyrResig palioed arsaumbeamwd/iettered

buttons, or prassing:a, SRte RIORM N AtiabIe,dyrations.gLhe. 1tter works,

for example, b¥ pressing a button and waiting for an LED to blink. A
combinatio I RTBAREER I -xample, by pressing the button, waiting for 3
blinks, relaasing)qdiessinds@mndenaiting fon Dblnksd dewiindiiftheat operate

SegHence has PEEMERLEI&ntRERRMAY AS vigs bilosks.andgrmes
operabIeInThi device could g{so be in,,%g%rcrg] (th%t is asswollrd rotected

. applicafion. as a “portable memor such as dn external memory device
(sometlmesl?ﬁ aotd)lltllon topa Y y
exemplified by a flash or micro drive), it is attached to a communication port of the PC

(for example, USB port). To the computer, this is simply a storage device. However, it
has a lock that cannot be accessed from the computer. The memory device remains
inoperable until it recognizes the correct combination of graphics, such as numbers and/or
letters. In some of the embodiments, the operator does not enter numbers or letters.
Access can be attained by pressing colored or numbered/lettered buttons, or pressing a
single button with variable durations. The latter works, for example, by pressing a button
and waiting for an LED to blink. A combination is created, for example, by pressing the
button, waiting for 3 blinks, releasing, pressing and waiting for 2 blinks, etc. When the
correct sequence has been entered, the memory device unlocks and becomes operable.
This device could also be in a form that is password protected (sometimes in addition to a

mechanical lock).



mechanical lock). 6 For some applications, the "lock" can have a "timer"
which can be set to keep the lock "locked" for a certain period of time or until
a certain date. The memory lock system must remain attached to the
computer to view its contents. If the memory lock system is unplugged, the
memory lock system becomes locked again. For other applications based on
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containing confidential information (personal, financial, medical records, etc.).

CoffidHtisl files can be accessed like any other file on a computer as long
as the mémory Hewvessidntotkedhy/ ariver embvidimerts sftiaapesdpgin

invesui.ﬂaaeouiddaer%se@rﬁwr@m;aImlasseesecﬂqsr@@fb)g@@mpwmdemiaﬁs
electrpnic rod ICts,.a Ilcatlo V|de ames for. kids d| tal music
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ﬁgﬂ‘ smartan
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institutionsse vpriovidebodphymsicalthtokendigrsoiulfifacicratathehticationg any
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includes a network / computer. system for_providing a unigue identifier to the
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corypigter systépd; and a manipulable mechanism for unlocking and locking a
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provide a “physical” token for multifactor authentication systems.

In various embodiments of the present invention, a drive system includes a
network / computer system for providing a unique identifier to the drive system, a private
hashing function for authenticating the network / computer system, and a manipulable
mechanism for unlocking and locking a USBD.

In various other embodiments of the present invention, attributes of a drive system
that can be embraced in an institutional environment are that it:

1. Protects information, yet allows a controlled access environment when outside the
controlled access environment of an institution.
2. Can be freely exchanged inside the controlled access environment.

3. Is secured to a particular user’s computer system.



3. Is secured to a particular user's computer system. 7 4. Eliminates the need
for an external computer to establish security: locking is self- contained and
access control depends solely on the memory lock system itself and its
resident hardware / firmware / software. 5. Reduces password proliferation as
the memory lock system is able to recognize a safe environment and thus,
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manipulablg ineyineahanisa, Referring now to FIG. 1, therein is shown a
schematic of a data security system 100.in accordance with an embodiment

Yy
of the PredBAt IVENABA TR G S ARty L) BT 1B HSRTEE S Femory
lock systéne 108 schosnemnmiputare.systain mOAnith enbidplaytunitthopesmd an

optiealdAstipiongliReWMK SYSiBMdk A8 with eploBakeompiitansyptams
119 as part of the optional instgléjtiggﬁegetwork system 108. The memory lock

., machines, mstruments, an equipmen .
system 102" ncludes a bo y 117 having a'c nnector 114, which could be a

USB conM@étoratedbidifs 112 intuded Bnramsiis statersavigicatbrit f6adeidh as
LEDgcandla imaoipulable dnpetmechanisibidkii8y sy as@cthuimbswheehbrdhe

mapiplakle ipeuLechanism 118 is next to a display unit 119. Internally,
the body 112 contains a controller 120 connected to the host computer

system 104, the manipulable input mechanism 118, and a memory 122, such
as a flasRefaempory wOplilhal. etenesshiPi powenthis rerdanstooktsystenmn
10200Thedoadiekiesvii2dn arBRptianat beeausa poweasfor the memory lock
system ould also come fram the haost co ter sys 4 (with or
ot A RS b D e e B ST SRR

130 RASHNErisPIR g s PRYemtEat] Anpiarit ResHoX s ae RBERIgY

untiplidfal computer systems 110 as part of the optional institutional network system 108.

The memory lock system 102 includes a body 112 having a connector 114, which
could be a USB connector. The body 112 includes an input status indicator 116, such as
LEDs, and a manipulable input mechanism 118, such as a thumb-wheel. The manipulable
input mechanism 118 is next to a display unit 119.

Internally, the body 112 contains a controller 120 connected to the host computer
system 104, the manipulable input mechanism 118, and a memory 122, such as a flash
memory. Optional batteries 124 power the memory lock system 102. The batteries 124
are optional because power for the memory lock system 102 could also come from the
host computer system 104 (with or without a cable).

The controller 120 contains a random number generator unit 130, a hashing unit
132, a host identification (ID) unit 134, and a checking unit 136.

The random number generator unit 130 provides a random seed 140 to the

connector 114 and to the hashing unit 132. The host ID unit 134 provides a host ID

8



The random number generator unit 130 provides a random seed 140 to the
connector 114 and to the hashing unit 132. The host ID unit 134 provides a
host ID 8 number 142 to the hashing unit 132. The hashing unit 132 takes
the random seed 140 and the host ID number 142 to provide a hashed
number 144 to the checking unit 136. The connector 114 is connectable to
the, AL GAMBYIE L RYSIE Thil Oh. WRICH GANIAIRS B KR! APRligatia.4290and a
host | u?li)t 1525 T&e randorg seheo\L)éMO isbpr (%(Lilde to th?ﬁ, host %;%Qlication
150'%15Hg WitH"'3Sho st IRPRIINDAPTEA {8 BRSVide 'S N SPERASHRY ¥sult 160,
which is phevidaectsy théicemmegitble 1d da ot costmatskitygiam 04 38hichisignainen
the, ashatiausaben Ldd andithe hest's hasbeshiesut-i60@reibesamener

matehes willihe, spnuollerL20 willynlogk access 1o i EQ}F@%‘O%%%& result
Security Is not base o a USB' connection - portions are hidden from host
acclsRigh e A G <o FRIS SIS dddrityhineliadéne BREAIS AP Rpphet s
datastesidimghén e madrheHidinghafldatedoyt tho memorynahip. dMemeonyilthip is

not fullyiResessinla sl contralieris.able e autienticate itself Risallingathe
communication port. The hostn%gﬂlcatlon 150 contains a hashing unit, which

is (OSSR a8 M RALHHG Ui T2 Hh A& PEMEN 10K &SI 14 TR
hosgtciydplication 150 can reside permanently on the host computer system
104 or be loadeghteypparascireradbe-mepannlacksystem 102. In the latter
case, the memagylock SYB(EM 02 coniains apublic pariion At causes, the
host computer 104 {0 auto-load and ru .|r%cty from't memory ock system
102. User authfititsidniortrbliqietbrpieik E5ktem 102 is provided by a
"physical" lockinganaghanisnm{foicexample, based on an electro-mechanical

mechanigm) y Jis HfcoW e B WG HL MR SMER RN UL AL, &

shown in FIG. 1. As an example only, its implementation is illustrated with a
"poFtABRE HEMBRPO SR SR A ds THE M tERSR Bk Sy Sl 40 BiERed
witbndhe drrstrramipationsort] (. gr,ba IWEB! porporridohmedtonneitisydpdenstood
thafoyeny gimia: BaeChrniRms-CRKMGsBRARASHAM Wik apdigitalsamaa
Inteina) A AYs A ING SqMPUlgT S mAK Rhoey PRI Computer,. digia!
music piayerg, etc. ) 'IL 1€ memory OCII( syst m ﬂ)% IS nor a(fy OfT to conserve
battery pJowwet thArHetithéoranipemepidirptisisedhaiismvides iy mathpindted,

theccking @lkehanism (for example, based on an electro-mechanical mechanism). This is
how the thumb-wheel implementation would work as shown in FIG. 1. As an example
only, its implementation is illustrated with a “portable memory” system, such as the
memory lock system 102, equipped with a communication port (e.g., a USB port or
connector). It is understood that very similar mechanisms can be incorporated within a
digital camera, internal hard drive of the computer, smart phone, palm computer, digital
music players, etc.
e The memory lock system 102 is normally off to conserve battery
power.
e When the manipulable input mechanism 118 is manipulated, the controller
120 wakes up and activates the display unit 119.
e  The display unit 119 initially shows “00” and increments 01, 02, 03...98, 99

as the manipulable input mechanism 118 is manipulated.



120 wakes up and activates the display unit 119. The display unit 119 initially
shows "00" and increments 01, 02, 03...98, 98,99 as the manipulable input
mechanism 118 is manipulated. 9 Like common combination locks, it could
take a sequence of 3 numbers to unlock. For example, a combination such
as 22, 68, and 17 (of course, the sequence could have more or less

numbers{etigfg). . LGN aAMBHARIE IRRULMEAAANST L4k IS DAT RHREed ynti

the number 22 appears on the display unit 119. The user then manipulates

the manipulafl&iplt HiaERRRISHOTPE UL ARG FordExdifiple Withure: the

thumb-wheekermversesikhbagiraetéon lefsthembhigllitcThe controller detects the
change i difﬁ@%@n@ﬂ%@a@l@%ﬁl&@%&b@aﬁi@'ﬁ)& %%Mﬁﬂe@&éﬂﬁ%umber 22
Manipulation contipéjnetﬁ u(ptil 68 appears in the display unit 119. The

manipulationaf?sv%"ﬁange dsrfilﬁylllflappéars. The memory lock system 102 is

now unlotkedhe Threden-eigi niateries snginmeabl ODOV000choEsibld8 differently,
combinationgoandMth itk umpRES . itheresare 40000 R0 Ressihle
combinations, Any electrical tampering. will render. the ory lock system
05 monaran2 O e P IR
actually contfSIRé#irmware that is monitoring the input. If the memory lock
system 102 istplipggechisowtitheddinkackipgrdimdt applfuaction. The following
are featuges/fynctions B.{i)(gniﬁsegﬁarllltg embediments of the present invention: A
e

small package that can ept on a Eey chgl?ﬁ?rin a wallet, or into a larger

assembly: e ghearayoc DAt Ehdrystearischtévent disassembly and
reverse engimeedngdiSofiwaes psidenbonothposssraetyntockisystain o 3-

performs encyprignANd s S1GURIAN 0TS MBI Rclisystem 102

operates with all computer type systems including desktops, laptops, and
handhelds andeflibEdtidereyansms!l rendei B BaerBdUp TarsESotiarsidtiory

lock system. While the unlocking mechanism is electro-mechanical, it is actually controller
firmware that is monitoring the input.

e [If the memory lock system 102 is plugged in without unlocking, it will not
function.

The following are features/functions of different embodiments of the present

invention:

¢ A small package that can be kept on a key chain, in a wallet, or into a larger
assembly; e.g., a laptop.

e Data is encrypted to prevent disassembly and reverse engineering. Software
resident on the memory lock system 102 performs encryption and de-
encryption.

e The memory lock system 102 operates with all computer type systems

including desktops, laptops, and handhelds and embedded systems.

Can be backed up to a second memory lock system.

The memory lock system 102 has an electromechanical lock so user must
enter numbers/letters/graphics similar in nature to existing combination locks.
The memory lock system 102 can additionally have a software password and

can also have a timer.
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The memory lock system 102 has an electromechanical lock so user must
enter numbers/letters/graphics similar in nature to existing combination locks.
The memory lock system 102 can additionally have a software password and
can also have a timer. 10 With an appropriate software application, the
memory lock system 102 can automatically enter login credentials. The

memory 122630 Stop6: NP EHALRE] E%&ﬁﬁﬂeﬁﬂgﬂ&%&@ﬁ@&m AIPWR

storage of credit card information. Ab to store files of any type. Amount of
data is I|m|te%‘%’i’i‘ﬁpfﬁ}}fﬁgt‘gl%%ﬁﬁ‘&‘m@?‘nory 122 and memories are
constantly irBreasimgyr Zlzen stheahepeony k2R ediaexist infamatorm

including bug ptimited iP.RAMx FiAsHaAR rotating disk media. An

internal power source, the oPtlonaI batteries 124, allows unlocking while

detached" fro‘hl?lgtfféf?fﬁ&tlé?o THe'YREmory lock system 102 may or may not
have a visuahstatusindicatdnitsdichiyabythe sivout siatusiingid¢atomd be&mdrive

memory lock systemhdPAmaBaye A display unit 119. With approprlate
software, the memory lock system 102 can have "one click" logi

memory hcﬁ%@&gﬁ?ridf%&?? 5L A4 ER AR S RO R TP g&‘ﬁ i?h%ﬁé”s
(e.g. storagefohphdmetdtopkisk medecurity fuse in the controller 120 will be

blown to prexgr;ﬁté%éEﬁfwe@agﬂ%@efﬂ@gpukla%mgr@&t@fnpﬁﬁ@w@uqﬁ)m%mthe

controller 12&) %;J?al communlcatlon channels will remain closed even if
etac a compu
correct sequence 1s sub sequ nﬁry entered. If hacking is detected, the

memory ek bvilpamey is&lfeea [Qfemtinne (@)gnot Haer) whdrstitwilhdetaen to

normal operm@%mﬂllmﬁﬁtﬁ@lea@a@litgajf or operate in some other fashion.
Hacking is dslatected tr)}yx number(l()zzf uns&;cces B trles (1[ - , 10). Enough to
n

lock system
account fOI’ normal operator mista esagu ?'IOI’]‘.1 (0] prevent

unauthor&edVéh@pr@teweﬁ%rsdﬁmeénamﬂpﬁawmg Higetithancis erstelick”
login.

¢ The memory lock system 102 can be used as external memory for cell phones
(e.g. storage for phone book).

e A security fuse in the controller 120 will be blown to prevent reverse
engineering.

e Hacking attempts are detected by the controller 120. Internal communication
channels will remain closed even if correct sequence is subsequently entered.

e If hacking is detected, the memory lock will reset itself for a later time (e.g.
1-hour) when it will return to normal operation, will be set to erase itself, or
operate in some other fashion.

e  Hacking is detected by X number of unsuccessful tries (e.g., 10). Enough to
account for normal operator mistakes but short enough to prevent
unauthorized entry. The overall software anti-hacking algorithm is not
published in the User Documentation and is not available to public.

e The memory lock system 102 can be pre-set by the factory so it cannot be
changed.

e The memory lock system 102 can be pre-set by the factory with an initial
lock/unlock combination which can be changed by the operator once the

memory lock system 102 is unlocked.
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published in the User Documentation and is not available to public. The
memory lock system 102 can be pre-set by the factory so it cannot be
changed. The memory lock system 102 can be pre-set by the factory with an
initial lock/unlock combination which can be changed by the operator once
the memory lock system 102 is unlocked. 11 The memory lock system 102

can be pre-seh by, R (ARG Fniniial pekunioek.compination whih
can be changed remotely by the factory in the event the combination is
forgotten. TRETHEIADIBRRUVEERICE 62" B8 ARFE IO piRgdactory in the
combinationsforttheonsertamdsdthgrsnThe controller 120 of the memory lock
system 102 fegthgr £QNRINS A rpythenticationifit-1ar capaiiashs (for the
authenticating vari%u%?—g/sical and biometric inputs. In addition to numbers
and words, the atithéntication unit 162 can authenticate fingerprints or retinal
prints by Eenventigisal eagls ISomemefthiedneaisiaréRefeithaftepagerived.
Refering:now o3 chatheseindssheme adawphachiohaniantifRasking In
Sy%%mo@8%%&%%9@&@@%;& '&Xﬁéﬁﬁf&%&?&&%‘%&% ML ACER @r?g@%%ﬁ’ys' th

another embodiment o resent invention. The anti-hacking system 200
st HRERSPU AN SO B RO AT IRCREYS BRI IR foRrad up in a
block 202. An input attempt register is set to 0 in a block 204. A user inputs a
combinatiQR.ima RIRck 2RE.,2ndIeinumber A AUeMRIS At dRRWIAG Peem

combination is checked in an inp E tempts >X in a decisign block 208.
e PRI 65 AR QLD B e A ML B AN A

lorieasetiet mypABeT: of input attempts is less than the number set in the
decision Thlogki 2Q&itheycembiadian wilkbe Gheckedinm feeisionddegkea:10.
If the,combination is_correct in the decision block 210, the,memary will be
o s B A2 N R ok
210, the fhptitattBripisSRPBAUTACKE EINEAAPirIdt BEtSHTPRE & i attethpts
pluspbtim@atideok@idiowithittéahcoaespucambpnati®m a dueasiooylddckes] X
indication, willile Aravided it adieak 28R ihe floneghart returns to the

user inputs combination in the block 206 to allow tflte user to inPu the

combinatiot AR RSN IHBLC SO LTS DYEALeP NG J9L AP ACHSBr i

thebldeleiX|drihsletkba@gon will be checked in a decision block 210. If the combination is
correct in the decision block 210, the memory will be unlocked in a block 212.

If the combination is incorrect in the decision block 210, the input attempts will be
incremented in input attempts equals attempts plus 1 in a block 214. With the incorrect
combination, a memory locked indication will be provided in a block 216, and the flow
chart returns to the user inputs combination in the block 206 to allow the user to input the
combination again.

Once the input attempts is greater than the set number in the decision block 208,
the memory locked indication in the block 216 will be provided and no further user
combinations will be accepted.

Basically, the anti-hacking system 200 counts the number of unsuccessful
unlocking attempts. When the number of unsuccessful attempts reaches a specified
threshold, the unlocking mechanism changes slightly: every combination entry fails (even
a valid entry). This mechanism prevents unauthorized entry with no feedback to the

hacker as to success or failure.
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the memory locked indication in the block 216 will be provided and no further
user combinations will be accepted. Basically, the anti-hacking system 20.0
counts the number of unsuccessful unlocking attempts. When the number of
unsuccessful attempts reaches a specified threshold, the unlocking
mechanism changes slightly: every combination entry fails (even a valid

entry). Thig-ReclaniRmspievens Hiamhauzed Satwitado feedback to the
hacker as torsuccess (I)Ocljallure %gz Pt% memory lock sy stem 102 }NI” again

(vRI1(20010) tem ent Vel’ltl from s
regain operatioh wien &' memory i8¢k S T@)g the'presént
invention wakesfrémibstespraviead (battery powered). b) The memory lock
system 1p¢ref Eh@npfgaﬁem}memmm&lmwdlaaadorremmae&degdto a USB

port (for a batteré/ Iessctee t#g}sent ((1;3 Input A tliesmgt%og resst Referring now
to FIG. 3, therein is shown a flow 'chart for a combination T reconfiguring

system 3@6%%@’6‘8&%‘%@&3ﬂty system 100 of FIG. 1 in accordance with
another embodiment of the present invention. The combination reconfiguring

system @Q&BQ%W%‘ fanis, %H&Q@%“Eﬁom?@%{v|Qﬁé$¢5¥<§t%”}&%d§on
powered u 1p in a block 302. The user unlocks the m mory in a block 304 in

acéeCPd‘gﬁ%é“ﬁ/f?ﬁ%“b?E}%é%rutPé ST IR Shown Fﬁ?e HAtRERKIRG SYdtem
20enqyfdr p@bodimpis efrihgckingrofthetimemory starts a reprogram timer in a

block 30Ghd henusRliotheruSMEeHS s e\ SoMmbinaliam uaiDlaek 308 arehdy
ch Cﬁf'ss Jpadejosee.if the r?ﬂ%&”&o?”ﬁeﬁaé Gpiedin a derc'%oa“b%&‘:k
31 e reprogré’ timer'has not expired Iin t ecision block 310

unRSBKBA SRRSOV ik 8 RESSAUE BIBER! 39 Sanhera ﬁdhﬂﬁé%@@?gféyeﬁ%@%e

newf E@nhination in a block 314. Again a check is made to see if the

reprograry,i mﬁ‘gcizag SXRLGEARA thﬁgsaqurpg%ﬁ G- ilf AJEOIABEAMPHITES
has not expired in the decisjon block 316, a check is made to_see if the two

neliBSHBIAEDREMNIRAMN A HRERi SRRt 318 T IR SR SRR AR ons
mdtehkribasitepdedisiodebiook 8338, 3d0nemory unlocked indication is provided in

a block 32QnanehtbaMenntemiinatiopisdescordad i Bloak 822 anlilth&ked
reprogrami tlmer.ex%ilroeds( plezfogﬁ Hj&e new combination |§hentered -entered,

€s in'a S point the user re-enters the new com ATl

block 314. Again a check is made to see if the reprogram timer has expired in a decision
block 316.

If a reprogram timer has not expired in the decision block 316, a check is made to
see if the two new combinations match in a decision block 318.

If the two new combinations match in the decision block 318, a memory unlocked
indication is provided in a block 320 and the new combination is recorded in a block 322.

If the reprogram timer expires before the new combination is entered or re-entered,
or if the combinations do not match, the memory relocks in a block 324.

In the present invention, a new combination must be entered and verified within a
short window of opportunity. This is to prevent unattended and unlocked units from being
stolen and reconfigured. Of course, there are several embodiments of how the combination
reconfiguring system 300 is designed and built:

(1 The combination reconfiguring system 300 can be preconfigured at

the factory (and can not be reprogrammed), or
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or if the combinations do not match, the memory relocks in a block 324. In
the present invention, a new combination must be entered and verified within
a short window of opportunity. This is to prevent unattended and unlocked
units from being stolen and reconfigured. Of course, there are several
embodiments of how the combination reconfiguring system 300 is designed

and built:£3) Thg,comhination reerRiging ytens 309 G ed to
preconfigured at the ﬂactorly and %%%Jnot be r%%ro rammed or 13 g2) The

¥v e use reco re_th 100 rﬂ%
combination recon iguring system can e S|gned O a OW euser to

reconfigure the ©beakitatidn once the unit is unlocked, and (3) The
combination recorfigitiighsystetindRormanpetesigned @ alowsemote

factory reconfigyration in the event a user forgets the combipation, nce it is
W remote actor I'(?CO]‘F1 guran n € c e)nta ser e

determined that the person Is an authorized user. ultipl e inations
can be used asSv8Rn iy mﬁérleﬁﬁﬁaav?ﬁ%Htabf%eeesﬁfﬁma%wmd
reconfiguring system 300 used, for example to reset the combination of a

secure smait dergnyfbecgqlmgm)gslgaq%eseh o1 Qgcombination reconfiguring
system 300 is delivered with a reconf ured combination. This combination

must be U5&GTHbFERPIEEHISLI AR LA SR EBR A HhG Lystdni"300
forethanpfiy st emethT henbriginalof e rsbimationt darchdathimett iydehe: customer

or changed. 2. The éﬁﬁbﬁlﬁﬁﬂnré‘cl&ﬂgiﬂggth?st%ﬁﬁ@ﬂﬁ@ GRMbiAALGI ig to

unlock the comblnatp %conf jng s tem 390 3. Onc nlocléed areset
ure com 10 1S, combination meote use

mechanism carl be ac?vate e. g a reset button on the bottom of tﬁe
memory lock sy&tiiricLBPIek phe SSBM AHIn AFFVER AR Freeh 190 eichte that
the memory lockrsysiem 102 isriggady adgeptoa rew eombinadioy. 4heThe
desired combingfiaf,is thep.gntered, and the reset button is pressed again. If
a mistake was made during entry, the memory lock system 102 is unplugged

from the BSB pdPf AR FEtAREGETRE SR %d?ﬁﬁﬂ?ﬁ’e‘i’ﬂd%t?s"%]t?ﬁka@?ve

combination reconfiguring system 300.

3. Once unlocked, a reset mechanism can be activated; e.g., a reset
button on the bottom of the memory lock system 102 is pressed and
an LED will Flash to indicate that the memory lock system 102 is
ready accept a new combination.

4. The desired combination is then entered, and the reset button is
pressed again. If a mistake was made during entry, the memory
lock system 102 is unplugged from the USB port and restarted. The
original combination is still active.

5. The reset button is pushed again when the entry is satisfactory. The

combination has now been changed.

Referring now to FIG. 4, therein is shown a flow chart of an institutional memory
lock system 400 for the data security system 100 of FIG. 1 in accordance with another
embodiment of the present invention.

A user connects the memory lock system 102 to the host computer 104, which is

connected to the institutional network system 108. The memory lock system 102
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5. The reset button is pushed again when the entry is satisfactory. The
combination has now been changed. Referring now to FIG. 4, therein is
shown a flow chart of an institutional memory lock system 400 for the data
security system 100 of FIG. 1 in accordance with another embodiment of the
present invention. A user connects the memory lock system 102 to the host

CO Q&QH%%S 1R4 g dsa sennegted e e nstityional nghvesk sysiems108-
memo% lock s stem 102 P%?g qerates the random seed 140 in the

host co uter S tem 4 1n a.
random hUMBEr g HaPator O aiid sends it to the host computer system

104 in a Bldkkhag4omperes HosTCOrPlutbessyenberiion 3 teshbsbagpphcatidar 50

uses4therh@sthldst numllixarsz:la'ié fironmtiae beat1Ud ot hdhanshierandem geed
14@0 from t eogpe nar Ioc 3{%6 N a%pzk%é:reate a host's hashed results 160

eat d results
in a block 406. The ost computer system 104 then transmits the host's

hashed r@%hoi%‘{‘j’lft?‘{ﬁé S¥f'f§‘ﬁ1b?§'/ ke siim ot sahpibekrerns. 109 trehe
memonyybek systen02@2; thehdashing unit 132 uses the host ID 142 from the

host ID upitik3f.ARF Waraaermaeat fA0{om:hSrandem MiBeL? from

generator unit 130 to create a memory's hashed result 144. The host's

hallsgdBUIPL 5" FEH EHAARL &S MS/&E%? é%’i%’r‘%%%f}?%cﬁ%%}%d’% ith'the
memerpts hastredyedulthdddefrdini4he Rherhotys Todiedystainl 4Q2romtte host
che&lﬁmw;t&aadm iadlask-A1AAcheskis Madrdesael fthehastcaroputer

e memaory: b&gc h shed . Its 59!4“1 a decision block 412. If the
has(ﬁe re%m% rlr?a{tgﬁlﬁn the ec?s%n block 41 , the memory is unlocked in a

block 414" thifleihBagil fesiiitee deshetPRREERTA HfeaBER; BledsiBesesiros ke
memetyiremainsnloickied in dfbledkhdbreAstanadditionakieatureydt the, est

COmAHLR sYsiem.d 04, dpes nat respond within a preset interval while the
host application is creatlng the host's hashed results 160 in the block 406,

the preset IRtSRTAT A BiSGB AN P ASIEAOME e hon) 1 2SI PR,
lockektdnnhélbtbdk®16. As a further feature, the user may enter a correct PIN

number il&@ﬁﬁ&iﬁi@ﬁhl@&ﬁke 4@&3%651 o N e riis it eGhotBwithin
memor Wi I b lock lock 414. If th eris rrect the
it N e R R VA
mé)rlﬁélfyl%cgig)pﬁgﬁ]l%g@aéﬁbmpck 420 will pass and the memory 122 will remain

locked in the block 416.

As a further feature, the user may enter a correct PIN number in a decision block
418, and if the PIN number is correct, the memory will be unblocked in the block 414. If
the PIN number is incorrect the memory remains locked in the block 416.

The flow chart of the institutional memory lock system 400 shows:

e The memory lock system 102 creates the random seed 140 that is used as input
to the hashing unit 132.

e Both the host computer system 104 and the memory lock system 102 generate
a hashed result based on the random seed and host identifier.

o If the results from both the host computer system 104 and the memory lock
system 102 are the same, the memory lock system 102 unlocks providing
complete access.

e If the memory lock system 102 is unable to recognize the attached host, it can

be unlocked via user authentication.
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The memory lock system 102 creates the random seed 140 that is used as
input to the hashing unit 132. Both the host computer system 104 and the
memory lock system 102 generate a hashed result based on the random
seed and host identifier. If the results from both the host computer system
104 and the memory lock system 102 are the same, the memory lock

system 102 ME&%’S&BB&?YQQMH%HH‘DJRB% ﬁ@&%ﬁslocm cEHB Oy lacksystem
102 is unablg ﬁo r%co. nize thedattached host, it can he unlockec(}) via L%ser

authenticatioh 5 AGHEHT Ao S 8Lt TS S By ek iialy Y6l 4Y8t&m
102, not theThigstica host ID is created and transferred to the memory lock
system 102 tonfiiuie sefenignse. meapnohand sRElLY R Pamageddy the
memory lock system 102, not the host. The memory lock system 102 retains
a list of learned hosts. The hashing unit 132 is used to operate on a random
seed and" onE'oPATI 108y SYEBMPURHRENNS K IE9T54RS ase). All types of
logical andharitiinetioifuAzZtionednaypetappliechiosidecthehashingnunrikd32.

Th ISACERAS A BIORKEANINISNIBEIRRAESS SAhISIORMEARDnay be
de{%%ted,b hacking attem }ts. Or}?lﬁ%he r%st application 150 and they

P
meRPOR! IBERSSEBRT T8 M8 r the iRSHEGHOR RrioH SHPHRERINY BBPREN Aokey
is dhuirioure spallyeltivanichd hydackie ottpotsofQhie thadhihaprolinti@2LA aglffbeent
keynwilhgeneraie-a difesenrasulifrormdhenbashing uaitiha2. The key can

represent,an identifier such uastgats%%al number, login 1D, ¢ uter |

roduct 1D, Hia T s Ja e Py
thel WAERnEF Vintith 82 ame k&Pt Atche I Rthe pradelitentBodimént,
thedpestiDul Bénvitas tisedsassainiexarmpléogihdDkeynpine yggessoiicreating a

reilfeiSranNAOgIRIRLIN GRAANGR AlaRHHMS Usad R BARRMALCBSYR data.

The hashing unit 132 has a number of advanta%ei over existing encryption
algSFtHME T Onidi B hSHAY TR Pasih HEAShB hablito e Abfl f6°geicthte
th&seed (decrypt). Seeds can be of any length, longer = more secure.

The process of creating a result is analogous to encryption algorithms used to
encrypt / decrypt data. The hashing unit 132 has a number of advantages over existing
encryption algorithms:

o Unidirectional — the result does not need to be able to generate the seed

(decrypt).

¢ Seeds can be of any length, longer = more secure.

¢ Results can be of any length, longer = more secure.

¢ Can be made more cryptic and difficult to reverse engineer.

The memory lock system 102 compares its internal result with that generated by
the host application. If a match occurs, the memory lock system 102 is authenticated and
access allowed to the computer systems 110 on the institutional network system 108.
Since a random seed is used as input, the odds of duplicating the same result, is a function
of its length. For example, the odds of repeating the same authentication exchange with a

32 bit seed are 1 in 4,294,967,295. Longer seeds generate larger odds.
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Results can be of any length, longer = more secure. Can be made more
cryptic and difficult to reverse engineer. The memory lock system 102
compares its internal result with that generated by the host application. If a
match occurs, the memory lock system 102 is authenticated and access
allowed to the computer systems 110 on the institutional network system 108.
S'nCF a rﬁ%@&[ﬁg%%@ﬂ?%ﬂéfggﬂ?ﬁ?eig RULJRE é3|ﬁ’&1§ ?&Qﬁl%&??ﬁlﬂ&&@ﬁi% Qem
result, is a function of its length. For example, the o qfo epeating the
ot S e AR A GLNTEG: 53 Bt b Sy 1 S oS
LoAgeresetdygeinerate larger odds. 16 Referring now to FIG. 5, therein is
shown a fimseihastiafian auitienioalion sysiems HARLFoNbe datansaupiig
system 100 0LFIG, 1in aecordands with anpther embodiment o oé*}seu%%%e”t
invention. _Tﬁe authentication system 500 starts with’the memory lock system
102 BERGUcSh sy tortPrchostconibutet Qpstetfi e g Weheas thEthernsey
lockiesysteintkl §Rtds UN2bl&ato tetheriiicHieitheehost Iomip liserisy sterk 3064 in a

block 504,thé L6 NS 1o, s Ueh the nMEMREY kY SIeMs102:.ip (gamnihe
host ID 154 in the&aost ID unit 152 ih a block 506. The memory lock system

10 RIS RS R 18 D854 from the host computer system 104 in a
block 508\ faskéchiderivadeifthaeds if threpasisitorebpbpseofroniethestgmstO4 in
conypdiassysiars dQddnr dcdecisiembleek 15di0syassl iftheresitethemsemany
lock system 102,58Yes ienopt IyLpd ge‘rﬂ the Nost R upit 134 Ifb%i?'%?e!(tglz'
Thereatter, the memory loc system Tg is able 10 ‘authenticate the host
comiplstEdy e Aest ooMPr SIS PA ferk 34 ho response from the host
computeifsyiste im O siv ke fdecisioin bl oakpGdiOytren o ryel deksgysbérk

1025 pet:able-{9.authentqas dhe hast CamBHIEESYSIRR it ?Qmww-

Baslcally,kthle flow chart of the authentication system 500 shows: 1. Upon
initfhf G4~ 2 emory lock system 102 may be "married" to the host computer
system 1B#ilthahinBtirvutionalf neradrogydtenyyt08. PO Fhiwdinking is

established by ¢reatingianddantiigsthatiugiague o idantibiesnitsiconnactesh:
environment; e.q., the os{dg).l 4.3 .Tpe ost ID 154 is n written to the
]]i_ 10na.

. ¢o ter Sys eén einstitu nefwork syste \
memory's host D un 4. 4. The memory loc S%St. m is now ready to

provide full Zccd8¥ Baldagiberiablidieo ghizesiirbyt KorHperdppinuely identifies

its connected environment; e.g., the host ID 154.

3. The host ID 154 is then written to the memory’s host ID unit 134.

4. The memory lock system 102 is now ready to provide full access based on

a recognized host computer 104.

5. If a memory lock system 102 has been previously married, no special

procedures are necessary - the unit is fully functional.

6. If a married memory lock system 102 is accessed outside the institutional

network system 108, the memory lock system 102 requires a combination to

gain access.

In summary, the memory lock system 102 works like any existing non-protected

USBD while accessed within the confines of the company. Once outside its corporate
world, the memory lock system 102 acts like a standard memory lock system 102 - a

combination is required to access.
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5. If a memory lock system 102 has been previously married, no special
procedures are necessary - the unit is fully functional. 6. If a married memory
lock system 102 is accessed outside the institutional network system 108,
the memory lock system 102 requires a combination to gain access. In
summary, the memory lock system 102 works like any existing non-protected

USBD WRilg;arcapsedomitRinthe canines ehtbe GRMPaRY «QRes Quisideis

rporate waorld, ti}e memory lock system 102 acts like a standard memory
or_an Stltui&]éln
Ioc sYstem 2"%ombination is required to access. 17 Various aspects of

the authetivation 2y/StERSOGinaheditsedgeityf systerntt00 for an

institutionimslydgse AlovsBusesatsldSBiswithincanpradsteroiiaed st afrrect

constraints, Allows use of USB Qs outside established constraints provided
uence 1S entere

the correct un1oc|§<| sequence Is entered. If the USED is lost or stolen, its

conteit réﬁﬂ‘él%lﬂ?dfé%%b‘a S e theripRliEsIE R BiRisTiethanism 118 is
omitted, tfiehenemipryataclopyisternahBa Cansonhyttbé accassay withipsam 102

recagRiaedenesLnstwil %%é&@gﬂrz&hﬁb%dm s&hadimeantisaiesiigiamhdarnyse

within the confines of the defined network and/or computer system. Possible

aufRERTIEA R A S PR tS O RERI L P 16 AR RS R ABY Yoo REIH SYR S stem
ComputePeyiepvthepsertignparennthiiatiote ofd etovenidisyisteimi, computer
system, aRgvusarfkaferring now to FIG. 6, therein is shown a secure token
system 600niputtheydata security system 100 of FIG. 1 in accordance with
another éfmbodiment of the present invention. The secure token system 600
includes &SR ke 6IreY WhiH 8 (rSBl WR A Buto Higr's computer 604
to communicate back and forth with a financial institution host 606, as an
example. The memory lock system 102 in this embodiment demonstrates
implemeR&fiBiotoy VB FabtdreaitHe rvativ rreystalsm EsreRE W B detd
authenticatiomsystesn FoGwork ischiagatoecomplyionith dhedkbiewing tRutesient

invention.

The secure token system 600 includes a secure token 602, which is used with a
customer’s computer 604 to communicate back and forth with a financial institution host
606, as an example.

The memory lock system 102 in this embodiment demonstrates implementation of
a two-factor authentication system. For the two-factor authentication system to work it
has to comply with the following Rules:

1. A locked token (implemented as the memory lock system 102) cannot exchange
information with the financial institution host computer.

2. Once the token (memory lock system 102) is removed from the customer
computer, it relocks.

3. The token (memory lock system 102) generates a new authentication code each
time the customer account is accessed via currently employed methods used for
unsecured tokens on the market.

4. An option exists of entering a login and password although this is unnecessary, as
the token won’t function unless the correct combination (password, PIN) has been

entered.
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1. A locked token (implemented as the memory lock system 102) cannot
exchange information with the financial institution host computer. 2. Once
the token (memory lock system 102) is removed from the customer
computer, it relocks. 3. The token (memory lock system 102) generates a
new authentication code each time the customer account is accessed via

currently groployed methodsdseshipnntrsecusedigkens Q{?ng}ﬁépaé&%mér An
option exists of entering a login and password although this is unnecessary,

as TR fOREH WortflSion unless the correct combination (password, PIN)
has beenlt entisreidod $hTtheppestuies- wikentey/ StemPBOD i cretese sl 82 gty &nd
simppfias Gesiomer GXPRACDERALINS Sarsenibmel Wiunsstoeabthabroducts
appearance-wise,. th ory lock syst 02.c im nted.in
e o ob, (B SR,
(foPBRarRIE ) RP HHE USED Yrifa s et rétetdsowantepsiz MY SEDeigita
USBhwatohes;.) music players, portable memory devices, camcorders,
laptops, smart phones, palm computers, etc.) Referring now to FIG. 7,
therein is shown a flow chart of a token authentication system 700 for the

data secCYiS SY&tY A0 G ST SARErEANEE With AAJHKE? BHBEEAR BN
of thigtepredentointendivin sThidtsesiratdRe rrsyitenh 600cofFIGe Brikhuamthers

ancayampie ateRg it the-aaia IeeuEiySixtany 180 @bllGId. .6 iN@diSaln
connects the secure token 602 or the lgck system 102 to the
o B O T S o black 702, The
user acceS¥e®d fEBescdBuIMTHABERIZ0N BednaRebulrherdes {ffolrihtion
is exchangechpetevéehdhicusecky eréokemH02aind thefinancial institutional

host 606 {8, l0gk. €06, JheU3EhiH DNE0RBIR: RO ENUIQ AR6AMRbn is
information in a block 708. In another embodiment of the present invention,

the RSP IOLERYSETRF02 Y GHearpSatearii b utienidion LU~

syst¥m, such as one of the computer systems 110 on the institutional

network gystem L@ Andnstiuiianisoefined asanyarganizriioogl entity,

such as 3 cor(%)ratiolg drgartneI;%Klip j}oint venture, Fgc. The exam |?]$1i D,

.. t t R

e A s e L
incorporated in an institutional computer system, such as one of the computer systems 110
on the institutional network system 108. An institution is defined as any organizational
entity, such as a corporation, partnership, joint venture, etc. The example given herein is

the financial institutional host 606 like a bank or brokerage firm.

Referring now to FIG. 8, therein is shown an institutional data security system 800
in accordance with another embodiment of the present invention.

The institutional data security system 800 uses a memory lock system 802
connectable to a customer computer 804. The customer computer 804 is connectable to an
institutional network system 806, which connects to an institutional computer system 808.

The memory lock system 802 includes a controller 810 and a network ID 812.

The customer computer 804 has a computer ID 814 which connects to a memory
lock system driver 816. The memory lock system driver 816 is connected to the memory

lock system 802 and is further connectable to the institutional network system 806.
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Referring now to FIG. 8, therein is shown an institutional data security system
800 in accordance with another embodiment of the present invention. The
institutional data security system 800 uses a memory lock system 802
connectable to a customer computer 804. The customer computer 804 is
connectable to an institutional network system 806, which connects to an

institutiongl. GRMRKL LIS S8 hN®Memary lark=YsteM BOZHRE Ldes.a
controller 810 and a network ID 812. The CL(J) tomer compu}er 804 has a

colfiBURRY D B4 WiEH KRGS P eI 'totk Sydtdin titvei e e
mettory lock system driver 816 is connected to the memory lock system 802
and is furthemcaunatiaklestdhe ingtilutianatneswork system 806. 19 The
'”S“t“t'o"f'?"ﬁ%mn%”ﬁatgrry%Xéﬁe{nséOSs‘BQ’}}aa'rést%ﬁﬁ“’v‘éﬁﬁka' ‘Ri?fé:;% "%%%anfb@ @?

transmitted over the institutional network system 806 to t emory loc

syst@igdriver 816. The institutional data security system 800 includes: 1.
The membrihtosksystérk 8@2chadriac S Devvighiz hidd etrispartitiamredeir Dbck

storage. 2. Thememendaskaysigmdiyes 86 recognizes that this is the
memory lock %}/stem 802 and not an ur;l?%rotected USED. 3. Software in the
m

institutioraPCOMPLR Sy SIEIIL BHS WAL ST SRV SHRD BLBHHAL iD\blitten
to the netwoitkall> §1ifdn tthbermrsrsoky otk gydene 802 lack fiemEvork ID

818 is noj availaklevdhamem ey yidoskisprem: 8R4 090 esnagnies-todbe

customer CO%Qr%%%!‘t§914.CE\’S Jr%gircw(gmno%v %fIG. 9, therein is shown a flow

: f S
chart for an institutional data secur% srystem 900, such as the institutional
data security system 800 of FIG. 8, in accordance with another embodiment
of the prasdatinventionFIChe idstititisnabdata flsectirity foy steim@0d he ging

opgralien Withhadmemeny Iack Ryalespa2Peingigonnestagoterthrscystamer

computer 804 in a block 902. The memory lock network 1D 812 is read in a

bIGKRGEASNE BPULK FRREHE-NeR" (PSRN YA oG e claib i BIBER GO 6
theameitnony TRASRIDROIRr8I igthIdnkuimtie bibck G068 R dartwariciI818

is rgac fmnthe sngtitutionahnetwarosystem 806 in a block 908. The program
then unlogks, the MEmEn A HPsto 9 and PIRCEs? Qe losksdtee
if it is blank in a decision block 906.
If the memory lock network ID 812 is blank in the block 906, the network ID 818
is read from the institutional network system 806 in a block 908.
The program then unlocks the memory in a block 910 and proceeds to exit block
912.
If there is a network ID in the memory lock system 802, the program reads the
network ID from the institutional network system 806 in a block 914.
The network IDs are checked to see if they match in a decision block 916 and if
they do match, the program proceeds to unlock the memory in the block 910 and then goes
to the exit block 912.
If the network IDs do not match in the decision block 916, the program proceeds
to display an error message in a block 918.
The user is provided with the opportunity to enter the correct PIN number in a
decision block 920 and if the correct PIN number is entered, the program unlocks the

memory in the block 910.
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If there is a network ID in the memory lock system 802, the program reads
the network ID from the institutional network system 806 in a block 914. The
network IDs are checked to see if they match in a decision block 916 and if
they do match, the program proceeds to unlock the memory in the block 910
and then goes to the exit block 912. If the network IDs do not match in the
decision plaek Qkanihe RECYBM ROSERASHLO HiSPIaY AN LHOHL MR IIAUR ML 2
block 918. The user is provided with the opportunity to enter the correct PIN
number in a decision block 920 and if the correct PIN number is entered, the
program Intoekgutheherierionpipl tie sRsert 3P0 Pheotser ghtby grgreory
incotrest BN muURbary (RBREOGHAFEoRS I3 BRIt kﬂwsl,%a%anﬁnhsummgy,

the | %’E fiutonal dasa sechiity sysiem 300 works with, the ”1;& 05k %Stem
802 Ike any emstmg nonﬁgotected USED while ac access In t‘he confines
of tRETRIEdeGOT ONE2 Bitaids B tRUtIEAY NS IMEMBYY lock system 802

acts like theiomenpory tock systeriob0&insthati® germbitatiorudérequired for

access. arigis.RsRe6I9b e nshtutienal datessecuriyn system 900 include:
1. Allows use of USBDs within a predetermined set of constraints. 2. Allows

use of USBDY &Y isliaﬁeoés?g&%ﬁq%'asbgn%sfﬁg RIS hFEUMRR T HEXSIF e i Eking
sequence isuwteriad s@uphthés SED. is lost or stolen, its content remains

protecteds. Rgfaeringsnawda &léwiditherein isnshawadiew chart for a new
PIN entry system 1000 for a memory lock system, such as the memory lock

system 102 of FIG. 1. The user uses the manipulable input mechanism 118

to enter tREMSI NV A FlodR: 116020 ThehAvEhioly totkedystehiero T4 ftfates
theslenPld@fud Lintoekg khe smemosycinaathblockd@ ik Themertiptaold input

mechanisi. 118 iSSelho A AGRAAN0 M ek A QIOPK 10Q8e TRE REPIT I is

entered and re-entered as a double check in a block 1008, and then the
mebrlr?ﬁlf)}?(%k system 102 with the new PIN is locked in a block 1012.
ReferringThowdods @ ysthorki yslshiontheao ROvNChraktifdrcks ibadhaomyy- aceess
sysfief lba0 for the data security system 100 of FIG. 1 in accordance with

another The manipulable input mechanism 118 is set to a read only state in a block 1006.

The new PIN is entered and re-entered as a double check in a block 1008, and then
the memory lock system 102 with the new PIN is locked in a block 1012.

Referring now to FIG. 11, therein is shown a flow chart for a read-only-access
system 1100 for the data security system 100 of FIG. 1 in accordance with another
embodiment of the present invention.

The read-only-access system 1100 starts with the user connecting the memory
lock system 102 to the host computer system 104 in a block 1114. A check is first made to
determine whether the memory lock system 102 is configured for read-only-access in a
decision block 1104.

If the memory lock system 102 is configured for read-only-access, then the
memory lock system 102 is provided with read-only-access in a block 1112.

If the memory lock system 102 is not configured for read-only-access in the
decision block 1104, it is determined that it is necessary to perform authentication in a

block 1118.
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embodiment of the present invention. The read-only-access system 1100
starts with the user connecting the memory lock system 102 to the host
computer system 104 in a block 1114. A check is first made to determine
whether the memory lock system 102 is configured for read-only-access in a
decision block 1104. If the memory lock system 102 is configured for

read-onlyraecess, LIS BSMANIG8K XS0 25 REQVided Mithion to
readfong/éﬁcgiets%sf in a block 1112. If the memory lock system 102 is not

coRfigYEE 51 SR BRIT-S8E&Ys in the decision block 1104, it is determined

that it is necessary to perform authentication in a block 1118. 21 Thus, it is
possible te-grant read-aplyrascessAiite regrifingrauthenticaliam o aneii@e
(add, Sait, or.srpove) conjent. Referrng now i8Rl §at1§£ﬁrll?y%gsﬂt‘%r h&e
shown various alternate "embodiments of the memory fock system 102 for

us&lithotHeedaY 4 Lierthias\rstem YOBPORREF L ot the institutional data
security gystern0001ef hdBord . 1deckGydi2A 192heving mbeyyldeR2syst@mohdR tor

ha\{maﬁ@%x%%za&qt%%?ﬁwrgr&z%ﬁﬁn@ Dody 207 “B%ﬂmv?hgnism
dlsPIa unit 1206 and a manipulable input mechanism 1208. FIG. 12B shows
the ™ 'mory lock system 102 having the body 1202 and the connector 1204,

but with AdGnpeB rieehathismerdisplask arsteny BthépextehobfdatlFe2 Thsthe
wodghbgoa IBGER sachwitipin aahastititiopalynetwarkisystem @ Myl Gni2C
is the mary.lock system 102 ing,the baody 1202 and the connector
o S T B e with  radic
frequency FeleivarEMUPREY lkeig faaik fregtie Rey digratadifonicanetote
con@l. 124200 am30othe nsadieritre fuensy ewegspieh aslacelphbagd2] 4.

Referring raw £& FGn s HGr ity R RHR.A &1L cardSizs memesyologly
system 1300 in an alternate embodiment of the present invention. The credit

cartl SRR LRIBF) Y SEK S LA 256 PIBEIL hhve a body 1302 of the same

thickness as a credit card and a connector 1304, which would similarly be
thin and werdld ke &xrosed.1 7 he-Rady h302 .. whenpmvided Mithisck system

manyppilable input meghanism 1306 recs%H!dnUé’B{%n‘?pi‘ga!;r%ﬁf‘%‘a’rréSiz%‘%g‘n?&a”e
switches, etc. The manipulablé input mechanism 1306 is shown as optical

Se%r@:SWﬁiéﬁoarg%ﬂijdﬁfgﬁ_?h'aﬂgyolr?ﬂfgﬂgctﬁgéawﬁgggkness as a credit card and a

connector 1304, which would similarly be thin and would be exposed. The body 1302,
when provided with a manipulable input mechanism 1306, could have optical sensors,
membrane switches, etc. The manipulable input mechanism 1306 is shown as optical

sensors, which are through-hole or reflective types.

Referring now to FIG. 14, therein is shown a credit card size memory lock system
1400 in an alternate embodiment of the present invention. The credit card size memory
lock system 1400 would have a body 1402 of the same thickness as a credit card and a
connector 1404 would similarly be thin and would be exposed. The body 1402, when
provided with a manipulable input mechanism 1406 could have optical sensors, membrane
1508 switches, etc.

The body 1402 further includes a protection cover 1408 for the connector 1404,
which has a protective recess 1410 for covering the connector 1404 and which can be bent

along a line 1412 to expose the connector 1404 for connection to a computer.
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Referring now to FIG. 14, therein is shown a credit card size memory lock
system 1400 in an alternate embodiment of the present invention. The credit
card size memory lock system 1400 would have a body 1402 of the same
thickness as a credit card and a connector 1404 would similarly be thin and
would be exposed. The body 1402, when provided with a manipulable input
mechanism 1406 could have optical sensors, membrane 1508 switches, etc.
The bodyR1402 further inlauldjesha rotection cover 14d08 for the C(I')ngector
1404, whicl RS prdtective feZe8d tAT ¥8 FESVEHNG The 8RN o PTHBY.
andd@thiercalteiethentodioeny ef lreriap iy exivosd theredheredtdre1Odofr
coniecliaenta HeanpUteRe22pbafesin @ Mawsia ik sss thereiads showwa a
creqibcard size MEmonyIpek sysiem . 1oo%in an ‘%'teéQaJs%£”¥%%’ddéﬁeri%§£the
present invention. The credit card size memory ock system 1500 wou
haV&sd BEAAbO P of thangapeiierRhBsehads chaifitesid ivig eptcss gensors.
conretionclsidhaoeld similarly be thin and would be exposed. The body

1502, whep Rigyided KihAiRRRIRWBRIRRRLLME GRBRISM O8It have

optical sensors, membrane switches, etc. The body 1502 further includes a

protectidi Covat 1568 for e WEB CBANK o 5% Which 4s 3Nkt 510
forbenvadeirgg the USBieomeecter USddoamdtovHitl can be bent along a line
1512 to expose the USB connector 1504. Referring now to FIG. 16, therein is
shown anintelligent d%t%lga%rig Syste 1600 in accordance with another

. 171 now n 1S shown ntelligen a Securl system
embodiment of the present invention. The intelligent data security System

1600 thelageslanss e nTBhdipIBeK ByBESR(IMESPR602. The intelligent
memory [Dekisydiem 16Q2hasta §NeNBY0 machanisnmtBidnandmory lock

copnecionadrelier 1606 fheLIN GHbyMEShAUSM 1694 RIOYIRS Aniry

means of entering a PIN or password for authentication. This is optional and

is QI FREiIfEL ISP PR EiSHE bt an institution. The connection
controllerThe B8Nismarymixthreioh hoPdwaredesndnsaftywedrenthaigis BIDler t@ssword

exehrangrinfarmatioiswthhachasihaasyinatcqling intaligasldalénseeuldy an

system 1600 further includes an external connection 1608 connected to a
host computer 1610. The host computer 1610 is the source of data that can

be transféRetPiBetienstaifitjsht PR MAMYITEER SyEirrend spRta M febide
localbrdmithe ihbshaompiter dsldapuremotely at an institution.

The intelligent data security system 1600 further includes an external connection
1608 connected to a host computer 1610. The host computer 1610 is the source of data
that can be transferred to the intelligent memory lock system 1602. Data may reside
locally in the host computer 1610 or remotely at an institution.

The host computer 1610 includes a connection authenticator 1612, which is a
utility that interacts with the connection controller 1606 to perform authentication and
allow access to memory 1614 in the intelligent memory lock system 1602.

The intelligent memory lock system 1602 can come equipped with the following
security features for connection in the following predetermined configurations:

1. Single owner restricted to no computer — the intelligent memory lock system 1602
can only be opened by the owner via password or PIN. All information that flows
onto the IMLS is encrypted and cannot be decrypted without the correct password

or PIN entered in a PIN input mechanism 1604.
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The host computer 1610 includes a connection authenticator 1612, which is a
utility that interacts with the connection controller 1606 to perform
authentication and allow access to memory 1614 in the intelligent memory
lock system 1602. The intelligent memory lock system 1602 can come
equipped with the following security features for connection in the following
predeternyined GORAGLIALIONS; Ln2ingle aWneresiitiad R GARRYREmthe
intelligen(j6rr01 mory Io]g:k sglsten?) 1602 can only be opened by the ownerﬁ/ia
password OF SRR SRISFRSHON AR HISHS" ShtS THE AL SIS SACK Bre§ B
cannot beotwersptetdngidhdbetsecomredss phagivordaémPIN entered in a PIN
input mechaniserk&0rb B3:d.o2ibgieungxkestricted to single computer - the
intelligentmemaory lock system 1602 can only be accessed by one person on
one computer. Acdess from any other computer is denied. There are 2
modes: of Z§th&htieatfofick? Hb st gfe H&r4tEt i Basdbe dMIBgRIICReBIeRtiN B.
User enteysiqpasstarc bPiddd 3n Siyglerpuiner ikkist ric tacltiibsisin glewretwoitkm.

system - fhginteWgentBeNARdeglosystem 1602 can be read on any
computer within an established network Srsgl/stem. There are 2 modes of

authefticSR A LP S A 55848 N login credentials. B. User
enterPpddsvordr PN ad KRINiple users restricted to single computer - the
intelligeniMemanelock sysiem s%eR2 sanonlykarasessadiiamiasigian
computen iyt can e Aecgssed iy, mullple. users, as Aa EIN is reauldfer
authentication. 5. Multiple users restricte 10 smgﬁe network system - the
intelligentHigtsorF Todk " e TeIB Y] Aot HReBE ¥y be accessed from
withinspradefivie d saatwerk systenng/NeeRiNkavtkenti catiarlisare cassarylodk
Multiple USGLs Wil BQ: IRALTCHANBe-RiS % SuFaRtgvsL @i ReeHE R fRr oSt
drives on the market, The following table summarizes the possible

embodiment N RESHHEHIS SRSt 5%r Multiple Users Computer Unlocked via
PIN of-hdétlihitockedvittareonmvratied hihst iswetvor leWhtdekadtyiarmidtdrivrost
Unlocked,yig«ganracted host None Unlocked via PIN Always open

The following table summarizes the possible embodiments.

Restriction Single User Multiple Users

Computer Unlocked via PIN or host Unlocked via connected host
network Unlocked via PIN or host Unlocked via connected host
None Unlocked via PIN Always open

Referring now to FIG. 17, therein is shown a restriction memory 1700 in the
connection controller 1606 of FIG. 16 for equipping the intelligent memory lock system
1602 with the security features disclosed for FIG. 16.

The restriction memory 1700 includes: a Login ID 1702, a Computer ID 1704, a
network ID 1706, and a memory lock PIN 1708.

Host Restriction
The following table shows the steps to set the intelligent memory lock system 1602 with
multiple users to be restricted for use on a network system. This restricts the intelligent

memory lock system (IMLS) environment while allowing multiple users.
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Referring now to FIG. 17, therein is shown a restriction memory 1700 in the
connection controller 1606 of FIG. 16 for equipping the intelligent memory
lock system 1602 with the security features disclosed for FIG. 16. The
restriction memory 1700 includes: a Login ID 1702, a Computer ID 1704, a
network ID 1706, and a memory lock PIN 1708. Host Restriction The
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The identifier is information that is unique to the network system but common to

all computers that attach to the network system. Thus, if the above IMLS is connected

outside the network system it will receive an incorrect ID and shut down.

If the IMLS is restricted to a single computer, then the identifier must be unique to

the host computer.

User Restriction

The next table shows the steps to open a restricted IMLS with a single user. A user-

restricted IMLS can only be opened by correct entry of a password or PIN.

IMLS

User

IMLS is connected to host

IMLS remains detached

User enters PIN

Correct PIN is verified in IMLS

IMLS connects and is fully functional

Hybrid Restrictions

A combination of the preceding restrictions allows the IMLS to be unrestricted

within a network system environment or, at the

and a single computer.
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User enters PIN Correct PIN is verified in IMLS IMLS connects and is fully
functional Hybrid Restrictions A combination of the preceding restrictions
allows the IMLS to be unrestricted within a network system environment or,
at the other extreme, restricted to a single user and a single computer. 25
For example, the IMLS can open anytime it attaches to the institutional

network system AUt HEAMTSS:2h BHh I RIR ackesRbeR auiridediGte are
the various %ermutati ns of features: A) IMLS can be %pe)ened by a user with

a COTTRRL PRI SIS EBMsGiRT ) S el B8 G Pty 5 BB fin
coriett™KY: on a single network system. C) IMLS can be opened by a user
with a correct)PiNIauwbespenf)biM S Cambea areneitt by misiiplessars on a
single Compﬂse!iw%)s'@é&%ecé% bg oPgNed Dymultiple YSRIS,O0 510918, orc
network system. F) IMLS can be o enedrby multlp]ie users anywhere (current
off-theé¥sk&f IMLSs) G) IMLS opens anytime it is attached to a single
computer with aMdpeécifiee opserdloggediniiremains Piskegsamygwhere else. H)

IMLS opens gny{ine.itisagRehes R AR NRMTK SYSIRDWHA specified

user logged in - remains locked outside the network si/stem. 1) IMLS opens

anytime it attAcHES Withits RBRHNE R SJLHEI BFESHbULE &SR Wit a
specified usé&p |BY§Edin baegeied PP INitpctessaphileotsident [offHie-fhst
three ganfigurations, the login process is enough to activate the IMLS. In this

mode, the p%tallﬁlv[ﬂ'\c/)'%%saaﬁgﬁ'rlr'lléqt?sr%%%@ uter.onan, institional network
system. Typically, 2 person’can move about the retwork system and use
their |98 Mg aNE MRS WYY Y26Fs détess. Since the network system

has already perfdirfegdeve ificabion jstheacHALS b eckstheytisarwiamepatified
grants, aceessagcordinaioplacking Meehanisythere are 2 ways to unlock

a restricted-use Ih/lllgS: 1. Entetr,ing % F;tIthia a?h,extetrnalkelecttromechani(%al
input meChaHiSW opens anyume 1t attache€s within ne€twork System or computer

system with a specified user logged in — requires PIN to access while outside.
In the last three configurations, the login process is enough to activate the IMLS.
In this mode, the portable IMLS acts like any computer on an institutional network system.
Typically, a person can move about the network system and use their login name and
password to gain access. Since the network system has already performed verification, the
IMLS checks the user name and grants access accordingly.
Unlocking Mechanism
There are 2 ways to unlock a restricted-use IMLS:
1. Entering a PIN via an external electromechanical input mechanism.
2. Host— IMLS pass-code exchange.
The first method is outlined above. The host-IMLS pass-code exchange is

described below.

Setup

IMLS restrictions are defined during IMLS setup. This procedure is performed
prior to IMLS being used for the 1* time. The type of pass-code exchanged with the
IMLS defines restrictions:

Login ID 1702 — IMLS is tied to a specific user, when absent the IMLS can be

used multiple users.
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2. Host - IMLS pass-code exchange. The first method is outlined above. The
host-IMLS pass-code exchange is described below. Setup IMLS restrictions
are defined during IMLS setup. This procedure is performed prior to IMLS
being used for the Pt time. The type of pass-code exchanged with the IMLS
defines restrictions: Login ID 1702 - IMLS is tied to a specific user, when
absent the,Wyke: G&11964 USRS RIUEIPIGIHSRN §scdB R QREIE! LRnbaRA - WMLS
can onI}/ be uiesd ona spgcmc cwter When absent, the IMLS can be
us8B T B8y Contstifs e RN GF 66 - IMLS can be used on any
computengiithik RelAebwolMLSystarhe Whdrmbre senheviBiedhebetyodd
anyyvierewblsebRiN héidr-d Mh&@@wb@yu&a@ on any computer when
unlocked (reduite ;3\/IL§)I hen absent, the IMLS can be used a de ined

omputeér when unlo uires
by the;rewous se |n WI'[ out PIN entry. “Thes parameters are st(i‘ d
withil

he WBFhERSEN H‘flloﬂém'@o@f‘&f%h%efmdévwmem?r&ww@%em

to N hiest computer 1610 at connection time. The connection authenticator

1612 resﬁﬁ&@%!f})(n?&%%tmg &G%@Rﬂﬁﬂpfﬂ@t&ﬂ?{?e%ﬁoﬁ%ﬁd@uw dendQ tinlofle Yser
]nérlcted authenticator creates an encrg ted login ID of the user.

S SIS (8 O AP RSAEY i ERERBRB Y BE M B taPTEs o
netwbektiRestiictedesranthéntitcatoe tresteroriite neryprédimedodikutockhe
ConneCtiQﬂ@m&[&&ﬁiQﬁti%%diﬂaM&E@ﬂﬁdﬁt@f@téﬂlﬁ@iﬁ)m&Qﬁ@u@é}de For
example, if the IMLS 160 ricted to a sin ona e computer,
the come R B B e mework
ID 1706. Doheok &enyipad rrufhrodaetienia e eneatnesv 9802 can be used
by multipleh¢isersewithinuehneiworkl sy3teny brkhicagoiresaa BN poutside, ther

IMLS 4602 isuisadits frpditRte. RINQNLYa m@&%@é}e&?%ﬂs@éﬁh&ﬂﬁﬁiﬁ@ﬁﬂ@12
creates the network ID 1706 while inside. The login ID 170 computer

ID PO 4P WHRBISART Vhe A B its i 'tge ﬁ%tWé%ﬁég%‘ifé A5 %opals e e
exchanger Will/Aditékedpldee, but correct PIN entry will enable the IMLS

1602. Restrigtinmsscanbe.dafinedvia thegannestionianthapticaton utilityar by

dlrree%tuires a PIN outside, the IMLS 1602 is used to facilitate PIN entry. The connection

authenticator 1612 creates the network ID 1706 while inside. The login ID 1702 and
computer ID 1704 are left blank. When outside the network system, a pass-code exchange
will not take place, but correct PIN entry will enable the IMLS 1602.

Restrictions can be defined via the connection authenticator utility or by direct
entry by an IMLS input mechanism as shown in FIG. 16.

A blank field indicates that no restriction exists at that level. Each field is

manufactured in the blank state and configured by the customer.

Referring now to FIG. 18, therein is shown a secure authentication token system
1800 for the data security system 100 of FIG. 1 in accordance with another embodiment of
the present invention.

The secure authentication token system 1800 includes a central processing unit
(CPU) 1802 connected to a memory 1804, which includes authentication software 1806.

The CPU 1802 has connected to it a manipulable input mechanism 1805, a display unit
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entry by an IMLS input mechanism as shown in FIG. 16. A blank field
indicates that no restriction exists at that level. Each field is manufactured in
the blank state and configured by the customer. Referring now to FIG. 18,
therein is shown a secure authentication token system 1800 for the data
security system 100 of FIG. 1 in accordance with another embodiment of the

pragept inventign.dbe sapurepuhanticationipken sysiem 4308 inglvudesa
centralfroces?érllg unit (CPU) 1802 connected to a memory 1804, which
incfadés Adthertication software 1806. The CPU 1802 has connected to it a
manipulable dipanimeetramiseant 8% vaiidiSpldy fongenpating @ nantichareswivedtor
181®rAhe CPU 1802 further contains a dynamic password generator unit
1812. The dynamic password generator unit 1812 is for generating a
one-time password (O}gé. Referring now to FIG. 19, therein is shown a

r

schemati®{90eedrhé Speratichcsrnthe it sAerhandedtishtio Rerraivatem
1806 ettGuth&iiaiocarkiangaanitid @ embadimenbraditevphesenttiotiention.

In the,sehematicct990: 1t mEheMsgt cppects the secure authentication token
system 1800 to the connector 1810 in a block 1902. 2. The user enters a

PIN in a Block 1854 iR 56 MAh St 8 AL 1RR SASRiSH T8 IS5 Sf thee
secure authentiezmioritokdn sysbark 1800, 3. The secure authentication token
system 1800 sengdsweaceypied agsount nbermationsl20e éonaiisaEOmpLEer

1908. Encrypted accaunt, . Bglﬁé'oe%ur'%’é‘%h%!l%%a'ﬁ‘&“t'&% an QT Rsgh. An
authentication application 1910 in the user computer 1908 then performs
authentication 175@28%% At stepmpier 394 4ot shvina ek Aietert
that the authentitationiapplicatianstOdthpanr heog oitalyped witbuthefeecting
authentication tgken;System.L3e@pr may be pre-installed on the user's
computer 1908. It'should also be noted that PIN entry in the block 1904 could
occur pridr to cOMPUHSPESHAL GBI H he tisd oS Biftery B8tWered sdtire
authentication tokénmnsyattatid800.! FEatitesrohotrehpresemuiayvEitton include:

It should be noted that the authentication application 1910 can be contained with
the secure authentication token system 1800 or may be pre-installed on the user’s
computer 1908.

It should also be noted that PIN entry in the block 1904 could occur prior to
computer connection in the case of a battery-powered secure authentication token system
1800.

Features of the present invention include:

A. The secure authentication token system 1800 provides a mechanism for

PIN input directly to the system.

B. The secure authentication token system 1800 provides storage for
authentication software. This allows distribution of a single device that
consists of both system and software.

C. The secure authentication token system 1800 provides an additional

storage for the portable content, applications, OS, etc.

Referring now to FIG. 20, therein is shown flow chart for a data security system

2000 in accordance with another embodiment of the present invention.
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A. The secure authentication token system 1800 provides a mechanism for
PIN input directly to the system. B. The secure authentication token system
1800 provides storage for authentication software. This allows distribution of
a single device that consists of both system and software. C. The secure
authentication token system 1800 provides an additional storage for the

portable ggntent<aRn F%@%ﬁzéﬁ 1&§9d§%‘§§6[&ﬂ% Q%‘ﬁﬁ&@eﬁ&@hﬂﬁ@atm&lﬁ is
sh?wn flow chart for a data sec ity s%lgggm 2000 |n accorddance with another
emBodiHent B e BreRs Rl M ARESR 208 TiE RS SLIHE SISsH Ty ighe
inclerded prasidinigha GriguedadntifidatiorOftbrand ufitetksystems o Sedoist
sys{erminranlaekr209d:sapynehthendnigye identifiaadiondnntersseeehtand
sy%gpchdtpestgrst system in a g|oq(k2§9694 and unlocking a memory in the

are41ne same i a
first system ‘or the second system on y when the unique identifications in the

first systetiidibe the¥ie SALPES/AtETIAFE the Y4PREC A IcER SIS S \WPtife ithe
inviendibe hds deenidesarnpeltimtonjunetitivatwith amspedificnsest! mogaiénis to
beypdersiaed fﬁ‘ﬁie’ll@fﬁm@“%mﬁé'éﬁ%ﬁe ficatians, and vl '?['?&}{Yéu&ﬁ

apparent to those skilled in the art in ig of the afore%om scr tion.

ActoTamE it S Thsrasy eio”é’r‘?%BFﬁéél ﬁ%‘h SIS H%‘blh X8R&
anthyaxbtiohslaivst fAll witkdrs shidfatolecof otfsboimehndletietairnsnyii dravies set
forti heseinapshawninihe-accampanyingidsawiags are to be interpreted in
an illustrative and non-limiting sense. 29 CLAIMS What is claimed is: 1. A
data security system [2000] comprising: providing a unique identification from
a first system [102] to a second system [104] [108]; copying the unique
identification into the second system [104] [108]; unlocking a memory [122] in
the first system [102] or the second system [104] [108] only when the unique
identifications in the first system [102] and the second system [104] [108] are
the same; entering a combination in the first system [102] or the second
system [104] [108] for unlocking the memory [122]; and
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reconfiguring the combination to enter a new combination. 2. The system as
claimed in claim 1 further comprising: preventing unlocking the memory [122]
when the first system [102] or the second system [104] [108] is computer
hacked. 3. The system as claimed in claim 1 further comprising: providing a
first system identification from the first system [102] to be used in providing
the unique identification. 4. The sygtenmas claimed in claim 1 further
comprising: connecting a third system [108] [104] to the first system [102] or
thelgeconthisystem [104] [108]; and storing the unique identification in the

third system [108] [104] by the first system [102] or the second system [104]
[108]. 5. The syst&H? %%}%ﬁﬂgﬁqﬂzg@h‘f%ﬂﬁﬁﬁﬁ& comprising: sending
encryptedrinfidimationdoe ideefitherfifsisystermnsyt@a] Hid] theasecondsysigsiem
[104] [108] baseghep the.unique identification; and authenticating the first
system [102].or the second system [104] [108] using t pted
ormat O R B A TSt o o b AT e
authenticetlPRkinge Bempwy siAtbin hs Bretimaanin Klaier theuitprad copnpribity:
determining thatitse $isst systans [hQR} alcdhgicacons systemsii4] [108hhas a
token that has heen actiy tt_%% PN)Zﬁ ﬁ%@]gy@%@s@rﬁ%f unlocking the memory

[122]. 7. The system as claimed in claim 1 wherein: providing the unique

identificafiA el eaL gainaraihy Hstarion ahfbdicancP Hadtimy the! Falfom
number with a privatediashirgifunctio i the first system [102] or the second

system [104h 08t lgsyiEM A claimad-imslaim.l further comprising:
providing a controller [120] in the first system [102] or the second system

[104] [108] havithg e stestrictiamenénatann [LT7GBr Snithisigystem as claimed in

E:llzl g]l g flﬁf%@ﬁtﬁf%mgéimg it@ﬁ%ﬂﬂﬁéx @%_Qmmaﬂe?{ﬁg%@@mgmgomﬁ% REHHOTY
Yy pnysica ni the first system or the secon system
[104] [108]. sy%errrp[?OﬁHagﬂg computer haX eg.

3. The system as claimed in claim 1 further comprising:
providing a first system identification from the first system [102] to be used in

providing the unique identification.

4, The system as claimed in claim 1 further comprising:

connecting a third system [108] [104] to the first system [102] or the second
system [104] [108]; and

storing the unique identification in the third system [108] [104] by the first system
[102] or the second system [104] [108].

5. The system as claimed in claim 1 further comprising:

sending encrypted information between the first system [102] and the second
system [104] [108] based on the unique identification; and

authenticating the first system [102] or the second system [104] [108] using the
encrypted information; and

accessing a third system [108] [104] based on the authenticating.
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10. The system as claimed in claim 1 wherein: providing the unique
identification includes dynamically generating a password. 11. A data
security system [100] [800] [900] [1600] comprising: a first system [102]; a
second system [104] [108] for receiving a unique identification from the first
system [102] and for copying the unique identification; and a combination

reconfigyying 5)’1‘31{@594@{993 pEreeanfignring e ihination to enter a new
combmatlon in.the flrst ﬁystem 102 the second Sy stem [ ]L%ﬂj 10%)8 for
tked bty

rminin t at %?j‘st S tem ﬂl%jﬁ? se oenIn gylsjtﬁlir(l) Wa[’%

unlocking'$HEHRS
the unique |denl¢ﬂiéaﬁ@ﬁ§aﬁ"bﬂqe aﬂr@@érm%@zatmdmh@l@e’eoadl@mm
[104] [108] are theogame. 12. The system as claimed in claim 11 further
comprising: an anti-hacking system [200] for preventing unlocking the
memory [122] wienyttn fiy skagyedénsfiod] ethig: second system [104] [108]
is compueshaskest: uha}ulh@eﬁyﬁaamnaﬁﬁiﬁﬁmala?aﬁi@im dddvherneipethadirst
system [102] mglug first dso¥r§tem ideptification t b S%lus d in providing the

g3 € _ran number-wi rvate unc 1
unique identification. 31 14. The system as claimed in claim 11 turther

comprising: a tﬁﬁﬂ?&/%ﬁf@%ﬂﬁ@ﬁf%@@@dﬂ@%e first system [102] or

the secorgd Systgm, 25 1041 [198] far storing mrﬁlgrg%&&gntmcatlon in the third
system [108] [104] by the first system [102] or the decond system [104]

[108]. 15 P“Pﬁléhg%‘té?ﬂtﬁ’é“iflbﬂlméﬂl iR HARY YRS ARG S5 ehlrd 04
system [108] [1L04Bidrbeingaccesseduponlddithentication of the first system
[102] or the second system %4] [108] using the encrypted information
based on’'the urlifUd EBHEFCEHEh B P EPStERTRE A&imed in claim 11
further compiiiging: eotokeniigystem 6012 800@] fordeterm®indthahikieafiyst

system [102] orfhe,secandsysiemdhiiladlhashesnastvaied iy a
combination for unlocking the memory [122]. 17. The system as claimed in
claim 11 Whereifheasyaemdensimmunbercgenéraiorcunit [130] for generating a

random ryRber; AedAghasking Mnihikerliiouhashing thesandomauwplker
with a private hashing
11. A data security system [100] [800] [900] [1600] comprising:

a first system [102];

a second system [104] [108] for receiving a unique identification from the first
system [102] and for copying the unique identification; and

a combination reconfiguring system [300] for reconfiguring a combination to enter
a new combination in the first system [102] or the second system [104]
[108] for unlocking the memory [122].

a memory [122] for being unlocked only when the unique identifications in the

first system [102] and the second system [104] [108] are the same.

12. The system as claimed in claim 11 further comprising:
an anti-hacking system [200] for preventing unlocking the memory [122] when the

first system [102] or the second system [104] [108] is computer hacked.

13. The system as claimed in claim 11 wherein:
the first system [102] includes a first system identification to be used in providing

the unique identification.
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function in the first system [102] and the second system [104] [108]. 18. The
system as claimed in claim 11 further comprising: a controller [120] in the first
system [102] or the second system [104] [108] having a restriction memory
[1700]. 19. The system as claimed in claim 11 further comprising: a
manipulable input mechanism [118] for entering a combination for unlocking

the memgary [132] Q)ét%)é%iaéluyem%iﬁk}ﬁﬁi@&tﬂ%@c@@&y@em [102] or the_
second sxstem 104][e&§1ré10%0 The system as clalm m 11 wherein: a

hird syst conflfﬁtg t eflrsts s dﬁ%% (():rlahe second system

dynamic pass gen uni or unique
identification. 2194 d&fa ecioring Sl}%vérﬁvfzgﬁmﬂﬁé@imlprﬁsﬁbfgthéépyﬁﬁglélﬁﬁst

identification frqnu4 bpgkermnpuies [16binm wmemoRdeck systers). [102];
generating a random seed [140] from a random number generator unit [130]
in the mépnory Thekysiesanriing];isolpmlidingehenpstiddentification and the
random seeed14atio @dsashng unidid2kcisthaipapmanyniacksystan [1o2]
to provide a memor hed result 11 rq host entificatign
and the random sgéxasi % tgehé%to apprcfg%oan%S%ém tﬁm%é%t gg%%’[glft%er
[104] to prowde”éf"r‘i’é‘é?%nﬁé%%‘éﬂ P%%’ﬁﬂﬂ‘fﬂé?““&f?é‘%nectmg the memory lock

system [1Q2] frgm, J}} 6105t GOMBMIENIA0H fu?%”Pco%Eg}%ng memory lock
system [10#0 the host comgéjter [104] to send the host's hashed result

[160] to tREHFBMBISIdERM LR f?bé?‘?&%ﬁf&ﬁ‘%{ heetroriy e e the
memory lock systeml [182hwHen the$hémsobyts haished besultdbddhéond fthe

host's hashed rgsilid 1601 Matehy Antgring a combination in the memory lock
system [102] for unlocking the memory [122]; and reconfiguring the

combinatl@n to Enteysemewctansdimation. 122vhEkérsystem as claimed in claim
21 further, comprising.PEaveting:v NIaskinghemeneRitiwhemmore

han r rmin r .of tim f ful mpts hay n
than a p ecilet u%‘é’ g%@‘bf‘é fg t{nget%eom% SuccessIul aftempts haye bee
made to unloc

functlon in the f1rst system [102] and the second system [104] [108].

18. The system as claimed in claim 11 further comprising:
a controller [120] in the first system [102] or the second system [104] [108]

having a restriction memory [1700].

19. The system as claimed in claim 11 further comprising:

a manipulable input mechanism [118] for entering a combination for unlocking the
memory [122] by physically manipulating the first system [102] or the
second system [104] [108].

20. The system as claimed in claim 11 wherein:

a dynamic password generator unit [1812] for providing the unique identification.

21. A data security system [2000] comprising:

copying a host identification from a host computer [104] in a memory lock system
[102];

generating a random seed [140] from a random number generator unit [130] in the

memory lock system [102];
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23. The system as claimed in claim 21 further comprising: providing the host
identification from the host computer [104]. 24. The system as claimed in
claim 21 further comprising: connecting a network system [108] to the host
computer [104]; and copying a network identification in place of the host
identification into the memory lock system [102] to marry the memory lock

system [Pk ihe: Hb%‘_%@ﬁﬁf&ﬁ&‘ﬁ%ﬂ@@]m%@m@l% W%ﬁ%ﬁﬂ@gmﬁqmz]
claim 21 further, comprl%lg]%: sendin enf(%oted information betwh%%n the
c

memory lock sySt&th ARG O COMRIY L AT BALES B S EEFHEEL

combination entétél into the memory lock system [102]; and authenticating
the memeryiacl sistemifdfz]caidhenhast caoapLias[liad] wsingsth@plication
encrypted informatipn; and accessin twork system [108] bas the
muthenticating. ‘S8 08 Pr o o e R SR A8 e
unlocking 158 RTEFAB I TOPPBHRFKHEFTHHE PhERT P sk e [HYD] is
connectedhbiocthieghbsicompubdek 1041 \Widere nhe tnoryspashed4esult]d 44]

and the host's hashed,teslt{hEPlmalchenehR SATECLCRMPIBAIBN iRk 0
unlocking the memo% E‘LZZ] has been provided. 27. The Sﬁtem as claimed in
risi

h
claim 21 further S8MBrsiAg: s g R R ERTOR 1658k YyéleT1 0% o™ S
institutional envirohetheatlt Pg4Tnd dydrestys Azskeddirrrel iHbelaintc21 further
comprisingicArRVidngaaciroland 128hin thememany lock systamcili2ihe
having a restric%%n Op?mﬂ%{ym] for restricting unlocking of the memory
[122] to a user, a.rﬁogt computer [104], a network system [108], or a
combinatigfittHetest o oo rrine dyaste i e CRARBPIAERIm 21 further
comprising: entgfing a.comhinatien fernalogking (g memory [122] by
physically manipuldating a manipu able input mecharism f118] for the
memory RSEKEYStEHrfn fhapeTey Bylethicadneraified: mcdraim i trRsy
comprising: unlotking thememeoiyl [&RA]pupeneirevisiade of enthykamicaliyry
generated a onertime password.

23. The system as claimed in claim 21 further comprising:

providing the host identification from the host computer [104].

24, The system as claimed in claim 21 further comprising:

connecting a network system [108] to the host computer [104]; and

copying a network identification in place of the host identification into the
memory lock system [102] to marry the memory lock system [102] to the

network system [108].

25. The system as claimed in claim 21 further comprising:

sending encrypted information between the memory lock system [102] and the
host computer [104] based on a correct combination entered into the
memory lock system [102]; and

authenticating the memory lock system [102] or the host computer [104] using the
encrypted information; and

accessing a network system [108] based on the authenticating.
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31. A data security system [100] [800] [900] [1600] comprising: a host
computer [104] for copying a host identification from a host computer [104] in
a memory lock system [102]; a memory lock system [102] having a memory
[122] for: generating a random seed [140] from a random number generator
in the memory lock system [102]; providing the host identification and the

random sged [1AQ] @ nashingdunitdiksz] ia-He mapenslock system [102]
to provide a rlpem%rgl's hasheq 2resultb[144l; p{lovidin th? ost igenti{i&ation
and the rARASRSESd TERS to- & Ao St A PlicatiSn TiB0in ¥e HoSTcoMmputer
[104] to providecanhesstbtorbshrsticramule] 1 BE]; i chimgrihehpveashesey 1 D
when the memakysHeasRednasedtbidid | aod nthenhast:s dashiedhesutiohl 60]

match after reconnection of the memory lock system [102] to the host
computer [104];u grcl)gkglﬁt eemr%%orgryf?ggzssﬁgwrr? 11182'] includes a combination

reconfiguring systems{afQ] [famantaning aiqonnbinatipnsingthe memory lock

system [%Q%Ltf[% Holosking e, memany haskandIeeonigyang the -
combination to enter & new combination. 32. The system as claimed in claim
31 wherelg: thememaiy lockisystennfitd2] nghidesmnsanti-hacking system

[200] for preveEnting MAIRSKINS HICDGIANY ﬂ%&?lyggswlm%%mg@ Rstriction

predetermined number of Limes of unsuccessful attempts have been made

to unlock the niBTHER [199] faFesirting wpkiskiag eidifaBemarelan S12wWitergin:
a host computehd&Q@dinforeptd¥dinmgeavhdstyitentifiGation S4nblihesystermfas
claimed in claim 31 further comprising: a network system [108] connected to

the host ¢8mputef (OB Lopyirg AR SWRESEEHRAESSON in place of the

host identifieatpmincth®ihagshn ctomputerkih®4{hkor maanying 2 mémaryysoeky

system [102] toéﬁﬁﬂh@iﬂﬁ%%nﬁﬁiﬁ%ﬂ%h mechanism [118] for the memory lock
system [102].

30. The system as claimed in claim 21 further comprising:
unlocking the memory [122] upon provision of a dynamically generated a one-

time password.

31. A data security system [100] [800] [900] [1600] comprising:
a host computer [104] for copying a host identification from a host computer [104]
in a memory lock system [102];
a memory lock system [102] having a memory [122] for:
generating a random seed [140] from a random number generator in the
memory lock system [102];
providing the host identification and the random seed [140] to a hashing
unit [132] in the memory lock system [102] to provide a
memory’s hashed result [144];
providing the host identification and the random seed [140] to a host
application [150] in the host computer [104] to provide a host’s
hashed result [160];
unlocking the memory [122] when the memory’s hashed result [144] and
the host’s hashed result [160] match after reconnection of the

memory lock system [102] to the host computer [104]; and
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35. The system as claimed in claim 31 further comprising: a network system
[108] connected to the host computer [104]; and the host computer [104]
including an authentication system [500] [700] for: sending encrypted
information between the memory lock system [102] and the host computer
[104] based on a correct combination entered into the memory lock system

[102]; autheplicRING J08 MM IRGKRY S EMHHARINE Mg DRRLCOMRHRTO]

[104] using the encrypted information; and accessing the network system
[108] based on e authenticating. 36. The system as claimed in claim 31
wherein: the mentgnelaekndysteen il b2 pigoiug skes ysiamip QR ynlogking the
mechanism [118] for gRiesing 22gambination; and the memory lock system
[102] includes & controller [ﬁgg)c]r;‘lglrnunlogkin the memory [122] when the

urin ation to € T a NeEw com .
memory lock system [102] is connected to the - host computer [104] where

memory'shashed.rgsuth [k4djanttheihost'shadbihashed result [160] match
and a correct combination for u ing.the. memory [122] has_ be
provided 57 HRG By T e, AR Pk AR ETRCE)
system [102] is REHTGO#SH B B IBT PR Ihke? SHAPE 4T &1 &, Prsgetqragned
system as claimedbor claiime3 bivherers st etraepornyytosk s ystenm [L02]k the
includes a contrgligr {136} having a restriction memory [1700] for restricting
unlocking of the memory [122] to a user, a host computer [104], a network
system [B08], oifke cpimbinatiomtdéreim 39 whtreisystem as claimed in claim

31 wherejfotheMBMARNAPE sisiem: AR inslyeasa manipulable input
mechanism [118] for entering a combination for unlocking the memory [122]
by physicelly mémiputatingdnaripinable Hputtheechamisng{118] 40. The
system ag glaimed RGaim@1whereinidhe.memenn ek sURED[10Rng a
includes a dynamic password generalor unit [13q], for generating a g time
password for unfocking the memory [122]. 36

computer [104] for marrying a memory lock system [102] to the network

system [108].

35. The system as claimed in claim 31 further comprising:
a network system [108] connected to the host computer [104]; and
the host computer [104] including an authentication system [500] [700] for:
sending encrypted information between the memory lock system [102]
and the host computer [104] based on a correct combination
entered into the memory lock system [102];
authenticating the memory lock system [102] or the host computer [104]
using the encrypted information; and

accessing the network system [108] based on the authenticating.

36. The system as claimed in claim 31 wherein:

the memory lock system [102] includes a manipulable input mechanism [118] for
entering a combination; and

the memory lock system [102] includes a controller [120] for unlocking the
memory [122] when the memory lock system [102] is connected to the

host computer [104] where memory’s hashed result [144] and the host’s
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hashed result [160] match and a correct combination for unlocking the

memory [122] has been provided.

37. The system as claimed in claim 31 wherein:

the memory lock system [102] is configured to a credit card like shape and size.

38. The system as claimed in claim 31 wherein:
the memory lock system [102] includes a controller [120] having a restriction
memory [1700] for restricting unlocking of the memory [122] to a user, a

host computer [104], a network system [108], or a combination thereof.

39. The system as claimed in claim 31 wherein:
the memory lock system [102] includes a manipulable input mechanism [118] for
entering a combination for unlocking the memory [122] by physically

manipulating manipulable input mechanism [118]

40. The system as claimed in claim 31 wherein:
the memory lock system [102] includes a dynamic password generator unit [130]

for generating a one-time password for unlocking the memory [122].
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