1 TITLE A nethod and a device for inproved service
aut hori zation. TECHNI CAL FI ELD 5 The present invention
di scl oses a nethod and a device by nmeans of which
i mproved service authorization! can be obtained in a
Wi rel ess access tel ecommuni cations system BACKGROUND
10 At present, in sonme wreless access
t el econmruni cati ons systens, such as, for exanple 2G
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e.g. is turned on initially:- the GGSN requests, and
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wl in t%e Sys errrn?s]ﬁc,%ggpkg éy@?eny%we so called GGSN, the Gateway GPRS
Support Node.

The GGSN has obtained knowledge of the user's rights and which services
20 the user may access by means of another function in the system, usually
known as the PCRF, Policy and Charging Rule Function. Usually, when a UE
requests a new session, e.g. is turned on initially,; the GGSN requests, and
receives from the PCRF, a list that defines which services the user may or
may not access. This list is then used by the GGSN during the session in
25 question, in order to permit or deny the user access to services which the

user requests access to.

If a user requests access to a service to which the GGSN wishes, according
to the information from the PCREF, to deny him access to, the request may be
30 redirected to a separate function in the system, which handles denial of

service requests. This separate function will send a message to the UE



informng the user of the denial, e.g. he will receive
a nessage such as "Access Denied" or "Service not

aut hori zed". In the context of allow ng or denying
access to a user, the GGSN assunes a 5 role referred
to as Policy Charging Enforcenent Function, PCEF. The
PCEF accesses the PCRF by neans o2 an interface known
as Gx. Sone services that a user is normally all owed
to access may tenporarily not be authorized, e.g. due
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provides good enough quality.

» Limitations in the user's terminal equipment.

Even though it is clear that the reason that one or more services may be
20 denied for a user, the Gx interface only provides information regarding

whether or not a user is allowed access to a service or not.

For example, it is impossible for a PCEF/GGSN to know if a user is denied
access to a certain service due to the fact that the user's terminal doesn't
25  support the service in question, or if the denial is due to the fact that the user
is roaming in another network, in which the service in question is denied.
Hence, the only action the PCEF can take in the case of a denial is to
redirect service requests issued from the user terminal to a generic redirect
address that informs the user that the service is denied for an unspecified

30 reason, as exemplified by the messages above.



SUMVARY As has energed fromthe description above,
there is thus a need for a nethod by neans of which a
node such as, for exanple a PCEF/ GGSN can 5 provide a
user who is denied access to a service to which he has
requested access nore information regarding the reason
for the denial than is possible aB present. This need
is addressed by the present invention in that it

di scl oses a nmethod 10 for use in a wreless access

t el ecommuni cation system in which systemthere can be
a nunber of user equipnents, UE, and a first node to
WhicBLamMERmay send a request for access to a specific
serV|ce The s emin which the invention, can
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of the invention conpri e step of letting t

firsetpegent20 receive informati on about a UE's access

rights fromthe control function, and al so conprises

the step of letting the first node handl e access
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The method of the invention comprises the step of letting the first node
20  receive information about a UE's access rights from the control function, and
also comprises the step of letting the first node handle access requests to a
service from a UE using the access rights information from the control
function. The method also comprises the step of letting the access rights
information from the contro! function to the first node comprise a code

25  regarding services to which the UE is denied access.

Thus, by means of the present invention, the first node, e.g. a PCEF/GGSN
can use the code obtained from the control function, e.g. a PCREF, in order to
provide users with more detailed information regarding the reason that they
30 are denied access to a certain service. In a preferred embodiment of the
present invention, the code is used by the first node (PCEF/GGSN) in order

to redirect the access request to a second function in the system, and in this



enbodi nent, the nethod al so conprises the step of
letting the second function send an explicit nessage
regardi ng the reason for the denial to the requesting
UE. However, it is also entirely possible to let the
first node conprise a list of said codes, so that. a
code may be "decoded" in the firs# 5 node, in which
case a nessage which corresponds to the code in
question may be sent to the UL fron1the first node. In
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advant ages of the present invention will becone even

nmor eThippaskeah i§ asmatibiested bowhe gredentaint@diot emahaithe dmvention
in a particular embodiment comprises the step of letting the access rights
information from the control function (e.g. PCRF) to the first node (e.g.
20 PCEF/GGSN) comprise information about periods in time when the UE is

allowed or denied access to one or more of said services.

Thus, by means of the present invention, it is made possible to inform users
who are denied access to a certain service of the reason for the denial, and it
25 is also possible to improve the way in which users may be denied or granted

access to services based on time intervals.

These and other advantages of the present invention will become even more
apparent from the following detailed description.
30



The invention al so discloses an inproved interface for
use between the first node (e.g. PCEF/ GGSN) and the
control function (e.g. PCRF), as well as a node for
use as said first node. 5 BRI EF DESCRI PTI ON OF THE
DRAW NGS The invention will be described in nore
detail in the following, with reférence to the
appended drawi ngs, in which Fig 1 shows a prior art
system and 10Fig 2 shows the system of fig 1l, wth

the Lnventi gn applj.ed, and S and. 4 show ex | e .
o TR BRB difised M ey T daTq ige baBe the first
DESCRb&EJ (X! PCEFACGEHRYanaRh& ¥amrll gurthioR (91 PCR#) tas well as a
system 1 shown in order to facilitate 15 the

read@Pd%%Eh‘%??,tsﬁWJIrﬁd‘O@\e the invention. In fig 1, as
well as in the description beI ow, the invention wl]l
be described with the aid of st em conmponent s and

n@m@ﬂ?oﬁ@cﬁom%ﬂﬁgrﬁ% ING® shoul d be
underpg Wnﬂ&\‘?‘@vmtthé §eéc$sb@é( sﬁ"ﬁ%r@ﬁe@ﬂﬂ%’e%%nﬂg, Wiftereference

i nvention can applied to virtually any systemin
whi ckp the awea@%wr’@@ Wovveh t he probl ens which are 20
addressed by neans of the invention. As shown in fig
1, in the system 100 there can be a nunber of user
equi pigghshowsgz pddrcart systera, 4nd st node 120, a GGSN,

iC e dto
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S| nc Eigstfear@3sbhawm ekekma!es ohtextt diagnans blthesnvenboCEF
for GPRS. It can be pointed out that a GPRS system

conpri ses nunerous conponents which are not shown in
fi g DETAHIED DESORIPTION he fact that only those

Fig 1 shows an example of a prior art system 100, shown in order to facilitate
16 the reader's understanding of the invention. In fig 1, as well as in the
description below, the invention will be described with the aid of system
components and names from a 3G GPRS system, but it should be
understood that this is by way of example only, the invention can be applied
to virtually any system in which it is desired to solve the problems which are

20  addressed by means of the invention.

As shown in fig 1, in the system 100 there can be a number of user

equipment, UE, 110, and a first node 120, a GGSN, which in this text will

alternatingly be referred to as a PCEF, a Policy Charging Enforcement
25  Function, since the GGSN in this context constitutes the PCEF for GPRS.

It can be pointed out that a GPRS system comprises numerous components
which are not shown in fig 1. This is due to the fact that only those
components which are of immediate interest to the present invention will be
30  shown in the drawings and described in this text. For example, the 3G GPRS
system comprises a function known as the SGSN, which is positioned
between the UE 110 and the PCEF/GGSN 120. However, the messages with



conmponents which are of inmediate interest to the

present invention will be 30 shown in the draw ngs and
described in this text. For exanple, the 3G GPRS

system conprises a function known as the SGSN, which

I's positioned between the UE 110 and t he PCEF/ GGSN

120. However, the messages with @hich this invention

is concerned are "passed through" the SGSN on their

way between the UE and the PCEF/ GGSN, whi ch neans that
the S s .of less interest to.this ventj on. Jhe :
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at t &S IMerEstp tiEyeaiet service request, although the

procedure may take place at other points in ti ms as
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are I e i

e BReQirees ol PA%e, pC bR btRe SRS Al T3S ortace
UE lh@wsendie PEBHUEED auvés@agepEEmﬁbe?.Q hie kapyowad the Gx
i finghhcbo the PCEF/ GGSN 120, requesting access to a
certain Servi ce, the follow ng may happen: The

PCEF/ GGSN 120 grants the UE 110 access to the service

i n 29%6?\{%98%%%% oﬁﬂg'%rgz‘&ﬁaggé h%g—"(?é@/@éjﬁg 156 AMst BEservices

PCRF' Vi uest
r out tedation teer AEd 3IOysHohtai tROEENIEESNgtamted scabes to. et amexample,

The F/ GGS i nformati

T A Eradt e sBkeTas ettt cal bR G5 to pp genied.

1the The PUEmMGGINstdres gh@ntid and when a UE 110 sends a request
message, shown by the arrow 1 in fig 1 to the PCEF/GGSN 120, requesting

access to a certain service, the following may happen:

¢ The PCEF/GGSN 120 grants the UE 110 access to the service in
20 question based on information provided from the PCRF via the Gx
interface. The request is routed/forwarded by the PCEF/GGSN to its
destination.
o The PCEF/GGSN 120, by means of the information provided from the
PCREF via the Gx interface, sees that the UE 110 may not be granted
25 access to the service which it has requested access to. In this case,
the arrow 2 from the PCEF/GGSN intercepts the request and sends a
“redirect” response, shown by the arrow 2 in fig 1, to the UE, ie. a
message which redirects the UE'’s request to a second function 170 in
the system, to which the UE's request is redirected, shown as the
30 arrow 3 in fig 1. The second function 170 sends a message, shown by
means of the arrow 4, to the UE 110. In the prior art system 100 of fig



25 access to the service which it has requested access

to. In this case, the arrow 2 fromthe PCEF/ GGSN

i ntercepts the request and sends a "redirect”

response, shown by the arrow 2 in fig 1, to the UE,

I.e. a nessage which redirects the UE s request to a
second function 170 in the systeny to which the UE s
request is redirected, shown as the 30arrow 3 in fig

1. The second function 170 sends a nessage, shown by
means of fhe arrow 4, to the UE 110. In the prior art

syst em 100 0P Mgs§age can pnly beed slagdardizad oggrjalyrespage” such as
st andar di pegessiBetiad” JTeSSRALR not HathoARed' Access Deni ed”

or "Service not authorized". Fig 2 shows a system

200 of the invention. Conmponents and functions which 5
can bg 4 GhHWh 4 Eyét%% 20054r8R2 HBNRdN. fdo?qp%n@ﬁt\éean?%ﬁ‘?t‘ons which
given the same reference nunbers In fig 1, and w i

not B b fruadrie theagistem HEP of figr have bepstaivamibe semet eference
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access rights to 10 a nunber of services via the G
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t i ndj dinfig,2: 15 . I
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seenin fig@®: services to which the user 110 is denied
access, the PCRF uses the & interface to explicity
i nformthe PCEF/ GGSN 120 not

15 Examples of service authorization information provided over the Gx
interface from the PCRF to the PCEF/GGSN:

Service “A”: OK

Service “B" Not OK, “NOK”, Code 2
20  Service “C": OK

Service “D": NOK; Code 4.

Thus, as can be seen, for services to which the user 110 is denied access,
the PCRF uses the Gx interface to explicity inform the PCEF/GGSN 120 not

25  only about which services that are authorized, but also which services that
are not authorized (NOK), which may be temporary, together with a code
coupled to the reason for the denial.

Subsequently, when a UE requests access to a service to which it, according
30 to the information from the PCRF, should be denied access to, the

PCEF/GGSN uses the codes comprised in the Gx message as follows:



25 only about which services that are authorized, but
al so which services that are not authorized (NOK),

whi ch nay be tenporary, together with a code coupl ed
to the reason for the denial. Subsequent |y, when a
UE requests access to a service to which it, according
30 to the information fromthe PCRF, should be denied
access to, the PCEF/ GGSN uses the codes conprised in
the & nessage as foll ows: The UE 110 sends its

request ssage, arrow. 1 in fi The PCEF/ GGSN 120
i denti f* ggh ﬂg 1@&8@§§ @%regé?%rg%ssaﬁa FEWT i 2t he UE

110 shqulthdectentednacrepentiRstiie régxfe‘étéaesérﬁcél lé%atsle‘éa that
and sends a redirect nessage, arrow 2 to the
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code is, lb@E@/Gg%i{l Holk ﬁé@%ﬁh%ﬁélr@Cotr;n?ﬁ%rpgtgﬁcﬁggés to the access

i nvention, Use order to re
request fdeoimlt $uid BEditiona risfoohatiombeibe theotodd shown above. The

specifie tjons
r edi rectgc d%rﬁ% | cfeg%t; Smt.)oégr/ne?pg i%%%fpr%sengmventlgr? used in
and the rcnrdep:dnsedlfacbmetdmeémrmquesﬁrolﬁﬂaellalz to sns hbamnubyper of
jgans of an w 4. Since the denied.r st _can.b

r ed| rect e4°F5° g ﬁjé’cg?"sa SEBWB&S 1 '@tfﬁg%gr%fsreg”eomqerequeSt
180- 182, it bbovomby emndahsaff ahhﬂ'rovdenar&d theessggré fton tHeefunction
UE 110 ca@O 98‘2 %oreg in a whi ch has been
i mpossi bl €Opt&2HR FEYYN Y@?Q@i"’ﬁlﬂ N Q¥ NOK code is tied
to a specified one of the functions 180-182, by neans

ich ea co can be nmade to coryespon
cer 3RS 8&%5%(”9“&%@5 beange Fagigectedhionons of %@UWﬁEPFB&?"O”S
180- 1682183 the epaeed oW'tﬁé‘ ‘Ronfe I sBgdas IRI BE e?(ﬁ&m{ e ®dilored
whi ch night be: The requested service can onl

be
r eacREdWRY siafoas %'nmqvﬂblqvbmqr@ Eaefaramyb.eaéh NOK code is

Net Widkto 23pdBifled %%He@fttﬁ@ fﬁﬁéﬂb‘n@@ R0 DR 86S 88 $BEth each
fromthis termnal type. Please contact cust oner

suppdPK qoge can emagde @rqﬂrr@apomcbm eetameenial mpgsage.
requested service can only be accessed between 0700

and 1800 Monday to Friday. The requested service

J0e quithiuss eacBGf dod Meratioon.180-182 is prepared with a certain message,

example of which might be:

¢ The requested service can only be reached from your Home PLMN,
Public Land Mobile Network.
25 e The requested service cannot be accessed from this terminal type.
Please contact customer support for minimal terminal requirements.
* The requested service can only be accessed between 0700 and 1800
Monday to Friday.
e The requested service requires a 3G connection.
30



Naturally, the nunber of "denial nessage functions”
180-182 shown in fig 2 are only exanple, the nunber
can be varied nore or less endlessly. It should al so
be pointed out that the denial nessage functions

180- 182 are 5 nerely one way of utilizing the enhanced
Gx nessages of the invention. It Bs also perfectly
possible to let the PCEF/ GGSN conprise the function of
"decodi ng" the codes fronlthe PCRF itself, so that the

deni sages a t rectl m t
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PCEF/ GGSN as shown in fig 2, but to let it be one

f UnClt'éhBu@”élé’@ b@'fb'of-‘n'?eoa§ut3tH§thth‘éQiHNél$ﬁ§ssE fu%@hédst ¥80-982 are
decode all of the codes sent fromthe

t e F@é@'m@ef\w efesiiizing thesentanpad @‘n‘@ﬁ@%’@eﬁ pbﬁaetln\éen ion. 1t is
deschjspt b%cﬁpg&s;bié“% Q%teﬁfedeFﬂy/@@S!\g%&E%ﬂPé I{R€Sfunction of

extendin rotocol so that
conmilficeging’ th@r@dueﬁff@mrﬁta B@RFOtSBﬁeSCPttEFthGe@%{Milm@SsaQGS are
reas [
oxt ongnHEEU LRI RPEEFIOSSKIPR g LRI e il for tis n
At t r theuPGEBBGBMNue Pairs, AVPs,a term which may be
ﬁed bel ow, AVPs being information containers used by
e Gx protocol. Fig 3 shows a signaling sequence
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]1: urf:bmlp,nshiw@s 582h O(ﬁmbms‘ﬁsghe Abiitysteqleendeall of tas codeshsent from

0 : . 1. Est iS e rvice request: The

UE sg‘ﬁﬁ%c‘é“f%%%ﬁ@@?‘ & &t %ﬁg fGGSN to get up a

t®earer. For GPRS, this woul d be an Activate PDP

Cont 10 2. & CCR, Credit Control . .

Requ’g%%‘as i etr $ea‘1 f,m“?g'ée pegseirfiah aPaye dhe, PresealdB G RN FPMRrises

t he BeRmingn@ei G g@@cﬁzd he et GRNPCRE HEBE JRfHESERE more
CCA initial, The PCRF

QoS . %&I\/N- ld etc.
r espBIIERR o A BREFCregadinggrasqs for denying a UE access to a

service. The extensions to the Gx protocol may be referred to as Attribute
20 Value Pairs, AVPs,a term which may be used below, AVPs being
information containers used by the Gx protocol.

Fig 3 shows a signaling sequence 300 in which the AVPs of the present
invention is used. The signaling is between a UE, a PCEF, a PCRF and a
25  Redirect Server which corresponds to the functions 180-182 of fig 2.

The sequence is as follows:
1. Establish bearer service request: The UE sends a requests to the

30 PCEF/GGSN to set up a bearer. For GPRS, this would be an Activate
PDP Context Request.



Answer, containing one Charging-Rule-Install for a
Char gi ng- Rul eBase that is authorized and a

Char gi ng- Rul e-Nane which normally is available only in
the Hone PLMN. Since the UE in this exanple is
currently roamng in another operator's network, the
service is 10tenporarily unauthori®zed. The CCA in
guestion may contain the follow ng infornmation:

Chargi ng-Rul e-I nstall AVP Chargi ng- Rul e- Base-Nane = 1

Cnar g1 Hl- BHIGCRUCRRN, SarTEn RRGHS TR 5% " oraiiges. 2 Ox

DENI ED_RQ¥:NE Wil theEBCRIP|L 128l iRgadey theel B igentie qbe Séquested

The Requ d.b er is accepted. For GPRS, this would
(RS RS et

be an Act Elnt ext Accept . 5. The UE

requests access to a web-page, e.g. URL "x". The PCEF

d§t ect 3 tARtcERLnitAl. B 'RSPeNdsp 6 with £NecA) %@'C%ntrol
. 5which is 25tenporarily not au ori zed due t

roam ng. BNSWetie CRTEMINge RES @ha%r@mo%@@-lmsialt fie @JECmrgmgaRU*e-
redirect ingl r

redi rect %gégr@v@rg{ aasgg(}‘lrtPéegs}?sﬂefjjseg %%ﬁé@?l@fRB‘%M %gm n'\?émaity S
(url "y) Be@ilable pniyriretheEHpmeuRsMBb. Sttpgethe Porindhis example is
11 8. The e v.er AN S t@ t

LL S el B0 VAL ol ottt SRR, gl enice 1
19om t he tbmwera?iqunauthorized. The CCA in question may contam the

following information:

Charging-Rule-Install AVP
Charging-Rule-Base-Name = 1
15 Charging-Rule-Install AVP
Charging-Rule-Name=5
Charging-Rule-Authorization AVP
Authorization-State = DENIED_ROAMING

20 4. Establish Bearer Service Request. The Requested bearer is accepted.
For GPRS, this would be an Activate PDP Context Accept.

5. The UE requests access to a web-page, e.g. URL “x". The PCEF
detects that URL “X” corresponds to e.g. Charging-Rule No. 5which is

25 temporarily not authorized due to roaming.

6. The PCEF sends a response to the UE with a redirect indication that
includes the configured redirect server address used only for
DENIED_ROAMING (url “y)

30

i, n

7. The UE issues a request for url “y



In the foll ow ng, by way of exanple only, sone

exanpl es of AVPs of the 5present invention wll be

gi ven. Charoinn-Rul e-Install AVP The aut hori zati on
state for the current and next periods of time is
included in the Charging-Rule Install AVP, by

inserting the a new AVP. The 11
Char gi ng- 10Rul e- Aut hori zati on AVP:
Chargi ng-Rul e-Install := < AVP Header: 1001 > *]

gg{ g: r% ‘Egﬁl Ea DEEQQM%Q%UR!E resrpgong he UEIE}CREt t]ne reqlgested

(Cnargi g By ReAhoN B@bé@RRed fofVRe Fomemmithir i zat i on

i nformati on provided i
Char gi ng- Rul e- Authorlzatlon 20 AWP is valid for al

Char gi }%Mbﬁwga%?%vﬂ]% R l'e%ly@ﬁéo@ﬁ@%§§mb@gﬁﬁ AVPs of the

provi d Int nstance o t he argi ng- Rul e-I nstal |
AYP prasentiodentionaviCOAYENRAR, Re- Aut hori zat i on
Request. |f no Chargi ng-Rul e-Aut hori zation AVP is
present in a Charging-Rul e- 25 Authorization AVP then

t hi s ChapdingRuthdnstalilAMEhar gi ng Rul e- Defi ni ti ons,
Char ghg%ugﬁgng?%ﬂ%gmeﬁggth gncﬁHL»? Sr%?xﬁg N?W?lé i@frfeluded in

aut horrze res r|c 'ons
sol utliso@hargtitaRulel lnsltgH R -Auinkerting dlte ameM/P&VEO ThieeCharging-

argi ngx Rul e- Au zati on AVP groups the AVPs that
g&e %&Eﬁ%ﬁ&ﬁa”%’o&@f. ne the authorization state for the
current and next tinme period for the associ ated

char gh%g;jr%hg%xﬁtg%”c.hgrpg)mge%%q&ﬂsgs 12 The

Char ori zati on is shared in the sane
Char gi ng- Rul el nstal | fld¢harpivgeRuGr&efnitign Rul e- Nanes or

Char gi ng- Rul e- Base- Na RIS ame
Aut hori zati on- st at e. “[E‘éhéraﬁb Nelife P
15 *[ Charging-Rule-Base-Name ]

[ Charging-Rule-Authorization]

I AVP ]

The authorization information provided in the Charging-Rule-Authorization

20 AVP is valid for all Charging-Rule-Names and Charging-Rule-Base-Names
provided in that instance of the Charging-Rule-Install AVP provided in a CCA
or RAR, Re-Authorization Request.

If no Charging-Rule-Authorization AVP is present in a Charging-Rule-
25  Authorization AVP then this implies that all Charging-Rule-Definitions,
Charging-Rule-Names and Charging-Rule-Base-Names are authorized

without any restrictions (standard solution).

Charging-Rule-Authorization AVP
30 The Charging-Rule-Authorization AVP groups the AVPs that are required to
define the authorization state for the current and next time period for the

associated charging rules and charging rule bases.




5 The Chargi ng- Rul e- Aut hori zati on AVP may | ook as
foll ows: Charging-Rul e-Authorization::= < AVP Header:
1055, Vendor 1d: 193> {Authorization-State}

[ Aut hori zati on- St at e- Change- Ti ne] [ Next Aut hori zation
State] 10*[ AVP ] Authorization-State AVP The

Aut hori zati on-State AVP may be ofl2the type

“enumer ated", and specifies the authorization state
and reason for non-authorization for the charging

Char DGR RSy At fofio BV el e 3pid Sharging Rule
def i methliffor trkﬁe GbiarapiREEINIME at €haxfng-RUBHERICAEDDes that
DEN B CRAET A SEROT 87 DEN TED BLACKLI STEDA DENI ED
TERM NALS5 DEN ED OPERATOR _REASON ONE6 25 DENI ED
%DE T(_}Oéhg{%f\ S%ImeWhonzatlon AVP may look as follows:
Charging-Rule-Authorization::= < AVP Header: 1055, Vendor Id: 193 >
{Authorization-State}
[Authorization-State-Change-Time]
[Next Authorization State]

10 TAVP ]

Authorization-State AVP
The Authorization-State AVP may be of the type “enumerated”, and specifies
the authorization state and reason for non-authorization for the charging rules

15  and charging rule bases provided in the Charging-Rule-Install AVP.

The following values can be defined for the Authorization-State AVP:
AUTHORIZED 0
DENIED_CALENDAR_TIME 1

20 DENIED_ROAMING 2
DENIED QUALITY_OF_SERVICE 3
DENIED_BLACKLISTED 4
DENIED_TERMINAL 5
DENIED_OPERATOR_REASON_ONE 6

25 DENIED_OPERATOR_REASON_TWO 7
DENIED_ OPERATOR_REASON_THREE 8
DENIED_OPERATOR_REASON_FOUR 9
DENIED_OPERATOR_REASON_FIVE 10
DENIED_UNKNOWN_REASON 11

30
As has been seen from the description given above, by means of the

invention, a problem associated with “access denial messages” may be



DENI ED  OPERATOR_REASON THREE8 DENI ED OPERATOR REASON
FOUR9 DENI ED_ OPERATOR_REASON _FI VE10

DENI ED_UNKNOWN_REASON11 30 13 addressed. Another

probl em whi ch may be solved by a particul ar enbodi nment
of the invention is that an operator of a system nay
want to authorize sonme services tl@ a | arge nunber of
users during a limted period of tinme, such as a
particul ar interval of a day, such as, for exanple,

bet we 00 AMto 06: PMonvvekda To. achi

Ui cSgesbeln Bl itodlem bt ol ol Sptvede By 8" Patbular

bet V\aﬁbodnlﬂentP@Rﬁeamderﬁtm |Fs’CiEEt ah peratdhofr & zatteanmay want to
nfornmation in the PCEF % Fﬁffe ted eSsSi oFs. nqee(glriod of

to b APER oS Bdces 1q 2Arog numRer AiRE™s FRNgRITREeT B

ti metimd, hétﬁ:hca’vbu§%%\rtm%$lwt@r\@$@k& ddy, @&C?Slagnt@k |eb<£1rgplen between

the s e is undesirable. 10.In

Ridr 88 ﬁr{\}‘ do ,9@&&1 BM of pmeekEaYs: Jﬁeacfé%o@*fwﬁfe thg prgpent Gx

pr eS&BEocbﬂMﬁ;@ﬁ i Gs@@ BBMe%%SthbrFﬁCﬁF @Pd2he IPEEA, NBe BOBOrization

access rights information fromthe control functi on,

. e. Infofi@a the PGEfeof 2l aifeqier sessions, naerdo perndaisgnore or
con‘p,(ag§ea+ 'C}Hé Céra'ﬁ?é 'txg% ?Bf?&'tm Rk OfiSis | ChukEEBnRR Bedls in Gx

is al deni 5 access to one or nore
ser v$l@@a§3.mQAB thmsystempiveich sowrdeséablipces may be
thorized for a certain user during a specific period
of tinme only, e.g. for 24 hours fromthe tine when the
ser vincardeérstoaartdresst ¥, probledurthegnerdioned @riodgngi rof dess present

Of tRCefd% cofiptise @ HGER of fetfl theZbcdsl AhtQhi¥RelitdAom the
control function, i.e. the PCRF, to the first node, i.e. the PCRF/GGSN,
comprise information about periods in time when a UE is allowed or denied

15  access {o one or more services.

As an example, some services may be authorized for a certain user during a

specific period of time only, e.g. for 24 hours from the time when the service

is activated, or during re-occurring periods of the day, e.g. between 07:00 -
20  18:00 on weekdays.

In order to provide such information to the PCEF, the “authorization code”
described above, provided by the PCRF to the PCEF, the so called PCC-
rule, can be associated with information regarding a specific point in time
25 when the authorization state changes. The next authorization state that is
valid after the authorization state change must also be provided for this kind
of services. In this way, it will be possible for the PCEF to determine that e.g.
a certain user is to be granted access to a certain service until, in this
example, 18:00, and thereafter the user should be denied access to the
30 service, due to calendar time restrictions. The opposite is of course also

possible, i.e. the service is first temporarily denied to the user due to calendar



In order to provide such information to the PCEF, the
"aut hori zation code" described above, provided by the
PCRF to the PCEF, the so called PCC- rule, can be
associated with informati on regardi ng a specific point
in time 25 when the authorization state changes. The
next authorization state that isi¢alid after the

aut hori zation state change nust al so be provided for
this kind of services. In this way, it wll be

or e FeThiongy e 48 08Sk T pRSRebl Phari GG BB e

unt i dgcekstd theseevi@pl e, 18: 00, and thereafter the user
shoul d be denied access to the 30service, due to
cal endar time restrictions. The opposite is of course

al soapstast bibgildidg e bidcRe Bertie Ceaichidhi rihet @aped abudhyrization

nied to the er due to cale
oot Pbediaiat ot iaieripn Bes G0 i it L RREUIER 4 PEEF to
t he l‘éﬁ@ést' r%x@ﬁ@ﬁ?%oﬁr%%&rdn@tﬂé“PCREf Thé Qalrdﬁquﬁs provided
"bui | he cal endar tine based

aut hey |”2%tp Qﬁf 30 éﬁ%oDoQ%%n?”%fShPH'Q iYRipalh ibensgtslogger than the
val i githdridkiBR" stfal %Har?g‘é@%' eécgz}:%_?@pgﬁaﬁ 01 &G Y& Sthe NBMsent

policy information fromthe he validity timer
i's pPEmRiedowyshoreePaRR te satdfienevepplicyatiéPratagian @efore the next

‘FO/ Pi Glsb¥ ke aﬁ.ﬁﬁorjl ﬂ&?%ta‘t@%ﬂaﬁ%h%‘ét HUEZatl i @R@mpie at

e time, e.g. longer 00 in the present
exantgeéateﬁiwtt ng@rthe éllowigly morngd@t ch new poI icy
i nformati on before the next 10Oconsecutive
aut horization state change tine occurs, i.e. in this
exanphus, &y tieens af estender 0mMe0bagedeatitoblization eripadinagt of the

Thus,\ DoREA0S il Sadar oL bt Basgd authori zat i on

enbo I ren entl1 o S|gnaII|ng peaks nmay
e avoided. 15 In order to explain the tine based

aut hor | atlon .al /.grant. of access to. [
2 or st o3P ftin B8 e X B0 o BSET & SRS gpoess to
is a:em'agnaédvlcm, mf@ghmﬂoﬁowrbev\lmdb tbHig 4, whichds edsignalling

deni c‘ia gérg%az%o x%fwhqghct% Shme based demal/grant of access is used.

20  The signaling in fig 4 is between a UE, a PCEF and a PCRF. The signaling is

as follows, with reference to the horizontal arrows shown in fig 4:

1. Establish bearer service request. The UE sends a request to the
PCEF/GGSN to set up a bearer. For GPRS, this would be an Activate
25 PDP Context Request.

2'. Gx CCR initial. The PCEF/GGSN initiates a Gx session with the PCRF,
and includes the UE identity, Requested QoS, PLMN-Id etc.

30 3. Gx CCA initial. The PCRF responds with a CCA containing one
Charging-Rule-Install for a Charging-Rule-Base that is authorized and a
Charging-Rule-Name that is currently not authorized due to calendar



20 The signaling in fig 4 is between a UE, a PCEF and

a PCRF. The signaling is as follows, with reference to

the horizontal arrows shown in fig 4. 1'. Establish

bearer service request. The UE sends a request to the

PCEF/ GGSN to set up a bearer. For. GPRS, this would be

an Activate 25PDP Cont ext Reques1t5 2'. & CCR initial.

The PCEF/ GGSN initiates a Gx session with the PCRF,

and includes the UE identity, Requested QoS, PLWMN\-1d

et C. 3nd’ ThdHuthbhvdy hts'tﬁ!a chgﬁe R&Bhs rs@ B‘éjét B:bb t8e next

CCA cont ai ni ng one ar gl ng Install for a

Char gi mgrrig. &Vises thet didhorizetiom state ph@tweahﬂﬁe &as passed, access

Char gi R I

due totggg % ICMIQ?%%HO tﬁﬁ.ﬁ%’é u?ﬁoérqt@bg{z?w %Q{e{) 8% ddition,

changethmartﬁmraam -viliditpdimat stofesObatt the podiry infomatiag.must be
en t

Docoss NeHEOL LT GEP B Eh AsraEME e BB tp GERN Guestion

aut horﬁnzahawthstfaﬂc@mg fonmatddi ti on, the

aut hori zation-validity-tine states that the policy

i nformati on nmust be 5refreshed by the PCEF before

18: 00 EvemtTeggerdayIME IGHABEI n question nmay have the

foIIo r vent - Tri gger = Tl ME_CHANGE

Char gi ﬁ%ﬁﬁﬁé’f%"\&?@ 10Char gi ng- Rul e- Base- Nane
10l Char gi ng- RH=8gih -Bag®/Nafas gi ng- Rul e- Nane = 5
Char gi ng- Rul e- Aut horj zati on AVP Aut horization-State =

DENI ECYtgiesmupte - msiat A%Rut hor i zat i on- St at e- Change- Ti me

= 07/ 08/ 01, $h&rQRg-HIE-Name =5
Next - Aut hori zati on-State = AUTHORI ZED

Aut hori zat | &ﬁ%ngﬁu{%whﬁﬁzaﬂooﬁ\b%/ 01, 18:00 UTC
Authorization-State = DENIED_CALENDAR_TIME

15 Authorization-State-Change-Time = 07/08/01, 07:00 UTC
Next-Authorization-State = AUTHORIZED
Authorization-Validity-Time = 07/08/01, 18:00 UTC

20 4. Establish Bearer Service Request. The Requested bearer is accepted.
For GPRS this would be an Activate PDP Context Accept. All service
requests associated with the Charging-Rule-Name in question will be
redirected to a redirect server for DENIED_CALENDAR_TIME for this

bearer.
25
5. At 07:00, the authorization state changes from
DENIED_CALENDAR_TIME to AUTHORIZED. From now on, the PCEF
will no longer redirect service requests for Charging-Rule-Name in
question, but the requests will be passed through.
30

6'. CCR update. At a point in time before 18:00, the PCEF issues a new
CCR in order to refresh the policy information. The PCEF is responsible



204' . Establish Bearer Service Request. The Requested
bearer is accepted. For GPRS this would be an Activate
PDP Context Accept. Al service requests associ ated
with the Charging-Rule-Name in question will be
redirected to a redirect server far

DENI ED_CALENDAR TI ME for this bedPer. 25 5'.

At 07: 00, t heaut hori zat i onst at echangesfrom

DENI ED_CALENDAR TI ME to AUTHORI ZED. From now on, the

PCEF wig | ﬁgﬁlbLWS R%Q'Jf‘?%&ue%?sr W &Selr RO §xgt19ﬁ|ng Ipeaks in

Char gi ng- the requests w
be passibei tdweoutght tB@'e e f oany s@ssldmt iwhich hshargi the same

case. (iR ele YRRy RLeesi ona ahi ch share ¢ he same
Aut hori zat i gn Validity-Ti lms 5 7'f CCAi updatﬁ The

A R Do St W T Y Sergpon. oo
st atDE Nf@éﬁgr%ﬁ% ENDA @tl@ﬁhbwaﬂﬁ{ﬂ? amabmxa‘moatsmte AILIT atORIZED
Change 46 P8 Bunewaen siig PR RERER LhgRER MIVE. The

must  beyutipfrizasdedtAgahangd timkeis| At 1300 aéncDﬂweoﬁoltdyenformatxon
foll ow ng day. The new, 10 | ues may | 00

Event - prséé)@rreﬁeqhqg@ e@]tgf. tAtg: 8 Iwg\fnag aa)m}'ige new
fehar gi ngt Rl 8aNBBR a5 ,élommar gi ng- Rul e- Aut hori zati on

AVP Aut horization State AUTHORI ZED
Event-Trigger = TIME_CHANGE
Charging-Rule-Install AVP
Charging-Rule-Name =5
15 Charging-Rule-Authorization AVP
Authorization State = AUTHORIZED
Authorization-State-Change-Time = 07/08/01, 18:00 UTC
Next Authorization State = DENIED_CALENDAR_TIME
Authorization-Validity-Time = 08/08/02, 07:00 UTC
20
Some examples of AVPs of the invention which may be used with the
calendar based grant or denial of access to services are shown below. It
should be pointed out that the AVPs below are merely examples, and are in
no way to be seen as restrictive for the scope of protection sought for the

25 present invention.

Authorization-State-Change-Time AVP

The Authorization-State-Change-Time is a time-stamp identifying the date

and time when the authorization state provided in the Authorization-State
30 AVP will no longer be valid. An example of an authorization-State-Change-

Time AVP is that it is of the type “Time” and includes the time in seconds

since January 1, 1900, 00:00 UTC.




Aut hori zati on- St at e- Change-Tinme = 07/08/ 01, 18:00 UTC
Next Aut horization State = DEN ED CALENDARTI ME

Aut hori zation-Validity-Time = 08/ 08/02, 07:00 UTC 20
Sonme exanpl es of AVPs of the invention which may be
used with the cal endar based gr ant, or deni al of access
to services are shown below. It should be pointed out
that the AVPs bel ow are nerely exanples, and are in no
way to be seen as restrictive for the scope of
protection sought for the 25present invention.

Aut hg |zat|on|State Chanoe Time AVP The

i deanf é’)kd?rgalé he tﬂ@tr@e@mnﬁdrfiﬁhdmgﬁté e/ Redti iz ad 'the type
state provided in the Authorization-State 30 AVP w |

no | o?fg@ier%dvaﬁndd spegifies A laathefizefipn state and reason for non-
ayt h%ﬂhéﬁidtﬁﬂ ﬁ@ttﬁe%‘n‘éﬁgﬂ) I’{’ﬁqu\G:éf,héd tiRahe 'Authénz‘%\ftlon State-

ime and i ncludes t Ime in seconds since

Janug%ynge-ngz)eVPom@@e@rr(passqdz The following values may be defined

Next
Next

I HCREkZRIhARREb Aty R AN eXanpl e of Lhe

orization ate is that it is of the type

"enuner ated”, and specifies the authorization state
and /ﬁ%%?@hl%@ non- 5 authori zoatl on after the

expiration

I'ne, defined in the

Nt h@EN%IBi_@ALENEA&Q%M@e Time AVP, hat been passed.
The follow ng val ues may be defined for the
Next - Aut hori zation-State AVP. AUTHORI ZEDO

15

20

25

30

Authorization-Validity-Time AVP

The Authorization-Validity-Time AVP may be included in a Credit Control
Answer, CCA, or in a Re-Authorization-Request, RAR. The Authorization-
Validity-Time is a time-stamp identifying the date and time when the

authorization information, provided in the Charging-Rule-Install AVPs, will no

longer be valid. An example of a specific Authorization-Validity-Time AVP is
that it is of the type “Time”, and includes the time in seconds since January 1,
1900, 00:00 UTC.

Event-Trigger AVP
The Event-Trigger AVP is suitably of the type “Enumerated”. The Event-
Trigger indicates an event that shall cause a re-request of PCC-Rules The

following value may be defined for this AVP:
TIME_CHANGE 100

This value is used to indicate that before the given time, specified in the
Authorization-Validity-Time AVP, new PCC-rules should be requested.

Note: If the Event-Trigger 100 and the Authorization-Validity-Time AVP are
not provided, but the Authorization-State-Change-Time AVP has been



10 DENLED CALENDAR_TI ME1 Aut hori zation-Validity-Tinme

AVP The Authorization-Validity-Time AVP may be

included in a Credit Control Answer, CCA, or in a

Re- Aut hori zati on- Request, RAR The Authorization- 15
Validity-Tine is a tinme-stanp idq@tifying the date and
time when the authorization information, provided in

the Charging-Rule-Install AVPs, will no |onger be

valid. An exanple of a specific

Aut hpfolvidat! i1 a- MedryrigtRuld1ATRhN¢Btid s Al/Rathednt the snexf-atitherization

i ncl ude e tipe.in second
P Stel T begppsrmeBb SRS SEFEI HhI Bt PRGNS are
Evenproliieggsy MH¥PACERUThabliy @defiliheort )é@@bmphshmg time-based
"Enunerated". The Event-Trigger indjcates an event

t hat S¥saTRtiong &8 1 RRUNAsERSO BIVIBCA Rul es The

foll owi ng val ue may be defined for this AVP: TI M
CHANGE100 This value is used to indicate that before ,
t he 'the,gweﬂti%alsgp@fmrisgg asHgea node 120 as shown above, said
PUt RbdeZ 8l B BN SIFOEFTBRRINYPS 202U 556 &)4erR saB0HS the 36
be reguest e provid

Charg Ré»rawtem/\@m |aze§t0d@nWN\/lOOmPﬁelﬁ9tWéanS for receiving the
next mﬁ)‘t‘ftngﬁ’oﬁ égodtg{'uﬁtsaéc%e\é%abage&cﬁn R BB furt @ﬁ %QfThese
aut hori zation, until new eécl sions are provid by
the memm: 14hihsvé beas efmbofically sbowndsi almrqv@85¢rn’e450@sf@j2 but

SUDSHEIRLA-R08n ofche 48, AN BEERERo] & RRENAESs sOitware.

The 1 nven %60 conprisées as s

shown above sai d node sui tably being a PCEF/ GGSN of a
2G o stem s cha the 3G GPRS syst ;
noddh e ebA R P8 Aruglty it gt hat6ihg acoess

i nf meqaésts)lto abeulicaafrblin’ & UBCOR asing itigh iscess oightshieformation from
ntrol function. 16 These 10 nean, 45 have been
it chlity i duesk FRaeE ST it Reiff gfie Frighssor 145,
which will also be able to handle the access rights information from the
control function, the PCRF, including a code, X, Y, Z, regarding services to

which the UE is denied access.

20  Suitably, the processor 145 also handles the redirection of access requests
to services which a UE is denied access, as shown above, as well as
handling information about periods in time when the UE 110 is allowed or
denied access to one or more of said services, so that a UE which requests
access to a certain service from the node 120 may be denied or granted

25  access by the node 120 based on the time of day, week, month etc that the

request is made.

in conclusion, the enhanced service authorization of the Gx interface as
discloses by the present invention enables the PCEF/GGSN to carry out a
30 selective service redirect to a redirect server which can provide detailed

information to an end user, i.e. a UE regarding why the UE has been denied



the means can al so be a suitable conbination of

har dware or software. A node of the invention wll

al so conpri se neans for handling access requests to a
service froma UE by using the access rights

information from 15 said control1%unction, t hese neans

al so suitably being the processor “145, which will also

be able to handl e the access rights information from

the control function, the PCRF, including a code, X

Y, i bi i ' i to which
rec 2L R PR e Wi e hed Lol St B Lo

r edi seruice e efer icraswlly @ ¥ acgeservi ces which a UE

is deni ed access, as shown above, as well as handling

i nformati on about periods in time when the UE 110 is

al | oWeel cafendenitiod hesms suthorigativroinfororagionfconaeyed via the Gx
serv SO L [ :

o ey biEtbed i le e I RA G BESRES, b Boeriecen
gr antitld ir?&raation $isatgnables inwdearhy2Outtsssece basadhaccessnsotfol for

day, week nth etc.that the re t . . .
conct TR W e anharicetoakon £ EHRinsiBg BT 1. SFoplyguring
Gx i for exdraple, astah srabosttheliaytdighgoweslent i nventi on
enabl es the PCEF/ GGSN to carry out a 30sel ective

service redirect to a redirect server which can

4y ovasél _awe;é@ah & kfﬁﬂ idf@ﬁfthE hifm,t iié ol b%) p@ﬁsiﬁﬁdi 4Seit thé signalingBeaks
regardin y. t 1as been deni .19 acgess.to a

o L mhPBsPl Gy S SRS MBURATPRLEG Y Bt 28 Saices,figen the
to WhbiRh iseFvateR dfhargdSRimbsrs IrsaBlibys abédd®thd Qpdated at the
access. The cal endar tine based authorization

i nf o$3f8® f®R- conveyed via the Gk 5 interface as

di scl osed by the present invention provides the

PCEF/ GGSN wi th information that enables it to carry _
But Eeg nvestiomifenctaestivied intheopxpmples & varphadimaae dgsgribed
aut h%dvé%doéﬂdévnfiﬁrth@d%iﬁﬁé,'bu‘P‘?rH)DtS’e Qdriddl &1y QithANth¥ scope
during, for exanple, certalrn tinmes of the day or the
weekof the appended claims.



10By neans of this information, it will be possible to
avoid the signalling peaks that present day &x
solutions would inply for this kind of services, when
the policy information of |arge n@gbers of sessions
needs to be updated at the sane tine. 15 The invention
is not restricted to the exanples of embodi nments
descri bed above and shown in the draw ngs, but may be
varte8!Mpeely within the scope of the appended cl ai ms.
20 CLAIM5 1. A nethod (300) for use in a wirel ess
access tel ecommuni cati ons system (200), in which

syst efnrmathod (B0) lier asmmﬂaamrelbssmcesmmlpn@nmumﬂtlons system

5 first d 0) to
" rOhnadn WEeR syelelt B idmBer of wier eadPtEl Al (110)
5( 20804 @l B3t GRkRY ( 1?'0290 Qvﬁi@ﬁ‘tef OE HcEeRd A i‘&ﬂ)es‘l’\%rcﬁccess to a

hol ds i nfornmation about the access rights to specifi
serspeasific service, dharwsiem (@00VRdsa non‘rpélsmsaefmnt't%éllnctlon (160)

o1 B3P B AR 5500 RS, Ghs cor
(166])1rahly00¥ h;GE:m?rﬁ hl@@l 3@3@% M}?StéhﬂQddjeinsédmldﬁ):oﬁfpnsmg an

letting sa irst node receive information

UE: Itattbseat 500 lebemn SRIaIeE neGRLASD) PaAdEPGoMTEhfNalen (160),
105t etﬂe(r%)etr%d g@é@r%éﬁ# Hgfthfgs%gﬁa@ﬁndgqgﬂfnﬁ 845G Hist node receive

requests eraccess

r i ghfsmatibar apduton UE' eracsess righté fam feand tcoatrol furetion, and the
nmet hod bei ng characterized in that it additionally
corfiPP4BLOf Irsiiag agls {isj nede inerclegoeess regugESesa Service from a

ri %E%élrgje ﬂtégﬁédéé@ rd’k@ﬂrﬁ@c‘rﬁw&% sdideeht Bf‘fuhetléﬁ‘,'tﬁe method

first no rse-a code reg ar
serbenngs:hataobﬁmm mhlaaUEadd|t|deaII3edoran©aees tfmqslteps (3) of letting the

letting the access rjghts infor

15: o rRGSESt UHE% omg{ﬁn fzorgalsal roll] %'Qn%(ﬁdf said first node
COMgyrhSBsd 1 eba@t(b@w aZP%gé’r@"ﬁgP@éNné‘eé itBvMBEtheNEEUE denied
(110) is allowed or deni ed access to one or nore of

saiarcesséng eklettintheTarcesstrights (rFoonation a1 agid, control function

2COBHL™0 45 s Poch Lo, ISOHER GRS fg® i ame

I nfwhemtthenUEr pma)hie gisWeadlorf dersibd cacdeb0, osai ¢F arde of said
(X, Y, Z) is used by the first node 25 (120) in order

20t o $&MiCe8ct the access request to a second function
(180-182) in the system the nethod (300) also
conprising the step (8) of letting the second function
(180- T2 metbod (800krhLiaimt 1,nesoadiegrtegahidhnd a ki (110) requests
reason for the denj al the requesting UE. 21 C .
ThGHEERAR A SHVICeAB0NR IhifyIgTed RECBRBAFBUSIN t s, information

ac%rﬁ'tﬂé Mt%‘fl%‘bti%ﬁ 60)," Sid Rode (EX 30)zy i§ jd2R %ﬁ% first node
G or a 3G syste confl gured to act as a

25Po|(|1 29) (hmtd&rl tometectelinenacdassoeiqoast tona selsend dunctisin (180-182)

Lﬂﬂﬁ: hon yI emhgh%ygq':tgﬂgo(%b&/a s%dcg:'n%rngmg h%mstep (8) of letting the

second function (180-182) send an explicit message regarding the reason for

the denial to the requesting UE.

30



5 4. An interface (150 for use in a wirel ess access

t el ecommuni cati ons system (200), in which systemthere
can be a nunber of user equipnent, UE (110), and a
first node (120) to which a UE magisend a request for
access to a specific service, the system (200) al so
conprising a control function (160) 10 which holds

i nformati on about the access rights to specific

serdi Haa MERoR (300 400)XGr By OELTY AraviRuiss§iatasn acgraing to which

i nt )
fi r%é ﬁgﬁeﬁzi(ﬂleggl)ﬂﬂnd t grdc%ﬁ?) ; 0 uor{t:? I%g;n?fétéﬁf'&oﬁﬁ@&’red to act
or das atRCEBnPRelicy Conéol BhfacemehbFmatticom andotimesairdrol function is

cccbed orbnpolithand cFardng &I £L8Clohar e Si¥diEe " 150)

goei ng 15 characterized in that it conprises, along
with said access rights information, one or nore codes
(X, 4.YAn Z)terfe@ea( tHhipramsevincewirelesataassss heleopmmunieations system

"GP R o ieR SR bR dahube B i BsRof 8 S By ue 110)

firaid aofilet (b4de) (120NRs ivrash ianUer ity SendROordquest If@rdéccess to a
in time when the UE (110) is allowed or denied acce

t o esifir sonias: dhefsystera 6Py a&a@scomnsmeau GRrdrof ée@ctlon (160)

1 f
10( Wﬁlgﬂ g@h%'l 04 a‘tanééBdiJf? tﬁélﬂ:c%%%os?gl‘&té( tgeg %&%&ggér\ﬁ@es for a
t 0 ;ﬂumtwotaasolmtmckystémg saideimterthcec beisg theciotalfarg (t160) used

the information fromthe control functio 160
or REWEEN 2Rjdr Wist QQIB@ Q:%‘gs@”ij é&i@e@‘?ntf% g\”é’@@'&%@mp iff order to
fu"&{riv%P riltép §2 nfbﬁnét‘ﬂﬁw $% %'éld c@ntra_hﬁ.lric%ﬁrt{)agﬁd first node

clarns 4-5, Interface in
a Z(B26} aBGﬂs&ME&mcmmgi\?.s tmeeﬁﬁnmﬁceg,sﬂwenntermm (750) being

1 for, yse in ain W|re esSS. access
15, e GerniETr ek S TEgRMeriseSopht MithAsicr A eediai dyiarmation.
canprieeop rr'ib’r@bc§9<5dé?§c (MSEr Z8GehaamY seMiedsliDvhidthehUshis denied
node (120) a UE may send a request for access to a
speasicepe ¥t ohegacterizechdridhab iascags i infprmation from said

UL YA TR AR P oFRELCED SRk v

ri giﬁrB)dtSOmSﬂEﬁe fiters eiey IUER$1 O isaalpwidabt identdd BEsessto one or
the system, said exchange of information being carried

20putmeiecef $/id isede®ce (150) between the node (120) and
the control function (160), the node (120) conprising
means (145) for receiving information about a UE s
accfes'Eher indrfacd (150)sHialbinoat inolvhichrsaid codés (){(;LB’OZ)amy be used

for, hand] in cess requests to a servi
i SSI0ETSY NGdenh & HE GBS EaNeURIARRR dPrRBeDRCS (ohich it s
Sa'd%rﬁét!"a&é’éséc é&ﬁrﬂﬁ’}@ tolth8 iffeRafids Sonk Bd18ontrol function (160), in
characterized 1n that it additionally conprises neans
25( 148Yef to redineldti thg acresacregsiest iqylat se¢aricbfunatioon(18Pet82) in the
said control function including a code (X, Y, 2)
regdPtiy services to which the UE is denied access

and 15 neans (145) for handling access rights
i nformation fromsaid control function (160) which

corfpringeintenfacs (Q) o aavoftclpers 4ds being theeGiHelertase in a 2G or
t f
e SETE Qo e SRS R e quest o access to a

30certain service fromthe node (120) nmay be denied or
granted access by the node (120) based on the tinme of
day, week, 20nmonth etc that the request is nmade. 8.
The node (120) of claim 7, in which said neans (145)
for handling access rights infornmati on use one or nore
of said codes (X, Y, Z2) if a UE (110) requests access
to a service to which it is denied access according to
t he



25 information fromthe control function (160), said
code (X, Y, Z) being used by said neans (145) in order
to redirect the access request to one of a nunber of
second functions (180-182) in the2gystem the code
being used in order to select the proper second
function 30 9. The node (120) of any of clains 7-8,

ng a GGSN of a 2G. or a 3G systemconfigured to ac
e & foaere (p80) foy uesrin @on SIS ARE SRS BMUFA RS System

SYS{IBBY, in which system there can be a number of user equipment, UE (110),
to which node (120) a UE may send a request for access to a specific
service, the node comprising means for exchanging information with a control

5 function (160) in the system which holds information about the access rights
to specific services for a plurality of UEs in the system, said exchange of
information being carried out over an interface (150) between the node (120)
and the control function (160), the node (120) comprising means (145) for
receiving information about a UE’s access rights from said control function

10 (160) and means (145) for handling access requests to a service from a UE
by using the access rights information from said control function, the node
(120) being characterized in that it additionally comprises means (145) for
handling the access rights information from said control function including a
code (X, Y, Z) regarding services to which the UE is denied access and
15 means (145) for handling access rights information from said control function
(160) which comprises information about periods in time when the UE (110)
is allowed or denied access to one or more of said services, so that a UE
which requests access to a certain service from the node (120) may be
denied or granted access by the node (120) based on the time of day, week,

20  month etc that the request is made.

8. The node (120) of claim 7, in which said means (145) for handling access
rights information use one or more of said codes (X, Y, Z) if a UE (110)
requests access to a service to which it is denied access according to the
25 information from the control function (160), said code (X, Y, Z) being used
by said means (145) in order to redirect the access request to one of a
number of second functions (180-182) in the system, the code being used in

order to select the proper second function.

30 9. The node (120) of any of claims 7-8, being a GGSN of a 2G or a 3G
system configured to act as a PCEF, Policy Control Enforcement Function in

the system.



