A METHOD FOR CERTI FYI NG A RUNNI NG TOTAL I N A READER The obj ect
of .the present invention is a nethod for certifying a running total in
a reader, or 5 terminal, when this reader is used with a portable
paynent nedium (for exanple, preferably a smart card). In the present
application, the termsmart card coversg the term portable electronic
circuit nmedium Running total will principally be referring to 10
nonetary arithnetic operations (or those concerning units), the
certification serving to guard agai nst frauds. But under the
term "running total", information of any sort whatsoever can quite
just as easily be represented, the certification serving to 15
provi de authentication of this information which can be anyt hi ng.

Al t hough subsequently the termrunning total wi |l always be used, for
sinplicity of understanding, it is self-evident that the invention can
be applied to certifications of any information whatsoever and in
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for certifying a running total in a reader, or
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certifications of any information whatsoever and in



2 . particular sinply to certification of the ambunt of a

transacti on. In the prior art, paynment by neans of a portable
object, in practice by smart card, is perfornmed as 5 follows. A
purchaser, at the tinme of paying for his pur chase, places his bank
paynent smart card in a smart card, reader which is in the possession
of a vendor. The latter then instid%tes a paynent whose presence,

for the purchaser, is marked by the appearance, on the 10 screen of the
reader, of the anobunt of his purchase and by an invitation for this
purchaser to enter the secret code for his card. Wen he has entered
and val i dat gghrticuldhessapl et teodeeftalf iltiat iear dbf tfige pumehase dfs L£onpl et e.
In fact, at the time of this conpletion, the reader 15 perforns two types
of operationtT2NERFEIPY; it stores the bank details of the purchaser

(it renoved them ffpmpe ﬁriBPea%@fdﬁggﬁ%HE BUr%E%§§rcﬂPQQ égfé?ﬁﬁgspassed

t hr ough) corresponding to the a of the purchase as we

to ot her ancoebjecy, daitra fptrhetdate,by hertie, cand, t hes 2@erfoefmedernces of

the reader [ of t he vendor) Furthernpre, the reader, perforns
%f ows. o

a running tof fer BEF oA RShnsi 8Fi kg o Uil P PRELGH0ART o1t he

pur chase Madgub¥nié s ﬁyéééﬁsﬁistﬁaﬁkrggﬁh&%t%ﬂt Otard in & hemPk chases
made by the previous purchasers which have cone to the shop, and which

have been sef@rd Bpader vhickams rivadéhe PoHRessieDn | & ovendef or mati on

are t he’&‘ﬁgorleattoenr {:Hgn Olrrll%tirc_];aart],%s an pia%/%erannt:Ofwhoisnef OIr)gg giegcr:]e ,
for the purchaser, is marked by the appearance, on the

10 screen of the reader, of the amount of his purchase and
by an invitation for this purchaser to enter the secret

code for his card. When he has entered and validated

the secret code for his card, the purchase is complete.

In fact, at the time of this completion, the reader

15 performs two types of operation. Firstly, it stores
the bank details of the purchaser (it removed them from

the card of the purchaser when this was passed through)
corresponding to the amount of the purchase as well as

to other ancillary data Sthe date, the time, and the

20 references of the <reader or of the vendor).
Furthermore, the reader performs a running total
operation consisting in adding the amount of the
purchase made by this purchaser to a running total of

the purchases made by the previous purchasers which

25 have come to the shop, and which have been served by
the same reader. The two items of information are
therefore on the one hand an item of information
necessary for debiting the current account of the
purchaser and on the other hand for crediting the

30 current account ‘of the vendor.
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financial value and the integrity of this value should

or debiting the current account of the pur chaser and
hand for «crediting the 30 current account of the vendor.

The running total thus recorded therefore has a

on

be protected

from fraudul ent mani pul ati ons. To achi eve this, equipping the reader
wth a so-called SAM (Secure 5 Appl i 8ation Mydul e) security circuit,

whi ch perfornms a certification of the running totals, is known. The
certification amounts to calculating a certificate, a string of binary
characters, which is a result of an operation of encrypting the
running total wrhR AhnkQg €HEIYPELAE @leBeibkRMenethegRerypti gn
algorithmis in general™ of the DES type, the RSA type, or sone other

The speci al fleagnpielofvadligorandinshef inteégriypeof sthhe valuebishiouydt o be
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secret: it

possible to
anount , whi
result of e

db n_encyyption key. . The . neryption _key is normally
. ?Js;e r(?%e%ecleﬁsi%@"ﬁ%ra‘{dﬁ@e%Ama&lpggf‘g.l.%RSThe TE’o VEy of "the
encryption this, d@OPPiMGp thd adddaerswalhtnt hatsd-lcalld «aC oMt qdecugwadays,
t hat these al gorithnms cannot be broken, that is to say it is
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string of binary characters, which is a result of an
operation of encrypting the running total with an
encryption algorithm. The encryption algorithm is in
general of the DES type, the RSA type, or some other.
The special feature of algorithms of this type is the
ability to be parameterized by an encryption key. The
encryption key is normally secret: it is stored inside
the SAM circuit. The complexity of the_ encryption
algorithms cited is such that it is accepted, nowadays,
that these algorithms cannot be broken, that is to say
it is nbt possible to recover the encryption key from
the knowledge of an amount, ~which is known, which has
been encrypted and of which the result of encryption is
known. The result of the encryption is precisely this
certificate.

In other wecrds, with this security system, a
sensitive information item, the running total
information, has been replaced by a pair of protected
information items, the running total associated with
its certificate.

At the end of the day, when he does his till, the
vendor connects his reader to a central service: in

general the central service of his Dbank. He then

not
n
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In other words, with this security system a sensitive information
I tem t he runni ng total 25 I nformati on, has been replaced by a pair
of protected information itens, the running total associated with
its certificate. At the end of the day, when he does his till
t he vendor connects his reader tg a central service: in 30 gener al
the central service of his bank. t hen
4 transmts, to his bank, the information relating to the
purchasers and the information which concerns him the runni ng total
of the purchases made in his shop and the certificate attached to this
runni ng tot dlransintd,hed hicandigl tireridfoamatien fdedatings toarde
per f or med, not%g#y IEgsing the certificate, and the ampunt of the

S &

runni ng YISt GH¥ti ted tBLPRE2BteBUNRiGR FRBOGEABOAIM: the For
the central QARMHHP Lotdl (¥ QARG Hadddrade in Hike SHYEPEMLOlHLader s
whi ch are connected each evening “10 can be very large. "It can reach

several millgertificate attaghe@r ésenthisorumalihgundetrst andabhe theasons of

caut|ony 11 PCEEPbER IR LGS Seesat o BIENEy Ry
periodicity usird the @edrifllcatw0 QAindSthet RRRnYeaEs. théhimuaReAti on is
on the one hand costly and furthernore very difficult to carry out, in
vi ew of total is credited to the account of the vendor.

For the central operator, in the course of time,
the number of readers which are connected each evening

10 can be very large. It can reach several million.

At present, for well understandable reasons of
caution, it 1is éccepted that it 1is necessary to change
the SAM circuits in all the readers periodically. For
example, the periodicity is of the order of two or

I5 three years. This operation is on the one hand costly
and furthermore very difficult to carry out, in view of
the fact that it cannot be performed everywhere at the
same time, that it is necessary, and that it is not in
any case practical.

20 Yet more generally,‘if the bank payment cards of
the customers are replaced by electronic purse type
cards, the problem becomes still more crucial. This is
because, in the case of the electronic purse card or
portable medium, there is no longer any identification

25 of a customer current account. The purse can be
anonymous and it contains monetary units. There 1is
therefore furthermore no possibility of verification
for this reason.

In this last case as in the first case, it is

30 envisaged that skilful fraudsters may be tempted to



the fact that it cannot be perfornmed everywher tthe sane_tine, that
It IS necessary, d th t At is not in anyl caseEpracthcatrrtg0
54 R .

Yet nore general |y - .a‘ﬁ%ynent cards gf, the cust oppr s arbeb
repl aced by el ectrc* SH ﬂe cards, tif '{ﬁﬁ%’b’l“@%’lﬁﬁ@d S Wtpagdd ..
nore crucial. This fthdluse, in the cagéf ofev el eardbhi.copapsie?d. ..
card or portable nmedium there is™no |ong &hgwinglent pégedat.i.aon p2&:a _Of.
a custoner current account. The purse ¢&hAbbeact :papotdfn Upa@aca t |
contains nonetary units. There is t her ef-ore~furt-hernore .no i d
possibility of verification for this reason. In this | ast

case as in thapenr stitdaser tb iseeBO to emmdesagdch,t et medns f of vergudsters
may be te e tanmper with or
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to seek to ASCEYEM OPEYAEIRE  oF RGePGCTRT cQhicte o AHTHEE t he secret of

the SAMcircuit. The oB{€cObigCteRl LRGNRYBALI LN S tPeh&PdyHlili S
drawback by making provision to not equip the readers wth security

circuits. drawhady eoY hwakinggemeNtisobn tHeeswt eadeis whel deedeaspl etel y
renmoved Therefnis nQ._l onger, any  at aILer I n.order_.nevertheless to_retain
with Sec hg

the confort ‘of fseRfr Pty 3uspricdd By t hd SySERRTof % r UARFAGTRY a°f

associ at ed WHdsed fedddfd CAi Bl P& O¥bEp D&t & By NBgBoved keephsueh ig swst em
However, in the invention, the. paraneterization of the encryption

al gorithms w990 aBhGr e perforordepynavertdicde sy ibpatebedyt thént ai ned.
In the securddye Glf Fseéﬁﬁeér}{)r%ﬂ'tﬁ%j ”cﬁehesa{sgaegfrotfh%“tnﬂ%lglgf?”et

private key contained in a ne rt c e custo I t
wi |l thus bestmwwnasdatidnddl witieedonekrafitheenepessiityonf isaviadg a SAM

circuit in the reader can be gai ned. I n practice, execution of the
encrypt'Pon at'r%olf???mﬁu%ﬁl? system. However, in the invention, the

parameterization of the encryption algorithms will no
longer be performed by a secret private key contained
in the security circuit, itself contained . in the
reader, but by a secret private key contained in a
15 memory of the smart card of the customer. It will thus
be shown that total freedom from the necessity of
having a SAM circuit in the reader can be gained. 1In
practice, execution of the encryption algorithms will
even be carried out in~ the card. However, this
20 execution could be carried out in the reader, by a
microprocessor of this reader, provided that this
reader receives, from the card, the secret private
encryption key.
The object of the invention is therefore a method
25 for certifying an item of information in a reader,
characterised in that
- there is stored, in a smart card, a pair of
associated encryption keys, a private key of the card

and a public key of the card,




even .be carried out in the card. However-—-this _execution could be
carried out in the reader, by a mcroprocessor of this reader, provided
that this reader receives, fromthe card, theThieSietHaP8dey R gnNcryption

key. One aspect of the invention is theref or
certifying an item of information ip a rea : ﬂ% ised in that
- there is stored, in a smart card, a pair of cryption keys,

a private key of the card and a public key of the card,

- 6- - the smart card receives (28) a previous certificate
(CERTI FI CATE 0) corresponding to a previous information item and a

previ ous public key (CPe¥e is tranhwitted, exto athe (8waxtframmdheaprevi ous

certificate %}g%l{gf‘l;l IflISCATEeO ;£ 80 J mge %RUNNI N .TOTA% 0')_of _the previous
i nf or mati on By Gl ShentThyt ah-3ror PP ﬁeSp‘f’ﬁgﬁg Sr BncHFUYS this
previous cer tiffficaadse id3i NgehheapBeyi gHevPYRs i suke)s key, - the card

verifies (25) that the image of the information is consistent, - a
new i nformation itembherslul Beewsss), @refrralhasisn Bhe eped. peavi ous

i nformatjon ﬂﬁ%ﬁgm apd tﬁetré%?§§§4én1fn&%&%gﬁkbgn iﬂ?”}éé%%s l%; an” the

card signs the informati its private 'key

i mpl ement i ng alayerierio Vidn cehadygariinghohien prredaiouso celittdifii cateewsdekt i fi cate
(31) corresponding to the new information, - and the new certificate

cor r espondi ng"rl'leo RV IUT iDvPdrifak®¥n, and the puhlic-key of the card (CPl),

are stored (32, 33).injthe geadaliriedN0okhgr asRECt jfigd Necknvenyd on is
a nethod for certifying an itemof information in a Teader,
char act eri sedinfeymgftion is consistent,
10 - a new information item is calculated on the
basis of the previous information item and a
transaction information item,

- a new certificate is calculated, preferably in
the card, by means of an algerithm for encrypting the

15 new parameter information and by means of the secret
key of the card, and the new certificate corresponding
to the new information is obtained,

- and the new certificate corresponding to the
new information, and the public key of the card, are

20 stored in the reader. ‘

It should be noted that, from two associated
keys, data can be signed, that is to say encrypted,
with one key (for example a private key) and decrypted
with the associated key (for example a public key) or

25 vice versa. Furthermore, associated keys can be found,
one from the other, only in a single direction: a
~private key being able to generate a public key. In

the case of DES type algorithms, mother keys and

daughter keys are referred to, a mother key being able

30 to have a number of daughters.



- there is stored, in a smart card, a pair of —-asseetated--encryption keys,
a private key (CSO of the card and a certified public key (CPCO of the
card, - there is stored, in the card or ThisShkhBaymat@hncesd PUblic

certification key (CP), this public certil{iFiRIR bei ng
associated wth a private certification key WH Bﬂtified public
key of the card recorded in the car’/d havin ned by

encrypting this public key of the card by means of an encryption algorithm
using this private certification key, - the smart card receives
(23), fromthe reader, a previous certificate (CERTIFICATE 0) correspondi ng

to a previous infareRtpeindigme ard teheceiaifémeporpug)gi f\}]}lﬁ@é’e%cﬁegok of a

previous card, . - the card extracts (Figure 4 e pu 8y of the
previ ous car 4 S nplBneht itegmanaal gox i emtfidicenher y IERTLRIGATECOI, ved

certified, pyhhigc.:key e vious card using the publigc certification
key, %tlﬁglglgr d@%x%quac §a) ‘% F?ra&e Qm I\EEXO'F 0-0)T8E the
previ ous i nf guidtiicorkdy CTEpl eiteispgnas al@osi pravher enss Vet ngithe
previous_certificate using the public key (CPO) of the previous card
extract el pré@?ﬁ%&l@@e certificatr EERBIVEFRTFe§ #25) ninduqdie immge of the

| nformation i cRSIddAly (in rhe ddRCArdofalCULRIES (AR) @npoWs

information itemon the basis of the preévious information 1t em nd®a

transaction idifeor mbilde i tketyy of a card with which a previous
transaction was performed. From one transaction to
another, the public key recorded in the terminal can

10 change. In the invention, at each transaction, another
public key is stored in the terminal. The public key
stored corresponds to the private key with which the
last certificate was calculated. It follows from this
solution that a card can verify that the running total,

15 RUNNING TOTAL 0, stored in a terminal, correctly
corresponds to the CERTIFICATE 0 stored in this
terminal since it can be recovered, in the card
preferably, with the public key (the public key of
CERTIFICATE 0) itself also stored in the terminal.

20 The invention will be better understood from a
reading of the following description and from an
examination of the accompanying figures. These are
given solely for information and are in no way
limitative of the invention. The figures show:

25 - Figure 1: a system with a smart card and a
reader which can be used for implementing the method of
the invention;

- Figure 2 and Figure 3: the main steps of two
preferred algorithms, showing the different steps of

30 the method of the invention;



- the.card signs the newinformation with its private —key—(CSI) Dby
| npl ementing an encryption algorithmusing the private key of the card I n
order to obtain a new certificate corresponding to the Whﬁeh m

- and the new certificate, and the certified public key
stored (44, 46) in the reader.

8

- Figures 4a to 4e: schematic representations of
operations performed in the electronic circuits of the
card and/or of the reader.

Figure 1 shows a smart card 1 comprising an

5 electronic circuit, a chip 2. The card 1 is intended
to communicate with a reader 3. The reader 3 is itself
provided with means for communicating with a central

service 4, the computer service of a bank for example,

periodically. The communications between the reader 3
10 and the service 4 of the bank are of known type and do
not play a part in the invention. The electronic

circuit 2 of the smart card has a microprocessor 5
connected by a bus 6 to a program memory 7 and a random
access memory 8 having notably a set of registers 9 to
5 13. The bus 6 is also connected to a non-volatile
memory 14 and a connection interface represented by a
connector 15. The program memory 7 and the non-
vélatile memory 14 will be, for example, formed based
on memory cells of EPROM or EEPROM type, or the backed-
20 up random access memory t&pe, while the memory 8 will
consist of a set of volatile dynamic or static
memories. The memory 8 1is however not necessarily
volatile, The reader 3 has a connector 16 intended to
come into contact with the connector 15 of the smart
25 card 1 when the latter is inserted into the reader.
The reader 3 also has, preferably, a microprocessor 17
connected by a bus 18 to a program memory 19 and a data

memory 20. Preferably, the memory 19 and the memory 20

are non-volatile.



It should be noted that, fromtwo associ ated keys, data can—be—stgneth—that
is to say encrypted, with one key (for exanple a private key) and decrypted
with the associated key (for exanple a public key) or v/ itSheatHasBeen Replaced

Furt hernore, associ ated keys can be found, one fromthe a
single direction: a private key being able to generate a ' aunln
the case of DES type al gorithns, not her’ keys and daughter keys a erred
to, a nother key being able to have a nunber of daughters.

The principle of the invention is therefore to store, in a termnal, a
certificate, CERTIFICATE O, relating to an anmobunt and to a public key CPO.
The public key CPGHeor naspangds tferbiiidsvate keyd CSPow tidcwhbeh e

certificate CERTIFI CATE O was_produced in a secure manner (in the card).
Thi s public BRSNS | §*¥eRetphbei dkefphef Blererragassasms ch apd ei’ous

transaction f d ra i 0 er,., the
public key rec%reg:g{dlﬁl%hgofer%%r%{c}glﬁt’chgﬁ%gé %%hte%e F%\[‘/rg%%]i or'f,heat- each
transacti on,opsthissngpubin ¢ keyor&ansd®r edith theet ematha. ofTheheaubl i c key
stored corresponds, to the private key with which the last certifjcate was
cal cul at ed. *HYSRHRT ovRRf r SR hiPS0l 2ARDn t ABE a LOEEGECIRTGer iffSF that the

runni ng tot aber RUNN N | y&h@inéteﬁédtkanéﬁéﬁr%n%e fﬂ(ﬂ’c?x%dé&on

corresponds to the CE CATE O Stored in this termnal since it can be
recovered, icontheined diprgieredtgry 24 tto tthe mdarhviicekdy off the fudilk d key

f CERTIFI CATE 0), itself al t inthe terminal, .  The i ti
W 1T be betteF dtfr GG 1 FORa T odth nd "o MOhe #BRFERF ng L AdSt | pt | on

and from afethod, the server centre 4 can have downloaded, to the

10 readers 3, a certificate corresponding to a running
total equal to zeroc and resulting from an encryption
algorithm (RSA for example) performed on this zero
running total with an initial private key of an
imaginary card. The public key corresponding to this

15 zero running total is also downloaded to the readers 3.
This private certification key is retained by the
server centre 4 (which is the issuer of the card) while
the corresponding public certification key is
downloaded to the terminals.

20 The method of the invention necessitates that, in
the circuit 2 of the card 1, notably in the non-
volatile wmemory 14, there 1s stored a pair of
asscciated encryption keys: a érivate key, CSl1l, for the
card 1, and a public key, CPl, also for the card 1.

25 Furthermore, there is stored in the memory 2C of the
reader, preferably in a non-volatile manner in case
there should be a power failure, a previous certificate
CERTIFICATE 0, and a public key CPO relating to a

previous smart card with which the stored certificate,

30 CERTIFICATE 0, was formed.



exam nation of the acconpanying figures. These are given solely for
information and are in no way linmtative of the inverthiSket BENBech RMEAS

show: - Figure 1: a systemwith a smart card and a r j
be used for inplenenting the nethod of the invention; H HlﬂEd
Figure 3: the main steps of two preferﬁ%d al gorithnms, show nt

steps of the nethod of the invention; - 10-
- Figures 4a to 4e: schematic representations of operations performed in
the electronic circuits of the card and/or of the reader. Figure 1

shows a smart card 1 conprising an electronic circuit, a chip 2. The card
1 is intended to chnpueifeatredwsidluaibaaderl13.bdhdeseadbed3 irs whieh f
provided with neans for communicating with a central service 4, the

conput er ser PREeRGFNINGRRTRor 0 ek@npF el he 1 39 BaPT6§E 1ol ohPRifEat i ons

betueen the geaderofand the Se1vise deeh WiBdialknelp, ofhirknousy, type and do
e

not play a part in the invention. electronic circuit 2 of the

smart, card hhe gemtéfoprotenswhibhcaisnectmtiundaandyus 6 the arpnoimam nenory
7 and a rand access_nenory 8 havi notably a set of registers to 13.
The bus 6 isgg]:gg’cilﬁf‘fégge&%t & & fort ﬁ‘fr}'énr%n%cﬁiﬁl&%%ﬂf ‘é%ﬁﬁ%cti on
interface repiesented dypideennneckdr the tIhe PEDGE aMiENMRHEY1 7pb@nd the
non- volatile nmenory 14 will be, for exanple, fornmed based on nenory cells

of EPROM or BEPREiEEypBatop rHEnbagkEELalpRPENEM BRERESOmenBl3tinpe, while
the memory 8.w Ll GAQSLEE @haAsS8E:80 V%agg%s QXQ@%%R% & hbfipEyor! €S-

The menory 8 I's howevér not necessarily vo re e rea
connector 1620ntended to cone into contact with the connector 15 of the
smart card 1 when the latter is inserted into the reader. The reader 3 al so

has, pr&ferably, alhié RFETAA Tonre@Rd? by §1BHES18 tF a3 prdgram

menory 19 angd,cdabd MBEPI YedfhunHRNQIAbLY, the nesRiy 119.ak6% tBgemeNOrY
20 are non-vol atile.
reader 3 is implemented. This protocol is preliminary
to the invention; it is of known type and, as regards
the invention, it requires no special feature. In a
15 usual manner, however, this recognition and
communication protocol will oblige the purchaser to
enter his secret code on a keypad of the reader so that
the secret code can be verified by this reader.
A first step of the method, step 22, Figure 2,
20 consists in the sending, b} the reader 3 to the card 1,
of the last running total state stored in this reader.
In practice, the reader therefore sends the CERTIFICATE
0, the public key CP0 of the CERTIFICATE 0 and,
preferably, the RUNNING TOTAL 0 to the card 1. During
25 a step 23, the card 1 receives these elements, and the
program contained in the memory 7 causes the storage of
the running total RUNNING TOTAL 0 in the running total
register 9, of the certificate CERTIFICATE 0 in the

certificate register 10 and of the public key CPO of



The program nenories 7 and 19 include the prograns executable by
the m croprocessors 5 and 17 respectively for perfoagt other
things, the operations in accordance with the method O} on
the one hand, and furthernore for periodically pr ansfer
of the information contained in the nenory 20 to the s e bank
on the other hand. At the initil¥ization of the nethod the
server centre 4 can have downl oaded, to the - readers -3, a- certificate
corresponding to a running total equal to zero and resulting from an
encryption algorithm (RSA for exanple) perfornmed on this zero

runni ng totathﬁﬁEQr%Ef&EhEéabgﬂtt¥§&ﬁTﬁeM oh el PBGL DALY gf gde public
key corresponding. to this zero running total 1s alSo downloaded to the
readers 3. Thegopyi 8ate certification key is retained by the server centre

4 (which is the issuer f th card) while the rrespond ublic
cegtlflcatlon key~CC P§ 4B%n! ShdeﬁgtbnYh%tt%?ntﬁgﬁ car Qﬁb ﬁgFﬁBd of the

i nvention neeegsigkatlies dadpetdt 1die &f 68t reid the e8hdidteROyabky in the
non- volatile nmenory 14, there is stored a pair of associated encryption
keys: a privabhe K@@d6681 IﬁowerhéleardnlfaeﬁdthepathGSReycycpi theéso for
the card 1. .E%&%Q%%@?rﬁ thehe S S2Lar eurén t he negnrx go of thethgeader
preferably ina non-volatile mannér i casSe there sRoufd be® a power

failure, a presttdddceeesifi adterCERBREYGATENO, oandthleubbb&tﬁechEQ

relating to aspreV|ous smart card with which the stored certificate,
CERTI FI CATE (*S3R&s olic key. The card tests as it were the’

fact that the reader has not been tampered with nor is

10 a fraudulent reader or that the information has not
been manipulated. With this aim, in a preferred
manner, there is calculated in the card, operation 24,
an 1image of the running total RUNNING TOTAL 0, here
referred to as RUNNING TOTAL 0. Figure 4a shows

15 functionally the principle of step 24. This step
consists in encrypting the certificate CERTIFICATE 0
(now available in the register 10) by means of an
algorithm of the type held in the system, for example
here, in order to be simple, an RSA type algorithm.

20 Implementation of the algorithm is performed using the
public key CPO now available in the register 11.

It should be noted that the public key CPO,
relating to a previous card 0, 1is associated with a
private key CS0 which is unknown. This is because the

25 private key CS0 is contained, in a secure manner, in a
previous card 0 to which access is not available. The
formation of the certificate CERTIFICATE 0 by a
previous card consisted of encrypting the RUNNING TOTAL
0 by means of the private key CS0 so as to obtain the

30 certificate CERTIFICATE O.



-12- . A preferred solution will be described in which the RUNNI NG
TOTAL O is itself also stored in the reader 3. However, as wtt—be-seen—
subsequently, in view of the certification which is a redundancy of the
running total, having to store this running total |tself'@@§h®t%uéam

avoi ded. For the tinme being, it wll be accepted
total RUNNING TOTAL O, relating to a previous transaction
in the nmenory 20. In a first operation, step 21, F|gure

protocol for comunication of the card 1 with the reader 3 |s
I npl emented. This protocol is prelimnary to the invention; it is of known

type and, as regard%chathV%Bth%Q DthcEEQH'Eﬁ§¢89t§@eﬁb@bef8§tﬁﬁg In a

usual manner, however, recogni tion conmuni cati on
protocol wil IaS@l@lqlgéltOIme pﬁr dtﬂwer Lo ehs erpdﬂssbslecreo oo vET athleeypad of

t he reader sq_ that t sec be verified by t ader
first step of the Fetht 9§i éﬁﬂﬁ%ﬁgé s%%%s?%?spPﬂifﬁe §¥n8Fﬂg by
the reader 3 dsdddi@ted Gvikh ofhd i\i‘eﬁ:,te rwlmtot at skatiggsicared,in this

reader. In practice, the reader therefore sends the CERTIFI CATE 0, the
publ i c k®y CR®O ofigwee CERTI FNeATE D & dRUNNENGr FOTAL thie RERRESE TOTAL O to

the card 1. O ng:asstep23.the GALOND.T Seelnes (Heseoghemmfifineand t he

program cont ai ned 1 e menory causes the storage of the running total
RUNNI NG TOTALTQIAIN tOhe punfiergbl ot astaegl stier 8heof réhéererl| fiicat a
CERTI FI CATE Ogelnrhltnhee r\fn%rltnlgf It:Coa}:t %. r(:)%xt:Stt:(:)re ]é%danodf thet réJepeprl:‘latl):l1|o(1:q kze)t GPO of
-13-
there 1s therefore available, 1in a random access
10 register 12, RUNNING TOTAL O0’. It is then possible,
with the instructions of the program in the memory 7,
to achieve the comparison, operation 25, of the running
total RUNNING TOTAL 0 and the running total RUNNING
TOTAL O’. If this comparison shows any differences,
15 the program 7 will cause a failure of the transaction
and will refuse to go any further. If this comparison
is correct, the remainder of the operations takes
place.
Preferably, calcula;ion of the running total
20 RUNNING TOTAL 0’ (operation 24) and comparison of the
two running totals (operation 25) is performed by the
microprocessor 5 executing the program in the memory 7.
It would be entirely possible however to transmit, by
means of the connectors 15 and 16, the elements of the
25 program 7 to the microprocessor 17 and have it execute
part of a program which would then not necessarily be
contained in the memory 19. In a variant, the
verification program is contained in the memory 19, but

is executed by the microprocessor 5.



the certificate CERTIFICATE O in the register 11 of the nenory 8.

According to the invention, the card will first engage-i-fn-anmoperation of
verifying the consistency of the reader. It verifies in fact the
consi stency of the information: t he structure or hkemﬁﬁ@stG&wh“ﬁhe

certificates, after encryption of this %frtificate using t _
The card tests as it were the fact that“the reader has not ||k r
with nor is a fraudulent reader or that the information has no ee

mani pul at ed: Wth this aim in a preferred manner, there is
calculated in the card, operation 24, an inmage of the running total RUNN NG
TOTAL 0, here refernedddtieionas tRINNMNGEiEQ@EAbn Which FgUEEndérnsdons
functionally the principle of step 24. This step consists in
encrypting thB cet i PPEAREICERTIH CATE R noWhighainegnssitateshethe egister
10) by nea an.al Bm.of -t t d h exanpl e
here, in ordgﬁcfg ngéﬁ%?éhE gk ?§8e¥gﬁag§ Ebga% EPﬁN ?g?léﬁﬁof t he
algorlthn1|sOpetbuﬂdebeuxepgatbd bybblwekeﬁ16501@ﬂm0ﬁvahéabhErnnsihe

regi ster Qul d be noted that the public key CPO, relating to a
pr evi ous car&nﬁegF%tXSQOCl eFanichaEepr FYRRENE e} OB RNE s TRRRHown.

This is becagse thenpgi vat ekay des0 i §9nkﬁbﬁﬁdqdrkﬁbsgﬁgbﬁlﬁﬁﬁger in a
previous card 0 to which access is not avail able. The formation of the
certificate GERFPEYCATE BSBy typpr eligoydtbmsd tbati thedruvfnégngr yptehg t he

RUNNI NG TOTAL riyat Q s as obt a n the
certificate EE%??%I @iﬁg f&%ﬁﬁ)b (%1 ¥eC§ culateé f

Accor di ng tockheighicageplcErmaircatred cakene Bfort e naseQTI pbbpﬂcokeyeys it
IS possible to recover the
10 0, must have a particular conformation of bits.

Format verifications can then be performed on this
conformation. For example, on a running total RUNNING

TOTAL 0’, which would be coded in 512 bits, only around

ten bits are used for the running total itself. All
15 the others are ¢onformation bits (structure, format,
identifier). By way of example, batches of bits, for

example 64 bits, can then be taken, the parity of each
batch having to be, according to the nature of a key,

alternate from one batch to another or all of the same

20 parity or some other arrangement. Other intrinsic type
verifications can be envisaged. These intrinsic
verifications are such that, if the <certificate

CERTIFICATE 0 was not produced with a private key CSO
(because in the end a fraudster did not know it and
25 invented a public key CP0), in this case the calculated
running total RUNNING TOTAL 0’ will have no consistent
meaning. With the structure specific to the algorithm,
it will be possible to see that this result 1is

fundamentally false, even if, for the satisfaction of



runni ng total RUNNING TOTAL O using the public key CPO associated with the

private key CS0. It is indicated, in Figure 4a, that it is RUNNING TOTAL-
0' because in fact it is not known whether or not the reﬁlgssﬁeu NI NG TOTAL
0, preferably stored in the reader 3, is a genuine mme Bepldced At
the end of the operation 24, there is_therefore avail } ndom
access regi ster 12, RUNNING TOTAL 0'. Xt is then possi bl

instructions of the programin the nmenory 7, to achieve the conparison,

operation 25, of the running total RUNNING TOTAL O and the running total
RUNNI NG TOTAL O'. If this conparison shows any differences, the program?7

wi Il cause athai lfirsud¥tddle thansantd opsand wbt | thef usenhongo @sa1 urther.
If this conparison is correct, the remainder of the operations takes

pl ace. ipdefabam ysubstantulat ivediueof the running total RUNNI NG
TOTAL O0' (operati 4) d ¢co rison @f the.two_running totals
(operation 25) is (%gcr ortrrkg% t?;c;)etq%glﬁ"l%crg%r o%ggé%ﬁgéex%c%ti 1g-;;eYJrf?au'i)rogram
in the menoryuffnihg woubhd hesenbééeel yapesstblhrbavhyeaic t Gohprasion, by
means of the connectors_15 and 16, the elenents of the program7 to the

ni cr opr Scessbi®1FeERdNRAVES i fendiciiie PRPENDS O8 SHSyrARMAASIH WU t hen

not necessarbk%g?@sQoﬁﬁﬂthﬁm:ékféﬁgé B0 ¥helSmart! oy Yariafg, the

verification programis contal in the nenory 19, but is executed by the
m croprocesspragtice the sending of the amount edb- have béen
addition, the v?ri figati og V\gi ch,is concer ngg in the oggrati ons 24 and 25,
whi ch necessPEAFBE™Efe BPoraheahdtef aRSFRr4of PHe FunnPhgSeBE af TREONNI NG

TOTAL 0, codkdthe seppaged by a verification of the intrinsic integrity of
the cal culated running total RUNNING TOTAL O0'. This is because, it is known
in the Y gorithns,AhotablfplipeirsA st &7gor Fhansanhatreckd vegnniig t ot al

result RUNNING TOTAL 05 (Figuneoda) Sal quiated 550M, Lo running

total: the running total RUNNING TOTAL 1. In practice,
the running total RUNNING TOTAL 1 is the sum of the
running total RUNNING TOTAL O and the amount of the

15 transaction which is in the process of being performed.

The operations 22 to 25 can also take place
before the amount appears on a screen 29 of the reader,
and before the purchaser has validated his secret code,
with a keypad 30. ‘

20 The method of the invention continues with the
step 31 during which, Figure 4b, the microprocessor 5,
applying the program in the memory 7, calculates the
certificate CERTIFICATE 1 in a step 31. The
certificate CERTIFICATE 1 is obtained by encrypting the

™
W

running total RUNNING TOTAL 1, the new running total,
by implementing an encryption algeorithm (for example of
RSA type) using the private key of the card 1, CS1.
Preferably, the running total RUNNING TOTAL 1 is first
conformed (format, structure, identifier added) before

30 being encrypted. This allows a step of verification or



certificate CERTIFICATE .0 and froma normal public key CPO __nust have--a
particular conformation of bits. Format verifications can-then be

performed on this conformation. For exanple, on a runn%.hrilsgs}l_egﬁﬁlBeglﬂymcuﬁ

TOTAL 0', which would be coded in 512 bits, only around TR ed
for the running total itself. Al the others are conforn'§| Hlﬂmmlmﬁ
(structure, format, identifier). By vvag‘/“of exanpl e, batches ; r
exanple 64 bits, can then be taken, the parity of each, batch having to be,
according to the nature of a key, alternate fromone batch to another or
all of the sane parity or sone other arrangement. Oher intrinsic type
verificationsintgdimsitse eheckaged. of thEheseonbhsténsyc wef i fitealsi ons
are such th.lat if . the (i,gr,ti ficate CERTIFI CATE O was_not produced with
a private key CF WS ise THEhSERI G20 r REdsHERLSReRtRY RABDETT Dand
invented a putd crderderCRY byl B ffBil§OQ§.ﬁ§ thescalculated running total
RUNNI NG TOTAL 0' w |l have no consistent neaning. Wth the structure
specific to the al g&s t faardi t1 winektbeserodsi bbé t@ sed hat,this nesult is

fundanent al | y, 2 €V i f or.the satli ' fo. . ___the
f r audst eé, thlééaﬁciet%g %J’segﬂ? oFéf%é 1’%‘%‘1’1‘? ngﬁéﬁlgf&ﬁdfc‘%écﬁ bass 4SS al
val ue. bdace ddleulperea,i oanal vBei fyhpi ¢ hecddf evdmus wHiWi ng tot al

has been carried through to conpletion, the termnal 3 sends the anmount of
the transact i"’lff?‘?crf-atpﬁdggf“’%g wite PRéVBGECHs®®r GS3 t Wetbmawhicardbe  In
practice the sandimngAfe t hezprmuagan Jhave, been, d, ngt at a later
step 26, but at the sarcrae tinme as pfﬁg slt ep‘ﬁig. ga‘wi%kfé%?fol I g\%lm ngfi1 step
27, the card prefvesl wersaoountheandimaireyl abes] RNNING epo28L a new
running o

itself is sent to the reader 3.

This information is received, during a step 33,
in the memory 20 of the reader 3. Either this
information takes the place of previous information, or
is recorded in a file, as following recordings 20’.
15 The system is then available for a following

transaction; what has been said relating to a card 0

will become true for a card 1.

Figure 3 shows a preferred variant of the

invention in which the system has been complicated even

20 further in order to make it even less fragile as
regards fraudsters. Until now, it had been seen that
there existed, in the card, pairs of associated keys

CS1l and CPl. 1In the card, the key CS1 is accommodated

in a secret area; it is inaccessible by reading for
25 display or transmission. In practice, it is known how
to end up with sufficient security from this point of
view. As for the public key CP1, being intended to be
transmitted to a reader 3, this is not stored in an

inaccessible area; it is stored in an entirely readable

30 area of the memory 14.



total: the running total RUNNING TOTAL 1. |In practice, _the running total..
RUNNI NG TOTAL 1 is the sumof the running total RUNNING TOTAL O and the
amount of the transaction which is in the process of bei ngis BREfRE BREIReplaced

The operations 22 to 25 can also take place before the a a
screen 29 of the reader, and before the purchaser has valrra {3 et
code, wth a keypad 30. The metRod of the inventio h

the step 31 during which, Figure 4b, the mcroprocessor 5, applying the
programin the nmenory 7, calculates the certificate CERTIFICATE 1 in a
step 31. The certificate CERTIFICATE 1 is obtained by

encrypting the rumnhi nghd ot@dy RINNI NG @M Al gl t he newyunnjing tgdal, by
i npl ementing an_ encryption algorithm (for exanple of SA type) using the
private key v¢pideedadpyl dnotdsir p&yefar abltyrinles amkiaws t otTHe RUNNI NG

PoTnG encsypbE e SOLORER, 1 RLTAL, ALk Ui hERLT 1880 afdely before
-17-  intrigkbeldchecki Agau@stet Nenow CONGE B EHEYassOFiatddiSrivatfeor mati on.

This step can be ingl.emsnt ed either by the reader or by a follow ng card.
The card 1 ndRf PuRddc &evs sthrinoarg ocoWeat Baker 3Thehdwidriat ifat e

CERTI FI CATE ic jcust_ be { gt edy and sthe pupli c key 1 which
i s associ at e%ealgt %h;[ Zﬁglrsi’va%ée) §g§9&§gﬁ§t hg\%ﬁi gzﬂn:\ﬂae ege)?%*f i()(k:fgtt:e}géD
CERTI FI CATE cardwasl.calleulhatsed.in the plate af prief esuleld ovetessy 0TRL t he

g total BN NG TOTAL 1 kioobiol 5ol alieLeader B (o s
reader 3. cpEhLtQ8E obBh$nkAf OFF ﬁk@nz;&aks? %Q@s_ﬂh@c@h@fp@ﬁﬁi@ .
information, or is recorded in a file, as Tollow ng recordings . The
system1Vis €Rén ofvaihebleard f dr throggh| owi mgrtification circuit
ilmplementing an encryption algorithm. The
certification c¢ircuit, and therefore the algorithm,
used a private certification key, CS, known to a
certification body. In an example, the certification
15 body is the central body; for example it is the bank
which manages the service 4. In this case, the private
certification key CS is unknown to the whole world
(except the service 4). The private key CS is stored
neither in the smart cards‘l, nor in any of the readers
20 3. On the other hand, a public certification key CP
associated with the private certification key CS, with
which the certified public key CPCl was produced, is
itself stored in the cards 1, or in the readers 3,
perhaps even in both.
25 Preferably, it is stored in the cards 1 only.
This has the advantage, as the cards are changed, of
being able to change the private certification
key/public certification key ©pair itself, while
allowing the system to operate with old private

30 certification key/public certification key pairs.



transaction; what has been said relating to a card O will becone true for a
card 1. Figure 3 shows a preferred variant of The Tnventionrin
whi ch the system has been conplicated even further in 1% to make it
even less fragile as regards fraudsters. Until now, ,@

that there existed, in the card, pairs of associated keys In
the card, the key CSl is accommdat ed ih7a secret area; bI e
by reading for display or transm ssion. In practice, is knovvn how t o
end up with sufficient security fromthis point of vi ew. As for the public
key CP1, being intended to be transmtted to a reader 3, this is not

stored in an inaccesgukke areagndis,i S gplr&gggn %@nté{%y §fada?ge ar ea

of the menory 14.

variant, thi §r[§@IhOU@f1Yke3ﬁs stied e deplngednbyh anlpe heea@arr 3oseadsr i pI et of
keys. The ai QOf {he varl ant . is to revent a.fr m act i shoul d
this fraudsterpr kn%w & Patr %P CassHt JsﬁgedtBFF‘%atpgﬁg\ﬁﬁ %?f Lke%/sq%ﬁi ch are
conpati bl e. prEREdusifl ehief keywd Hdedesr %ﬁtpEL%VF %E)Ered‘) hetﬁé' vate
key of the card CS1. It has, in the place of the a

certified pulisatideyateCCERTAFICATE 10 fard Bl Ferke@@b@uhhscwﬁm ned,
Figure 4c, bhﬁ%@%&@%%'&]&%%l@f} e Cet]'.l%:e.l.f:l%%. % C%R%H%ﬁl}ﬁ

certification <circuit
The certificdti wasmprrmm,edand Dheliﬁéoram tdspezedtgwntblm wsed eapdi vate

certification key owntoacertlflcatlon body In an exanple, the
certificatiorf qss t SentFamBddy; I é)?&l?ﬁlse Y | €%H&5ARE  whi ch
manages the SgiMi i fof£ase, the prbyal ek&ﬁr@:ﬁif)' 68t kam keyqCs is
unknown to the who e vvor d (except the service 4) e private key CS is

stored heitheé- i nThhe swPeretdendsisl, Shmdnlﬁuauyeloﬁonmelmeadguse34d01 t he

other hand, %yﬁlgblbﬁe§§£{érfl'§§t Ia?n%u%l%% C%:Po encrypting the certified
public key CPCO of the certificate CERTIFICATE 0 by
implementing an encryption algorithm (RSA) using the
public certification key CP. The key CP 1is the key

15 associated with the private certification key. During
the operation 36, the capability then exists of
producing the public key CPQO of the card with which the
certificate CERTIFICATE 0 was (theoretically) produced.

This is depicted in Figure 4d. During an optional, but

20 preferred, operation 37 (shown in dashes), there is
carried out an intrinsic consistency verification of

the key CP0 obtained. This consistency verification is

in accordance with what has been seen previously. If
consistency is not obtained there is a rejection and

25 the operation is not executed. If this operation has
taken place correctly, during a following step 38, the
running total RUNNING TOTAL 0’ is calculated, as at the

step 24 (Figure 4e). Next, the comparison of the
running totals RUNNING TOTAL 0 and RUNNING TOTAL 0’ is

30 performed at the step 39 as at the step 25. In the



associ.ated wth the private certification key CS, wth which the certified-
public key CPCl was produced, is itself stored in the cards 1, or in the
readers 3, perhaps even in both. Preferably, it i 9h%sEReansBdin Réplaced

cards 1 only. This has the advantage, as the cards are ch g
able to change the private certification key/public n
key pair itself, while allow ng thel&ystemto operate te

certification key/public certification key pairs.
-19- Figure 3 shows, following the step 21, as previously,
a step 33 during which the reader 3 sends, to the card, the running total

RUNNI NG TOTAk@ntas o eQ t hjes i g 500t but. Ls_ preferred), the
certificate CER'?I(:FI é.%\TE\flg g%%t hIeg celrt?ll'l?i eggglg%??%gééy 83 of “the®car d

wi th which tFejeettichi cateraCERH R<CADEeOivaslyr odunarwilder,i nge aphaper ati on
35, the card,1_receives these elenments, and starts by "extracting,

during an op&F&Pi &Y 3625 the puBl PECRey oePG St A Eari® 0S€RTHPE 5B€rati on

is shown furthauaer ec ghEi gyrg. 4d. This operation 36 anpbunts to encrypting
the certified public key CPCO of the certificate CERTIFI CATE O by

i mpl ementi ng an en&hgptameunt gdsi t e R8A)  @si nghe hetepbl 4t der t kthecat i on
key CP. The . CPis the key associated wt [ certification
key. During étg%él’opg?%ti 8ﬁw367upﬁén%agﬁ%‘fﬂ‘t y%‘h\ﬁﬁh@i g@gﬁ%‘f Brodd€ing the
public key CR@lefultltedcarst widhe Whitdp t hea cer thbi cake CRERELRIECALEL) was

(theoreticall roduced. This- is degai?é:t ed in Figure 4d. During an
opti onal , buté%rq P&, 1opéFat Fakcubrted spéwithe §58Resd3  (FHeMES is

carried out am) ntydsic t?k?é"%éé;?h@&’ VLT ELgat EORg gy £BQ.ebt ai ned.

! . }Q]f V\kgetﬁ
This consistency verification Is in accordance wt at "has "been seen
previ oudy. the corslictlened i s glamenlitsai ned .ieher e esseatriajlégt i othand t he

operation is&i%ﬂ%%%i‘%edl', Ilage et]ria loype{r?t ti:ﬁg g%gferred variant the
RUNNING TOTAL 1, and furthermore, the certified public
key of the card 1: CPC1. Where, on the one hand, the
public certification keys are contained in the cards
15 and where, furthermore, it is planned to change them
regularly, during a possible operation 45, the card 1
sends in addition, to the reader, the public
certification key CP which it contains. In this way,
easy rotation of the public certification keys CP is
20 provided when the certification body decides to change
them. It is sufficient for it to distribute to its
customers, purchasers, smart cards equipped with the
new public certification key CP corresponding to the
private key CS with which the public key CP1 of the

25 card was itself certified.

During the operation 46, this information is
received in the reader and stored in the memory 20 as
previously. Preferably, the reader then engages in an
operation 47 of verifying the consistency of the

30 certified public key of the card 1 which has just been



t aken place correctly, during a followi ng step 38, the rummifg tot al
RUNNI NG TOTAL 0" is calculated, as at the step 24 (Figureg

the conparison of the running totals RUNNING TOTAL O

0" is perforned at the step 39 as at the step 25. In th ﬁiﬁm\kﬁ
-20- - event of failure of this conparison, there is a rgj

operation as previously. Otherwise, & the step 40, as at the step 26,
the amount is sent by the reader to the card. The amount is received

at the step 41 in the <card, the new running total, RUNNING TOTAL 1, is
calculated at the step 42, the new certificate, CERTIFICATE 1, is

cal cul ated agi{Bg sbept43 ([‘Ehgurc%nél%)ste%? %r&'ﬁ@cﬁ%%n‘%s’f@fcéﬁé‘ sends,
to the reader, the calculated el enent s; . e. essentially the

CERTI FI CATE §am9r sveealsisy *qhvamesqﬂ”efmm@dam antTheeoRUNNE N TOTAL 1,
--and furt her. he erti ubLi ey the card 1: _CPC1. _\ere, on
t he one handdng gtSE&bl l% c8F |f| &gtl %ﬁgﬁgys %%e c%‘ﬁ?lé?ﬁ%d Fhr% t3rds and
where, furthealeu@atiihgi Stﬁi@“?ﬁﬁ’blﬂ: change drhenbyegehatipt 1€gr i fgea

possi bl e-operation 45, the car sends in - addition, to the reader,

the public E8rtifiedt PYRLkEy kegPCRALCRYi meaBat afnah RSAt BRSTYWAY1OBasy
rotation of ta'ﬂ% S'ﬂ?é {élﬁf 'ucs%tsl ogoke){:%lgD laﬁc ﬁs?t‘_’%?ﬁ’d gifaen EB?lc
0 eci C

certification esto nge them cient for it to
di stribute tcelrtsfauatmaar Keyucehaiens, res:rmwbdcar dsnecpuueppmbm taft he new

public certification key CP correspondin to the private ke th which
the public k&F1EBFeof Yhe T&rtf i el 9L el ¥ egonSlStenf%rl nzjilyI

operation 46fchhibwingf By i &9 b8 storing the running total is not
10 undertaken.

In the event of rejection, the reader 3 remains
in its initial state with, as the last input data, the
running total RUNNING TOTAL 0 and the certificate
CERTIFICATE 0.

15 A key is a long string of bits. In an example, a
key has a length of 512 or 1024 bits.

The running totals can be of a number of types.
They can be payment transaction running totals, or
refund transaction runnipg.-totals, or even running

20 totals of transfers betwéen two electronic purses by
means of a reader. Furthermore, as was indicated
previously, rather than running totals of monetary
units, any authenticated information whatsoever may be
concerned. In this case, and notably when the

25 information is simply a transaction amount, it is not
necessary for the method of the invention to comprise a
step consisting of calculating the new information on
the basis of the previous informaticn and a transaction

information item. The new information can be received,



received in the reader and stored in the nenory 20 as previeustky——m——
Preferably, the reader then engages in an operation 47 of verifying the
consi stency of the certified public key of the card 1 V\ﬂhieﬁlettéissEealsRepheﬂn

-21- given to it. This consistency verification is off/§{igi} e as
those seen previously. The operation 47, depicted in par[tigil ,
anmounts first to calculating this publiZz0key CP1 by encrypting the
certified public key CPCl by means of an RSA encryption al gorithm which
uses for this encryption the public certification key CP al so received.

In the event of failure of wverification of this consistency, the

fol Towi ng st eRabeal oit Udddd BNG, IR NBe L OLA! pb Pd1OL UOEEI L AKRN e "

the event of rejection, the r emarns in 1t i al atewith, as
the | ast inppridats, keffeofunhiagcatdtal RUNNING TOTAL O and the

certificate CERTIEI CATE Q. A key is a long string of bits. In an
exanpl e, a key hasﬁﬁgﬁgﬁgtwaﬁ’f 8??25?‘:1%‘34 ohe s.lngOrmathfh'e FOANFRE total s

can be of a nunbes aff,typesy TheYnedd) oBC kA TNt il afSacihOn cpunni ng

totals or, refund transaction” running totals, or even running totals
of transters SFEEWREN thed decnedms copukers bpdnwamsabde imforpadern

Furt her nor e, L.ndicat ed pr.evi ousl. rat her than, running_totals of
nonet ary uni tkgﬁ%gn;\@ga?kgg%gtate 1T or e fyig%emja?]gs%lél{‘/ l%y e ESkicer ned.

In this casxampird datdsbl yardheerithe dundbrEt ion tsustapl Btates
transaction amount, it is not necessary for the nmethod of the invention to
conprise a of the integrated circuift on these cards. In this

case, these elements can also be transmitted by the

10 smart card to the reader so that the latter can store
them and retransmit them, during a following operation,
to a following card so that it can decrypt the running
total from the certificate. They are also transmitted
to the server centre at the time of the remote

15 collection.

At the time of the remote collection from the
reader, the set of the electronic transactions and/or
the total of the amounts of the transactions and the
associated certificate can. be transferred to the

20 acquisition centre. The acquisition centre can then
perform following checks:

- verification of the wvalidity of the electronic
signature of each transaction thus making sure that it
has not been modified,

25 - verification of the consistency of the total
received from the terminal and of the associated
certificate,

- verification that the total received from the

terminal corresponds to the running total of the



step consisting of calculating the new information on the basis of the ™
previous information and a transaction information |temthﬁ§aﬁ

i nformation can be received, cen Replaced
deduced or read by a card bef ore being signed with the pr ’mﬂH w,m,mhl S
card. Rat her than encrypting the information, Figure

by nmeans of keys, it is possible to eB&rypt them by neans of keys and

vari abl e i nformati on known ot herw se. This variable information is
for exanple dates, card serial nunbers, or counter states of the
integrated circuit on these cards. In this case, these elenents can al so
be transmtméxgéy(%nf SQ@gﬁ é@gf%&é)t éggggrtgoméﬂgtsh Egr can store
them and retTansmi ?1 urln omnng operation ollomnng card

so that it cmwamkangﬁﬁntﬁﬁsrhﬂﬁm m@dbatak tedatéde certlflcate They are
also transmtted to the server centre at the tine of the renote collection
At the tinme of the renote collection fromthe reader, the set- of the

el ectronic transactions and/or the total of the anpunts of the transactions
and the associated certificate can be transferred to the acquisition
centre. The acquisition centre can then performfollow ng checks: -
verification of the validity of the electronic signature of each
transaction thus naking sure that it has not been nodified, -
verification of the consistency of the total received fromthe term nal and
of the associated certificate, - verification that the total
received fromthe termnal corresponds to the running total of the



el ectronic transactions, in order to make sure that no transaction has been

zla%:lded Xr (rjnea!t ﬁf)gd for ceerJ”W!lHMI “Iu ll!”““if infor;nifi-on in a rgglﬁley,s

characterised in that -"t'hefe is "stdred, in a smart card, a pai r of
associ ated encryption keys, a private key of the card and a publlc key of
the card, - the smart card reédives (28) a previous certificate
( CERTI FI CATE 0) corresponding to a previous information item and a

previ ous public key (CPO, - the card extracts (24), fromthe previous
certificate (CERTIFICATE 0), an image (RUNNI NG TOTAL 0') of the previous

I nformation by i mayaeti ng an al gorithm (RSA) for encrypting this
previous certificate using the previous public key, - the card
verifies (25) that the imge of the information is consistent, - a

new i nformation itemis cal cul ( n the asi s of the reV|qys
information itemdhd a t ns%%??%ﬂ ﬁ?%rmﬁ%ﬁ&ﬁ ﬁggl(jg} tBm *the card

signs the newfofmidedn Oh W theddes, pehﬁ@éetek@yed(ﬁslaharby i npl enenti ng
an encryption algorithmin order to obtain a new certificate (31)
correspdndi ng to thethe®ei dfforpee¥eh, in a smand CR&Enevd cBRLKS iTat e

Corresponmlgkéébfggéd encryption keys, a private key of the card
and a public key of the card,

- the smart card receives (28) a previous
certificate (CERTIFICATE 0) corresponding to a previous

10 information item, and a previous public key (CPO),

- the card extracts (24), from the previous
certificate (CERTIFICATE 0), an image (RUNNING TOTAL
0’) of the previous information by implementing an
algorithm (RSA) for encrypting this prévious

15 certificate using the previous public key,

- the card verifies (25) that the image of the
information is consistent,

- a new information item is calculated (28) on
the basis of the previous information item and a

20 transaction information itém (26),

- the card signs the new information with its
private key (CS1l) by implementing an encryption
algorithm in order to obtain a new certificate (31)
corresponding to the new information,

25 - and the new certificate corresponding to the
new information, and the public key of the card (CP1l),
are stored (32, 23) in the reader.

2. A method for certifying an item of

information in a reader, characterised in that

This Sheet Has Been Replaced
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new i nformati on, and the Ub|IC key of the card (CP1), are stored (32, 33)

:Rff)?(ram[ Iegﬁelrn a reade'r char me(ﬂﬂu"m "”m”tl fyl ng an frem of

- 25- - there is stored,” iff a‘srtrt® cdrd, a pair of associated
encryption keys, a private key (CS0) of the card and a certified public
key (CPCO) of the card, - there ig3stored, in the card or in the
reader, a public certification key (CcP), this public

certification key being associated with a private certification key (CS),
the certified public key of the card recorded in the card having been

obt ai ned by encryptipgetpi Spuguyce&eylplf gh&n%g{dcg¥dma§spggrarbf

encryption algorithm using this private certifrication’k - the
smart card resmwmti@&)mcfymd;mekemdea paipaewi Beg déllSDl)fldfatté'le

( CERTI FI CATE_O) ,cor espondl r.evi ous nfo mation item and a
certified pu'f)‘?%‘é n‘g’ pbﬁbg'\hcot'f? céFBCO gt chei¢a*ard extracts

(Figure 4d) the publt}@ei@ylgf stBBedPr e eus ca2fd Ry id NHLMBidddg, an
al gorithmfor encri/ pting the received certified public key of t he previous

card usiing t@e pePlEc cerqdmiidfdtdadikey, key  (CPihe chhds extpulelsc (24) an
i mage ( RUNNI {}'&J@A& tqchnof é}Ee er:g\b/éous %Partm&' ompltba/ %Ipl errlgnté@g an
revio ce

al gorithm for encryp ing the rcate using t ubl 7 ¢ key

(CPO) of thecpreYfodst Lot dkeyt (@S) cdci evéptibt Yod public }teh,e sarchaerifies
(25) that the image of the Information_is consistent, - the card
cal cul ates (92¥%a FRYPTIDr ridt | RS t 6ATSN Raeishsioees PREapPedi dbis

information Lhemapd,a thaesaekheR WLPrIRiRn LIEM by means of an

10 encryption algorithm using this private certification
key,

- the smart card receives (23), from the reader,
a previous certificate (CERTIFICATE 0) corresponding to
a previous information item, and a certified public key

15 (CPC0) of a previous card,

- the card extracts (Figure 4d) the public key of
the previous card by implementing an algorithm for
encrypting the received certified public key of the
previous card using the public certification key,

20 - the card extracts (24) an image (RUNNING TOTAL
0’) of the previous information by implementing an
algorithm for encrypting the previous certificate using
the public key (CP0) of the previous card extracted
previously,

25 - the card verifies (25) that the image of the
information is consistent,

- the card calculates (42) a new information item
on the basis of the previous information item and a

transaction information item,

eect Has Been Replaced
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(CS1) by inplenenting an enc

using the private key of

-26- . - the card signs the nem,ln\@ﬁaﬁ‘\ with its private key

the card in order to obtain a ne
i nformati on, - and the neM/cértlflcate and t
of the card, are stored (44, 46) in the reader.
according to Claim2, characterised i n2¢hat t
certified public key of the card is verified (37)
met hod according to Claim1, characterised in that
of the new certificate is verified in the reader.

according o daim 2use QLaidn 3sgh8aran etbged Anubalion 'mwe G d

verifies the consistency of e extracted

ate corresponding to the new

he certified public key
3. A nethod

he consi stency of the
in the reader. 4. A
- the consistency
A et hod

A net hod

accordi ng t opoiteaiod Clkaivms 319 5, bphanmpﬂemesedngn lalmat encrypsthlem

usi

consistency is verified b intrinsic verification
Tt g 7th édtﬂt?

© PTettdd ket

encryption afyd

peC|f to the
eubfo 1 to 6,

characterisegptfihhad new -cdite MIRHOUSRESHBREIRG (FINNIING T(HAL 0) is

transmtted to the card,
5 information,

- and the new certificate, and the certified

public key of the card, are stored
reader.
3. A method according to Claim

10 in that

(44, 46) 1in the

2, characterised

- the ccnsistency of the certified public key of

the card is verified (37) in the reader.

4. A method according to Claim

in that

15 - the consistency of the new

verified in the reader.

1, characterised

certificate is

5. A method according to Claim 2 or Claim 3,

characterised in that

- the card verifies the consistency of the

20 extracted public key.

6. A method according to one of Claims 1 to 5,

characterised in that

- the consistency is wverified

by an intrinsic

verification, specific to the encryption algorithm.

25 7. A method according to one of Claims 1 to 6,

characterised in that

- the previocus information (RUNNING TOTAL 0) is

transmitted to the card,
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- it i.s verified that the | mage o

with this preV| oﬂummm)mﬂamﬂ E;g{jmﬂ | on_ jtrs1e new A

consi st ent

informati on (RUNNING TOTAL 1) is tranSnmitted to &

e reader. 8.

met hod according to one of Clains 1 to 7, characterised in that
(CP) for certifying keys is stored in the card. 9.
nmet hod according to one of Clains 1 to2¥ characterised in that

public key

successive information itens,

in the reader. 10. A method according to one of Clains 1 to 9,
characterised in that the information represents a running total and
the transaction _infor.mation trans | on, represents an anount of a
transaction. 1E f§i¢é¥3§‘ Jlah ph Qmage of the previous

10

15

information is consistent with this previocus

information, and

- the new information (RUNNING TOTAL 1) 1is
transmitted to the reader.

8. A method according to one of Claims 1 to 7,

characterised in that

- the public key (CP) for certifying keys 1is

stored in the card.

9. A method according to one of Claims 1 to 8,
characterised in that

- the successive information items, certificates
and public keys are stored (20’) in the reader.

10. A method according to one of Claims 1 to 9,
characterised in that the information represents a
running total and the transaction information

transaction represents an amount of a transaction.
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