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activity nonitoring and the field of information
technology in nobile 5 conmunications. The invention
also relates to a -nmonitoring $ystem whi ch conbi nes
activity nmonitoring and the field of information

t echnol ogy in nobil e A MEMNTFORINGOSY¥STBACKGROUND ART

Most organi sations and Ladj i jul arly use

credit cards for 10 obﬁwgﬂogﬁmd servi ces.

Despi te advane prEehSinventRCRIMEOD £ odtEriAg GystkhYwhich combines
systens in relation to cash or credit transactions,

t eedit ¢asdactivity menitpring randnthscheld nefcinfermetionf technology in mobile

¢ SRy fsEhe rhe ifeton R4S xfbieh ¥ AT ERRE sitppiypich combines

agBtivitys inenfidrdfl Mahd i @ife PEleld 16f aniforhativns i 126hbl§FEAIn  mobile
deal of (inconveni ence to cardhol ders and financi a

| FAMMUWHGYARS. aljke. In Asia, it |s reported t hat

credit card fraud excegg CE }@q) annum Most
fraudul ent transactions t place I n the absence of

the. card Moshherganisatighes sarak éndividosld fegnlaggodse @redit cards for
se gvu:es over the net or by tel ephone. The majority of

'&HUT‘%&?O AASEMISSns ‘are for small ampunts.

However, @éﬁﬁk@w«aseemeﬂtpﬁﬁeamwsgxe &m YichAitF Otetns in relation
bei ng passed onto cardhol ders in general thrdug

i i @raﬁstorrqp@é trappadtions, btekes reyoains tar aedador en granomimsneans of

a dhol.der when, patterns are

A s LR e SRR R it GlaEBBRL 51 "0, 20

Wil | be camg eAhstidlia falédeg draditvatd Fraud Offiou®d t6 OF148CHillion per
them this type of security can often back- fire

pARRYIR GRUSING 2 great dealiaf Apconvenighes g cardhplderpand, fipansial dpstitutions
\Nggfgay be on holiday and not able to respond to any

bank conmuni cati on. Mst cardhol ders are able to

i nstruct thdnbAsik iAds trepdriedi thet credit gerd Hraud ex@@edspfl \billion per
to their accounts and sone customers are able to

i AFBYh banks of their usage

Most fraudulent transactions take place in the absence of the. card

where qrders are placed for goods or services over the net or by telephone.

The majority of fraudulent transactions are for small amounts.
However, accumulatively, losses are high with costs being passed onto cardholders in
general through interest rates.

Whilst banks scan transaction patterns and will contact a cardholder
when patterns are unduly changed and wamn them that the line of credit will be
cancelled if the cardholder does not contact them, this type of security can often back-
fire particularly if the transactions are by the cardholder who may be on holiday and
not able to respond to any bank communication.

Most cardholders are able to instruct the bank as to limits they wish to
apply to their accounts and some cuetomcrs are able to inform banks of their usage

patterns to thus enhance security.
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2004/ 111892 PCT/ AU2004/ 000806 2 The ganbli ng mar ket
is an econom ¢ system conposed of sets of interacting
agents. The generator nechari sm consists of the
totaliser, the l:rqiff es of .conpetitors and

t
various pré g{?ggeédﬁe%f)e%‘?ﬂ?ﬁ“% \PYFlETs cpmpesedsof sets of

intBRERE WatntfioTR! Eé’né&tﬂ? %éch&:h@m%%sﬁ&m RRSHtdMsEr, the djfferent
configurations. The dynamcs and 5 regularities o the

typganbl |qug‘lmmdmtardr aatipgee |pyohability s pleasures. nSuchofsystems possess

e ste i persi stent and random behavj our. Each
peipEfyBL Bl singE e o, A o Bl P eioder e dynamics and
regiritRE Of ithé g’ﬂﬂﬂ)hﬂgnﬁfaﬂ{ew arBl likd tl'aaﬂlsbﬁiysﬁtm@' ¢t9p&kistent,
demand. The market price_is ref Yected in the
ant@mmsfeandamomah@hamus nBaghe geniest infa gambmithl ¢ach. competitor

t 1,C ts seek to
a5 a8 ric P304 CHABLE o 8 1 SETE ke BB e mark
pnerx ipereflected i dren@taliser ddds, aid BeoneanichshitCofgsrbbatiliGy AGeR® that
natural price). Agent interactions therefore assess

pasticiale; iy sv%a?mtﬁ SEFkIdQ R’%ﬁ‘pa’lht“il dheatis qapivalence between the
ex&&fgde§ﬁfc9ﬁx§e§nﬁﬁ&089 arth € ns% %Eé&%e P 'dhice). 2K gent

the approach to ea h*Cont est art, |ous

. interacticsi therefore assessrisk end maward iro osdey to:pmmpateah eccontest-based

t hr oughout t he rket.. Racetrack bet nd st ock
coqROM SIS RN ELG B SR By ?ﬂqu% copes{ gart, various
protiabiiRy valbss Qewnﬁﬂﬁﬁﬂy dottrhtBicaed oﬁ{ ch'ﬂﬁ%ﬁ&t ain,

there are a | ar nunber of part| cli pants, an

ext ensi v&agetrask bgttingrandssteskamprkiot imvesimeat shangsevera] properties

o ar.l on rac out co

i MBI bo Tl R <o HOBE ARG Bl R S of

paticipan(s, dind pkeysivevinfoanstiqll Bosvaifable dondtanihg rima:a&hcm variables.
conpetitor in a given contest which reflect the

Wagsph

B TS TASE RUIGORE ISy earemenlyggpsy hrqugh & tqialiser system. Jhe tote
screbn 8RPIAGE Wi hsd bﬁc@daﬂdm&, tfbxcéﬁcﬁrcoﬁﬁoﬁt%? in Sg@g{aﬁm which

bettihg” pool, fromwhich the prize ney 1s

- reftist] thet etcblldsrcdds emdhrexvage rWagers fbri = partidibar detmfscam;mtitors in a

paudRO ) RORBS P 1ot P, oPpt VBichns rif sy st doducted

frofl Edthugiper.TEothlisee aﬁﬁdéﬁds\m @pdaietl péiodidaflyPard inCAbdirafia show
conti nugus event up until the contest starts, tote

the et & WViaingd de lacs fexieachicompstitos: Althenghrthe process of wagering
vy BRSO U e Sl S0 s
ocomrak discrts miayvalefTheaefore; (h’mvatd displap ac b arhobsSrepresents the closed
set of discrete update events that reflect market opinion of each competitor’s chances
of winning or placing.

The totaliser sets prices for win or place for .each competitor in a giveh
contest. These prices or dividends fluctuate according to how confident the betting
public (the market) perceives each competitor’s probability of winning or placing.
The tote 1s therefore a good example of an iterative feedback system, where
information from the public is introduced at discrete steps in time. Such systems are

called discrete dynamical systems. Although the way in which money is wagered on



of w nning or placing. The totaliser sets prices for
win or place for each conpetitor in a given contest.
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confident the betting public (the market) perceives
each conpetitor's probability;of w nning or placing.
30 The tote is therefore a good exanple of an
Lterative fee t where . information fromthe

i Cor i e o SPEEE fsplisd T coreouG g iportan
point &thatties toteldisplaydi thisr RFf@MAUOR Th GHdcréty i@ Bteps. In Australia,
Al t hough the way in which noney is wagered on )

etalieen infemationts prasersad sothgdorm of divadends ¢fowd 1bto win or to place.

[ R Vi ' LRUo .
B 65 1698l 28RS, L SHEARY GO e vt
trendavkatdy ilarge iswindiss Prafictig thie oatoepte. of Budhugdmed fod profit involves
totali ﬁ’eg information is .E)resen ed in the form o#)
pleging 3§ O POY OSTPTE PIRH VP Y VARce. In the | ead-up
Lo post tiWgriond nilés &RGMH §|%§e5ﬁ&?irg'o\‘dé#ei8drﬂa§iﬂlise the potential
fluctuate, often with 5 remarkKably |arge sw ngs.
gain dircmingusehhe patentiab hafm deading) fes plasingymaierds on competitors.
.hvol ves | acin bet .on pne or nore co titors in
gﬁ%ﬁl of \9%’? %?qp 3&_‘%%0“5% _"ggcfréﬁ@li’_ﬁgaégta%g‘ﬁ]ewsbr der to
RULBNEE! L Bet Rethinydwd conffért Tevel - ThelddbGieto BiC1eRRAEE N ol wager
harm-1 eadi ng from pl aci ng_wagers on conpetitors.

ERAvA dat ypute samifemable witht Neverdist evith ofonhy yoe cannwit aéford to
g as follows: 10 RULE NO I - Bet within your confort
evel - The lesson to be learned is only wager

BROULEING 2 hibery dualavags wmdreovi.abl e with. Never bet with
o Jose. RULE NO 2 - There is

%&%nﬁ&% Y%%Eg S eq winpg, decrease sYhendesing when

RULE RO 4deRidge RwWWER atP8biRF and &k edOof a prddilfGver a long
how you are doing and the success of a product over a
pw.

Kisep resardskeep records! RULE NO5 - Go to the

Fﬁg(”r T i ENOG - Stay away from

fs{ ort %rsl Cég‘?gﬁ%%ﬁéﬁgﬂ’? on short-priced

RENLBINQ &5 -t Btawi awap fromvashbR-peiced | fioditds-Woetting &d shidt!priced

t‘(r‘)f t he poor house. 20 RULE NO 7 - Do not be a slave to
gurItes 0 Win 15 3staphime 2ed, wilklead you ihthspogr houspought

RULE R®) 2 SBEGREHel sROOH 67 pfoHhn 0

be flexible in your st hi %Li ngg’?ﬁ be %P?iﬁg s?%&lg Jrusschool of
dioughty- td he.a Sisessfilli kandisspperama mustbbe ableviodbo flexible in your
ﬁgrg?gr?é] %ﬁ? P@S\?Q@Irége % %gjaulsty at g’riy chln%.S §p£e%t Iﬁggrsés, g:}c%'nu?rlxblers, video
comments, pedigree analysis, class ratings, etc. all have their place.

RULE NO 8 - Wait until the last few minutes to bet - let plays come to you. Watch
the tote board. Think out your wagering strategy. Watch the horses on the track.
RULE NO 9 - Before you place that bet, ask yourself if it's a smart wager.
RULE NO 10 - Don't listen to or believe in "inside information”.

It is often observed that last minute plunges on competitors in contests
are made by principals. In these cases, historical information suggests that these
principals have information that the average person is not aware of. The principals

wagers are generally placed just prior to the close of wagers on that particular contest
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of. (a) a credit card. hol del

yourself if it's a smart wager. RULE NO 10 - Don't
listen to or believe in "inside information". It is

of ten observed that [ ast minuté plunges on conpetitors
in contests _are made .by principals. In these cases,

hidue & the arincipals e agHNE thpidy éhct Wafscs REQIer principals of the nature
Plof B iRflma {i@x‘/ﬁnd RERLYRL n%édb%ta%@@v@\fﬁén?ge person is

not aware o The princi pals wagers are generally

pl aced j ust Ipthemvetage phiaciphlowereablevmgeramine thehwagering trends and

articul.ar. cont 004/ 111892, PCT/ 004/ 000

G ety i e Cag)‘?Sﬁ ﬁ'ﬁlf%b%tsngrﬁﬂzx P fpay hE shigda pioft from
Olthe bR infirinafibPtiderited bhlutpe beRing0f the information

and thereby gain an advantage over them If the

aver age pri Acispan omc@osmeepwréxamnﬁenttn@rmgem segurity system
r f
u gewﬁggp}xgeg‘grugxg gé:ﬁ fl’andtl 91 ?rau&s \flgtirc k,l-lreocr%r s rEoLgrcsem

extra infor rIatn'agarbceml oigme:d abyaspédﬂ mgenéaptet;em @nvdnhom $o provide a
an ob of. the present i nantl Qn to &r

?rft@%‘l“@?ﬁg 85 i am Infargngtien §ste 't‘mEa{??jP?tF‘alPél harm or to
| &mmse@w terit{a@ % ﬁ‘@?:‘?(:ﬁan?@?m%h%fo?nﬁ%n present.
It may be an obj e pect of the present
i nventi on t dFuphcxvohjecta anétaldmmtmgmmfnﬂltcprcsegt rivamtipes willh become

anlnfor ti,on set é#?f imt .t poteﬁa'lal rmo to
1@PRRISRY “%"n%‘sb’&? ‘i’ﬁ%m@é{ﬂ% ‘Fc%’{"é‘ %04

i nfornmation A?&brderthcI Bﬁfasﬁéit %ﬁtﬁe%&cﬂdﬁﬁ@hﬁ&ﬁ&x&é id Bﬁ:vnded a
present invention wll become apparent fromthe

emecthotyofimeaitpprg apd gpRiaming crrditetard ysaggey thsf methadspmprising the
c& tdkng to an aspect of the present invention there
rovided a nethod of nonitoring and confirm ng
cr edi t car d(ajsage,cr¢diecare hbidedr arprincipsl egtetihg intd 5n agrepmment with

| ..
into an agreenent® WYH® E.{“%'SFW%B%%GP%% it 5@ Grd activity

real tinme credit ;ﬁ@ﬁ@n@g@emdcy noni t ori ng serV| ce,
(b) the service provider nonitoring credit card

activity usi(Ply athe serviccaprovisise menioningcredih gagdc yotiviy using at
service provider r -tinme nmessage to the
cardhol der via a %pn%ljtle C m%his@iatl ons device (RCD).

(©) the service provider providing a real-time message to the

cardholder via a remote communications device (RCD).

The remote communications device (RCD) can comprise the
principal's fixed or mobile telephone, a personal computing device or a facsimile or
pager of the principal. All of these devices and others which are not listed but are
included as a remote communication device can generally have a software
component. |

Information relating to the use of an individual credit card forms a part
of a data feed. When a card is used, the information relating to the transaction is
transmitted to a central point, usually a credit agency or a bank. The information may
then be stored in the bank or credit agency’s database.
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principal. Al of these devices and others which are

not listed but are included as_a renote conmuni cation

devi ce can generally have a soft war e conponent .
Information_relatjng to the use of an individual

credit cardThgrcasibaldsycan egmmupisats foothe. puweipalathe aeriferia upon
[ t ' tion relating to the transaction
i?h&gg’?ﬁqsaéggﬁﬁ%égﬁo a central point, usually a

credit agenthe oardholdarik RO eoftnfaty t@RhpaRnBah bé HEYA tBE&send input

stored Iy t he hank or .creditdggency' s. dat abase. WD
2BBHPACS K03 SPEVARUSBUIIBBRRICea 15 TERBING AT i BtvoB Al computer

CORTBAY Srah€ sdrdick PovRdédrnCi pal the criteria upon which
al’erts are to be sent. The cardhol der's RCD software

conponent clmresponssdd the ismrtccommpand, tizosoftwals ehvireanment sends a
slg,ftware environprent that is running on the netwrk of
C

SRlLITREL OmIand, R 4, (SOftArE gy ITRRMERt, GpraRpnenf (fhat processes the

r esRMASE® twhith erekputids 69 MIRAMHg bN 0Pl MBI command to a server
environment sends a |ocal input command to a software
elfRpEHTRIe W ighoMEn sendp atrepotroapw sommand do threstatddholder’s RCD.

whi ch respo [ i a_local output co d to a
server inf ng‘??%%sf Zt?geﬁ%it%ﬁutlph’? UF ag‘gsn(ﬁ@e g@]em'gausemalm
ooutput todberissmed ot displagedonn b e RGD.RCD. 10 I n response
to renote out Bgltﬁ}ég nds, the RCD can. cause an alert

output to bé iRfegrated, and oslatnd systeme caIbe Rrovided to

Phditi@lelih bbb iadrat ed and rel ated systens can be
provided to achieve information transfer. The systens

and rel ati ohbéisystemsr andfrelatanships tforafbmnativan transfers can be as
1Eollfo(3vls! ows: (i) Froman Internet software, WAP enabl ed
phone “or nobile input device. The cardhol der sends a

nmessage or (ipnmeifeorhafiMhikmict §6fwareC WAR Bhabidd gHdfe or mobile input
device, which is directed to the central data server
but nust gener al dgvicey pass t hrough or be intercepted

by a scanni fige SyshhdTié" Sefls taa %ﬁé@ Q(g‘n??gﬁm%gtegnm a remote

swi tchi ng box may form a par
seommunicatons device, which is directed to the central data server but must generally

pass through or be intercepted by a scanning system and/or a switching box. The
switching box may form a part of the central data server network.

The message may contain data including information about how to set
up the cardholder’s watches, the type of activity to be monitored as well as
information on regular patterns of use of the card, requests for specific data or login
information.

(i)  The scanning system may generally receive all messages sent
from any computer or device connected or connecting to the
system.

The scanning system generally performs at least one but generally a set

of security tests on the information requested or submitted to the central data server.
These tests are generally called security protocols. If the information requested or

submitted is within the ambit of the security protocols, the scanning systern may grant



The nessage may contain data including information
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type of activity to be nonitored as well as
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quests for specific data or login 25 infor
(ii) The scanning system may generally receive all
nmessages sent from any conputgr or device connected
or connecting to the system The scanning system
96R&Ssa! doY aPSEdupE NEval (dulibisafidf 1BV 9FNehieh! %re@crggt unauthorised
30 of security tests on the information requested or
s mmmipulaibnt of thédate beltd o lacekased byghe eentral Fiteservesst s are

generally called securit r ot ogol [ f . the . .
o o mat § on (P8 deSREP poRfiof el 2 hes fesih et the information
a'ii’i)‘i)lbe‘ﬁirécfbﬁtﬁﬁ%wlitbﬁﬁoﬁfd)ﬁéc)ﬁ_{b'c@sscd.he scanni ng system

may grant WO 2004/111892 PCT/ AU2004/ 000806 6 access

to a secur e TheJictionof thersvwitohibon carbeto:2) whi ch

prevents unapt hogl | Rylation of the data hel
or accessed? y t ga?éen%cgm%gtdggﬂsce%vuru}crcﬁlggngc%eg‘gg&t% process

aut hori sati on | euspec2ihiasmivasd ogwarhed, the

information _nmay be djrected to switch box to be
processed. $2)1 he"f‘ﬁﬁé‘llcﬂéﬁo & %?%Wt’%‘ﬁ%ﬁc’é"d‘ﬁ’) [Servepto be sent

(1) find the 'ea%cﬁmd&%f’&ﬁnﬁ?&?ﬁﬁﬁbi%hﬂdge -

network to process a specific conma or watch! (2)
route al ert €3t o ssmdivguéstebinformation etween drane)cosputess.

to be sent o cardholders' co ters, or bi l.e

handset s; 16"‘6 fﬁgg Eax péae{jaeesﬁggg?#ef %tftﬁﬁ fMpdt gensrally allocates
d g voekloRl fitT éach Bifi ¢hes didne coaputdi@withén tHeece@l detaGkrver and is
the system It generally allocates_ the workl oad for

egenerally t3so deoRasiblsmiRn dhes rofeessi af talent capsspggs @ad sexchange of
S %%amét?emgﬁ&ﬁ&ﬁ& BYth"é's Echesponsi ble for the
e of a

rel ease ert messages ahd exchange of information
bet ween el et s Dybne lvompuisiresystehis @s ipart Of othe network are each

conput er systens as rt .of the network are. each

connected via a FB'&%E&’&‘@% %%’P%e?o?ﬁa S ékt“ﬁ'é‘g%&?’/qqgﬂp protocol
protocol (i nter (pteridt Prowedl). TheairoheNee daeetiy comiebled to each
connected to each other to formthe network and/or

the credit card 8§¥ndy femm the sepwpsk apder the cregifkcandmgency data
server. The drongeSeMRH the bIRY data server. The drone computers may

preferably have two main purposes; they are as follows:

-

(1) to accept, process and return data which a
cardholder has requested from the service, and
2) to repetitively calculate cardholder’s requested
“watch data” (an event set by the cardholder to
trigger an alert which is sent to the cardholder’s
mobile or RCD).
(iv) Communication server software receives a message from a
drone computer routed through the switch box.
Once the Communication server software receives the message, the
Communication server finds the corresponding cardholder’s data (i.e. phone number,
name) and passes the message as well as the comrect phone number to send the

message, to an SMS communications device.



20 preferably have two main purposes; they are as
follows: (1) to accept, process and return data which
a cardhol der has requested fromthe service, and (2)
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"wat ch data" (an event set by the cardholder to 25
trigger an alert which is sent to the cardhol der's
nmobile or RCD). (iv) Comruni cat’ion server software

receives a msssa%?pfrom a drone conputer routed :
t hrough t he (i t CH BYLS cempuinicaonsosisiies Eepeivsn asmessege from the

sof tware recei vesciguiRI8EY Csertdl® ang0 mggc tion
server finds the correspondi nsé car (fllw-‘ol (?gt? S atg h.téx.e remote
phone nunber, natemmuomdatpasdedce.he nessage as well as
the correct phone nunber tq_.send.the nessage, to an .

R c%sﬁgg eis%cg_ngm% FH%gtzﬁwgntmn Lgcrc 1s provided a

SMS conmuni ca‘f . . .

PGHhéethe® 0D HORRBRAS chahgey In M infYRafiSR M fedthb @b cgrﬁfﬁ‘iﬁ)gg the steps
receives a nessage fromthe Conmunication server an
briadcasts it to the renote conmunications devi ce.

there. i s pr 80 ded s cieBhe LS oB sEREenl MR A apRte mpovider to
an information setrpvidheeairstdeadticioymionitbrifig kdeicst eps

of. (a) a pripcipal entering into an agreenent with a
service prmﬂ’ er {16 SCIXICE Proyader angnitoning apredssermyjned information set
noni toring servi GRind fiedstén W& RipVi der

nmoni toring a predeterm ned i nformation set 10 using
at | east ondckonpbe eserviangréaiient peovidingi g erepl-time digssage to the

providing a real -ti ssage to the .principal yj
renote conmuni cat;frbﬂr%tle agg'\z/’iacrg'_“f’kdﬂf'.‘mmﬂg%tb‘?"ﬁi(ﬁ I°¢ @QD?
particul ar | yAgoedigg ' &l £nhedurady | %ﬂef&mﬂr @nfiddiment, the present

i nventj on maé be ysed to nonitor the statistics of
Wl B¥TIUOR THRY Begised 1o mpnitas the statistcropf &vagenshplpeedt graphe or more

UNS/8hts &ith Miﬁl@ﬁﬁ&%b@&mrsﬁ& LAfbRY f@ %%rggg contests or the

contests or the |like. These events norma
hiltkeor These pyents neermally abevecitastericali inforrhation associated with the

c i: i .1 ~fherej or, exanpl t he har ses )
a%&ll}og%%&@k#%g%;é forraeaclaﬁmgpe € horses r;gd)‘s)r Jockeys 1n horse racing

and the historical performance of teams in team sporting contests.

Typically, the service provider may use a network of more than one
computer to monitor the activity. The network as a whole may be termed a central
data server and usually comprises a number of drone computers.

Information relating to the wagers placed on the event may form a part
of a data feed. When a wager is placed, the information relating to the wager is
transmitted to a central point, usually a Totaliser Agency Board (TAB) computer or
computer network or database. The information may then be stored in the TAB
database.

The remote communications device (RCD) can comprise the
principal’s fixed or mobile telephone, a personal computing device or a facsimile or
pager of the principal. All of these devices and others which are not listed but are

included as a remote communication devices can generally have a software

component.
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g r -
centra data server and usually conprises a mirieP2%8t
drone conputers. Information relating to the wagers

pl aced on the event nay form agpart of a data feed.

When a wager is placed, the information relating to

the wager i ShelphatRdl édnSniuicf€W thelseRMe Providst@k ¥iteri

a Totaliser Agtgncy{%Boar d (TAB)ccorrput esf oré%%VlcoHn%htcé}ena upon
nwhidr dcos atatabeasent. Thypically,othegiringipairamyayt tegnesbehat alerts be sent
stqc;r_.ed in the TAll% Adattabaslﬁ. Tge relnDte conmmuni c‘ati ons icul
adyivae tHedjrneIet of lgst TIY betting Aingey ou compstitoss i particular
MBgthp&iticis Spdratdarl R tH¥eE FPWRIch ANTPRdiPAl i§IRYérefedin Wagering on.
facsimle or pager of the principal. Al of these _
devi ces and Therrsmsipghs dHCRrofbwsre cpmpenens san dreeusgd to send input

in C n c an

o ESipitls B o0sIRRE ECROTHEN Ay REnBRHGS o8 Pippsl o computer
P&kt P 60e QBB prodidéne princi pal can conmunicate to

the service _provider the criteri amlﬁ;on which alerts

are to be sONTESPOY§S alheynpyticomspangs jthe soltwgre eayirasment sends a
t Ry %;@Itt §orﬁﬁ1aﬁ§n{o 2 ABHwird TerviiBniiehd! %ﬁglm t ih?f ﬁ:rocesscs the
m nut e betting plunges on conpetitors in particula

c oorpetands owbichpaespondd dryl yssuingsa ilocahhowhutt emmand to a server

rincipal is . ipterested in wagering on. 5 The o
D IEFRSTTRCHre, Vel T G1Th RERGS ATMSM Pt SOFipEhd o dhe princigalis RCD.

i nput  coNMMR @8spbofsetcs Al oMe loReRi \CoiitiFaY ithd RZD k#n cause an alert
runni ng on the network of conmputer systens of the

seutpiute heriswiedar displayed opontethe®RECBe i nput conmand,

the software epvit.onnent sends a. local _input co nd ..

Lo a 9ol t vare e BOTEBRIE e 1oRiR S GRIEE Hgvives o
lacHievemmfsitatidhalansfeeponds by i ssuing a | ocal out put

command to server infras}r,uctu_re which in turn sends

a renote outliGt SYSHR® M8 t5lateastips {er jalormatigr transier can be as
I 881 se to renote output conmmands the RCD can cause :

an alert output to be issued or displayed on or to

the RCD. A fDur alFrom @f Intemnesgofiware, ANAP esabied ghenesiremabile input
can be provided t(g .15 achi eve information transfer.

The systens and r SV onshi ps for information transfer

can be as The principal sends a message or command from a remote

communications device, which is directed to the central data server but must generally
pass through or be intercepted by a scanning system and/or a switching box. The
switching box may form a part of the central data server network.

The message may contain data including information about how to
setup the prncipal's watches, the type of activity to be monitored as well as
information on regular patterns wagerning, requests for specific data or login
information.

(ii) The scanning system may generally receive all messages sent
from any computer or device connected or connecting to the
system. _

The scanning system generally performs at least one, but generally a

set of, security tests on the information requested or submitted to the central data



follows: (i) Froman Internet software, WAP enabl ed
phone or nobile input device. 20 The princi pal sends
a message or command froma renote contmuni cations

WO 208419892 which is directed to the central dat PCIéu29p4/000806
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but nmust generally pass through or be intercepted by
a scanni ng system and/or a sw tching box. The
switching box may forma part %f the central data

server network. The message may contain data including

iSEVER: et RESR 168D AT HASRETAYY oajledotegprith rqieqale pH the information
t

SEHIERES or ABmAURE I bl e Dol b Ve TBMlck) rEhcRSle e scanning

fsgsterapmay fgrant dackessoto h@cm ienélo(ranﬁlbnwlon( leivil I]'I&rhlch prevents

scan syste r al recei ve, al |l ness

SoAmRoRg g T R AR G5B nel f e B e epiral ata server.

connect i Ng GrRe taB&ess @aﬁt‘ﬁ%ﬁﬁdﬁom—r@@eﬁcﬁﬁrﬂe@ﬂ ?Mﬁé@ e mformatxon

general |y perfornms at |east one, but gener se

anay beedjtactedyo pswtitsh bax tebe preicessedt | on r equest ed or

subm tted V\D Q4/111892

PCT/ AU2004518153@%(§%33%§®§721?& %f’géts are generally

cal l ed secyry ty fifdothededss budyf drbhecdarﬁfnﬂémithﬁﬂa network to process

req uested or éubmtted is within the anmbit of the

s"e?@e‘l"‘ fig pompend pMatchy ne scanning  system may grant

access to eCUbhiel ( K ; |

o event s (aut hoeeR B ol G (AR Pap UEcd) ot loe sent

aoppincipalsémnmuttrhermbﬂchhnmwa server. 5 Once access

to aut hori t|on I(Zvel éra.ben ranted, the
i nformatio Oofgatipn <1 d505e FosmRyers.

processed. ﬁe%uﬁwﬂqiomﬁa)ose tHeecefitt bf hmets%eﬁﬁnn l3enerlly allocates
(1) find the | east busy drone conputer within a

rtbe wmrkloerb foyrepcb f tha thmeuteré rithin the cm tatajgprver and is

t a i )
séhver to ‘g"@i@z‘tﬂ% to pr| nci EJAFJ fg?ﬁ%u?%?%%%’ anfl c?fChangc of

hafmdmeum;bc(tﬁyemdnnhenqufelmadtmnforrrat| on betvveen drone
corrputers (TB tch box nmay be the centr
ner

system oS "SR SYSIOPh oo, G| Yot GFvERE e cach

of dt he dr one COnguihadted Wid Bilfcal BRaGRRVGR! usitil BeSECMEP protocol
an is

(intemnet protocol). The drones are directly connected to each
other to form the network and/or the TAB data server and the
bank data server. The drone computers may preferably have
two main purposes; they are as follows:
§)) to accept, process and return data which a principal has
requested from the service, and
2 to repetitively calculate principal’s requested “watch data” (an
event set by the principal to trigger an alert which is sent to the principal’s mobile or
RCD).
(iv)  Comumunication server software receives a message from a
drone computer routed through the switch box.
Once the Communication server software receives the message, the

Communication scrver finds the corresponding principal’s data (i.e. phone number,
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15 generally also responsible for the rel ease of alert
nmessages and exchange of information between el enents
of the %stem (ii1) Drone conputer systens as
rk are each connected via a |local ar
network using the TCP/IP protocol (internet:
protocol). The drones are direghly connected to each
20 other to formthe network and/or the TAB data

S0 FRDS pIoRs LA SEEN S TR ROTLE' B s e

f ahesuge, tc(ﬂ:)SMS camnapmpatmrmzfes&eand return data which
a principal has ted fromthe service, and 25
(2) to repeti veﬁ?osg‘égtﬁﬁ’%%‘“ﬁmﬁéldﬁ‘é‘@ eqeiNFs smegage from the
“watch data” (an C@Mﬁﬂﬁn&ﬁﬁnb)fertvge Pl 'B%&i%hs& o;t to the remote
trigger an alert which is sent to the principal
nmobi |l e or RCD). {dmvhu@oatmnsidesice.on server softvvare

[ froma ,drone c uter routed.

receives a nessa
t hr ough t hqu gﬁ“ﬂﬁ‘k"c swoesdiment RREGTE dvepipn onc or more
S ethYsdry Sefvic@lcln 1be GAUYE Sthé Bﬁrd&?éﬁﬂ%chﬁ?@o provide data to any of the
ComTunl cation server finds the correspondi ng

praoFHIuERTS canngeted tq $heéiet\pwé5ne number, WO 2004/ 111892

PCT/ AU2004/ t he rressa

wel | as theolg%(rghgggpl one nuﬁ%‘qéjrpa&%F ﬁ&"faﬁt ag%“é@'m the data
t deed) SMS conmmuni catl ons device. (v) An SM5

conmmuni cati ons .devi ce receives message fromth

Communi cat i oredBHOB,SERYRY SB?Q?&&@&%I“&F data oy qfithe ﬁ@ﬁfﬁeé as it comes
5
o (AR WO IR 8o eVcriftedd (b B reBu e R SIEEGSRE more than
sameer Oncedhe atadsdelected éopuﬁpc@m @d\dmfulsmlthe ﬂ‘tAB database the
pr.ovi de data to. an t he. co rs connect
P, By et ash s R RHafisE 16 PEtyeftBe npse toqpauest the

aGhamgdnforgaticivaymérous timeglata 10 feed. The history

server scoops. all of the data out of the data feed as

it comes al‘thSETVes cPRBCtade the,perveEk auest dapir data ffam the history
r ted froman outside source nore than once. Once

th Sata is collected fromthe data feed or fromthe

TAB dat abasélhetdranes may be no longer directly connected to the data feed but

art of
/AU2004/000806

instead may be connected to the switch box and request their data from the new
history server through the switch box.

A ceniral data storage may be created to house the databases created by
the history server.

Each history server connected to the system can then use these
databases (located on another computer) so that cohesion remains throughout the
network.

BRIEF DESCRIPTION OF THE DRAWINGS

Aspects of the present invention will now be described with reference
to the accompanying drawings in which:

Figure 1 is a schematic representation of the operation of a first aspect
of the present invention.

Figure 2 is a schematic representation of the operation of a second

aspect of the present invention.



history server may store the data in its own database
to prevent the need to request the 15 sane
i nformati on nunerous tines. All servers connected to

worpE/ % or k request their data fromthe hi st OPgT/AU2004/000806
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server. The drones may be no | onger directly connected

to the data feed but instead nmay be connected to the
switch box and request their ddta fromthe new 20

history server through the switch box. A central data
storage mayE8ErEC datdeihematio fepresentatignt ofbths dntetaction dgtween an
b j [ onnected .
el Sel)ef bRt Scor i I Aoty 3 G BRSEY Fvemtion
on andPREAICERNEICRIPFNIONAF THIE PREFERREMIEMBODIMENTS

t hr oughout 25 network. BRI EF DESCRI PTI ON OF THE

DRAW NGS Asg}é@[ espct ?%EP%‘F%éé’?ttE? HERnes elepent IngsRdp@ message
dgissoiddore the Edhufabldafacaerer iR thben&s AfYd ' -
in which: Figure 1 is a schemt i ¢ r%sg?g%tﬁaﬁtﬂgécammg

t $stegp é magiop AWeh hox.i The messpgetrela®s tothe kisd wf dstaro view or what
i [WoTn ' i hemati c representati on of
+ REESE i cardes Wb 6 4 rdhohd S TR ode PRz pr ccent

i nvention. Eieni¢002/thd 3&9RinRGTAAARO44 OR8 Hessakd fondtelnternet,

3 m Séﬂ%c representation of the interaction

b g0 PRRNG 5 AobsleiRput deviee.aHtthercanpliss sesuntypratpcols to the

ReeBLl Apefmtantth Bk ihRfnRite R BUE A ilicsied jp apthorised

r séprewtionolf Miqsecerity prbtotdle ackr satis figrt; thesinessapt passesato Aatirisation

2@?31 e '5a.ﬂi rg{ﬁed to,the central data server but the
%%%ndilg A oe%‘P‘é?fdby the scanning system 2

and/ or swi t The baessagkhprodBasa@e tHeek@ite® Hok 5EwK i dh@fschematic

data to view or what kind of indicators to add to a

cﬁ‘t"é‘ﬁ*&‘@érﬂss pad o thessarming system.c khaswitch bowethep finds thg least busy
S -

CARBF TRk Wafhul L HREAAG Hrdlh Aol b e thepekihze to that
semuputentofheqpromestesd. t 0 the 10 nessage to ascertain

whet her the jnfornmation transntted or requested js .
aut hori sed I Nf SPHER 258, PPFesEFrelogms a0 g?gﬁﬁgt%ég? é%?’@“‘“ca‘“’“
sedrvarf dedle coputtRSAdtemPRYeES&s! 0 aut hori sation

Element 3 represents the central data server which is a series of

computers connected via a network (LAN) which is also connected to the credit card
agency data server, the bank data server and switch systems.

The drone processes messages from the cardholders (sent via the
switch). These messages are requests to monitor usage patterns for irregularities. The
drone computer then analyses the data available to it and applies the cardholder’s
chosen usage patterns, both past and present, to the data. If the data elicits a positive -
response (e.g. the current usage is irregular), the drone computer sends a message to
the switch box which then sends it to the communication server.

Data from element 4 is fed from the credit card agency data server or
bank data server to the drone computers (when requested to do so by the drone

computer).

Element 5 receives a message from a drone computer which is routed
through the switch box.



level 2 and is allowed to proceed. The nessage
proceeds to the switch box shown in the schematic
illustrations as a part of the scanning system The

WEWO#aH8BbX then finds the | east busy 15 dr onePCT/AU2004/000806
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conmputer within the central data server network and
sends the nmessage to that conﬁyter to be processed.
The switch al so processes | ogi i"and | ogoffs of the

Conmruni cat i gﬂ}ﬁserver drone conputers and r

te
access. El endltfMesspgfiels tig communicatin sarver do %‘éé}”\‘r &¢hat phone or

WhirhBtel OnfnBEARR Rbice4d sGRIMPKHERLEe fPNNected via a
network (LAN) which is also conneCted to the credit

card agencylhgat somgrunigation hesdruerk dlna entacts atie  appropriate
switch systens. .The dran rocesses nmessaqges, fromthe

c AP BB Berire rElefine € SR BR FPProRaLE T sages ar e
requests to Elemeitos reends thelnh@sdle fréh the'@eim@iitdtiofSserver and
The drone conputer then analyses the data avail able

t Groadeasty) i theasmoti: commyRiaatian 'dgviss idensifisations apjember sent to it
Pk ScoiflcRfslisefid Present, to the data. If the

data elicits a positive response (e.g. the current
usage i s irrEgulnmaij, diffeeende obetweenptlit eembeditcifena of the invention

to _the itch.box which then sends_ it to.the .
colpsraedtn Biguies 1, apd E%F@Wé&@ﬁéﬁ% REOLLOf daty aqighy e, system s

t BRacHAAb tand ALAYVPHSAC KRR I6 TNdysRin ilRARked #f Bigure 1, data from
server to the drone conputers (when requested toggg: o)

bylemient gk isnfed 80N @osrpdit caryl ageneyrdata sSrvee oeibank data server whereas:

message from a . drone, c t.er~.whi i out t hr,au

TR e B R SR I iR At bRy Blsmsat 48 e from

TheraliBsSapeficy @ith Seivee 1 METAIBhE BéhpiteSWiRh réquekied cdio @dtso by the
a

what phone or renote conmunication device to sen
MRErEhe comuni cation server then contacts the

appropri at e W@kl opﬁugé\g C6r e BfWites tan! Qntemal server

send the appropriate alert. ement 6 recelves the
mesasgmciure par ¢amprisertheméamapoinentss Bustetedoand deberized bebive

it tother te c ni.cati on _devi.ce identj.figation

nunber sent e@%ﬂlv?y‘ f‘i;eoﬁ?lfﬁgy é%ﬁﬂﬁﬁfg‘ﬂPi%ﬁtssdéWQY copgiggted to the
mahtentbtf fredliowese ciidhoigen doden@wed iapPiinced td BBnnect to their correct
invention illustrated in Figures 1 and 2 is elenment 4

atff*®he pool of data which the systemis
Guardian: The guardian keeps track of all major servers on the

network, major servers being single within the given locality. The guardian also has
the ability to funnel small amounts of data from load management tools and
administrator tools directly to the switchbox for routing and processing.

Alert Manager: The alert manager stores and distribute all created
alerts to the least busy drone computer.

Administration tool: The administration tool allows a third party
administrator to connect to the system and edit, remove or add cardholders without
interrupting the flow of data around the rest of the system.

INS: The INS stores all of the cardholders details, including cardholder
names, passwords and financial data. The INS is a request-only server from the

service provider side of the network, and data inside it can only be changed from the

administrator tool.
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server ereas according to the systemill ustpggé“‘g]&(’?%mos“
Figure 2, data fromelenent 4 is fed froma totalisor
agency data server to the dron@ conputers (when

requested to do so by the drone conputer). 15 Wth

respect to Biviii:e Theokwitbe sbrasW(s)0R an routing idbic €WHRA routes
infrastructure gén conprise the conponents illustrated )
aHHoRRALOR; RICKFLS) BPBWPNEBRIBGIY: the REheh a AdBXSVIIcd pRaingpd is keeping

t jal FROPAE el =Ty l .
apﬁoﬁs%%rgr%oﬁg Irn-)é and ngr\%gor%\g%%gﬁ?ng)nces etg g; %%%Seg‘ffom getling
t o ithddstinatoon: Sovitchbexeseare aR0 uSerhrodipaly: "1ddkba)aredingi"a0 components
keeps trac f. .all major servers on the network,

nﬁFE‘F "§é¥‘v F’@“‘H’e?’ﬁﬁogé“?f M-t hin the given locality.

The guar di agisibryCHehs: The Bistdtl lclibt( Qoﬁtuﬂﬁsha:g%héahase of credit
anmounts of data from | oad managenent tools an

agardriisage data whielbissstaredeavery/ timg a fensestiancisyoadef o the credit card.

r [ HDl.0GEeSS] | ert .Manager: ~The al er .

e JoB) B °He Rl G, OB fHE B o igels 1o the
t eequbstiniggrasty, s yn ditermal spvarWr ektermAtiadwiéasst rati on t ool :

The adm ni strati ?in tgol allows a third party

adni ni strat et & E’é‘hﬁ@étal%‘_’lﬁ%(sk%?]éﬁf Hhrgmetematical calculations
N AP A B SEANH e o
i NStay orliest(s)l hndipredess(car thavlddter thralghaa |series of laventag The alert
R ke s o THE T e erep i Bl e hieis ey the output

pPeé&rvicder side of the network, and data inside it can
only be changed fromthe admnistrator tool. WO
2004/ 111892 Optprt Repoes /THsragrt seryicif themetwagk cagpegtipn software

SQhY BirdShrd Whidh EOKHdcRANE R¥iwoRk YPLSHpIAY tfRn output device.

i nformation packets fromone server to the other. Any
swi t ch' s naiTheieabe tveo kepiadyantages ofithe\poesikent ingentfonpm

traffic boungi et ween_many er.roneoys servers, before

getting votht STERE: FTd. PO’ &R JodBae ¢ bg palEd o 8
to apply "I oad damihaldertpast 6r pREBR BAESdat® a8ll HoB&ts programmin
networ k which are conneg%ed tg it. Hstory Cient: pThe 8

history client (dyicksandnfore Rasagéholiier fare “irdicatedd signal to do
card usage dat gl g &[&%%V&g&g%g& & irfform the cardholder of,

transaction i s nade on twgscre
without the cardholder having to ponder over the data themselves.

(2) Credit Card usage analysis indicators can be set to “repeat” over a
certain period and can be told to alert the cardholder when an
“event” happens, via wireless or non-wircless technology
wherever the cardholder may be.

The features of the system which result in the advantages mentioned

above are as follows:

(1) The system is accessible and active at virtually all times, all day,
everyday.

(2) The system can more quickly apply thousands of different or

related parameters and/or specified patterns to credit card usage



The history client is a request-only client which
feeds data fromitself to the requesting party, be it
an internal server or external device. 10 Alert

wgzhm{ﬁsg}'he alert client(s) do all of the mathenati cal

10

calculations for alerts currently running on PhEAU2004/000806
system The alert client(s) request(s) data fromthe

history client(s) and process(é&$) that data through a
series of events. The alert client(s) is/are

responsi bl e fordgaenerating the final alert which is

sent via the ou{rgut service. 15 Qutput Service: The

out put servi@l TEC FYStem iy Mpreiacewniscandirasthematicel ireits imtatpretation
har dwar e whi ch ggagqagts the network of conputers to an

out put device. There are two mgj or advantages of the

present invdf}lithe systymCeadibe deaighedsiagbe aed"yaids “run” (e.g. the

i ndi cators can be.applied to, a .cardhol der's past or
present usage d%l“g’(gﬁﬁsﬁ d’i’ﬁ&ﬂﬂ%@ﬁ%ﬁ%ﬂawzbgmneﬁofmm until
can informa caiugr@ldj@rbecgiop%gd)'ji ndi cated” signal to do

what ever the indicator was designed to informthe
car dhol der d¥spectyi efhhet prasentciveitisind baven beemgickeribed by way of

p t lves edi t .d
LESATPICR add B 8 SFERGL B30 me{Rcaon; mag afiCopsaperio may
a be enddaiwithpet dephrtingifromrth®scopelikréar. al ert the _
cardhol der when an 25 "event" happens, via wreless
or non-wreless technol ogy wherever the cardhol der
may be. The features of the systemwhich result in the
advant ages nenti oned above are as follows: (1) The
systemis accessible and active at virtually al

tinmes, all day, 30 everyday. (2) The system can nore
qui ckly apply thousands of different or related
paraneters and/or specified patterns to credit card
usage WO 2004/ 111892 PCT/ AU2004/ 000806 14 data. (3)
The systemis nore accurate and mathematical in its
interpretation of results. (4) The system can be
designed to be "set" and "run" (e.g. the 5 cardhol der
sets up their indicators and can be alerted of them
unti |
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it istold to be stopped). Aspects of the present

i nventi on have been described by way of exanple only

and it will be appreciated that nodifications and-

additions thereto may be nmade w thout departing from

the scope thereof. 10 LLOYD WSE 15 CLAIMS: 1. A

met hod of nonitoring changds in an information set of

wagers placed on the outconme of a sporting contest,

t peamgghod conprising the steps of. a. a principal

entering into_ an a}greerrent ith a service provi dter to
lprovi de réaiethgdqinmogiionng; ¢hanges,in A HEPTHRHOR SE& of ysers
pREd Y thabutdsthE BF B GpHing Ssadst, HMmAB@ BBhPfisin@BRstept bE

Information set for at |east one change in the ,

i 7 ot pERGipH emteringinieran agFACRIENt WD 3rSeRErHRIOVIFes Froproyige real

be al, 1 Tio7el h r B@ih ' arameter

pregé'[?étfd?n@vﬁ Pnt or tely‘}cl)%’eg%tﬁ?ﬁnﬂ)%gl -ti %n(g{ léagco?grpdi n

t o t #twuptherinfqraktorm set| femastleash engelrange ire theyisforgaten set about

| east ., 0 computer .. 10 .an . the service provider

provWBFtheaPrE?éﬁfF’ilsﬂPﬁs%"&a?“gr?%sSage to the principal

ViR e seligRl frovidentivnReinganpredeteintited REfdmatioarset inerealttime,

| east- one change ,ac_cordiggq to the pringi pag s at "

| easECCOHENS W HAPHBFIPRIE @t {eeSt 0Be PAAMSIER FHngat (Fas 48 FOTRU "

clai g4l wherein the service provider utilises a 15

~totalisor agency database to nonitor the wagering

act.i thetsprvic®: pravider prowiding ¢ical-Feg Aot Blesiags 10 sgyiBrigal via a
the re oléé %&#}ﬂ@gxuﬁﬁgﬁ&grde e ﬁg@g%%gﬂ e 3620508 e according

pri or cone of t orting contest to which
t he tqothe pahgiph!®ssat ddast @mpbraoreterpecwsiet er rel ates. 4. A

met hod as ,clained in.claiml erei.n.the r . oy

2c ommuni cafy Iaﬁélgg Q@Clgg%d C )w eé'ﬁxB rtflg g%rv%%gg}o%lder utilises a
t&ﬁlﬁd&@itaébﬁ!:& gatﬁﬁawd) ﬁbnil?ﬁfmlhd veagelﬁihgadstan@r a p;ertsgnal :
conputing device or, a facsimlge or pager .the . .

3pri nci pal A methed as clagpe ‘9‘%‘%’ lnﬁ’g‘e’ieﬁ‘ e IPHH S RePrine and
al 2 medaBE iRalr PribfiCkd RBS obtcomef éfVEHee noftestV &ihich the

can be Used to send an input command to a software
pemvipalireideest eueaarametenyaldichg on the network of conputer
gystems ofy LAg 53 \ifified % BEEY! AFherkifl hE SRR Sofuftubtions
I'nput conman e software environnent sends a | ocal
device (RCD) comprises the principal’s fixed or mobile telephone, a personal

computing device or a facsimile or pager of the principal.

5. A method as claimed in claim 1 wherein the principal’s RCD has a
software component which can be used to send an input command to a software
environment that is running on the network of computer systems of the service
provider in response to the input command the software environment sends a local
input command to a software environment component that processes the command
and which responds by issuing a local output command to a server infrastructure
which in turn sends a remote output command to the principal’s RCD, and in response
to a remote output commands, the RCD issues or displays an alert output.

6. A method as claimed in claim 1 wherein the principal can define

parameters of a situation in which alert messages are to be issued.
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I nput command to a software environnent conponent that
processes the command and which responds by issuing a
| ocal output command to a server infrastructure which
in turn sends a renote output comand to the
principal's RCD, and in response to a renote output
commands, the RCD issues qr. displays an alert output.
30 6. A nmethod as clai med % claim 1 wherein the
princi pal can define araneters of a situation
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