PROVI DI NG LOG CAL NETWORKI NG FUNCTI ONALI TY FOR MANAGED COMPUTER
NETWORKS Background [ 0001] Many conpani es and ot her organizations

oper ate CCWB%EYH 7Qf,-tworks t hat i nterconnect nunerous %!}ﬁﬂnszz
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connected via one or noreFERINMNES C (BER RESIBRgtat € net wor ks) .
For exanpl e, data centers housing significant nunbers of

i nt er connect BacI@HIMY | Ng systens have become comonpl ace, such as
private data centers that are operated by and on behalf of a single
organi zation, as well as public data centers that are operated by

entities as GO nesseé\ﬂa%ﬁ@"}ﬁ’éﬁleﬁpa%toéh@eﬁf%nfzé‘ﬁ@ﬂ%t@ﬁ@tﬁrWl@!@ef
net wor k acceggwoR@MWHat iARFOTREE! BulBrlA b&hgﬁﬁ\q %gét%ﬁs' & siort their
l'e ot he ublic

har dware owned géovarl_ous custoners, | i data center
oper at or s prepgraéons; with g eomputing systemseslternativaly so-locaiedide.g. |, as
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managi ng the _assocgi ate sj calL conputing  resources has, becone
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respect to managing_| arge-scal e conputing resources for man
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exanpl e, virtualization technologi es such as those 'provi
VMAar e, XEN,businegses.- Nbefee Livuhliz dedg cenfervwoperaiong Ipeoyity sisbadrkcacgess, ng

machine to ar, Lpl e viding each user with
one or  mor e Rt S g Teiaafat ORI, R Relain SrEaf bebigindthg
machi ne, W tdustemodrs s while vothet aublimdbian echier perate pw&dsmmﬁe@rié@'n
acting as a_di.stinct logical conputing systemthat provides users,
with the il lg¢ ’*Eﬁ?%ﬂ%?’sg@%*@qﬁ%f%%sex@sém avaliaRie antiss By f&ifor s
of a given hagrere. CABREIAM GBS WdakeandMiichfe 3 IPpiBAIOYAE | dditers and
application isolation and security anong the various virtual

machi nes. FéPIMiefoR@iwosispas increased, the task of provisioning, administering,
and managing the associated physical computing resources has become

" increasingly complicated.
[0002) The advent of virtualization technologies for commodity
hardware has provided some henefits with respect fo managing large-scale
computing resources for many customers with diverse needs, allowing
various computing resources to be efficiently and securely shared between
multiple customers. For example, virtualization technologies such as those
provided by VMWare, XEN, or User-Mode Linux may allow a singie physical
computing machine to be shared among multiple users by providing each
user with one or more virtual machines hosted by the single physical
computing machine, with each such virtual machine being a software
simulation acting as a distinct logical computing system that provides users
with the illusion that they are the sole operators and administrators of a given
hardware computing resource, while also providing application isolation and

securify among the various virtual machines. Furthermore, some



virtualization technol ogi es are capable of providing virtual
resources that span one or nore physical resources, such as a single

vi rtual [ \j mul tiple virtual processors that %ﬁ?s:z S
mﬁl ti pI-enﬁfg?@ﬁg‘t{g% ysical conputing systens. Brief Descrip +1§'R§7§?P
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i gures2A-2Ci | | ,ustr at eexanpl.eso nagi ng co nj cati.ons bet.ween
Comput i ng. nodadi Wrtiak PreaEssasr 1) <anabe spone. bRl AsiRet physics

computing systems.
Brief Description of the Drawings

[0003] Figure 1 is a network diagram illustrating an example

embodiment of conﬁ'guring‘ and managing communications between

computing nodes belonging to a virtual computer network. '

[0004] Figures 2A-2C  illustrate examples of managing

communications between computing' nodes of a virtual overlay computer
( : network.

[0005] Figure 2D illustrates an example of configuring underlying

substrate network addresses so as to enable embedding of virtual network

addresses for an overlay network.

[0006] Figure 3 is a block diagram iflustrating example computing

systems suitable for executing an embodiment of a system for managing

communications between computing nodes.

[0007] Figures 4A-4B illustrate a flow diagram of an example

embodiment of an ONM System Manager routine.

[0008] Figures 5A-5B illustrate a flow diagram of an example

embodiment of an ONM Communication Manager routine.
Detailed Description

[0009] Techniques are described for providing logical networking
functionality for managed computer networks, such as for virtual computer
networks that are provided on behalf of users or other entities. In at least
some embodiments, the techniques enable a user to configure or otherwise
specify a network topelogy for a virtual computer network being provided for
the user, such as a logical network topology that separates multiple
computing nodes of the virtual computer network into multiple logical sub-
networks andfor that specifies one or more logical networking devices that

are each associated with a specified group of the multiple computing nodes.
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[ 0005] Figure 2D illustrates an exanple of configuring underlying
substrate network addresses so as to enabl e enbeddi ng of virtual
network a S ‘ r an overlay network. [0006]Figure '

di agram i ﬁ?és@rﬁgﬁﬁé exanpl e conputing systens suitabl e}%f'ljil)r 2@)‘(’@%@?‘{(@

oo o R Ry B R A R B el
exanpl e enmbodiefpdtkingl fidittihiitPyireepbhdiage tautieneork| REldy mavede
5A-5B illustrate a tlow_diagram of an exanpl e . X ,
provided in various manners, such as without physically implementing the
network topology for the virtual computer network. In particular, in at least
some embodiments, communications between muitiple computing nodes of
the virtual computer network are managed so as to emulate functionality that
would be provided by specified logical networking devices if they were
physically present and/or to otherwise emulate functionality corresponding to
a specified network topology if it was physically implemented, as described in
greater detail below. In at least some embodiments, some or all of the
described techniques are automatically performed by embodiments of an
{ QOverlay Network Manager system.
[0010] A virtual local network or other virtual computer network
between multiple computing nodes may be provided in various ways in
various embodiments, such as by creating an overlay network using one or
more intermediate physical neMorks that separate the multiple computing
nodes. In such embodiments, the intermediate physical network(s) may be
used as a substrate network on which the overlay virtual computer network is
provided, with messages between computing nodes of the overlay virtual
computer network being passed over the intermediate physical network(s),
but with the computing nodes being unaware of the existence and use of the
intermediate physical network(s) in at least some such embediments. For
example, the multiple computing nodes may each have a distinct physical
substrate network address that corresponds to a location of the computing
node within the intermediate physical network(s), such as a substrate IP
. (“Internet Protocol ") network address (e.g., an [P network address that is
specified in accordance with 1Pv4, or “Internet Protocol version 4, or in
accordance with IPvB, or “Internet Protocol version 6," such as to reflect the
networking protocol used by the intermediate physical networks). [n other
embodiments, a subsirate network on which a virtual computer network is
overlaid may itself include or be composed of one or more other virtual
computer networks, such as other virtual computer networks implemented by
one or more third parties (e.g., by an operator or provider of Intemet or

telecom infrastructure).



enbodi nent of an ONM Conmuni cation Manager routine. Detail ed
Description [0009] Techni ques are described for providing | ogical

net wor ki n ' lity for nmanaged conputer networks,
virtual. cgwn%%@%ﬁﬁgfmrks that are provided on behal f oP use?@%g{sg{

other entities. In at | east sone enbodi ments, the techniques enable a
user to confilifle or o VFERPLRECT aarﬁée‘\;&?&%‘fﬁ%ﬁﬁ l?é?%lfl?&aav"?uaq
virtual conpybgipuRstRKrkDSsiRg pReiied By the DveRay NeWorlSMaRagéer &ystem
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associ ated w a speci gr ou pl'e comput’l ng nodes.

iAf ter a netweohputgratalgyrk that peeidniradtsdoto those raamsputingnpadeasr snbstrade k
ogi cal networki ng functionalit orrespondi.ng,to t et

t opol ogy may "f %E&?‘ﬁ&eé&e?* X brz%/soﬁgmrﬁa#gpsqf@H@ﬁnggﬁ%dthg:@ﬁe%sées used

physical |y i fgH eesblined tireudi@ompuiert @tabagy ihcit ledst sonid ealbodimentt er

network. In particular, in at |east sonme enbodinents, comupi cations

bet ween nul t PPASitEalRNS: thiyviRgakeoraputehaetyork Gﬁlngcﬁfﬁ’ﬂ@?érm% ‘Wc%tek Usfe

managed so agi i%}u@@%ﬁ)t&ﬁg?%ét%@iﬁérémt% H@%‘e@v@t‘ﬁir@&’é?r{%@ﬁu@é’d by

I t
specified | o rking devices If they were physicall resent
and/ or to ot Her sikstratarneitosk {@ige witbrihevinuat spmpyiss mgitwerktusing the [Pv4

chect ed PenRII"RRRRY. fod g Yhnel] dbhitet TRVESR St 198 g
or all of theetieskingpedtotel.hMheumnatiegaddesat itieahriyapeomhpuiee detwork
pietietadt AT RS A SRR A
communication to another destination computing node by specifying that
destination computing node’s virtual network address as the destination
network address for the communication), but the substrate network may be
configured to route or otherwise forward communications based on substrate
network addresses {e.g., by physical network router devices and other
physical networking devices of the substrate network). [f so, the overlay
virtual computer network may be implemented from the edge of the
intermediate physical network(s), by meodifying the communications that
enter the intermediate physical network(s) to use substrate neiwork
addresses that are based on the networking protocol of the substrate
network, and by modifying the communications that leave the intermediate
physical network(s) to use virtual network addresses that are based on the
networking protocol of the virtual computer network. Additional details
related to the provision of such an overlay virtual computer network are
included below.

[0012] In at least some embodiments, an embodiment of an Overlay
Network Manager (“ONM") system provides overlay virtual compuier
networks to customers and other users, such as by providing and using
numerous computing nodes that are in one or more geographical locations
(e.g., in one or more data centers) and that are inter-connected via one or
more intermediate physical networks. The ONM system may use various
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between nultiple conputing nodes may be provided in various ways in
vari ous enbodi nents, such as by creating an overlay network using one
or nore i r L physi cal networks that separate t i
conput i ngr\hgéﬁe@m :lléasuch enbodi ments, the intermnedi ate%n%z@aﬂf&%n
network(s) nmay be ysed as a substrate \rll\ieai\/\%rk on vvh'%c the overla
Virtual  compGORUNAANERK MaNaGEL raaHEs A riire S08G6ST BBEWSRR EEmBlH ng

nodes of thejfyeiddite Hysical nefVEE & riiader dorRunBab&ss /Y Y alarible
i nternedi ate physical network(s), but with the conputing nodes bei ng

unavar e of t Reerisy YitualceorapeetgesTky Re theit erteedndileaphiy brmediate
networ k(s) %Eﬁidl%ﬂoﬁ&ﬁaﬁ&'%@%@h%P%&% étegﬁﬁﬁﬂhg?r fB8ules 1o

multiple co ng nodes y eac ave a distinct ysSi C substrate
net wor kK addr essrdinaté other opeyatinds of theaONdtsystem. dforteremplanpe ehagledbele

within the internedi ate physical twork(s such [ p
("I nternet PF%WHE@I’CB%W ,e;;ngoaiﬁfegﬁg W%%bccﬁﬁny@%at&r@ﬁ?i&g%%&ég
that is specijfugHchmipates aeddtrs heirdpidvitkd, e ONN asystim Riayt back and
version 4," or in_accordance with |I'Pv6, or "Internet Pl[‘otoc | ~version
6," such as HeP Nemt@c*nfqrﬁ@tlﬁ@t&\newk’ihﬁgcommiﬂaad}od§§@3 egeh Vifial computer

i nternedi ate Ieﬁgﬁ?ik Cﬁﬁchnsé}‘tegﬁé%-thé RuBLESE STRRAN MRRIGK Ridvedisbf @keh

network on wh a virtua uter network is overlaid may itself
i ncl ude or beudoapopdingphodnto the ane or mareoveriay viluat palware gddresses

net wor ks, sugh, as her Nir er ' . .qne
or nore thir S%ngﬁtlgtiéﬁtpe%&%Oq@%}u@%n@%%f a? grat' \oﬁ?é r%?ﬁéﬁﬁ% Eﬁflbtr@iéﬁgitﬁ]
or. tel ecom i nfaydsdt stocddias) propABapilio/ vkitidds SRCHEHSEOT4IQG A8aodiments,

10011] When conputin odes are se|lected to participate,i.n a vir
conput er net i\ "Ebgﬁﬁmﬁdeﬂaéhgﬁbﬁwh%F%ﬁaPﬁé?sNﬁ?ﬁﬁ%ﬁdN&ﬁ& r@%%hem
and being ovgghaid on a substrate network, each conputing node may be
assi gned one or nore virtual network addresses for, the provided

virtual comp®0&d net wdrwihersereria Qiﬁ?reﬁoaP@HiqeoViftHﬁls%orEBWBDf‘P kKo des:
substrate neg%&r@?ﬂégﬁémm&ﬁ%hd@s?rreﬁrrﬁghﬁer[ HOONM syétéh%!w}%el%é@?é k

addresses use provided virtual conputer network - in a
| east some eatdddthententiiesl toi interacométh thee WNM sxbtedbriputlefeasst SRR

bei ng provid ) t.her e i 394 pr.ot j :

di fferent fr%&bgﬁ%ngr{ﬁ%v&gr ﬁ?'lri:ﬁ 6?0?0\2%}%%3%}& f/egt ﬁﬁqéfatrg roar{ Zornevtir\t/\%rlk
(e.g., Wth thepuier netbokethat are pretided kyukiengNivhsystBion dehelf kif rige
protocol, and the substrafe conpute etwork using the |Pv6 .
net wor ki ng pHet'8&5IOer E‘% mﬂb{rﬁaﬂ@é\gwe?w&h g??él%é?t'o@o'ﬂf%?’lgpon
net wor k i nt eps GRINTYNikaiging Sthase tWaguali ddnatten elewasrks adTine spesigdration ,
by sending a communi cation to _another destination COH’EU%I n ng‘g&iﬁ%
speci fyi ng t QTMBEEN| it B rPaticHiat | gl o GeMBUlar, NEBYOTRe NAVPR s

as the desti te%'bﬁf%@sg%g (lg%ayfig%m & B&Qﬁ?ﬁpmﬁ%ﬂﬁ{o&_ r&,t?@%nd\ﬂﬁg

Substrate ne ured to route or otherw se forwar
communi cat i oneneaglesivetist ubstuaatity efdhewnidtiple dronysding (nedgs to fiyclude as

hysi cal t K t.er deyi ' ; ' '

ot he- subst Pt & I Ve BAiRE RARE Sk, Histe R A Rl i dBdes o
net\/\ort(rr;ay ’gﬁinbmgbf@m_ re;:h;] frreowmnd;leqoa@tgﬁt_eromemt 0 t;ianta:mgamﬁhcama grbygiof al
net wor k(s), i fyi e comuni cati ons .t hat. enter .
't o med at MRS vihah Betugrk COaR5on 08 SHRREEAME ot RIS SaPRLTRg
that are basggy&yofithe virelanesinblsr RERIARParfitulanNariealisiweikeadipisses ko
and by nodi fying the conmmuni cations that | eave the internediate

physi cal net assaciale with pagiopiart cNPHNONDPHES G mMaskadar guprsrd toiled

on the netwoLki ng 0 ' i i f
Addi t1 onal " age BRI o e b5t Kb stfhe EPERURERRRY Mg nodes o
vi rtual conptheevirinet eomkuter enctworlky dech sl ioweflec0gedntitieatandéersypes oé
enbodi nents, an enbodi nent

nt of Quer | t wor k er. (. X
syst em provi GREPEYE TS5PHUPTS Jafg%dﬂiﬁﬂ?éa v:g\@'l rﬁ@gﬁg%%ué\fa('olﬁegrégq %r;dc]e
computing nodes; a geographic location at which some or all of the
computing nodes of the virtual computer network are to be located, etc. In
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comuni cati on nmanager nodul es at the edge of the one or nore
i ntermedi ate physical networks to manage comuni cations for the

vari ous O\ﬁﬁblzﬁlﬁfﬂbﬁ ual computer networks as they enter, g3t} &RYR:4 e
i nt ernedi at e physical network(s), and nay use one or nore system

manager nodul es, to coordinate otfher er,ation f the, ONM system ., For
Ceante. o aRabe. PR GoRBANEPE LPBRARR e I THE GPUOIEE NeLAd G aTa) b
communi cat i OBgedifdd LRE &VAsEAYorY iotietalenfgMit @4ridiet Weaitser®eimgrarious

provided, the ONM system may track and use various information about
t he conputi ngmbedisaenss, suahhasy by taraexecolipg epdraet oothe usaic ¢fBer entitap

t he substrat | aet f - [ : to
the one or mgvh MoRs G APAL) TREpREToR orfElriHe ERdbs) chsuiREBy | 2
conput i ng nothtee O8I systeppfondhatnplirppdecand/nf by ratserihatiptaractivedr esksamd
propagat ed i arJj ous.manners. | n.vaki ous. enbodi gen i neludi

central ly or al‘n gEﬁpz"Hg’?b‘lﬁeéd'” &, plﬁ’é"%ﬂs@ﬁs@%d%g%%%@r ﬁ%e%héﬁtl

bel ow. [0013hfwyosBer nore, in order to provide virtual conputer

networks to users and other entities in a desjred manner, the OHM
system al | owi8lers arl@ asidifion, arPrevieusly Boted; waigal Ngiwarkipg dunstignality
systemin at Q"o i t f bdNIdRdTpy B SNMOlystaP s
of informati ](c)dr{e'?%%a Htu’g} %nﬁ%&snﬁ?g@%ﬁg@t hat ay:/e provi dgg by the
OHM syst em ouafiaisamianoérstineagions smboda¢rds, with ithe ONM syatermnpetierasung

and use such nfi qur.af i i QN a .nr oy di: oS

vi rt ual corrpﬁ%"gorusngic\{/@éigtg fﬂégé:rgﬁ#ch‘url ‘f%nﬁ%}tr\#%}ﬂn tfﬂéﬁh%ﬁ‘tﬂ For
par ti cu: a(rj vbjftamale, amﬁlnnbebth%bmﬁhyknbwiritmgﬁtmim ltl'lm oNbbsysteiniy a}nm
may include, for exanple, .one or re of .the. owi ng_,non-excl usj ve
list: a quanf??§ Sf“%i‘-’ﬁgn?mﬁt Foplcé’nggﬂrﬁut"?ﬂﬁu%daﬁ’ém?ﬁ&? n ?Q}geaageﬁ?ﬂﬂf
of the Vvirt ugdpofdynit£paielMp VifuaPBempliteFRERVAPR 4ricC tHeaO NP BRI inNgay
nodes to include as part of the virtual conputer. network; a ran r
other group BRCln@ndi gt syeh twcrhe@%PBYﬁg‘BE%rﬂgnt‘%?%@? étsep%floﬁ
the nul ti pl ePFoQIiH?r’ﬁ {2 v ?gaﬁpuf&%eﬁbérkpa{*he%%@fo BRIgYAdsfiguration

particul ar virtual™ network addresses to associate wth particul ar
conput i ng notdernmtiopafor i @ wirtyal grooupdeohefrairtroay Joelpde i vagioHs deres &f

t f at | f ti . i pf t LLkLal
conputer et ARl n ekt el (B8 BEleBEuERET Jst, , e ppbhied
conmput i ng r eapdngaReito dbethenadultiidel sorbbuity obtes wofs theavaitlalbbemputer he
ti des; hic | ti t. . which. .all of th
comput | ng. nodeRicER. SR8 B (bGP SBmAPERt HAMRAT RIS SomgUnEs ol tfo
etc. In addphitQst.a ke EOHAEENAHaEMs bBEEYiABE iviith BOArsBspédifietRhetwork

conputer network may be specified by a user or other entity in
vari ous mann&rsen §evies ispdsodiayed WQ,SU§§@1}1°fé§eW’Hﬁeé?élfi;{“ﬂﬁ@"des
program of the USgL+OLs Qt [ ' a | With AP d
("applicati oﬁglggog%%m‘?i %gggﬁ?ﬁ%géﬁ@%otﬁgﬁ %%/S%tcﬁaeté%\m systsgr%o?or
t hat pur posespeuifiesr nbtwaak ugeter desice; atceoact drvimbre apegified astwork router

(L Srophical Hafes A SR ol el B 18 EANePlE Bkl b

functional i t gomputer network, such as to each support particular computing nodes
and/or to perform particular indicated functions; etc.
[0015] The ONM system may take various actions to support a
network topology that is specified for a particular virtual computer network.
In particular, in at least some embodiments, the ONM system may emulate
logical networking functionality that corresponds to the specified network
topology for a virtual computer network, but without physically implementing
some or all of the specified network topology. As one example, the ONM
system may use multiple communication manager modules to transparently

&



for managed conputer networks nmay be provided by the ONM systemin
various manners in various enbodi nents, with the ONM system

perform nqm?%lioﬁyﬁlsacti ons to support such |ogical net W '89@10/027822
functionality. For ‘exanple, a user or other entity may interact - wth

the ONM systemin at |east sone enbodi ts to configure various
nformat; on SvAGe SOMTMDrAONa RTbgy S B Dersaraoias Hidee, B IR o1
networ k, andehhgufNYetwsikem BeMahhaC hashiatess HpRtiGRIIN thatt Bpakiosy
configuration information as part of providi n%ﬂt hat virtual conputer

net wor k. Thepreidasr Ryt opp| Bginasensnasifiest netvarkingr deiicasm of othea e al
conmput er net gy QW ' ' i ' ' rieg
the foll ow ng r?(@ 2 ex*@fegge\l';%ﬁf’@?é'@gﬁ‘é’?é‘& A?ggqréﬁ% gﬁg@h‘%ﬂ?"‘éﬁtﬁ %fé!\?ﬂrl@

mul tipl e conpodi wgrenopkesi db trdvateviort otleneisap dvrevard ethgordommusisationst o

have a first_subset of .th ltiple co ina.nod I .par

first sub- neFHﬁrﬂq’Jn}q{%’t thessgﬁégﬁépb(ﬁﬁ%mgé é“@?'i?‘gt 8‘%@2@}1?‘% Eﬁﬁﬁé rﬁjﬁreﬁ

router devi ceodaRd toeerhakt rsponseic Hbmrirking refeessimddd by computingg
nodes being part of a second sub-network that is associ ated \/\11]2%'1%%3

second speci PP HbthR mRanmsi & adlogplc BIYieal; neWeriyg (svices fuie
networ k rout FJSPE!@{ &(?ﬁ;%gofeq?%ag,r ?Wi"@@ff’nﬂ% Nenicrie MdnBgbniing Frétocol *)

operate as par evirtu omputer network, such as to each
support partéeeries; etonpulni #is noasserantieoONM sestesy mparprEidealogical

i ndi cated fungti ’ T. t .Iﬂég
actions to sﬂ%‘&@?@ﬁ%fﬁ’t&%\?ﬁé’&?@é&g ogey h%%@%%%@%ﬁ ﬁ%@ve}‘@?éa y for
particul ar vantraed coonidrenctvetiydnlit . withoupane icoodpating inodas df éas tvirbsie
enbodi nents, the ONM sysiem enmul ate | ogi cal, net i 0

functi onal i t fPTREEr @8&%&8%@?@%@2@%&9?{ 8 eﬁ&'\\ﬁ@ﬁ E’e{@pﬂ%"g%ﬁhﬁ%r
a virtual cofieuigdcifieet Methisrk fiplolotfyt Bl phy¥isRRAImplemepteefortthayirhaire
or all of the specified network topol ogy. A ne ex Ie,,%hfa O\M
system may uS@MpkEf Pﬁh@rhorﬁﬂmﬁﬁ"ﬁﬁ%ﬁséﬁéé?&ﬁ)a[ﬂ qdegail below, m at
{ransparent | iy <JfREAMDABRIEIA! FAkbRIROSERS PIADNI 8ydibm FaTRILIHY
nodes of the virtual conputer network in a nmanner that enul ates
functional i tipgetier ineudidgtibetesk mandedtchprayite binchwrdtyspeicesnoaging to a
net wor ki ng deyi. . ol j i b
opl erment ad ProRRe e Hehierkib e sl et A SHaltrBoll el Silsicel
or ot herw sedéweavds Girighe responsible dor ensulatiig ehpantiouler IogiealOhtvoyistg m
may use multipl.e co j.catiqn nager dul es. to enul ate,respo

t o networ ki nBEYeque ‘{r‘r‘m‘j’i ﬁ9faﬂ§n{)%?efﬁﬂg?%oa@¥“$’?9 the'© %e?gtgvroﬂﬁﬁg
| ocal physi cainchiGiamef kbme ARMAICBompuh stwbik e SiReddahee piitty specified
requests, SNWP ("Sinpl e Network Managenent Protocol ') queries, etc.
In this mann@QQfIQﬂJF@OmMOW%WWdQC?Hg%@Pﬁ@wl- ogi cal networki ng

functionalitysihat corpegnondso @nﬁBSﬁ%éﬂt&dthgeddfﬁﬂging%e@%ﬁv@éna

Virtual conputer network, but w thout the conputing nodes of the
virtual conpwhieh cenminikations ahe managedanayl hes physieal giomeputisgt $ysjgms

being aware th t he eci fi L WO opal i hysi C

i npl enent ed ?ra(?fo[ H@aX/iSD%t M%uaﬁ%ﬁrﬁ% ﬁ’eﬂi[tv%@k.gg%ur'ﬁ?{eb?fnooge?ﬁgs@ hibre
descri bed i npigysiail ecotputing bydtems, | andit theeastmewmeatiohs dmegntisclude
mul ti pl e nodul es of, the %M ngtem %ogerate taogether .in a i) i
di stributed FaRSBIESIEBS &f SARESCundPPSIREPP HREGTS: i HF AT Ste) i
particul ar | pehsal foRRAMOTAd Pravide¥lGioted Wond BRIl BemplLie Rod@iude for
physi cal device is singly responsible for enulating a particular

| ogi cal net war RefiguigeyP¥idefd @veflan Vit SPMPUiRE] BERYPTK o MO dFHEE a
| ogi cal net ' [ ANy il & NS4 00Kl Tn
accordance W@-ﬁbgg]e%ﬂ??gdg@gﬁk irdgtf# gr,'[it? ?annn%yé?énrgﬁ ?gﬁgéar 3’ I ncr_l 'udeéj

bel ow. [ 0016diher aambadisientso semenbo dillneuths compatic® mudes noayoigeiead be
bet ween provided by a user who uses those computing nodes. Furthermore, in at
least some situations, an embodiment of the ONM system may be part of or

otherwise affiliated with a program execution service {(or “‘PES") that

7



whi ch communi cations are nmanaged nmay be physical conputing systens
and/ or may be virtual machines that are each hosted on one or nore

physi cal c\gggwo}'lpﬁlsysterm, and the communi cati ons nmay ljcxfﬁksgﬁﬁioz’fszz
transm ssi'ong of data (e.g. , nmessages, packets, franmes, 'stfeans,

tc.) i i f ts. As i qus! t ed | | ti
Podeb Used | BRORERIARAR RIS PRI MjHe PORTEacs A hIE TREcaD: k
nmay in some ﬁ{@%t g,ﬁté}g 2 oiglegrapy HheufdM sargibemiaer usise ntiple

users, while in ot di nent's Some or all such conputi_n%onodes
may i nstead bemputing dyatenis anuritiplhehuved petwoskse ihgut MHEPIFoRBYSICA

e o ind 950 TS i, AR e b

systemmay b or otherwse aff a’ program
execut i on sesuércenflmdih&fS, virtuahtconmpussrunetwonkd ta phictp copaiieg gipdes

behal f of tipl t th s, of j

or ogr am exec HEPBR TT8Y bPaBaiet Paded ohASPHR L ui PR af Bradd B 8 °
mul tiple th§bﬁ?htiﬁU§hM@éé<§xé®tiﬂg progratrispdre bbb btalusepopathiengntitys thens
and networks within a data center). In at Ieaﬁtqi(g such ot
embodi nent s, agditiendn S@ME@IO%tWWQOQ'H‘%P‘i e 'ﬁ@lﬁﬁﬁfﬁ%fe@e pa
bel ong My bes 5eLeehile RPNt OSiRAbIA PefWork SeflToc fordTNE!) it

the conputi ng nodes executlng programns on of a user or other
entity. |n apoividesnconfigusaide psivateacomnuter ietwathks donewiliply cuslemekgvor

system may be.part of her w il i i ;
et wor k. sorv P Lo ot SRR ST B bR fppufRitebatacs G
conput er net wailtige computing Bystemssthatrerssprorvidet e mudiipies pbysical enstworks
service, such as by using cloud conputing,technique i tip
conputi ng syéﬁ'g'ms"%w&fe é’?‘&S‘ﬁ?lm?P'a”@gR’&% ?Yg'fem%laé.'dpﬁﬁ@f%% h’x@%i{}\o% kééaqa
(e.g., multipkgephysical conputing systens and networks within a data
center). (0017]As previously noted, a virtual conputer network ma%?i n

some enbodi nE¥E be prodviPFREOWEY aAtes & Yyl pifRr PRAYOTK LRRY g0
mor e i nter medpalaihhsiiea AP LESaRDVBIRY PRhlick SthBELYes koneaBH nitte

or nore such over| ay vi rthgf‘ﬁ%orrput er netwworks may be inplenented
over the subitieraesliaiet pysical metweke s Aasubsiratey apivek. andienehmgere

For exanple, in at |l.east. i i eati t

nodes of an 8&}@'}|°§’§fﬂ§?r§'ﬁ§%m§8’§gﬁ%&%\a‘&ﬁﬁ re m%ﬁgllgem%}esdg%gma

t hose communigigdtie hetvek it herisubebyatrevaretsmribodimeotst  Eoroaesdlatinng
t he communi cations, such as.,b nbeddi ng virtual networ.k re

i nfor mati on Abreast éBWﬁlﬁmﬁﬁd‘\%’& ’cﬂomrﬂ%ﬂﬁtﬂnﬁg?etWS%\g@g?S %g%;\bc?\ierlay
(e. 9., the dog{anabinpltefOrRwbHNard PetRiagedi iy ahdingttnosK corinatctions a
| ar ger physi cal network address space used for a, networKki n%ﬁgr ot OCRl

of the one opvelihe substpirerpiMOE PHpSURNCARBEABNG the gameiypIcations, suc
|| Tustrat | ve exampinfeddind \irh b ne SRR HcRfediChI B tiBR Yoio& CoffphAg Moad
4" netwo addr

asing 32-bit r esses, and those 32-bit vjirtual network
addr esses nayf the: \dritad cddenp Léar rEaworkole. gL 2Belsiestingtios ¢RsIRing noderseddea

used by the ong o e i\nter iat I S c y
reheaderi ng @B&Fﬁjkiaﬁ{r‘?ﬁ lgaiﬂicggggﬁ'ﬂvgl?ﬁﬁbg éjtrg%@\r&génésgn? %%éogggfé&rg.a,
usi ng St at el agawdrihh@YBtotopsoisihat drenor mrorsSkntpimatiatet presiviab setwwaky. y Ang
such data transm ssions to transl ate themfrom&{f[iérst get.worlki nl%: d
prot ocol for ORI ibystEatKe %a@%%ngi\@%{eéocqnﬁmgerdpg R (MY PR PIemente

net wor ki ng pyehacab.hi’spd Gidibrk adbikskeat Bug BwasPBR-bitboitial ietwork
virtual conputer network and substrate conputer networ

k may be
i mpl ement ed addregsenanaabe ambadded agdpars f n@sﬁ?ibﬂ%‘@we{”\é‘?%.%dqrﬁﬁﬁsor
| Pv6), and d t LSSI I Qs i r LI
comput et net WS HYalTRG o0 < PR Hchidtiatg pIBERA AERAKET odth bR
use di f f er enheptigrrigc abmnetnication guibketss es other dadg diaosmégsianst {eeg., using

substrate networ [ transm ssi are 0 ; S te
net wor k, but %tﬁﬁs\é\ﬂb @M%ﬁﬁﬁ’ﬂs 19 Q‘i@t \%r%ﬁg%eeﬁggs@@gi %%gﬁs{iéotrged
transmissions to translate them from a first networking protocol for which

they are configured to a distinct second networking protocol. As another
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[ 0018] Vari ous benefits may be obtai ned from enbeddi ng virtual network
address information in substrate network addresses for an underlying

physi cal w8§§1535ﬁ1 etwork, including enabling an over Ip%)f U%fzoﬁ)}ﬂ%s 5
virtual conputer network on the physical substrate netvvor{< V\nthou%

encapsul ati ng -comuni cati ons or, configurin hysi cal. net wor,ki n

devi ces of ﬂ’lﬁ'étr%\ﬂﬁsieé‘ém %b?PF'htt_genE&}d@l w%"g@‘aﬁ %‘é’ %danq Sfjgﬁtfaé‘?
detai.l bel oweofp{ddi $IBRER M) BBNmbRINMETEY uSIRgTA¥ sBifd hétioyk Bedressing
enbedded in the larger g{%y cal network address space for a

communi cat i oRrdeealdey. cFhduen iybhomnd date Bansneiagiens sRB! ¥iRHBE; PrevMided
and i tuat | 0B5er 3G AP cBMpLALHLA USHEVitid) ddwBiB6dieglbimay be

vi rtual conput ér ‘net wor i nc ose conputi ng no (e."g.,
vi rtual conpuicaifiedetocnsk diffarerst pismicabnebrdrkraddnesses anreshosdingdhadhe

t hose conputing .nodes operate). Additional details related t

provi si on of Sglg%lf?? i'?‘?twgﬁ( é'fm%upl@r qw&gﬁaﬁ&ns\/@e et o‘#\%cgvg‘re I %bs’:rate
net wor ks ar eniRgdriidiest Wik e ofi§iaaRyifualt Metvaek addresseldeihgastoted in the
managi ng configured network topol ogies for provided, virtyal conputer
net wor ks, t h&aoNiads data niraagmissions her deteryised fRekefhi ﬁ%eg‘qo&‘ﬁ"ro @

various ot hefrah&ﬂ%@ioh% h%}/v@é QB e w%éiprb?igin%}!“f@rnﬁsw}ﬁéﬁ“ﬂ?éynﬁxi_t the

communi cations to and/or from conputing nodes of a particul ar virtual
conput er net sobdtrate retiverk. c dnmibeémhgmbodisenthaat lrasbrigme of Hae eMerlavial

conputer network..|n i , £0 1 e at :
mul tiple vi r%@Pukeémiﬁr&ggﬂ(%g%&ks%m%élhgfggf%gr ta gfngf %nep g?@%[?e of
i'nt er nedi at ecomysaintationet VadikisnaWdethiss stlatbt tordillit areravadable taldRequest

isolation for. conmputin es of L vi r.t ual,. capput

network. In EBB&QWH?“ h&%%sé 58?‘3%%58'5’&93’?"% 336”%’%*&%#19&8@0%' ?(?bélfﬁ%ws
conputing nodeso.t at ed§ikkdotbietfadetedrg<RiAREhBil &saShvatt2766 nfwhere r tdo+
conputer network, such as to allow a user to dynamcgall nod|

. th
size of a vi ApdarsleehpArer rapacker RY ( theg correspaiidiishicearg rﬁo‘ﬂit;’&hﬁjﬁé
quantity of gponpd i NGicRAES%erbBy fddrEsrated by TR & ir?lil%r&ﬂk?tggeﬂﬂd‘r@r

more or | ess conplUting resources). Furtherfrore, the use of
descri bed t eganéraligsnaioste embpdimants kdegdmplameniingnal drst ivegay nebarkt e

cxpanded t o PED JHR- e ol AR pRavBI Bk SRRk s Speciied

expanded to i-on conmput 'ng nodes
geogr aphi cal fdromatfirsiheveryi sétivock o1 anewdancd with & Gnglutadworkeadadneksing

bei ng provi ded may seapl essly, .use those, addjtignal conput.i n S
since the unaw?ﬁﬁ@%{a%mﬁ%ﬂ%éeﬁmi%ﬁ‘ qh?ro@lt[}@{ E%W%ﬁggﬁsgﬁgﬁt%
and from t heggabfdd dbretiRebusdd adisktens afethork inhaseoragsid withah second
conmputing nodes in the sane manner as for other previously exi Stil{éﬂ
e

substrat e neDRRYAK cafiassing Rskpest Wit atN'| %T%twgoth%n%n%%i"#@g?@, t
under|yi ng SE?&%%@.-@ Rk EBMSEQE%QI%@{B&O%[ Zfh gﬁdiﬁlom, ‘iﬁpﬁtr‘lghﬂgsome

mul tiple countr r continents), out regard to network | atency
bet ween conpetribodimentes aat Nebit fnetwork pddrgss ongy be embedded in another

network address using more or less than N bits of the other network address,
such as if a group of N-bit network addresses of interest may be represented
using a smaller number of bits (e.g., with L-bit labels or identifiers being
mapped to particular N-bit network addresses and embedded in the other
network addresses, where “L" is less than "N”).

[0018] Various benefits may be obtained from embedding virtual
network address information in substrale network addresses for an
underlying physical substrate network, including enabling an overlay of the
virtual computer network on the physical substrate network without

encapsulating communications or configuring physical networking devices of
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WO 2010/ 114715PCT/ US2010/ 027822 [ 0020] For illustrative purposes, sone
enbodi nents are described bel ow in which specific types of conputing
nodes, net%rzﬁm_ﬁgmmni cations, network topol ogies, a%TfUSZGlO/OZT -
configuration opera%i ons are perforned. These exanpl es are provi ded
for illustrative purposes and are errpIif'_ed f% the s?ke oEﬂ”bre#ty,
and the i nvefd whygiseh fubstateniptyrrcy asa Gispussed dB LAl (e W
situati ons, %ﬁﬁeﬁ*oﬁé’”'o@ﬁb@fm@‘bﬁaﬁ%%iﬁ? SRHANY bel BRABEHAE O riRe liatgera

net wor k di agram 1| ustrating an exanpl e enbodi ment of configuring and
managi ng conphysicalt nefwerthetdresa spaep Uior iy CaBaBIIEPE rkfitwgen cogputing

irtual co : ni:catl ons e rbalheken
one or more’ [Ries AEal st shiht bollerie I BHLAT thPad MR IBh AT
t he conput i ngpedifiesto len garticulaxamplad, computeonhéiuerk ninabnidcivdesagthoge of

the communications is facilitated by a system nmanager dul nd ..
nul tiple conﬁﬁ'ﬁ'PHﬁ’E‘g SRS G WEY I?é“%qée%ﬂe@&gﬁ%ﬂeag 0 i?e{tg% g'&tfty
the ONM syst ganyhkze Wﬁﬁh@s%é&ﬁiﬁemd&yo;i@aw.emddfﬁ@haﬁmm elated
conjunction with a publicly accessible program execution service (not

shown) and/ otc pimisien ¢f sueke yutust sorphiargiataerke iaurerd Qeriay Aetweiss
shown), or igféﬁ]@@dggybe%.used in other situations, such as with any
use of virtual™ conputer networks on behalf of one or nore entities

(e.g., to suoe¥t nul tFykhermore,udn additor do maNRgINKs dopfigweds apbyark

arts of a business or her , or.gan| i IV r he
g( gani zat i onf‘?m'ﬁ%‘%‘f’z@i" p%&.\gggc, ﬁﬁ@?‘&%@ﬁ%ﬂ%ﬁ{%’@‘ﬁ@ ??j@é Qgﬁg@x'ﬁﬁglfugé
data center {0 desthbedlltetimiguashytei privideo varibus gothys themsfiispar atasidusn
behal f of the ONM system 'F[he, exanpl e data cente 1f00 is connected to
a gl obal i nt gfyiong38uehy @ fMAng; QPMRUNIgE %{‘Scté’n?@m 6y SRRTPNG NS9RRes

access t0 ONgf §pafRiUfr &AM EbMBuRY PERTEK id biheY cOmpUtiNGhedéeihabb&loddO,
to one or nore other globally accessible data centers 160 that each
éﬁﬁ' gﬁ‘ier

have nulti pl to dhatpviftialgcemppuighaeiwetk. s v RS, MaRpet CHEMRIIBE RRfes
conputing s s Ih i ,
2 publ 1 ory° aDEEHE to faltipie ¥t EORpulcRnBRtTks hy, e Bans SPONE PN
vari ous di st intenmeshatei prysicas netwaks,twikild stk madntainingd netwerlpisojation for

t k 140 b f . h i S I
or partial Iy PHRbf oBeE o ArfucRaCoiREl EoBpIRL Mebluknah g he
pri vat e net WQfg of 4he Q@egmtrad mhmtseem;léwm?ﬁbating oﬁdwmmb?ijy bene
Cco utin SYyS or Il e CO uti n VI CeSs al eac onngc
direct |y t o BREST It @RdlBt rracBe T 2 el FRRRGHS MM Suth 2 Rodm 2 a
Di gi tal Subsggdbgy d@d’rﬁicéwa}w th&lshdl 8 a Nt rdeniuter fidtivord (b s 36

connection, etc.). 023] The exanpl e data center 100 includes a
number of phy¥haaica ms%fvﬁ@e syan@nef compuiing Modas ta seflech g8 ameunt\gl) |

as a Communi calLan, Pﬁ{orgﬁg%ﬁn C%E?Jgfiﬁg?es%ﬁ%éé ERuferfife the TREQS

ot her conputing systens (no nage co nications for the
associ at ed cthepdesaripedtetimiguesbalao EBBneriactangdyto @mundeddeg subeimte

110 that executes, on,one _or [ conput i.

this exanpl e?e@‘é&fh _pFR;s‘?)@gllpi%‘o’ It iuﬁgeﬁwﬁg%x%%éwg&h%%ﬁ iq%l e
virtual machinideosgdiiong boeweatimnthodes| atdedditiona@lsgesgjraplidalv locatians,
machi ne (VM) cqommuni cati _onﬁgana er rmtwlg (e..lg., as rt of aI |
virtual machPXETN 98 MEWS ¥iuab RPTBHIEN JIEWRIES BRI PAV! Vi spmiessly
system, sucls@sim¥ik Camminh g aksmputify) airies Mthbee HO Amdrnging! slibdtate
machi nes 107a on host conputing system 105a, and such as VM

Conmruni cat i onetvenisgeill neutal eonoBicgtiany tet aad Heehihfe Substrateo hehtk

exetut o any SUTESERS for BYE eOBo ARG EHES T thy sdmb taantd Mo

as a conput i nthenqetevithaly alistingt Sybséraée nttwork mengputimgr rodssf t Wareé least
behal f of . Th ] i,cati I

Phat manages Se0anempeAtalts e i aVag-shesRelscnabing iy, BB i 5%

(e.g., spanning multiple countries or continents), without regard to network

latency between computing nodes at different locations.

10



net wor ki ng devi ces, such as switches 115a-115b, edge router devices
125a-125c, and core router devices 130a-130c. Switch 115a is part of

a physi cal - rk that includes physical conputin
105a- 1050,“@2 0ﬂ§$7\£%nnect ed to edge router 125a. Sw tc%cﬁ@%ﬁl 3273%12“

of a distinct physical _sub-network that includes physical conputin
syst-ens 105d [ 155a- E%II',USE%“%Pvmﬁeﬁhéo@ﬁnﬁmbpﬁgﬂ%ﬁ%t%ﬁs scribed

providing tNeeammfi Galition JaRRECT opRAUIS 18fndiithd Nhodus! cruidurager
modul e 110, and 1s connected to edgé router 125Db. e physi cal
sub- net wor ks cesyabli¢atiood, metworkt dopaiodiesa-andsisoniiguralieon, oparations are

connected to h t 1 I

orerner - 105pE0Pine"TheSt Sadibs R WBUERAE; Fustrbff Bipbes Shdare,
i ncl udes t hespolgified dot tessakeof-Hiakty, and théinventies tanhnizues I39aba 36ed
Sbnetuor ke Bt NI oFgheCRbiRIelS. DR or Bith AT JsihRRe
gat eway betwapaqt he phyighigal1 sigb-Neharrolk egibgrin sastratings Wrl cékahisie

and the interconnection network 120, while edge router. 125c provides
a gateway beewbedinesis iaft ecplieniing: i il nEERELINIL XPTHRHNISEENS  BeivERRet

135. The cor ol il hotfdandidfindeRAGe vARBTUBHIAROASIMUIKN S 3P the

i nt er connect 'on as by routing or otherw
f orwar di ng packetumications ez odertadd pnamenirgsorenisteaediale opysical aebucrsy

on characteristics of such dat ransm ssi.ons y d

i nformation '@ (WG 3@5’?8@68%‘5 Jﬁeaceogﬁuﬁ%lgi Bég%%dr]grs@gss?&%rpgpmtg
identifiers, c@;ﬁﬁﬁu)rin rghdomahbging hefrias toefrirstinicationt it Hacilitateer inp anystanon
network 120 itself ?e. .., routes based on the physical network

{Lopol ogy, - et BTPRIPDUBETsHeand | THtiP SAME)YERTRNe TRERSH BRI U ] o
Communi cat i ogyMAPRISHHOFEHENE ST Y ORM EpdtBmat The asampRMENM sydiém may
descri bed techniques in order to configure, authorize and otherw se

manage commuhicegadorfer s¥amples ianePriynnticr Wbt ica PeBlidn AsaEFHYe NRfggEm
i ncl udi ng toeﬁ%‘ﬂﬁ@ﬁt sBRfd 988 s‘ﬁ%WnZuénc!IngL[tE@diicﬁetaYi@é iB18 configurable
0 I nput er n

functionality Tor one or nore virtual co etworks that dre
provi ded usi ngiwaak i sendcef(nothshavanpur iimgjead daay bEowsask impther situations,

o Ccat dul 0 . X .
computi g nodudh 389 EBFR pC U Ra TRNRHGS . PERBESTA Dol bt SRS
associ at ed Vvihtitidl (efpctt sippoamultiplegvimes esnitlist, netndrkedohdifferenh parts
ot her Commruni cati on Mana i

er nopdules may siml arl nage N
comuni cat i _oﬁgaIbéﬁmﬁsﬁ%gtﬁeb?fgéﬁgag?” raeer@LFe?e%@gE@F&ﬁg%ﬁ;W?'ng
nodes. The i ldoust r at edTfOEREEA! &R IRICIesTBA WxafpBMatobéitern 60
communi cati ons between conputing nodes so as to overlay a particular

virtual net whith multipleonbysieal renputing esvistams CEegS iopaPehal Aoihes ONM
are used as g aUps! il B Rbidta SHER 188 9 KBRnddiE) IR AR IRE:PTS
urth particu

net work 120. ernore, ar virtual networkK may optionally
be extended beipomal ththeddtim cemteerl000MHich poowidasidodéssetn Sneseic M

if one or nore other data c ers 160 al sq. provj onput | 0
that are avafPRBHENG (?tyg{‘?g?ag ﬁgg? hed &'éfﬁ% Eeﬁﬁ%}{ﬁst/@fet eh(?r{]ﬁgl% Bfir
particul ar vigidpagy dtebvébls datal shasrsc 06D Uuhangaolo deveatudtipte @ommuting
such data centers atf twpo or_ nore distinct eogr aphi ca{_ I oca;tt i on?
systems (not shown), and to one or more other computing systems 145b.
The global internst 135 may be, for example, a publicly accessible network of
networks (possibly operated by various distinct parties), such as the internet,
and the private network 140 may be, for example, a corporate network that is
wholly or partially inaccessible from computing systems external to the
private network 140. Computing systems 145b may be, for example, home

computing systems or mobile computing devices that each connects directly
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Mul ti pl e such data centers or other geographical |ocations of one or
nore conputing nodes nmay be inter-connected in various nmanners,

I ncl udi ng \ir{ﬁofoﬂu'f?é"" ng: directly via one or nore publig.Rebwerks,,
via a private connection, not shown (e.g., a dedicated physical

connection that is not shared with any third parties, .\\PN or ot her
mechani sm t h# 15 biaragk{aseVviara BlerRhAE NS CAbIR Mo a2 &Eﬁ%’ §Ui?§?r\mﬁrk,

etc.); etc. Lﬁxea@lgét’i Péb!lrt]l?%fcﬁig{eﬁrré}ﬂtorio'tﬂé%%ife?és%dcoﬁ:ﬁé&iqr@bk@f. such data

centers or other geograp ocations may each | nc ude ‘one or nore

ot her Conmunio®asli on MaFkgyexampitubata center thbdgdudesmuniroben ehehysigal
. _ ; : cation.
e el | "0 e Rp grBine AR o508 1 PRL AIPEN 88 COnpBRalR"
any ot Iher sumrd;gbaménktee'rm tbﬁﬂexe[d&ﬂeliél&}ﬁ on@dd'rrto'redantheacpeanptxﬁrmg,lsmems
irt ter t wor, ti A t d beyond, t he dat
Center 100 | MG RAWHainENanagE GORPUEEBERTLR: 416 ARRUREY OGRS
nore ot her CopatiisCRISx0MssYRRRdes JYREMH daritigel Mo 3 10aRbLEX N ALR

pl aced between edge router 125c and the global internet 135, or
i nst ead base@n®®r &HEe 6ompyting sysemsdpahehinvant ilb thisaxayele. aae phagsical

external to F@%ng’i‘ﬁr@ dsgé{é‘ifr?rf%s%gﬂﬁﬁi $ostd fm@ﬂ;ﬂéhﬁztggowiir@%ﬁg)uﬁn%

Manager nodu par t private networ SO as to manag
communi cat i onsdés@andompluties gars pssamiated A8uualveachine Vdhatommgioagon
135 and private_net wor

Kk 0; etc.)..Ih for e, if ;
or gani zat i on""&ﬁ‘gggf ﬁnﬁauﬁﬁféxga'taes ﬁ%% \%? I}’F@%"@gg?\;é?%F glls\/qrm%gﬁof {P”he
ComPULi NG Nogee of Lo Gata cont o 000 11 oy do o by 1.1l ement .ng
one or nore COWRFRA VLY ﬁnﬁ\?é\’fé?@e%-]ﬁo% ih@g%-ggmé!étmg %‘fs"?’ﬁehg?’i 95&@“‘3"
network 140 ge\gy CoAtmbREAtidH Mbhﬁg%rﬁgigglﬁ[écmgaeéﬁ@ﬁﬂuélhﬁa@ﬁrﬁé@ﬂ ®7d on

network 140 and the gl obal interne - in this manner,_ conputing
apl 89y do

systens 145ahostt¢amputing pirstenat E05¢et ﬁbﬁﬁ'cﬁuwrﬁﬁw'@oﬁﬁﬁﬁmﬁa@ _
oce Gat RO SR Ge(AERnas ) I BESB A R By ARt 8

i | lustrativeaeoanpltieg rode thét direstlyiexecates maehtmeotoagftwaregorogréess d07a
o0 O TRuL PO ST 18R (R, Bk AR e b e B
one of the vidmkainicaohs fie the apsddisted todputidg édstomsciifautismomay stesn
W th the | PVRTREBIRIonGUEh B BERS u8 ROKS OB gsd fievice. fretian °
device, or networking device (e.g., a switch, router, hub, eic.) through which
communications to and from the physical computing systems travel. In other
embodiments, all or none of the physical computing systems at the data
center may host virtual machines.

[0024] This example data center 100 further includes multiple physical
networking devices, such as switches 115a-115b, edge router devices 125a-
125¢, and core router devices 130a-130¢. Switch 115a is part of a physical
sub-network that includes physical computing systems 105a-105¢, and is
connected to edge router 125a. Switch 115b is part of a distinct physical
sub-network that includes physical computing systems 105d and 155a-155n,

as well as the computing systems providing the Communication Manager
module 150 and the System Manager module 110, and is connected to edge
router 125b. The physical sub-networks established by switches 115a-115b,

in turn, are connected to each other and other networks (e.g., the global
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the virtual network addresses for the virtual |ocal network. The
virtual machine 107al may then direct an outgoi ng conmunication (not

shown) to‘%{ge o@fsfAhation virtual machine conputing noge JR ?&%mﬁﬂzh

as by specifying a virtual network address for that destination
virtual machine conputing node. The Communi cati on Manager ul e . 109a
recei ves t he'fﬁﬂﬂgb% )c¥itman daterraediaien dierCoRpestion, nedBars g%ﬂodi‘"f'l‘ﬁ}nt s

det erm nes wheh ik th@é?fg Hte%@ 1955—1?38@nﬂghéfcoffé‘%tﬁéﬁsgﬂwég'fmc The
communi cati on, such ased on previously obtained information about

t he sending etige ualterachifre12%mmiovidy erfgway hetwaer/ o H5omore (b-
destination C 7 r

about virt ua%@#@%?ﬂgg{;’ﬁ%ﬁ or %ggtél& ’en%q@ﬁ]rg %} 1@? ﬁgzrovr!j@%% S?}%EWQ
are associ at Bdﬂmeeﬂndia)rphlyyscdylsamnead/d)ry emwm\eﬂl bg swvitclin t’lhéangi éhe
Manager nodul e 110 ( to o n a hor n_deter m nat,i

to obtain soﬁ’gerﬁ?”%‘?q Ogu FHWOHE B%ﬁawh@% ed’éﬁcmﬁu erB %P"%ﬁeﬁ%sriﬂ \%ay
unaut hori Zedbéﬂ@@ﬂrthéfirﬁﬂeﬂfb‘hné@tldipmbﬂ{\gQ@@d@@Jomtnwmet hesl &heCIﬁJr@nd
security of entities' virtual conputer networks i s enhanced. J@ﬂﬂ 2811 f

the Communi cEUl®s NBRAYSOCHanNEge 1 CORMMEIERTH eWithinathe HEtSERHyRCHE
communi cat | Oﬁeﬂwﬁ)r@"\bbo%héﬁ%s(ﬁ’g{ Hﬂﬂﬁ@ d&f&th%ﬁ@g@rfgﬂm%ﬂ&thg a;ﬂackets or other

aut hori zation"determ hati on a determ nes the actual
physi cal net detektrhograissions cay reprpndienjased hechrrecienatidgsonl wiueh iata

Vanager mod. e YBSRoNRy gt By et eRBedoiy ngFE Bk e g O
address to usgdreeses, hprotomlu&lenﬁﬁémprétcaddn@fes ikt tcheradesistiont oforthe
s mocoriSaage R a0 2] et "ol B8 Bhbth 5 e
i nformati on f&m@ri t tdpeldgysernse to a request fromthe sending virtual

machi ne 107al for infornation about that destination virtual network
addr ess, suclo a reqU‘@s!”UﬁHé\iedtﬁYﬁt@mr Manpaeratedule a0 {iorapepicalien

usi ng Addr es ﬁﬁ@@r‘ ME %e':r)ﬁ.%; Qf le25 domd BE PI egod%‘]ggﬂbg@té&,md&%@%ger

nodul e 109a en re- rs o I’WI se nodi s the outgoing
comuni cat i oordeo to hafigure, mtﬂvmmamommmmmqunaw sandio e

109d using an

Conmmuni ca? i off" %ﬁﬂﬁb%sﬁ%#% §5§83@ﬁ5§ssg‘c. t Wﬁ&%oﬁ%rrgﬂdigg yarious
nul ti pl e suclpghet natwerkingt fuatgorsityviorkoraed dr mesvirtﬁa!gwmmtéﬁméﬁ»orks
provi de exa ' es of doj ng such cammuni.cation na ng

B rbod: ment o Neb TS PRUCE GHH8 ACEOTD GIchr CUPHBIE AGERtinct P AT
speci fied foCohﬂ%M&éﬂdﬂﬂAaﬁ@éé’ﬂﬁMule (10023 Phaeyes Crisbbiatetialiftas ivacagse"

nodul e 109d receives the conmuni cation via the interconnection
network 120 Eempuing ardepl W7a Copmunisationh dManagerdnodide149sk manages

k add
et yr k200" S5k e WA EUIE SRS rdes DOTEERE LR B girer
det er ni nes tGomwhcaifomMenagermmduEemmhywsenllauhmmmagy mmegnmetmms for
db t h
Communi cat i oft TRUHRIDY BREGH, TaieORRhRIFTIAET GRGNag SPebaame HEUFIsd.q

det ermi nes V\C@HﬂmﬂméétﬁncmmgemmbﬁmesIrﬁa;aubdff(yuraedrrfrmnnldbattmns between
destination virtual machi ne copputi node 1 7d1 Vill t}g
such aut hor i $ANPBINGAPHSS FPAS Eﬂ S¥eI&Yed H%ﬁt'qulﬂrt‘ﬂré’r‘a d¥t ft%e or

exanpl es of Ho@@ﬁrﬁérrﬁéﬁzaﬁ pHysicel) RefAIFRA| ek alré Qﬁeusﬁsd@tsebeﬁétedqétmne
aut hori zed (or the Conmuni cati on Manager nodul e d does not perform

such an aut heudty asi euer dbe dnierennniestion nﬁﬁ@fboﬁ%nf@ﬁhﬁﬁﬁorﬁaﬁageﬂicu ar

nodul e 109d c

comuni cat i o&p@gl f] ﬁm{bﬁ??ﬁ “Ji"VZ" ??’%ﬁ:‘?%’(?%%g{‘ﬁ%@g%g@n %ﬁv ggﬁoo in

nmachi ne conpgdmegembodimbdi] Isuchi awy 1famaappnmpm| ather w:iatat uahtemat‘lﬁeraﬁso

address for the, virtual ter etwor as sin h

sendi ng virt B%ﬂ"'%ﬁﬂ'“ﬁ@h%ﬁga??’ r%a %?él @r W?%’a&%ggﬁpé ONM
system, and the particular virtual network includes computing nodes at two or

more such data centers at two or more distinct geographical locations.
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enbodi nents the various Communi cati on Manager nodul es nay take
further actions to provide |ogical networking functionality

corresponqk?gmtoalﬁlsspeci fied network topology for the \jdhialionars2z
conput er network, Such as by managi ng communi cati ons between

conputing nodes of the virtual conputer network in specified manners

and by respohiltifge sachidasa cepisss opiothesqgragrapiielt losatians LRI g" HRIEs
of the vi ”“%m@ﬁﬂ?ﬂ%bﬁﬂegﬁ%#ﬁ%' 5960%%@ ﬁvef#oh@%‘&’rﬂqe%' iRBluding the
m €0 I'ng- node ysi ca

separated fro al on p conputing system 105a
by the inter édloning:i direcllgtwidpke b2 ndre puhlic eebvaiks visda peinbledionsectiast,

Fi 1, irtyal hi ti 107 i I i
GyStem 10sa ha SR iner G IeiPateY B HIE FobREfine e b Pt Wik ah
?ub- net ;/vor K ?‘fi%d peativs, rd }JBS& meﬁb mfecmﬁsvlﬁrﬂ’f{at@pﬂﬁ@ﬁ@ﬂ‘té pmtylawdenr_iébﬁaﬁ
e.g., 0O no e separate an ogl cal, .specijled . o r evl Ces) .
Conver sely | OUSA PEbIHAS B csaT: aiF ol AAdoB wle et attaies figre, St
conputing nogﬁcﬂ%falcéme@%q&tgg} gs@ﬁﬁaaﬁiFQMOatﬁmmnaQ%@ch Gnilisdd BAé or

machi ne conput i ng node 10 ) hysSi cal conputing System 105a (i.e.,
bei ng part ofmaraetherorpmpgication Managet wedkles thablienaay CoOMMUIGRICAY

physi cal router Vi i I i Laune
Comput 1 ng. notd EORMGRystsind B el B A S Yt o raliBut Bechon, as
| ogi cal sub- netivaw bvafthehglobalr intemhetc tBfptd ére detanocerkef rOtnhardaanyo bther

conputi ng node 1Q7al . 0..,..may be configured to be separated by one
or nore | ogi &40 %@&#&‘é@%m er devices, not shown). If so, the

previous exargpbg of sendiddition, EPEBLUILAL N cHrPUtst MrRIBMbKTEanopitonlly al
to computing node 107d1 may be perfornmed in _the manner previ o,usl&lgF

descri bed, wPEhBYenged| bayang i GRER | savdelor1 O8nin | HOIr VRHINGES | 1BgP
rout er devi cehiolfRENE. sl A8Sr AneMet LinBle SIS ICRImUAARSn (MiRe

in the substrate 1 nterconnection network 120 for forwarding th
comuni cat i omodulsisnatethectasatdenter idfearelpizead batveroredoa rauteohZdgardd

‘o b " . . it ' fied ; .
100311 Powevel | 858 RS "Tatie do70Gea8nbated CoRbHET br | ARFS Oker
communi cat i oCctrengaiogtitn Managelembdiles, extbmaltonthendetat cemievdfbderg., if

nodul es 109a and/ or.. 109c on,.t he, host co ti,ng systens .105a, an c
may per f or m 288 f&%?ﬂm%‘f’?m%i%?e&mﬁ@%b%ﬁ‘% BAE ogrprwﬁieeng@%gal
speci fied royhgrsslay i&ﬁ@né@é‘%bﬂhﬁ@ﬂbéﬁﬁném cpfnithyeysreiswda sapahegy

to separate the conputi gg%nodes, 107al and 107cl. Eor exanpl e, thﬁ
sour ce conpudlohgl interaet HFa and@yivaientetvREC A4¢i 81 ondINUSoRNFRERYS dhal n
such a manne : b4 g L ACH -4 bd ' if
specified r oé{g}rﬁlzﬁg\c}w& sérfgﬂgg/ pﬁgétgo&\?%ﬂi gg@t éci)ééb"?sl fc?((:;frhu?g& %dr%?t |] ?\g
node 107al ( erivate doynpiuter netivatk B0 tor eneabr marelwhihe eampeting nedestd the

neader ©f o RpBACIR. AU HR Sty HipbiRhosg e o SRl
router devi c#ldnesg noduisst esl plac: diotheaprilatd echdorkt 14ih . g crsnpanit cditthen
o A N hR Babea e b AR RO R0 hb el B gt
nodul e 109a {RY rekHrs! cdhpltidgosyaeds narsal withie tad dirva@nabiwork 140 may
communicate with those data center computing nodes as if those data center
computing nodes were part of the private network.
[0027] Thus, as one illustrative example, one of the virtual machine
computing nodes 107a on computing system 105a (in this example, virtual
machine computing node 107a1) may be part of the same virtual local
computer network as one of the virtual machine computing nodes 107d on
| computing system 105d (in this example, virtual machine computing node
107d1), such as with the IPv4 networking protocol being used to represent
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comuni cation to the logical first router device (e.g., based on the
virtual hardware address used in the header of the additional

conmmuni caty I..0t herw se be aware of the configure (ﬂﬁ r
t opol ogy f‘grgr}%)ﬁlel?{/?ﬂér)t ual conputer network, and may takcel’ ac 3:5@18}362'{8(2)2

enul ate functionality of sone or all,  of the lqgical specifi router
devi ces that th8 é’”@!@%f'i‘ﬂwpaﬂ adAresses Jpedhe i elPR%r Re Iogget uai

separ ate the (Gommy H@@aﬂﬁ%%éﬁﬁo%cﬁaﬁ' obffdidy chMMUDIHIBh §noteditdivn) to

| ogi cal router device that 'forwards the additional comunication may
be expected the tegtination visine! machingsompuitinginage 4 0T, suchiasbyt epacifyieg)

nop value for, Lifar SEEkCAIdR0s (P HdVadsibblidh AhrtfiF ShidAte Lmputin

har dwar e addlae U 1S specl communi cation to 1 ndicate
t he next inteoded TestGCommuaivatidn tMenautdi moduial 10Santageiveat thenowdgoiag

route to the destinatjon c ut.i.ng_.node, and/or atherw i e
communi cat i ofCRBAUGatoN; agaﬁﬁﬁﬁéegﬂusr%é ! W%@‘?i%ﬁﬂ@ﬁ%ﬁ’%‘e%&f}?e
109a may per LRfHBrigeMBeOderiitg of thé @ugory iconpnibfidtion, Sochaisdbaged be
addi ti onal comruni cation to the destination Conmunjcati ogmlvana er.

modul e 109c ®veMicusheokiamedrigoamationabeutthe seRtiag vRkig! MACRINGIRPEIRMNG

sw tch devic 0 LSi t i HRIN RN |

107c1. Al terﬁggifl\?g???? és%driép\élrja%ﬁhesﬁ%ﬂﬁggg?ﬁ%%gl act i_pﬁggpg&#g\??ge
the | ogi cal MéFdb &kpndnformaidroaksutivirtued netwisks and/opadiiticsomih which the

g ca e Saade S
Cormunt cat | oCRRUIBER0AES o AGERETT, Bty Yy HEME i Ebetng with the
i s forwar ded Systeinh MGagenmiodate D10 (dgpatecbiaivdan euthodzation ddtermination,
Co i cat i dul.e 109a. Th l e of Fi 2C id
2ddi L1 onal | ddb RPIRGT SR et e EnAnprEater. Sir by it Se B B mall T ng
functional i t womnihiediBns Pt Cofliphting Ofhcea! ek idottiohuanti saalriy Yof

using the described techniques, the ONM system provides various
benefits. Foeniliegpiraal gropviseneMerieisiestianetmuni cati on Manager

modul es menagg e overhay o iifloaliol WhiilaRRthote 905k Alctermines that

functionality of |ogical networking devices, specified networking
devi ces and dhéheutgeatgvsoinnowpcatiogy isdauthotizetbéer toedhaopesiopal such an

i npl enented f | a . t ' ' ach A
correspondi n@ﬁ%ﬁ%ﬁi%@@%ﬁﬂﬂ%ﬁéﬁ%&% 'ﬁg&e@%c?%? g@@ﬁée)rfn:ﬂ% S&ﬁgéannec{) f‘%@n&l
network 120 etk iedmtion kbbespdiding to thepgestinaiar virtoal restwotndddyessetbr
net wor k t opol ogi es. Nanetheless, if the conputing nodes,and software
programs of é!“Qg/ichf%‘F"'E@fPﬁut ngorn%’fwiﬁ' %?%@Hﬂ'%ﬁ?q %r@ge{({noé\ﬁe
expect a par tipgh|Ray AeteiRite HRPALOEYdéDnatiB® neiwdrkalddesuEplet @ge for the
network, the ar&%garance of that network topol ogy may nonet hel ess be

/ ¢ S
t r anspar ent | yirpiebvieteers orddresss ofc dip dgsigatiuedrival” mashings @r‘ﬁgéd by
t echni ques. i s Qfanl i
add 11 onar i (9 DETIEPYitERfAy o o Shilh Brndoel MokiETRO 26 Mal have
bet ween conpprevioushodetertsd eod wtorgdathat infoenstion ol Kegiaseot®eaor

gﬁ(rjengP ?//\zlr ﬁglr%c?uee% rlrsalfri ’trles g%gﬁilﬁa viktal %acﬁr?ed Teﬁﬂ t{;& FESTRAtLA LR Bt
destination virtual network address, such as a request that the virtual
machine 107a1 specifies using Address Resolution Protocol, or ARP). The
Communication Manager module 109a then re-headers or otherwise
modifies the outgoing communication so that it is directed to Communication
Manager module 109d using an actual substrate network address, such as if
Communication Manager module 108d is associated with a range of muitiple
such actual substrate network addresses. Figures 2A-2D provide examples
of doing such communication management in some embodiments, including

to emulate logical networking functionality specified for the virtual network.
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other situations.In particular, Figure 2A illustrates various exanple
conmputing nodes 205 and 255 that may comunicate with each other by

usi ng one 9§ .pRNSA Nt er medi ate i nterconnection net wor ks,c46R,8%,08
substrate netvvorE i?n t his exanpl e, the |nterconnect| on netvvork 3@2

is an | Pv6 substrate network on which 4 virtual n@#] w% S
are over| ai d[00&%k houghWh@noQ‘i’@?m'é'?\‘B"i‘fm” ’?Qteﬁé'nPWf’@ré é@??%‘?\s €
network 250 %Bﬁ’mggﬁéz%ﬁ%% Vial ‘tﬁ@'mt@ﬂiﬁh%@cfonn%bﬂ%rksfmwnUﬁ'@s thamiphereit

net wor ki ng proto . Inaddition, in this exanple
embodi nent , tobtalma)thamﬁngl cmdaéstltm pelysk gddessobtieatamaunication f9-¢-

di stinct ent| ie st n ul

associ ation 8& p%%tﬁ%@ﬂ? artﬁ%on\g@%ga%g@e t'ﬁt\écz'%t Pgal;@gr entml??l étge
and virtual compuirgsation) vardkdeteanites rtaawsch/ef theusirtuainhaghinatdoorputing
information s cif' for t vj rtual ut ey, _net wor k

conput i ng no&gg ﬁmgﬁaﬁﬁmb? Lt“r&é"%wgg APy mg@%gqﬁ%iﬁﬁgﬁé
behal f of anc@?fﬂfﬂﬂﬂ%ﬂ%ﬁ%ﬂh&eé”d‘ hRaT dmiunitafion mgadnmmel 109¢ehext

conmput er network provided for entity Z those being conp nodes
205a, 205c, #sBamineg whsHer| fheasrmiiupication Herauberzed %@5 %d@g stigadon

operated on Qﬁ;r ne%m@&‘?ﬁptﬁfﬁh AddeS1 rad %h%g@%@é@chpjlﬂ%%@on

vi rtual conpu vvork as conputin 05b and ot her
conput i ng nodetvilkEsdisCiBEEed]in rﬂilthiarglemdanﬁﬂl@ exameie@mﬁﬁgurag 2Actlés Ifabg

are managed by and. ca nn

Communi cat i oﬁg %E%ﬁnffu WQ{’ htg c%unﬁg?%%ﬁa?ﬁﬂo esd(i%rgmumcat;on
ranaged by amhna@w e@dduye canoectdrdst on@n wEkoci aswch Cammsfjutlltmizabon
Manager nodule S 260, and t i cation nodu 0
and 260 are BRIEMNAICY). Ggﬁr&'ﬂ'@&npﬁt' W?EBTH‘E@‘/E ?@ﬁé Heges E ?%65
as is the Syg}giReNeRaISEdifEN L8N Ming BbkhRuodationes othysit Is&iirected to the

i nterconnecti ons between conputing nodes nodul es_and th
i nt er connect Heatinationovidual mashine computing s@denl1dfl’s Ué%ﬁr’rﬁp APRAPIR

exampl e, CORi EIAeRRIR SEfESTRY 152G AP oSBURK MAPLEo oS biRLsig

machi nes host st ngl e physical conputing system and
Communi cat i omd\mm vinoduhaciRnempmipatingnodefl 0daRy pistual seiwork pddigss

machi ne noni tor for that S t th
reference to ,s_,ltlé?”sgurfe Q:%ﬁﬁﬁ‘t%%gé% gg@%d@%y%@%@é@ﬂ &ﬁﬁ%???‘ﬁgl
machi nes 107@om@nﬂng:amt1nmg1 ‘gadesl aé&varawddea%se@eme ddstination nalworlé
machi nes 107d. If so ni cati.on nager orre

t o Communi caﬁﬂg'ﬁs%n%@rm nicatigs Mapa fJJ? e‘@@rﬂﬁ% f,fawadﬁg%
Manager mduhﬁ)dﬁé&obﬁrﬁnﬁlﬂfoﬁzﬁér@%@hé aeéimawnlmiamamg@mpm@hede

109d of Figure 1, the interconnection network 250 woul d correspond to
i nt er connect it8Rdhet Work lagad ssimesiaguhadimenisn defole fopaardingviim gagoming

modul e 290 V‘%Hllnﬁlﬁ% %ﬁp?(pdt d%@a‘sﬁ g/g@lﬁgfarml nsteacﬂ% nﬁn%é’ﬁ@nl-

Al ternatively, conp
di sti nct phmeL:;ecnmdute ﬂ@ﬁdsmavalﬁo wﬁfrraaddltbonabﬁmlm}@&d ts) secunty

conputi ng syste 155 5n. of or to conputing nodes at
ot her data c@ﬁtdnsysﬁ?aaﬁ'e%a?%?ﬁﬂﬁgg%ﬁe&hg{?ons (e.g., conputing systens
at anot her dgodejcent er inl Gidit@puwhiiggnsly stlestatddiSim, FEgure) .1, in some

embodiments the various Communication Manager modules may take
further actions to provide logical networking functionality corresponding to a
specified network topalogy for the virtual computer network, such as by
managing communications between computing nodes of the virtual computer
network in specified manners and by responding o other types of requests
sent by computing nodes of the virtual computer network. For example,
although being separated from computing node 107a1 on physical
computing system 105a by the interconnection network 120 in the example
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[ 0035] Each of the Conmmuni cati on Manager nodul es of Figure 2Ais
associated wth a group of nmultiple physical substrate network

addr esses, &/%1)] 2,; Commruni cati on Manager nodul es nanq,@qﬂg?m%%hf

of their associ ated conputing nodes. For exanple, Communi cation
Manager nmodule R is shown to be as ociated with the W

K.
address rang&mbpdimen ofigure 1, Vighiek ashine %‘gt'@dﬁh@effggofbpéysmﬂ

addresses (i co}@% offhe GHRRE |-
0000: 0000 te"WH 165W1FF FFF: FFFFi%EFF (representl ng
2 to the poweub-okehgskofithpérius@rapdeeseiwork aswemputiag Rodec10faY (e.g.,

t
Dot oular ol DS RS ReRRel A foida! HopbHp@RGLEP deticEsl Olodhversely,
gart | IcuI ar hoﬂgmtez&tel phiysivadl predmity of vivpal awhmasccdnmdmgsmda mGZ}ﬂeam er
t t tt Ei 2D t t
LT o B SSarhbiono oI5 b FERAIRS e R 828
that range tgnEHyRIAl @aﬁmgtmdvépﬁsﬁf 1054/l &, Beingt s of \thd tsatdeephymdal al

72 bits of the range specified, the Comunj cat i on Mapa er nodul e R

may use the FebraphVarl withaut any @t%ewnﬂspl%mbwé%fedﬂwqe EIncHRpRIamRE
nodes that it mﬂmﬁrﬁpaﬁ ge&%@%ﬁ gycprrﬁgyegg ddMigliedto be

conmuni cat i ons ose nation n resses are in hat ran e.
[ 0036] For puppiséa digtinchiegizabsuyli-setiookal ihn \ﬁtt@h cemppter aetwerkifing

205a, 205c, and 255 [ t

net wor k for Bﬁ?‘?r{‘?"tﬁ‘g W ﬁo-%é (5£1 '55‘%2893@ rgtt%gF s‘é@{aracfé’{[?y%ﬁé or
addr esses Ff molé . 18gidak ‘spedifi€d Qoﬁteiddewde&bmcﬁ! éhqwran]g if s®0 .the Sor8vipus
respectlve y. Because conputing node 205b i.s part of. a

TP eel ! Cem B PP Pt o terestan ot Samiiitpde fodh s Mia da
networ k addr gg# ﬁﬁn@%@ g grosay2@ea parfohaed BoMhalSin@Aned prédibesly
exanpl e, corrputl ng node A 205a vvants to_conmunicate with conp aEtl n

node G 255a, d&mrtﬂﬁ?dal‘ﬁéth@éhﬁﬁg{ﬁf@ﬂ ﬂ'ﬁ’ apfionseQi ARy dNiep/aning, lagicarodter
sing e CommPheliRcalidiBis!fidlise WP nilft \MEW&EQF raBlR Wtliced A thebibitate

t opol ogy for VI conmputer e interconnection
net wor k 250 avercGoneniionc asivenk I\/&E&gﬁ@r fepdalding dhe commipinading), t since

e cal seps BPRUE BpSe it Ao TRTRL Sre kRE) b Rnar B GhoR b

Manager mduh@ﬁ\ﬁ)’o}%%ﬁ!@ép&ﬁﬂegpeﬁmrﬁtml@jtO overlay the virtual
conputer network for entit ver t . cal.interconnection,
net wor k 250 fOBi“Icom'ru BWEYnd b@%&f‘fﬁ@@ al(? tlsﬁ %o%sag‘ﬁ%orﬁat

the lack of hoﬁahoﬁ@h’eﬁﬁﬁ kndde tm@ﬁpﬁfeemommuhm@tmmﬁag@g
nodes A and G 0037 In order to send the communication to con‘dputl
node 5, odules 109a andfor 109¢c on the host computing systems 105a and 105¢

( may perforn additional actions that correspond fo one or more logical
specified router devices configured in the specified network topology to
separate the computing nodes 107a1 and 107¢1. For example, the source
computing node 107a1 may send the additional communication in such a
manner as fo initially direct it to a first of the logical specified router devices
that is configured to be local to computing node 107a1 {e.g., by including a
virtual hardware address in the header of the additional communication that
corresponds to that first logical specified router device), with that first logical
specified router device being expected to forward the additional
communication on toward the destination computing node 107¢1 via the
specified logical network topology. If so, the source Communication

Manager module 109a may detect that forwarding of the additional
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conputi ng node A exchanges various nessages 220 with Comuni cati on
Manager nodule R 210, despite in the illustrated enbodi nent being

unawar e Ofwf)g@mﬁﬁ’/g ence of Conmmuni cation Manager mdu'P%T%séﬁlﬁm%vszz
conput i ng node nay believe that it is transmtting a broadcas

nmessage to all other nodes on a | ocal sub-network, such as via a

speci fi ed sweerniudcatieni tectheHagicabistiregr Aeviee Aeisel basfesor dhpodtug!
oo ool S5l 8 KPAEIhedd AhY Sl Sy asoop

conputing no Sén message request _
i ncl udes t heottiervisel baeawanek chdte essnfigored oepuorkntppobaty ®r( the virtual

"10.0.0.3" d that ts th di f
comput i ng. node el nebiSH S plal eke: ek o RS RMARSRCEY S 6B
nmodul e R i nt g @@ e Idghtal fREifirPtetdr dRlfbes, thangrer @swiguesl indhe eppuifiedy

node A with a spoofed ARP response nessage,L 220-b t i nc S, a
vi rtual har diaiork denagy %ﬁe%ﬁ%?ﬁn@%&@gaodqﬂ@}m Ad 48531 2 For

2010/ 114715PCEL 2010400 7330 0G3HFO (bl nbhe ofialoen! e g

address for conmpUting node to use with the response nessage, the

Conmuni cat i onokEmstigstionoday berexpected ohiekk sctions sarh ssonediping g TTL

i nf ti Jat wViL I 1 '
o on gt e dt Habe R AR RGbARRE Tl g Vi BP OBl Bfn
vi rtual har dnhardevarg dridsse shatlis epedifiedfop drel corgmiuaication Ry ihdidate thel next
twork add f i tity’ irtual network. Jf th
local store Disdsdegenbibtonnthiie adtilal BT N foaleciy iy,
if ‘none of tRHesthBH! ESoRRECRodd)SaRdre aifictviseu fadifg oeustramueitaibn h

conputing node G if a prior entry in local staore 212 faor cgggutin
node G has ekprderd Bhsed the savres SrmawagaiiopiMaradss meddle dPeaymaype

Comuni cati o %D&lﬂ iRl ackicne? Fefoib ! PrdidigdN thenadiftional
nodul e 290 t@eo ta%ﬁfng e C(%Fﬁréjsléﬁ(ﬁ]%i %Sﬁi?tzua[ | Pv6 phyfgﬂcal subé('z raate
net wor k addr esmnfumicationpigt theg destitetion oGoisshmidation Menagen myduisddOac

| ti | i t hi . .

i bt ai ne. pr BYsTGuRg e BN Ot Fuss e e AR sl iR 1503 or
conputi ng nogmuikﬁcirﬁcd ul@h!inﬁti.onomm%utm%d?:bdn whrch ﬁkﬂema;ﬂva_kyd_/s?ma/plr alial
conput er net wor c i ng node nas,, sych . as . |
xebut | on of SHbBTIRYR RO PiRy deoBedone! Aoy RiGHOUILY e
conput er net WakksddMorRY cOhfinidalien PRARinta2d i pBrigmnaad by ¢ dgstination

information. As discussed in greater detail with r'ﬁcgﬂpaﬁm to I_:iaa,ure
2B, the Syst EemvawigRtiomaneeerqaedyinilies ageeerdq SHIMBYNIGHIGR, 18

Cormuni cat i O@WLF’LQFH‘% gcv:gmgﬁurﬁsé}% f QbnEGEPULbRAINOHSYA BPT the

conputing no ysical substtate network address is
val i d, i ncl uGomymuicatioer Managritmodule d88aA Tihe exammde of Bigure 2C provides

communi cat e wi,th canmput.i.-ng node. : [ S k.des AShiRkindg N6
physi cal sub?flatg?@é}ngfa\;/ﬁﬁi?kr%gﬁgﬁlggs .GQ?%@%legnﬁtﬁﬁ'ggi mnager %né
nodul e R receinetisndling actual |1 Pv6 physical substrate network address
for conmputing node G fromthe System Nanager  module 290,. and .storgs
this recei ve%"?ﬂf or matéﬁ()n p&?'%%élt HQQ'C%XEH@%NQW% #“5' ﬁ%flﬁjt’favut Pﬂagnéﬁ% G
as part of npagiribdl fécﬁhmbé.om@@\lmogyét@#ﬁfaraﬁ@s( QRafibwN dlehyfited t IFoan

expiration tinme and/or other information). |In addition, in this
exanpl e, Coneuangle ibesanss i vare Conmndricatian Mapageqmadvien manage
har dwar e addpess e " U i n (SinStiondi BFN&AddI N9
an identifi e?ﬁh%\{eﬂﬁg Vﬁé@gfjl@&‘ﬁ’ﬁﬁﬁue fodrq%{ h%qglg%)ut Pnéonnogles nar?Z%ded
by Communi cahetworking dgeicespaciieRnetsonsingsiavices andmthennatwae topology
Bﬁ;g:’f;ﬁ add&gsgo,g rra]eé:do % %CE)B}(?S%& yt ?néi&%eh%%e{“o\fe\ﬁrt&&tH&hpd}t@’@'letworks
being provided, and thus corresponding modifications are not needed to the

interconnection network 120 or switches 115a-115b to support particular
configured network topologies. Nonetheless, if the computing nodes and
software programs of a virtual computer network have been configured to
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substrate network address as part of the new mapping information
entry, and provides the dumy virtual hardware address to conputing

node A as ‘Qgﬁlé)ﬂgfiﬁfsponse message 220-b. By naintaini %ﬁﬁﬁ@omg ng

i nformati on er communi cations from COFTpUtI ng n
ul
|'?eet‘2’98‘ tfe "

conputing node G may be authorized by Communication Man
wi t hout furt B¥PeqtA @REUIS MetHPkntopRIOOR, e dhe m%

based on the t M,r

provi ded by érﬁ%rﬁlh?:%pﬁoﬁlé ygﬁrk %&u@ nﬁo eré%gﬁb%ﬁrr?erﬁldﬂemme

ha(rjdv\%re addpes&la;isfedthmpe@ompuhngabdmlbm%cﬁh@@tﬁ@nﬂuﬁm computi ng
node may | ad not_.be a S,

nodul e 290 f % mai n'gﬂreﬁs%?% ﬂ@@%% fB H[%mhar \ﬁiarsgy\g d%@@@mr
used bydt[le HI@E;![r@tﬁhi% @élﬁﬁwfem@dﬂodaané@ng C;:,ormnmmauaationlsabaiwae:e catihusisg es
assi gne o virtual machine co act har d

addr esses as8pPgpeiiat BCREHRER Y ri%”s‘?%ﬁ@%ﬁ‘f‘%rr‘fﬁ‘ éjraTBrﬁg‘{ﬁy\ﬁﬁaFﬂ%W&ks
etc.) and preyérﬂ%n{d}% éa/%mea&iﬁmm m@s%dwumsrmmm@mm »

Conmmuni cat i on Manage art of the interactions 225. r?
such enbodi meties, SItLI?élOGbm*rﬂﬁl pakicelarvger 2fodiusiatRsnyarouk EXamRSer

actions |1 Copmll nBQQ?%OQ”%ﬁH 258 1REY m\égrédﬁﬁhuﬂ%wlfﬁ S42h difier BT

V|rtua! hard ress, "suc onbl nati on of
conputi ng nodembwrﬂvmrraomddteemedmmtemoma&ctloomltwwks Zethasy & stipsteate

correspondi ng_substr t d 0040] | di
Communi cat i oﬁeﬁﬁﬂﬁ ef" E’B‘gﬁ?)\éﬁé@ ﬁash‘% ﬁ?%(%‘lé'ﬂ‘%ﬁﬁ‘%fh r}@;ﬁ}é&gnz nggéérﬁrqﬁgé’
modul e 290 t@ul@éﬁaﬂe ety 8h oghicls UPSH r\ﬂr&mlnﬁimm‘thr adtiveks dreroveraid,

conmput i ng node G or_otherwi se determ ne h a bstrat
net wor k addr akough injqiaar %T‘h‘éﬁ““m%th@dm?sr&ﬁK@P m\ésgé(‘f?a]%&%bl DY elay

such as i1 I GERANSENEAANNCKRAR Vi GRTING! Sahe oRioing %)r@tbb@lct«@g to

conmputi ng node the virtual 'network address "10.0 3" as part
of entity Z ﬁﬂ\xﬂi)rtlaaadchmmum ahis rexamIR lehqqlfé?ﬁbﬂ'ée CPWP@f'%POdeS are

erbodi ment s PSS ' hehal YA RBUTLRIAES shitils, U o SIRY Mddets

fromthis ex suc VIr SSes are
speci fied byntdnmesymﬂemah@gmme Emshdlzmomot paiftlculae oompuiiap tedeswaite
addr esses are random

i nformati on Qaﬁ@pﬁa{ Ceg’@;elshga%d' ler%ua"f‘dcomgﬁt%r OR&wRTkd P hitd L ¥BES Qarious

configuration information specified for the virtual computer networks. The
example computing nodes of Figure 2A include four computing nodes
executed on behalf of an example entity Z and part of a corresponding virtual
computer network provided for entity Z, those being computing nodes 205a,
205c¢, 255a and 255b. In addition, other computing nodes are operated on
behalf of other entities and belong to other provided virtual computer
natworks, such as computing node 205b and other computing nodes 255.

[0034] In this example, the computing nodes 205 are managed by and
physically connected to an associated Communication Manager module R
210, the computing nodes 255 are managed by and physically connected to
an associated Communication Manager module S 260, and the ONM
Communication Manager modules 210 and 260 are physically connected to
an interconnection network 250, as is the System Manager module 290,
although the physical interconnections between computing nodes, modules
and the interconnection network are not iliusirated in this example. As one

example, computing nodes 205 may each be one of multiple virtual
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correspondi ng conputi ng nodes, etc.ln addition, in this exanple, if
conputing node A had not been determ ned to be authorized to send

conmmuni cat, nputi ng node G whether by the Syst
nodul e ZQOWQEQIIQ%?ﬂgmni cation Manager nodul e R, Conmuni cat’ g%f'fszz

Manager nodul e R woul d not send the response nessage 220-b with th
virtual har dmackinggdr beslede by | aj ngnglsq Bl n&“l"g%’ﬁfiﬁsesy@ €Mn @F‘&or

Tessage 1 eSPRsEhyn LA Mol SnEHATPR Smal NS RGNS niRAGisoe vidlal

physi cal substrate network address corresponding to conputing node G
in"interacti oreshf@Snicaitor foBthak:physidaincompetingl spstemy. For syssinde, with

"10.0.0.3" is stored, in. | a o] -0 S,
and where " <ie-ffse§éﬁ i?q Q:Hé)lﬂgi1$ %&r&éﬁtg@t héﬂgél t%ﬁﬁg&%gg@%&%ﬁ’?ﬁ‘%ﬁr
conput i ng nogeackireer MeTaorengomputifie nadesuabs c mayu represattwiivgk virual
entity Z (e.g., as previously assigned. by the Syst nager.__no

to that net wg?ﬁ?hfr@srtﬁld]ec# s P&m&ﬁa'ﬁm&ﬂ%ﬁg%ﬂ%&@?ﬁm u‘f’%reers%hg
cor r espondi ng, tGohAfinRAlibh YMandie htdud! 1083 bF tRigee theChRunetivnr k
address store the "::013: 02" deSignation, corresponding.to the

sub- net wor k dfanegaemagstile Sowesld e9Teespend rte JreraENg st N@Ragey medye

net wor k addr gasq 1GNBRUAT 1 05k echih WENGCOSTUL AR doRshBRREST
nodul e S corresponds™- thts, a conmunicati on sent over the
i nt er connect indercortewiok 12EGotko120P0b Fifree i Tnanddhe rysiwm Marrges Jgodule

"::0B:02: <Z-identifjer>1 0.0.0..3" wW.ll out e Ecal i
Manager mdu?gss‘.’voptﬁ’ &PH&FP%?FS&& RERED t@ﬂiaié&t ﬁ%"?ﬁlﬁgﬂmﬁk i ﬁéhﬁfﬁ'er
may be ot her aliengtidsly( eo@putift? nbiiés 205 for @88 mnalyciastead edehdgen distihdte
S has an associ ated network address range of 64 bits rather than 56
bits) and/ or PRESICH LRAMMIAG: SYSS s SHEN §S, tonafgfrqf»@or'arraommwﬁvgs%mms

various typegsgh 1i55f O5MRIGLRN 1, &rCto) coPMtind)Rotigs Bt NbtRSr A6t ickaters o
for the network address range after the ":.0B: 02" designation ey
store other ggpe@pbical iscationst (ech, ¢@mputingasysteran el ppehef datacenter 160,

particul ar e@%@ﬁg@g@f?’é‘grﬂbgﬁ)&lﬂf or the virtual network, etc.).

Addi tional d to an éxanple configured | Pv6 actual .
physi cal net yoos% addr eBsctf of thes@omimumication\danager wedules otbigpig éA is

nel o o SESSRA Y Sl G b B et B CRaarosses,
which the Communication Manager modules manage on behalf of their
associated computing nodes. For example, Communication Manager
module R is shown to be associated with the IPv6 network address range of
“:0A:01/72", which corresponds to the 128-bit addresses (in hexadecimal)
from FKOOCK: XK X XXX XX XA:0100:0000:0000:0000 to
YOO IOOOC X XXX XX XA 01FF.FFFF.FFFE:FFFF (representing 2 to the
power of 56 unique IPvB addresses), where each "X’ may represent any
hexadecimal character that is appropriate for a particular situation (e.g., with
the initial 64 bits corresponding a particular organization and network
topology, as discussed in greater detail with respect to Figure 2D). The
interconnection network 250 will forward any communication with a
destination network address in that range to Communication Manager
module R — thus, with the initial 72 bits of the range specified, the
Communication Manager module R may use the remaining available 56 bits

to represent the computing nodes that it manages and fo determine how to
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Communi cati on Manager nodul e R, conputing node A creates and
initiates the sending of a conmunication to conmputing node G shown

in Figure ‘gézgléigﬂggmm cation 220-c. In particular, the Ct}ﬁ?s?ﬁqm%n

conmuni cati on i ncl udes a destl nati on networ k address
destination co ut| ng node G - i 10, 0,.0..3' des ation

har dvare add® 89 Sasrwitalohs whost st e SRAddE s
har dwar e addr;eﬁ@tmr@él ded to conputing node A in 24 nessage 220-b, a

source net wor k address _for sendi ng conmputing node A_that is
"10.0.0.2", #98la sourCer R4PEsRs 6F MiripvaEPIcshshin E@%@&qu%ae

e 15 Sy Soal s iy U st D Surblfer

identified to conputinhg I'ng no e ves t
conput i ng nodetv@rk fopantity of, arhbhams$lgn@:l IRwbvineehoekvalk dddsesses of

conputi ng nod t t i 2

any inter mdlﬁéod% é@ﬂq’g teﬂp 08%3 g‘ié Eﬁ 1?&%&?‘3&%& ?é’e(%HEQ
net work t opobcgmutn@g 28042368 i$ bsrtcmrmusnm virtudé somplst 3lefoorfor eatity on
Manager m)du%e R i nterce ts the corrgunl caléaaa 220-c, nodifies t%ﬁ '
conmuni cat i on» dsCAPPRYFrNgLEME M BSHAR EPURUEMHARES €357 on
over the int gifgHNesHASRNNCUHONS 2RAmbfe, CAIMMIINAO nBEE A 208N wants to
particul ar, Conmuni cation Manager nodule R extracts the virtual

desti nati on semABINicae Withs soandting modal Gd%‘éﬁa naRicB resagefiguEeda iy tis s
for computin fr.o Q@@ r

act ual rrp physi ga gfebs%t rbgt gélrrt\re}'tﬁv\or d r°§§ﬂ°@g§§hés@%&§3‘%x§%‘t BHbﬁﬁg@&Ot
virtual dest shawnjoim aandiearie tapoogs of temvirhabicogputénonebedrignaad 2he As
P ey, 0USLY ot EoahdichHSuBa o, B bp R MBSk

Conmmuni cat i ofraiyeyaeslr to"rndmlpatulig Giodas &6 amdnewinl S dxeagdy. tihaparticular,
i ncl udes that actual si.c substrate network address as the

desti nati on Q%ﬁl&éhesp ?*‘éﬁ‘l FEPRIRHO LR ARG YRS gEr 300 (Fe thE

extracts t hec%h{rhmbatﬁﬁmsﬁag@tmme@m QR B0hparafeut asRbRRlay the
har dwar e address for conputing node A fromthe header of the received

comuni cat i oHirtugbhtcampsitein npiwek def wrNtitp ) sveal theublysieal einfRsegmnaetion
dd | ,
agaress corr géiggz[?ﬁ'z% foP c%ﬁﬁﬁuMbétéoH@ be?\%ér‘f?ﬁ@ g&)ﬁ/ﬁpﬁn@%@ésggéos\}lﬁih

froma store I'n rmati on actin
t he Syst em Mhwalgek aﬁmduioéueﬂgﬁcaf mebborkiis tiahaparent tor theet ¢amputingnmdes A
previously obtained, etc.), and includes that actual physical
substrate nef“ﬂg address as the source network address for the new

1Pv6 header . dogrit hi s evapilee.tol SndPite @Gtﬂﬂﬁim@‘hwﬁl talcosphting ategle G,
netvvork address for conputing node A j

- 0A: 01: C- i BeRPHERGEode A §X az'\gesvwﬁr@Hs PesRages 420 With fpgmpynication

Communi cat | OMaMaBaspbdIRIN DES, d&sph@ha{hfe :mistfa@é@%bagmﬁmgeﬁgvudawab@
fouted to Conmunication Manager nodule R for forwarding to computing

node A. The chinmerisancoal Femaywication Manager Reiula Bdl-es cetwnting 88d¢ on
230-3 by modiaf YLD FAMEHRY 73 WBRshtfhd a PPoddasPricRBAGE B all other nodes

on a local sub-network, such as via a specified switching device that
computing node A believes connects the nodes on the local sub-network). |

particular, in this example, computing node A first sends an ARP message
request 220-a that includes the virtual network address for computing node
G (i.e., “10.0.0.3") and that requests the corresponding hardware address for
computing node G (e.g., a 48-bit MAC address). Communication Manager
module R intercepts the ARP request 220-a, and responds to computing
node A with a spoofed ARP response message 220-b that includes a virtual

hardware address for computing node G.
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25 the prior I1Pv4 header with the new | Pv6 header (e.g., in
accordance wth SIM including populating the new | Pv6 header with

ot her inf %WHOH?V%S appropriate for the comuni cation P{C%;'I%mlolﬁ?%%fad

| ength, traffic class packet priority, etc.). Thus, the comuni catlon
230-3 includes the sane content or payl pad as coﬁrg?mi cation 22cP-8,
wi thout encafP®88lating Thebeshingidya! Narivwsre.addigssphcerRuting node G'to

conmuni cat | Oﬂs%\oz\ﬂg?the FeddongE fmé%aggfmgaéc%mumﬁti&pwnégér Bk EleN

within the payload I's not needed > re- headering, such as to
al | ow Conmunicbetksonlowahstges 2 tibaflintorRation thah mapscoiual iaedwarggsidrepses

whi ch the payl oad is e 1.5 : | o] :
byt oadt [ DorEpireaRorid YPUE ot IHebicar Sdb&hie Cnetfihy Blialcasts, vitn
conmmuni cat Lloleaagaf &dwn@mmﬁmadﬁnemm comesrondBg t@wnﬂﬂvﬂoﬁtdabn
Manager nodul e ma erformone or re actions t ermne, t
corrm%ni cat i oREHYK ﬁF’ sg e PRI S%Sf"é'%‘\’/@rnﬁg‘ﬁor?o?@hﬁﬁﬁl ﬁﬁr‘?‘lgﬁj% G
as communi cayhed mrtOcohtainUah é%ﬁrx};@&eéoﬁpuﬁﬁg? reRIBP ENge. N f B it of tA4 2

including a valid entry for the ‘destination virtual hardware address

used in conmraempeiing Aode 285 (havg. previpuslitgopnsgaisaied withp ca@RHfiRgE node
conmputi ng noge . | ' i ;

correspondi ng"?t'fgé) éﬁ?/'l %ﬁtﬁﬁﬁ‘éo%%&a?ﬁ%ﬁg%@ép%@ li?(zd%otghrhg% rE)(pYred based
enbodi ment s) onlam asdsbeiatexhixpiation tisye, etrc) tha Camrhonication Manager module

det erm nati op, may nqt per.f or y ni ¢atj an er ule. R

for each out%oi'ﬁ r%%ﬁn%ﬁpcé{*f'ﬁhoné,%g?rgi ﬁ%rn@dg@e p%@q]g%rreo Bt gﬁ%er

ranners (e. gcorrddatdinacudldPes phipsitalasubbhate teteodemitrags foodenputing

destination node are part_ of the same virt I%\Ilﬁ)é:_gg@uter net wor k or,, are
h

associ at ed whpfe hendehalierlisargpding node, 2 WIS sxatmple. the

| nt er communi egt@m MATRAeP méduld Modr Aelrditains WblisiSFigeRTdrrages 29 st e
290 to obtain an authorization determnation for the conmmunicati on,

etc.). [0045]dentites ebaiaereaeoropLivinRRs israsiall lecated Rad de whirh entity
nodi fied co ' ' - i ' e
I nter connectrrlg]c*i%‘o?\g'ﬁii[/\L/oi@)"{]1 k(:%@é@e'{ ﬁe&%&%ﬁ%&iﬁ%@??g@t@l ﬁ%%\%ﬁétﬁ\%ﬁ EJ]‘
address of t mitiatiogrexscatian of ptagramatan corepatingroedesatar @mtities and virtual

Communi cat i on_Manager . nodul chn ' I f. -

i nt er connect FBWPH%?\B&W"%%(S’?CP? ??h?nﬂ%‘e %E Wiﬁg%%p ?%g’%é,fsq@ﬁgg df‘efépﬁ%% " on
net \ADnLkdgdgr A_%Sdkeblaéseidnm e@tgﬁa%t@iﬂhﬁﬂgedsm ijtby Fizpreva2 B, troe rByistaner
g(r)m? i gﬁr a? i o\ﬁa{nt@légbrragqti@g ;ﬁ%t%ng{ngg SWhgtr?]]erttngsreq%egto%rorgneegofg%nlsc%ﬁgﬁ al

Manager module R on hehalf of computing node A for computing node G's
actual 1PvB physical substrate network address is valid, including whether
computing node A is authorized to communicate with computing node G, and
if so provides that actual IPv6 physical substrate network address.

{00391 Communication Manager module R receives the actual IPvB
physical substrate network address for computing node G from the System
Manager module 290, and stores this received information as part of a new
entry for computing node G as part of mapping information 212 for later use
(optionally with an expiration time andfor other information). In addition, in
this example, Communication Manager module R determines a dummy
virtual hardware address to be used for computing node G (e.g., by
generating an identifier that is locally unique for the computing nodes
managed by Communication Manager module R), stores that dummy virtual

hardware address in conjunction with the received actual IPv6 physical

22



comuni cati on, nor even awareness that a virtual computer network is
bei ng overlaid on the physical interconnettion network. [0046] When

Communi CatW@QOMHPﬁ er nodule S receives comruni cation F;gz?(lh,azgsg&e

i nterconnection network 250, it performs actions simlar ose of

Communi cati on Manager nodule R, but in reverse. ticular, in at
oast Some oHEHIAIERELIOTK RSO ALY B ok EReP PRBTaIBE g Pod

that communi galyi d;ﬂa% t%é%‘u%‘gh? virRdl hardafe 80dtedsidCimp@ithg! odecA bepapraied

to computing no as via one or nore |nteract|ons 240 with
the System Namg:ese moesdage 22Q-he By mainiaining such snapping inferatation Hi2,

th d t t t
autnori 2o, (el fobaBORS R Lol i A Shrk R R P
asdap%r 02 (r]I Laftagatmnlded b%r\mjml uhi}oa’?mgldiahagef rmoduiaR wahotnﬁfutt?erdommiong
node ition et ai rel ate erl onot
communi cat i oMt 83@‘ 3‘?%”%?’?@@9@%6“‘?&;“?%%%5 @ﬁ? Eytive %éng[%w?}’l n
particul ar, Vﬂuﬁpﬂbfwﬁnﬁﬂmé@?t@bl%ﬁppﬁwmr@@ﬂfﬂu@fﬁa&?ﬁm&@@rﬁager
nodul e S retr| eves infornmation from map{)(3 i nformation 262 t hat

ng

corresponds TedslhpBt i nlt deer gmberdimgn h&awarga AdEsgnaEed by
dd d
address use mrﬁﬁ?@eé&gdtmg;ra@gg%ﬁoﬁare 3 E@hsm;@éﬁed@e/h{éwﬁgtead not

har dwar e address | y avali h as new
conput i ng notie) a Ghurmunyi adcﬂneesn sustager ifndyriem Nlanager conedile 290 further

b
comunt oo o, 34358 WAy iDL LLARSAAD ek 710 pbloce
wWith SIIT). toapotvy | dddkshéader vitnal haedvdrbeatidnessad assignedk taddihed s

and virtual har dvvare address fo uti node G t he desti n t|on
net wor k addr E8SNHITd CRESRYLNG: |Qﬂ5’reﬁar q%tﬁ‘él‘?"@r S %ﬁeﬁ?é e

header, the whimpblifhg NSERORK RUAG €56 o%mbu@ingl Réded), dial) daved Epra@ldé@sme

for conputln% node A as the source network address and source
har dwar e add é%‘la’f@raqdlﬁ%ssné%@d by £oRadBg nodedSitacemBedingatap Manager

i nformation %ﬁi@owp%é %%ﬁe Plihd hﬁtie‘?mf,“fﬁ | OB 68cid- em&éﬁngbniseriﬁéh

header checksum etc virtu war e address used
Communi cat i ookmagjeatioroenags hoxdubso Fp otaynigke ddshex ﬂ@ty)lﬁelf CREPSEng

oS o e oo UG RAE S R LA RS Bhs
modul e may N aé o sepaeadtecdmbidativreoiactnmsimgi mdder mativare didress andot
virtual computer network to a corresponding substrate network address.

[0040} in other embodiments, Communication Manager module R may
interact with System Manager module 290 to obtain a physical substrate
network address for computing node G or ctherwise determine such a
physical substrate network address at times other than upon receiving an
ARP request, such as in response o any received communication that is
directed to computing node G using the virtual network address “10.0.0.3" as
part of entity Z's virlual computer neiwork. Furthermore, in other
embodiments the virtual hardware addresses that are used may differ from
this example, such as if the virtual hardware addresses are specified by the
System Manager module 290, if the virtual hardware addresses are not
random and instead store one or more types of information specific to the
corresponding computing nodes, etc. in addition, in this example, i
computing node A had not been determined to be authorized to send
communications fo computing node G, whether by the System Manager
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related to the information used by the other Commrunication Manager
nodul es (e.g., if Communication Manager nodule S generated its own

dummy vi rtdv'ﬁ'zm@ﬂiﬂﬁge address for conputing node A i nf‘;(ﬁﬁgg&% k9 a

prior ARP reques m one of the conputing nodes 255 for conpu I ng
node A' s hardware addr es@) Thus, the comunicati on 2%3@ i ncl udes
the sane confauler299aand/an GRMEWRIRHPR Vpprgerpwduie, gainica ion

Conmuni cat i 0@4}%@@?8@) %ﬁﬁ Grotid St sdief ! E3pEAETHiESSAES 22047 Rith the

conmputing no recei ving conmuni cation

conmput i ng nodlictud derdwateneddiess sierg, anst@aq)mdsCMﬁp@m @h FUBIAt o
conputing node A e source virtual network address and source
virtual har d%qséa%%gésg’ggg or conputing node A from comruni cation
245-e. Commupioggt i on anﬁmexa‘mdld ¢h& reaceed dBvB mpmia:mysma‘rmnbsimte on

245-f, and processes n a manner simlar. to th r.ev

doscr | bed w PRVGER SIS RRaNT Bt Grmoagng hadd ety 225 i
Manager nodut-eygRo2: kz.lagﬁﬁﬂewh@roxo SOTRERE cfd. 0O NBREGEd inEtliagt & bits
optionally verifies that conputing node Gis _authorized to send

conmuni cat i oA the 1@8RILIFEY addiess Aandnehemserrdridgntifess” &@Tﬁﬁb@a?ﬂtgﬁ
245-1 to cr eﬁéfwcﬁ? ”?Ei'éphﬁéﬂrt ;@2 cai@tu‘f‘fngyn&fé]%a%ﬂ Ry 1BV ihe)

usi ng mappl ng I nformatl on forwardi ng communi~cation 23 6
to the intercompateriratwort fno eti®sd , (eigheas pravimisbaassigned by dhe System

Conmuni cat i op, Nanager d whi ¢ [ i 1

conmuni cati o S Wﬁi H)sﬁﬁfpﬁﬁwqr%?? E%ft%%gégr\glﬁ%%rgﬁydnﬂﬁéegggrr :%gae \%qeﬁ
t‘eS|toect|t0 cgom@r @atr?smma%i& macbrﬁqmmrhd | g:mititawzwfﬂ}aacgethew?vmhem&rkl n
particul ar mruni cati on er no e optio verifies that
conputi ng noBddiEss staa g - :&e&gtéﬁ i0Ro p@ﬁa ﬁé T%S%Hﬁiﬁrg
node A and t BgHor pRMBNGAAE 'wﬁ@rc%ﬁ@e&;oﬂ%éﬂ@bﬂkyw‘ﬂﬁé rie@Rérkf ddeifedd@nge of
substrate network | ocation of conputing node G and then nodifies

communi cat i ofi:0B802/82t do cwidigh Comapitstion diatrge aogrle2 o cerrgsponds —
generating agnew 'E’&rﬁnﬁuﬁ%%ﬁ&n %%m%v&ﬁ&@ J%S:BJn%c%h'r%%waﬂ@zso to IPv6

Communi cat i of nager en forwards response conmuni cation
220-d to conpestinajonoebvark addressts BBMM&BM@*M §id weill bemeyted to

Comruni cat i o Manaager,. S

communi cat i o OMiPYMEFATy W@Sﬁrﬁﬁ&ﬁga? c tﬂl E%@%@@ggﬁcﬁhgse?ty
assune that RremrPKSEestidMMaEdid otterdergthaulehpy i3zetits, nif eCorhmamicatiome
situations, and to not erf rmsorre or. all authori

t
for responseMapRAEHMQAUR, ?ﬁ 3 88eP iRt AGWRK a?é’@’ﬁ %gﬂg‘%:rdf\sg‘f bfiS

manner, CO”pFﬁthéigthEﬁ%‘b:l%) @HQ/OGnWhé\)étcﬁher %ﬂm@bcah@y bé iré¥eodn, may
| Pv4- based vi rtual uter network, w thout any sSpecia

confi gur at i oftosd Vﬂﬁ yosai infagnalide ste.b afféinfbﬁerem?@'%@:ﬁﬁd?‘ts used for
| nterveni ngl faSn bRRTKRRdds AaRb 8 #fHer A0 0SB BENEEYB4CH Fhay store other

types of information (e.g., an identifier for a particular entity, a tag or label for
the virtual network, etc.). Additional details related to an example configured
IPv6 actual physical network address for use with an overlay virtual computer
network are described with respect to Figure 2D.
[0042] After receiving the response message 220-b from
Communication Manager module R, computing node A creates and initiates
the sending of a communication to computing node G, shown in Figure 2A as
communication 220-c. In particular, the header of communication 220-c
includes a destination network address for destination computing node G
- that is “10.0.0.3”, a destination hardware address for destination computing
node G that is the virtual hardware address provided to computing node A in
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i nt erconnection network 250 may forward Pv6 communi cations w t hout
any special configuration of any physical networking devices of the
interconne‘g{)izmlﬁ_p@g\ork, based on the Communi cation Na%@ﬁ[szmﬂ’#sff
overlaying the virtual conputer network over the actual physica

i nt erconnecti on netwar ﬁ_hWI t hout enca suléxrti 0 ofﬂgd)m*runi cai.i ons anjg
on using enbEHEEATS %202 RRYRS IETWRH: Bddigss ifar PHEINY, SOPHIRAT SRS L al
networ k addr ﬁﬁi%-‘ﬂb%@’],'éthc{igdéderéhhaMWéré addresd asssmtiggl cohdpliting

respect to Figure 2A, in at |east sonme enbodi nents the Conmuni cation
Manager moduhede fajhatde @invactupldomdwany bamuare pddeesstihployas Srevigisly

communi cat 1 Opfnifled 30 AdmAltinBSRO% %.e%iﬁeéf%n%sdlﬂing%’&?e AP ORG-S
Conmuni cat i on Vanager nodul eS may take various actions to support
br oadcast andomplting aste Gaisgtwrt oft the safrer localngui-netyorioas §salh spmphdyg

. As le, i . di . a ' i .
G oup. vi 1t uaNoHEtue NRidRedds Siem ey ma raioBret 1o I bidRbate
networ k i dentdgidef folReeddvicdsothat'sie donfigingaah itineg neltono tdgohgylLie\sepaate aw

encapsul ated comruni cations. Simlarly, for link-Iocal broadcast and
nul ti cast coffLeRNBRKLNGMOdes. special multicast group /64 prefix may be

reserved (e. " FF36: L nioafiodhi | Fffgioanle dgst i fadrceptsaddréss
prefix (e.qg. ,gm#'EFlS: Ootggﬁﬁ}psm&%gf‘xﬁgehﬁas@g@f or gjt her mul ti cast_r‘SltS
comuni cat i onemnimisation 022@zambdifiesmihe | earmunisation i @RPORrRIE r 8 s

b | d 1N i : i ;
Tho firet ardLind.ingsinds SBRoRt el 356 EftoRfipdich fifiiR'z50)
bits includi fg cohputing ticale GPv4n metrimndr, Linmasicétion tanages rodité dh

conputing node and the entjt etwork ideptifier for th esli .1 on
conput i ng no8&l" ?"25 atthf'?aﬁﬁg'tal éf/eﬁ#}?%t}ont (5‘9%%%{ BRdERR LN, Vﬁ%agré%éet@'.%bﬁ

Al t ernat i vel gardwhre bR8res8 THOSBABIS nAREG FronTtieehéatig saf thenaetlizass

and/or nulticast conmunications ma*ﬁeach have a corre?é)ondi

reserved | abthe divioepkal phgsieals substralen eIk AA8res5eFY SF\?&?G”% for that
form incl udipeapsiBehaiof AR JHARRRT e Ridpbird) tHidmdiBhna 3t oaed

ina 29 manner other than as a network address prefix. Wen a_
conput i ng nogpeevimslisnetetir thadPastaamal physisal suhsiras eaiodhaddreps in this
Communi cat i on ger .. e Wt hean. . hat i alel

nas. subscr | DBRTBEL Ry O ¢ ZAce MR 0T o G, B AR R MheraBl
(e.g., basedmaiulh@serdziesnzineat IRvG Moadgyethabonelldass el anjualuphysidabed
to the group,

sych as .in response to,prior. . oln co i cati S
by those asséﬁ?gfsgﬁ E?Wﬁdiﬁfg"‘?ﬁ?dé?) flpearfgesph%h%rﬁﬁ%%at ?%fﬁ’%%@?ﬂﬁagﬂé
modul e for t benERHSEAhC MaHLgeRdnbe@de Roukidadtorver dirtible soomeunetwatk on
to each of the identified Comrunication Manager roup,

' nodul.es of thfe(?{ﬂ
for forwar di Rgdiess@nd;vrtugl sPuise ardwaRrRliEEsT BsarPHYN® 8883 A frem the
addi tion, inpsofe. eriedi BELLSY MMl biEAIdOShtait AIPAPYS SETal DpRAIERS
or multicast communi cations ey not be forwarded by Comuni cation
Manager nodukekstrateoietasric addnens cxoriespending Hoathat miriahsetifoe pardware

Z20s0h 1 PR e TR Ao o RS b Mlen e, kSt
with the System Manager module 290 to obtain that information if not
previously obtained, etc.), and includes that actual physical substrate
network address as the source network address for the new [Pv6 header. In
this example, the [Pv6 actual physical substrate network address for
computing node A is “::0A:01:<Z-identifiler>:10.0.0.2", which if used in a reply
by Communication Manager module S on behalf of computing node G will be
routed to Communication Manager module R for forwarding to computing
node A. The Communication Manager module R then creaies

communication 230-3 by modifying communication 220-c so as to replace
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for managed conputi ng nodes, the Comruni cati on Manager nodul es nmay
recei ve and handl e other types of requests and conmuni cati ons on

behal f of @63%;@%?? conputi ng nodes that correspond tq,caﬂ{bféé]lg{d%ﬁgz

network topologies tor the virtual conputer networks to

conputi ng nodes bel ong, For exampl e, co tj ng, nodes may send varipus

requests t hath® PERed Y4 bgadercuith taeinew H})e‘(%l b%g’tlﬁr %el éﬁ%g??%w'tﬁ

net wor ki ng d%fng,e;rs\eﬁmk.@ dets%@éﬁwgcw nb@ MRBdhéade? ith ofieanfordaLRsH s
etc.), a

SNWP queri es, ) e assocl ated Communi cation Manager nodul es
may i nt er cepappraphiates fudbe sommbnicalionvgrd. opayleast leagpv i@y Class Paskett o

STt Ced oot BT, Y B AIDRKE 2300M RIRKEIRY shife! Bfitent or

specified neth8 was physi ¢ y | npl enent ed. )
[0052] I n addipkifead dst cominunieatiap e attbdut dretapaul@tingniiné camirmication

Manager nodul e nay facjlitate co ' i Qns, bet ween nul t} f fhe
oot 1 g nod28-a Hiftindhe HRVEUTGAIEN S1h CHEneChAEn AChas SR esly
nodul e. For xfafmaton WA the pagiebd ti® nbi Bedded2r saempetheaderimyieuddas
may Wi sh to send an additional " conmuni cati on_(not shom%ﬁ%o_congut,l ng

node 205c. | fo sowCeammHNicaliP MRBgRjanofwauR doRaile goperyrieaiions n
o s t . _ . ; )
actions sim lgag.t ﬂ’nedﬁﬂ&go%d% EH&:?P%'H%&%@EHE%&E’%% H&Wﬁﬁﬂgfﬁaﬁl&a% e

handl i ng of outgoin nmuni ca mmuni Cat 1 on Manager.
modul e R and[@044] handin ngtof leasicorsony c ambodignison txfore3 fgrwarding

Conmuni cat i on_Manager.. | 2, Sn. but w1l - | &9 ;
addi t i onal ﬂﬂﬁﬂ&?ﬁ'ﬂ%ﬁ%"%ﬁaﬁ%@ Ll'%agllaﬁ&%{égegﬁﬂog@ét ECBr’;mH?f?catlon
ng_m”runi cat :c OMaiger r’rﬁédm% ﬂeggg\wﬁoghe%mmtoermoma}g@idmto;d_\etmrrhe that )

wever, if conputing nodes a an c are c igured.in a.networ
t opol ogy for GPH@’%'?&%@&IEQ@OW@WW&[&G&?? %&N%@%@éﬁ%’mpé‘anwoééﬁgé 8F
nore | ogi cal peimmikdies dewizcesicht BS KREAUBHCiNel aipiiadesrmmabn 1R
may take additional actions to enulate the functionality of thos

| ogi cal net witdtiding @evalideantnafor dhe destiesfiannvigrelah@rvwam éFique\ﬁPt'"ﬁeg in
respect to F'cggit{n%fra&qoho%lz € 200k nthy Lsk!ﬁéifi@ttsdséﬁdfrlf@ E6SPBfidg hede

Figure 2A, in east sonme enbodi ments ot her types of requests and
comuni cat i o295ady sainemrbeodimedisedr instasst arastrmaguesandingdangiiveof ha

at | east sone _enbadi nents entit A : td
nodes ¢ hat aPRTREgRang 208 iR RS R el SpbSazRaRY b
?re EarthOf anV hlitho akatanpsteaninatbmandy m(t:l Hehperfented py @omtrajcation
urt her have one or np er non-nmpnaged conputi.ng systens. (e,
conmputi ng sydManager m@é@gﬁ“\;g?rr 88¢ ?%E’?@H"r{?%catt'ﬁg’ Pﬁt'ré&}?%%%m%g%n
network 250 apdbrfed RbthBRRaAbY USE, bR dirh WetdmatdionInatitad sehaihgdo
not have an associ ated Comruni cati on Manager nodul e t hat rranagg%&w

their comuninedeiassdestinatiofeneds ats pare f HiesSAMAVINURH SETRUIR 1§
conputing Sy%?@”é%s@:ﬁafé@.r %J'tf?ftné halnd/ iehfityabr E@B%He‘?ﬁvisgeémﬁ?ﬁzéy to jnter-
ot herw se communicate w A the managed conmput i ng nodes of the virtual
conput er net wormurscath, basedumn aatinterectibe withedysiemddanagsirmpodula g9lddes

Vanager modurBia SR AL o gRan batos for Ry S e SBdes i o at
| east sore sg«sdas]errbodi ot Somﬁﬁ{niﬂi@ﬁﬁ@l?ageﬂmﬁmle Eifbwﬁril:imlﬁgav rgioﬂiﬁsdch
a non-managed conputing systemis provided wit n a .
estinat] on 1RETVBINCAI LS FofnedBreoam ROt PaL e NaEnTestgn
"1 0A 01: C i dephidikezds Ofe QigsichPIPYBNAESshaEBRP Hbiwtik Naderesi Bf tihes
exanmpl e), the non-nmanaged conputing system may send conmuni cations to
conputi ng nodemmuticationt & doniseta semieERigatien28D GrMmyNicatien Manager

destination a , i i | d
forvara 1 hosa e ; TEHPRRscf 2l SRURHEof Hid, RlleBRAsEon TRiliof 25010
reheaderi ng trog¢ uwenthenporibhosfsthendestimatior meswoikl address tthalt inshusiesotbel y
described) 11, oMM’ Sak) HaNGRAAEN AR EmBebtifed A HetlonCadtiEER!

and thus do not need any special configuration to forward such a
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conmmruni cations fromthat non-nmanaged conputing system (or from any
non- managed conputing system . Furthernore, Conmuni cati on Manager

nodul e R By 20615 e a dummy virtual network address tP%TﬁR?‘ﬁ?@%ﬁd

to such a non-managed conputing system map it to the actua

net wor k address for the non-nanaged conputi ng system, and. provide the
dummy. vi 1t UaPORBILRIRALOR JURIERNEHAVRTBARRR TALA NEE! sepaUgT newlorg s being

source addr eggedy ohhﬁe pAVERM)iR8idoRRScHP lERd to conputing node A
from the non-managed conputing systen), thus allow ng conputi ng node

A to send colesli cati ofkeno Commuanicaiionagddenageput MeGUy stem receives
0054] Si ni | a in.at | ' i L UsEHONS,

oast som mEpduiaRn, F36 SATTE THERMIMRLR Hudbic 2500 pefforms
net wor ks may abiorsosfitanr ed thasealof c@omommicatioat Manasgen triodotehd, deliites

that are not part of the.virtual,K conmputer ne rk,.sugh ,as her...
non- managed EOEHR i Ay PAHGQUETS At MFOWp@EE%@"W@ﬁgE? @Q{B%gﬁg@on
devi ces that Mipagef rhéufe 2 \RFHES| Abe dofPianicitioat RBM-3Man agitimatedahe

t hat manages their conmuni cations. In such situations, if the managed

conmputi ng noduthoszed & berderwarded i cemwpiine pofe (oteh; as Wa gyt BYTE o
al | ow comunj ' e MMM de v itGdatian i
non- managed | g%ggé}ﬁsn%mspﬁﬁﬁg?l#ﬁﬁ pr ov?ggmg%h. tﬁma&gg?ual_ P\?gn '
desti nati on detewoiriedattd besauthorizesuor & tbenpuitiorinptinn déeteenigation is not
":0A:01:<Z-identifigr>.10.0.0 2" far c j.hg Ad N [ :
exanpl e), al P%(r}]\?rﬁbecﬁheﬁﬁon@ﬂ%ﬂ&’d‘&&&&ﬁ@%ﬁdgfﬂse”[‘]n c%m%ntlhtggt isrgﬁgrﬁ?so
conput i ng nodemmuvicationt e23mBanes | approptiner kadd0 fosvards t Hbe  modified
destination network address, wi th Comrunj catipn nage dul e. R.t hen
forvar di ng t ROSEEAVER! CachBRLTED NEOpER | FOHE Araley Feateel g the
re- header i NgyéiRaBONBH HeCadrhRhichflom 283G diddlished with rédisdct to Figure
previously described). Furthernore, Comruni cation Manager nodule R

may simi|arl¢Branage out goi ng communi cations from conputing node A to

h - d dewvj . | j i
such a non s?ﬁ[e 0 052}’1}12&%@1!&!, tB%&deéﬁmr?ﬂni%?ﬁ&h 23b%, igﬂﬂnﬁlklﬁ:@tlon

communi cati o tion, as previously noted, _
comuni cat i oMamageymoduied retrieses fdsrnasiomirin anamnirg fréermalioncitz tat

conmput i ng nodes i ri.o VS, . i hc i n i t

o ani ng vi FetassbndR b Y B add B b i R HRBu R, ductés
conput er net ussk by oehpatingyicds G (uri gemesates sueh a virhyed iheedwaretadeirdss if
addresses to managed c rrputqli%g nodes range of substrate

from {a / d
physi cal net A8 kPERYPUSYs c8VAIRRIE: c FUCBSs Fn g1 @ ~ new  computing  no e)-
Communication Manager module S then creates communication 245-¢ by

modifying communication 230-3 so as to replace the prior IPvB header with a
new IPv4d header {e.g., in accordance with SIIT). The new IPv4 header
includes the virtual network address and virfual hardware address for
computing node G as the destination network address and destination
hardware address for the new IPv4 header, the virtual network address and
a virtual hardware address for computing node A as the source network
address and source hardware address for the new |[Pv4 header, and includes
other information as appropriate for the communication (e.g., total length,
header checksum, etc.). The virtual hardware address used by
Communication Manager module S for computing node A may be the same
as the hardware address used by Communication Manager module R for
computing node A, but in other embodiments each Communication Manager

module may maintain separate hardware address information that is not
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to the communi cati on manager nodule. In other enbodi nents, sone such
activities may instead be perforned by one or nore conputing nodes of
the virtug {., network, such as to allow a DHCP GlyRand codest
&I@H 10/0
Conf i guratl on ocol ) server or other device of a vi rtugfg computer
network to specify virtual network addresses and/ or suhst  at
ﬁflﬂzpager

physi cal net idlptedaifirtas sisformgtipnr ¥sadubyr theo iR FGMHBHISARGN
virtual net woydg,dsny égchf mﬁﬁb%aﬁéﬂ MARade? TRBBIE S §8ndFBRAIRE own

nmodul e obt ai ns such configuration Information fromthé virtual
net wor k devi detw)y, vidual hapdiszresaddrassniep pomguiing bedmAiid FEREEse i AgIrior

(and in sone odi e, h t r ,
ranager modufB FRHESHo R ae:t ecRmt Y Bl e roPbfentRh Fte A
associ ated V\h’ahiwamta@iremt wahks) thel Bowetuniddtien 24bednoiedes the s
or other entity associ with a virtual ut er, krra. .
directly conFP'&ﬁ%%&?ﬂ'Pﬁ @ﬁ::@gﬂ:bmqa&,an%gé@%.p 5@@%%Q%Wé|panon
virtual net Wéﬁaﬁ@ﬂfr@%&%ss thén $6hwakdie cERMTMIbaGSH 248416 agaputif Hbds
and/ or system nanfager nodule may track which virtual network

addresses ar&-used by particular conputing nodes, and simlarly

updat e st or ciuPPi no ARLoraBkling asaRidideby- 2 240950l 4oy ticks:

sone enbodi and Si atlons a nmana uting node may itself
be treated ademrrphmattomendw ezSpPONGE h:onmmumcpﬂtlenvﬁﬁ ﬂ’@;i cmpmnode A,

addr esses associ ared with t nana t] ﬁ@g t
managed conpHfig o&@”‘fcgr\)(}é@' fr{ben@‘gr&wﬁﬁﬁ’gg 'E(g %bgﬁj%‘[ her C‘ghn%@tm{aﬁé
nodes that cgadespandcdrapiitheseodalAtfrgrh eorinidniedtione24®ek Gardmesiaton | n
such enbodi ments, the conmunication mana

conmuni cat i oNENAEET FRgHIEnA KESRIVES BFPERSS: %W"P@t‘ﬁﬁég%ﬁaﬂaﬁj @gocesses

communi cati oRs jf O ai‘?lgnﬁérorglﬁhﬁl 16 Ot bf&ldﬂj@@e deBcibdNGET @bpidtato t 0
that previously described. However, the communi cati on manager podul e

i s confi gur edomimumicatien @th anck CommunicatisatMenages mpdiie Ks Nrparticular,
correspond t rﬂ@ﬁﬁﬁqﬂﬁ%{%&r ér@Uc; tl'aﬁamifme??hét%h R§MobE G

communi cati offs Lo any of |p| VIT net wor K resses are
f orwar ded t oist Iaethmae@etd send mommmuathmg ttodempating saodehdt,. @i ghemg

conmuni cat i ons om t he manage 0 I

Substrat o solFESRPETBUNEATT A1k, Rutrate R bR Ealot 238 P biintno
particul ar canmpgwi IFLENeRadéNAsire Mappie ctmmauamtzaan vAitert frewasadiizged
router conputing node. ln this manner, router netmorkl

devi ces of acPmpUNGaAtign 2505 oribe "H?"CSFH%?“"@M %ﬂv E&‘

represent ed_[iorf 1 CobiifnieABAMSRagE MEie R”Wh&ﬂﬁﬂb@ésée@rthé hﬁiommg
entity. [0057 Figure 2B illustrates’ sone of t he conputing nodes and
communication in a manner similar to that previously de scrlbed with respect
to communication 230-3 and Communication Manager module S. In
particular, Communication Manager module R optionally verifies that
computing node G is authorized to send communications to computing node
A and that communication 230-6 actually was sent from the substrate
network location of computing node G, and then modifies communication
230-6 o create response communication 220-d by generating a new {Pv4
header using mapping information 212. Communication Manager module R
then forwards response communication 220-d to computing node A. In other
embodiments and situations, Communication Manager modules R andfor S
may handle response communications differently from initial

communications, such as to assume that response communications are
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comuni cations discussed with respect to Figure 2A, but provides
additional details wth respect to sone actions taken by the

Communi caty r modul es 210 and 260 and/or the Sy ?@g
nodul e 296”?201%?'?%% ze conmuni cati ons between conputing no ‘g@a or

exanpl e, after, caonputin ode A sengs essa 20-a to request a
har dwar e addPBEErzed ip Fh&om?déﬁ@m@@m?gﬁi 2PbRENRFR R0 uPl R

may perfor m gn@oREati Sk FaGhselbmmiitibatidie iPrRdseBivaiaaer

modul e 290 in orﬁer to éet_erm ne whether to provide that infornation,
such as basel®0#8 whet Her thisnmannay seawuing snedrshohi a8d G may inter-
comruni cate t] ( e IRewRhout
correspondi n%@%@%#eds%gfﬁﬁ%ﬁgﬁ%r b%d‘%ﬁgé@egobg{g@r@uwngu ngne G
based on i nt spesaineotfiqumaticrt vasr khddg0 cotvfputing Gmlesud chandie tenagtial

nodul e R has, previ.ousl y_obtai ned and.,stored. that infornat| and_j
Tommi ns. walt e EyRgh R Rebaedt ) Al ek ndelbR e et Dol
not be perf opi@donddttibhiretesRMBEmaly FoRiraiIPvé Remaamicatidng withoathny
net wor k address correspondi ng to conputing node %@%Kﬂ%m cati

9

i on
Manager nodupked@ls fridigHratiess ffe 25- phydcalndesy Vi r?gdﬁfl‘%
290 that inc i r f iorf MaHdeR hhodgdes A
and G and tnat ?ﬁiﬁggsﬁéﬂ@%%\éﬂn@ \E/%\g?k&ﬁ@ﬁa?ifc??%f for 'each of the
conput i ng nodexlayitty cthei nvitthals exaptee hetvwonk epver ytheet 9Rial  physical

i denti fi for_ the Vi . . i .
5711 o o PO R DT SRR S E o anf on
Comuni cat i opsivgeagryddetdirial Retveyk sedbsses fete @BStratet phystval Sytstom

Manager nodul €,290 using an anycast addressing and routing schene, so
that nul tipl 8dE$E$esn Manager nodul es may be inpl enented (e.g., one

for each dat gosgnt er tinaidditdel uRes nep MibRatea witnredpacae Figmddgsn and
associ at ed conputing nodes) and an apprapriate one of those

t he near est , leaRksome emheginents the bemraunicationMapages feefules W@gfg?g%v%nd
handl e the ks ageaid WES %&%%r of ?}&@@%%ﬂ&%ﬁ%ﬁnié&%b?o@%ehaﬁ of

det erm nes at conputing n A is authorized to conmuni cate with
conput i ng nodssoGiated gegmpidingd nodebavi ey EamplereCemmunjcaiienwdfanager
: ggm : ; : g: ' tﬁw%?ﬁ@goﬁm%ﬁg%é; &gﬁ?agé) %}ti@h@%i QQp;?cﬁLt %%éc}c)és{‘eatn‘ﬁo%mcast
capabilities for computing nodes that they manage. As one example, in
some embodiments, a special multicast group virtual network address suffix
may be reserved from each entity network identifier prefix for use in signaling
networking Layer 2 raw encapsulated communications. Similarly, for link-
local broadcast and multicast communications, a special multicast group /64
prefix may be reserved (e.g., “FF36:0000:"), while a different destination
address prefix (e.g., “FF15:0000::") may be used for other multicast
communications. Thus, for example, multicast and broadcast |P frames may
be encapsulated using a corresponding reserved 64-bit prefix for the first 64
bits of the 128-bit IPv6 address, with the remaining 64 bits including the
virtual IPv4 network address for the destination computing node and the
entity netwark identifier for the destination computing node in a manner
similar to that previously described. Alternatively, in other embodiments, one
or more types of broadcast and/or mufticast communications may each have
a corresponding reserved tabel or other identifier that has a different value or
form, including using a different number of bits and/or being stored in a
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comuni cate with conputing nodes of the entity network identifier for
conputing node G based on other information provided by or

associ at ed,ui,hh conputing node A indicating that Com“y&%s?&qﬁzﬁzi S
aut hori zed to0 perform such comuni cati ons, based on informtion

provi ded by or associated with co ti node G indicatin tgat
conput i ng nodRANREY Hihg( hanased neaN"% rAqsiresss pEglixc o ﬂi%&?ﬁ%BH ng gpge)

t he Syst : . )
ystem N%gﬁ&i@ra HMHF%S&E&%R@%? ggpﬁgmaﬂmorm CERARGR D68 MardiRl

i ncludes the desired ac f ubstrafe network address
cor r espondi ngnadsile ovifiuenngssestséeds. compuingi nadsn that rhag splesgsibed olee that

enbodi nent s, ol .. g ILed . ac hysj,ca K

addr ess, the@é‘%&ﬁpﬁ?%ﬁ%%r gﬁ%@uﬁgagéo%ﬁaia#@b?ﬁeﬁgérF?%Y]@i those

Communi cat i oCdvirnagieatioroManeg® medales Havirpeshibisorilsehth tHeegroeps ageh as

226-1 on behal f of copputing node A. such as, based on co tin e
A bei ng. dot orhiesaT S RO SN GP Tl SPRLN Bes SEsS Bt irombulRg

Cormmuni cat i oRolBE)2gRY 1 BehPnihitRioATRAGAR: @fod IO rahé Bendingicomputing

enbodi ments, Comruni cati on Manager nodule R may perform sone

. all
of the acti ofgdeleduidhefrrward)einfg GramBRiFRIEPTHYOSRAGEM %ﬁaﬁeﬂ%{’é‘%ﬁqje
290, X T evirg e . . _

P 0B B 0 0SSO ey s

conputing no an ._ljlt I ng node IS
aut hori zed t appepdatomanagedcoopsting nodepuln additionenGons embsdarntso

such aut hori zat,i Qn_det erm nation rf o | .

si tuati ons. ﬁﬂgtsﬁﬁ?%se,meﬁgtost%er %%@Eﬁé@ﬁé‘%? ﬁ%’ﬂ”ﬁ'%%g&é Py not
éut hori zat i opedet@wardsat | &ys Oaynrhenipaidror shdger amodoesni cagchonas
bet ween two or nore conputin odes, ..su ased an a, type,of the
comuni cat i oﬁ?mHHJ”éFaé’ng “6#" Eﬂhﬁb V?&Fﬁﬂ?hf’gg?ﬁaﬂ, q;r@néﬁ?qr rpgs@a{qﬁepreax
communi cat i 0@y oflef 1atlcPBPRALAGHdr evi ously noted with respect to Figure
2A, after Communi cation Manager nodule S receives communi cation 230-3

i nt ended f or [898Hput i ngnnadditien Yo suppertingtspedsast @nd oRulisesorapapEiges

Comuni catio f ' [

20 wi t bt ho G, RS BAOBUEcCRRb B CRrFaREafin WaBob! MRk P87,

t o aut hori zeradeite amihandle athesriypdsnofpanuésisipad conmurti¢ations amiehalfad

verify that the ¢ i L. -3 is,vali t - t

f or war ded t 038%%%%}:30&%&@8% gﬁmﬂ%@a? +H6%H%§ﬁaeg}§r Ia%fc'éﬁ %d SHF ﬁfo&

extracts t hetcﬂﬂ%t,@és fdviie dérsiidl atripaiternsdtworkds taddhies sheompatingnodes 6
addr

sour ce network ss fromthe header of comrunication 230-3[ ﬁntd
then retri ev@8oigde g% eeﬁtgmpg;t:@\—)no es may send various réquests that a

specified local router device or other specified networking device would be
expected to handle (e.g., ping requests, SNMP queries, etc.), and the
associated Communication Manager modules may intercept such requests
and take various corresponding actions to emulate the functionality that
would have been provided by the specified networking device if it was
physically implemented.

[0052] In .addition, it will be appreciated that a Communication
Manager module may facilitate communications between multiple of the
computing nodes that are associated with that Communication Manager
module. For example, with respect to Figure 2A, computing node 205a may
wish to send an additional communication {not shown) to computing node
205¢. If so, Communication Manager module R would perform actions
similar to those previously described with respect to the handling of outgoing

communication 220-c by Communication Manager module R and the
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network identifiers and virtual network addresses fromeach of the
extracted [Rea network addresses. The Communi cati on Manager nodule S

next excha@gg§ oEss80es 240 with System Manager nodul e 1%:%%8?@0@%?‘) n
or

t he correspon I'ng actual |Pv6 physical network address

sendi ng corrp e A on behal f of .comput

Tasag 240iNERAING A6l g Heotamup Zetian Btk [ Cheimonkntiin e e
for conputi nghgapfies, Buﬁﬁﬁh&lt%%édﬂi%nﬁ@tdﬁth’e REHIBHY ¢diﬁ(lﬁtzhfcsﬁcﬁn fouse
each of the conputing nodes. I'n at |east some enhodi nen

Communi cat | oAnMiR¥eheadriulsince tag semmumicatiage wihonot ttf?"teheo‘fﬁfstt@?n

Manager nodu ny gﬁ,% S
previ ously dLZ%‘%.gﬁ %ﬁoﬁgﬁg\%%ﬁ @é}’%‘?n%r naglg %ésg%sﬁg?i?g?%sr@
message 240- @nfagnxded déh L metveork elspolngg foedsagirtupd Occnpiiat netvedriidesbe he

node. A, whi cROTRISIT &Y BB ors bge A ioRBl GEHPRY B8 GanGRERIILRD,

previously divepugeesosileR reynaks atiitions setess %ﬁ&]amezaﬁcﬁbnailm of

sone enbodi ments the System Manag; | e 2%8 and/ hcat %El
Manager rmduﬂ'é’ss 19{&'9alf'1ﬁ‘t‘{"ﬁ@‘|m%@$‘f 3‘6’155 a3 r %ﬂ Jpspe
aut hori zat i og) ghnat i on acti vi t [ es such as to det erm ne t hat
conputi ng node

|s authorl zed to comunicate with conputi n% node A,
that Conmuni (pe83lon Mandlile nabilusteatsd wéthagspratite Eipure Zfeﬂﬂjat ashidqge

240- 4 on behal f d rggm.;., ?
nmodul e S the% 8&:1?&@%“)(#& r?%'[p%g (?fefé % ﬁgm ca ﬁﬁ%?%k a drgggsbeln
[ esponse neshagdie?40variond olags. tHoe acam*pcbe thateeMtsmml& endedirgents, an
extracted from.the header of comunicati o 230- a n

St Lempt o to SBUYT TRl BageShes SHATHE FPOIRCLBAIRTasy Tt aarea e by
actual 'y sentohirumieatiter Mapagst inbeuls@esmd thadbhe pattafad violoal computer
Commruni cati on Manager nodul e S opti onal I%@st ores this receiv

i nf or mati on f‘?@fﬁrkefgbdhgfeeﬁ%%’sééé my- B Ve BPe Y EiftTPy° tF'SF hon-
h
conputing no%ﬁ,néggav@gﬂgpg {gwk 5 dn c%ﬁ?thmg Sytdrhs URBL add afi@cty t

conmputing no ress and a virtual hardware

address for comrei¢hip ihediterconeoBo) Fefverk 256 @’Fd’@"sthaéﬂég\’%y uge R
L L T
conmuni cat i oNManagenotaiEathat nhemagappbert chognwatatioas wdf Kiengntity desires
Functionall t%/hat?rostehr?oa/ h’lratnggled com u ng sys%rvr\@rblé }':\e?rt of that virtual computer
network or otherwise communicate with the managed computing nodes of
the virfual computer network, such communications between managed
computing nodes and non-managed computing systems may be handled by
the Communication Manager module(s) that manage the one or more
computing nodes in at least some such embodiments. For example, in such
situations, if such a non-managed computing system is provided with an
actual |Pv6 destination network address for such a managed computing
node (e.g., ":0A:01.<Z-identifier>:10.0.0.2” for managed computing node A
in this example), the non-managed computing system may send
communications to computing node A via interconnection network 250 using
that destination network address, and Communication Manager module R
would forward those communications fo computing node A (e.g., after re-
headering the communications in a manner similar to that previously

described) if Communication Manager module R is configured to accept
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36 accordance with a configured network topol ogy for the virtual
conputer network. In particular, Figure 2C illustrates conputing node

A, Communiygghi QA Mpager nodul es R and S, System ManaggeriRINbB222L;

and i nterconnection network 250 in a manner simlar to that shown In
Fi gures 2A and 28. However, Figure 2C furt i 1] ustr es addi ti onal
i nformati on FREEWIGHIORS AT gt ﬁ@ﬂ@%@%ﬁ?ﬁgc’%’m“ﬁ?ﬂrﬁ{? Ay Rof8myas¥sp

as conpar ed thﬁhwggdZ@@mﬁﬁ:rﬁgls@ﬁ ). GEirRirmbRD! CaRRTuAloaass Mdiyernd

270b of two speci router vices that are part of the configured
networ k t opoluguid & meleenerated dwomylidual mstueikiadsiiess 1patorEaspOns to
actual Iy phy |l ) i i

comput e hot auFke Hor-BRnEPER-heSng Bhkieh, BaS 61 19 Aot A0S WEwor
sending a cogturdssafor dine honenamagedneompaingHsysiend, Bhd aovidertbe afuromg

physically inp]e I 210 dd 50
PSRk e e A4S B A PR B FS
actions of the b&Gifimications ﬁfmamédcmo?ﬁ;ﬂﬂmmbc%mbmwtﬂwamﬁiérmged
sendi ng the conmuni cation. [0063]1In this exanp@géuB nggtln nod s A

and H are compingutiea sysierms thus alleyring gempubng Re 'PH%
virtual conmpy ﬂe@”n%h%?n@eﬂgh%d Q%F%QH rout er devices 270a and

270b separate in the configured network
t opol ogy for [lIOBq virt uSimlladyrpstﬁﬁeasésmmel@mmlﬁ‘@ﬂmcb&ma@gﬂ%eﬁt least

rout er device 270a_nm oc Hdgk A
(e.g., may nﬁﬂ é“ﬁn?q %‘gml%.f%l’c’ ka?\lé% h&?v#ﬁ%é&gé@%ﬁﬁ ng nsrc:@gﬁ
A a[ld | ogi g§|c|3hﬂghtlr©d td@wme;ohmﬂ}iﬁdiaﬂgm; vbm etheodalicesdhakaredwiiped of o
conputi ng node e a distinct secaond bne

i ncl udes confift i\ “?{oaﬁmﬁy%f tl"‘%ﬂ&oﬁ’dﬁﬂ 7%y AMBGeOR rﬁ%ﬁaqn?dt VED%UE'RS
illustrated §?st@ﬁis”9r SeRA A RdoDiettRk Va@}éﬁ@fced&wl@@thalﬁ dohrot have an
configured network topology in this exanple, it wl| be appreci

that two suchSsemiieti nGorbHEECatR) bhlasager amfusy dhatl ERERR t ﬁ'ﬁ 2
router deviceg, ., OthRhs Sid Q@éH Qﬂi%’t]oﬁé‘qf ﬁw@%ﬁ%d&f cdrififtiig Hodes and/or

net wor ki ng devi ces may Sep arate corrpu In I n sone SiItuations.
[0064] In t hetmmpalecmpmmmwoms oph&glared ite pbew commwYerions withisyeh| s

S O OB SRS B LR 4 15 RO, b ey oo
networ k, suchrasded nithalthé asciuglr wd dicstisationt hat\makeacakessgrfed sucht Ae
g DS mputing hode(a.o", T:BAMI%EL JEREHE S 026002 i Corhlfling node A
in this example), allowing the non-managed device to send communications
to computing node A via interconnection network 250 using that destination
network address, with Communication Manager module R then forwarding
those communications to computing node A (e.g., after re-headering the
communications in a manner similar to that previously described).
Furthermore, Communication Manager module R may similarly manage
outgoing communications from computing node A o such a non-managed
device to allow computing node A to send such communications.

[0055] in addition, as previously noted, a communication manager
module manages communiéations for associated computing nodes in various
ways, including in some embodiments by assigning virtual network
addresses to computing nodes of a virtual computer network, andfor by
assigning substrate physical network addresses io managed computing

nodes from a range of substrate physical network addresses that correspond
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37 Manager nodules R and S. In particular, in this exanple,
conputing node A has been assigned hardware address”

00- 05- 02- and corrputl ng node H has been aSSI
- opogtolhss’ FeatsA R

addrezs 34-11." In addition, the | ogical evi ces
1 and L have al so each_ been assi gnhed rd r addre which in
this exanpl e@ife cODIBICEIODJOBEGRS M gg @ﬁfi%iﬂme such

respecti vel y’acgﬁtlél?HQYQﬁStgéa Tb@aﬁerfé?ﬁ%rﬂy &@6%8%80 L@ty hédddbisthe

exanpl e are 1, respectlvel he vari ous
har dwar e addviebsés edrhputbe mqua§h|@ar gsofo tallewsan HQf ofPyngatic Host

communi cati o

providing of %"8?§'§@§W§{é’gg%§%ﬂ% %ﬁg?nv%ﬁ%%#ge %\C ong‘]’)m?%{tglréﬁﬁ{!é
virt IuaI corrpﬁcb Eﬁpc?néy vmngi{:él aehmﬁ:escaddvesbelsebnd/or[ﬂ(h&ﬁ'}afﬂmmysucal aetwarker
simlar to that described wth respect t e 2A A
det er i nes t@gétaﬁ%ae% 1@ RAHicHIYA CPIR ‘r[ng €8 Q#ée V'a%all-i’ ’@ﬁﬂg "9 88
accordingl y %ﬁmﬂﬁ@rﬂsvar&h@uszommﬁanZZ%a\ﬂag@r Cengris Calbiains Msnsger
nodul e R 210. In partlcular in this exa nodeAflrst

sends an ARPcaBlgagion @tﬁ@fé@%ﬂogz‘mrﬁth%ﬂlrwnfﬂﬁwoﬂﬁéﬁmI ng UyHadaies its
i nformati on. e ﬁ:go}éﬁ'étidﬁeals&ﬁgﬁgmn‘a pf sE:'nguéI%bé&iMéhtéM?h&qurther

conputing no Wer e "ogi cal sub- networ k
conmmuni cat i ompdéteonnemmﬂmrmgsyam manage(:dnptduléﬁqhﬁod‘@m@@r @f@m?é@t‘ ed

oS0 e B s P ST FIBMAE" v e

Accor di ngly, emﬁwﬁnémﬂ @alis&o vt esther eﬁtityhassoniatecalwﬂmaewted] abmputer
destination for ‘(2 i cal I% em)t e cong%m nE node.H
¢t

request 222- AR WEITgHIe R B nbiSs FopE R o

J (La, "10. OyPuehi )ne@w@rkr gaRsESs t e enrhesesmsiuniation dnaiayerdabaeies
for logical router J. In other enbodi ment s conputln? node A
sirgsngs

i nst ead requ@gd!mswf@a] MenegaR MOdyiRIFay drackr¥isR MrBIR! neverk
node H di recta}é/uéé‘d Eg pa{gﬁh@chQ uﬁrﬁ%ﬁb{?és Bﬁ&‘éﬁﬁsl&r@%ﬂ%@stoﬂé& rhappifg

for conputing no e provided w't espondi ng
har dwar e addirdesndimn dasgidiadlyr outer J. [ 0066] Conmuni cati on Manager

dul ' NS
rodul e R M SRR R AT N B BB AP i G
response nessagpuirg rade Tivay Grselfuire Qm‘atemh ad/En apentomp doditer, Rvithaynultiple
determ ne the hardware address for ??é‘fal' rtg‘ﬁ er J
c

| 1.. ‘
conput i ng noditAl NEMRIK agsiresseg; 21505 &ﬂf‘%ﬁ&a\/&ﬂfmﬁpm'“%sﬂwe?t

and with that managed computing node forwarding communications to other
computing nodes that correspond to those muitiple virtual network
addresses. In such embodiments, thé communication manager module that
manages communications for that managed router computing node handles
communications to and from that computing node in 2 manner similar to that
previously described. However, the communication manager module is
configured with the multiple virtual network addresses that correspond to the
managed router computing node, so that incoming communications to any of
those multiple virtual network addresses are forwarded to the managed
router computing node, and so that outgoing communications from the
managed router computing node are given a substrate source physical
network address that corresponds to the particular computing node that sent
the communication via the managed router computing nede. In this manner,

routers or other networking devices of a particular customer or other entity
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from conputing node A, in various manners in various enbodi nents. For
exanpl e, as previously discussed, the Communi cati on Manager nodule R

may storewgréj]llg}ﬁ”lﬂsar dwar e address information as parté,gfﬂﬁgg@ o9S22

i nformation and if so may al ready have stored hardware address
information for logical router J. If not, however, Co ni cation
Manager moduPEYDR Ml STRRENSEd fRira VB LFARPHIEH BeBEIK JpIEMeRed for
Syst em Manageisgpeid € 290 to obtain information fromthe nodule 290
corresponding to the indicated virtual network address for |ogical
router J Howfhps?l, r at heigutehadB olusiraies gsang uk tthet eompeliaer 1K r 85d

o e 085 S A 635y ] ina

i ndi cat es t hdetdilbevith rdspatt foesome lactiolty tken dyr thes@omdruricatian | Mgjhager

router device of . th onfigured, n k,topel o an | .
provide inf om&E{UJ%fl apﬁﬁ%ﬁbéﬁyg&%@%& %ﬁle‘g%p ?%iﬁthonze
i ndi cat es t hgohaifiaitiend ddhessn coiPLHiMd neded. OFor eSkaple, rafter @ombutihg
particul ar, the System Manager nodul e 290 nmi ntai ns

ri ous .
i nf or mati on Pgde Aesendsdnessagec22ba e geauast Ac1aRdvare @%@pﬁgbj}rfsgmmﬂgg

i rtual i ' h
virtual conpypgg @e{c@éﬂggﬂc%@& Marticey'! ng&gara%aﬁrmrﬁﬁmﬂéggtsm&éc

as information abou net | evices, and use t .
i nformati on frdeqactonsl225 witbdlse Sysient Mamageomotule@athinrrder iogtetRumager

nodul es. The catiqn nager u R t kyed
i nfor mati on Q’S%H?fﬁoo‘?%}ﬁ@&}h%g ??ﬁ"@%’t TL‘lgcnh 3%%%8? ?q‘lrﬁ’ﬁ?{eh@ﬁs?é%g‘%&. n
this manner dederisnasthbfid wosprhlinigateoslith koinpuiag nodé Gy ati well pstio
sub- network from conputi ng node A i he confiqured network topol.ogy.
Furt her nor e, JelHRING g?ﬁr%%mwsﬁﬁéﬂ%sﬁaLP%WO&Qd%S% iCHH%Hhﬁg A
Wi th the har duas ecagskerf on' Mel@dniertiol- Bdtworld 25001 rie e nthmenunitation

| ogi cal router J as part of response nessage 222-b. Wil e request

! ag .
222-a and r edjpneger mesylegR hasoprevigesiy Abiginerh aad wierad dhatdBlapnEliery 2Adde
A and Communi.Cal] : ik ' hbope
t he standpoi F\[? go 9{(:%.0%9?(? % Iﬁ\%ggé%)@tﬂﬁg) ’ gwggrla%@g%ﬁa%nd
222-b are paperfofmédgirctiis exareplects obiairpte desiredqvaicalwnetworipaddress

router device J. [0067 t r I Vingnt :
from Communi 88??%49%&@@&@@ rﬁdgcgﬁpngrﬁﬁgﬁﬁgggn XE cr @af eré@éﬂ%’ R
i ni tiates theesdndi mgseigea22Piturthe Syistem tMarcgepmaodidge 280dhat inskidas
in Figure 2C _as conmmuni catiog 222-c.. In ar(t.i cul ar, }_\he Qeéder o;
conmuni cat i oth®¥¥tyal network addresses for computing nodegs A an , and that
includes an entity network identifier for each of the computing nodes, which
in this example is an entity network identifier for the virtual computer network
of entity Z (e.g., a 32-bit or 24-bit unique identifier). In at least some

embodiments, Communication Manager module R may send message 225-1

to the System Manager module 290 using an anycast addressing and routing
scheme, so that multiple System Manager modules may be implemented
(e.g., one for each data center that includes Communication Manager
modules and associated computing nodes) and an appropriate one of those
(e.g., the nearest, the most underutilized, efc.) is selected fo receive and
handle the message.

[0058] After the System Manager module 290 determines that
computing node A is authorized to communicate with computing node G
(e.g., based on having the same entity network identifier, based on
computing node A having an entity network identifier that is authorized to

34



i ncl udes a destination network address for destination conputing node
Hthat is "10.1.5.3", a destination hardware address that is the
virtual hagduaofiH ress for logical router J provided ﬂ&g}‘s‘im}dysﬁ‘ﬂ

node A in nessage 222-b, a source netvvork address for sen

conputing node A that is_"10.0.0, our ce har es
for sending EOMPLNIGRIE Nyl %f@mam. gog af%t | eagty Pﬂﬂﬁlfeé for
address t hat F&\Fﬁ% ng\bBHSGYbéékﬁﬁbhfdtﬁé'r tr@orﬁsymntpraqda@ct@ ér agwme@e

st andpoi nt o ing node A the sent communication will be
handl ed in m@hmmmrtlnq neda Patr@waruaa thalgreapultehiode dhis aHthessed 4ad

w |l be sent o) r n f
f orwar di ng bgégﬁﬂ g‘ﬁ'ﬁ (gie s t:ﬂ%r% hgﬁ}%%@’ﬁﬁggéfnp I%%ﬁd By or
comuni cat i oassddatedgiittalcomuuttiegy dodee @ ipdigatingakhat a:crmblﬂmmedle ahds

Communi cat | oRUBEBZER FOAIRT a0RE MBI ERI omttin e SyRebaie Fger

| ogi cal rout ﬁ{odhae pho GBtues! Iadrefewhé@rrﬁesSagélzfas 2 Heathimaltiges ahe tdesired
conmmuni cati on 265b and forward the nodifi ed communi cati on 26

conputi ng nodetupl physicakstbsirata meburkadsdressrAresPopdng &9 C@“WHET‘%I node
performto SuehpaQaRBlNinCA leat SOR8 oModifEhiddBefiRe SeRBIG A8 dbstdd

net wor k hop val ue’l header and changi ng t he destination hardware
address to caciluelspbpidcaloneﬂwrh@dﬁr@@stthﬁa'ﬂ?iﬁm Manageri moddles 28Q aRaY e
woul d be Iog cal I
router L wou %ﬁ{y hta t % urg@%t@ﬁmrw%ﬁg Hb&ﬁ%@% [ant%%gﬁgd 3(9%[38@
further decrgenidssgge I‘IZQSTTLométahah‘lofhmmnmalngenode tihesuté'saderbmd on
changi ng the destj nati rdvvar address .to corr ond t

desti nati on, C3RPEING RO ﬂlps%éif'&n‘fﬁ 3”“585305’5 8%%;?6%?350%8@“@4%"8%
[0068] Wi | & GaAMRGAATInAiER RdhagePMoBQiERid agsorizeel. A to conputing
node His logically handled in the manner ill ustrﬁged for

comuni cat i OWU%S t helnd&h?ﬁﬁm’é%ﬂ‘mﬁﬁt%@?m'ﬂ@c%{&” ?P@gqrrw%qté%&@ay
and hand! ed BYs&firabiledtais: HenR8E6HS ARSHpRd s baing Petbfitbdby Sydtetn
r to thnat

manner siml escri n Figure 2A for conmunication
220-c, ComuManageomdiuienged, suahupe t®maintein ppavisienies ddampdicnafar dhe

222-c, nodifi h r

a1 eq confai oA SR, A BE iR BARARNL S SO AR 6ud AGs
conput i ng nodethidrizddtcedrel comeutitatisnebist contppiting theoe ks, acctdmﬁead no sbeh
used for forwardi.ng.the %dl fied communi C%fq' on,aver_th

i nt er connect ABHCH prinatieg Himati k& W& r%ﬂdae?or%(ﬂﬂ Al SituRioNS. ¢

the destinat FQHhé’ﬂn‘idréa| imewerk afesament)d diest | ypes OlbfVIa“Litlutaizatlon
har dwar e address from the header of communication 222-c. Hﬁ'\‘?g
based on t hedgtesminationsmay ha paformaddnr P conuprrisalionRetwesh e Ry Mose

| ogical routep., gut,ﬁ)my&ﬁet rc;h%l% B\%ga%‘{ RRAUGANE BeirRinTEaR, bA diSige

tthe destination Vi ress to identify the destination
substrate nebwthelcomuumsatton,wnaamma@étheoncﬁm@uemhm@mthat of Figure

2A. Thus, nmuni cat i e d ks .t p g

i nf or mat i on g’f%)to det‘g? nﬁﬁe\}\{ﬁ‘gﬁg é%%gttﬁg e%?%pg\gtr angﬁ?%@s@m after
cor r espondi ngohimasioRtitr Managstembtisie\d réasilesnetrvoukicatitsy 238-3Hatentedn
previ ously determ ned and, sfor.e

modul e R per fErGRRIKBISICYR ev‘?g?%l'gﬁﬁ%gta%c%f?"%”f’ﬁ(t ?ﬁﬁg %@ﬁg‘ﬁka’"o"

Manager ”Ddulwan%g@r trRodifé & Thag ﬁeh%hnldsﬁ@rdmhbmnntenacaommmerwm n:héar
to the interactions 225 of Fi gure 2A. As discussed in greawgr de£h

wi th respect Syster Manegemmopnierzifipmsderty defmipewhetige QHZR A
222-a and/ or m"ﬁi ion,R22 if?0 §H o N RstuliRe R
and/ or the Sffg{%em aqngéer rlrﬁdéfagmggg : % er perfor m vari ous
optional aut Bemhiwditation 2808 Vs valesand @oem]r;aed do beciermiarded tte semyaiiager
modul e R deter 81 n(:eSCommumcaatlon Manager module S first extracts the actual IPv6
destination network address and actual IPv6 source network address from

the header of communication 230-3, and then retrieves the embedded entity
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actual physical substrate network address corresponding to conputing
node H, it creates a new | Pv6 header that includes that actual

physi cal etwork address as the destination
WO FFmERE

simlarly adds a source | Pv6 address for conputi ng nod

header. In this e t he C rate [ es

cor r espondi n§® f‘%’ Eb‘%%ﬁ‘ﬁ?ﬁga%ﬁg}j?f %WES'M‘? res?%g aé‘F %gﬁ%&f‘ﬁﬂﬂec’

node G and IPveD aletweri| addressdshe Trl-'é/@:cﬁm’ﬂ&hbaﬁ@w mmmgek radgless next
: 0B: 02: Crldentlfler> 10.1.5. 3", where ' 3" is stored in tpg

I ast 32 bitscs% QW@SEQS%QFSIWGW%&Y&%“ W%@?@U]Qig’ﬂderﬂm@ﬂé
"is a 24-bit c@ﬁéiﬁdﬁdﬂ@t wolida)! 8 | dryeleal %et%vﬂﬁ( ddrdd 160 Ht 8&nding
networ k. Thus G a

conmmuni cations sent to corrputl ng no
conmmuni cat i opomputinpede Al behadfref menyating mode tGhondudiag atme$sme 240-

substrate ne ¢

Commun cat 1 of RERBARES R pRfadeiRtal Hefliat alibiblescs RS doftthfifla ndaes
next creat esAaane® andrtha @nﬁ@rtnemomaentﬁf ebYorreadh fof thegcamporting realesorin
222-c so as to replace the { 4 header wth the ne %PVG header
(e g.. in aceblashsamg emoadiments, Cammtnisgtion Manaeeniodhle Setpy g6
header wi th ﬁie%@é é@l@"—ﬁ%'% st%ﬁprl\ﬂﬁié%%fremf)@ulet beo &g an anycast
conmuni cation (e. g payl oad |l ength, traftic classﬁgacket priority,

etc.), 41 af 'ﬁéﬂﬂﬂraﬂgfé'étﬂﬁﬁﬁﬂh@ﬁtﬁﬁm@y@%wﬂﬁ@ﬁ”b i nt erconnecti on
net wor k 250. i nter é}ﬁ%dé?r i 6
destination hé—?ﬁork ad-rj%(;gggfeb?lt% mrrﬁn(?ﬁggtr%gc??\?e;fg}é% @gg%oqzeag&t}%v
¢ommuni cat i oand oelDomsaniaspbihen nessager 240 uhat aclmerﬁhe:om’maii elatsicsh
Manager nDduI ece 32-3.Vi .l on
et vor k 250, stk FEWHER B8N SCERh AT Corteliridtedd AkFRR HEflt e
2A Wi th resperdmple sldmm.d 0 eZiidentifidt- 1. Olltx&zuﬁ.srygenmwgméwésbd with
conmmuni cation to ipclude an ropr eader, and t rovj de
Che o 1 edrSIRRA EIESaaE ST it B2 i SO ETPRIBEHLT r g VRIS
H. [0070] Fur mﬂé%gﬁ' Rodaie Tt /61 S6MARInfoation W%ﬁ?ﬂd@l&ié\@ﬁﬁ&efurther

nodul e R and/ or muni cati on Manager nodul e S take further actions

in this exanpPeéoro oRBIPT {Nordh Sthaintylas itawhecrizabian csigminalipraeiivitest o
conputi ng nodg .4 B, ﬁ@féhn%é@%?%ﬁn@%ﬁ nBhet ‘ldseahﬂ)lghﬁ&?c{ td‘@{a?f’ﬂ{dﬁ e

functionality corresponding e configured networ opo ogy
t he virtual wihpoomputieg worde, Andhatdu&m;nman@a’ahrat ﬁaﬁagmlmmlletﬁ ttmat

woul d be proyided | 0gi cal  routers shcal |
i npl enent gd ¥‘6‘38¥‘%92J¥ﬂ ?%ﬁ' C'Bﬁ%?ﬂggrz‘dr]loetgvr}g’r lllze“all—forfhcexag\g #'g r%% G 8{0 y
previously dCsemastchtiohoganaderrmutielessS hamdeitifiesotiat trmarétomm:ivmysmas

nodi fications to co nication 265 as it warded to conputi
ke H T ¢ noebors ABr e SO en ARESAqe D A et e, Sece 1%

i ncl udi ng t ongmRH ¥ddrEbs eﬁﬁrawtéa frB&pth\éalela@ér SNbriBuRieaficH m@:s h§c§ as to
Header nodifications. Accord |q$g Conmuni cati on Manager nodul e R
#igssa

and/ or Conmuplieyant aitempisadgesp SeFrAg heing Gem eemputing node A that
Funct i onal | 130 ARaY) oaral o, 0hee “SoMelitt hodd B v cedrst
recei ves a cOomumirdeetioan MdTagert hacduepehr sptianaily ctorpanitiviat ireceid8bc
forwar ded viaethe 8Reehl [EBoRSE WLkaboBab s 2l 3R i PbosRIRY o
neode A in mapping information 262 for later use, along with computing node
A’s virtual network address and a virtual hardware address for computing
node A.
[0062] Figure 2C illustrates a further example of managing ongoing
communications for the virtual computer network described with respect to
Figures 2A and 2B, but with communications being managed to support

logical networking functionality for the virtual computer network in
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PONIn this manner, the ONM system nmay provi de | ogical networking
functionality corresponding to the configured network topol ogy,

wi t hout anyqospgfrials configuration of the conputing nodggrRfsdiiBarsas
virtual conputer network or of the physical networking devices of the

i ntervening substrate interconnection netvvork ba

ed. on the
Cormuni cat i oRCRAAARE? WBU@ ESNigHERd diAtwET: fwolg E%i th@oH’ﬁH?bF"W@PWSr k
on the actualephyg! ca (Jn' g{a\%&@rneﬁqu?@ Del V@ﬁi‘trét@ss%ﬁp@ﬂﬁ@nﬁ%ea%tO
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manner to pr al
net wor ki ng déwﬁt c?ﬁ@%ét%%é@ér%cﬂﬁ ﬁl‘%%&gsi'(%@a gﬁé{% (k)”prglpalzt @ﬂbg

t oget her in Lheapd €8. ouﬁo\emmmpF@m@ Zmiilréier ilustctteo adHitibpal :nforrnatlon
correspondi ng to each of al ter, devices 270a 270Db.
00721 s pr e 6S0EG CROTRAING LGHE PybioR RishCoTP TR ST AR Fescompared
specified fOlto a-‘l%mrretzﬁl AGOWBNIRY [RiaNaelra¥Blitalibhs Wi®avanhd RIDbNef s K
topology i nformati on vari ous conputing nodes may be sel ected for

the virtual é@ﬂ@t@tbroui@rt s\@wr@SaWat ashPag@f & pan w&eﬁaam IpRtePHier
t k
network topog I?:‘%Yrthgl afcﬁﬁm&%@gﬂgg& tthéreeﬁf:ﬁggh%g ge ﬁgegg implemented

enbodi nent s, sel ection utin . )
vi rtual conpa'separhe:a”vpmkldmgdﬂtﬁ Mab@oam@nedmwﬂparh vatiigularolre this a

configured netvvor b r

geogr aphi cal ® Pr?r %P\Wﬁgi ngﬁ%ﬁ gos%%gﬁ'%t%éc’@ﬁﬁ%&anﬁn Qﬁoé@%ﬂg@ HO
anhabsol ute I-D@mtiltﬁ@ actiong osmef %ﬁlcbw&ﬁplementﬁdﬁmodalebQTOnmeEGGdTan@ f
ot her conputing resopurces of |nter ot her ¢ uting,nodes o
Che samm v r HAAPER L JeMRTK 20 s Besstiidite oREn G, ABiREOR, 35
conputing nogei & emulated Catiidfs WftRENogichl FlUIBITHEVIEEP R70BXAMLRYOb in
speci fi ed geographi cal distance or other degree of proximty to an

i ndi cat ed ot Ifgicalyspodingdhe é@ﬁﬁﬂ@@a@%ot her I ocation. In addition,
some enbodi Mpky. factprifisUse g Ilofs A &RIMrd BEnRRAE ¥ mayebe

not be based on Iocatlon , suc és t € one or nore
fol | owi ng: cpagtaofaivot drst[mﬁam@matwod@pafotﬂel Yiriug! ofvmauieormpmorhgand)db@

such as resource- reI d.cri

T e o o BB LS AT A TR B 4% L,
amount of di &ktrﬁaoac@f)guradldfe@ﬁoraﬂopm@byzfed tea pinuial lcbmatawmﬂvabd eFonl y
on a subset of available co ut| ‘gcke,ﬁ constrai ts reI%t\(,aél

costs, such §%2BREedCgRalk Eud P@‘& Br g TR & ?ﬁﬂ[ dCHIE" ‘?W%é‘é
of particul apo@anmy 'dwenﬁd@g q‘hﬁy rhaagd Mafils Uibd@brkt g sineludes
actions than those discussed wt

computing node A), and IochaI router device L 270b may be a local router
device to computing node H (e.g., may manage a distinct second sub-
network that includes computing node H). While computing nodes A and H
are illustrated as being separated by fwo router devices in the configured
network topology in this example, it will be appreciated that two such
computing nodes may be separated by 0, 1 or more than 2 router devices in
other situations, and that other types of networking devices may separate
computing nodes in some situations.

[0064] In the example of Figure 2C, the additional information that is
shown for computing nodes A and H includes hardware addresses
associated with those computing nodes for the virtual computer network,
such as virtual hardware addresses that are assigned to the computing

nodes by the System Manager module 290 and/or the Communication
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respect to Figures 2A-2C may be perforned in other enbodi nents,
i ncluding for types of network addressing protocols other than |Pv4

and | Pv6. -gure 2D illustrates an exanple 1Pv6 i
subst rate‘&@%\@r{hg%dress configuration 272 for use w ?&%g@llof{mszz

descri bed techniques in s odinepts, with the exanpl e netwoyk
address bei n§ fﬁ@ﬂ@@sgggagrg?oi”e?ﬁfgﬁﬁ%“m LEXATRIE rﬂpgﬂﬁr@% And
ot her i nfor makk YachhskRPed H2PdWAECaddI8ESO DE-0BIOY-0B2 7504 B8Nl Qofiblihg

an overlay virtual conputer network over the substrate conputer

networ k. As ppeéeildukasy bgescassigned haidkvass ansiresspv@l-ABtAbAR-Hd it esdn
b > . .

o or mat 1 on. SRR, e lofed fivterfyitsy 206 C Ry a BRGE ebch BLEh Bskghed -

of the addressrdvend addtdssedevisicib feitjisomtantple bre 000 bARAP-86 78 haret e e

identifier (qr ) t, grtion.of the dress., [NMn thjs exanmple,.
the it al 8448 EOVEVADY espBRtfEn Brwalfes FRbal neitip e e Rl cf
32-bit identiHié esxatfple &@ “P0.0D. 9 tHhotNN1.3]1,T haspanivelpsPOTsEs Vapiogs
corporate or other or@ganl zation identifier assigned to such an

or gani zat i onhBigwate | gadiasees r il ke yURfer a8 oPalbn Chellin rsepding,of the
| nt er net Ass] rhl}ég‘gr u | § et Ri B MRREW o, h
assi gnnent flr’;g]ﬁ%ﬁﬂhé Jegiﬁ?fﬁl E%P g{rl%ge'gﬂ Ggeeagjias?)_r %6 %a%kéﬁ?\wp, o(r}i-]'Réég(ggui
1P Eur opeens piiding lof Gowretipradingnlogisat mejworking Btakipnality ifar dayirtual
enbodi nent s, nj ion . es an enbodi nent of the O\M
system or angﬁﬁgﬁ{eg%%ﬁg’a‘% %én&?hgﬁgggc@s t he descri bed techni ques may
have an assomosgjed i deThus iigra 27&mer Bimitamid itledt dabscibed neithvoedpect to

portion of the address al so includes 32-bit, group of infornation
D7%b. i Lhi s Gkt AP MOSBoRalSan B oo ge 1S ogpaeRion o
mul tipl e conBghbltnd'AEES H, Garldl acdréilgly tchaidesOVariiuaanesigenrde? with
portion) provided on behalf of the group whose identifier is

i ndi cat ed i nCoAraynigatiosn Manager modan\R Al v [ Rarticdan  inj this; £xXprepe:
sone enbodi MEGt Syt WRIA i - Ri t f

represents a pa?ﬂ“ﬁa %ﬁggv\%r ta%r%sén %Nﬁﬁ%s.sgg%;;erag?g %éeétlaof?ﬁ%rﬁ%f
corresponds herdwdreaddiasa infbrmatian. pHeweerat elikeclbapemple abbigure 28 dm

as a sub-net r tq [

or bl outar PR @Rl iA Al S weRE palt S SR Todea suptfhawank
sone enbodi memthemunivatiosy fodscompatiganddec Al tarcoogutingirnae H arerarpented
Tanaged by t KeTEbRRTPEAENAT FRA SRS eiAlr destitinat W ki dhe J
conmmuni cat i OBtk adfig rm@ukdém@ghmtiﬁ%mﬁemg.e At:cm_tregqr, ksirsdd Icgica s
corresponding to sone or _all of the 64-hit interface identifier

addr ess por t [@Hel h ivihgeinitioh ntermedizindestieation fos lraicrllyg8IP12 GREBHTRG

T ony e U IS4 PESE okl R 2y ibuadd et Pl

part of the addessdorolopieal whter b(igr.et1i0,0.0.1") and requests the corresponding
hardware address for logical router J. In other embodiments, computing
node A may instead request virtual hardware address information for
computing node H directly (e.g., using the virtual network address “10.1.5.3"
for computing node H), but be provided with the corresponding hardware
address for logical router .J.
[00686] Communication Manager module R intercepts the ARP request
222-a, and obtains a hardware address to provide to computing node A as
part of spoofed ARP response message 222-b. The Communication
Manager module R may determine the hardware address for iogical router J,

as well as that computing node H is part of a distinct logical sub-network
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WO 2010/ 114715PCT/ US20101027822 (0076] The 32-bit group of topol ogy
i nformation 272b may represent various information in various ways in

di fferent @@W}lg@rﬂg s, with topol ogy information groupg,&]tﬁz@lg)g_zﬁZﬁ
wo a

showi ng t ternative exanple configurations of topology

f or mat | ticul th | es of 274 and first
Luo. i 15 (bi f19M B8ORS e o PR A BRES AR CTRA I o PO

particul ar vegshmpk ca‘s ér@@uoﬁ@@%@@)@séﬂf He"BbhPRunicdtioh Maﬁégdrhﬂomamz ng
of the remaining 30 bits may change over tine or in different

situations. WWah Sqt@’ﬁpé!@t'miso @E@W@ﬂee azhzlzess\/a"rfpm%iw@u @8 RarispbViRaRRES
ndicate di fa5eRLIHCAY5 ARAKCR! o 964 She | Ehealf C}%V@pgﬂo?ec?r}'%"f‘@w%}bt bkl

| ocal es, conpute rac I'c areas, and si cal
conput i ng sy #ifermatimdetor wbgitalnrouter £ orpook rhommyies . C(bmiTtumrJ@tleMﬁ@ﬂ@er

the 6 bits for | e informtion I n 4 ' S,
the 8 bits fgroddRRupaRrms i bl Tior iR RLOEr its-B8 Rl Sy it
for each | oceiciuabo®to bb’@iﬂirﬂ%rﬁ%t'bﬂrfrdrﬂﬂmd mokdulen? el Uf&'resmndmg to the
represent 256 uni que val ues for each area v Iue%ﬁ c‘ét he 8 bi tséL

the physi cal MsRAled Visyak pewenk addess feroraical tyt ?i’?"’e‘éeéﬂ'ia
uni que val Ue%b{a%lng%céhb‘éﬁ"ﬁ{é Netveic a@'@¥§b§ﬁé§ oﬁéﬁ or tﬂéﬂﬁdﬁ&atb@ virtual

exanpl e 276 ocal e and rack I nf ornatlon S but each have
addi t i onal bhe’eNCrrh @cictms t 8s rigprassemitinghpede 1§ pis qurfa A e iSystem

such as to hﬁlva?laégr ﬁ%ﬁ ﬁ"nd*c%?é@ ﬁaYﬁleuﬁéu%ﬁésﬁg?M §dd}é%sb{: lie aﬁp%ﬂes to

have 65, 536 uni qué Fack ues asin or eac
value. It wild ahegraa]pmataraiead:et d)faﬂ"netcmpﬁgmw netfvorkniepology nayd bey also

represented in o manner.s i n ot he nment s 17 .

el ot he U PR 45 09 GO PricA i VEr BeerIrofne ft kbt ilitates

i s configureethd hafdvre aeiresdlinfoipgionofori I@b%ﬁ&@mtéﬂ,J i me | padiingara the

6-bit identifier 272c that corres&ﬁgds to a part] uI ar, c rellaqu node
a

slot (e.g., 2YpEM MANegRT MARUREIHERANIR T URIRKS R
1S T e Skt bt
272f and 272grovides4 i pthegwisei Manages.2$uch aﬁbmﬁowt@m pbgutn spaeifind
bk o Belbesoh, EUGEED S 881 Lhet ekl ol sqyencn
address ( e. nforneationr tma’]:ommkoraduaaa@r m‘ﬂmm bi The fCGomminaication
e SBh FRA ARE AT T L ma  pel Rg
appr oxi mat el yrfdienationi 412 fonfuiiviedise, WAl Uethis Mafinéheetddnibies that @omipating
enbedded | Pv4 network address may 45

node H is part of a distinct sub-network from computing node A in the
configured network topology. Furthermore, Communication Manager moduie
R provides computing node A with the hardware address “00-01-42-09-88-
73" comresponding to logical routér J as part of response message 222-b.
While request 222-a and response message 222-b actually pass between
computing node A and Communication Manager module R in the manner
discussed, from the standpoint of computing node A, the communications
222-a and 222-b are part of logical interactions 263 that occur with [ocal
router device J.

[0067] After receiving the response message 222-b from
Communication Manager module R, computing node A creates and initiates
the sending of a communication to computing node H, shown in Figure 2C as
communication 222-c. In particular, the header of communication 222-c
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represent approximately 4.3 billion unique values. In this exanple,
the 1-bit identifier 272g (bit 70 of the |IPv6 address) represents a

UL gl obalvl,’,b%ﬁ}ll.l}g'g that in sonme enbodi nents may i ndi %‘f%%ﬁ’gﬂﬁ% e

the address is @ ally adm ni stered or |ocally adm nistered,
1-bit identifier 272f (bit 71 of the |Pv6 address) represents an,l/O
i ndi vi dual / gistHsiesia d%éf@@“% neliaik BAgSEs ?%’r?ﬁ‘-‘é{'wni AR NoRledth et

the address ¢Or{e$BOPds HostthaBbA NRIWAEPHEHREs NRSICISOMhe! Girtal hatdvapé
mul ti pl e conputi ng nodes (e as part of a broadcast or nulticast).

-g., as p s .
In at |east eddesaiwdapivehoslertheoyider ke compuiing neds Adp gnesange eREDY L
bit is set tg égh‘?%é'\’ﬂgﬂvo\fk rag!!d?éssffﬁl: ‘é’@ﬁ(ﬁ*hggoﬂ{guﬁﬁ& rfoBE! £ TR4NE1“18.0,0.2,
communi cation 1s Dbel hg used, such as for use In-virtual subnetting
vi a phant om eatdpusongencaidwac bddesarfdi eendiog icodipeding nddat Adhat is an

i ncom ng conmuni cation.with ch a destinati.on addr del jver

| Do 00 SRS Sl DA SR TN HrI0 B, ke

i dentifier ygbm&gtiﬁ@mda AONPHn NBe RBSRIpBITE refSeumstiting hodd e thal semt
of the 32-bit |Pv4 enbedded network address and 24-bit en Ifc¥ Bfgtw?rk
identifier. pemgynicatienaplt e aharflethain the MANBEF Jesiigieh 197 &aica

information : esent eg | t NEY Sio | eqxedi regss.
[ 0078] As pr e\glaaglﬁﬁﬂfaﬁg?e?;ggt héeindogmnsi}g eéhé%ﬂgagf i Iﬁbﬂt q)clsdg(?ét_ sone
enbodi nent s esmaninicsionn2p%a fonifonardingi basedl opotheudestindiono hREIWATS

t he operation, of one ok [ i_cat ager u

edge of one Sf’gfﬁﬁge?‘] nwgrﬁgﬁ}ﬁ%ﬁb'si cgfq‘%?%t?gﬁcﬁgzesa%%%”y
confi guring anglemishtsdiasd reaehagi suhcd somniwktsition 266ar it twweild imadifgithe
conputer networks. In sonme situyations, 0 pcati or nager .. |l e
tracks or ot RERYFE tE%PQW%%a%PHeé%{%arﬁ'ﬁaﬁWn%ﬁghFé‘?ocﬁﬁ%ﬁ?rﬁ%upbcr%ﬁ#ch
the nodul e’ s>8s854q6i i@%i%ﬁl FORBUL Rhidrodrsid elnsiRgly(@ogify thasedden of the
entities on whose behalf the virtual conputer networks operat&)ﬁca?o

part of managPmguicatiennAePh @nd derwerd the nwogifiedy SPmEvRISGier
networ ks. TheofBhfdnads HoNTRY rodiRiaRby Bt IQylcdTRoREPU il lberfBim do
g virt wor

correspondin conput er net k for a conputing_node may be
per f or med i nsuer aousnmegisation 2652 may ipabddidesrmentingcd Td4 mgtwork hop

~interacting wth S e : i t

i nformation, WB St ﬁa% ?T%gé%??’ \ﬁgréh%&% gqrés %%tei@gﬂ[ I ngggwds?%c%ddress to
conput i ng nodesespondt foathki mext etestinatios, assac inathés exampleswotlddmrngidatg
nodes, etc. For,_exanple, when a particular. co tin ode i
execut e one HHURD er%m‘l?wér eﬁﬁg‘ﬁmnﬁﬂﬁﬁ%ﬁgﬁy[ﬁm% Eéﬂéorm(?g%h‘gﬁﬂg?
user al so hagygd heicofPhiNGEtRNPLESE aRdy iRNeda tfimigerodeth@nting nthat TTig
nodes, the new conputing node executing the user's pro rarcrhs;i_l ﬁé‘ be
selected to petwesk didpay uemmtweah%dqr@d GB%%‘B%Fh%éﬁﬁg'F%' aidygre
user that i nehides b aResHiieto SRMULIAIGIARAS wrid B RA Lyshile \ioulg er
or -other entity may specify a particular virtual computer network to
whi ch a conpbeicogiputiog nbdé bhgs, such as ft the entity nmintains

mul tiple distingt virtyal conmputer Lf:fer OROURS
of conputi ngiur% es. In H%i P%Wuq’%t@bvﬁgg%t qz%%%g'ﬁ%gg'ﬁ%ﬁgée %nggor
Cont 1 9urT NG omtm St ons Dot v SOMILL R no0eS.  sneh a8 oy -t
tracki ng andFBW"H‘E}i%'PHgé‘g@\i_@ﬁ WHP%@%%@? f?eF'BW@Mf 8“"&5{%98{?" and
virtual conmpukgliedHWObifealion NMasasr GHo@ie RIt iiM @aRicOlr Aifa dManner
behal f of a customer or other entity), and by providing informtion

about act ual similasi dal thaibslasatieetheifworiUERIdZBs o5 EPMMUPIALIER perld-% o
virtual net e f rij b I ddphuSiRERH ©22-¢
network (e. \é\@’oﬁlﬁgﬁ%ar M:u ‘érgr crﬁé?'"geng? Ig{re(‘:%%p#ert“%nti ty). [0079] As ’
previously noteelifiesi thes moereutiostiore mss appropriatgr eand forwards the modified
communication over the interconnection nefwork 250 to computing node H.
To determine the substrate network address to be used for forwarding the

modified communication over the interconnection network 250,
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execution service executes third-party customers' prograns using
mul tipl e physical conputing systens (e.g., in one or nore data

centers) t\b@%ﬁﬁ?ﬂlg‘%t multiple virtual machines, wt '}c‘%ﬂﬁim\i}oi’fsb@'

machi ne being able to execute one or nore prograns for a custoner.
sonme such enhodi nent s oner s rovid ns.to b ut
to the progr %@?B'&‘G?‘i’%w%@?g?‘b@oga%dﬁn%rapgsgﬁ‘g %%@E?ﬁ' Mfﬁ‘af ﬁ@voéﬁd
other resourggarR8 BAYSicdhafitn Wirtialahakiisuesdirbasifrirhi B peaubded
by the program execution service. I'n addition, custoners and/or the

pr ogr am execgeinoriniationci22nay Hewavas hasedurn ﬂ@o@&ﬁ]ﬁ@?‘%é’t’tﬁ@} Rardwase
wll be USEdaBHretsEemWeg rans%’ﬁ?ﬁ#c}a‘?’?oﬁ@”' EBmniniGRIFAY ‘?ﬁ@@uf@f

t he custoner, as' 1o providée conputing no
virtual comp® detenetneertb Lwet thet destiapiiera viniual. neMaubad&iteSthtooidea’fffy the

dedi cat ed physical.. ne In addi tj i.n s i ‘

vi rtual corrpéteﬁtl' ar‘i@f‘\/\% Aigape 'ﬁ@rﬁf%%s& gy aaﬁ"%ggﬁﬁ%%ﬁnﬁ?m ﬁ.'gt m
system may beigure opA| 9Uhad, eChramunranern Kianaysrdeddale &t checks the
configurable network service. In some suchoﬁmodl nment s, }( grgﬁs

ot her users MAPPHSeRYNGH &2 t fiedemping o3 g%%béfrﬁt?n q
for their pr nggg{ h eggtwgg ke

t opol ogy i nf gérﬂngﬁbo ny%@f’%r@ﬁ%%%ﬁ?ﬂ%ﬁ'ﬁtfgﬁ‘n??? or the =en
provi ded conpt&muﬁyedat@ﬁ"klneeﬁ&d istred nifarchGommyricager Managsr @Oﬂéﬁcﬁ e

| ocations wi tgﬁé@? F)f) ?&'&é@%ﬂ&%ﬁ%&ﬁiﬂ%@ ter‘?:%é’a‘ﬁ’éd;e?m 2l a

3is a bl ockP exdanpl e co syst
for executing detembmdihae mfomiatmns st enarfrer simiedo rtge cmtmmhpnatzmm

bet ween conpuyt i ode icul ar re illu tra

369 of conputIaEE cistuSsl oF Srithp et il yerpetd R o, (AP

or other gr Ok&p@hsé%ltmamdre‘cpﬁautne@gagmzz»a éﬁu/spmmmmmms-
sonme or all of the conputing systens qf the group_ 39 be us

an enbodi nenthaﬁomﬁ@rmmﬁ%aﬁqrdn%%%&enwﬁ\ﬁﬁ@ﬁ%ﬁ%@%ﬁ{é’ﬂ ‘Rs
to users or Qbﬂ?ﬁayefﬂhhéi odﬂ\?ar%g'égh@@eﬂ duﬂ?érﬁi@ﬁ’tﬁarﬁa&ﬁft\é@r conputi ng

system 300, a host” conputi system 350 capabl e of executing one _or
more virtual [0e83hi nes, Ateh@emmamicationpidanaggr spedwen detprmings GpdPvo

I to h
venager moduresE8M T ShRlSbTaR ek tbrRRpLATR, (OSBVINAS hhE
executes on Bﬂ@t @éate[srm aewdBub m@aaglsﬂmumc’amm_dhabactaaiommiﬁc% supsirateg
system (not shown esstm ager. ¢ uting,syste n t
cznputl Elg sy SPRYR ﬁtﬁp ége é*%%%fﬂ?e@ﬁ%s’?o @%esY'Bﬁ%P h@gé)%/%ag%ﬂgé
i nternal net ywjKac#tss M}Idbhumﬁgu@ae At WK hegd@Ie\Ancta;smnqm the
ot her networking devices (not s

The net wor k 380 dn
i nt er connect PBYﬁ'%tWﬂaﬁ&%moﬂi ﬁgdmﬁtqoﬁieépﬁﬁ@%ﬂ%t@wgg&ﬂ eHis
net wor ks (nog,naté?‘%g)m%t%f 65@&@%(%9@ 2R iRpusticAiar lertﬁé!u#@@ SOBGRAS

to external netwo not own) an stens, such as ot her
conputing sysebwsk 3eeressr 0RO ¥ Lidantifiersdl B & Whetﬁemqbﬁv%rlﬁlsﬁye‘j

devi ce 362 pro o is
comput i ng sy ME% %%%%1B$n\{@§pr%ta§§{)£§l {thé vvor I'ng deV| ce
362 may, for 2exdingnitiey nbisvosk identitar for the Muaigemppﬁw&ewm ddwpLas w'gh
system 300 oper at es to confjgure a virtual ut er net

W thin the grauRERions Saat b EEnBlina BORIB. A hubunkarb sehy 8%y W

the provi si opjtaigonhdétiohdldiwaii 25D toAhe stikeryle Miwofk AINEERTBT Mputing
conputing nodes). The conputing system 300 jncludes a

0
various 1/0 sed@oHents MCYOUH’Oﬂ@g@omm%ﬁf@”nﬁﬁﬂ@ﬂ%mogq*ﬁe% / oThe
R OBk S0 0 e 2

conputer-rea I'e e and ot evi ces g., a

mouse, keybo&rhy medidgike comnetnication 222-¢ so as to replace the pnor in4 header
with the new IPv8 header (e.g., in accordance with SIIT), including
populating the new IPv6 header with other information as appropriate for the
new communication (e.g., payload length, traffic class packet priority, etc.),
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WO 2010/ 114715PCT/ US2010/ 027822 [ 0082] The host conputing system 350
operates to host one or nore virtual machines, such as for use as

conmput i ng REIeH/kyi rtual conputer networks (e.g., COFlidIgh PSS

t hat execute programs on behal f of various users). ' The host conmput 1 ng
system 350 in

351, and rns*r’n'S‘F’EjL%%I %l#@%ﬁ%?at}/q?\r gg# ?’a‘lPéet? tﬁ’@ng ?‘?G%%Fﬁ?f‘ @Sﬁ%cgh 2%65

353 nay incl yse iKERIdAECRAMSNEIN BiehQUstB U5 pRYsidd] (PEaRaNaLbS ndtabrk A
virtual nachi ne Communi cati on Manager nodul e 356 and one or nore

virtual machPAgesssal dhe eREBMTGRIONn 28R rentrye 3ts, MMURIFRIoRodRI e
356 managi nggomrgg@b&lﬁ]d a8 négu} éélﬂa%s%%éﬁtﬁ:%rﬁb@&?{%n WBRAAdISnodule

conputing no nication Manager i nt al ns
vari ous mappiSnedeifesr nemimemic@tidn 61823 odadhe riotestarunecton M’@Wﬁp%g ni§

nodes 358 and_qt her utin d r
- mappi ng inf oPF“rﬁ? &h a%ﬁ ﬁﬁm%éggoﬁ%ﬁ?g%r%ggg%kﬁgﬁg#ﬁg@ 'gtvr"@c%grpeeg%?g
the ot her hO&bmﬁﬂ!ﬁihﬁ35o mngzrﬂz:stmadiﬁgcxormadsnetm mrhmntcatmmm irafudeost
conputing system I ns t ost _co t| n
systenms 350 gﬁarogggtwyvda@pa r,, @@ldl &’éo u‘?l %cpﬁ%cgé;gnwu;g g’?\g
prograns wi t bgmbnuiiaenRAzleR danduml nseMnes. In a typi cal
arrangenent, the group 399 may include hundreds or thousands of host

conputing sy §0eits SUCFF%QFW@% 23 Inpied Ritewhaiee CopargHmcatien iManagasr
| nb f I
[ 00831 An enbBREuL R ity EGPAGRIARH MahalR ol a8 FhMtherSesons n

mrerory 320 othig I“@caum’muml ngxis‘ysmennemmmatisorr&omnbompnbmg 910d6hé« to
Syst em Manager receive_an indi |

conput i ng noﬁ'@@pl‘@1 O‘E}i?eﬁpﬁ 5P 12 29SS Pru Eéwrlr%e log'ale %kmg
(e. t9 , 328 ofunTabSally be@épdmmitmethswmgﬂgmmg mﬂmmp?lbtgﬁforﬁtbe?mumg
system or one or uting nodes_usi.n 0s
conputing sySPBRELESGEHWO n@cm‘%%e@P%fqmggﬂ&ﬁ?g ﬁeprowded
parti cul ar CoppHilAGolRAL) Bhallof théiPwkie bhicaigBleaierial vie rtual

sone cases, Information about the structure and/ or nmenbership

various vi rt aempuisimeteerkn o atopiaenmayap sraeissddsaussed. [RgiAl §¢lﬂﬁ\'5n~b
dat abase 332,0 %ﬁﬁpﬁogg’% b.l%i’l%)lh@ rEtitlfiond Go &%ﬂﬂrﬂnﬁ’rﬁlgéfﬁtdﬁeéﬁﬁ Qst {Gs

Conmmuni cat i on na er various ti nes. ' In sone
cases, infor meanﬂedatbmamnumeg oodéiy il teekevettars ere pbvsmggllyoim pleané ried
virtual networ

e BB E AR & Hor G AP BNt o
header modifications. Accordingly, Communication Manager module R
and/or Communication Manager module S may perform similar modifications
to the communication 222-¢ and/or 247-e to emulate such functionality of the
logical routers J and L. Thus, computing node H receives a communication
247-e that appears to be communication 265¢ forwarded via the specified
network topology for the virtual computer network.

[0e71] In this manner, the ONM system may provide logical
networking functionality corresponding to the configured network topology,
without any special configuration of the computing nodes of the 'virtual
compufer network or of the physical networking devices of the intervening
substrate interconnection network, based on the Communication Manager
modules overlaying the virtual computer network on the actual physical
interconnection network in such a manner as to emulate the configured
network topology. In addition, multiple modules of the ONM system may
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simlar to | ogical networking device information 294 of Figure 2C
and provided to the Communi cati on Manager nodul es at various timnes.

[ 0084] As %égmﬁggég n greater detail elsewhere, the CorgafiiGablo®Rzz

Manager nodul es and 360 (and ot her Conmuni cati on Manager nodul es,
not shown, that manage ot her assogi ated, conputing nodes, nqt sho

and the Syst@ﬁ?rﬁﬁ?\a&&emﬁdullne %4@"%@3}‘%% é’?%@ri ﬁ%é’ﬁ%ﬂ% MF@'O{%W
manage ComMuphiadddtifg 8b Vgepatielikt ofidal ¢R8ForkingCldedicBg dueh Pas Vvivilie

| ogi cal networking furnctionalli tgy correspondi ng to configured network
t opol ogi es f oroduiesv2 Had260 endA90ceppatied teaatheyy ksthespreNious @AM dhs

f - j
g ARG RN 1583, gt b 20

conmputing no conput er networ
wi t hout any apg@i7ab. configurati on of the computing nodes,

by
overl aying the_virtual, conputer networks, over n rk . ;
optional |y of@@r nor %?@r"%;y H%ﬁe&g?ﬁ 943 Onsﬁ%%\(ﬂﬁ ?ﬁ%ﬂg%g%?ﬁed
speci al conf fgugatjral orfRio mHeparkdendyc encldk osariotisenetnerindinpoiogy
devi ces (not_ shown), and w t hout encapsul ati on ' | ons

) ] f comruni fatll—m
[0085] It wi | infereafiopr @Bfl Masi@Us ARG RGJEE @?&ti@nréei%@, 9k dhe gl
and 395, and ' | | ' f
n0t i ntended R aPPEr e el Kenfiggre i Soiiifhce with U @WoHEoRORp e
exanpl e, conpatidusgmensersrs FB0examileorin 3s0enaybpaimeinclbectelediont $fed

devi t hat . i1l ustrat Lncl ydi

ot wor ks oxt GRRRHTIR, rione 5 B8 8o 'S YEha0 chRBANE aRBrCantRE R0, pe
Worl d Wde Wabsignéteh partiddarecieine admrftg?yreﬂ petmd(f tag@lo(?yd'eaxobed:tasfed at
conmputi ng syst . ipation r dwa or ar e
Char can’i nt BRSEIN DA Port GEw eRBICEDABReD A PO ROoBIST ahitd GREPHINE

i ncl udi ng Wi hhgitsichrdd ahizdRoies kdcaBo®! orohBiead e eatien selathal &base or
servers, network storage devices and ot her network devices, PI?’WQ%?H&

cel | phones, WARIOERY GRIHEST rBBEYEFSS ObINIREFLIR & SHFAMRCEIRULNY |
appl i ances, {)% %{Fé!\ﬁr@?gv ofk S e(rgﬁcgjrceéJ%d RG Sd bPPhd @¥B/PHuting

and/ or person gital video recorders), and various other consuner
products t hatodeclaicy apichopsi atithirc oanminiowtn oand/apamaxingyres spepified

addition, th i ' Lded i Llustr ]
M some. enbodPrlAPLeL Bldnbeb B ik utfel 18 proxiiily’ &) S, FBEAICES olFRY
addi ti onal npgmpeating festura by other Isocatiore mbrodiditionsin beméwerobodiments; y

oo o Bt s b ARah e TBighEho 58" Py 0B
location , such as 1o include one or more of the following: constraints related
to capabilities of a computing node, such as resource-related criteria (e.g.,
an amount of memory, an amount of processor usage, an amount of network
bandwidth, and/or an amount of disk space), and/or specialized capabilities
available only on a subset of available computing nodes; constraints related
to costs, such as based on fees or operating costs associated with use of
particular computing nodes; etc.

[0073] Various other types of actions than those discussed with
respect to Figures 2A-2C may be performed in other embodiments, including
for types of network addressing protocols other than IPv4 and IPv6.

[0074] Figure 2D illustrates an example IPv6 physical substrate
network address configuration 272 for use with the described techniques in
some embodiments, with the example network address being configured so

as to embed a virtual network address and other information in the substrate
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WO 2010/ 114715PCT/ US20101027822 [0086] 1t will al so be appreciated
that, while various itens are illustrated as being stored in nenory

or on stor‘@gg%lw{;ﬁ_{ﬁs bei ng used, these itens or portionq,c?.f,UStzagm-;gyy
e

be transferr etween nenory and ot her storage devices for purposes
of menory managenent and data inte

rity. t er.nat,i vel i n._ot her
embodi ment s SBR¥OTEAALFSSHEO AR O §Bﬁglﬁ/aar’g°\ﬁf I‘@E“%!Mut§§ﬁeg‘f@&n%‘ﬂ?r
execut e T MHIDE AP BIMPSI: HENIcHE_ASTrEABIRAPLBRLSSY, tis ERample IPyS

illustrated conputing systems via int er-corTEut er communi cati on.

Furt her nor e, nptwark rasidsessogonfigarationsuses te AL$-bifnatwerkspddiens spABse d¢
nodul es may T . DI .ovid . Fol

| east parti a?ﬁé ir%lr@pg%\@?rggg%rg/‘g'\rm ﬂggdmg?gwﬁ%rﬁgﬂﬁg%%ut n_(gtg i
limited to, pbgicarofrtheadapsi and ivdth- thpenibbequenitbdgbite sfdring mountesface

(ASI Cs), stangdard integrated circuits,.controllers (e.g., by
execut i ng apb%mﬁ‘ﬂg‘?’a@é%ﬁ Pﬂgpﬂcﬂ%&e a9YSP%icl udi ng ni crocontrol I ers
and/ or enbedgggsicont r ojnl @i bxarhpR! th@ifdiceabh| retgatepationys hERNS)

I bl e | d : I f th
ol 66, " SySeatesanmaRs st BhdtrdaT ey 4128 (b Weotbdhicash. S1tet

software i nsgg,ts.lggagcﬁ{gg 8la g,érrpHFété' ro?%tr%t&g,amamﬁra@ﬁmé?ras%@ééaﬁb &uch

medi um such a nenory, a network, or a portable nedia
article to benregdnizgtiem bypan dpteiret gedistry copgrater é’f‘ahehﬁigpﬁﬁﬂﬁ aplernet

connection. The. s :

Cranam ttod AecgBrdnile GGy R R® Rdiié SEUi R dPkeitfeiiion
wave ?r ot hethaglrwég?gnajr Irdergiet d%egﬁtgpé@jﬁ’f—:edﬂld;@,gml Régaeatlac VEr Eatqpeeﬁsd
conputer-rea e transm ssion nmedi uns, inc ing W reless-

wi red/ cabl e- gk@apﬁ%ﬁlognge%%-tﬁﬂé %f‘a\/r%#i?’ef S8% 5 d'?’iés"gg gﬁs
part of a si peamiRitioNUthki Bp&ragss ananfibdrhentbi they OaiM nsykiehploe another
di screte digital packets or franmes). Such conputer program productgg

may al so t akerganirationdpat upes &%@?5@MTWHP§?SAB%5M| RN aSEA
present | nvemén‘ﬂﬁ%%agﬁ@ Rl 628 HehDoRdHrfiort OMAY Rkird s s Includes

configurations. igures 4A-4B are a flowhart of an exanple
enbodi ment of AR-bENMcoBps bE infamatiper 27 Jutin nidiss eBamplee thad uearipsprags e

provi ded by, , for ' - t 2k Wk ikt 0
of “Fi gure 1. e B N B BobubEnase o R S Rk o el
the system nmassgek poritu) eréddeddn Belgalf of the goahwhese dlendiférsis indicated
managi ng conmuni cati.on etween nul tiple conputi odes a e
or nore int ef'h@iﬂr_ﬁ'laé’oﬂgggﬁf , r?‘ﬂ%‘t‘%\ﬁBﬁ&w‘fs@%ﬁt&gagm‘f@é%%ﬁwg&%
as to provi degd pgidtal-HEehdokt pertibHNsFithe Ralidsy reprasentzoa dartial hetwork
configured network topol ogi es of ) .
address for the substrate network that corresponds to a location of multiple
related computing nodes, such as a sub-network or other portion of the
substrate network. In particular, the initial 64-bit nefwork address portion in
at least some embodiments corresponds to a particular communication
manager module that represents multiple associated computing nodes being
managed by the communication manager module, such as based on the
communication manager module managing the range of network addresses
corresponding to some or all of the 64-bit interface identifier address portion
in order to represent the various managed computing nodes. [n other
embodiments, the partial network address may be represented with a
different number of bits {(e.g., 72) and/or using a part of the address other

than a prefix.



virtual conputer networks, as well as to performother types of
managenent operations in sonme situations. In at |east sone

enbodi mentge 2i R 14+p4t i ne may be provided as part of a y§heR bRk
manages comuni cations for nmultiple different entities across a

comon interpediate network, .With t comuni.cat i.ons nf i gu as
to enabl e ea{ ®onput ﬁhf hé‘&’ét $f8”PrﬁgB@P%ffffW&%‘fﬂ#’u%f@%f’E%’mfﬁeoet er
associ at ed coamils iREbrMRESS iV FhficLaways iRtigfevént lamtbodiaenis! elthrtepuogk
that is specific to that entitgl.eFurtherrmre, the routine

z

facilitate pHéUEtiPRg QRIRA hef1 z80d c SRfuRNEYINGo iYor ¢ Fﬁrﬁ%tfvggy%amﬂ’%ed
to destinati P%f%@ﬁ%ﬁ’lﬁt%@% inFORthERR. I ReRiubdd MOmEQEMH ISR b o7y

Manager nodul e eterm ndati ons of whether comunications are
aut hori zed. a0D8IP) rihe Hiesti W dits afbéidl Fhtsodi e f , theheveralldPyfe addirsss

at bl ock 405,gphiel & }ghf@gaﬁts%@gg BF Shd SBpolbllf HbthainC Abh WSS the

bl ock 410 to request. erm ned that

the type of mreauigt of $hd cemabing a0ebitsienay change ovep dime@r rindaiffersint h

a particular jndicat entity and/or virtual conputer, network. of an

Gntity, - suchsHBpRe: RUECEBRm P PRETRISEL JAHoR BBLap ahowp Fach saicats

virtual conpygfert §buGrishicar Ionl%s,eﬁ%dgﬁMﬁJrgi@ afeas Witlin B idbicRJcohpates
prograns_ on a

to execute one or Moré prograns. e of that entity), the
routine cont faskewithin B G@eogERhic amsse @NEt RNYEIFSE SOTHHERE isygieRy aedes

with that i n%ﬁmtﬁfé %BthYera Y] rtmhsscgw R tﬂ@té"%i{‘s oM 110 Beale
enbodi nent s, e routrne may further determ he the one or nore
conput i ng nomérmtatiobemays ceprased Gt hninhe valdéss athed Serdiitist foratie area

virtual conputer network, such base i tion i

Uhe §ndi cat el amaney Wiy vepteseh 280 EREH Bhendnt iR bede el dR%e pis
such conputifag thedesk dankbraatierx etay rapesdnt i apiguat ealpeo doragacio@rea

t hose conputing nodes be performed in other ways. In additio as
di scussed i n"?gﬁ%va?'é‘? ﬂafggpqts ﬁrs%\%h@?@,’cql ﬁogftﬂtﬂﬁﬁ%r%é’tsﬂé&?t:’Q ! ﬁ?émaf']"-‘“
nore of the gRYPEbIENN2EESUNTBYe SAflesPRr Badh! fadR| valRe hiCenhvehadly, i with
hosted by one Or nore physical conputing systens. The_ routine then

conti nues t oresbeetikos@mMmde 276 enly ipcalripred radsiniermeatien isosawn. myt each
node(s) and i iat. i j Weler i Vi

Comput br - net (B EOFHSEE bth 1f Broth ' rictBscdlin e GRS B irmiion, bicn 2
routine storgshave 18d8datnique icale phiyes ciaingsitsd4 ritse andttadave HIPIE s

correspondi ng_.to the conpputing nade NMiptu n dr WS
by the entit NigYy rf"ﬁ% ‘@g'r?ﬁ)%ﬁsﬁ‘a ﬁgd@ }é%pgotrrt 0 ﬁ]éeﬁ?%:ﬁlra ual qﬁﬁ”rrigutféejr
net wor k, opt agpratiaiedatiat tdpsdgySidformationenay el cpgreserded iig péer haarirees

conputing node, and an indjcation of the associated entity. As
di scussed i nNgHBeR LPLAMENIS: el sewhere, the physical substrate network

address cor r@ﬁﬁ@ndi NG i Ghik RQaMPIE) i BL-HRGGErTEEY ideRtifa Forfsietha e
be a substrate network address specific to that si nqj e Corrpuua%\’lkit
or

node, while pddreshis cenfigomchimnstoreragvarakiyeas) of Bfeimationaingiising

gggggi g[ ggp %ﬂﬁﬁf?ﬁcgﬁﬁﬁgﬁg%ég&ﬁ%gﬁ%Zparﬁ&?lgr BSmPBtind odB RRAGE PYa an
patticular virtual machine computing node on a particular physical computing
system corresponding to the initial 84-bit network portion of the IPv6
address), two 1-bit identifiers 272f and 272g, a 24-bit identifier 272d to
embed an entity network identifier (e.g., to reference a particular virtual
computer network), and a 32-bit identifier 272e to embed an [Pv4 network
address ( e.g., a virtual network address). The 6 bits for the slot identifier
may represent approximately 64 unique values, the 24 bits for the embedded
entity network identifier may represent approximately 16.8 milfion unique

values, and the 32 bits for the embedded 1Pv4 network address may
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j0089]If it is instead determined in block 410 that the type of
received request is a request for address resolution for a virtual

net wor k adghegs ef71@ computing node or other network deydafneddeRAs

froma comuni cati on nanager nodul e on behal f of a managed conputi ng
node, the routine continues, instead ta block .425, ere | ef.ermnpes
Whether the FRRIAERE dPeratmas BecbTRhdni G vaiRe ibDE Sxtrbnat® Tl
on whet her t hnfRSOYELY MTPOILF K PAeaddresélospredentl & U/heloleisl bits

nmade is authorized to send conmuni cations to. a conputing node 0se
g adgls

virtual netwbiat Bgenres erkedimgntsomaysindicgin yiheth Sl ¥
virtual co i i 1 h i

bel ong) . - bas o Do e, e e ot 1 o
the request the 8@ addrass)ardpiesaripuan N nisdidusligroup bilrthehtinysyaet
of a configur I I e he
equest i -r eoBoYltS ey TRESE RARARE e UEhels, BOTEPRe 1305 What
act ual I y nansgeputihenotsoc it & dragnpiuniuiiglenadepdinguioties (bghads parbef a

request is de., If the re st is determ ned tp be aythqgri.zed, e
r oﬂti ne con{TBFﬂ?é@a?toorb‘lT‘H&'ﬁg%goﬁn ﬁﬁ@ﬂ@% P?m8ﬁrg!?9‘?§m§n§i’ H’{%gé Hﬁﬁ,ﬁ&ﬁ"
address of i péeresid fpe &/Paktigukalr i bhélalwhe®NARLEN folarding, of UBd

a

as may be identified based on an obtained entity network identifier
for the virt comresRamginge CoOREUMTatiopr iSsoPRBE SRl cBH ast fof rigseein jMinual
associ ated w Ao Vi 0 : I MfitSe NHAELH C
or al phanurr\é%%t't(g:h%@@ewa,r bgﬁjgﬁﬁag&ﬁhﬁnﬁgg&%rgﬁéfshgmrj!gm%g}? rggei ved in
bl ock 405. Theoming communisatioonvitmeesh agastinatiormaddness bet delweredsioon ed

information for the copgputin e £ | ated .

Virtuar netwenRruite BEEARIothaR [Rle WuET B Refinbleaihs ratrer
particul ar thannhosompiing tnodt esrsexpioatimg idhalte waldasabf rie¢ va2-bit [Pv4
address to a Iﬁ){g}yai%@l ﬁg@it$4e net 4< ﬁddﬁgss for a%@%mrﬁo il b

| ocation thaf ¢ S5 tPIRES @B% P EN d@?twé’ﬁ}&ﬁd MRy Ha! be
previously stgsediatdd fhdtareaferfae Mdsified Mormmatibromialy anakdpressnted er
information for the virtual network address 53 (e.g., an associ ated
virtual har deBes MenaeEsie other eMEPERENBn r egar di ng whet her the virtual
net wor k addr corres : iteal i SHER i

node with anﬁgc ual suﬁ?@lé&éﬁﬁr ’ tgg r%%nsgfogrt |ns£ggrc]i%t%g@§étl_%mﬁecal
net wor ki ng dembodimerds astekdishaan maintaiacyidufl sebputeatnetwerkaoik the
address, informt.io u ol ; I

correspondi nap?rg '?ﬂg)f%%f%téfal ° ee?&%’?'{(unz% bgégglﬁ\?ieﬂqu@%ée%?t 'Edz)e edge of
confi gured negavarkmbepategyediatopipicad metwdiks) sudi taer bplconkigutBiy, atdhe
routine contipnues to 440 to gr ovi de .an ifndg_lcat.i on of the re@\yi Eveg

i nf or mat i on P@%’éerr@aﬁ%@?%rc. MURi¢RLIoRE oY, eWEF%ﬁ:q{na gF 8881 &Y a
bt T at 6 Ne eI R rrg o
5ubs Ss, X : uti Vi

i ndi cation | delsrminesdne viré@émmpgtqr;pmet\gprésﬁdg wtich Vpﬁa”‘é’)ﬁgug’r’%aéﬁﬁi%@
correspondin : I § " [ (g I

e e, 1t heraPuiF niids Belond fo M s B O ey VP ol e (T

i s not aut hocompdier nhtvarbsipperatejeas pars obmdnaging the tommubicatirgs IZGhet 40

t oquest 1 ecarua siMEsERetthks, PREHeREuidind) € Bo R Fydfdbr®
request. In agduld 6ha doreepbeding Virasil menfpuitdrhestwork fonen oaryippiing oode
one or nore other tests to validate a received re uqedﬁ% bef or

respondi ng W@y Paariogied iBdvarious: waYs dh vVaEah GRiPi 159&? 125t PY he

conmputing no g With ld §JstchirRgndRavesduld haAavrbgddsedt iforhfaRhY
t hat infor m?\?%rﬁﬁ [%090] 70t is i nggtﬂ_ead udet er'r¢i ned in bl ock 410 _t§¥|at
t he recei vediragkiug softivare: progesing greautingtanosucht wsen iy noses: batraesing or

ith that vi PR RsBPR Wi, SIS, SLE TPy B2 e it

with that vit conputer network, I né cont I nues
particular computing node begins to execute one or more software programs

on behalf of a user, and that user also has other software programs
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WO 2010/ 114715PCT/ US2010/ 027822 [0091]If it is instead determ ned in
bl ock 410 that the received request is of another type, the routine

conti nues ywoshRAdsri$ bl ock 485 to perform another indi gtrAfQRBEASI ON
as appropriate. For exanple, in sone enbodi nents, the routine nmay

e e nSCUaRhanb APIBE pORBIS hLL TR AR BHRYinB 1otk Bybaing e

previously agseds Etogtbm{@ may barsklettdchto l@mbssgcmed/vmh a virtuabbomputer

conput er network pu t assoc one or _npre
prograns bei R§MEX thRrecT £ otiSehath aénchﬂ‘ifp 6 Q@ﬁbu??rﬁﬂgﬁ?ﬂjen%qees

term nat ed, Nt@rrféﬂ{m#}é %eﬁ@ﬂ@th@ﬁbhﬁw%aﬁ’%ﬁ@é‘ i £ BafieqRPFRAtual computer
unavail able, etc é he routine may al so performa variety of other

actions rel anetvark o a gompsying asdetbelangsi pueh a%ﬁﬁbeuaﬁtytyn@aésam%s
di scussed in e I di I

det er m ni ng ngﬁ%t(lﬁa ?r%b%% g?mggﬁ?. '8% lrr&écg%r}%g%&\g no%ﬁﬁd“){{%s of
addi ti on, whtompnoting nbdieast tratiaditiber i, atileasitdoare embodinmnis,sonteher more

ot or m oo Sy TrgRae RS P dRe ouRE et b e SFnudrguring
stored Inforaam%mﬁoﬁ@m&%e@t@am@um@ A6ded, t Qichpae dey itrrRMinge bhods
of tinme have expired. I n addition, possi bl e validation proble

are detect edm%‘aéwgdﬂ’f%‘ FWPE%BWQ@@E@&%FQ/‘@B'CBHM EOMRYISI BEMAKS
requests foryir 'b'alééd Bﬁ%&&rr@d Pagﬁfontﬂéﬁaﬁ%!’b'd@@tdﬁ?é’r SredtReNEhtitPus

actions to si g a an error an orm ot her COI‘I‘espOI‘ldI ng actions
as appropri aged {mmywlfngennfgrmaw sput 4agualsgbysierl aBBstrateenelwierk ne

continues t 0?9%%%59 ntg\?%g?rrgsﬁ}cﬁci%er rg&?ﬂ%%ﬂ?&ktagd%%%é QQS{? Foﬁ‘“af Baﬁlﬁular

until an expli ate i1s recel
det er m ned t eirfcantanmecr tdtevoriofet g.nby aeptaummstanoustzﬂmlorw&reaﬂnmlf not
continues to bl ogck 499 and ends 989d"} ] Ei gures 5A:

di agr am of alPozs] anpl e A HIEVIoURY SOMe embogmen?s a program
execution service executes third-party customers programs using multiple

physical computing systems (e.g., in one or more data centers) that each
host multiple virtual machines, with each virtual machine being able to
execute one or more programs for a customer. In some such embodiments,
customers may provide programs to be executed to the program execution
service, and may reserve execution time and other resources on physical or
virtual hardware facilities provided by the program execution service. In
addition, customers and/or the program execution service may define virtual
computer networks that will be used by the program execution service for
computing nodes of the customer, so as to transparently provide computing
nodes of a virtual computer network with the appearance of operating on a
dedicated physical network. In additicn, in some embodiments, a virtual
computer network that is managed by an embodiment of the ONM system
may be a configured computer network provided by a configurable network
service, In some such embodiments, customers or other users may specify
various types of configuration information for their provided configured
computer networks, such as network fopology information and/ or network

access constraints for the provided computer network, and may interact from
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of an ONM Conmuni cati on Manager routine 500. The routine may be
provi ded by, for exanple, execution of the Comrunication Manager

nmodul es 1G98 0915 109c, 109d and/or 150 of Figure 1, l;Ckzl'ﬁISO 0/02782
Communi cat 1 on Managaer modul es 210 and/or 260 of Fi gures A%C% dz/or

Lo manage corminbEArnEneTaealenpiuf 3hdh sidrgh g@crﬁﬁﬁﬁefdsgﬁ@%%i’ﬂas

nore conputi mgivwerles in order to provide a private vi rtual _conput er
net wor k over _one or nore sh%r ed i%{ﬂn%dl ate 11 g_v\ﬁr ks, including to
determ ne whéf® to aUEHGT P28 &o i $agieghdliysga ’?ﬂj/ed‘? %rﬁ ting
nmanaged CO”D%?ét@ﬁlsnélﬂ%%Ie f&“@kéc@hﬁ#’@%%hb@ﬂ@h’érﬁ'd’fga ls98ehP forn@ianagike N9
functionality” correspondi ng‘fto contigured network topol ogies for

vi rtual conpge@Municalionk Setarroenmpidingoindese b egrtieslast Figueck illgekates

where an indi,c n her
nessage. Thelarg’tdtu?n?ég%gglfcﬁﬁﬁﬁ oybsfec@g%@fo !o ge@]&(@hgﬂ{:?‘g&sﬁ data
conmuni cat i osenter obheothees gemyp avfd qurlocated amn'qutihgglnpdeﬂ itn |some
determned in 10 that t ssage i,.S a reques

etoiared nambeRm et pr s T o ulBe Byt el B og may
such as an ABR Usedusshn e diraerht cﬁfethéQDNMnsﬁaﬁetholﬁr@ﬁéfe 5&@131 @omﬁuter
identify the virtual network address_of interest indicated int

request. The“?@’(ﬂrkﬁhé’:’t‘I‘I%Eﬁsc‘?fnf’m%e%mlt'ésbl daR groyPt 899 dAgudes &g $EREr t o
a system man |

t he i ndicat eg Si¥bu rt uagyﬁgéﬁﬁ hg}éesdﬁ% kﬁﬁ%‘ﬁ ?t%% a%%.BHJ&f %Jugﬁg
net wor k assoehatasdnglet virttalemeashipes. a@eh@eet t:mpumg)ey&i@msr?r%) ﬂaﬁ@é@t
such as disc 4 4

G SCucsed | nomED & hist ESRBGInd dySenr ol Hrit AR Bbuded e eidnitiichon /S
enbodi ment s Memeger nfouiutea860thathmanhages hostl ca:mmlmgesystmnmeﬁ%ra:h%m
entities assoc at ed wthe%n&pwgfd co utlgg node, as,, wel "
confi gured n&¥ ?Sf)ap?ﬂ%ﬁg G FEBIRETTS FYF Ql?élort:@ﬁﬁﬁh%rcompu ing
net wor ks, Whiydei(ngt BiesweODEE 8pem MbndgRdong®gSystem BDOMatHoD
may |nstead be provided to the routine by the conputing nodes and/ or

by the systeRPHEHEMESYREAH 82008nd #¥0cat¢ crBnasied dm ﬂ%ﬁ]ﬁj’@?h%‘ﬂﬁl L
may track a“ﬂ:térh@f Rebitik 490 %maﬁ 'n%iuéﬂést BOHétw’oFk:P&'dégchr 952 4pf Bmeand

tracked by t current routine. Wiile not illustrated here, 1 n other

embodi ment s aslveskingadedines s (oot enEss r doel natwerk e%ﬁibstr@yrrdge ban
handled in o g

managed by ahgﬁ?wgb %géﬁn%%( ntiﬁégm osnmr%fwlat léid%%%é |p@9%'re%'€’?ﬁ’ gma%n(mt
addr ess r esoshdwidnfor deugetp 380 ambpdmblycprqyldesr@csssim extetnal seadrcsbs

managed by that co ni cation _mana o routine t ead
respond to tﬂpt‘rsgam?”%{ ﬁ%%?”i%?g&h@?l gfhervﬁ Wg Sé’f/‘b%"é nd 2,
modul e, suchijjastritag @Xafipld, W& nbivsiking &ibvice! IBIBloviNes d ga@w&ytuemen
while in the illustrated enbodi ment the received request is a request

to provide a f@oﬁﬁh‘fqrhg?’%@é'dshﬁtnﬁomﬁymg SEARGLNY TS §5@o%ﬂqe§§ot hdg some
corresponds té@e agﬁ(ﬁ?@éscﬁétﬁgrw Welrek Nsbd AR f&dﬁﬁﬁﬁﬁie ipR é’traﬁfer or a

enmbodi nents th S reso ion request “may have ther forns, or

conput i ng nobigdgamy request other types of information about

conputing no t hat ve | ndi.cat VI.T.

2010/ 114715 1USZ Olohﬁ%%éggutﬁ% &gteﬂ‘: éolﬁaépé?gttegq) %oﬁﬁ&rgsﬁn%smanggg
virtual computer networks within the group 399, as well as to provide other

functions (e.g., the provisioning, initialization, and execution of programs on
computing nodes). The computing system 300 includes a CPU 305, various
/O components 310, storage 330, and memory 320. The I/O components
include a display 311, network connection 312, computer-readable media
drive 313, and other /O devices 315 (e.g., a mouse, keyboard, speakers,

etc.).
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[0095]In the illustrated enbodi nent, the routine next continues to
bl ock 525 to receive a response fromthe system manager nodul e t hat

i ncl udes ayghygh¢ahs substrate network address and/ or otgegiuszo10/027822
i nformation corresponding to the identified virtual netvvor[L addr ess

(e.g. , an indication that the virtual pet k address.corresponds to
a | ogi cal net®B#ki ng dt'i‘ﬁ bgsttmpqt@gn%@speﬁ“%bcoﬁqr eFi%lhgﬁé?l[Eeé% Mofd
stores infor gRfuaPthdchfirls! ¥uthak fBRRSe tRAEoRAPYEIL AbdSI B VinakP combuter K
address and/or other information to a uni que hardware addfFﬁSfSS for

r

|l ater use byneworks (g gneorPUlnNg npdasethab sxacyla prgdramstianpehal Afwarigus
a : . . . _
addr ess ge”ehééégi ?Zﬁg I{?ﬁsgr%%ﬂmggggyg%n?‘é‘ﬁﬁ%dbﬂﬁé %ecbﬁﬁﬁtgzl,&%)mughﬁ)

routine then pro dress to the requesting
conput i ng nodempehémth 353, wiordgeus®l,aandpmetory 366 myihiiccaeti ibusiratethhene;

sends to the_ computing no i.th the indic i t

address. As m%@sgﬁwgpﬂeﬂge BeP"a&elﬁg‘upge‘T@Bﬁﬂ8%4@?3&&‘%@8gﬁy%?%éélc’f Vo
substrate neb@\man@qﬂdm@s Aednpasiseatiiaé Canmpunicatied Mamagen nalnke 356
enbodi ments include a physical substrate network address tha% gs .
specific to 8RR ONAE r@dlrewrﬁmcm&ségéearaiex}eﬁw@gég e [HEMAY SEO v,
embodi ment s &H@e RBY§E C 856 S%égﬁbﬁg cORIIdatRAST R¥S tHERYase ORI WAHlial O

a sub-network or other group o Itlgle conputi ng nodes to which_the
e

i ndi cat ed comaghinegcaropldingenastegs35s udhe Leomaupisatien PERoes Musule 90

comuni cat i op. F el,.i8 gul -Fﬁrﬁ% t t o] i n
nodes. The r@&%ﬁ@gt %%I!l corﬁﬁ?ﬁr{ﬁ'@ ! 0 b?gérl]( %%{g (g{ég(?m%&?fg)blt%%ks
515- 525 wer ecpepfitmgreddas 358 andfothdrectrapdtirign godés, asucbuag o rey nrasuer

communi cation, .as,di scussed. with r ect l.ocks 0556 i
o ot F nucSimiB tf pRprbeTofine el 232 Shf 262 ol HiliRn 22287 Tne Hldchle
enbodi ment s bhehd @tidrNfosiBdbmmAing assterneilne aayebs aimilaspotiae df riamt
t he system nanager nodul e (e. i i

g., based on th esfing conputln
node not bei AMAULMDLFYS . BbFATASOTE GF ?lﬁO{tﬁglﬁOﬁ eitipding systoms
destination gefRiMy HEh g&%g%?tocﬁiré?ﬂy ra%sé’&ﬁﬁ@tingaﬁgdésf b?%xé@t)‘tirig%mgﬁﬂﬁs

any response to the re r_II%J conputing node or may send
cor r espondi nyitheutousing Sieslgd \idual Heachingfoutnl Adyriealarrarageusnt.fthetgrpup

i nstead det eé&?s ajnelupé(?ﬁllﬁg%#% rQ%uéﬁﬁswmﬁspégrﬁg%@ﬁ%ﬁQQu&{ as

ot her nessag n out'goin e comruni cat on nput 1 ng node
managed by t Hwsediustrated berenotgaaized niiocataegk nemberotidistinot phisieal sub-
conputing node, that is, not naged by the routine, the routine

conti nues tonﬁﬁ"‘f%%g Ofﬂeqﬂgg?ﬁ‘i fy the indicated hardware address for

the destinajgogd) CONPUAH BEhbREREt oD 8 Sytern MNamLHYeE Aidduie Be@ tesxecliting
bl ock 545, the routine then determn nes Mettbg{] Ihat desténﬁti 0{1
har dwar e addife5eMyY 320:pdther erapiingseysiBils I SARpRAedments, the

physi cal subgggt?pne mgﬁ%\%érk M@S@@%é?s%&ﬂj@%ﬁ%&ibﬁidﬂﬁﬁfi it

¢onputing no or to indication that the destination hardware
addr ess cor r espputiig nedes fodeg beed aepadraiangrivaaosmutersipiwods(e.g., one

previously di A p. I P

enbodi ment s Pﬁg%?%%ﬁu\r%eﬁ%ghﬁ% n%ogﬁsp L[‘lﬁlgﬁ'}ogl%é cgﬁgosttgf Op r%'g r??%ﬁég{crggo or
515- 525 to deherari mers gcompating modsp arsthgngnp hyfstheahost etonerting dzlistsss
for the outgQing nqde communi cation i i n_at her enbodi nen such
actions are gg& FEFF SHER s('%‘?ﬁ‘?'?s Wﬁyts}%ltec#ﬁ}ﬁ B@ﬁ%@aha‘?fﬁa}é’i"@ %%é??@s@?i s
not a mappedipidiasioomifer Ritvbne INRYNERsERs! Mtormiation iabguttbdetructure
comuni cation to fail, such as with an error nessage back to the

sendi ng nodeRndfopaesbershiveot YaTioust WAl Hompiier RefwosssMay be sigreddn
address, or He yrovisioning database 332 on storage 330 by the module 340, and

provided to the Communication Manager modules at various times.
Similarly, in some cases, information about the configured network topology
of various virtual networks may be stored in the logical networking device

database 334 on storage 330 by the module 340, such as in a manner
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check is not perforned, the routine continues to block 547 to
determ ne whether the destination hardware address corresponds to a

| ogi cal neywasihgflevice that is part of a configured pggy\@s16/027822
topol ogy for the virtual conputer network. If so, the routine

continues to bl.ock, 5 tl.f 0 L
address from® f”ﬂ% c@ni%ﬁﬁ?aga?‘?%’ Iﬂ'&%aier“’?cfeoﬁ%{’r@gﬁoh gglr{ @i ngé"?eédm atﬂd
conmmuni cat i or)rcwn:iém the tGxmsladnidatidr maha@er medles bEvarmasttinmses to

bl ock 555. artlcular the routine in ck 549 de er nes

physi cal subi"c0 te netfbdiscHasRd s graater @@?ﬁ@iﬁ%@@% %meH’é‘rﬁ%hf’Ped
destination yidrldat r%BM‘{EEk39@déﬁ§536@U@hda%tﬁéromoﬁ{rﬁﬂrh:@étﬁiny MhRdcRs

mappi ng i nformati-on or by interacting with a system manager nodule to
perform a nemesiviesadwit showne Smtunppags eiee sasspaiaiedne@imewting rPdes. N

t hat of bl oc 0
bl ock 547 thgﬁ ‘?ﬁ) arﬁf‘fﬁ ESEP%EH on %%mmogufd%@e@%ﬁdﬁg%cgﬁ%o@u?gga %
to a | ogical mwtagerdmmgzudmhmm behmerroubmpetmg)madna,emdmrhg chokpraﬂdet 0

retrievethe h bstr dress that is he
ot tvar o ndalRE FRteRR LBRCIRLYY rRREosRte A8, handfERS Aebfork
conmmuni cat i oRy RGeS fdr%r@@ﬁ@ﬂﬁlaﬂﬁ% obntguter REHNORKSK egcrad@tremws ot ol
for one or nore internedi ate networks between the sendin
%@{t@gmdes

destinati on MM anshisthesiompUting NoRps Bed and (S Hthe e
address retrieg Iﬁgr &nmﬁﬁ&é%@e vu@lféreadm@ﬁgr hBivRIrRS Kyifprd B aﬁpes;ra%@er

rewiting may urt er 1 nclude changin er information in the new
header, i ncl adifigyratitangf tioe a:ommt!uglno@ﬁmkmm@ywsﬂﬁowtuaieCeléﬁuterﬁg
conput i ng node 58 r S

addr ess. “ananeits it feffiR LRERAT AR Bhe B RSNl RERBH
recei ved comnoti ghaind rwiticuheny speckp cohfiguratiorast patWorbrﬁga:‘evmeeBB&;orof
the virtual nput er networ,k over,the sub trat one nor e .
i nt er medi ateoﬁﬁ’&sf‘@ orkiag WIRKEES FHITK haR Y ‘ﬁr gh%‘gnﬁﬂﬁ?%ség?tﬁ)ﬁ‘ of
whose desti napingiuriietidwar e address does correspond to a Iogl cal

net wor ki ng device, the routine in block 555 makl further d’n ther
modi f i cat i oni®08Hat cork ¢4 SRERRICHIAIRG Hah GOmpY E%Isyﬁfé"mﬁo %5 390

functionali t%pﬁo‘%ﬁnﬁrﬁf ﬁefv@ﬁkrﬁ% éégtfe aggd E%‘%ér@@?llh&t}’a’rfvga&nd\@% %o@e

perfornmed by e one or nore net wor ki n vi ces that woul d be
used to for mmdasbtodmmmmuwpemﬁthanpmasenUemntMtﬁm SXaMplt, icRm RGeS

n accordance 4hifi 40 LAY 2y iy 5 WBR KO b Yhler Bvicdteinth "ot

COFTpUt er net\% e I’OU I he hen
providi ng of rlhh&ateddin&lwmgdhtcgrghnmeomrmm rostvorks axmmaléodbsgrmmmﬁw

t d by.init nodj f
Ut o1 ng confih ade teniet of He Seydia PR VP Ruflensh < MelB shkidy
the desti nat compa@RE Hbie Gr Hais- co\ﬂpdmgru%tanh gt éc&hﬁr@bé’lﬁﬂi}ecommrﬂtlbﬁr

énbodi ments vari ous addi ti onal %/ pes. of processi ng nay. be Eerforrre
gt

for out goi ngohbawweseRl APREREIRSt caLitkerast ans! peifariny iheiflgscribied types o
communi cat i Oflﬁ}c lfj%lff)?l 'n‘i’clﬁ’cim@t QRAYELS SinftakiBR" Héﬁﬂobnor’aﬁ aHScMAYSters,

(e.g., to ve t he di ng conputi ng node 1s aut or|zed to
send communi databaas $erver‘ﬁe rebwoiknatorage clewisesi and rmiber, netysrrk adeviessed

b t d th t t I
Compat of nor AR, Guthdnbs: WireRATE RS kahsb BleonBhicl dBa 28R, hishidt
nodes bei ng appmcagedelgvtiondjhéseareyﬁte?at (4. gesusrh?tsartepabmmsr ranétd)rto

nt er ni cat n the e of, communication or o
It or oo BB Aot gD (SomBIED aHoros G5 cBySr Rrodiots that
i nstead det efqmpRAapdtoplift eomurdibaion! &pabfiees.v ftlad®E6R ARe ifSnddnality

i ncom ng node conmuni cation for one of the managed corrputl ng nodes

from an ext epreMidasbiiptie Hestrased madyles may imsome mmbasients b erip Ieeé
to raentity t e sich ﬁfesséib biBLRdH koRl dneages. TSmibhe Heg:

and desti natl on - conp conmuni cati on
embodiments the functlonallty of some of the illustrated modules may not be

provided and/or other additional functionality may be available.
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correspond to providing |ogical networking functionality to emul ate
the actions and functionality that would be perforned by one or nore

| ogi cal negyasishgslevi ces that woul d have been used tq,cfmgg@{ogz-;sgﬁ
comuni cation to the destination conputi ng node in accordance W th

t he confi gur etwork,to or_the vir net.
After bl ock g"%& the PP AR He ranptSaidell i SR YBhol 1 are
provi di ng of jfgatsedad bemgi gierediin gnaraomusy @astbmget Whﬂéleeldgalsleﬂathe@e

conmputing node, such as by initiating for [ of the nodifi
i nconi ng_ comtaRScak PaRIoNg Qfﬁﬁe@e@?b’nboﬁ ;rgﬁg\f%gggrl)thgm]mam?qy ?%‘f other

i nst ead det e@{H;%%@ de@nclég%!‘ ﬁ@ﬂ&stegaéf e @%d@%nﬁ?@tfﬂﬂr dhtaPRtdcRity.

recei ved, the routine continues to bl ock 585 t o "perform anot her
i ndi cat ed opéitatriativelys immthespembodmente isoms 0o a8t or el avfovarat medules

about entiti §§8 ?%gg’(le?i{serga%& 25 %wo?%faﬁ%’fﬁe R8viBe f\ﬁ ’cofr{'nqrrﬁcate

I nformation Igur work ogl es or par
virtual conpuitartheetliostrited n:cmsgmﬂmg Systemqmtiste&ndmputwrcmsmgeﬁon.

f ti d de | ogi cal . net
funct | onal | ¢ JEBPTER o, 3 G BTRe PO Sordl bt GUFELTY gndior
virtual conpu{Riuleingg rbbﬁrrﬁole@nawted BY pRsAdeat ihEhatGhamigs adhais dleast

functionalities that woul performed by specified Io i cal

net wor ki ng deertiedy mffr[rwe \ﬁadésrp*wﬁwe@ I'?CIPWﬁQeﬁ%F@H}‘m't%da{ gne or
previously ”Wédaﬁ%c%g es ﬂ;f (?ﬁtgg i didukST( hS‘F(t)s ChaAgesd V‘Mé@]rated

respect to conputi at ar el ng mana ed Oof to renote
cOrrput i ng nodmmltsecontnpl@mﬁq af bmexecuimgsapgﬁopnaemstwptz% angringleding

perf or med. wi (TiCPRRRERETY o, iR shitfRidt R B
ﬁg?f : n;ﬁse; Olafirgps KFBG3s], ccod&i]@( mdg;mrvmableibgtoodmmﬁs (lﬁlm,DsE)ueﬂm aSome
p

di d
ot or mined L 67 BbRF FRLECALIES. PSR R @GR SEOPHS BER st ST (o ot

continues t oablsefvardfhsaieticrty stiuelPsd Béta?dﬁ i dputeRfdadable medium,
enbodi nents may provide nmechani sns for customer users and oth

entities to PHtera@ haidislad BREWIY.iREMEIk e §9'§@@ﬁ1rﬂ%ﬁi%@§tﬂ°?¢r%9?e
- .for purpose PéaaCW' grﬁ.a@m& bda %ﬂgag)brﬂf}%té Bsmec%emmﬂﬁb%ggtew

For exanpl e, sone nts may provi I nteractive cons
(e.g. a cli emoda;tqﬂ ane\tdaﬁa spruoresnnpaloRisei by teamsimittast as tganeratedrdata

e ace SRS R AL B0 S R OB G
confi gur at i osigakl)net wordtieho pb bogpuienteddabis trangmissicnr mediuma)mmluda‘ng
networks, wireless-based and wired/cable-based mediums, and may take a variety of
forms (e.g., as part of a single or multiplexed analog signal, or as multiple
discrete digital packets or frames). Such computer program products may
also take other forms in other embodiments. Accordingly, the -present
invention may be practiced with other computer system configurations.

[0087] Figures 4A-4B are a flowchart of an example embodiment of
an ONM System Manager routine 400. The routine may be provided by, for
example, execution of the system manager module 110 of Figure 1, the
system manager module 290 of Figures 2A-2C, and/or the sysiem manager
module 340 of Figure 3, such as to assist in managing communications
between multiple computing nodes across one or mere intermediate
networks, including o manage communications so as fo provide logical

networking functionality corresponding to configured network topologies of
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and the specification of virtual network menbership, as well as nore
general adm nistrative functions related to the operation and

managenmentywghofyasiesl applications ( e.g., the creation wirpsanienzrs2
nodi fication of user accounts; the provi sion of new applications; the

e o R R A0 G

ot her syst emope&munseﬁ soffecsijuatibns sdneatdammhcnmrembosfm'rmte,r thel romﬁe

the functionalit an_enbodi stem rra [t oVvi
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mechani sms f ayigis tiaensRtitRs o BedorfMbhtihRembaiatdhefdstk, With than
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users and ot ReMMEHYGations exnfightad d@ ey i rfinakinl qa&pnﬁﬁwwﬁmmtrwe to
f
i nfor mation, t@ﬁﬁ%ﬁ‘r’ghs fog?@rﬂﬁ?é%ythc&héﬁéwﬁdﬁ? ceﬁ%ﬁﬁ%ﬁ noBLO"

I n addition, rovi de an I ows ot
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T brari es or T S sl ShaiBAR, bigvent ututtiaa kg bibhalis fom
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rel ated to t ROTEPENGRLEN W”@Q%rnpﬂ@dé’f?@od?"ﬁ%nt temiatigngqr @fm whether

execution sebym%nygaqlgng\/grec@thgﬁzéjpscr| bed techniques nmay be used are
available in U S, Application No. 11/394,595, filed March 31, 2006

and entit! ed[008#nagi ngndbenifusirated embogimensche conting begjnastiblock 4055,
| t 3 Ma
Apl\/gnegﬁnbogxggﬁﬁlyrﬁ%? e%@ is Féc!ef\fed r'ﬁ?e %ﬂ:utrr’%o%%nﬁﬁ\%se&/ l%lb@lg 410 t%

Appl i cati on HeteribeGhe tﬂ%f réqtlrﬁ! Mahsrdem*fmnmmhahtmtem pt taqdest is to
"Configuring_lntercomunications 1 ween, Co e

Appl i cat i on ResociEle L1 91E‘°f?|9°é’EP s %H %5'05%5 'e?ff:%ege@h
"Provi di ng Agpé®s viruaCaahiputarahbtvolX iof aire eRatgputien alleif whsdes compatihg of

whi ch is incorporated herein_b reference in i

addi ti on, adﬁ?g DRE togks Rartof r“{f? Yrivgl eempuier ﬁﬁ%‘(ﬁﬁgggnwed‘}flm'ﬁf Brd@ee

virtual net V\ereéemha% di8Yo l@ﬁeaﬁ%n%yoraﬁqor@ar%rﬁﬁ%nedmw df&nétSerqrty an

ONM system are available 1n U {)ﬁr cation .12/ 060, 074,

March 31, 200@ matinesontinues tocbmlq 4 imgsmﬁhm ¢canréutmm@,fha$ wrth

Co No

o ent i Pty e SRS ok, S Uik BF BORBLESRAIGHE, 1 Smb ErBiGiREnte!

sone enbodi et outihe niis furthize dieteantime theeonaice neangl ccnrepmtlng mdtbsc’ﬂorb@xt
f dat t ' LLtipl i hi host t

e LI R T e

exanpl e , thpagies G hEdrhinipnoesedrey e emicemd einfityt hehiteonh eathepn

organi zati on-wi de, network or netwar ks operat ed a busjness or ot her
i nstitution p@bgdimgRts dhay |SF£¢F“%@ft%hb‘é‘ﬁ@?‘r*ttngof‘o‘#%ss a@ﬁ}ﬂ’ Syeedtionhaf or

rembers. Al g5 iigbiiie|tog iR AP MISCRRANSARENRE sk BelBmel LPupE: Y

a network ser rovi er to inprove netwWwork security, availability,

and i sol ati oways.n addiddition, asxdissiiesashiivdjraaier sdetay ai%eve‘rqreoyrecﬁome

w thin a dat ; 0 Va S

exanpl e, dat @@gﬁ'@ tsgger ({}g‘bg%og% ﬁ%s%aFéﬂngﬁqg {j% ac essa{ g@hag? m'F
appl i cat i onsmachiagsthairiar sostey bymrmonenmrbmymat sompetrngﬁeysdersrsr |'ﬁml
techni ques to vyj de net wor ol a vveen t he toners’' ..
appl i cati ons" Qér‘ﬁ &r&e%cogtgﬂe\ﬁépﬁ é#@ ta@awg ?Ig%ﬁgmputmg
enbodi ment s Hede(sNandl HseiF hm:étieﬁhnwmuma%@éhﬁ? aﬂﬁhﬁﬁﬁiﬁ esrap@tkr on
bet ween various environnments that the devel opnment, build,

test, depl oyRelMork.plodagiquis, rethe )!lus t@@lrﬁnzta@qg @ﬁetr@mqﬁmgoﬁeres an
enbodi Ment s pse kihe c&reg ﬁ:EHyQEQI tsﬁsérfét@um& Q érsec&r@sp?ﬂmgt {d%he
by o e.§., human

resources utilized e ‘personnel group or depart nent
computing node, a virtual network address used by the entity for the

computing node as part of the virtual computer network, optionally a virtual
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manner (e.g., in serial or in parallel) and/or in a particular order,
those skilled in the art will appreciate that in other enbodi nents

t he oper aty,g8Rg 0y Pe performed in other orders and infgﬁl,}gzm%%g{ S.
Those skilled in the art will also appreciate that the data

structures discussed above ma ructured in different, ner,
such as by hagriGS sciaeahedde ik SarEUERy nBaf s RS R EN Al e
structures Oésébbiélé&ie?ﬁgm 1A BisBustridains hededrUdetail *ueadicrel athedpliysical a
single data structure. Simlarly, in sone enbodinments illustrated,

data struct uPuastialy natePIk ABUIEsDCONESRONHRS tAPOFPTIRAING BOdRJBRY fd,
such as mens&ﬁ?%mb&éih‘%ﬁf@ﬁ@% Qﬁ’ﬁéll'a?é TeRkdt E‘é:ddrﬁs%[ SRSttt single

I ncl ude such rnformation respectively, or en the anount or types of
i nformati on tompuiing sodeedhils imlothareembddresiCmysostean nefarhieda fsoib- a
conputing systemito provide | ogi r ki f | O i

comput er “net TEPHELk b BEL (oS Bl gRrBtRg" KOS, SR b, 18y be
confi gur at i omanaged bplanasbtiatedsPeiriuniaition WMamatet modblenul ti pl e

Vi ual | CompOEH net wal kIS FRISHEARBINEOSoRBgs AN e PRrked *

subnet wor ks fhajesfRA rdqlebteR afdfliss rb&Qbtic s &l vithalriktwamk! dddrbss of a
conputing nodes and are each associated with one of nultiple =
speci fi ed phyenpaling oaderordethet astwarkedavife; ispre aso et AnePrAdBISakeR h
havi ng a di s} ' e dgdr o i ;
Computer net figrpoet i CHEREK ACEIREReC Y cbivulng Hode, the'Boutine
Virtual conpoortinuestinsiead ito biopk cl2fandereiitt detetmeines sdicttet the request is

configuration information by overlaying,the first vj (o)

rotvork on souBliesd T bR0 . mpreSa . Sn RS posd bpybeiEy ipEoRRrbEcd
the nul ti pl eceapilitg Nodeof @ghoskitehaiflthée pbquest ipmiadads aothesized th séxed ng
| ocated at a distinct |location on the substrate ne

. rk, the
i npl ement i ngCHPMUREAEIPRS t 1oy B (CQEPUEBEHDREE WRPSFor L}Iﬁcpﬁwqﬁlb address

emul ating fupehi@Balis tréq@stéd ¢e.BU| HdsehicoP s Uiftabl EQMbSler FRMGRE) t ©
w t hout physically providing the nultiple physical router devices,
and whichyihgetvee epmpeiing nodes brrang).casegnomavheleer thedumepaged

executing on s ' i Cal: i R ik
comuni cat i o%ésrngtétﬁ%Eﬁ&% %g ﬁ%ﬁeﬁ%hﬁi‘é@%ﬁw%ﬁ [%ﬁn es ?ﬁé 2 g‘éﬂgghﬁg{r'lﬁger
as to enul at rodérthatimcuirenilyt pay offa oordfigurediriabtompetemmetwqrkeand/or

physi cal router device ch of the co ' | O ' :
sendi ng one ﬁ?s an Mﬁ‘eﬁjergﬁge 5%%% fsnrgceWéH Hortthe ng%%ﬂ:%tlgﬁ %Qn%ger
" module that actually manages the indicated computing node on whose

behalf the request is made. If the request is determined to be authorized, the

routine continues to block 430, where it obtains a virtual network address of

Pl

interest for a particular virtual computer network, such as may be identified
based on an obtained entity network identifier for the virtual computer
network or other indicator of the entity associated with the virtual computer
network (e.g., a unique numeric or alphanumeric label), such as included
with the request received in block 405. The routine then continues to block
435 to retrieve stored information for the computing node that is associated
with the virtual network address for the virtual computer network, and in
particular to information that associates that virtual network address to a
physical substrate network address for a network location that corresponds
to the computing node, such as may be previously stored with respect to
block 420, and optionally to other information for the virtual network address
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nodes and being intended for a renote destination one of the nultiple
conputing nodes and including the virtual network address for the

desti nati apoRe@A1angl | ncluding a virtual hardware addrgg§ 9§22
physi cal router device associated with one of the sub-networks to

whi ch the sendi ng_conput i node, bel nagi na. of..ea L he
comuni cati o %‘gi‘népuggsr?é;.’aqu wg“?l ﬁa%n%@ﬁﬁg%g%ﬁhg%é%@? ﬁng agélmé
conput i ng nogghetifar thd giritianmetvotedddiasdeasressponds tea physically implamerited

address included i.n the coj ni cation, and forwar di t he .
conmuni cat i oFCBPEHNG MEde i @Qt@t%t%sﬂaﬁeo”?th‘é%f @@3?%58&1’0*1%%8 to a

destinati on ¢oRUItARAIoRAREdEVIcE IRatSYRs! hat RaebWOAMual substrate network
I denti fying the physical router device for the comruni cati on based on

the virtual kddwsearisfoadatios abbuid wikar statusHd the daviee sareshiondingdo the

modi fyi ng the, i i iof :
I dentified pﬁ@%@% oﬂ{ eé)dhéé% c\@m\/\oﬂgéﬁa%@dﬁﬁ r%%a@%@& fopology
conmuni cat i omfbintdtioni eedt i Aftez dlquityAsise Hle moatine cootinviesdo 40 16 pravidelanl

t he conmuni catj.on. fr t he .sendi C t{,ng node to e destination
conput | ng noggiq?élggd)?gﬂhe {%g&\{fé{j Wﬂﬁwagg%gq ﬁ}jggquﬁater. ift tne v:rﬁJaﬁ hOfhiork
provi di ng t hadaRdifié ast &Whé@ﬁdrﬂﬁ? ldevicBahaiegddsAdt Rivecamasdoiged
node. [0107] Cl ause 2. The nmethod of clause 1 wherein the comrunication

manager nmoduPBY$iaal sybsicriarEdvaikiasidiesso ari ATIHE (he reRHNG BRE PEYIRSUET ng
nodes such t hafi-4iRe w'&ga} 64.@@%@%@@!@@8_5{31@@9@#1 PYe LHE the device
comuni cati on nanager nodul e are Conmuhi cations sent” by the conputing
hodes of t hecasesmingdingdtopthet vidual neteeds addiges.c divhim nehilveietad heger if

Tobet rat o nofiidRofERRR I Rk A2 SR hRidaEERE kel L bt Allah

_ I Ng nodes of € assocl a
portion bel otig rootine enay ihsiead owppiforgn biodies 480-440 doraibsbreigaestd spar &8 on
belong to t nore of the sub-networks, of the first

conput er net ?és%ol?éﬁ’gt‘ﬁ'g? ap &L IRTERTT ‘r\?ﬁeﬁﬂﬁ%{dg?e'ﬁ%%iﬂr%g%ﬁ)gf)@s

the functiongbi ieeﬁbﬁaingwe R4t 1dBsived®reduiat.piy Si@ribn) MUstREr 8evbdiRsents
associated with the two or nore subnetworks, and wherejn

modi fyi ng of headoptioe May PRIFIEEANe AMINGTR Atheintestn & wa&%attﬁg%rﬁa}%m‘@d
the virtual hagAweberRAd BSPaingobtf8f idyuested information, such as to verify
that the computing node that initiated the request is authorized to receive
that information.

[0080] If it is instead determined in block 410 that the received request
is to configure network topology information for an indicated virtual computer
network, such as from a user associated with that virtual computer network,
the routine continues to block 470 to receive indications of network topology
information and optionally other configuration information for an indicated
virtual computer network, such as to specify one or more networking devices
of the network topology that will be represented by logical networking
devices whose functionality is emulated. In block 475, the routine then
determines virtual hardware addresses for some or all of the specified
networking devices, such as for later use by computing nedes in attempting
to send communications via those logical networking devices. After block
475, the routine continues to block 480 fo store information about the logical
networking devices and other configured network topology information for the

indicated virtual computer network.
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the communication to be a virtual hardware address that corresponds
to the destination conputing node for the comrunication. 10108] C ause

3. The et Rpd 10k ¢d7edise 2 wherein the comuni cati on NManNgggfysamediBz S
one of multiple comuni cati on manager nodul es of an overlay network

manager syst hat e - man ' ' lpl e
conput i ng npmh and %ﬂ#gﬁﬁ%ﬁe@?ﬁﬁgﬁ”ﬁ@% R@%%@aﬁh{%g&&%%ﬁq%&
one of multi B ef wnbthealtymnnipeteutine tcontiksest inateaglr  plonki 485d tdypetfben
overl ay network man_ag,er system on behalf of. nultiple renote users

the multipl e20PihelaNdCaisl RS AN SPRENHIAR T nd Yy SHPEIPF ofT ¢ FRNE

physi cal subghfRbfndlié WRE kot Pag Reddird KediuBSts Tyl UpdatesiBfedRinfdrinagbh t y
of conputing nodes provided by the overlay network manager s@ emTj
gape

[ 0109] E auseahow pafipuiae compplirgrentdes $HAPhad I 8roatiguanreyPy

net wor ki ng f ti RRY 2SRk e 3 :

conpri si ng: Wes ﬁr@Ui‘Bhéi& ar%@éilaw ng coé\f%%r:(%wlt? %ﬁ?@gﬁ' 19 %Tpgter
first virtuahetworouber thaet assokiatibat endsc (@dgesondl ¢ praecprogamaghgioges

arranged via a specifie etwork tqpolo N i pl e N
nodes each h&%&?ﬂ@eé f{?f s‘?’?ﬂc‘?t”t rqrhgﬁa#égm?r“}gnidgg%%sgr{ﬁort&ﬁﬂgé%j’r g?tTe
virtual conpdb@bufi®l Wed& failsher BBV batomas iunboaitaale, aatc.).ndiheatoutige
one or nore specified networking devices, that interconnect the

mul tipl e conflayidleP RBdRE andriehael elher acfions delalry 1o anaginy Sonetep of
more of the mylifdi®! CorR@iig! IMe80dRS didiidsed in greater detail elsewhere,

(. including automatically determining to initiate moves of particular computing
nodes. In addition, while not illustrated here, in other embodiments the
routine may at times perform actions of other types, such as to perform
occasional housekeeping operations to review and update stored information
as appropriate, such as after predefined periods of time have expired. In
addition, if possible validation problems are detected, such as with respect to
received address resolution requests for virtual network addresses, the
routine may take various actions to signal an error and/or perform other
corresponding actions as appropriate.

[0092) After blocks 420, 440, 480 and 485, the routine continues to
block 495 to determine whether fo continue, such as untll an explicit
indication to terminate is received. if it is determined to continue, the routine
returns o block 405, and if not continues to block 498 and ends.

[0093] Figures 5A-5B are a flow diagram of an example embodiment
of an ONM Communication Manager routine 500. The routine may be
provided by, for example, execution of the Communication Manager modules
1093, 108b, 108¢, 109d and/or 150 of Figure 1, the Communication Manager
maodules 210 andlor 260 of Figures 2A-2C, and/or the Communication
Manager modules 356 andfor 360 of Figure 3, such as to manage
communications to and from an associated group of one or more computing
nodes in order to provide a private virtual computer network over one or
more shared intermediate networks, including to determine whether to

authorize communications to and/or from the managed computing nodes,

55



under control of one or nore configured conputing systens,
automatically providing the first virtual conmputer network in

accor danceyyhbiyid¥gs recei ved configuration information g adeihsing
the first virtual conputer network on a distinct substrate network

and by emul at t eclfied networ . | 1. .
comuni cat i Oﬁg‘g%& \%@?ﬁ’ﬁt ﬁ}éwﬁgﬁrfq ilﬁ%gc%%%’gﬁ(ﬁ?g%g géa!\lﬁr' tc{tflcr)!%tg Fonding to
physi cal |y i sphfigueed heigvark eopmiayéd foediriuat samputeopetivogss. the nul tiple
cComputi ng. ol onet HTEe UG FuPErp S0LoHPEs g ieatehde
are each a dpsdeivaat i n6RTBshHIG 02868 of Bfhdr tessagBl Mheabitne cemitbes
communi cation including a virtual network address corresponding to

the one or nin BlogleStt0ratdesermioaia fvrg A s@aYNdHeAtoRCPILRINBG MESTRYR A
hardwar e addpess aseaciaidae Wit & Errﬁifneg W& bRRKCS 10 ﬁ%}g ﬂﬁ]lg@sgé@g is a

devices that“i's an 1 nrti i nternmedi ate destination
comruni cat i orequekefremubmatasageiaiet! Mapagaskcompeiinghsede fir nefperioggdress

i ncludi ng, for h of the nmultjpl [ ' e

denti Ty hg (OGRS Shotdr Al eS8 riae Euinyes taock 515 %ie
virtual net We‘ﬁti@dﬁémdl mehwiche hddredshef intznestindiedtedin taan ceduest. edlod
of the one or nore destination co | ng no{fes,

forwar di ng t FRUEIBEHHemCceainuES %\fﬁ?%ﬁ@ 19,50 81BAvRRLIR ASYSEEE TAET on

of the desti Hﬁ{dhmowmﬁf h&XG0R088dress resolution for the indicated virtualBgiviork ng
t he communication to i1 nclude information correspondi ng to the
A

Eomuni cat i oaddress figr the viitusbeorpien neiwerk resegiaied witedha eompuking node
000! 00 e g B R RSBORR LI0e ORR I Aot pB ARG N0
har dwar e addoEBigures 4/A<Budbsl disnusded iogmeatar delgil efsewhede, the routine may
in some embadiments track information about virfual computer networks
and/or entities associated with each managed computing node, as well as
configured network topology information for virtual computer networks, while
in other embodiments at least some such information may instead be
provided to the routine by the computing nodes and/or by the system
manager module, or instead the system manager module may track and
store that information without it being provided to and tracked by the current
routine. While not illustrated here, in other embodiments and situations such
address resolution requests may be handled in other manners. For example,
if a computing node being managed by a particular communication manager
module provides an address resolution request for another computing node
that is also managed by that communication manager module, the routine
may instead respond to the request without interaction with the system
manager module, such as based on [ocally stored information. in addition,
while in the illustrated embodiment the received request is a request to
provide a computing node’s link-layer hardware address that corresponds to
an indicated networking layer address, in other embodiments the address
resolution request may have other forms, or computing nodes may request
other types of information about computing nodes that have indicated virtual

nefwork addresses.
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provi ding the nodified communication to the destination conputing
node. [0110] C ause 5. The nethod of clause 4 wherein the specified

net wor k t apghe@Mid7pe! udes nmul tiple | ogical sub-networ kecgfushéi@obigsst
virtual conputer network that each include a distinct subset of th

t he
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sent bet ween csRBSHCHHIMRPIPHe RIBnTRAE GirdBH ne9Rik Ratices ;@gmtad nAidedas
that are part of distinct |ogical sub-networks. [0112 ause 7. The
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net wor ki ng devi I'cal” networ ki ng devices, a
enul at i ng f utleatipbgsital substratehesetonek address endioyotielr infetnation tege daiiiees
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virtual hardware address generated by the routine or provided in the
response). The routine then provides the hardware address io the
requesting computing node, which it will use as part of communications that

( it sends to the computing node with the indicated virtual network address.
As discussed in greater detail elsewhere, the physical substrate network
address response that is provided may in some embodiments include a
physical substrate network address that is specific to the indicated computing
node of interest, while in other embodiments the physical substrate network
address may correspond to a sub-network or other group of multiple
computing nodes fo which the indicated computing node belongs, such as fo
correspond fo another communication manager module that manages those
other computing nodes. The routine then continues to block 530 to
determine if blocks 515-525 were performed as part of the handling of an
outgoing node communication, as discussed with respect to blocks 540-560,
and if so, continues to block 547. While not illustrated here, in some
embodiments the routine may instead receive an error response from the
system manager module (e.g., based on the requesting computing node not
being authorized fo communicate with the indicated destination computing
node) or no response, and if so may not send any response to the requesting
computing node or may send a corresponding error message to that
computing node.

[0096] If it is instead determined in block 510 that the type of

communication or other message is an outgoing node communication from a

computfing node 'managed by the routine to another indicated remote

destination computing node that is not managed by the routine, the routine
continues {o block 540 to identify the indicated hardware address for the
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[0113] A ause 8. The nethod of clause 4 wherein the nodi fying of each
of one or nore of the nmultiple comunications to include information

correspondiyggofofA1d7ae communi cation having been forwar degrRk2don27822
speci fied networking device to a destination conputing node i ncludes

replacing in th [ icati t frtual h d
0! it 2d wAER AN SR e GOPNR R FeSiet dt kg 545,

virtual hardygd foRErRES defirifRORHGIAEr tat Idestisiaphi mativare SQdRYs ing
node for the conmuni cation and includes nodifying a header of the

communi cat i ohatdwaref pddress quayipusii emapped riet AoPIYSIG! vibaiTate hogtwork
[0114] O ause g Mg BREBGSHAMa () PUIR SRS ElrfodtiE RIEVbRIdSh flaidaien

first virtual "Conputer n accordance wth the receive
confi gur at i othétrtherdestination hatdduades address corresponds &elai legical netwgrking

the il t1 pl cCeBnphAD Forrevounly debiregy FREMSHEE hbek Saorkigg
devi ces; some embodiments the routine continues to block 515 to perform blocks
515-525 to defermine such a corresponding physical network address for the
outgoing node communication, while in other embodiments such actions are
not performed {(e.g., if the indicated hardware address is not a mapped
address, the routine may cause the outgoing node communication to fail,
{ such as with an error message back to the sending node).
[0097] If the indicated hardware address is a mapped address, or the
check is not performed, the routine continues to block 547 to determine
whether the destination hardware. address corresponds fo a logical
networking device that is part of a configured network topology for the virtual
computer network, [f so, the routine continues to block 549 to identify the
destination virtual network address from the communication header for use in
directing the communication to the intended destination, and then continues
to block 555. In particular, the routine in block 549 determines a physical
substrate network address that corresponds fo the identified destination
virtual network address, such as from previously stored mapping information
or by interacting with a system manager module to perform a network
address resolution request in a manner similar to that of blocks 520 and 525.
[0088] If it is instead determined in block 547 that the destination
hardware address does not correspond to a logical networking device, the
routine continues to block 550 to retrieve the physical substrate network
address that is mapped to the hardware address. In block 555, the routine
then rewrites the communication header in accordance with a networking
address protocol for one or more intermediate networks between the sending
and destination computing nodes using the physical substrate network
address retrieved in block 550 or determined in block 549. The header re-
writing may further include changing other information in the new header,
including changing a virtual network address for the sending computing node
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tracking for each of the multiple conputing nodes a | ocal one of the
speci fied networking devices in the specified network topol ogy; and

for each agomeliiPie requests fromthe multiple conmputipeg (ROEEH27SS
i nformati on that woul d be provided by the | ocal specified networking
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requesting conputi n node that made the re yest. [01 Cl.ause 10.. The
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devi ces i ncl 'é%st’fﬂtb%dé' 8r g %émﬁ@i.x@rﬂmya&a@%w&ﬁs gt %or a

forwarding of each one or nore of the 'nmultiple communications via
the specifi edomwaiIWOMMSﬁg§e$TW@liwé‘@rdweoﬁl desedees cpaesrand {9 @

| ogi cal net m’?ﬁ%ﬁ@%ﬂﬁé’rk Sde'il&%t Ao d BY BRER S%Befn%;&fguﬁﬁgl' E?H r‘ﬂﬁ‘o l’%?d

wherein the yi'ng o eac theé one or nore c I ons
i ncl ude i nf ommnﬁamonmrrasmcmdpmgj tooprmmeimg)imgwai natwcmhngdmci@nbhi?rio

node | ncl udeSTHEBPaRe Rete SHL TR N afr i a® PRrplTard R i ARe o

addr ess asso@iGikethgidal hnétherame cddvied RIedtardtld bl evdere ti fdiward the
distinct virtual hardware address corresponding to the destinatiaon

conput i ng no@emfgmigatienclentreniestinatieon samputeg dH’é'@ Roasgasiafiseavitie dber
of the CommEbngﬁngrQﬁ nbauarﬁftﬁ;?&égoy@wﬁé ] eémsu&tr'%wfx e bm&tsew e

network for ops corres to a quantit he two or
mor e | ogi cal the rou’nne then facnlltates prowdlng of the modlfled outgomg communication
to the destination computing node, such as by initiating forwarding of the
modified outgoing communication over the substrate intermediate network(s)
to the destination computing node. While not illustrated here, in other
embodiments various additional types of processing may be performed for
outgoing node communications, such as to verify that the communications
are valid or otherwise authorized in various ways {(e.g., to verify that the
sending computing node is authorized to send communications to the
destination computing node, such as based on being associated with the
same entity or part of the same virtual computer network, based on the
sending and destination computing nodes being associated with different
entities that are authorized to inter-communicate, based on the type of
communication or other information specific o the communication, etc.).
[0099] If it is instead determined in block 510 that the received
message is an incoming node communication for one of the inanaged
computing nodes from an external computing node, the routine continues to
block 565 to identify the physical subsirate network addresses for the
sending and destination computing nodes from the communication header.
After block 565, the routine continues to biock 570 to optionally verify that the
incoming communication is valid in one or more ways. For example, the
routine may determine whether the physical substrate network address for
the sending communication node is actually mapped to a computing node
that corresponds to the source physical substrate network address location,
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WO 2010/ 114715PCT/ US2010/ 027822 net wor ki ng devi ces that would forward
t he communi cation via the specified network topol ogy. [0116] O ause

11. The nm‘va%lmaflﬁqg ause 4 wherein the providing of theddysiionbiziral
conput er network further includes nmanaging nultiple other
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Ot o2, C8herts Sy cp masShadl e B9 LERL o IR bompuing
node, or other actions may be taken to support forwarding communications
to a moved computing node that was previously supported by the routine.
[0100] In the iliustrated embodiment, after block 570, the routine
continues to block 575 to retrieve the hardware address and the virtual
network address that are mapped to the physical destination substrate
network address, and to rewrite the communication header for the virtual
computer network so that it appears to be sent to a computing node with that
virtual network address and hardware address. For example, in some
embodiments the destination virtual network address may be obtained from
the destination physical substrate network address itself, such as from a
subset of the bits of the destination physical substrate network address. In
addition, the destination hardwére address may have previously been
mapped to the physical destination substrate network address, such as
previously discussed with respect to block 525. [n situations in which such
prior mapping has not occurred, the routine may instead perform blocks 515-
525 to obtain such information. The routine may similarly rewrite the
communication header for the virtual computer network so that it appears to
be sent from a computing node with a source virtual network address and
source hardware address corresponding to the sending computing node.
Furthermore, in at least some embodiments, the routine in block 578 may
further perform other modifications to the incoming communication that
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network is a physical network that includes nultiple interconnected
physi cal networki ng devices, wherein each of the nultiple conputing

nodes has gp 2¢aaeehat ed substrate network address that R TSFhRnds, to
a location of the corrputl ng node in the substrate network address and
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[0161] If it is instead determined in block 510 that a message of

another type is received, the routine continues to block 585 to perform

another indicated operation as appropriate, such as to store information
( about entities associated with particular computing nodes, store information
about configured network topologies for particular virtual computer networks,
respond to requests and other messages from computing nodes in a manner
to provide logical networking functionality corresponding to configured
network topologies for virtual computer networks ( e.g., by emulating actions
and other functionalities that would be performed by specified logical
networking devices if they were physically implemented}, update previously
mapped or stored information to reflect changes with respect to computing
nodes that are being managed or to remote computing nodes, etc.
[0102] After blocks 560, 580, or 585, or if it is instead determined in
block 530 that the processing is not being performed with respect to an
outgoing communication, the routine continues to block 595 fo determine
whether to continue, such as until an explicit indication fo terminate is
received. If it is determined to continue, the routine returns to block 505, and
if not continues to block §99 and ends.
[0103] in addition, various embodiments may provide mechanisms for
customer users and other entities to interact with an embodiment of the
system manager module for purpose of configuring computing nodes and
their communications. For example, some embodiments may provide an
interactive console {e.g. a client application program providing an interactive
user interface, a Web browser-based interface, etc.) from which users can
manage the creation or deletion of virtual computer networks, the

configuration of network topology information for virtual computer networks,
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conputing nodes are each a virtual machine hosted on one of nultiple
host physical conputing systens, wherein the nethod is perfornmed by a

virtual neagBipfqeLAEUNI cation manager nodul e that exeClgcq%s%lwgmzpf
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comruni catlons sent between the mjléjggl e conputing nodes sg . as to
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being sent froma first corrputlng node and i ncl udi ng the V|rtua
net wor k addr eEgrems to dusgiananainelly eiyeke camirast ngpmedel theedeasibed ng
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node to forwhedntdledcbynmuograats entterven G,hé+substlaed)eor otherwise, and!or
using network service protocols such as via Web services. Additional details
related to the operation of example embodiments of a program execution
service with which the described technigques may be used are available in
U.S. Application No. 11/384 595, filed March 31, 2006 and entitled
“Managing Communications Between Computing Nodes;” U.S. Application
No. 11/395,463, filed March 31, 2006 and entitled "Managing Execution of
Programs by Multiple Computing Systems;” U.S. Application No. 11/692,038,
filed March 27, 2007 and entitled “Configuring Intercommunications Between
Computing Nodes;” and 1J.8. Application No. 12/332,214, filed December 10,
2008 and entitled “Providing Access To Configurable Private Computer
Networks;” each of which is incorporated herein by reference in its entirety.
In addition, additional details related to the management of provided virtual
networks that may be used by at least some embodiments of an ONM
system are available in U.S. Application No. 12/060,074, filed March 31,
2008 and eniitled “Configuring Communications Between Computing
Nodes;” which is also incorporated herein by reference in its entirety.
[o104] It will also be appreciated that, although in some embodiments
the described techniques are employed in the context of a data center
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network to the location of the second conputing node in the substrate
net wor k; and before providing the communication to the

second corwgtzblraglﬂ%je modi fyi ng the communi cation to igRGhdtdionrrs22
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and used to or war onmuni ca om sendi ng nputi ng
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conput er -readabl e di ereln each of the nultiple
conput i ng. nofSEs ] iR gpeikaBoints GrRSRE Bia fofte HaPREANEuSe
devices furthey deasribedl fchhiglieyi id yabvibar duarek agdrgiss betwddme their st
virtual conputer network, wherein each of tgg | tipl e comunjcations

further incl Getemagrs @pplications Aadlsata sefvats; RIRSHHEaMs May, esaies)
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of the rrultl e conmuni cations turther i1ncludes det erm ni ng one of
the specifie etrvr@emfamﬁg anwirpermenisdhahthel uaee(e\grd@eﬂlomnem@ﬂéd test,

e 1o Wyt B ARTETLES: BRI 8B afiers pee

det er m ned nttewdedcribgd cﬂmhmqusaftenscblataheobangaﬂhg resouroes Offidedrby one

[0124]d ausepér%onglré] grgt?g’%l#tdgrraartnelgr('?ia&) e.g., %g"law?e ourceg)ufs om]tﬁe computing
resources ufilized by another personnel group or department (e.g.,
accournting); or data center operators or users that are deploying a mulii-
component application (e.g., a multi-tiered business application) may in
some embodiments use the described techniques to provide functional
decomposition and/or isolation for the various component types (e.g., Web
front-ends, database servers, business rules engines, etc.). More generally,
the described techniques may be used to virtualize physical networks to
reflect almost any situation that would conventionally necessitate physical
partitioning of distinct computing systems and/or networks.
{0105} - It will also be appreciated that in some embodiments the
functionality provided by the routines discussed above may be provided in
alternative ways, such as being split among more routines or consolidated
into fewer routines. Similarly, in some embodiments illustrated routines may
provide more or less functionality than is described, such as when other
ilustrated routines instead lack or include such functionality respectively, or
when the amount of functionality that is provided is altered. In addition, while
various operations may be illustrated as being performed in a particular
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wherein the conputer-readable nediumis at |east one of a nenory of
t he conputing system on which the contents are stored and a data

transm ssiwg :0meh s t hat stores a generated signal cont@ifiidgoiog
contents, and wherein the contents are instructions that when

O e o (C3TA S0 7 ST R b 5% et
functional ity {y afROIMHpRFediftb WREKS, othEFBHibBUIMENts the operations may be
performed in other orders and in other manners. Those skilled in the art will
also appreciate that the data structures discussed above may be structured
in different manners, such as by having a single data structure split into
multiple data structures or by having multiple data structures consolidated
intc a single data structure. Similarly, in some embodiments illustrated data
structures may store more or less information than is described, such as
when other illustrated data structures instead lack or include such
information respectively, or when the amount or types of information that is

stored is altered.

P

[0106] Clause 1. A method for a computing system to provide
logical networking functionality for computer networks, the method
comprising:
receiving configuration information that specifies a guantity of
multiple computing nedes arranged via a specified network topology for a
first virtual computer network, the network topology including muttipte sub-
networks that each include a distinct subset of the multiple computing nodes
and are each associated with one of multiple specified physical router
devices, the multiple computing nodes each having a distinct virtual network
address for the first virtual computer network;
automatically implementing the first virtual computer network in
accordance with the received configuration information by overlaying the first
virtual computer network on a distinct physical substrate network that
interconnects the multiple computing nodes, the multiple computing nodes
each being located at a distinct location on the substrate network, the
implementing of the first virtual computer network including emulating
functionality of the multiple physical router devices without physically
" providing the multiple physical router devices; and
under control of a communication manager module execufing
on the computing system, automatically managing multiple communications
between the multiple computing nodes in such a manner as to emulate the
functionality of one or more of the multiple physical router devices, each of

the communications being from a sending one of the mulliple computing
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one or nore processors of one or nore conmputing systens; and
one or nore conmuni cati on manager nodul es that are each configured
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i nterconnect the nul tiple copputi ngdes and that .are distinct from
the. physi cal CHBIWSHIATRD BRHELED: dhe: HAuEhoBliorloptdRs Mliedil e
net wor ks; angommunication, andatéERdihg atHey crpmaghingionuloveplte substrate
communi cati ons sent between the rrultiFI e. conputin E%géas so as, to

i

i mpl ement  f uREMGBk AP ithg lematipn of dpe destiaatianogragyt K Hf aubstals
t he managi ”gnQIfwd?ECh of the multiple comunications including using
t he second networKk address of a destination conputing node for_the

comuni cation to forwadentifyisg chbanpisical ironteyidevise fasalbe epramynicalen

et KBCELIA R VAR e el iBiey 1A A Reghvardce
mul tiple conmumiifgiagi Gres dormbindeationc ol dinolgdeoitifdryiatignt thet ctwemideintified on
Lo o ude ! BEGrTC e LAt Ut OFARE Bl W SRR RaFH o
logically i ”Id%hﬁﬁéﬂ‘%ﬁ?siéél&oﬁﬂél’ delie HeanPHiAraed NieslesmmiMation from the
2010/ 114715PCT/ US20107 027822 o )
sending computing node to the destination computing node based on the
network topology; and

providing the modified communication to the destination
computing node.
[0107} Clause2. The method of clause 1 wherein the
communication manager module is associated with a portion of the multiple
computing nodes such that the multip!e‘ communications managed by the
communication manager module are communications sent by the computing
nodes of the associated portion, wherein the communication manager
module further manages a first physical sub-network of the physical
substrate network to which the computing nodes of the associated portion
belong, wherein the computing nodes of the associated portion belong to two
or more of the sub-networks of the first virtual computer network such that
the communication manager module emulates the functionality for two or
more of the physical router devices associated with the two or more sub-
networks, and wherein the modifying of each of the managed
communications includes modifying the virtual hardware address inctuded in
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[0126] O ause 21. The system of clause 20 wherein the one or nore
intermedi ate networks are a substrate network on which the first

virtual coppui@hdyetwork is overlaid, wherein the assoGicgiwrd)sasrnd
net wor k addresses of the nmultiple conputing nodes are substrate

networ k addresses that correspond i O '

et o o Rleab R T PR P Ahls ARy BLs IRE cBHtelidHaS o the

IS|oe§:i f : ed ![Ogéﬁtﬁiatibgtcmmpklﬁn@ﬂd?wfdrehe bd&tﬁhwm&:aﬁph{ i SI e SEeci fi gd f
0ogl Ca net wor Ki ng ev] ces a re ea SSQCI e W supse 0]

the. mil t1 pl olUBRIpUt | neCROtRS;  wBPei MELRRS cotf | GALSR | o | HRGFIa: 1

further specibinffurfdiofingdlages e J0p 8BuRibld BEMriuhidativh miardiger

conputer network that 1 ncludes the nultiple |ogical networking
devi ces, andmatllesi af tane operiay aeheprof managerogytam Hat \@acki Apnage an

functionality_ing | : t?r&ﬁﬁ \ t ifled
by the nmulti %fée&géﬁggﬁ%@kg&%g?&ﬂg€m%r m‘Sb e%/c{é%égwie;w ltq?\rgﬁ]rrﬂeﬁmps?e
speci fi ed | ogirinal computor ketagridizvoneest metiple piitus] cairipytar metveoriss thed asand
used to forward.fhe, co ni cations fraomsending,c ti n
destination E[ﬂYﬁ{ﬁdi RY tﬁgg%‘é‘?r%[yoﬁwo& Jﬁg%agﬁ.s#ﬁ%gggy@tgeeh%gf Cﬁ'ng!lt‘snge 21
wher ei n eachrehoteh@efd]thé Rhstisle WRial BemPaKde petwistke @abh dbingheveoini an
nore specified | ogical networking devices f,urtcper h ? acﬁi S%{iynqjtty £
virtual har dier Bhysical ssbstiaie networ ang egeh dncly ‘E%r%‘ﬂ'@? é RWEY ©
wher ei n each : ' By 6@ \ ff a
vi.rtual har d\?\g'frnghg@d'r%éﬁséssl ﬂf}g?dgﬁ ini ti&?iﬁ%@g&g&%ﬁ %?r‘%g?l?on of the
¢ommuni cat i oi®i08iher ei rClatige dodi Asampuwer-iaiementediiaethod forgiraviding
conmuni cat i ops,. f [y 0 i fied

ogi cal - net vbpleeh A hE LB TaltE R ok, BRTERET | o

i ncl uded i n témepdsinguni cati on corresponds and adding information to

t he communi cation that waul d have been .added.by.th t N

| ogi cal networki ng deVFERVRHeTH ’QPWS'PBi' %”Pﬁ?é"%é?ﬁﬁﬁﬁ aﬁl:tg%ll, Sanuter
wherein the gagudPk AHtENEQBERIMTESIE WRMPULiag atodes duragyear da R spedifiedin
overl ay network manager s%/stemthat provi des t I,rsf vi

h tual .
conput er net (BMerkiPAagy: haursivale %PW@‘“W&@@ZP&@%WQ\F] é’?ﬁgdé’frt%he
| ogi cal net %ﬁwgaﬁ Jd&?%éé‘@d‘ra!ﬂet Yirsk Uirtddl SodrhP@br \HetwarR! tised BHfiGliration

network. [O ause 23. The systemof clause 20 wherein the one or
nore conmuni tderimaEtionaingdieatingo@neesr | meraudrpasifiedi preveingu devises othat

manager ”Dd%g%f);&%ct%Cﬁ.u%ibagﬁnﬁ&m&%o%%térf&‘%ﬁaﬁﬁ%teééh%seaated with

associ ated g
one or more of the multiple computing nodes; and

under control of one or more configured computing systems,
automatically providing the first virtual computer network in accordance with
the received configuration information by overlaying the first virtual computer
network on a distinct substrate network and by emulating the specified
network topology for multiple communications between the multiple
computing nodes without physically implementing the specified network
topology, the multiple communications each being sent from a sending one
of the multiple computing nodes to one or more of the multiple computing
nodes that are each a destination computing node for the communication,
each communication including a virtual network address corresponding to
the one or more destination computing nodes and including a virtual
hardware address associated with one of the specified networking devices
that is an initial intermediate destination of the communication, the emulating
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of a subset of the nultiple conputing nodes, wherein the one or nore
conputing systens include nmultiple conputing systens that execute the

mul tipl e cpaamahesid on manager nodul es, and wherein t hegRbATo27822
further conprises the nmultiple conputing systens, one or nore of

t he
mul tiple co t.jng syste ach hosting.myl t.iple virtual hj
that each ppgﬁitb% W%c'f}ﬂdnfqﬁ’g”?{gl F‘?Hﬂt[%gygdﬁrg'ﬂfiipgrg??{o&@?Haﬁaqﬁéehﬂﬁfprlueg
one of the capminfatibesl manager nodul es as part of a virtual machine
manager nodul e for the conputing system such that the co [

> conp Nt nmpuyt i
nodes provided by the ifkrdifdag thg pp@er H%ﬁﬂﬁ%@%@“t%@%ﬁ%ﬁ'@gﬁﬁggﬁ em
are the assogj HiRw il f cHhan
conmmuni cat i oﬁh ﬂ%aé;\gggél rmd@lfke. i %12!8?%?%@%36%#1@%@5&?1%?% gcI ause
20 wherein the one or fopeach afdherone camase desiirsiien cotwutiag nedesh

processors of the one o more I g, onini Rl oyef B afEater

system of cl asiseritd apeatomof the destingticnnaneputipgmaniecat i on manager

T oty T the oo oy kB ol e B Rl " ke
Iogt ai ni ng Coﬂ?drﬂiﬁiaﬁicﬁﬁehﬁérﬁﬁr’{qiid fie EGaAUdicatoR haviRg HERhefoRRAERH vid
gi cal networking devices of The first virtual conputer network that
| ogi cal |y i nther epenifiast netreorinippelope frampliie sRNYRL €8MpNENg Hideat the
ey o ot RGOSl lrg UBE Kb dnd Y iR e R dBliol Phflose
L associated virtual hardware address is included in the communication; and
providing the modified communication to the
destination computing node.
[0110] Clause 5. The method of clause 4 wherein the specified
network topology includes multiple logical sub-networks of the first virtual
computer network that each include a distinct subset of the multiple
computing nodes, and wherein the one or more specified networking devices
include multiple logical router devices that are each associated with one of
the multiple logical sub-networks.
[0111] Clause 8. The method of clause 5 wherein the emulating of
the specified network topolegy is performed for communications that are
sent between sending computing nodes and destination computing nodes
that are part of distinct logical sub-networks.
[0112] Clause 7. The method of clause 4 wherein the emulating of
the specified network fopology includes logically representing the one or
more physical networking devices with one or more logical networking
devices, and emulating functionality of the one or more logical networking
devices in forwarding the multiple communications via the specified network
topology. )
{01131 Clause 8.  The method of clause 4 wherein the modifying of
each of one or more of the multiple communications to include information
corresponding to the communication having been forwarded by a specified

networking device to a destination computing node includes replacing in the
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automatical ly nmanaging nultiple communications sent between the
mul ti pl e conputing nodes so as to inplenment functionality of the

speci fi ed \,89)%akset wor ki ng devices, the managi ng of %‘iﬁlsﬁglgh%n

nugtip!e comuni cat1 ons including using the second network address of
a destination conmputin ode f the co ni cati o 0. ward .th
communi cat i oﬁom"_&”ﬁ‘fatﬁogatg? VW@P'EH?rdWﬁée ﬁ%ﬁ%ﬁ?swqﬁgwgée 58@?*ﬁ%§ of
the one or MpeRydrRing d&i&bﬁ&ig} @?Fﬁﬂﬁéﬁlﬁdﬁa HaPvate Sdiifstis cfree pomdlag b

.
node, the managi ng of eac i e nmultiple communications further
i ncl udi ng nodid gesipatine compiting Bede o thiacemaLnlationed idydss

e 28 | PR S LM )06 S B

specified o . I ng devices t ogl ca I nt erconnect the
mul tipl e compmriviandingadps. WO 2010/ 114715PCT/ US2010/ 027822 [ 0131] From

the foregoing it wll appr eci-at ed t hat | th LG :
enbodi ment s %‘é‘w been g%ﬂ;‘égi%bed r'af oﬁﬁc%gs%@iﬂ%ﬁ%ﬁ%lpﬁ\{@g iogn,
various nodi fhearst GREarEImBRenmstaorn inkeidbradewe alithitte fecinddhe spirit
and scope of the invention. Accordingly, the invention'is not limted

except as by CORRIURIRMBEIMEAIAN IRCIKIRE- t he el enents recited therein. In
addition, while certai f?aﬁ?]rgéac%iﬁuﬁif ﬂd?&wé%veéﬁcirééhe%r FoP! Beefred helaw

in certain claimforns, inventors contenplate the various aspects
of the i nventbmputer retworkviar bagh of tHieanuitiplsr sammgingeragesiand eanh of thal vy

comecr o oo b Ee PR BEBY STl 2o Lo S0 DY o, e
$0 enbodi ed. CLAIMS tracking for each of the muttiple computing nodes a local one of
the specified networking devices in the specified network topology; and

for each of multiple requests from the multiple computing nodes
for information that would be provided by the local specified networking
device of the requesting computing node that made the request, responding
to the request in such a manner as to emulate functionality of the local
specified networking device of the requesting computing node that made the
request.
[0115] Clause 10. The method of clause 4 wherein the one or more
specified networking devices include multiple logical networking devices,
‘wherein the forwarding of each of one or more of the multiple
communications via the specified network togology includes two or more of
the multiple logical networking devices that would forward the
communication, and wherein the modifying of each of the one or more
communications to inciude information corresponding to the communication
having been forwarded by a specified networking device to a destination
computing node includes replacing in the communication the virtual
hardware address associated with the specified networking device with a
distinct virtual hardware address corresponding' to the destination computing
node for the communication and includes modifying a header of the
communication to reflect occurrence of a quantity of multiple network

forwarding hops correspending to a quantity of the two or more logical
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What is clainmed is: 1. A conputer-inplenented nethod for providing
| ogi cal networking functionality for conputer networks, the method

conpri si NGyg 2010/114714 €C€1 Vi ng configuration information gQyudofoiobba
virtual conputer network that incl udes mul tiple corrputl ng nodes

arranged vi a eci fjed network 0 the mult.i ut i i
odes each nagiHERRS deben et aud ERaE s cerTaihicalhde TR EIES,
virtual conpWeRiorResMMsdy. the configuration information indicating
one or nore specified networking devices that interconnect the

mul ti pl e confldéing nodelaugad 1t hdihednethed of clasise diwharainge proyidng ef
more of the f%lﬁr]spwﬁuﬁloé%dté%&f&gﬁéfurtﬁ&dmcludes ﬁgﬁpoﬁﬁgﬁ%@thﬁ; one

or nore configuréd conputin aut onaf i ca ng t
first virt uabomqnmahonsnbetxﬂmdn the nadiple dampeting thdesh dhe acdipledther

conflguratlonlnfo the fi ' | (s t

net work on a®@i"sty 'Ugﬁﬁéwg?i\ﬁ%&ﬁ%&% aaﬁ%cﬁnlﬂr é’ﬁr%?%{hgﬁgmpﬁgnpu °

frﬁ?'f: 1;): gdcgebw?p&tmg)ﬁgdieww {ﬂéstiﬁiﬂhém phe oﬁﬂmmniltllpletdmthgmr?eleﬂ ahble
ut I ng nodes withou si ca 1

speci fi ed ng{)ﬂ%lq{r?& BEolER) netwrak ﬁﬁgi/qsaﬁ%f @8,{;{%&0%%, Qﬁ?g&@@@emog&

sent from a ﬁnﬁp.grgqga%ﬁjapﬁarﬁmﬁré‘%@ﬂe%ﬁs%ﬁw&%tﬂ@@%tfﬁaﬂsoﬁne or

nore of the e conputing nodes that are each a destinatjon
conput i ng nodemputing h@de;dhmmnaamgmf eagh ehtheonrilinlecibeorpmmenications a

virtual net vl fdckcos GarESRRdRMLACLIG QRS (AL I EISRShIAMEL on

conputing n ng a vurtua dress assoc ated
W th one of tHeclosgiioni ¢fithe destinatiokicogpdéing cede ahdtprm\sdlag thenoihieal

i nternmedi ate destin n nmuni cat i on of the
speci fi ed nef’%m@”ﬁf{y 5‘63&'&1’ cﬁﬁsi%ﬂﬁ %00‘1“8#' %‘&‘PF %?%gu"mfiqag%to

comuni cat i Olude information corrékpdntiing t8shé bemmaicationbagingéekhnat i on
conmputing nodes based on the virtual network address included in the

communi cat i ofPrwaritedria thepseciiednaiweidoplog¥r e desti nati on conputi ng
nodes, . [0117] Clause 12. The method of clause 11 wherein the specified

network topology includes multiple logical sub-networks of the first virtual
computer network that each include a distinct subset of the multiple
computing nodes, wherein the multiple communications are each between a
sending computing node and at least one destination computing node that
are part of two distinct logical sub-networks, and wherein the multiple other
communications are between a sending computing node and destination
computing node that are part of a single logical sub-network.

[0118] Clause 13. The method of clause 4 wherein the substrate
network is a physical network that includes multiple interconnected physical
networking devices, wherein each of the multiple computing nodes has an
associated substrate network address that corresponds to a location of the
computing node in the substrate network address and that is distinet from the
virtual network address for the computing nade, and wherein the forwarding
of each of the multiple communications over the substrate network to the
location of a destination computing node includes sending the
communication to one of the physical networking devices of the substrate
network so that the one physical networking device uses the substrate
network address for the destination computing node fo route the
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forwardi ng the conmuni cati on over the substrate network to a | ocation
of the destination conputing node; nmodi fyi ng

t he com"rurwg%fogglﬂtlg i nclude information correspondi ng deq hBfion27522
comuni cati on having been forwarded via the specified networ

t opol ogy from e 0 LN
node by the Sﬁﬁﬁqﬂ?@gghe@mﬁﬁﬂ% Q’gv&gg\%\/\/ﬁggt rréggso%%'ﬁaélg lgvﬁ?ﬁ gﬁ the 9
har dvvgre adﬂse{sﬁ?t? neg&dmded I n the communi cation; and

provi ding the nodified_ co iC e destin tlon co tin
node. 2. Thel®lhod of Clarss ﬁg \?\(/Irﬁ‘@r"@? rfgcéab@&ﬂf‘f" ﬁ%PBgy
i ncl udes mul {HfgdatioR%oF #e ﬁ!‘é’é’vfﬂﬁﬁal"'@ér‘ﬁéu@r rich@orkiis $écéNéd #@ﬂn §Qﬁ§§ﬂbﬁr
network that each include a distinct subset of the nultiple conputing

nodes, and wwopes Rehalétherfirsiovirtual compsdesi rfat@arknépmda%g devi ces
i ncl ude mul LL({?% | ogi C@!au&?"i%er T‘F!%Vh%?r?'oé r&?tciﬁlﬁg ?4Gh @r%ﬁpﬁ'l A trg}%t h

one of the I"pl e | ogi cal sub- net wor
wherein the emnpatnmgomés iahaeeasqirealvimaﬂrmmﬁmkostm)ohagm dfsmpléipleohoat d

o comnt OBk bR s AR RCULE, B P P
sub- ne“NOkamachlne communication manager module that executes on one of the
physical computing systems to manage communications by the virtual
machine computing nodes hosted on the one physical computing system,

( and wherein the virtual machine communication manager moduie is one of
multiple communication manager modules of an overlay network manager
system that provides multiple virtual computer networks to multiple users -
that are each overlaid on the substrate network.
[0121] Clause 16. A computer-readable medium whose contents
enable a computing system to provide logical networking functionality for
computer networks, by performing a method comprising:

obtaining information regarding a specified logical network
topology for a first virtual computer network that includes multiple computing
nodes, the first vitual computer network being overlaid on a distinct
substrate network that interconnects the multiple computing nodes, each of
the multiple computing nodes having an associated virtual network address
for the first virtual computer network and having a distinct associated
substrate network address that corresponds to a location of the computing
node in the substrate network; and

automatically managing multiple communications sent between
the multiple computing nodes so as to virtually implement the specified
logical network topology for the first virtual computer network, the multiple
communications sach being sent from a first computing node and including
the virtual network address for a destination second computing node, the
managing of each of the multiple communications including:

using the substrate network address associated with the

second computing node to forward the communication over the substrate
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4. The method of claim 1l wherein the emulating of the specified
network topol ogy includes logically representing the one or nore

physi cal ngHweikid¥gs devi ces with one or nore | ogical nqtdwgéblragz-,sn
devi ces, and enul ating functionali ty of the one or nore | ogical

net wor ki ng d I n w e
specified ne?&o{"?{%ﬁt%)pgéjl&%lgg&% g{:l%md o?’pﬁﬁa m f% e(rPHe}‘Tsrél\’\{I rétQ
nodi fyi ng of netedrkpéndne or nore of the nultiple comunications to

i nclude i nformati on coyr.espondi. o the co n| cat i on havi.ng be
forvarded by a speci {1 EFOREPIOIRTGY G0 KRG NGB0 oM Eng
node i ncl Ude%oﬂ@P'rﬂ@dlﬂﬁhg nthbhftoﬁrﬁﬁmmmtmi itgn :ﬁdmjevl lhfdﬂmbtldiﬁirémramng
address associated with the specified netwarking device with

a
di stinct virfawerdiag ghthicecuoarpisationireadpe st sgmpsting ode &9 fhesecond
conput i ng nodgy gfm%tqgggrgigjﬁgqﬁédiggw@d}gtéﬂmédipes nodi fyi ng a header

of the communi cati ect” occurrenc network forwardin
hop. 6. Thejat@2lhod of Claluag7s wher eomputar-rpadabidi mgdisin t ¢fe clauset 16

\c”o:nE iug{Jr ;'? I”gﬁ%ﬁﬁgx@ﬁ%&@ﬁ&n@?ﬁ@@%ﬂ% c%ﬁ&hr%ﬁgn Erﬁ‘gﬂé’ﬁ%ﬂ specified by a
user on whose behalf the first virtual computer network is provided, wherein
the specified logical network topology indicates one or more specified
networking devices that interconnect the multiple computing nodes and that

( are each associated with one or more of the multiple computing nodes, and
wherein the virtual implementing of the specified logical network fopology for
the first virtual computer network includes emulating functionality that would
be provided by the one or more specified networking devices if the one or
more specified networking devices were physically implemented and used to
forward the communications from sending computing nodes to destination
computing nodes.
[0123] Clause 18. The computer-readable medium of clause 17
wherein each of the multiple computing nodes and each of the one or more
specified networking devices further has a distinct virtual hardwaré address
for the first virtual computer network, wherein each of the multiple
communications further includes a virtual hardware address for an initial
intended destination of the communication, and wherein the modifying of
each of the multiple communications further includes determining one of the
specified networking devices to which the virtual hardware address included
in the communication corresponds and adding information to the
communication that would have been added by the determined networking
device when forwarding the communication.

[0124] Clause 18. The computer-readable medium of clause 16

wherein the computer-readable medium is at least one of a memory of the

computing system on which the contents are stored and a data transmission

medium that stores a generated signal containing the contents, and wherein
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tracking virtual hardware addresses for the first virtual conputer
network for each of the nultiple conputing nodes and each of the

speci fi ed WahywFki/p devices; tracking for each gicrdi@oilebishr! €
conputing nodes a Iocal one of the speci fied netmorklng devices In

the specifi eghdelppy Po#ngﬂt}fet:cﬁt@dthat when [ecERaN cQlisdMihd | n‘?putmgl d

requests fromthe nultiple conputing nodes for I'nformation that” wo
be provi ded bystehetol perldrmdpeoidthedl net wor ki ng devi ce of the

requesting c ting n ' t e.re ondi. t
equest 11 SHIRL nenncPust 2B, ERERba RRIET et ARG re bR
speci fi ed nefumtishalily dndontputdr iddworkeptmapiighgg:conput i ng node that
made the request. 7. The nethod of claim 1 wherein the one or

speci fied networking d&W CEINPTRAPTRABSSHF ©F 9ng %5106%@0%}%9 quﬁ’@ms
devi ces, whepgyn the forwarding of each of one or nmore of the
nultlple comuni cations via the specified network topol ogy includes
two or nore of the nul@i§Pe MG wMHBICAkRTK MANager maskileshiat vse legch

forverd the OMRNLER Ak SULIRRPENCLISIO NG Hinadonlbhe

one or nore co ions o |ncI dé Thformati on correspo
t he communi catavide heaicah giebeakirigofunaticteditybjoraa i pﬁcvnﬁmddcmnmwrer heivg)rk

device to a dest.i natjon uti ng node includes r

Commi et off it Wbl Relianchd’ 2ot GRalaE bitPe feeofe or
speci fi ed netupe khieemesginteC Retorits clidiig ARiitiple rdl'l?’@fbalhﬁélﬁ%%ﬁg @édk@§s
correspondi ng}%o t he destination conputing ngde tor the conmunication

and i ncl udesMbdiiyyically ANREARBECt MUAlRe @emnynnaaiqd&s plotheefirst cvirtual
occurrence Ofofp Hté@“hé%rﬁ@f gyuhtgpltﬁen weké VR %dBQpﬁa\{(n%

correspondi ng to a quantit rmre ogl net wor
devi ces t hat 2as@piated érakmrwad n@t\whmddraﬁatfpbtha/f irgt wﬁéahmpmteredem:rk

net work topo f
the 11 rst v pidevind s fthof Boottieeph sCidfidRebirh Fhes B8 BORLHENRR1S)
ot her commnﬂmatomns:rbatomemtetrh@dlahéth@iimrkson’gmet ipngvidiogesf thaelogical
mul tiple ot her conmmu ions. e bei ng sent from a sending one of
the multipl el Mﬂ??ﬁﬁ'cﬁ B%EY n(??”éjhrl?estl nation one of the nultiple
conputing nodes and lfﬁﬂtﬂﬂlnggcbhﬁ’gwaﬂ’dmahfoﬂﬂhw kre@dﬂfr?&)rfeorort R@re
destination conputing, node and i nclud |ng a virtual hardware add ress

associ at ed wERSFTHatklogical nefuoreng 8vipes PhifefBslevirualcomniden rfwerk Bath
of the mul ti glyRaftf MiErcoRATRH M RUIIS chAPLTY ASHdLCAMPREE Bk distinct from

the physical networking devices of the one or more infermediate networks;
and

automatically managing multiple communications sent between
the multiple computing nodes so as to implement functionality of the
specified logical networking devices, the managing of each of the multiple
communications including using the second network address of a destination
computing node for the communiéatfon to forward the communication via at
least one of the physical networking devices of the one or more intermediate
networks to the destination computing node, the managing of each of the
multiple communications further including modifying the communication to
include information emulating forwarding of the communication by one or
more of the specified logical networking devices that logically interconnect

the muitiple computing nodes.
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t he ot her communi cation over the substrate network to the | ocation of
t he destination conputing node and providing the other comrunication

to the desybRdfhei$£0nMputi ng node without nodification gqidglisa,
i nformati on corresponding to the conmuni cati on havi ng been forwarded

via the specifse@d net Wo[sk 2R0! Othe systern bhelaliss POdviRteiflthé Bhd orMagirel N
the substrate network is a physical 'network that includes multiple

i nt er connect BdepIEEateanetmerkeo eke iy stbstraie snetwaes @nnwaigbhther fiksh evirtual
mul tiple co ' n ogGJ b : e ress
that corres ggﬁ@? Hﬁ% g oélgtai |g g\?%r?a?@hg)h%ge?r'gu@#n%g%%&% e? ng%ﬁsﬁ g’{fﬁgt e
net wor k addr eddreases bhille msliiglestarmmitinbrroniet eee wubstrate nebtomrdddestdesss

for the conpyti.ng node d erei.n the forwardi ng of , each, of e
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i ncluding multiple physical networking ces that physical
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corresponds rt:gtworking devices further has a distinct virtual hardware address for the first
virtual computer network, wherein each of the multiple communications
further includes a virtual hardware address for an initial intended destination
of the communication, wherein the modifying of each of the multiple
communications further includes determining one of the specified logical
networking devices fo which the virfual hardware address included in the
communication corresponds and adding information to the communication
that would have been added by the determined logical networking device
when forwarding the communication, and wherein the one or more
communication manager modules are part of an overlay network manager
system that provides the first virtual computer network and that automatically
manages the providing of the logical networking functionality for the first
virtual computer network.

[0128] Clause 23. The system of clause 20 wherein the cne or more
communication manager modules include mulfiple communication manager

modules that each manage communications sent from an associated group
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logically interconnect the multiple computing nodes and that are distinct from
the physical networking devices of the one or more intermediate networks;
and

_ automatically managing multiple communications sent between
the multiple computing nodes so as to implement functionality of the
specified logical networking devices, the managing of each of the multiple
communications including using the second network address of a destination
computing node for the communication to forward the communication via at
least one of the physical networking devices of the one or more intermediate
networks io the destination computing node, the managing of each of the
muitiple communications further including modifying the communication to
include information emulating forwarding of the communication by one or
more of the specified logical networking devices that logically interconnect
the multiple computing nodes.
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13. The system of claim 12 wherein each of the nultiple conputing
nodes and each of the one or nore specified |ogical networking

devi ces fugbhenhass a distinct virtual hardware addressdrars2éla@2fges St
virtual conputer network, wherein each of the nmultiple comrunications
further includes a virtual hardware address for an initial intended

destination of the conmunicatjon, wherein the nodifying of each of
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the first virtual c ut.er qetmork and %Qa% autpnaticau#é n?na es, the
provi di ng of 2¢HRES Bgi & IINYRAURAr *enpresantedi Belawi inycerain (gaimk fqrags, the
virtual conpuyeftoRetdmenplatd4ne TARoSY 85680t T0f BheinVetdoriiLARY RvhikbiONe
or nore communj cation manager nodul es include nultiple conmunication
nmanager nodufladn ferEt. RIheXAIRIge WhdenanY sabicoatpesihof the ivemtion may
associated ¢ f ; L Pl i , ein
The one or nenend of e e NeihgRribtded if & PR R RRS mdthE,
t hat execut ecthheaspsdcts piay lisewisemiecst érohodiadager nodul es, and wherein
;he system further conprises the multiple conmputing systens, one or
more of the nmultiple conputing systens each hosting multiple virtua
machi nes that each provide one of the nmultiple conputing nodes and
executing one of the conmunication manager nodul es as part of a
virtual machi ne manager nodul e for the conputing system such that
the conputing nodes provided by the hosted virtual machines of the
conputing systemare the associ ated group of conputing nodes for the
executing conmuni cati on nmanager nodule. 15. The systemof claim 11
wherein the one or nore conmuni cati on nmanager nodul es each consists
of a neans for providing | ogical networking functionality for the
first virtual conmputer network by: obt ai ni ng
configuration information regarding one or nore specified | ogical
net wor ki ng devices of the first virtual conputer network that

| ogically interconnect the nultiple conmputing nodes and that are
distinct from the physical networking devices of the one or nore

i ntermedi ate networks; and
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automati cal ly managing nul ti pl e conmuni cati ons sent between the
mul tipl e conputing nodes so as to inplenent functionality of the

speci fi ed ywggheaks7aet wor ki ng devices, the managi ng of qaqRi210/8R22
mul ti pl e conmuni cati ons including using the second network address of

a destination conputing node for theggamggni cation to forward the
comuni cation via at | east one of the physical networking devices of

the one or nore iywhefigetipks i1etworks to the destination conputing
node, the managi ng of each of the nmultiple communications further

i ncl udi ng i fyi 0 o
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mul tiple CO”PUt ' nr@c&%ﬁ%onf‘ iguration information for a first virtual computer network

that includes multiple computing nedes arranged via a specified network
topolegy, the multiple computing nodes each having a distinct virtual network
address for the first virtual computer network, the configuration information
indicating one or more specified networking devices that interconnect the
multiple computing nodes and that are each associated with one or more of
the multiple computing nodes; and
under control of cne or more configured computing systems,
automatically providing the first virtual computer network in accordance with
the received configuration information by overlaying the first virtual computer
network on a distinct substrate network and by emulating the specified
network topology for multiple communications between the multiple
computing nodes without physically implementing the specified network
topology, the multiple communications each being sent from a sending one
of the muitiple computing nodes to one or more of the multiple computing
nodes that are each a destination computing node for the communication,
each communication including a virtual network address corresponding to
the one or more destination computiing nodes and including a virtual
- hardware address associated with one of the specified networking devices
that is an initial intermediate destination of the communication, the emulating
of the specified network topolegy including, for each of the multiple
communications:
identifying the one or more destination computing nodes based
on the virtual network address included in the communication; and
for each of the one or more destination computing nodes,
forwarding the communication over the substrate
network to a location of the destination computing node;
modifying the communication to include

information corresponding to the communication having been forwarded via

76



WO 2010/114713 PCT/US2010/027822

the specified network topology from the sending computing node to the
destination computing node by the specified networking device whose

* associated virtual hardware address is included in the communication; and
providing the modified communication to the

destination computing node.

2. The method of claim 1 wherein the specified network topology
includes multiple logical sub-networks of the first virtual computer network
that each include a distinct subset of the multiple computing nodes, and
wherein the one or more specified networking devices include multiple
logical router devices that are each associated with one of the multiple

legical sub-networks.

3. The method of claim 2 wherein the emulating of the specified network
topology is performed for communications that are sent between sending
computing nodes and destination computing nodes that are part of distinct

logical sub-networks.

4. The method of claim 1 wherein the emulating of the specified network
topology includes logically representing the one or more physical networking
devices with one or more logical networking devices, and emulating
functionality of the one or more logical networking devices in forwarding the

multiple communications via the specified network topology.

B, The method of claim 1 wherein the modifying of each of one or more
of the multiple communications to include information corresponding to the
communication having been forwarded by a specified networking device to a
destination computing node includes rep!écing in the communication the
virtual hardware address associated with the specifted networking device
with a distinct virtual hardware address corresponding to the destination
computing node for the communication and includes modifying a header of

the communication to reflect occurrence of a network forwarding hop.

6. The method of claim 5 wherein the providing of the first virtual
computer network in accordance with the received configuration information

inciudes:
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tracking virtual hardware addresses for the first virtual computer
network for each of the multiple computing nodes and each of the specified
networking devices;

tracking for each of the multiple computing nodes a local one of the
specified networking devices in the specified network topology; and

for each of multiple requests from the multiple computing nodes for
information that would be provided by the local specified networking device
of the requesting computing node that made tﬁe request, responding to the
request in such a manner as to emulate functionality of the local specified

networking device of the requesting computing node that made the request.

7. The method of claim 1 wherein the one or more specified networking
devices include multiple logical networking devices, wherein the forwarding
of each of one or more of the multiple communications via the specified
network topology includes two or more of the multiple logical networking
devices that would forward the communication, and wherein the modifying of
each of the one or more communications to include information
corresponding to the communication having been forwarded by a specified
networking device to a destination computing node includes replacing in the
communication the virtual hardware address associated with the specified
networking device with a distinct virtual hardware address corresponding to
the destination computing node for the communication and includes
modifying a header of the communication to reflect occurrence of a quantity
of multiple network forwarding hops corresponding to a quantity of the two or
more logical networking devices that would forward the communication via

the specified network topology.

8. The methed of claim 1 wherein the providing of the first virtual
computer network further includes managing multiple other communications
between the multiple computing nodes, the multiple other communications
each being sent from a sending one of the multiple computing nodes to a
destination one of the multiple computing nodes and including the virtual
network address for the destination computing node and including a virtual
hardware address associated with the destination computing node, the
managing of each of the multiple other communications including forwarding
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the other communication over the substrate network to the location of the
destination computing node and providing the other communication to the
destination computing node without modification to include information
corresponding to the communication having been forwarded via the

specified network topology.

8. The method of claim 1 wherein the substrate network is a physical
network that includes multiple interconnected physical networking devices,
wherein each of the multiple computing nodes has an associated substrate
network address that corresponds to a location of the computing node in the
substrate network address and that is distinct from the virtual network
address for the computing node, and wherein the forwarding of each of the
multiple communications over the substrate network f{e the location of a
destination computing node includes sending the communication to one of
the physical networking devices of the substrate network so that the one
physical networking device uses the substrate network address for the
destination computing node to route the communication to the location of the
destination computing node in the substrate network.

10. The method of claim 1 wherein the configuration information for the
first virtual computer network is received from a user oh whose behalf the
first virtual computer nefwork is provided.

11. A system structured to provide logical networking functionality for
computer networks, comprising: ‘

one or more proceésors of one or more computing systems; and

one or more communication manager modules that are each
configured to, when executed by at least one of the one or more processors,
provide logical networking functionality for a first virtual computer nefwork
that is implemented using one or more intermediate networks, the one or
more intermediate networks including muliiple physical networking devices
that physically interconnect muttiple computing nodes of the first virtual
computer network, each of the multiple computing nodes having an
associated first virtual network address for the first virtlual computer network

and having a distinct associated second network address that corresponds to
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the one or more intermediate networks, the providing of the logical
networking functionality including:

obtaining configuration information regarding one or more
specified logical rietWorking devices of the first virtual cbmputer network that
logically interconnect the multiple computing nodes and that are distinct from
the physical networking devices of the one or more intermediate networks;
and

automatically managing multiple communications sent between
the mulliple computing nodes so as to implement functionality of the
specified logical networking devices, the managing of each of the multiple
communications including using the second network address of a destination
computing node for the communication to forward the communication via at
least one of the physical networking devices of the one or more intermediate
networks to the destination computing node, the managing of each of the
multiple communications further including modifying the communication to
include information emulating forwarding of the communication by one or
more of the specified logical networking devices that logically interconnect

the multiple computing nodes.

12.  The system of claim 11 wherein the one or more intermediate
networks are a substrate network on which the first virtual computer network
is overlaid, wherein the associated second network addresses of the muitipie
computing nodes are substrate network addresses that correspond to
locations of the multiple computing nodes in the substrate network, wherein
the one or more specified logical networking devices include multiple
specified logical networking devices that are each associated with a subset
of the muitiple computing nodes, wherein the configuration information
further specifies a logical network topology of the first virtual computer
network that includes the multiple logical networking devices, and wherein
the providing of the logical networking functionality includes emulating
functionality that would be provided by the multiple specified logical
networking devices if the multiple specified logical networking devices were
physically implemented and used to forward the communications from

sending computing nodes to destination computing nodes.
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13.  The system of claim 12 wherein each of the multiple computing nodes
and each of the one or more specified logical networking devices further has
a distinct virtual hardware address for the first virtual computer network,
wherein each of the multiple communications further includes a virtual
hardware address for an initial intended destination of the communication,
wherein the modifying of each of the multiple communications further
includes determining one of the specified logical networking devices to which
the virtual hardware address included in the communication corresponds and
adding information to the communication that would have been added by the
determined logical networking device when forwarding the communication,
and wherein the one or more communication manager modules are part of
an overlay network manager system that provides the first virtual computer
network and that automatically manages the providing of the logical
networking functionality for the first virtual computer network.

14. The system of claim 11 wherein the one or more communication
manager modules include multiple communication manager modules that
each manage communications sent from an associated group of a subset of
the multiple computing nodes, wherein the one or more computing systems
include mubtiple computing systems that execute the multiple communication
manager modules, and wherein the system further comprises the multiple
computing systems, ohe or more of the muitipie computing systerﬁs each
hosting muitiple virtual machines that each provide one of the multiple
computing nodes and executing one of the communication manager modules
as part of a virtual machine manager madule for the computing system, such
that the computing nodes provided by the hosted virtual machines of the
computing system are the associated group of computing nodes for the

executing communication manager module.

15. The system of claim 11 wherein the one or more communication
manager modules each consists of a means for providing logical networking
functionality for the first virtual computer network by:

obtaining configuration information regarding one or .more
specified logical networking devices of the first virtual computer network that

logically interconnect the muitiple computing nodes and that are distinct from
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~ the physical networking devices of the one or more intermediate networks;
and
automatically managing multiple communications sent between
the multiple computing nodes so as to implement functionality of the
specified logical networking devices, the managing of each of the multiple
communications including using the second network address of a destination
computing node for the communication to forward the communication via at
ieast one of the physical networking devices of the one or more intermediate
networks to the destination computing node, the managing of each of the
multiple communications further including modifying the communication to
include information emulating forwarding of the communication by one or
more of the specified logical networking devices that logically interconnect

the multiple computing nodes.
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