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CLAIMS 

 

1.  A computer-implemented method, comprising: 

generating a first decentralized identifier based on information about a second decentralized 

identifier and information about a third decentralized identifier, wherein the second decentralized 

identifier is associated with a first user, and wherein the third decentralized identifier is 

associated with a first blockchain that is configured to store records associated with the first user; 

registering a first set of records and the first decentralized identifier at a second blockchain, 

wherein the first set of records include data associated with the first user, wherein the first set of 

records is stored in a first consortium blockchain, wherein the second blockchain includes one or 

more blockchain contracts configured to, upon execution, perform one or more operations 

associated with the first decentralized identifier, and wherein registering the first set of records 

includes storing a hash value for each record in the first set of records in the second blockchain; 

and 

controlling authorization of access to the first set of records based on the first decentralized 

identifier, including, in response to receiving a request to grant a second user access to a 

particular record in the first set of records, determining whether the request includes the first 

decentralized identifier.  

 

2.  The computer-implemented method of claim 1, wherein the first decentralized identifier 

comprises a digital activity decentralized identifier, the second decentralized identifier comprises 

a digital identity decentralized identifier, and the third decentralized identifier comprises a 

business decentralized identifier. 

 

3.  The computer-implemented method of claim 1, wherein the first set of records is 

generated or managed by a business system that provides a service to the first user, and the 

business system manages storage of the records into the first consortium blockchain and retrieval 

of the records from the first consortium blockchain. 
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4.  The computer-implemented method of claim 1, wherein the first blockchain comprises a 

consortium blockchain. 

 

5.  The computer-implemented method of claim 1, wherein the second blockchain 

comprises a decentralized identifier blockchain that is configured to store records associated with 

a plurality of decentralized identifiers of a plurality of users, and the decentralized identifier 

blockchain includes one or more blockchain contracts configured to, upon execution, perform 

one or more operations associated with the decentralized identifiers. 

 

6.  The computer-implemented method of claim 1, wherein the request includes a first value 

that represents a hash value of the particular record, wherein controlling authorization of access 

to the first set of records includes:  

comparing the first value in the request with a hash value of the particular record stored in 

the second blockchain, and 

at least one of (i) upon determining that the first value in the request is equal to the hash 

value of the particular record stored in the second blockchain, approving the request to grant the 

second user access to the particular record, or (ii) upon determining that the first value in the 

request is different from the hash value of the particular record stored in the second blockchain, 

denying the request to grant the second user access to the particular record. 

 

7.  The computer-implemented method of claim 1, comprising sending a first message to a 

first application program associated with the first user to cause the first application program to 

retrieve the particular record from the first blockchain and present the particular record for 

review by the first user. 

 

8.  The computer-implemented method of claim 7, wherein the first message includes a first 

value that represents the hash value of the particular record, and the first message is configured 

to cause the first application program to perform operations comprising: 

calculating a second value that represents a hash value of the particular record retrieved 

from the first blockchain,  

comparing the first value with the second value, and  
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at least one of (i) upon determining that the first value is equal to the second value, 

approving the request to grant the second user access to the particular record, or (ii) upon 

determining that the first value is different from the second value, denying the request to grant 

the second user access to the particular record. 

 

9.  A computer-implemented system, comprising: 

one or more computers; and 

one or more computer memory devices interoperably coupled with the one or more 

computers and having tangible, non-transitory, machine-readable media storing one or more 

instructions that, when executed by the one or more computers, perform one or more operations 

comprising: 

 generating a first decentralized identifier based on information about a second 

decentralized identifier and information about a third decentralized identifier, wherein the second 

decentralized identifier is associated with a first user, and wherein the third decentralized 

identifier is associated with a first blockchain that is configured to store records associated with 

the first user; 

 registering a first set of records and the first decentralized identifier at a second 

blockchain, wherein the first set of records include data associated with the first user, wherein 

the first set of records is stored in a first consortium blockchain, wherein the second blockchain 

includes one or more blockchain contracts configured to, upon execution, perform one or more 

operations associated with the first decentralized identifier, and wherein registering the first set 

of records includes storing a hash value for each record in the first set of records in the second 

blockchain; and 

 controlling authorization of access to the first set of records based on the first 

decentralized identifier, including, in response to receiving a request to grant a second user 

access to a particular record in the first set of records, determining whether the request includes 

the first decentralized identifier.  

 

10.  The computer-implemented system of claim 9, wherein the first decentralized 

identifier comprises a digital activity decentralized identifier, the second decentralized identifier 
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comprises a digital identity decentralized identifier, and the third decentralized identifier 

comprises a business decentralized identifier. 

 

11.  The computer-implemented system of claim 9, wherein the first set of records is 

generated or managed by a business system that provides a service to the first user, and the 

business system manages storage of the records into the first consortium blockchain and retrieval 

of the records from the first consortium blockchain. 

 

12.  The computer-implemented system of claim 9, wherein the first blockchain 

comprises a consortium blockchain. 

 

13.  The computer-implemented system of claim 9, wherein the second blockchain 

comprises a decentralized identifier blockchain that is configured to store records associated with 

a plurality of decentralized identifiers of a plurality of users, and the decentralized identifier 

blockchain includes one or more blockchain contracts configured to, upon execution, perform 

one or more operations associated with the decentralized identifiers. 

 

14.  The computer-implemented system of claim 9, wherein the request includes a 

first value that represents a hash value of the particular record, wherein controlling authorization 

of access to the first set of records includes: 

comparing the first value in the request with a hash value of the particular record stored in 

the second blockchain, and 

at least one of (i) upon determining that the first value in the request is equal to the hash 

value of the particular record stored in the second blockchain, approving the request to grant the 

second user access to the particular record, or (ii) upon determining that the first value in the 

request is different from the hash value of the particular record stored in the second blockchain, 

denying the request to grant the second user access to the particular record. 

 

15.  The computer-implemented system of claim 9, the operations further comprising 

sending a first message to a first application program associated with the first user to cause the 
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first application program to retrieve the particular record from the first blockchain and present 

the particular record for review by the first user. 

 

16.  The computer-implemented system of claim 15, wherein the first message 

includes a first value that represents the hash value of the particular record, and the first message 

is configured to cause the first application program to perform operations comprising: 

calculating a second value that represents a hash value of the particular record retrieved 

from the first blockchain,  

comparing the first value with the second value, and  

at least one of (i) upon determining that the first value is equal to the second value, 

approving the request to grant the second user access to the particular record, or (ii) upon 

determining that the first value is different from the second value, denying the request to grant 

the second user access to the particular record. 

 

17.  A non-transitory, computer-readable medium storing one or more instructions 

executable by a computer system to perform operations comprising: 

generating a first decentralized identifier based on information about a second decentralized 

identifier and information about a third decentralized identifier, wherein the second decentralized 

identifier is associated with a first user, and wherein the third decentralized identifier is 

associated with a first blockchain that is configured to store records associated with the first user; 

registering a first set of records and the first decentralized identifier at a second blockchain, 

wherein the first set of records include data associated with the first user, wherein the first set of 

records is stored in a first consortium blockchain, wherein the second blockchain includes one or 

more blockchain contracts configured to, upon execution, perform one or more operations 

associated with the first decentralized identifier, and wherein registering the first set of records 

includes storing a hash value for each record in the first set of records in the second blockchain; 

and 

controlling authorization of access to the first set of records based on the first decentralized 

identifier, including, in response to receiving a request to grant a second user access to a 

particular record in the first set of records, determining whether the request includes the first 

decentralized identifier.  
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18.  The non-transitory, computer-readable medium of claim 17, wherein the first 

decentralized identifier comprises a digital activity decentralized identifier, the second 

decentralized identifier comprises a digital identity decentralized identifier, and the third 

decentralized identifier comprises a business decentralized identifier. 

 

19.  The non-transitory, computer-readable medium of claim 17, wherein the request 

includes a first value that represents a hash value of the particular record, wherein controlling 

authorization of access to the first set of records includes:  

comparing the first value in the request with a hash value of the particular record stored in 

the second blockchain, and 

at least one of (i) upon determining that the first value in the request is equal to the hash 

value of the particular record stored in the second blockchain, approving the request to grant the 

second user access to the particular record, or (ii) upon determining that the first value in the 

request is different from the hash value of the particular record stored in the second blockchain, 

denying the request to grant the second user access to the particular record. 

 

20.  The non-transitory, computer-readable medium of claim 17, the operations 

further comprising sending a first message to a first application program associated with the first 

user to cause the first application program to retrieve the particular record from the first 

blockchain and present the particular record for review by the first user. 

 


