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DATABASE SECURITY

Claim of Priority

[001] This application claims priority to U.S. Provisional Patent Application Serial No.
62/075,593, filed on November 5, 2014, the entire contents of which are incorporated

herein by reference.

Background

[002] This description relates to database security. A database can include multiple
tables, each of which can include multiple rows. Access to the data records stored in the
database can be controlled by controlling access to each of the tables or by controlling
access to each row within a table. Row-level security can be provided through the use of

security labels associated with each object, such as each row.

Summary

[003] In an aspect, a method includes automatically determining a component of a
security label for each first record in a first table of a database having multiple tables,
including: identifying a second record related to the first record according to a foreign
key relationship; identifying a component of the security label for the second record; and
assigning a value for the component of the security label for the first record based on the
identified component of the security label for the second record. The method includes

storing the determined security label in the record.
[004] Embodiments can include one or more of the following features.

[005] The method includes identifying multiple second records each related to the first
record according to a respective foreign key relationship; identifying a component of the
security label for each of the second records; and assigning the value for the component

of the security label for the first record based on a value for each of the identified

components of the security label for the second records.
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[006] Assigning the value for the component of the security label for the first record
includes concatenating multiple distinct values for the identified components of the

security label for the second records.

[007] Assigning a value for the component of the security label includes identifying a
highest priority value from among the values for the identified components of the
security label for the second records; and assigning the highest priority value as the value

for the component of the security label for the first record.

[008] The method includes automatically determining a component of a security label
for each third record in a third table of the database based on an attribute of the record, an

attribute of a record being a value stored in the record.

[009] The method includes automatically determining a component of a security label
for each third record in a third table of the database based on a value associated with the

third table.
[010] The second record is in a table other than the first table.

[011] The component is a first component of the security label for the record, and

wherein the method includes determining a second component of the security label.

[012] The method includes updating the component of the security label for a particular

first record responsive to a trigger event.
[013] The trigger event includes a change in the foreign key relationship.

[014] The trigger event includes a change in the component of the security label for the

second record related to the particular first record.
[015] The method includes detecting the trigger event.
[016] The method includes receiving a notification of the trigger event.

[017] The method includes receiving a request for access to a particular first record

from a user, the user being associated with a user security code.
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[018] The method includes restricting access by the user to the particular first record
based on a comparison between a component of the user security code associated with the

user and the component of the security label for the particular first record.

[019] The method includes determining the security label for the record prior to

receiving the request for access.

[020] The method includes automatically determining the component of the security
label for a particular first record when the first record is received for storage in the

database.

[021] In an aspect, a non-transitory computer-readable medium stores instructions for
causing a computing system to automatically determine a component of a security label
for each first record in a first table of a database having multiple tables, including:
identifying a second record related to the first record according to a foreign key
relationship; identifying a component of the security label for the second record; and
assigning a value for the component of the security label for the first record based on the
identified component of the security label for the second record; and storing the

determined security label in the record.

[022] In an aspect, a computing system includes a processor coupled to a memory, the
processor and memory configured to: automatically determine a component of a security
label for each first record in a first table of a database having multiple tables, including:
identifying a second record related to the first record according to a foreign key
relationship; identifying a component of the security label for the second record; and
assigning a value for the component of the security label for the first record based on the
identified component of the security label for the second record; and storing the

determined security label in the record.

[023] In an aspect, a computing system includes means for automatically determining a
component of a security label for each first record in a first table of a database having
multiple tables, including: identifying a second record related to the first record according
to a foreign key relationship; identifying a component of the security label for the second

record; and assigning a value for the component of the security label for the first record
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based on the identified component of the security label for the second record; and means

for storing the determined security label in the record.

[024] In an aspect, a method includes determining that a first record stored in a first
table of a database having multiple tables has been updated; automatically updating a first
security label for the first record; storing the updated security label in the record; and
automatically updating a second security label for a second record stored in a second
table of the database, the second record being related to the first record according to a

foreign key relationship.
[025] Embodiments can include one or more of the following features.

[026] The method includes determining whether the update to the first record affects the

first security label for the first record.

[027] The method includes determining which one or more components of multiple
components of the first security label are affected by the update to the first record; and

automatically updating the affected one or more components of the first security label.
[028] The second table is a child of the first table.

[029] The method includes determining whether the update to the first record affects the

foreign key relationship.

[030] The method includes determining which one or more foreign key relationships of
multiple foreign key relationships are affected by the update to the first record; and
automatically updating the second security label for each second record related to the first

record according to the affected foreign key relationship.

[031] In an aspect, a non-transitory computer-readable storing medium stores
instructions for causing a computing system to: determine that a first record stored in a
first table of a database having multiple tables has been updated; automatically update a
first security label for the first record; store the updated security label in the record; and
automatically update a second security label for a second record stored in a second table
of the database, the second record being related to the first record according to a foreign

key relationship.
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[032] In an aspect, a computing system includes a processor coupled to a memory, the
processor and memory configured to: determine that a first record stored in a first table of
a database having multiple tables has been updated; automatically update a first security
label for the first record; store the updated security label in the record; and automatically
update a second security label for a second record stored in a second table of the

database, the second record being related to the first record according to a foreign key

relationship.

[033] In an aspect, a computing system includes means for determining that a first
record stored in a first table of a database having multiple tables has been updated; means
for automatically updating a first security label for the first record; means for storing the
updated security label in the record; and means for automatically updating a second
security label for a second record stored in a second table of the database, the second

record being related to the first record according to a foreign key relationship.

[034] Other features and advantages are apparent from the following description and

from the claims.

Brief Description of Drawings

[035] Fig. 1 is a block diagram.

[036] Fig. 2A is an example of a database system.
[037] Fig. 2B is an example of user access restrictions.
[038] Figs. 3 and 4 are block diagrams.

[039] Figs. 5-8 are flow charts.

[040] Fig. 9 is a block diagram.

Detailed Description

[041] We describe here an approach to providing row-level security to rows in a table of
a database. Each row in the table represents a data record. A security label is stored in

cach row and can be used to for controlling access to the row, ¢.g., to indicate which
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users have permission to access the data record represented by the row or which users are
restricted from accessing the data record represented by the row. The security label for a
row in a table can be determined based on one or more of information that is external to
the row, information that is internal to the row, and information that is specific to the
table. Propagation of security labels, also sometimes referred to as inheritance, is a
mechanism for determining the security label of a row based at least in part on the
security label of one or more related rows. For instance, a row in a table of a database can
inherit a component of its security label from another row in the same table or in another
table that is related to the row via a foreign key relationship. Inheritance of security labels
can help ensure, for instance, that if a user is restricted from accessing a given data
record, then that user is also restricted from accessing any other data records that depend

on the given data record.

[042] The security label for a row can have multiple components. One or more of the
components of the security label for a row in a table can be determined based on
information that is external to the row, such as information in a related row of the same
table or information in a related row of another table. One or more of the components of
the security label for a row can be determined based on information within the row, such
as an attribute of the row. One or more of the components of the security label for a row
in a table can be determined based on table-specific information, such as a constant value

associated with the table.

[043] The security label for a data record (we sometimes use the terms row and data
record interchangeably) can be determined when the data record is input into the
database. The security label for a data record can be updated in response to a triggering
event, such as a change in the data record, a change in a related data record, or a change
in the table-specific information. The security label is stored in the data record such that
the security label is already computed and available before any request for access to the
row is received. We sometimes refer to the computation of a security label prior to and
independent of receiving any request for access to the row as pre-computation of the
security label. Pre-computation of the security label can have advantages. For instance, if

the security label for a row is pre-computed, a determination of whether a user is
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restricted from accessing the row can be made quickly without having to undertake a
computationally expensive process of calculating the security label in real time

responsive to an access request.

[044] The approach to row-level security described here enables data to be secured in a
database that has multiple, interrelated tables. In such a database, the security labels for
the rows in one table can be determined at least in part based on the security labels for the
rows in another, related table. For instance, if a user is restricted from viewing a data
record representative of a project summary, he can automatically be prevented from
viewing a data record representative of the project finances as well, due to a relationship
between the data records representative of the project summary and the project finances.
If there are many rows in the database that are to be secured, but much of the security can
be inferred from other, related rows, then determining security labels based on these

relationships can help improve security and reduce maintenance costs.

[045] The pre-computation of security labels and the storage of security labels in data
records enables the security of the data records to be easily understandable and efficiently
accessible. This ready access to security information can help facilitate audits of a
database system, can assist security or information technology professionals in
troubleshooting, and can facilitate other activities that involve understanding the
permissions or restrictions associated with individual data records in a database. For
instance, by storing the security label for a data record in the data record itself, an auditor
or security professional can determine which users are permitted to access or restricted
from accessing the data record by examining the record, without having to undertake a

complex calculation and without having to reference a separate security file or table.

[046] Referring to Fig. 1, a database 100 hosted on a server 101 can include one or more
tables 50, 52, 54, 56, each of which includes one or more data records. A table can be
related to one or more of the other tables in the database 100, e.g., in a hierarchical
relationship or another type of relationship. The relationship between two tables can be,
¢.g., a parent-child relationship in which a child table is dependent on one or more parent
tables. For instance, in the example of Fig. 1, the department table 52 is a child of the
division table 54, as indicated by an arrow 62. The projects table 50 is a child of both the
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division table 54 and the region table 56, ¢.g., as indicated by arrows 64 and 66. We
sometimes refer to a parent table as an upstream table and a child table as a downstream

table. Other types of relationships between tables are also possible.

[047] A security module 520 determines whether a user 10 is permitted to access or
restricted from accessing the data records in the database 100. By a user 10, we mean any
person or entity that attempts to access a data record in the database 100. Fig. 1 shows
three specific users 10a, 10b, 10c. A user security code 18 can be associated with each
user 10, e.g., based on the user’s role (e.g., project manager, department manager,
executive, or another role), the user’s location (e.g., northeast division, west division, or
another location), the user’s security clearance (e.g., top secret, secret, public, or another
clearance), the user’s department (e.g., human resources, engineering, marketing, or
another department), or another characteristic. When a user 10 requests access to a
particular data record in the database 100, the security module 520 determines whether
the user 10 is allowed to access or is restricted from accessing the particular data record
based on a comparison between the user’s user security code 18 and the security label of
the particular data record. Because the security label of the particular data record has
already been calculated before receiving the user’s request for access, the security
module 520 can quickly determine whether the user is to be restricted from accessing the
data record without having to undertake the potentially computationally expensive

process of determining the security label for the row.

[048] Access to the database 100 can be restricted on a row-by-row basis. For instance,
cach row in a table can have its own, individualized security label that is independent
from the security label for each of the other rows in the same table and independent from
the security label for each of the rows in other tables in the database 100. The security
label for a row can be a consolidated security label having one or more components, each
of which is determined independently based on information internal to the row,
information external to the row, information specific to the table, or a combination of any
two or more of them. The security label for each row can be stored in a field in the row
itself. Each component of the security label for a data record can represent restrictions on

user access to the data record or permissions for user access to the data record. The
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security module 520 can determine whether one or more components of the security label
stored in a particular data record restricts a user with a particular user security code 18

from accessing the particular data record.

[049] In some examples, a component of the security label for a data record is
determined based on information internal to the data record, such as one or more
attributes of the data record. An attribute of a data record is a value, such as a numerical
value, a string, or another type of value, stored in a field of the data record. Attributes can
represent information such as roles (discussed below), users, groups of users, business
labels, inputs to functions, or other information. In an example, an attribute of a data
record can be an identifier of a corporate division represented by the data record, and a
component of the security label for the data record can be determined based on the
identifier of the corporate division. In an example, an attribute of a data record can be a
clearance value, which indicates whether the data record is top secret (TS), secret (S), or
public (P), and a component of the security label for the data record can be determined
based on the clearance value. In some examples, a single component of a security label
for a data record can be determined based on multiple attributes, such as based on both
the identifier of the corporate division represented by the data record and the clearance
value for the data record. In some examples, multiple components of a security label for a

data record can each be determined based on a corresponding attribute.

[050] In some examples, a component of the security label for a data record is
determined based on information external to the data record, such as a component of a
security label for a related data record in the same table or in a different table. A data
record in one table can be related to a row in the same table or in a different table through
a foreign key relationship. A foreign key is a value stored a first data record that uniquely
identifies a second data record, thus establishing a link between the first and second data
records. The first and second data records can be in the same table or in different tables.
We sometimes refer to rows that are related, e.g., through a foreign key relationship or
another type of relationship, as related rows and to the determining of a component of a
security label based on information in a related row in a different table as inheritance of

the component of the security label. In an example, each data record in a child table



WO 2016/073701 PCT/US2015/059213

represents a project and is related via a foreign key relationship to a data record in a
parent table that represents a corporate division. Each data record in the project table
inherits a component of its security label from a corresponding component of the security
label of the related data record in the corporate division table. Inheritance of security
labels can allow high-level access restrictions to propagate to lower-level tables. For
instance, with inheritance of security labels, if a user is restricted from accessing a data
record representing the Engineering division in the corporate division table, the user will
also be restricted from accessing any data record representing a project data record in the

project table that is related to the Engineering division.

[051] In some examples, a component of the security label for a data record is constant
for all data records belonging to a given table. For instance, all data records in a given
table can have a constant value as a component of the security label, the constant value
being an attribute of the table. In an example, in a table including data records
representative of employees’ salaries, all data records can have a “confidential”

component of the security label.

[052] A component of a security label for a row can be based on values inherited from
multiple other rows. In some examples, the multiple values obtained from the other rows
are concatenated to form the component of the security label for the row. The multiple
values can be concatenated in alphabetical order, in numerical order, in an order based on
the relationships between the row and each other row, or in another order. In some
examples, the multiple values can be part of an ordered or hierarchical list and only a
single, highest priority value from among the multiple values is used as the component of
the security label for the row. For instance, if one related row has a component with a
high priority value (e.g., “TS”) and another related row has a component with a lower
priority value (e.g., “S”), the inherited component based on these two rows will take on

the high priority value (“TS”).

[053] A component of a security label for a row can be based on multiple factors. In an
example, a component of a security label for a row can be based on both an attribute of
the row and a value inherited from a related row. The component of the security label can

be a concatenation of the attribute and the inherited value, can take on the higher priority

10
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value from among the attribute and the inherited value, or can be combined in another

way.

[054] A security label for a row can have multiple components (sometimes referred to
as a consolidated security label), each component determined independently from each
other component. A security label for a row can include one or more components
determined based on an attribute of the row, one or more components determined by
inheritance, one or more components determined based on table-specific information, or

a combination of any two or more of them.

[055] Some foreign key relationships can be nullable, meaning that the foreign key can
be missing for a data record without causing an error. When a component of a security
label is determined by inheritance via a nullable foreign key, a default option for that
component can be specified. The default option can be to assign a default value to the
component of the security label; to ignore the foreign key relationship, leaving the
component of the security label blank; or to determine the value for the component based
on other factors. Some foreign key relationships can be non-nullable, meaning that an
error results if there is no value for the foreign key. When a component of a security label

is determined by inheritance via a non-nullable foreign key, a default is not specified.

[056] One or more table-specific rules specify how each component of a security label
is determined for each record in the table. The table-specific rules can specify, for each
component of a security label of each data record in the table, one or more of an attribute,
a foreign key, and a constant to be used in determining the component of the security
label. The table-specific rules can specify whether multiple values are to be concatenated,
treated as a hierarchy or ordered list, or otherwise. The table-specific rules can specify a
default in the event that a foreign key relationship is null. Other rules can also be

specified.

[057] In some examples, a translation table, such as a lookup table, can be used to
simplify a component of a security label. A translation table maps each of a set of values
or combinations of values to a corresponding value of another set of values. A translation

table can be useful, e.g., if a single component of a security label may include a large

11
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number of concatenated values. Such a component can become complex and unwieldy.
The translation table can map each possible combination of concatenated values to a
simpler expression, such as a single value, which single value can be used as a surrogate

value in the security label.

[058] In some examples, the security label for a data record is determined when the data
record is input into the database 100. In some examples, one or more components of the
security label for a data record are updated when a change is made to the data record or to
a related data record that may cause a change in a component of the security label for the
data record. For instance, when an attribute of the data record is changed, the component
of the security label that is determined based on the attribute can be updated. When a
foreign key is changed, the component of the security label that is determined by
inheritance via that foreign key can be updated. When a change is made to an upstream
data record related via foreign key to a downstream data record, the component of the
security label of the downstream data record that is determined by inheritance via that
foreign key can be updated. When an upstream data record related via foreign key to a
downstream data record is deleted, the component of the security label of the downstream
data record that is determined by inheritance via that foreign key can be updated. Other

circumstances can also trigger an update of the security label for a data record.

[059] The security label for a row can be used to restrict access to the row. Each user of
the database system has a user security code, which can include the same components as
the security label for a data record in the database. When a user attempts to access a row,
cach component of the user’s user security code is compared to the corresponding
component of the security label of the row. If any of the components prohibits access to

the row by the user, the user is restricted from accessing the row.

[060] In some examples, a component of the security label of a row is formed by
concatenating one or more values. A user is restricted from accessing a row whose
security label includes one or more values that are not included in the user’s user security
code. For instance, a particular row may have a security label with a component including
the concatenated values “A,B,C.” A user whose user security code includes the values

“A,B” for the corresponding component is restricted from accessing that row. A user

12
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whose user security code includes the values “A,B,C,D” for the corresponding
component may be permitted to access that row, depending on the outcome of a
comparison between each other component of the user security code and the

corresponding component of the security label of the row.

[061] In some examples, the values that can form a component of the security label of a
row are part of an ordered or hierarchical list. A user having a given value for the
corresponding component of the user’s user security code is restricted from accessing any
row having a higher priority value than the user’s value. For instance, the value of a
component of a security label may be selected from the ordered list “TS,” “S,” “P,”
where “TS” is the highest priority value and “P” is the lowest priority value. A particular
row may have a security label having a component with the value “S.” A user whose user
security code has the value “P” for the corresponding component is restricted from
accessing that row. A user whose user security code has the value “TS” or “S” may be
permitted to access the row, depending on the outcome of a comparison between each
other component of the user security code and the corresponding component of the

security label of the row.

[062] In some examples, one or more of the components of the user security code 18 for
the user 10 can be based on the user’s role. By role, we mean a position held by the user,
such as a job position, a set of responsibilities, a position relative to others, or another
type of position. Example roles can include executive roles, managerial roles,
professional staff roles, support roles, or other roles. For instance, as in the example of
Fig. 1, the division executive 10a, the production worker 10b, and the department
manager 10c each have a different value for each of one or more components of the user

security code 18 which is based on each user’s role within the company.

[063] In some examples, a first role can imply one or more other roles, meaning that if a
user is assigned the first role, the user is also automatically assigned the one or more
other roles. The user is then also associated with any user security code for those one or
more other roles. For instance, the division executive role can imply a department

manager role. As a result, any user with the division executive role (e.g., the user 10a)

13
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can automatically be assigned the department manager role and thus can be associated

with any user security codes for the department manager role.

[064] Referring to Fig. 2A, entries in an example database system 950 have security
labels having two distinct components. The database system 950 stores data
representative of the origin, destination, and means of transport for each delivery
managed by Very Special Deliveries, Inc. The database system 950 includes multiple
tables related in a hierarchical relationship by way of foreign keys. Data records in a
Delivery table 910 store data representative of the origin, destination, means of transport,
and sponsor for each delivery. The origin and destination fields in each record in the
Delivery table 910 are each related by foreign key relationship to a record in a Site table
920, and the records in the Site table are each related by foreign key relationship to a
record in a Region table 930. The transport field in each record in the Delivery table 910
is related by foreign key relationship to a Transport table 940. The sponsor field in each
record in the Delivery table 910 is related by foreign key relationship to a Sponsor table
960. In this example, only fields involved in security are shown. Data records can have
additional attributes, foreign keys, or both that are not involved in the determination of a

security label, and which are not shown in Fig. 2A.

[065] Permissions in the database system 950 are constrained by consolidated security
labels having two distinct, independent components: a classification component and a
location component (expressed in the form classification:location). In this example, the
classification component takes on a single value selected from an ordered list having a
low-priority value (U) and a high-priority value (S). The location component can take on
one or more values (NA or EU); if the location component includes multiple values, the

values are concatenated in an alphabetized list.

[066] In the Transport table 940, the classification component of the security label for
cach record is determined based on the “classification” attribute of the record. If the
“classification” attribute is “U” then the classification component of the security label
takes on the value “U” and if the “classification” attribute is “S” then the classification
component of the security label takes on the value “S.” The records in the Transport table

940 do not have values for the location component of the security label. The security

14
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label determination for the Transport table 940 can be implemented with code executed
by the security module 520, e.g., code indicating that the value in the “classification”
field is to be included in the classification component of the security label for data

records in the Transport table 940.

[067] In the Region table 930, the location component of the security label for each
record is determined based on the “region code” attribute of the record. If the
“region_code” attribute is “NA” then the location component of the security label takes
on the value “NA” and if the “region_code” attribute is “EU” then the location
component of the security label takes on the value “EU.” The records in the Region table
930 do not have values for the classification component of the security label. The security
label determination for the Region table 930 can be implemented with code executed by
the security module 520, e.g., code indicating that the value in the “region code” field is
to be included in the classification component of the security label for data records in the

Region table 930.

[068] The classification component of the security label for all records in the Sponsor
table 960 takes on the value “S.” The value “S” is a table-specific constant that applies to
all records in the Sponsor table 960, regardless of attributes of the records or foreign key
relationships for the records. The security label determination for the Sponsor table 960
can be implemented with code executed by the security module 520, e.g., code indicating
that the value “S” is always to be included in the classification component of the security

label for data records in the Sponsor table 960.

[069] The records in the Site table 920 have both a classification component and a
location component of the security label. The classification component of the security
label for each record is determined based on the “classification” attribute of the record.
The determination of the classification component for each data record in the Site table
920 can be implemented with code executed by the security module 520, e.g., code
indicating that the value in the “classification” field is to be included in the classification

component of the security label for data records in the Site table 920.
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[070] The location component of the security label for each record in the Site table 920
is determined by inheritance. Each record in the Site table 920 is related to a record in the
Region table 930 via a foreign key relationship through the value in the “region” field.
Each Site record inherits the location component of its security label from the location
component of the security label of the related Region record. For instance, the New York,
Chicago, and White Sands Site records inherit the “NA” location component from the
North America Region record and the London Site record inherits the “EU” location
component from the Europe Region record. The determination of the location component
for each data record in the Site table 920 can be implemented with code executed by the
security module 520, e.g., code indicating that the foreign key to the Region table 930 is

to be respected.

[071] The foreign key relationship to the Region table 930 is nullable, meaning that the
“region” field can be blank without causing an error. In this example, if the foreign key
relationship is null for a given data record (e.g., if there is no value in the “region” field
for that data record), the security label is determined by default to be “S™ in the
classification component and no value in the location component. Because “S” is the high
priority value for the classification component, the default ensures that the classification
component will take on the value “S” regardless of the value of the classification attribute
for the data record. The default behavior for a nullable foreign key can be implemented
with code executed by the security module 520, e.g., code indicating that the security

label is to be “S:—” if the foreign key relationship to the Region table 930 is null.

[072] Both the classification component and the location component of the security
label for data records in the Delivery table 910 are determined by inheritance. Each
record in the Deliver table 910 is related via foreign key relationship to one or more other
records in other tables, including the Site table 920 (via the “origin” and “destination”
fields as foreign keys), the Transport table 940 (via the “transport” field as a foreign key),
and the Sponsor table 960 (via the “sponsor” field as a foreign key).

[073] The classification component takes on a single value based on an ordered list in
which “U” is the low-priority value and “S” is the high-priority value. The classification

component for a given data record is assigned the value that is the highest priority value
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for the classification component in each of the related data records. Thus, for a given data
record, if any of the related data records has a classification component with a value of

“S,” the given data record is assigned a value of “S” for the classification component.

[074] The location component takes on all of the values of the location components for
the related data records, concatenated in alphabetical order. Thus, for a given data record,
if one of the related data records has a location component with a value of “NA” and
another one of the related data records has a location component with a value of “EU,”

then the given data record is assigned a value of “EU,NA” for the location component.

[075] In this example, the foreign keys to the Transport table 940 and the Sponsor table
960 are nullable. A default is provided for each nullable foreign key. If the foreign key to
the Transport table 940 is null for a given data record (e.g., if there is no value for the
“transport” field for that data record), the security label is determined by default to be “S”
in the classification component and no value in the location component. The foreign keys
to the Site table 920 are not nullable. If either foreign key to the Site table 920 is null for
a given data record (e.g., if there is no value for the “origin” or “destination” field for that

data record), an error occurs.

[076] The determination of the security label for each data record in the Delivery table
910 can be implemented with code executed by the security module 520 identifying each

foreign key relationship to be respected and specifying treatment of nulls:

respect FK to origin Site (non-nullable)
respect FK to destination Site (non-nullable)
respect FK to Transport (use “S:—" if null)

respect FK to Sponsor (ignore if null)

[077] Specifically, the classification component for the D1 delivery record is assigned
as the highest priority value among the classification components for the related records:
New York (“U”), Chicago (“U”), and plane (“U”). The “sponsor” field is null and thus
the foreign key relationship to the Sponsor table 960 is ignored. The classification
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component for the D1 record is thus assigned the value “U.” The location component for
the D1 delivery record is determined by concatenating each distinct value for the location
components of the related records: New York (“NA”) and Chicago (“NA”). Because the
value for the location component is the same for all related records, no concatenation is
necessary, and the location component for the D1 delivery record is assigned the value

“NA.” The consolidated security label for the D1 delivery record is “U:NA.”

[078] The classification component for the D2 delivery record is assigned as the highest
priority value among the classification components for the related records: New York
(“U”), White Sands (“S”), and plane (“U”). The “sponsor” field is null and thus the
foreign key relationship to the Sponsor table 960 is ignored. “S” is a higher priority value
than “U” and thus the classification component for the D2 record is assigned the value
“S.” The location component for the D2 delivery record is determined by concatenating
each distinct value for the location components of the related records: New York (“NA”)
and White Sands (“NA”). The consolidated label for the D2 delivery record is thus
“SINA.”

[079] The classification component for the D3 delivery record is assigned as the highest
priority value among the classification components for the related records: New York
("U"), London (“U”), and plane (“U”). The “sponsor” field is null and thus the foreign
key relationship to the Sponsor table 960 is ignored. Thus, the classification component
for D3 is assigned the value “U.” The location component for the D3 delivery record is
determined by concatenating each distinct value for the location components of the
related records: New York ("NA") and London ("EU"). The two location component
values are concatenated in alphabetical order to form the location component value for
the D3 delivery record: “EU,NA.” The consolidated label for the D3 delivery record is
thus "U:EU,NA." Similarly, the consolidated label for the D4 delivery record is also
“U:EU,NA.”

[080] The classification component for the D5 delivery record is assigned as the highest
priority value among the classification components for the related records: New York
("U"), London (“U”), and submarine (“‘S”). The “sponsor” field is null and thus the

foreign key relationship to the Sponsor table 960 is ignored. “S” is a higher priority value
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than “U” and thus the classification component for the D5 record is assigned the value
“S.” The location component for the D5 delivery record is determined by concatenating
each distinct value for the location components of the related records: New York ("NA")
and London ("EU"). The consolidated label for the D3 delivery record is thus
"S:EUNA."

[081] The D6 delivery record has a null foreign key relationship for the transport field
and thus the classification component for the D6 record is “S” by default, regardless of
the values of the classification component for the related records. The location
component for the D6 delivery record is determined by concatenating each distinct value
for the location components of the related records: New York ("NA") and London

("EU"). The consolidated label for the D6 delivery record is thus "S:EU,NA."

[082] The classification component for the D7 delivery record is determined by
selecting the highest priority classification component value in the related records having
a classification component: New York ("U"), London (“U”), plane (“'U”), and sponsor
(“S). “The classification component for D7 is thus assigned the value “S.” The location
component for the D7 delivery record is determined by concatenating each distinct value
for the location components of the related records: New York ("NA") and London

("EU"). The consolidated label for the D7 delivery record is thus "S:EU,NA."

[083] Referring to Fig. 2B, each user of the database system 950 shown in Fig. 2A has a
user security code having two distinct, independent components: a classification
component and a location component (expressed in the form classification:location).
When a user attempts to access a data record in the database system 950, the value for the
classification component of the user’s user security code is compared to the value for the
classification component of the security label of the data record, and the value for the
location component of the user’s user security code is compared to the value for the
location component of the security label of the data record. If either the classification
component or the location component prohibits access to the row by the user, the user is

restricted from accessing the row.
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[084] The classification component and location component of a user security code can
cach take on the same values available to the classification component and location
component, respectively, of a security label of a data record. For instance, the
classification component of the user security code can be assigned either the high priority
value of “S” or the low priority value of “U.” The location component of the user security

code can be assigned “NA,” “EU,” or “NA,EU.”

[085] If the classification component of a user’s user security code has the value “U,”
the user is restricted from accessing any data record whose security label has a higher
priority value for the classification component (e.g., “S”), regardless of the values for the
location components of the user security code and the security label of the data record. If
the classification component of a user’s user security code has the value “S,” the user
may be permitted to access a data record having either “U” or “S” for the classification
component of its security label, depending on the values for the location components of
the user security code and the security label of the data record. If the classification
component of the security label of the data record is blank, there are no restrictions
imposed by the classification component, and the user’s access to the data record is

controlled by the location components.

[086] If the location component of a user’s user security code has the value “NA,” the
user is restricted from accessing any data record whose security label has a location
component with any value other than “NA.” Thus, for instance, that user would be
restricted from accessing a data record whose security label has a location component
with the value “EU” or “EU,NA.” If the location component of a user’s user security
code has the value “EU,NA,” the user may be permitted to access a data record having
either “NA,” “EU,” or “EU,NA” for the location component of its security label,
depending on the values for the classification component of the user security code and the
security label of the data record. If the location component of the security label is blank,
there are no restrictions imposed by the location component, and the user’s access to the

data record is controlled by the classification components.

[087] A user is restricted from accessing a data record if either the classification

component or the location component restricts access by the user to that data record. For
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instance, Userl, with a user security code of “U:NA,” is restricted from accessing any
data record whose security label has an “S” for the classification component and any data
record whose security label includes any value other than “NA” in the location
component. User2, with a user security code of “U:EU,NA,” is restricted from accessing
any data record whose security label has an “S” for the classification component, but has
no restrictions on the value of the location component. User3, with a user security code of
“S:NA,” has no restrictions on the value of the classification component, but is restricted
from accessing any data record whose security label includes any value other than “NA”
in the location component. User4, with a user security code of “S:EU,NA,” has no

restrictions on access to the data records.

[088] In this example, the security label for each entry has one ordered component (the
classification component) and one non-ordered component (the location component). In
some examples, a security label can have multiple ordered or hierarchical components,

multiple non-ordered components, or both.

[089] In this example, inheritance of the components of the security label carries
through multiple generations of the table hierarchy. By extension, if the Delivery table
910 had a child table, such as a Deliveryltem table, whose entries were related by foreign
key relationship to the entries of the Delivery table 910, the label inheritance would

continue into the Deliveryltem table in a manner similar to that described above.

[090] Storing the security label for a row within the row itself access restrictions for that
row to be quickly and easily determined. For instance, when a user attempts to access a
row, the user’s ability to access a particular row can be determined by a straightforward
comparison between the security label for the row and the user security code for the user,
without needing to identify related rows or calculate the security label in real time (e.g.,
while the user is attempting to access the row). This approach can thus provide for
quicker and more reliable access to security-protected rows in a database. Storing the
security label for a row within the row itself also facilitates security audits or
maintenance of security settings, because the security label is visible and easily
understandable without the need for references to other tables or complex logical

determinations.
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[091] Referring to Fig. 3, a system 500 can determine a security label 502 for a data
record 504 that is input into a database 90 e.g., by a computer 506. The data record 504
can be a new data record that is added to the database 90 or can be an update to a data

record that is already stored in the database 90.

[092] A detection module 510 detects changes to attributes and foreign key
relationships that may affect a component of the security label 502 of one or more data
records in the database 90. The detection module 510 detects an incoming data record
504 and determines whether to route the data record 504 to a security module 520 for
calculation of the security label 502 for the data record 504. For instance, if the data
record 504 is a new data record, the detection module 510 automatically routes the data
record 504 to the security module 520. If the data record 504 is an update to a previously
stored data record, the detection module 510 determines whether the update to the data
record may affect one or more components of the security label of the data record 504.
Updates that may affect one or more components of the security label include, for
instance, an update to an attribute of the data record that is used in determining a
component of the security label; an update to a foreign key relationship according to
which a component of the security label is determined; or another update. Updates that do
not affect any components of the security label include, for instance, updates to attributes
or foreign key relationships that are not used in the determination of the security label. If
the detection module 510 determines that the update may affect the security label of the
data record 504, the detection module 510 routes the updated data record 504 to the
security module 520. If the detection module 510 determines that the update does not
affect the security label of the data record, the detection module 510 can route the data
record 504 directly to a cascade module 550 (described below), e.g., bypassing the

security module 520.

[093] In some examples, the detection module 510 can determine whether to route the
incoming data record 504 to the security module 520 according to one or more rules 532
stored in a rules database 530, a rules file, or stored in another way. An example rule 532
can indicate that a new data record 504 is to be routed through the security module 520.

An example rule can specify the attributes of data records in a particular table of the
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database 90 (e.g., the table in which the data record 504 is to be stored) that are used in
the determination of a component of the security label for the data record, and indicate
that an updated data record 504 having a change to one or more of the specified attributes
is to be routed through the security module 520. An example rule can specify which field
or fields of data records in a particular table of the database 90 (e.g., the table in which
the data record 504 is to be stored) include foreign key values that relate the updated data
record 504 to other data records, and indicate that an updated data record 504 having a
change to one or more of the specified foreign key fields is to be routed through the
security module 520. For instance, the rules 532 can indicate that a change in a foreign
key value that may cause the data record 504 to relate to a different upstream data record
triggers a routing through the security module 520, while a change in a foreign key value
that may cause the data record 504 to relate to a different downstream data record causes

the data record 504 to be routed directly to the cascade module 550.

[094] The security module 520 determines a security label 502 for the incoming or
updated data record 504. The security module 520 can determine the security label 502
based on the rules 532 stored in the rules database 530. Each table in the database 90 can
have a respective set of one or more rules 532. The rules for a given table specify how
cach component of a security label is determined for each record in that table. The rules
can identify, for each component of a security label, one or more of an attribute, a foreign
key, and a constant that are to be used in determining the component of the security label.
The rules can specify whether multiple values to be used in determining a given
component are to be concatenated or treated as a hierarchical list or an ordered list. The
rules can specify a default in the event that a nullable foreign key relationship is null,
such as a specification of a default value for a component of the security label or an
indication to ignore the null foreign key. Once the security label 502 is determined for the
incoming or updated data record 504 according to the rules 532, the security label 502 is
added to the data record 504 and the data record 504, including the security label 502, is
stored in the database 90.

[095] The data record 504 is also routed to the cascade module 550. The cascade

module 550 determines which other records, such as downstream records, may need to
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have a security label recalculated as a result of the update to the data record 504. For
instance, the cascade module 550 identifies downstream records 514 that are related to
the data record 504, e.g., through a foreign key relationship, and routes those downstream
records 514 to the security module 520 for a recalculation of the respective security
labels, e.g., as described above. In some examples, the cascade module 550 can identify
downstream related records 514 according to one or more rules 532 that identify foreign

keys that relate the data record 504 to other, downstream data records.

[096] Once a downstream data record 514 is processed by the security module 520, its
security label is updated in the database 90 and the downstream data record 514 is routed
to the cascade module 550 so that the security labels of downstream data records of that
data record 514 can be recalculated. This cascade of security label recalculation can

continue, ¢.g., until no further downstream data records are available.

[097] The system 500 can perform security label recalculations when a data record is
deleted from the database 90. The detection module 510 detects that the data record is to
be deleted from the database 90 and routes the data record to the cascade module 550.
The cascade module 550 determines which other records, such as downstream records,
may need to have a security label recalculated as a result of the deletion of the data
record. For instance, the cascade module 550 identifies downstream records 514 that are
related to the data record, e.g., through a foreign key relationship, and routes those
downstream records 514 to the security module 520 for a recalculation of the respective

security labels, e.g., as described above.

[098] In some examples, the security module 520 can maintain a log 518 of security
label calculations. For instance, the log 518 can include an identifier of a data record
whose security label was calculated or recalculated, a date of the change, a time of the
change, a previous value of the security label, a reason for the change (e.g., an
identification of an upstream related record that triggered the recalculation or an
indication that the data record was new or updated), or other information, or a

combination of any two or more of them.
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[099] Referring to Fig. 4, the system 500 can respond to a request from a user 600 to
access a data record 602 stored in the database 90. The user has a user security code 604.
When the user 600 requests access to the data record 602, the security module 520
retrieves the security label 606 for the data record 602 from the database 90. The security
module 520 can then compare each of the components of the security label 606 for the
data record 602 with the corresponding component of the user’s user security code 604
according to the rules 532. If each of the components of the user’s user security code 604
satisfies the corresponding component of the security label 606, the user 600 is enabled to
access the data record 602. If one or more of the components of the user’s user security
code 604 do not satisfy the corresponding component of the security label 606, the user is
restricted from accessing the record. A view 610 can be presented to the user 600 that
enables the user 600 to access the one or more data records 602 to which he is allowed

acCcCcEss.

[0100] Referring to Fig. 5, in a general approach to determining a security label for an
incoming data record, a data record is received (800) for storage in a table of a database.
One or more rules indicative of how the security label is to be determined for the data
record are retrieved (802). Each component of the security label is determined according
to the rules (804). The determination of a component of the security label can include
determining the component of the security label based on an attribute of the data record
(806). The determination of a component of the security label can include determining
the component of the security label based on inheritance of a value from another data
record related via a foreign key relationship (808). The determination of a component of
the security label can include determining the component of the security label based on a
constant value associated with the table (810). The security label is stored in a field in the

data record (812).

[0101] Referring to Fig. 6, in a general approach to updating a security label for a data
record that has been updated, an update to a data record that is stored in a database is
received (600). One or more rules indicative of how the security label is to be determined
for the data record are retrieved (602). If the update affects an attribute that is used in

determination of a component of the security label for the data record, or if the update
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affects a foreign key relationship between the updated data record and an upstream data
record, or both (604), the affected component of the security label for the data record is
recalculated (606), e.g., as described above. If the update does not affect any element of
the data record that is used in the determination of a security label (604), the security
label for the data record is not recalculated (608). Downstream related data records are
identified (610). If the security label for the data record was recalculated or if the update
affects a foreign key relationship between the updated data record and a downstream data
record, the security calculation process is carried out for each of the downstream related

records (612). When no further downstream records exist, the process terminates (614).

[0102] Referring to Fig. 7, in a general approach to deleting a data record from a
database, a data record is deleted (900). Downstream related data records are identified
(902). A component of the security label is recalculated for each of the downstream
related records (904), e.g., as described above. When no further downstream records

exist, the process terminates (906).

[0103] In some cases, the security label for a row controls which users are permitted to or
restricted from reading the row. In some cases, the security label for a row controls which
users are permitted to or restricted from writing to the row. In some cases, each row can

have two security labels, one label that controls which users can read the row and another

that controls which users can write to the row.

[0104] In some examples, such as those given above, a component of a security label for
a row in a table is determined based on information in each of one or more related rows
in another table. In some examples, a component of a security label for a row in a table
can be determined based on information in each of one or more related rows in the same
table. Determining a component of the security label for a row based on information in
related rows in the same table can be performed when the relationships among rows in

the table are not cyclical, such as when the relationships among rows are hierarchical.

[0105] In some examples, a component of a security label for a particular row in a table
can be determined based on information in a row that is related to the particular row

through a chain of multiple references, but not on information in the one or more
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intermediate rows in the chain of references. For instance, cach row in a Table A can be
related to a row in a Table B, and each row in Table B can be related to a row in a Table
C. A component of the security label for each row in Table A can be determined based on
information in the related row in Table C, but not on the information in the related row in

Table B.

[0106] In some examples, the security label for each row in a table can be determined
based on information in any related rows in the same table or in another table by default.
In some cases, a user can override the default such that the security label for a row does
not follow any foreign key relationship, or does not follow one or more particular foreign
key relationships. In some examples, the security label for each row in a table can not
follow any foreign key relationship by default. In some cases, a user can override the
default such that the security label for each row in a table follows one or more particular

foreign key relationships, or follows all foreign key relationships.

[0107] In some examples, the default approach to foreign key relationships can depend
on the nature of the foreign key. For instance, if a particular foreign key is nullable, the
default can be to not follow that foreign key relationship in determining a security label,
while if the particular foreign key is not nullable, the default can be to follow that foreign
key relationship in determining a security label. If a particular foreign key is not nullable
but is null nonetheless, a fallback security label can be specified, such as a most
restrictive security label, a most frequently used security label, a user specified security

label, or another security label.

[0108] In some examples, all tables in a database are subject to row-level security, e.g.,
row-level security that is based on information external to the table. In some examples,

only some of the tables in a database are subject to row-level security.

[0109] In some examples, column-level security can be provided in a manner similar to
that described above with respect to row-level security. For instance, an additional row
can be provided in the table to include a column-level security label. The values for fields
in the column-level security row can be based on information external to the table,

information internal to the table, or both.
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[0110] In some examples, row-level security can propagate through various object
classes, such as hierarchical object classes in a database. For instance, row-level security

can apply at a database level, at a schema level, or at a table level, or at another level.

[0111] Referring to Fig. 8, in a general approach to determining whether a user is
restricted from accessing a record, a request to access a data record is received from or on
behalf of a user (850). The user’s user security code is received (852), which can include
one or more components. The security label for the requested data record is retrieved
(854). One or more rules governing user access restrictions are retrieved (856) and each
component of the user’s user security code is compared to the corresponding component
of the security label of the data record (858). If any component of the user’s user security
code prohibits access by the user to the data record (860), access to the data record is
denied (862). If no component of the user’s user security code prohibits access by the

user to the data record (860), the user is enabled to access the data record (864).

[0112] Referring to Fig. 9, in some examples, the techniques described above can be
implemented in a data processing system 150 that includes a data source 102 and an
execution environment 104. The data source 102 may include one or more sources of
data such as storage devices or connections to online data streams, each of which may
store or provide data in any of a variety of formats (e.g., database tables, spreadsheet
files, flat text files, or a native format used by a mainframe). The execution environment
104 includes a pre-processing module 106 and an execution module 112. The execution
environment 104 may be hosted, for example, on one or more general-purpose computers
under the control of a suitable operating system, such as a version of the UNIX operating
system. For example, the execution environment 104 can include a multiple-node
parallel computing environment including a configuration of computer systems using
multiple central processing units (CPUs) or processor cores, either local (e.g.,
multiprocessor systems such as symmetric multi-processing (SMP) computers), locally
distributed (e.g., multiple processors coupled as clusters or massively parallel processing
(MPP) systems), remote, remotely distributed (e.g., multiple processors coupled via a
local area network (LAN) and/or wide-area network (WAN)), or any combination

thereof.
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[0113] The pre-processing module 106 reads data from the data source 102, performs any
appropriate processing of the data, and stores the processed data. Storage devices
providing the data source 102 may be local to the execution environment 104, for
example, the data may be stored on a storage medium (e.g., hard drive 108) connected to
a computer hosting the execution environment 104. The storage devices may also be
remote to the execution environment 104, for example, being hosted on a remote system
(e.g., mainframe 110) in communication with a computer hosting the execution
environment 104 over a remote connection (e.g., provided by a cloud computing

infrastructure).

[0114] The execution module 112 uses the processed data generated by the pre-
processing module 106 to execute a specified process. The processing module 106 may
output data 114 that may be stored back in the data source 102 or in a data storage system
116 accessible to the execution environment 104, or otherwise used. The data storage
system 116 is also accessible to a development environment 118 in which a developer
120 is able to develop data processing applications. The development environment 118
is, in some implementations, a system for developing applications as computation graphs
or dataflow graphs that include vertices (representing data processing components or
datasets) connected by directed links (representing flows of work elements, i.¢., data)
between the vertices. For example, such an environment is described in more detail in
U.S. Publication No. 2007/0011668, titled “Managing Parameters for Graph-Based
Applications” A system for executing such graph-based computations is described in
U.S. Patent 5,966,072, titled “EXECUTING COMPUTATIONS EXPRESSED AS
GRAPHS.” Dataflow graphs made in accordance with this system provide methods for
getting information into and out of individual processes represented by graph
components, for moving information between the processes, and for defining a running
order for the processes. This system includes algorithms that choose interprocess
communication methods from any available methods (for example, communication paths
according to the links of the graph can use TCP/IP or UNIX domain sockets, or use

shared memory to pass data between the processes).
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[0115] The dataflow graphs developed using the development environment 118 can be
stored in, e.g., the data storage 116 and accessed by the execution environment 104. The
execution environment 104 may execute the dataflow graphs to carry out processes
associated with the components of the dataflow graphs to process the data received from

the data source 102.

[0116] The approach to generating connections described above can be implemented
using a computing system executing suitable software. For example, the data processing
system 100 can be implemented using a computing system having one or more data
processors that execute instructions. For example, the software may include procedures in
one or more computer programs that execute on one or more programmed or
programmable computing system (which may be of various architectures such as
distributed, client/server, or grid) each including at least one processor, at least one data
storage system (including volatile and/or non-volatile memory and/or storage elements),
at least one user interface (for receiving input using at least one input device or port, and
for providing output using at least one output device or port). The software may include
one or more modules of a larger program, for example, that provides services related to
the design, configuration, and execution of dataflow graphs. The modules of the program
(e.g., clements of a dataflow graph) can be implemented as data structures or other

organized data conforming to a data model stored in a data repository.

[0117] The software may be provided on a tangible, non-transitory medium, such as a
CD-ROM or other computer-readable medium (e.g., readable by a general or special
purpose computing system or device), or delivered (e.g., encoded in a propagated signal)
over a communication medium of a network to a tangible, non-transitory medium of a
computing system where it is executed. Some or all of the processing may be performed
on a special purpose computer, or using special-purpose hardware, such as coprocessors
or field-programmable gate arrays (FPGAs) or dedicated, application-specific integrated
circuits (ASICs). The processing may be implemented in a distributed manner in which
different parts of the computation specified by the software are performed by different
computing elements. Each such computer program is preferably stored on or

downloaded to a computer-readable storage medium (e.g., solid state memory or media,
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or magnetic or optical media) of a storage device accessible by a general or special
purpose programmable computer, for configuring and operating the computer when the
storage device medium is read by the computer to perform the processing described
herein. The inventive system may also be considered to be implemented as a tangible,
non-transitory medium, configured with a computer program, where the medium so
configured causes a computer to operate in a specific and predefined manner to perform

one or more of the processing steps described herein.

[0118] A number of embodiments have been described. Nevertheless, is to be
understood that the foregoing description is intended to illustrate and not to limit the
scope of the invention, which is defined by the scope of the following claims.
Accordingly, other embodiments are also within the scope of the following claims. For
example, various modifications may be made without departing from the scope of the
invention. Additionally, some of the steps described above may be order independent,

and thus can be performed in an order different from that described.
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What is claimed is:

1. A method comprising:

automatically determining a component of a security label for each first record in a first
table of a database having multiple tables, including:

identifying second records related to the first record according to a foreign key
relationship;

identifying a component of the security label for each of the second records; and

assigning a value for the component of the security label for the first record based
on the identified components of the security label for the second records,
including concatenating at least some of the identified components of the
security labels for the second records to form the component of the
security label; and

storing the determined security label in the first record.

2. The method of claim 1, wherein the concatenated components of the security label

comprise multiple distinct values.

3. The method of claim 1, including automatically determining a component of a security
label for each third record in a third table of the database based on an attribute of the third record,

the attribute of the third record being a value stored in the third record.

4. The method of claim 1, including automatically determining a component of a security
label for each third record in a third table of the database based on a value associated with the
third table.

5. The method of claim 1, in which the second record is in a table other than the first table.
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6. The method of claim 1, wherein the component is a first component of the security label
for the first record, and wherein the method includes determining a second component of the
security label for the first record.

7. The method of claim 1, including updating the component of the security label for a

particular first record responsive to a trigger event.

8. The method of claim 7, in which the trigger event includes a change in the foreign key
relationship.
9. The method of claim 7, in which the trigger event includes a change in the component of

the security label for the second record related to the particular first record.

10. The method of claim 7, including detecting the trigger event.

11. The method of claim 7, including receiving a notification of the trigger event.

12.  The method of claim 1, including receiving a request for access to a particular first record

from a user, the user being associated with a user security code.

13. The method of claim 12, including restricting access by the user to the particular first
record based on a comparison between a component of the user security code associated with the

user and the component of the security label for the particular first record.

14.  The method of claim 13, including determining the security label for the first record prior

to receiving the request for access.

15.  The method of claim 1, including automatically determining the component of the
security label for a particular first record when the first record is received for storage in the

database.
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16.

A non-transitory computer-readable medium storing instructions for causing a computing

system to perform the method of any one of claims 1 to 15.

17.

18.

19.

A computing system including:

a processor coupled to a memory, the processor and memory configured to perform the

method of any one of claims 1 to 15.

A computing system including:

means for automatically determining a component of a security label for each first record

in a first table of a database having multiple tables, including:

identifying second records related to the first record according to a foreign key

relationship;
identifying a component of the security label for each of the second records; and

assigning a value for the component of the security label for the first record based
on the identified component of the security labels for the second records,
including concatenating at least some of the identified components of the
security labels for the second records to form the component of the

security label; and

means for storing the determined security label in the first record.

A method comprising:

determining that a first record stored in a first table of a database having multiple tables

has been updated,
automatically updating a first security label for the first record;
storing the updated security label in the first record; and

automatically updating a second security label for a second record stored in a second
table of the database, the second record being related to the first record according

to a foreign key relationship.
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20.

The method of claim 19, including determining whether the update to the first record

affects the first security label for the first record.

21.

22,

23.

The method of claim 19, including:

determining which one or more components of multiple components of the first security

label are affected by the update to the first record; and

automatically updating the affected one or more components of the first security label.

The method of claim 19, wherein the second table is a child of the first table.

The method of claim 19, including determining whether the update to the first record

affects the foreign key relationship.

24,

25.

The method of claim 19, including:

determining which one or more foreign key relationships of multiple foreign key

relationships are affected by the update to the first record; and

automatically updating the second security label for each second record related to the first

record according to the affected foreign key relationship.

A non-transitory computer-readable storing medium storing instructions for causing a

computing system to perform the method of any one of claims 19 to 24.

26.

217.

A computing system including:

a processor coupled to a memory, the processor and memory configured to perform the
method of any one of claims 19 to 24.

A computing system including:

means for determining that a first record stored in a first table of a database having

multiple tables has been updated:;
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means for automatically updating a first security label for the first record;
means for storing the updated security label in the first record; and

means for automatically updating a second security label for a second record stored in a
second table of the database, the second record being related to the first record

according to a foreign key relationship.
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