Offline Content Distribution Networks

TECHNICAL FIELD

[0001] Embodiments relate generally to distribution of media content, and, more

specifically, to techniques for distributing media content in areas with minimal data network

connectivity.
BACKGROUND
[0002] The approaches described in this section are approaches that could be pursued, but

not necessarily approaches that have been previously conceived or pursued. Therefore, unless
otherwise indicated, it should not be assumed that any of the approaches described in this section
qualify as prior art merely by virtue of their inclusion in this section.

[0003] A variety of systems and techniques exist for distributing media content to media
playback devices. Media playback devices may include, without limitation, mobile phones, tablets,
laptop or desktop computers, set-top boxes, and other consumer electronic devices. Many existing
systems and techniques rely upon media playback devices that have nearly ubiquitous access to a
network, such as a cellular phone network, the Internet, and/or a cable network, over which the
media content is distributed. A media distributor will typically have a large catalog of available
media content stored on one or more media distribution servers that are deployed at various
locations within the network. The catalog will typically be much larger in storage size than the
media playback devices are capable of storing. Hence, the servers will typically provide interfaces
by which a user may browse the catalog over the network using various applications at media
playback devices operated by the user. Users may select specific items of media content from the
catalog, which are then transferred over the network from the servers to the media playback
devices.

[0004] The media content may be viewed in a “streaming” manner, in that the receiving
media playback device is configured to begin playing the media content while it is still receiving
the media content. Or, the content may be stored at the media playback device for subsequent
viewing at some time after the content is downloaded. The network is furthermore typically
utilized for determining whether the media playback device is authorized to play certain media

content. For instance, a user may be required to “log-in” to a media distribution server from time



to time in order to view content from the media distribution server. Or, the media playback device
may be configured to authenticate itself to the media distribution server before being allowed to
play media content from the media distribution server.

[0005] Media distribution techniques and systems such as described above work best in
geographic areas where media playback devices frequently have direct access to the network at
which the media distribution server(s) are deployed. However, in many parts of the world, such as
in developing countries, access to such networks may be limited and/or prohibitively expensive.
Consequently, many existing systems and techniques for distributing media content in these parts

of the world are deficient.



BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The present invention is illustrated by way of example, and not by way of limitation,
in the figures of the accompanying drawings and in which like reference numerals refer to similar
elements and in which:

[0007] FIG. 1 is an illustrative view of various aspects of an example system in which the
techniques described herein may be practiced;

[0008] FIG. 2 illustrates an example process flow for distributing content to offline client
devices; and

[0009] FIG. 3 is block diagram of a computer system upon which embodiments of the

invention may be implemented.



DETAILED DESCRIPTION

[0010] In the following description, for the purposes of explanation, numerous specific
details are set forth in order to provide a thorough understanding of the present invention. It will be
apparent, however, that the present invention may be practiced without these specific details. In
other instances, well-known structures and devices are shown in block diagram form in order to
avoid unnecessarily obscuring the present invention.
[0011] Embodiments are described herein according to the following outline:
1.0.  General Overview
2.0.  Structural Overview
2.1.  Central Content Distribution Server
2.2.  Content Packages
2.3.  Local Content Distribution Servers
2.4.  Offline Client Devices
2.5.  Client Applications
2.6.  Digital Rights Management
2.7.  Variations
3.0.  Functional Overview
3.1.  Local Content Server Deployment
3.2.  Distribution of Content to Local content servers
3.3.  Device Provisioning
3.4.  Offline Transfer to Portable Devices
3.5. Rights Management and Payment
3.6.  Miscellaneous
4.0. Example Embodiments
5.0.  Implementation Mechanism—Hardware Overview

6.0. Extensions and Alternatives

1.0. GENERAL OVERVIEW
[0012] Approaches, techniques, and mechanisms are disclosed for the secure distribution of

media content to devices having minimal or no Internet connectivity. Computing devices referred
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to herein as “local servers” are strategically deployed at various locations, such as stores and other
public locations, which may not necessarily have access to the Internet. Packages of media
contents are stored on the local servers, and may be updated using various online and/or offline
data transfer techniques. Portable devices may directly connect to the local servers via various
types of proximity-based connections, such as by wireless local area networks, by wired
connections over Universal Serial Bus (“USB”) cables, or by sharing of removable media such as
Secure Digital (“SD”) cards. The local servers may copy their media contents to authorized
devices when such connections are established. The contents on a device may be automatically
updated the next time the device connects to one of the local servers, so as to include newly
selected and/or newly available content.

[0013] In an embodiment, a user may pay for his or her content using any of a variety of
payment arrangements, including billing by a merchant on whose premises a local server has been
deployed, billing by a mobile network service provider, or billing by the content distributor.
Depending on the embodiment, access to the content may be purchased on a subscription basis, or
ala carte for individual content items. In an embodiment, the content is protected using any
suitable digital rights management scheme. Using minimal bandwidth, keys or codes for
decrypting or unlocking content may quickly be distributed via a centralized server to devices or
local servers, once a devices’ right to access the content has been verified. For devices and/or local
servers that lack Internet access, transactions and/or provision of any necessary keys or codes may
be conducted via Short Message Service (“SMS”) messages.

[0014] In an embodiment, a device is provisioned for access to the content distribution
system by a user or merchant installing an application on the device. Then, the user or merchant
may use the application to register the device with the content distribution system. Payment
information may optionally be taken at the time of registration. The installed application is used to
decrypt, play, or otherwise allow access to content downloaded from a local server. The
application may furthermore be responsible for automatically connecting to a local server and
downloading new content. In an embodiment, the application may provide various interfaces for
browsing content catalogs, selecting new content, paying for new content, and/or sharing content or
content catalogs with other devices.

[0015] In other aspects, the invention encompasses a computer apparatus and a computer-

readable medium configured to carry out the foregoing steps.



2.0. STRUCTURAL OVERVIEW
[0016] FIG. 1 is an illustrative view of various aspects of an example system 100 in which
the techniques described herein may be practiced, according to an embodiment. System 100
comprises one or more computing devices. These one or more computing devices comprise any
combination of hardware and software configured to implement the various logical components
described herein, including components 110-190. For example, the one or more computing
devices may include one or more memories storing instructions for implementing the various
components described herein, one or more hardware processors configured to execute the
instructions stored in the one or more memories, and various data repositories in the one or more
memories for storing data structures utilized and manipulated by the various components.

2.1.  CENTRAL CONTENT DISTRIBUTION SERVER
[0017] System 100 comprises one or more central content distribution servers 110, also
referred to herein as central servers 110. A central server 110 is a set of one or more computer
devices, coupled together by one or more networks, that are collectively configured to provide
various functionality as described herein. The central server 110 will typically be operated for or
on behalf of a content distributor.
[0018] Central server 110 includes or is connected to one or more data repositories 112.
Data repositories 112 store media content 114 that is retrievable by central server 110. Data
repositories 112 may take any of a variety of forms, such as file systems, databases, and so forth.
Depending on the embodiment, media content 114 may include any of a variety of media content
items, such as digital video files, digital music files, installable computer game files or other
software applications, and so forth. Data repositories 112 further store metadata 116, associated
with the media content 114, that describe various aspects of each individual item of media content.
Example metadata 116 may include content titles, descriptions, thumbnails, categorical data, digital
rights management (“DRM”) data such as licensing constraints or decryption keys, rendering
information, content trailers, associated advertisements, and so forth.
[0019] Central server 110 may optionally be coupled to any number of online client
computing devices 130 via one or more wide area networks 190, such as the Internet. Online client
computing devices 130 may include, for instance, mobile phones, personal computers, and/or any
other suitable computing devices. Central server 110 may be configured to communicate directly

with web browsers and/or other applications on the online client devices 130 to provide the online



client devices 130 with access to items of media content 114 via any suitable content streaming or
downloading technique.

2.2. CONTENT PACKAGES
[0020] In an embodiment, system 100 includes a content packaging component 120
configured to generate content packages 124. Content packages 124 are data structures that store
groups of media content 114 and associated metadata 116 from data repository 112 in a common
format. The exact format of each content package 124 may vary depending on the embodiment,
but may include, without limitation, a directory or other hierarchical structure, a compressed file, a
database, and/or a table. Content packages 124 may include, for instance, a group of video clips,
different versions of those clips for different device profiles, associated titles and descriptions,
thumbnails, trailers, advertisements, and/or categorical data. Depending on the embodiment,
different content packages 124 may or may not include a same item of media content 114.
[0021] Content packaging component 120 may be implemented as an application or other
set of computer processes running on central server 110, or on a separate set of one or more
computing devices that are communicatively coupled to data repository 112. Content packaging
component 120 implements logic for retrieving a defined set of media content 114 and associated
metadata 116, and generating an appropriate content package 124 based thereon. In an
embodiment, content packaging component 120 is further configured to store copies of a given
content package 124 on different removable media, such as the USB memory stick as depicted in
FIG. 1. In an embodiment, content packaging component 120 may further or instead be configured
to send content packages 124 to various devices over one or more networks, such as Internet 190.
[0022] Content packaging component 120 may further implement logic for defining the
group of items of media content 114 that are to be included in a given content package 124. This
logic may, in some embodiments, be at least partially automated. For instance, content packages
124 may be formed based on various items of metadata 116, such as release dates, studios, genres,
series, and/or any other suitable metadata 116. The logic for defining groups may also or instead
comprise logic for generating user interfaces and receiving, via those interfaces, user input from a
human operator that selects media items to include in a group.

2.3.  LOCAL CONTENT DISTRIBUTION SERVERS
[0023] System 100 further comprises local content distribution servers 150, which are also

referred to herein as local servers 150. Local servers 150 are stand-alone computing devices. In an



embodiment, local servers 150 are deployed strategically in various public or semi-public locations,
such as in mobile phone stores, coffee shops, video stores, grocery stores, train stations, busses,
airplanes, airports, and so forth. A local server may be, without limitation, a desktop computer, a
laptop, a kiosk, a mobile phone, a headless computing appliance, or any other suitable type of
computing device. A local server 150 may further include various peripheral devices, such as USB
hubs, network switches, routers, and so forth. A local server 150 may execute a variety of
computer processes configured to implement various functionalities described herein. For instance,
a local server 150 may execute, without limitation, a web server, file server, web application(s),
communication routing logic, and so forth.

PROMOTING ENTITIES

[0024] In many embodiments, a local server 150 will be deployed on the premises of some
promoting entity. The promoting entity may have requested deployment of the local server 150 or
otherwise agreed to the deployment for varying reasons. For instance, a promoting entity may
perceive the deployment as a potential source of additional foot traffic to the promoting entity’s
store. As another example, a promoting entity may be compensated using various compensation
structures, such as a flat fee arrangement or a commission on content sales. A promoting entity
may also, in some embodiments, support the content distribution process by provisioning client
devices 160, accepting payment, updating the local server 150 or contents stored thereon, and so
forth.

LOCAL CONNECTIONS

[0025] Local servers 150 comprise one or more local networking components 158. The one
or more local networking components 158 are configured to establish communication links to
offline client devices 160 for various purposes described herein. The communication links are such
that they are only established when devices 160 are within a certain geographic proximity of a local
server 150 (e.g. within a wireless transmission range of antennas attached to the local server 150, or
only when connected directly by a cable to the local server 150). The communication link between
a local server 150 and an offline client device 160 is described herein as a “local” connection. One
example of a local connection is a wired or wireless local area network connection (in contrast to a
wide area network connection such as a connection to Internet 190). Another example of a local
connection is a peer-to-peer connection, such as a USB connection or an ad hoc wireless

connection. In an embodiment, the communication link between a local server 150 and an offline



client device 160 is a direct communication link, in that communications do not pass through
intermediary devices such as routers or gateways outside of the local server 150. However, in other
embodiments, the communication link does not necessarily need to be direct.

[0026] The links may be of any suitable connection type, including wired and/or wireless
connections, and communications may be conducted using any suitable protocol. For instance, a
local server 150 may include one or more wireless access points for communicating with clients
160 using various 802.11 protocols. As another example, a local server 150 may include one or
more Bluetooth adapters for communicating with clients 160 via the Bluetooth protocol. As yet
another example, a local server 150 may include various ports by which wired connections may be
established with clients 160, such as Universal Serial Bus (“USB”) ports, Ethernet ports, and so
forth.

OFFLINE SERVERS

[0027] Notwithstanding their ability to communicate with clients 160, local servers 150
may nonetheless be “offline” components of system 100, in that in many embodiments local
servers 150 are configured to provide the functionalities described herein without necessarily being
communicatively coupled to central server 110 or content packaging component 120. In some
embodiments, local servers 150 do not have access to any network by which the local servers 150
can communicate with central server 110 and/or content packaging component 120. For instance,
local servers 150 may be deployed in remote areas where Internet access is unavailable.

[0028] In other embodiments, some or all of local servers 150 may be configured to
establish one or more communication links by which they may communicate with central server
110 and/or content packaging component 120. A suitable communication link to central server 110
may be established using any suitable component, including without limitation a DSL modem, a
cable modem, a 3G or 4G cellular-based modem, a dial-up modem, and so forth. In many such
embodiments, however, the communication link(s) will be of relatively low bandwidth and/or
relatively expensive to establish, such that the communication link(s) are impractical for use by
offline client devices 160 to stream or download media contents 114 from central server 120. For
instance, local servers 150 may only have sporadic access to the Internet, or have access to the
Internet via a service provider that imposes constraints on the amount of data that the local servers

150 may download over a given period of time.



CONTENT STORAGE

[0029] Local servers 150 further comprise one or more local storage devices 152. The one
or more storage devices 152 are configured to store local media content 154, which are subsets of
the media contents 114 and metadata 116 found in data repository 112. In an embodiment, the
local media content 154 is organized as a set of one or more content packages 124. In an
embodiment, a high-speed storage media, such as a flash drive or RAID array, may be utilized for
the one or more storage devices 152, so as to ensure that media content 154 may be quickly
retrieved and delivered to multiple client devices 160 at a time. However, in other embodiments,
any suitable storage mechanism may be utilized.

[0030] In an embodiment, a local server 150 may further comprise one or more removable
storage drives by which the local server 150 may read and/or write to removable non-volatile
computer-readable media, such as Secure Digital (“SD”) cards or USB storage devices. In an
embodiment, the removable media may, in turn, be inserted into or otherwise read by client devices
160.

[0031] In an embodiment, the removable media storage drives may further or instead be
utilized to read and copy new local media content 154 to the one or more storage devices 152. For
instance, content packaging component 120 may be configured to write content packages 124 to
SD cards or USB drives which are then transported by mail or other suitable carrier to operators of
local servers 150. The content packages 124 may then be copied from the SD cards or USB drives
to the local servers 150. The removable media may be disposable, shared with other local servers
150, or returned to the operator of the content packaging tool 120 for delivery of updated or new
content packages 124 in the future. In embodiments without a content packaging component 120,
various items of media content 114 and metadata 116 may be copied to removable media directly
from central server 110.

[0032] In an embodiment, the one or more local storage devices 152 may actually include
removable storage devices. For instance, an operator of content packaging component 120 may
copy a content package 124 to a USB drive and deliver the USB drive to an operator of a local
server 150. The USB drive is plugged into the local server 150, and then utilized as one of the one
or more storage devices 152 until such time that the content packages 124 stored thereon are

deemed out-of-date.
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[0033] In an embodiment, a portable computing device may take the place of a removable
storage device. For instance, copies of content packages 124 may be stored on a smartphone,
which is configured to upload the content packages to a local server 150 via a wired or wireless
communication link. In an embodiment, the smartphone may be configured to do so automatically
when a connection to a local server 150 is detected (e.g. when plugged into the USB port of the
local server 150, or when within proximity of a wireless access point of the local server 150).
[0034] In an embodiment where local server 150 has an at least intermittent connection to
central server 110, a local server 150 may instead be configured to download some or all of local
media content 154 directly from central server 110.

2.4. OFFLINE CLIENT DEVICES
[0035] System 100 further comprises offline client devices 160. Offline client devices 160,
which are at times referred to herein as clients 160 or devices 160, are portable computing devices
such as traditional mobile phones, smart phones, gaming devices, portable media players, tablets,
laptop computers, and so forth. Devices 160 are termed “offline” devices, in that, via interactions
with local server 150, they are capable of playing media contents 114 without necessarily being
communicatively coupled to central server 110.
[0036] In an embodiment, some or all of devices 160 are deployed in system 100 in such a
manner that they are incapable of accessing central server 110. For instance, devices 160 may be
deployed in remote areas where Internet access is unavailable, unreliable, cost-prohibitive, etc. Or,
devices 160 may not comprise suitable networking components for accessing the Internet. In an
embodiment, some or all of devices 160 are deployed in system 100 in such a manner that the
streaming or downloading of media content 114 from central server 110 is impractical or
undesirable. For instance, devices 160 may have relatively low bandwidth Internet connections
and/or metered Internet connections that are relatively expensive to maintain.
[0037] In some embodiments, a given device may be both an offline device 160 and an
online device 130, depending on when, where, and/or how it is used. For instance, a smartphone
used in a remote area without cellular data services may function as an offline device 160, whereas
the same smartphone, if used in a metropolitan area, might function as an online device 130.
[0038] Instead of downloading or streaming media content 114 from central server 110,
devices 160 are configured to stream or download the local copies 154 of media content 114 from

local servers 150. Devices 160 may do so automatically when a connection to a local server 150 is
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established, or at the request of a user. Thus, for instance, a user may bring a portable device 160
into a store where a local server 150 is deployed. The portable device 160 may automatically (or at
the request of the user) download specific items of media content 114 of interest while the user is
shopping at the store.

[0039] A device 160 may further be configured to automatically download certain metadata
116 from a location on the content server 150. The retrieved metadata 116 may describe media
content 154 that is available on the local server 150, and/or other items of media content 114. The
device 160 may then present a user interface that shows the available content to a user and allows
the user to select which content to download. For instance, the device 160 may present a catalog of
content, from which the user may select specific items to download. Or, the user may select
characteristics of content that the user would like to automatically download (e.g. by date, genre,
actor, studio, subscription package, etc.). The device 160 then downloads any selected content
from a local server 150.

[0040] Metadata 116 may be downloaded while the device 160 is connected to a local
server 150, and then stored for use while the device 160 is not connected to any local server 150.
In some embodiments, metadata 116 may optionally be downloaded directly from central server
110. The device 160 may present various navigable interfaces for browsing metadata 116 while
not connected to a local server 150, and store a record of media content items specifically selected
by a user and/or in which a user expressed interest. The next time the device 160 is connected to a
local server 150 that stores a selected content item or item of interest, the device 160 may
automatically download the content item.

[0041] A single device 160 may be connected to different local servers 150 at different
times and in different locations. Different local servers 150 may provide the device 160 with
access to different subsets of items in media content 114, or local servers 150 may provide access
to the same subsets of items, depending on the embodiment. In an embodiment, once a device 160
has been configured to automatically connect to and download content from one local server 150,
the device 160 is capable of automatically connecting to and downloading content from other local
servers 150 to which the device 160 has never connected.

[0042] For instance, each of the local servers 150 may be configured to use a common local
address for initiating communications with a device 160. The first time a device 160 connects to

any local server 150 in system 100, the device 160 will be configured (e.g. via installing an
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application or other suitable set of instructions) to automatically send a message to the common
local address upon connecting to certain types of networks (e.g. a network having a certain ssid or
other characteristics). Then, when a device 160 connects to those types of networks, the device
160 will automatically send a message to the local address, announcing the presence of device 160.
The local server 150 may then respond with information such as a catalog of contents 154 stored at
the local server 150, requested items of content 154, and so forth.
[0043] However, in other embodiments, a device 160 may need to be separately
provisioned for each of at least some of the local servers 150.

2.5. CLIENT APPLICATIONS
[0044] In an embodiment, one or more special content access client applications are
installed on devices 160. For instance, a web server on the local server 150 may automatically
direct a device 160 to an installer for a content access application when a device 160 that lacks the
application attempts to connect to the local server 150. Or, a process executing on the server may
automatically attempt to install the content access application on the device 160 when the device
160 is plugged into the local server (e.g. via a USB connection). As yet another example, an
installer for the client access application may be executed by the device 160 from a removable
storage device such as an SD card. Depending on the embodiment, the installation process may be
initiated and/or conducted by the user of the device or an owner or operator of the local server 150.
[0045] Generally, a content access client application (also referred to herein as a “client
application”) is at least responsible for allowing the device 160 to play items of content 154
downloaded to the device 160. For instance, the client application may be or comprise media
playback software. Or, the content access client application may be responsible for decrypting
content items, or at least maintaining DRM keys for decrypting content items, so that another
application on the device may play content. The client application may be a stand-alone
application, such as a “mobile app,” that a user of the device may execute directly. Or, the client
application may be a background process that conducts various activities such as described herein
without directly interacting with the user. As yet another example, the client application may be a
“plug-in” or “extension” to another application, such as to a media player or web browser.
[0046] In an embodiment, a content access client application is also configured to
communicate with counterpart content server applications executing on local servers 150 via local

connections. The content access client application is more specifically configured to automatically
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locate a counterpart content server application (e.g. locate the IP address and/or port of the content
server application), and to stream or download selected local media content 154 via
communications with the content server application.
[0047] The content server applications may, in an embodiment, be configured to only send
metadata 116 and/or media content 154 to the content access client applications. For instance, the
content distributor may wish to ensure that media content 154 is only available to devices 160
belonging to owners who have enrolled in a certain system or paid a subscription fee. The content
access application may thus send certain credentials (e.g. a signature, key, login information, etc) to
the content server application. The content server application will only communicate with a client
application if these credentials are determined to be valid. However, in some embodiments, a
client-side digital rights management scheme may be deployed, and the content server application
need not necessarily take such precautions.
[0048] The content access application may further be responsible for generating and
presenting the interfaces described above, and/or for implementing various other functions of
devices 160 described herein. Hence, by providing computer code for executing the one or more
client applications to devices 160, an operator of system 100 may therefore be said to cause the
devices 160 to perform the various device functions described herein.

2.6. DIGITAL RIGHTS MANAGEMENT
[0049] System 100 further comprises one or more digital rights management server
components 180, also referred to herein as DRM servers 180. A DRM server component 180 may,
in an embodiment, be integrated into content server 110. In an embodiment, a DRM server 180
may instead be external to content server 110. Generally, a DRM server 180 is responsible for
providing some digital rights information necessary for a device 160 to play digitally-protected
contents. The provided information may be, for instance, keys (or portions thereof) for decrypting
specific items of content 114. Instead, or additionally, the provided information may be a device-
specific promotion code that enables a device 160 to execute a suitable client application for
playing content items 154 downloaded to the device 160. The promotion code may permit a device
160 to play any downloaded content 154, or only items of content 154 matching certain
characteristics, such as belonging to a certain subscription plan or having been downloaded from a

specific local content server.

-14 -



[0050] DRM servers 180 may be utilized to implement any suitable DRM scheme. For
instance, in an embodiment, each content item may have a decryption key that must be used to
decrypt the content before a device 160 can play the content item. When downloading and/or
before first playing the content item, the device 160 may be configured to send a message to a
DRM server 180 requesting the decryption key. If the DRM server 180 can verify that the device
160 is allowed to play the content, the DRM server 180 may send the decryption key to the device.
As yet another example, DRM keys are provided to local servers 150, which then relay the
decryption keys to each device 160 when the corresponding content is downloaded. In an
embodiment, the content decryption key is device-specific, such that the content decryption key
can only be utilized by the receiving device 160. In an embodiment, the content decryption key is
itself encrypted, and a device 160 must decrypt the encryption key using device-specific
information such as a general or content-specific promotion code and/or an application signature.
[0051] In an embodiment, a content-specific partial key is stored on the local server 150
with the associated content item 154. A master key for the specific local server 150 or device 160
is distributed by the DRM server 180. A device 160 may derive the rights information necessary to
decrypt a given content item 154 by combining the partial key of the given content item 154 with a
suitable master key, in accordance with a DRM scheme described elsewhere in this application.
[0052] In an embodiment, a DRM server 180 is further capable of—or linked to a
billing/payment server that is capable of—conducting transactions. For instance, a device 160
and/or local server 150 may be configured to transmit account identifier(s), such as a telephone
number or a unique device identifier, to the DRM server 180. The DRM server 180 may then
examine the associated account and determine whether a payment is needed to access a requested
content item or subscription. If so, then the DRM server 180, or a backend payment server, may
utilize payment information associated with the account or included with the message to conduct a
financial transaction. The DRM server 180 provides the necessary keys or codes for the requested
content or subscription only if the transaction was successful. As another example, a retailer at
which a local server 150 is deployed may take payment for providing certain content to a device
locally (i.e. in the physical store). The retailer may then send a message to a DRM server (e.g. via
the local server 150 or from a retail terminal) requesting an appropriate key or code. The message
may include an identifier for the retailer and an identifier for the purchased content or subscription.

The retailer may then be billed for having provided the content or subscription, and the appropriate
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key or code may be returned to the retailer, who in turn provides it to the client. In yet other
embodiments, a separate billing server may be provided for receiving records of content provided
by a promoting entity, and for conducting billing based thereon.
[0053] In an embodiment, system 100 further includes an SMS gateway 170 configured to
send and receive Short Message Service (“SMS”) messages or other equivalent low-bandwidth
messages over a network other than the Internet 190 (e.g. a cellular provider’s network). The SMS
gateway 170 facilitates the transmission of information between DRM servers 180 and devices 160
or local servers 150, without requiring that the devices 160 and/or local servers 150 have access to
the Internet 190. In an embodiment, a user can enter keys or codes transmitted by SMS to a device
160 into suitable interface prompts in a client application or at a local server 150, thus allowing in
essence two-way communication between a DRM server 180 and a device 160 and/or a local server
150 without access to the Internet. In an embodiment, some devices 160 may be capable of
intercepting SMS messages from a DRM server 180, such that a user need not manually re-enter a
key or code transmitted over SMS.
[0054] In an embodiment, some or all of devices 160 and/or local servers 150 may utilize a
direct connection to Internet 190 for communicating with DRM servers 180, if available, since the
transmissions are of relatively low bandwidth and expense.
[0055] In an embodiment, system 100 includes both a DRM server component 180
operated by the owner of the content server 110 as well as one or more third-party DRM servers
180. The third-party DRM servers 180 are generally operated by providers or producers of specific
items of content 114, and responsible for providing the DRM licenses and/or keys necessary to play
their respectively provided contents. The DRM server 180 operated by the owner of content server
110, meanwhile, is responsible for relaying licenses or keys from the third-party DRM servers 180,
and/or releasing device-specific promotion codes that allow the devices 160 to use the client
software.

2.7. VARIATIONS
[0056] System 100 illustrates only one of many possible arrangements of components
configured to provide the functionality described herein. Other arrangements may include fewer,
additional, or different components, and the division of work between the components may vary
depending on the arrangement. For example, in some embodiments, content packaging tool 120,

SMS gateway 170, and/or DRM server 180 may be omitted, along with any other components
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relied upon exclusively by the omitted component(s). As another example, in an embodiment,
central server 110 is omitted and/or lacks the capability to send content to online clients 130. In
such an embodiment, a content packaging tool 120 may generate content packages 124 directly
from a data repository 112, without necessarily even being connected to the Internet 190.

[0057] In FIG. 1, the various components of system 100 are depicted as being
communicatively coupled to various other components by arrows. These arrows illustrate only
certain examples of information flows between the components of system 100. Neither the
direction of the arrows nor the lack of arrow lines between certain components should be
interpreted as indicating the existence or absence of communication between the certain
components themselves. Indeed, each component of system 100 may feature an open port, API, or
other suitable communication interface by which the component may become communicatively
coupled to other components of system 100 as needed to accomplish any of the functions of system

100 described herein.

3.0. FUNCTIONAL OVERVIEW
[0058] In an embodiment, the distribution of media content to devices having minimal or
no Internet connectivity is greatly simplified using techniques that involve distributing content to
portable devices in public or semi-public areas via local connections to strategically deployed
“offline” server devices. The processes described in this section illustrate the various example
techniques for accomplishing this and other objectives.
[0059] The various elements of the described processes may be performed in a variety of
systems, including systems such as system 100 described above. In an embodiment, each of the
processes described in connection with the functional blocks described below may be implemented
using one or more computer programs, other software elements, and/or digital logic in any of a
general-purpose computer or a special-purpose computer, while performing data retrieval,
transformation, and storage operations that involve interacting with and transforming the physical
state of memory of the computer.

3.1. LOCAL CONTENT SERVER DEPLOYMENT
[0060] FIG. 2 illustrates an example process flow 200 for distributing content to offline
client devices, such as devices 160, according to an embodiment. At block 210, a content

distributor, such as an operator of central server 110 or of data repository 112, deploys (or causes
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deployment of) local content servers, such as local servers 150, in different geographic locations.
For instance, the content distributor may place the local content servers in stores, transportation
hubs, or other strategic locations.
[0061] In an embodiment, the content distributor builds and/or assembles the local content
servers using off-the-shelf computer hardware components such as one or more processors, a
motherboard, one or more hard drives, and various wired and/or wireless communication
interfaces. The content distributor then installs custom server application software on local content
servers. The server application software, when executed, is configured to cause the computer
hardware components to perform the various local server functions described herein. In an
embodiment, the content distributor may further package the local content servers in distinctive
housing. For instance, a local content server may be encased within a kiosk-like housing on which
is depicted various advertisements meant to promote the content distributor’s brand. The content
distributor may then deploy the content servers at various strategic locations, and/or send the
content servers to other entities, such as store owners, with instructions for deploying the content
servers.
[0062] In an embodiment, the content distributor may contract with another entity to build
and/or assemble the content servers. In an embodiment, pre-built computing devices such as
tablets or portable devices may be used as local content servers. In an embodiment, the content
distributor may send installation software to a promoting entity that allows the promoting entity to
install and execute the local server application software on computing devices already owned by
the promoting entity, such as on mobile phones.

3.2. DISTRIBUTION OF CONTENT TO LOCAL CONTENT SERVERS
[0063] At block 220, the content distributor generates one or more content packages, such
as content packages 124, comprising digital media content items from a library of media contents,
such as data repository 112. The content packages will typically include only a subset of content
items available in a library. The content packages may be generated based on any of a variety of
considerations, such as release dates, preference data, ratings, geographic area, genre, promoting
entity preferences, requests from specific customers at a location to which the content package is to
be sent, and so forth.
[0064] At block 230 the content distributor sends the one or more content packages to the

local servers. The content distributor may send content packages using any of a variety of
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techniques, depending on the embodiment. For instance, content packages may be copied onto
removable storage media, such as USB drives, SD cards, swappable hard disks or solid state disks,
and so forth. The removable storage media may be sent by mail or otherwise physically
transported to the locations at which the local content servers are deployed, with instructions to the
promoting entity for adding the content packages stored on the removable storage media to the
content servers. Once used, the removable storage media may optionally be returned to the content
distributor for reuse. In an embodiment, service representatives may carry the removable storage
media from location to location and update the local content servers for the promoting entities.
[0065] In an embodiment, blocks 220-230 are repeated on, for instance, a periodic basis.
For instance, a new content package may be mailed each week or each month. In an embodiment,
the local content servers are inexpensive and/or portable, such that instead of sending removable
storage media to deployment locations, the content distributor periodically sends entire local
content server units to a promoting entity, pre-loaded with newly generated content packages. The
promoting entity may optionally return the outdated local content server to the content distributor
for re-use.

[0066] In certain embodiments, if certain local content servers have a reliable Internet
connection, the content distributor may send content packages to those local content servers
directly over the Internet connection. In some such embodiments, a local content server may
specifically request and receive individual content items directly from a central server, effectively
forming its own custom content packages. For instance, if a promoting entity or customer
connected to the local content server indicates an interest in content not currently found on the local
content server, the local content server may attempt to download the content in the background, as
resources permit. The content may then be made available for customers the next time the
customers connect to the local content server.

[0067] At block 240, media content items and metadata from the content packages are
stored on one or more storage devices at each local content server. If content packages are
distributed on removable media, a local content server may, in an embodiment, use the removable
storage media as the one or more storage devices instead of copying the content packages to
another storage device. In an embodiment, promoting entities and/or local content servers may
optionally pick and choose which media content items to copy to the local content server, though in

other embodiments the content packages may have already been generated based on selections by

- 19 -



the promoting entity. In an embodiment, each local content server in an area or at a certain type of
location (e.g. stores within a chain of stores) may store the same media content items.

3.3.  DEVICE PROVISIONING
[0068] At block 250, portable devices are provisioned to access content distributed by the
local content servers. In an embodiment, block 250 is only performed the first time a portable
device attempts to access content at a local content server. The provisioning process may include
steps such as installing a content access client application from the content distributor on the
device, collecting registration information and sending the registration information to a central
server, generating an account to associate with the device, collecting payment, generating or
retrieving content access codes or other content rights information, and/or transferring an initial set
of content items to the device. Depending on the embodiment, the provisioning process may
comprise self-service and/or promoter-assisted steps. In an embodiment, block 280 may be a
substep of the provisioning process. In an embodiment, certain devices may be pre-provisioned by
a user or manufacturer without having ever attempted to connect to any local content server. Other
aspects of example provisioning processes are described in other sections.

3.4. OFFLINE TRANSFER TO PORTABLE DEVICES
[0069] Block 260 comprises establishing local connections between the portable devices
and the local content servers. For instance, a user of the device may direct the device to connect to
a named network, such as a wireless local area network or a Bluetooth personal area network. Such
a network may be managed by a local content server, or by an external wireless router. Or, the
device may monitor for available networks and automatically connect to the named network. Once
connected, the device, or a content access client application installed thereon, may automatically
attempt to contact the local content server at a common IP address or hostname that is assigned to
the local content servers. Or, the device may monitor communications over the network for a
message announcing the location of a local content server. In an embodiment, a user of a device
may additionally or instead plug the device into a USB or other wired port of the local content
server, thereby establishing a direct peer-to-peer connection. Peer-to-peer wireless connections
may also be established, in certain embodiments.
[0070] At block 270, the local content servers transfer content to portable devices. The
transfers may occur in a variety of manners depending on the embodiment. For instance, upon

connecting to a local content server, a device may automatically be directed to download any and
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all content available on the local content server that is not already stored on the device. For
instance, a local server may store, at a given time, five different movies, which are updated on a
periodic basis. Upon a new movie replacing an old movie on the local server, devices that had
previously loaded the old movie will be updated to store the new movie the next time the devices
connect to the local server. Or, based on a subscription code supplied by the device, the local
content server may direct the device to download a specific subset of content to which the device is
subscribed. Any suitable file transfer protocol may be utilized.

[0071] Block 270 may be repeated any time a device establishes a local connection.
Expired, viewed, and/or old content items on the device may be removed to make room for new
content items using various prioritization schemes. Similarly, a variety of prioritization schemes
may be utilized to determine which contents to transfer to a device if the device lacks sufficient
room to store all of the content identified for the device.

[0072] In an embodiment, the local content servers may provide different content versions
to different types of devices according to device capabilities and/or device preferences. A content
package may include a number of different versions of the same content, encoded using different
profiles. For instance, some profiles may provide higher resolutions and/or qualities at the costs of
an increased storage size and higher processor utilization, whereas other profiles may provide
lower resolutions and/or profiles for devices with less resources and/or for quick transfers if a user
does not wish to wait for a higher resolution version. To this end, the local content server may be
configured to detect device capabilities, and/or receive device specifications or user preferences
directly from the device.

[0073] In an embodiment, the device may request specific content items from the content
server. For example, the device may download, from a content server or from a central server,
metadata describing available media items on one or more of the content servers. The device may
present an interface displaying a menu of available content items in a content access application.
Using this interface, a user may select specific content items that the user wishes to automatically
download from a content server the next time the user is connected to one of the content access
servers that has the selected content items available. Similar interfaces for allowing a user to select
content items to download may be presented on a centralized website, or using input/output

components connected directly to a local content server.
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[0074] In an embodiment, to speed up transfer, or to allow content transfer when other
types of transfers are not possible, the local content server may copy content items to a removable
storage media, such as an SD card, that is insertable into the portable device. Typically, the content
will then remain on the removable storage media, and the device will play the content directly from
the removable storage media. The removable storage media may be removable storage media
already owned by the device owner, or the removable storage media may be sold to the user by the
promoting entity. In an embodiment, the removable storage media may be sold pre-packaged by
the content distributor or the promoting entity with content already stored thereon. In an
embodiment, the removable storage media may be sold with an installer for the content access
client software stored thereon. The removable storage media may optionally be configured to
install the content access client software on the device automatically. In an embodiment, the
contents of such a removable storage media may subsequently be replaced—potentially
automatically—upon the device establishing any of the above-described types of local connections
with any of the local content servers.
3.5. RIGHTS MANAGEMENT AND PAYMENT

[0075] At block 280, digital rights data are provided to devices. The digital rights
information may be necessary for a device to play some or all of media content distributed by the
local content servers. In some embodiments, a device must also or instead send valid digital rights
information for a content item or for a subscription associated with the content item before a local
content server will transmit the content item. The digital rights information may include, for
instance, decryption keys for decrypting specific items of content, a key for decrypting encrypted
copies of the decryption keys, a license key for unlocking access to a content access client
application, a promotion code for unlocking a subscription to certain types of content, a master key
for a local server or device, a partial content-specific decryption key, or any other suitable digital
rights management data.

[0076] The digital rights information may be provided to a device in a variety of manners.
For example, when provisioning the device, a content access application on the device may request
a promotional code before allowing a user to launch the application and/or download content. The
device may request the promotional code from a digital rights management server over an Internet
connection or via SMS, using a unique identifier for the device such as a phone number or

hardware identifier. The digital rights management server uses the supplied information to
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generate an appropriate promotional code. In an embodiment, the generated promotional code may
also be specific to a subscription package specified in the request, or otherwise associated with the
device, in that it only allows the device to download and/or view content within the subscription
package.

[0077] As another example, the device may prompt the user or a promoter to enter a
promotional code. For instance, the content server or promoting entity may request a promotional
code from the digital rights management server on behalf of the device, and display the
promotional code so that it may be entered on the user’s device. In an embodiment, the local
content server may request and transfer a promotional code directly to the device. As yet another
example, the device may be configured to request a decryption key for specific content from a
digital rights management server upon receiving the content and/or before playing the content.
[0078] In an embodiment, the digital rights management server may be configured to
provide digital rights information only upon verifying payment for a subscription package or
specific content item associated with the digital rights information. The digital rights management
server may, for instance, conduct a transaction using payment information within the request and/or
within an account registered to the device during a provisioning process. Or, the digital rights
management server may verify that the request includes a valid transaction identifier or signature
supplied by a promoting entity, indicating that payment has already been taken for the subscription
package or specific content item.

[0079] In an embodiment, the digital rights information is time-limited. For instance, a
subscription code may expire after a certain period of time, and block 280 must be repeated before
the device can access content again.

EXAMPLE DRM SCHEMES

[0080] Some example suitable digital rights management scheme involve splitting
responsibility for digital rights management key distribution between the local servers and the
DRM server. In embodiments that employ such schemes, each local server stores a partial key for
each item of content. The partial key for a given item of content, taken alone, is insufficient to
decrypt the item of content. The partial key may have been provided to the local server, for
instance, in metadata distributed to the local server with the content, or in metadata downloaded

separately by the local server from the central content server or the DRM server.
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[0081] Meanwhile, the DRM server stores one or more master keys. In an embodiment, a
separate master key exists for each local server. However, in other embodiments, there may be a
separate master key for each device, or a single master key that is associated with more than one
local server. As with the partial key, the master key alone is likewise insufficient to decrypt any
given item of content.

[0082] Each device is configured to receive the relevant master key from the DRM server
during a device provisioning process. For instance, during an initial registration process, an
application distributed and installed by the operator of content server may be configured to request
the master key for a given local server directly from the DRM server. Upon validating certain
information included in the application’s request for a master key, such as a telephone number, user
name, password, and/or any other suitable credentials, the DRM server may return the master key
to the application.

[0083] In some embodiments, the request for the master key and the master key may be
transmitted over a connection to the Internet or other wide area network. In one such embodiment,
this may be the only communication for which an Internet connection is required of a device, since
the content and relevant partial keys may be retrieved from a local content server. In some
embodiments, even the request for the master key and the master key are not transmitted via an
Internet connection at the device. Instead, the request and the master key may be transmitted using
a messaging protocol such as binary SMS.

[0084] Whatever the communication mechanism, in some embodiments the master key
may be encrypted by the DRM server in such a manner that only the intended recipient device may
decrypt it. For instance, the DRM server may encrypt the master key using a device-specific
identifier that is supplied to the DRM server by the device during a provisioning process. The
device then uses this identifier to decrypt the master key as needed.

[0085] In an embodiment, the device is configured to automatically receive and store the
master key without the involvement of a user. In other embodiments, the device may prompt the
user to input the master key, or an encrypted form of the master key, manually via any suitable user
interface. In such embodiments, the master key may be requested by and/or returned to an entirely
different device.

[0086] In an embodiment, a local server may serve as a proxy by which the master key is

retrieved for a given device. For instance, the local server may receive device-specific credentials
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for a given device, either from the device directly, or entered by a user or a promoting entity. The
local server may then request the master key using the credentials, and supply the returned master
key (or encrypted master key) to the device.

[0087] Each device is configured to also receive the partial key for a given content item
from the local server. For instance, the local server may include the partial key in metadata found
in a file, directory, or database record that stores or is otherwise associated with the content item.
An operator-installed application on the device may be configured to download the partial key or
the entire metadata automatically when downloading a given item of content. In some
embodiments, a device may be configured to download the partial key or the entire metadata,
before even requesting the content, or after receiving the content.

[0088] Each device is configured to generate a content-specific key for a given item of
content by executing a particular algorithm that is a function of the master key of the local server
from which the content is downloaded, and the partial key of the given content item. For example,
the content-specific key may be the partial key combined with the master key. The device may
store the content-specific key locally for use in decrypting the given content item. The content-
specific key may, in some embodiments, be stored in a secure form, such that it may only be
accessed and/or decrypted by the device.

[0089] In an embodiment, the master key returned to the device may encode information
indicating various criteria relevant to the device, such as a subscription level of the device, a time
period during which the subscription level is valid, and/or other suitable criteria. Hence, different
master keys may be exist for different subscription levels or time periods. The algorithm employed
by the application to generate content-specific keys will only work with a given master key if the
criteria encoded in the master key apply to the context in which the content-specific key is being
generated. For instance, if a content item is not viewable without a certain subscription, and the
master key stored at a device does not indicate that such a subscription is currently associated with
the device, the device may fail to generate a valid content-specific key. A device may further
retrieve updated master keys that reflect changing criteria (e.g. a new subscription) as needed.
[0090] In an embodiment, a content-specific key may also encode such criteria, and the
device may be configured to validate the criteria before playing the content. In another

embodiment, no constraints are imposed on a content-specific key, once generated. In
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embodiments, a device instead utilizes other techniques outside of the key-generation process to
enforce various criteria such as the existence of a valid subscription.
[0091] In an embodiment, when connecting to a local server for the first time, a device
must retrieve the master key for that local server from the DRM server, even if the device already
has a master key for another local server. Hence, a device may have multiple master keys for
different local servers. In an embodiment, master keys may be retrieved for multiple local servers
during a provisioning process. For instance, during the provisioning process a device may receive
all of the master keys for local servers in a certain geographic area. In an embodiment, each time a
device connects to a local server, the device checks to see if the device has a master key for that
local server. If not, the device retrieves a suitable master key, or prompts the user to begin a
provisioning or registration process so that a suitable master key may be obtained.
[0092] In an embodiment, the master key for a local server need not be obtained before
downloading content from the local server, but rather need only be obtained some time before the
content is viewed.
[0093] The above described DRM scheme is provided for illustrative purposes. However,
any other suitable DRM scheme may instead be utilized when practicing the described techniques.
3.6. MISCELLANEOUS
[0094] Returning to FIG. 2, at block 290, based on verifying that respectively received
digital rights information authorizes the portable media devices to play certain items of media
content, the portable media devices play the content using any suitable content playback
techniques. Note that flow 200 may be completed without the portable devices or even the local
content servers connecting to the Internet, thus achieving an offline distribution and playback of
content.
[0095] Flow 200 is one example of a technique for content distribution using the described
systems. Other techniques may involve fewer or additional elements in varying arrangements. For
instance, in an embodiment, block 250 may be omitted for devices that are pre-provisioned via a
wireless service provider or manufacturer. As another example, block 280 may be omitted in
systems without rights management or with different types of rights management schemes.
EXAMPLE OFFLINE CONTENT SELECTION
[0096] In an embodiment, metadata describing available content items is downloaded to a

portable device when the portable device accesses a first local content server and/or when the
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portable device accesses a content distributor website. Subsequently, while not connected to any
local content server, a user may view the metadata by, for example, opening a content access client
application on the device. The user may select content of interest while viewing this metadata.
The device stores the selections. The device may optionally indicate, based on the metadata,
geographic locations of local content servers to which the user may connect to download the
selected content.

[0097] Subsequently, the device may detect and initiate a local connection to an available
network, such as a connection to a certain wireless network. The application detects the presence
of a second local content server, which may not necessarily be the same as the first local content
server. The application automatically identifies, based on the stored selections and metadata from
the second local content server, a selected content item that may be downloaded from the second
local content server. Without necessarily being further prompted by the user, the application
automatically downloads the content. The device notifies the user when the content has been
downloaded.

[0098] Optionally, before allowing the user to select the content, or before downloading the
content, the device can verify whether the device is actually allowed to play the content. If the
device is not allowed to play the content, the device may ask the user to agree to pay for the
content, should the device download the content. Or, the device may go ahead and download the
content, but ask the user to pay for the content before allowing the user to view the content.
Payment may be conducted over the Internet, via SMS, and/or with the assistance of promoter, as
described in other sections.

DEVICE-TO-DEVICE SHARING

[0099] According to an embodiment, another technique for distributing metadata and/or
content items with portable media devices is for portable devices that have downloaded content
from a local content server to share that content with other portable media devices that have been
provisioned for access to the local content servers. For instance, two users of provisioned devices
may meet each other on a subway or at a park or at any other suitable location. The users may
activate the content distributor’s content access application on their respective devices. The
application instances may detect each other and, if approved by the users, initiate a transfer of
metadata and/or content items, depending on the embodiment. The transfer may occur using any

suitable peer-to-peer sharing technique.

-7 -



[0100] If only metadata is transferred, the receiving device’s application may analyze the
metadata to determine if new content is available at an offline content server. If new content is
available, and optionally if the metadata matches certain characteristics pre-defined by the user of
the device, the device may optionally notify the user of the availability of the new content, which
the user may then select for download using techniques such as described above. Otherwise, the
application may simply update its metadata and use the updated metadata to present more up-to-
date information to the user at a later time when the user requests such information. Meanwhile, if
actual content items are to be transferred, the devices may search each other’s inventories for
content items of interest. When a content item of interest is found, the content item may be
downloaded from the other device.

[0101] In some embodiments, the transfer of metadata and/or content items may be
automatic, in that a user need not necessarily instruct the device to initiate the transfer. In some
embodiments, the application is configured to run constantly in the background, and locate other
provisioned devices automatically. Hence, for example, a user might be sitting on a subway while
her device searches in the background for content of interest on devices owned by other passengers.
By the time the user is done riding the subway, the device may notify the user that the device
downloaded, for instance, three additional movies during the subway ride. In an embodiment, a
user may be required to opt-in to such a feature, on account of privacy concerns and/or concerns
about device battery life.

SEAMLESS SWITCHING BETWEEN LOCAL SERVERS AND A CENTRAL SERVER
[0102] In an embodiment, a client device within the described systems may access content
and metadata both on local servers and on the central server, depending on the network
connectivity of the device. When an item of content is available on both the central server and a
local server, the device is configured to provide a seamless transition from utilizing the central
server to utilizing the local server, and vice versa, as the device transitions between local
connections and wide area network (e.g. Internet) connections. Thus, for example, a user may
make content selections based on metadata provided by the central server over an Internet
connection, and then receive the selected content when the device has a local connection to a local
Server.

[0103] In an embodiment, content access application software on the device is configured

to manage download processes so as to permit partial downloads. A download process for a
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content item may begin, for instance, at one time with one local content server. The download
process may be interrupted when the user takes the device away from the local content server
before the download has concluded. The application may then resume the download when the
device is again connected to a local content server, which need not be the same local content server
that the download process began at.

[0104] Moreover, a download process may begin with an online connection to a central
server over the Internet, be interrupted when Internet connectivity is lost, and conclude when the
device connects to a local content server. Similarly, a download process may begin when the
device connects to a local content server, be interrupted when the device leaves the vicinity of the
local content server, and resume when the device is connected to the central server over the
Internet.

CONTENT TRANSFER OPTIMIZATIONS

[0105] In an embodiment, a content access application may show a progress screen
comprising estimated time(s) remaining for downloading certain content items. Any suitable
estimation technique may be used, but in at least one embodiment, the local content server may
compute the estimate based on factors such as a current number of connections, an average transfer
speed, a file size, and so forth. The application may also or instead generate a visual or audible
notification when the user has left, or is close to leaving, the proximity of the local content server’s
wireless access point without having completed a download process. If the user wishes to finish
the download, the user may thus choose to remain in the proximity until the download is complete.
In an embodiment, the progress screen includes interface controls that allow the user to instruct the
device to perform tasks such as stopping downloads of certain items, reprioritizing a download
queue, downloading alternative (e.g. larger or smaller) versions of selected content items, viewing
associated metadata, and so forth.

[0106] In an embodiment, instead of downloading content automatically when a local
content server is available, a device may simply notify the user audibly and/or visually that certain
content is available. The user may then select which content to download.

[0107] In an embodiment, a local content server is configured to automatically adjust
various operating parameters to meet various quality of service metrics. For instance, the local
content server may limit the number of active connections or downloads so as to ensure that active

downloads are completed within a certain period of time. The local content server may prioritize

-29 .-



certain types of operations, such as provisioning operations. The local content server may also or
instead suggest to various users alternative connection mechanisms, such as USB connections, by
which the users may speed up the download process in heavy usage situations. In an embodiment,
certain classes of devices or users may be prioritized. For instance, a gold subscription may allow
a device to always receive higher bandwidth downloads than a silver subscription.
DEVICE-TO-LOCAL SERVER CONTENT SHARING

[0108] In an embodiment, when a device connects to a local server, the device may share
with the local server an inventory of content on the device. The inventory may include content that
has been downloaded from the local server itself, from another local server, from the central server,
and/or from any other suitable source within a content distribution system. The local server may
compare the inventory to its own inventory. If the device’s inventory includes content not found
on the local server, the local server may request the content from the device. Depending on the
embodiment and/or user preferences, the device may begin transferring the requested content
immediately, wait to transfer the requested content until the device has downloaded other content
from the local server, and/or request permission from a user of the device to begin transferring
content to the local server.

[0109] In an embodiment, the user of device may be offered an incentive for sharing the
content with the local server, such as a free content item from the local server’s inventory, a credit
to the user’s account, an extension of the user’s subscription, an unlock code for a specific item of
content, or any other suitable incentive.

ADVERTISEMENTS

[0110] In an embodiment, in addition to downloading content from a local server, a device
may also be configured to download advertisements from the local server, such as trailers for other
items of content, banner advertisements, video commercials, and so forth. Advertisements may be
distributed to the local server with content packages, by a connection to an advertisement server, or
via any other suitable mechanism. For example, content trailers may be found in the metadata for a
content item. Or, content trailers may be generated dynamically by, for instance, the local server
extracting a short video clip from the relevant content item. Using a DRM mechanism such as the
split key mechanism described above, the local server may be able to extract a trailer from a

content item even if the local server is not itself able to decrypt the item (or the trailer).
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[0111] The device may be configured to display the advertisements at any of a variety of
times. For instance, before sending content to a device, a local server may send a set of trailers that
the user of the device may watch while the content is downloading. Or, the device may be
configured to play an advertisement before, after, or during presentation of a content item
downloaded from the local server.

[0112] In an embodiment, the advertisements may customized based on user preferences
and/or prior interactions between the device and the local server. The local server gathers group-
based and/or device-specific analytics. For instance, the local server may track which content
items have been downloaded most frequently or by a given device. As another example, an
application may report to the local server which contents were played by the device, either fully or
partially. The local server may, based on the analytics and on metadata associated with the
advertisements, select a set of advertisements deemed most relevant to the user of the device, and
send those advertisements to the device. As another example, the local server may send a content
trailer for each of the most popular content downloads from the local server, or for each new
content item at the local server.

[0113] In an embodiment, a local server may further receive analytics gathered by other
local servers and/or the central server. The analytics may be shared directly over the Internet, or
distributed with content packages. The shared analytics may also be used for personalized
targeting of advertisements. Additionally, or instead, the analytics may be utilized for a variety of

other purposes known within the art.

4.0. EXAMPLE EMBODIMENTS

[0114] Example embodiments are represented in the following numbered clauses:

[0115] 1. A system comprising: application software, resident on portable media
playback devices, configured to play media content items; one or more local content servers, each
local server of the one or more local content servers comprising: one or more storage devices
storing local copies of the media content items; one or more communications interfaces configured
to establish local connections between the local server and multiple media playback devices, of the
portable media playback devices, that are within a certain proximity to the local server; logic,

implemented at least partially by hardware at the local server, configured to cause the local server
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to send, over the local connections, copies of the media content items stored on the one or more
storage devices to the multiple media playback devices when the local connections are established.
[0116] 2. The system of Clause 1, wherein at least a first local server of the one or
more local content servers is not connected to the Internet and is not connected to any other local
content server.

[0117] 3. The system of Clause 1, further comprising: a central data repository storing
a superset of media content, including at least the media content items; a central server coupled to a
wide area network, the central server configured to send copies of the media content items stored in
the central data repository over the wide area network to certain media playback devices of the
portable media playback devices, the wide area network not including any of the local connections
between the one or more local content servers and the multiple media playback devices.

[0118] 4. The system of Clause 1, further comprising: a central data repository storing
a superset of media content, including at least the media content items; a content packaging
component configured to generate content packages based on the superset of media content;
wherein the one or more local content servers are configured to store the local copies of the media
content items in response to receiving the content packages by one or more: receiving the content
packages over a wide area network, or reading the content packages from a removable storage
device.

[0119] 5. The system of Clause 1, wherein at least a first local server of the one or
more local content servers is configured to direct a given portable device to an installer file for the
application software responsive to the given portable device establishing an initial connection to
the first local server.

[0120] 6. The system of Clause 1, wherein, upon a given device of the portable media
playback devices establishing at least certain types connections, the application software on the
portable device is configured to: send a message to a common address assigned to each local server
of the one or more local content servers, and, when one of the local content servers is contactable
via the common address, automatically download one or more content items or content metadata
from the contacted local server.

[0121] 7. The system of Clause 1, further comprising: a digital rights management
server, separate from the local server, configured to generate rights information necessary for the

application software to play certain content of the media content items on a given device; wherein
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the application software is configured to perform one or more of: requesting the rights information
from the digital rights management server, or prompting a user to input the rights information;
wherein the application software is further configured to determine whether a device is authorized
to play certain content of the media content items based on reading the rights information.

[0122] 8. The system of Clause 1, further comprising: a digital rights management
server, separate from the local server, configured to generate rights information necessary for the
application software to play certain content of the media content items on a given device; a Short
Message Service (“SMS”) gateway configured to relay SMS-based messages carrying the rights
information from the digital rights management server to one or both of: the one or more local
content servers or the portable media playback devices; wherein the application software is further
configured to determine whether a device is authorized to play certain content of the media content
items based on reading the rights information.

[0123] 0. The system of Clause 1, wherein the application software is further
configured to: present a menu of available content based on metadata from the one or more local
content servers, receive input selecting content of interest from the menu when no connection to
any of the one or more local content servers is available, and automatically download the content of
interest upon detecting a connection to one of the one or more local content servers.

[0124] 10. The system of Clause 1, wherein each of the local connections is one of an
802.11 wireless-based connection, Bluetooth connection, or Universal Serial Bus connection,
wherein the media content items include digital movie files, wherein at least two or more of the
multiple media playback devices are connected to a given local server concurrently.

[0125] 11. A method comprising: based on a library of media content, a content
distributor periodically generating one or more content packages comprising digital media content
items from the library; storing the one or more content packages on one or more local media
servers deployed at a plurality of different geographic locations, the one or more local media
servers operated by promoting entities other than the content distributor; causing installation of, on
the one or more local media servers, server application software comprising instructions that, when
executed by the one or more local media servers, cause the one or more local media servers to send
digital media content items from the one or more content packages to portable media playback
devices that establish local connections to the one or more local media servers, the local

connections being local area network connections or wired connections, the portable media
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playback devices executing client application software code generated by the content distributor,
the client application software configured to allow the portable media playback devices to play the
digital media content items only upon input of rights information; receiving, at a digital rights
management server operated by the content distributor, requests for rights information to access the
digital media content items; sending the rights information in response to the requests.

[0126] 12. The method of Clause 11, wherein the requests for rights information are
received via a Short Message Server (“SMS”) gateway.

[0127] 13. The method of Clause 11, further comprising: the content distributor
periodically updating the one or more content packages to include new media content items; the
content distributor periodically delivering updated storage devices comprising the updated one or
more content packages to the promoting entities; storing the updated one or more content packages
on the one or more local media servers; wherein the instructions of the server application software
are configured to, based on the updated one or more content packages, cause a given local media
server to automatically send a new content item to which a given device is subscribed responsive to
the given device reconnecting to the given local media server.

[0128] 14. The method of Clause 11, further comprising: the content distributor billing
one of a promoting entity or an owner of a portable device in response to a request for the rights
information.

[0129] 15. The method of Clause 11, further comprising: copying at least a first content
package of the one or more content packages to removable storage media; copying an installer for
the client application software code to the removable storage media; distributing the removable
media drive to promoting entities for sale to users of the portable media playback devices, the
portable media playback devices configured to execute the installer on the removable storage media
to install the client application software code, the client application software code configured to
play media content items in the first content package stored on the removable storage media, the
one or more local media servers configured to send new content items to replace media content
items in the first content package.

[0130] 16. One or more non-transitory computer-readable media storing instructions
that, when executed by one or more computing devices, cause: storing, at a plurality of local media
servers, media content collections; establishing local connections between particular local servers

of the local media servers and particular mobile devices of a plurality of mobile devices, the local
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connections being one or both of: local area network connections, or peer-to-peer connections;
receiving, at a central digital rights management server, requests to unlock access for the particular
mobile devices to content items in the media content collections; sending, from the central digital
rights management server, responses comprising rights information for the particular mobile
devices to unlock access to the content items; transmitting the content items from the particular
local servers to the particular mobile devices over the local connections, the mobile devices
configured to utilize the rights information to determine whether the mobile devices are permitted
to play the particular content items.

[0131] 17. The one or more non-transitory computer-readable media of Clause 16,
wherein the requests to the central digital rights management server and the responses from the
central digital rights management server are sent via SMS messages.

[0132] 18. The one or more non-transitory computer-readable media of Clause 16,
wherein the instructions, when executed by the one or more computing devices, further cause: a
particular mobile device establishing a first connection to a first local server of the plurality of local
media servers; the first local server directing the particular mobile device to install a content access
application; the content access application causing the particular mobile device to download at least
first content items of the particular content items from the first local server; the particular mobile
device subsequently establishing a second connection to a second local server of the plurality of
local media servers; upon detecting the second connection, the content access application
automatically causing the particular mobile device to download at least second content items of the
particular content items from the second local server.

[0133] 19. The one or more non-transitory computer-readable media of Clause 16,
wherein the instructions, when executed by the one or more computing devices, further cause: a
first mobile device establishing a first connection to a first local server of the plurality of local
media servers; the first mobile device downloading, through a content access application installed
on the first mobile device, metadata describing a catalog of content items available at the first local
server; the first mobile device detecting a second mobile device on which the content access
application is installed; responsive to detecting the second mobile device, the first mobile device
sharing the metadata describing the catalog to the second mobile device; based on the metadata
received from the first mobile device, the second mobile device displaying information about one

or more content items that are newly available at one or more of the local media servers.
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[0134] 20. The one or more non-transitory computer-readable media of Clause 16,
wherein the instructions, when executed by the one or more computing devices, further cause: a
first mobile device establishing a first connection to a first local server of the plurality of local
media servers; the first mobile device downloading, through a content access application installed
on the first mobile device, first content stored at the first local server; the first mobile device
detecting a second mobile device on which the content access application is installed; responsive to
detecting the second mobile device, the first mobile device sharing the first content with the second
mobile device; the second mobile device playing the first content responsive to reading rights
information data from the digital rights management server indicating that the second mobile
device is permitted to play the first content.

[0135] 21. The one or more non-transitory computer-readable media of Clause 16,
wherein the instructions, when executed by one or more computing devices, further cause: sending,
from the local media servers to the particular mobile devices, partial content-specific decryption
keys for the content items; wherein the rights information sent by the central digital rights
management server includes master keys that are specific to one or more of the local media servers;
generating, at the particular mobile devices, based on the partial content-specific decryption keys
and the master keys, content-specific decryption keys for decrypting specific items of the content
items.

[0136] 22. The one or more non-transitory computer-readable media of Clause 16,
wherein the instructions, when executed by one or more computing devices, further cause:
identifying, by a given device of the plurality of mobile devices, a media profile that is preferred
for media playback at the given device; based on the identified media profile, selecting, by the
given device, a specific version of a given content item for download from a given local server.
[0137] 23. The one or more non-transitory computer-readable media of Clause 16,
wherein the instructions, when executed by one or more computing devices, further cause: a given
device establishing a wide area network connection with a central media server; the given device
downloading metadata describing a catalog of content from the central media server; the given
device receiving user input selecting a specific item of content in the catalog for download; the
given device downloading at least a portion of the specific item over a local connection from one of

the local media servers, instead of from the central media server.
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[0138] 24. The one or more non-transitory computer-readable media of Clause 16,
wherein the instructions, when executed by one or more computing devices, further cause: a given
device downloading a first portion of a specific item of content over a local connection with a local
media server; the given device downloading a second portion of the specific item over a wide area

network connection with a central media server.

5.0. IMPLEMENTATION MECHANISM—HARDWARE OVERVIEW

[0139] According to one embodiment, the techniques described herein are implemented by
one or more special-purpose computing devices. The special-purpose computing devices may be
hard-wired to perform the techniques, or may include digital electronic devices such as one or more
application-specific integrated circuits (ASICs) or field programmable gate arrays (FPGAs) that are
persistently programmed to perform the techniques, or may include one or more general purpose
hardware processors programmed to perform the techniques pursuant to program instructions in
firmware, memory, other storage, or a combination. Such special-purpose computing devices may
also combine custom hard-wired logic, ASICs, or FPGAs with custom programming to accomplish
the techniques. The special-purpose computing devices may be desktop computer systems,
portable computer systems, handheld devices, networking devices or any other device that
incorporates hard-wired and/or program logic to implement the techniques.

[0140] For example, FIG. 3 is a block diagram that illustrates a computer system 300 upon
which an embodiment of the invention may be implemented. Computer system 300 includes a bus
302 or other communication mechanism for communicating information, and a hardware processor
304 coupled with bus 302 for processing information. Hardware processor 304 may be, for
example, a general purpose microprocessor.

[0141] Computer system 300 also includes a main memory 306, such as a random access
memory (RAM) or other dynamic storage device, coupled to bus 302 for storing information and
instructions to be executed by processor 304. Main memory 306 also may be used for storing
temporary variables or other intermediate information during execution of instructions to be
executed by processor 304. Such instructions, when stored in non-transitory storage media
accessible to processor 304, render computer system 300 into a special-purpose machine that is

customized to perform the operations specified in the instructions.

-37-



[0142] Computer system 300 further includes a read only memory (ROM) 308 or other
static storage device coupled to bus 302 for storing static information and instructions for processor
304. A storage device 310, such as a magnetic disk or optical disk, is provided and coupled to bus
302 for storing information and instructions.

[0143] Computer system 300 may be coupled via bus 302 to a display 312, such as a
cathode ray tube (CRT), for displaying information to a computer user. An input device 314,
including alphanumeric and other keys, is coupled to bus 302 for communicating information and
command selections to processor 304. Another type of user input device is cursor control 316,
such as a mouse, a trackball, or cursor direction keys for communicating direction information and
command selections to processor 304 and for controlling cursor movement on display 312. This
input device typically has two degrees of freedom in two axes, a first axis (e.g., x) and a second
axis (e.g., y), that allows the device to specify positions in a plane.

[0144] Computer system 300 may implement the techniques described herein using
customized hard-wired logic, one or more ASICs or FPGAs, firmware and/or program logic which
in combination with the computer system causes or programs computer system 300 to be a special-
purpose machine. According to one embodiment, the techniques herein are performed by computer
system 300 in response to processor 304 executing one or more sequences of one or more
instructions contained in main memory 306. Such instructions may be read into main memory 306
from another storage medium, such as storage device 310. Execution of the sequences of
instructions contained in main memory 306 causes processor 304 to perform the process steps
described herein. In alternative embodiments, hard-wired circuitry may be used in place of or in
combination with software instructions.

[0145] The term “storage media” as used herein refers to any non-transitory media that
store data and/or instructions that cause a machine to operation in a specific fashion. Such storage
media may comprise non-volatile media and/or volatile media. Non-volatile media includes, for
example, optical or magnetic disks, such as storage device 310. Volatile media includes dynamic
memory, such as main memory 306. Common forms of storage media include, for example, a
floppy disk, a flexible disk, hard disk, solid state drive, magnetic tape, or any other magnetic data
storage medium, a CD-ROM, any other optical data storage medium, any physical medium with
patterns of holes, a RAM, a PROM, and EPROM, a FLASH-EPROM, NVRAM, any other memory

chip or cartridge.
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[0146] Storage media is distinct from but may be used in conjunction with transmission
media. Transmission media participates in transferring information between storage media. For
example, transmission media includes coaxial cables, copper wire and fiber optics, including the
wires that comprise bus 302. Transmission media can also take the form of acoustic or light waves,
such as those generated during radio-wave and infra-red data communications.

[0147] Various forms of media may be involved in carrying one or more sequences of one
or more instructions to processor 304 for execution. For example, the instructions may initially be
carried on a magnetic disk or solid state drive of a remote computer. The remote computer can
load the instructions into its dynamic memory and send the instructions over a telephone line using
a modem. A modem local to computer system 300 can receive the data on the telephone line and
use an infra-red transmitter to convert the data to an infra-red signal. An infra-red detector can
receive the data carried in the infra-red signal and appropriate circuitry can place the data on bus
302. Bus 302 carries the data to main memory 306, from which processor 304 retrieves and
executes the instructions. The instructions received by main memory 306 may optionally be stored
on storage device 310 either before or after execution by processor 304.

[0148] Computer system 300 also includes a communication interface 318 coupled to bus
302. Communication interface 318 provides a two-way data communication coupling to a network
link 320 that is connected to a local network 322. For example, communication interface 318 may
be an integrated services digital network (ISDN) card, cable modem, satellite modem, or a modem
to provide a data communication connection to a corresponding type of telephone line. As another
example, communication interface 318 may be a local area network (LAN) card to provide a data
communication connection to a compatible LAN. Wireless links may also be implemented. In any
such implementation, communication interface 318 sends and receives electrical, electromagnetic
or optical signals that carry digital data streams representing various types of information.

[0149] Network link 320 typically provides data communication through one or more
networks to other data devices. For example, network link 320 may provide a connection through
local network 322 to a host computer 324 or to data equipment operated by an Internet Service
Provider (ISP) 326. ISP 326 in turn provides data communication services through the world wide
packet data communication network now commonly referred to as the “Internet” 328. Local
network 322 and Internet 328 both use electrical, electromagnetic or optical signals that carry

digital data streams. The signals through the various networks and the signals on network link 320
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and through communication interface 318, which carry the digital data to and from computer
system 300, are example forms of transmission media.

[0150] Computer system 300 can send messages and receive data, including program code,
through the network(s), network link 320 and communication interface 318. In the Internet
example, a server 330 might transmit a requested code for an application program through Internet
328, ISP 326, local network 322 and communication interface 318.

[0151] The received code may be executed by processor 304 as it is received, and/or stored
in storage device 310, or other non-volatile storage for later execution.

[0152] In an embodiment, some or all of the systems described herein may be or comprise
server computer systems, including one or more server computer devices that collectively
implement various components of the system as a set of server-side processes. The server
computer systems may include web server, application server, database server, and/or other
conventional server components that the depicted components utilize to provide the described
functionality. = The server computer systems may receive network-based communications
comprising input data from any of a variety of sources, including without limitation user-operated
client computing devices such as desktop computers, tablets, or smartphones, remote sensing
devices, and/or other server computer systems.

[0153] In an embodiment, certain server components may be implemented in full or in part
using “cloud”-based components that are coupled to the systems by one or more networks, such as
the Internet. The cloud-based components may expose interfaces by which they provide
processing, storage, software, and/or other resources to other components of the systems. In an
embodiment, the cloud-based components may be implemented by third third-party entities, on
behalf of another entity for whom the components are deployed. In other embodiments, however,
the described systems may be implemented entirely by computer systems owned and operated by a

single entity.

6.0. EXTENSIONS AND ALTERNATIVES
[0154] As used herein, the terms “first,” “second,” “certain,” and “particular” are used as
naming conventions to distinguish queries, plans, representations, steps, objects, devices, or other

items from each other, so that these items may be referenced after they have been introduced.
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Unless otherwise specified herein, the use of these terms does not imply an ordering, timing, or any
other characteristic of the referenced items.

[0155] In the foregoing specification, embodiments of the invention have been described
with reference to numerous specific details that may vary from implementation to implementation.
Thus, the sole and exclusive indicator of what is the invention, and is intended by the applicants to
be the invention, is the set of claims that issue from this application, in the specific form in which
such claims issue, including any subsequent correction. In this regard, although specific claim
dependencies are set out in the claims of this application, it is to be noted that the features of the
dependent claims of this application may be combined as appropriate with the features of other
dependent claims and with the features of the independent claims of this application, and not
merely according to the specific dependencies recited in the set of claims

[0156] Any definitions expressly set forth herein for terms contained in such claims shall
govern the meaning of such terms as used in the claims. Hence, no limitation, element, property,
feature, advantage or attribute that is not expressly recited in a claim should limit the scope of such
claim in any way. The specification and drawings are, accordingly, to be regarded in an illustrative

rather than a restrictive sense.
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What isclamed is:

1 A system comprising:

one or moreloca content servers, each local server of the one or more local content servers

comprising:

one or more storage devices storing local copies of media content items, the media content

items playable using application software resident on portable media playback devices,

one or more communications interfaces configured to establish local connections between the
local server and multiple media playback devices, of the portable media playback devices, that are

within a certain proximity to the local server;

logic, implemented at least partialy by hardware at the local server, configured to cause the
local server to send, over the local connections, copies of the media content items stored on the one or
more storage devices to the multiple media playback devices when the local connections are
established;

acentra data repository storing a superset of media content, including at |east the media

content items;

acentra server coupled to awide area network, the central server configured to send copies
of the media content items stored in the central data repository over the wide area network to certain
media playback devices of the portable media playback devices, the wide area network not including
any of thelocal connections between the one or more local content servers and the multiple media

playback devices.

2. The system of claim 1, wherein at least afirst local server of the one or more local content

serversis not connected to the Internet and is not connected to any other local content server.

3. The system of claim 1, further comprising: adigital rights management server, separate from
the one or more local content servers, configured to generate rights information necessary for the

application software to play certain content of the media content items on a given device.

4, The system of claim 1, further comprising: wherein each of the local connectionsis one of an
802.11 wirdless-based connection, Bluetooth connection, or Universal Serial Bus connection, wherein
at least two or more of the multiple media playback devices are connected to agiven local server

concurrently; adigita rights management server, separate from the one or more local content servers,
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configured to generate rights information necessary for the application software to play certain
content of the media content items on a given device; wherein the application softwareis configured
to: present amenu of available content at the one or more local content servers, receive input selecting
content of interest from the menu when no connection to any of the one or more local content servers
isavailable, and automatically download the content of interest upon detecting a connection to one of

the one or more local content servers.

5. A system comprising:

one or moreloca content servers, each local server of the one or more local content servers

comprising:

one or more storage devices storing local copies of media content items, the media content

items playable using application software resident on portable media playback devices,

one or more communications interfaces configured to establish local connections between the
local server and multiple media playback devices, of the portable media playback devices, that are

within a certain proximity to the local server;

logic, implemented at least partialy by hardware at the local server, configured to cause the
local server to send, over the local connections, copies of the media content items stored on the one or
more storage devices to the multiple media playback devices when the local connections are
established;

acentra data repository storing a superset of media content, including at |east the media

content items;

a content packaging component configured to generate content packages based on the

superset of media content;

wherein the one or more local content servers are configured to store the local copies of the
media content items in response to receiving the content packages by one or more: receiving the
content packages over awide area network, or reading the content packages from a removabl e storage

device.

6. The system of claim 5, further comprising: a digital rights management server, separate from
the one or more local content servers, configured to generate rights information necessary for the

application software to play certain content of the media content items on a given device.

7. A system comprising:
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one or moreloca content servers, each local server of the one or more local content servers

comprising:

one or more storage devices storing local copies of media content items, the media content

items playable using application software resident on portable media playback devices,

one or more communications interfaces configured to establish local connections between the
local server and multiple media playback devices, of the portable media playback devices, that are

within a certain proximity to the local server;

logic, implemented at least partialy by hardware at the local server, configured to cause the
local server to send, over the local connections, copies of the media content items stored on the one or
more storage devices to the multiple media playback devices when the local connections are
established;

adigital rights management server, separate from the one or more loca content servers,
configured to generate rights information necessary for the application software to play certain

content of the media content items on a given device;

wherein the application software is configured to perform one or more of : requesting the
rights information from the digital rights management server, or prompting a user to input the rights

information;

wherein the application software is further configured to determine whether adeviceis
authorized to play certain content of the media content items based on reading the rights information.
8. A system comprising:

one or moreloca content servers, each local server of the one or more local content servers

comprising:

one or more storage devices storing local copies of media content items, the media content

items playable using application software resident on portable media playback devices,

one or more communications interfaces configured to establish local connections between the
local server and multiple media playback devices, of the portable media playback devices, that are

within a certain proximity to the local server;

logic, implemented at least partialy by hardware at the local server, configured to cause the

local server to send, over the local connections, copies of the media content items stored on the one or
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more storage devices to the multiple media playback devices when the local connections are
established;

adigital rights management server, separate from the one or more loca content servers,
configured to generate rights information necessary for the application software to play certain
content of the media content items on a given device; a Short Message Service ("SMS") gateway
configured to relay SM S-based messages carrying the rights information from the digital rights

management server to one or both of:

the one or more local content servers or the portable media playback devices, wherein the
application softwareis configured to determine whether a device is authorized to play certain content

of the media content items based on reading the rights information.

9. A system comprising:

application software, resident on portable media playback devices, configured to play media

content items;

one or more local content servers, each local server of the one or more local content servers

comprising:
one or more storage devices storing local copies of the media content items;

one or more communications interfaces configured to establish local connections between the
local server and multiple media playback devices, of the portable media playback devices, that are

within a certain proximity to the local server;

logic, implemented at least partialy by hardware at the local server, configured to cause the
local server to send, over the local connections, copies of the media content items stored on the one or
more storage devices to the multiple media playback devices when the local connections are
established;

wherein the application software is further configured to: present a menu of available content
based on metadata from the one or more local content servers, receive input selecting content of
interest from the menu when no connection to any of the one or more local content serversis
available, and automatically download the content of interest upon detecting a connection to one of

the one or more local content servers.

10. The system of claim 9, wherein at least afirst local server of the one or more local content

serversis configured to direct a given portable device to an installer file for the application software
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responsive to the given portable device establishing an initial connection to the first local server.

11. The system of claim 9, wherein each of thelocal connectionsis one of an 802.11 wireless-
based connection, Bluetooth connection, or Universal Serial Bus connection, wherein the media
content itemsinclude digital movie files, wherein at least two or more of the multiple media playback

devices are connected to agiven local server concurrently.

12. The system of claim 9, further comprising: adigital rights management server, separate from
the one or more local content servers, configured to generate rights information necessary for the

application software to play certain content of the media content items on a given device.

13. A method comprising:

based on alibrary of media content, a content distributor periodically generating one or more

content packages comprising digital media content items from the library;

storing the one or more content packages on one or more local media servers deployed at a
plurality of different geographic locations, the one or more local media servers operated by promoting

entities other than the content distributor;

causing installation of, on the one or more local media servers, server application software
comprising instructions that, when executed by the one or more local media servers, cause the one or
more local media serversto send digital media content items from the one or more content packages
to portable media playback devices that establish local connections to the one or more local media
servers, the local connections being local area network connections or wired connections, the portable
media playback devices executing client application software code generated by the content
distributor, the client application software configured to allow the portable media playback devicesto
play the digital media content items only upon input of rights information; receiving, at adigital rights
management server operated by the content distributor, requests for rights information to access the

digital media content items; sending the rights information in response to the requests,

the content distributor periodically updating the one or more content packages to include new
media content items; storing the updated one or more content packages on the one or more local

media servers.

14. The method of claim 13, wherein the requests for rights information are received via a Short

Message Server ("SMS") gateway.

15. The method of claim 13, further comprising:
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wherein the instructions of the server application software are configured to, based on the
updated one or more content packages, cause a given local media server to automatically send a new
content item to which a given device is subscribed responsive to the given device reconnecting to the

given local media server.
16. The method of claim 13, further comprising:

the content distributor periodically delivering updated storage devices comprising the updated
one or more content packages to the promoting entities.
17. One or more non-transitory computer-readable media storing instructions that, when executed
by one or more computing devices, cause:

storing, at a plurality of local media servers, media content collections;

establishing local connections between particular local servers of the local media servers and

particular mobile devices of a plurality of mobile devices, the local connections being one or both of:
local area network connections, or peer-to-peer connections;

receiving, at a central digital rights management server, requests to unlock access for the

particular mobile devices to content items in the media content collections;

sending, from the central digital rights management server, responses comprising rights

information for the particular mobile devices to unlock access to the content items;

transmitting the content items from the particular loca serversto the particular mobile
devices over the local connections, the mobile devices configured to utilize the rightsinformation to

determine whether the mobile devices are permitted to play the content items;

afirst mobile device establishing afirst connection to afirst local server of the plurality of

local media servers;

the first mobile device downloading, through a content access application installed on the first
mobile device at |east one of: metadata describing a catalog of content items available at the first local

server, or first content stored at the first local server;

the first mobile device detecting a second mobile device on which the content access
application isinstalled;

responsive to detecting the second mobile device, the first mobile device sharing data with the
second mobile device, the data being at least one of:
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the metadata describing the catal og to the second mobile device, or the first content;

based on the data shared by the first mobile device, the second mobile device performing at
least one of:

displaying information about one or more content items that are newly available at one or
more of the local media servers, or playing the first content responsive to reading rights information
data from the digital rights management server indicating that the second mobile device is permitted

to play thefirst content.

18. The one or more non-transitory computer-readable media of claim 17, wherein the

instructions, when executed by the one or more computing devices, cause:

the first mobile device downloading, through the content access application installed on the
first mobile device, the metadata describing the catalog of content items available at the first local
server; responsive to the detecting of the second mobile device, the first mobile device sharing the

metadata describing the catal og to the second mobile device;

based on the metadata received from the first mobile device, the second mobile device
displaying the information about the one or more content items that are newly available at the one or

more of the local media servers.
19. The one or more non-transitory computer-readable media of claim 17, wherein the
instructions, when executed by the one or more computing devices, cause:

the first mobile device downloading, through the content access application installed on the

first mobile device, the first content stored at the first local server;

responsive to the detecting of the second mobile device, the first mobile device sharing the

first content with the second mobile device;

the second mobile device playing the first content responsive to reading the rights information
data from the digital rights management server indicating that the second mobile device is permitted

to play thefirst content.

20. One or more non-transitory computer-readable media storing instructions that, when executed

by the one or more computing devices, cause:

storing, at a plurality of local media servers, media content collections;
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establishing local connections between particular local servers of the local media servers and
particular mobile devices of a plurality of mobile devices, the local connections being one or both of:

local area network connections, or peer-to-peer connections,

receiving, at a central digital rights management server, requests to unlock access for the

particular mobile devices to content items in the media content collections;

sending, from the central digital rights management server, responses comprising rights

information for the particular mobile devices to unlock access to the content items;

transmitting the content items from the particular loca serversto the particular mobile
devices over the local connections, the mobile devices configured to utilize the rights information to

determine whether the mobile devices are permitted to play the content items;

sending, from the local media serversto the particular mobile devices, partial content-specific

decryption keys for the content items;

wherein the rights information sent by the central digital rights management server includes

master keys that are specific to one or more of the local media servers;

generating, at the particular mobile devices, based on the partial content-specific decryption
keys and the master keys, content-specific decryption keys for decrypting specific items of the content

items.
21. One or more non-transitory computer-readable media storing instructions that, when executed
by one or more computing devices, cause:

storing, at a plurality of local media servers, media content collections;

presenting, at particular mobile devices of a plurality of mobile devices, menus of available

content at the plurality of local media servers;

receiving, at the particular mobile devices, inputs selecting contents of interest from the menu
when no connection to any of the plurality of local media serversis available to the particular mobile

devices,

establishing local connections between particular local servers of the local media servers and

the particular mobile devices, the local connections being one or both of:

local area network connections, or peer-to-peer connections,
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automatically downloading the contents of interest to the corresponding particular mobile

devices upon detecting the establishing of the respective local connections;

receiving, at a central digital rights management server, requests to unlock access for the

particular mobile devices to content items in the media content collections;

sending, from the central digital rights management server, responses comprising rights

information for the particular mobile devices to unlock access to the content items;

transmitting the content items from the particular loca serversto the particular mobile
devices over the local connections, the mobile devices configured to utilize the rights information to

determine whether the mobile devices are permitted to play the content items.

22. The one or more non-transitory computer-readable media of claim 21, wherein the
instructions, when executed by the one or more computing devices, further cause: a given mobile
device establishing afirst connection to afirst local server of the plurality of local media servers; the
first local server directing the given mobile device to install a content access application; the content
access application causing the given mobile device to download at |east first content items of the
content items from the first local server; the given mobile device subsequently establishing a second
connection to a second local server of the plurality of local media servers; upon detecting the second
connection, the content access application automatically causing the given mobile device to download

at least second content items of the content items from the second local server.

23. The one or more non-transitory computer-readable media of claim 21, wherein the
instructions, when executed by one or more computing devices, further cause: a given device of the
particular mobile devices establishing awide area network connection with a centra media server; the
given device downloading metadata describing a catalog of content from the central media server; the
given device receiving user input selecting a specific item of content in the catalog for download; the
given device downloading at least a portion of the specific item over alocal connection from one of

the local media servers, instead of from the central media server.

24, The one or more non-transitory computer-readable media of claim 21, further comprising a
given device of the plurality of particular mobile devices receiving metadata describing the available

content from one of the plurality of local media servers.

25. The one or more non-transitory computer-readable media of claim 24, wherein the
instructions, when executed by one or more computing devices, further cause: identifying, by a given

device of the plurality of mobile devices, amedia profile that is preferred for media playback at the
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given device; based on the identified media profile, selecting, by the given device, a specific version

of a given content item for download from a given local server.

26. The one or more non-transitory computer-readable media of claim 24, wherein the
instructions, when executed by one or more computing devices, further cause: a given device
downloading afirst portion of aspecific item of content over alocal connection with alocal media
server; the given device downloading a second portion of the specific item over awide area network

connection with the central media server.

27. One or more non-transitory computer-readable media storing instructions that, when

executed by one or more computing devices, cause:

storing, at a central data repository, media content collections, including at least the media

content items;

sending copies of media content items in the media content collections from a central media

server over awide area network to certain media playback devices of a plurality of mobile devices,
storing, at aplurality of local media servers, local copies of the media content collections;

establishing local connections between particular local servers of the local media servers and
particular mobile devices of the plurality of mobile devices, the local connections being one or both
of: local area network connections, or peer-to-peer connections, the wide area network not including
any of thelocal connections between the particular local servers and the particular mobile playback

devices;

receiving, at a central digital rights management server, requests to unlock access for the

particular mobile devices to content items in the media content collections;

sending, from the central digital rights management server, responses comprising rights
information for the particular mobile devices to unlock access to the content items; transmitting the
content items from the particular local serversto the particular mobile devices over the local
connections, the mobile devices configured to utilize the rights information to determine whether the

mobile devices are permitted to play the content items.

28. The one or more non-transitory computer-readable media of claim 27, wherein the

instructions, when executed by the one or more computing devices, further cause:

receiving updated media content collections at the plurality of local media servers;
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responsive to a given media device of the particular media devices re-establishing alocal
connection to one of the plurality of local media servers, automatically downloading new media

content from the updated media content collections to the given media device.
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