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W RELESS NETWORK COVMUNI CATI ONS SYSTEM TECHNI CAL FI ELD

The present invention relates to a network of devices
waniosiosomuni cate with each other via radi o fPEyAB2®$/000151

| NCORPORATI ON BY REFERENCE: The fol |l owi ng publications

are referred to in the present application: - PCT

Pat ent Application No. PCT/ AU2004/ 001052 (WO2005/

015774) entitled " Radi o Network ComTunl catl on Syst em

G A 5 kp J =

and Pr %ﬁgt ggl

App| i ca NO™~ G =00 WOZ 00" ¥5811)
entitled "Radi o Network Comruni cation Syst em and
Protocol " - PCT Patent Appli catl on No. PCT/ AU2004/

MMM/ 015751) entitled "Col lision Detection

n a Non Dom, nant, Bit Radi o Net wor k Conmuni cati on
Thgﬁﬁ‘é?ﬂ nvention relates ta pj %WPFIE)Vf deviges whaghepemmunicate

9 entitled "Sel ective
‘Vfggﬁﬁﬁ?%g pg%%“kégﬂz%%gggnctionality" - Australian
Provi si onal Patent Application No. 2007900637 entitl ed
"Wreless Network Communi cations Systeni the entire
INESMRBORA THON BMREFERENGE:ar e her eby i ncor por at ed by
rence. BACKGROUND Short_ range w rel ess
Theg WingPHBHcat R eterreddednihe gressns applietjons ed
and in nore and nore applications, including
commerci al and donestic applications Such netmorks

t of fromtwo t nodes, betwe
Can NS ht A omeatbn o, BT A1Y12004/001052 WOR005,/ 015774
pp

entitled “ Radio Network Communication System and Protocol Using

An Automatic Repeater”

- PCT Patent Application No. PCT/AU2004/001053 (WO2005/015811)
entitled “Radio Network Communication System and Protocol “

- PCT Patent Application No. PCT/AU2004/001054 (WO2005/015751)
entitled “Collision Detection in a Non-Dominant Bit Radio Network
Communication System “; and

~ Australian Provisional Patent Application No. 2007900639 entitled
”Selective Communications Network Functionality” .

- Australian Provisional Patent Application No. 2007900637 entitled
“Wireless Network Communications System”

the entire contents of each of which are hereby incorporated by reference.

BACKGROUND

Short range wireless communication networks are becoming more widely
used and in more and more applications, including commercial and domestic
applications. Such networks can consist of from two to many nodes, between

which wireless communications occur. In one particular application, such
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whi ch wirel ess conmuni cati ons occur. In one particul ar
application, suchnodes or devices can be used as part
w@Rooa/o2sd di ng i nfrastructure for control purpPGEAD2008/000151
This is conmmonly referred to as Hone or Buil ding
Automation. Two factors relevant to such networks are:
1. Reliability - Cbtaining reliable radio
comuni cati on between the nodes presents a
onsi derabl e c
noéa PhREeS: Eathe b af paft RN P Ak fotiate HRGri
SQRUBLIsQ8 cohebifly dbRrFaMs &OMbERSorBuildings A gf@nstton.
and attenuation, |nclud|ng the type of building
naterlals used, other wi reless devices, and the
ngtS pl aced |nS|de the building. 2. Scalability -
toTeralsVRAL 19t é?‘?tWIS’E]é‘F Y% nit on the nunber of
nodes that can exist in a network. This limt can in
some cases be difficult to deternine and can have

many causes, i.ncludin cee radlo ran t he
Rehiabiltizr fAiioa seithy lﬁgr ugjcation befepy the

fr eg\%ﬁg% He%%”é E%{iger%lblle (c.ﬁalfe?lg[e aﬁ%h@@%e&%d@o is used in

ban eér case 1s nOWN

CONGRIFiRfs it BHEER RHR B ervhtLLRS S HEATANGH CRidreRre many
systens presently deployed, which aimto solve these

pr ogban®s dftisterfavarideaivideatsyratation, sullvdingthedypbloébuilding
only, at the expense of making the o %her prob| e

wor geategiglfsuseyls pEhes w@e@(%&w@?&, apg ?ﬁ’&]e&FS gg%&b%de the
betw .nodes. In such systems, each node needs to
knoWi4é™®at h to every possible destination, through a

series of internedi ate nodes. This |nprg%§§§

r 3 iSsalability - Most Relsverkadays A8SHRRSS IRt fragber of |

Messa be r. peat e n

 ead RSB g A e Or Pt it AR e ARE

| T QRLOR @@cefﬁuﬂe? ah8 can have many causes, including exceeding
radio range (the distance between nodes becoming too great), or more

frequently, consuming all of the available radio bandwidth. This latter

case is also known as congestion.

There are many wireless communication systems presently deployed, which
aim to solve these problems. Most available systems solve one problem only,

at the expense of making the other problem worse.

Some systems use explicit routing of messages between nodes. In such
systems, each node needs to know the path to every possible destination,
through a series of intermediate nodes. This improves reliability, but has

some consequent disadvantages:
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transit fromits source to its destination. b. Each
node needs to know the path to every possible

wale®Bioyresé on, whi ch nmeans that each node needsPC€DAL2008/000151
the nenory to store that path. c. Such a system does
not scale very well, because when one transmtting
devi ce wi shes to conmmunicate with several receiving
devices, it nust have routing for each of those

destinat | PRSsadddendPbé A& S by _@ﬂlarlg) b Am Ol ABAYs, leading
the size of these tables is limted. d. Scalability is

al so | i m toealldng {un-eiré sime forgegitven pietesoftinfdrineativeess it ds in
repeat nultiple nessages over a |arge nunber of

devi ces o‘ifaﬂ%}‘él‘é@,mitﬁr‘)@ulféitﬁgtsﬁéﬁa @h. on the size of
the network. An alternative approach to that described
above ibs Eachiyoderheald tp ldicsye tvepath tocateey fpossibaddstination,
source node.to each destination node. In this case, a
separ at e WE‘ ang giat kasl nede dgedstp havethegugmasy ta gtore
t he routit@%ﬁgiaﬁgovery process. This is because routing
di scovery shoul'd not take place when a nessage is to

be transm tted - it uld add to nessage delivery

| at enc§. PHEN @eystem ég%la@# ?F@ledY%ré’dVéufaO%ﬁﬂ%Wﬁ‘@éd@et 0

be coordi b0 al | ow each node to i.nterrogate the
other  nodiansifitife e RN REEPrklu S Bk o derel
desti nat i @Qej ¥@ices, lifntisBRRY ORGSR drash ior e dehe
same probl ens descri bed above and invol ves very

conpl ex pdestissions. Dae petlcophydided loyitaonh enelnsep\he gize of
O her systens uyse a_techni que known as "nesh"

net wor ki niges¢ fbles ig limited.

d. Scalability is also limited by wireless congestion due to the need
to repeat multiple messages over a large number of devices or

nodes, this being dependent on the size of the network.

An alternative approach to that described above is to dynamically discover a
route from each source node to each destination node. In this case, a separate
phase of software execution is needed to run the routing discovery process.
This is because routihg discovery should not take place when a message is to
be transmitted - it would add to message delivery latency. The separate
routing discovery phase needs to be coordinated to allow each node to
interrogate the other nodes in the network, and find a path to each
destination. However, this approach suffers from the same problems
described above and involves very complex processing to perform the

dynamic discovery.

Other systems use a technique known as “mesh” networking. In this
technique, each device that receives a message retransmits it, so that the

message propagates to all edges of the network. Mesh networking provides
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techni que, each device that receives a nessage

retransmts it, so that the nessage propagates to all
we@dwem9ako t he networ k. Mesh networ ki ng provi deBOEAU2008/000151

reliability because nessages can be repeated nmany

times. However, this technique still has a nunber of

drawbacks, including: a. Because nessages are repeated

by many nodes, adding nore nodes to a network can

| fhy; ' Rigea®RPHRAGiAks T16WESEr, this

betgégo@hhglé&g%% E%L%%vr\}ng gstsstﬁg%é;ca{lzlal\)/%ngﬁerressages repeat ed many
techhitie®. still s agqudneof idsawbhdiey, indrediegsed | at ency, or

the need for higher bandwi dth than woul d ot herw se be

needed; and, Cp.SAIR MBS ALANLABIDISHRNY Rles) ARliag

specific node to be desnénat ed as a céntral controller

t o coor di nat enidre raygkes 40 baretwbrk ben gqetoy kaudetcongestion

obj ect of the present invention to provide a nethod

and syst emyhirgf ReR 8koahak 010 Sfbaridevidth by

di sadvant ages of the prior art. VMMVARYCF THE

| NVENTI ON Acc biagtiripgrriessage repsdated peaty tdineshd conesprence is

invention, there is provided a nethod of per ssing a

Transmi ssi on withar incaeased detensy rarthe meed fae ‘P&’g'leﬁork

including at Least .qpe,.,device that 1r ] th

Transmi ssi on i’ﬁ&aﬁ?gﬁbm %ﬂglégéeggléhrg{héﬁsdﬁdéggg
receives the Transm ssion, the nethod conprising;..

recei ving the SPmmEwesk spbHoHing REstaE TeguiR & Sperificgipde to

. h csion: d e )
devi oo that aberbasrperar o S BRI HERIGEIG RIS e
previously r e%‘ﬂe}‘ﬁ‘ijoﬂ BembadRsi on; and

It is an object of the present invention to provide a method and system which

addresses at least one of the disadvantages of the prior art.

SUMMARY OF THE INVENTION

According to a first aspect of the present invention, there is provided a
method of processing a Transmission within a wireless network, the network
including at least one device that transmits the Transmission and at least one
device that at least receives the Transmission, the method comprising:

receiving the Transmission at the device that at least receives the
Transmission;

determining whether the device that at least receives the Transmission
has previously received the Transmission; and

actioning the received Transmission only if the device that at least

receives the transmission has not previously received the Transmission.
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actioning the received Transmission only if the device
that at |east receives the transm ssion has not
w@e@siogi2sd y recei ved the Transm ssion. | n one fRPCTIAULINE/000151
device that at |east receives the Transmission is a
Recei ver, and the step of actioning the Transm ssion
is accepting the Transm ssion. In another form the
device that at |east receives the Transmission is a
Repeater, and the step of actioning the Transm ssi.on
IS repeating the Transm ssion. In one form the step
In he 46HE " tHeH RGcathak ReleabhiRcsiQ¥s B TRRsnAbsibR&S4 Receiver,
receives the Transm ssion has previously received the
andirthe stepssi aptionimp thesEmndptission i angeptifig dins Hirasinoission.
Signature for the Transm ssion and conparing this wth
one or nore stored Transm ssion Signatures of previous

i ops, ,stored.i . i.ce.
In zofled 55 ot 6 floe HFIcAe AR e FRERERKISE 2 e

! \ 1T SSiOl f
Re%Q%? MRBHRsteh gﬁi At 6 8ind ?Pg g ANEfisE oA trgﬁead%ﬁ%dtlﬂ@t 0

i'ginating Transm t Identifier an
Trananseionsi on Identifier. In one formthe Transm ssion
Identifier is provided to the Transm ssion by a
Transmitter generating and transmtting the

Transm ssion. 1 n.one f.or he Transm Ssi | £
oS e bR RS R P PR RE AT e
PR TR SRl PRSI TERREle (ool
debbrmnidig a MhatdifissmBighhtiretohide Transindssiaroapd cepgparing

conparing the hop count of the Transm ssion with a hop
thisourth onkrasghoraistanetl Rtansatission SignatHeesfaHsHossi on i f

the hop count s greater than the h count .
TrpheR B, Freshi f Granony netih detes A ar igbiagcgivgs the
Tlgﬂg&lis%?cﬁ‘f, wi rel ess network. According to a second

aspect of the present invention, there is provided a

In one form, the Transmission Signature is derived from the product of an

Originating Transmitter Identifier and a Transmission Identifier.

In one form the Transmission Identifier is provided to the Transmission by a

Transmitter generating and transmitting the Transmission.
In one form, the Transmission Identifier is m bits in length.

In one form, the memory for storing the Transmission Signatures has up to N-

1 entries for storing the Transmission Signatures, where N = 2m.,

In one form, the method further comprises comparing the hop count of the
Transmission with a hop count threshold and not actioning the Transmission

if the hop count is greater than the hop count threshold.
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device for use in a wireless nulticast conmunications
network, the device conprising: a receiver for

WO e@ei09326g a Transm ssion; and nmeans for det erP@TATIZN08/000151
whet her the Transmi ssion has been previously received;
and neans for actioning the Transm ssion only if the
Transm ssi on has not been previously received. In one
form the device is a Repeater. In another form the
device is a Receiver. In one formthe neans for
determ ni ng whet her the Transm ssi on has been

In pnefdrayshy wiedlessmetvwookps a sewlticestnsireless neveild ng a
Transm ssion Signature of the Transm ssion with stored
Transm ssi on Signatures of previouslyreceived
Transnm ssi ons. r : i ce f r :

AR A28 Bt AT Bt LY BB S Wk provided a

de Vi@ RSSO w8 L Bieast ddn@Reni@itions rkewvik, ehesigvice
network is a nmulticast wireless network. According to

compkigingd aspect of the present invention, there is

provided a w rel ess conmuni cat.i onsnéf)r otocol for a data
t r aREPREIERISRT TEFAVIHSH DRSSP frane structure

Cr anerrp e e tif SRR Thefhitdbn A8k Bebd pPSdously

recfe'\?éddaﬁar a Transm ssion ldentifier associated with
the fransmission. In one formthe frane structure
f ur irtahs ¢onpeticreing ahe Teastmission oy ifdhetlrhhehibsiar has not

hop count associated with the Transm ssion;
been previously received.

In one form, the device is a Repeater.

In another form, the device is a Receiver.

In one form the means for determining whether the Transmission has been
previously received comprises means for comparing a Transmission Signature
of the Transmission with stored Transmission Signatures of previously-

received Transmissions.

In one form the device further comprises a memory for storing one or more

Transmission Signatures.
In one form, the wireless network is a multicast wireless network.

According to a third aspect of the present invention, there is provided a
wireless communications protocol for a data transmission, the protocol
having a frame structure comprising;:

at least one data field for data to be transmitted; and
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In one form the hop count is cleared by an

originating transmtter. In one formthe Transm ssion
wo dwapdfser is an identifier set by the ori gi nBtT/AY2008/000151

transmtter. In one formthe Transm ssion ldentifier

is unique to the transm ssion for that Transmitter. In

one formthe Transm ssion ldentifier is limted to m

bits in length. In one form the Transm ssion

Ldentifi It Lo . v .

o AtitdsFonk s AGRRARA REALR AERE R o PR AR 0 il
asbOGARABRIth ¥BéE TraMenibs@msm ssion ldentifier to O.

DRAW NGS The invention will now be described with

reference to the follow ng drawings in which: Figure 1

Inﬁﬁ &E?@ﬁ?‘g %{:{%lpﬁlrgeﬁl | Catg(%%griggszgﬂ%gﬁs ¥ tor? Emtul{]tefield
fof SRS EAALLAR: AL AR P Tl Bsihye devi ces that use

FesSs conmuni cat 1 on, one transmitter, two
receivers and two repeaters; Figure 3 - shows a subset
of the network of Figure 2, showing the Transmtter

Inaone fola, thaoh®e peantisslearpd diyi angotigimatingdransanister ssi on;
Figure 4 - shows the arrangenent of Figure 3 with an
original transm ssion and two repeat transm ssions

I ASEN B e ORGP Rhtifiek i PAH ?degmtffie‘? ROVSy he origi ating
tTansn ssion frame Structure accor I'ng to ohe aspélcﬂ
a8srhi@rl nvention; Figure 6 - shows the frane

structures of the original transm ssion and the two

In one form the Transmission Identifier is unique to the transmission for that

Transmitter.
In one form the Transmission Identifier is limited to m bits in length.

In one form, the Transmission Identifier is incremented with each
transmission, up to a maximum of 2m - 1, after which a further increment sets

the Transmission Identifier to 0.
DRAWINGS

The invention will now be described with reference to the following drawings
in which:
Figure 1 - shows one possible application of one aspect of the present

invention in a room;
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repeat transm ssions of Figure 4; Figure 7 - shows a
transm ssion frame structure including a hop count
w0 p@Ba9S2F) gure 8 - shows the frane structures PET/EUZO8/000151
5 wth the hop count field of Figure 7; Figure 9 -
shows the exenplary frame structure of the frane
structure of Figure 7 wwth actual data; Figure 10 -
shows a net hod of actioning a transm ssion according
FiofrOPE s §\97§%tre P@atﬂfl’?éﬁ&‘he%&%itﬁrﬁve': d8HES éﬂa@g
hows t actioning a transm ssi on accordi ng
wirele3s eoﬁﬁﬁ@ﬁicaﬂbn; withpsresteahshitieeiw® fecebitera aRgpaat er ;
Figure H B- shows the nethod of actioning a
repeaiesri ssi on according to one aspect of the present
invention, at a Receiver; Figure 12 - shows a nethod
of processing a transm ssion according to anot her
: t [ ' .
FPESL iRl SRR aP YA O 2 FRAER St Pl
aral & (W O Bepeatafididpeatiag RRe baifk tianenfisseent 1 nvention,
at a Receiver; Figure 14 - shows a nethod of
processing a transmi ssion accor di ng to anot her aspect
of the present |nvent|on sln p coynt, at a
Figuged g ahovs e ASangema afd e o S o Isbivh e atssion
t ew
atﬂ%gm&rg% e%&%ﬁﬁgﬁggf’épg?gg%% e |nseé:I%19 gajgand Figure 16
- shows a structure of a device for use in the present
i nventi on. DETAI LED DESCRI PTI ON Vari ous aspects of the
Fignes & atshiomsentransmisisidn fremelsérutitgamserdling trwme aspect of the
.detail, in the context of a building control or hone
INYERHABL i on system It will be

Figure 6 - shows the frame structures of the original transmission and the two

repeat transmissions of Figure 4;
Figure 7 - shows a transmission frame structure including a hop count field;

Figure 8 - shows the frame structures of Figure 5 with the hop count field of
Figure 7;

Figure 9 - shows the exemplary frame structure of the frame structure of

Figure 7 with actual data;

Figure 10 - shows a method of actioning a transmission according to one

aspect of the present invention;

Figure 11A - shows the method of actioning a transmission according to one

aspect of the present invention, at a Repeater;
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under stood however, the various aspects of the present
invention are equally applicable to other network
wa@ppsiogasi ons, including but not limted to, eRCEAURM8000151
the range of wireless headsets and wi rel ess conputer
peri pheral s (such as keyboard, nouse, printer and
scanner).Figure 1 shows an exenplary application of an
aspect of the present invention as applied to a
donmestic home automati on system O course, the
exanple could equally illustrate a commercial office
Fig@te UIB osh®lH die ARphdd 3f actionihg al'_ti‘éjtdshﬁséiontal&ediﬁiﬂligi to one
shown a network 10 of devices arranged in a room
aspacti ofdha preseadinventidre atiaeceweper f or mi ng vari ous
functions. In particular, there is showm in this
exanple, a television 3, audio system4 wth
. a [
FgAREE) PAREnaRRLRIR P RRtectly p HensBLL SR S Y ke
aspact ofi B8 Feskt infPentich, ahd Régeawa) | controller 8 and
renmote controller 9. Each of devices 3 to 7 are
devi ces that may be controlled by controller devices 8

.and I.n one aspect, renote controller 9 may . al so
Figar Pt SR & corimpgi dfgirogemsins  BANSBHRSIR 2GReig 1 another
' . I i.onally directly
asggéﬁm%ﬁégeggg%@%}ﬂﬁ{é\% %Z(Se‘c?%{v'teg 7. For exanpl e,

curtain 6 could be drawn and opened via the user

operating wall controller 8 directly, or by the person
Figeienty ¢ ehhowe a coethiod| dfgrroessingee trlapsmigsidny acamtling to argpther

wal | controller 8 via repote controller 9. Simlarly,
aspegiisthe Present ¥R EME R hen cBHNbRAt 818V St her wi se

dimed at wall controller 8, or the user could contro

the roomillumnation directly via renote controller
Figurévw byh6@#3tRASO AHIREOmeRiERidepréto¥bBsth@ORAE the point

ontroller 9. It will be understood that these devices

atamblichhi sevarcoangeniationsubxeygl @anyboinsyrtednahdny ot her

set up could be used, including nultiple roons,

mul tiple

Figure 16 - shows a structure of a device for use in the present invention.

DETAILED DESCRIPTION

Various aspects of the present invention will now be discussed in more detail,
in the context of a building control or home automation system. It will be
understood however, the various aspects of the present invention are equally
applicable to other network applications, including but not limited to,
extending the range of wireless headsets and wireless computer peripherals

(such as keyboard, mouse, printer and scanner).
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bui | di ngs and any ot her controll able device such as

cof fee machi nes, security alarmor nonitoring systens,
whewsne26r appl i ances and ovens, as well as of PCT/&U2008/000151

equi pnent including printers, facsimle nmachi nes and

t el ephone conference devices.It wll also be

understood that the various aspects of the present

invention may be used with a wide range of _

F%@m BhoRisi 9 Exeph Pl PP applisatich dFart RaRRt HERES }%lt?e@gnﬂ vention

CT Patent Application . PCT/ AU20(4/ 00105

aq appltabicod 8emestie hibind @etothietitirosysedmpOK c@fmuﬂiecadahgg?r

tem and _Protocol Using Automatic Repeater" ;

] it BT P o rOmers OlfiGR 66t 0D 0655 APEiRBtEn.
015811) entitled "Radi o Network Communi cati on System
and Protocol "and PCT Patent Application No. PCT/

20041, §RIOBENOWRA YaltwOASTPd) denikéd éﬁQn%éEPE{ L36&1 1
Detection in a Non-Dom nant Bit Radi o Net¥or

ha@cnganvirataw 8, Syesd eritest pefemhingey s tnisdfanstiohs. da¢hretular,
whi ch_are hereby incorporated by reference. The _

theze 1sshowi grihis examplee ajgelexision praudipisyptermd il aspsiated
led i.n nhinatk.on with an ne _or nore the .
siaRelsche A TR BREnS Srlh M Rin ERi ol St 6 with
as88ciRRIH 1 9a A3 Iigh’cs%, Pb o s PP@ WEFNCSHHOQQPQ LAkt
entitled "SelectlTve Comuni cati ons Networ

coAdrdiarénal ity", the entire contents of which are
hereby incorporated by reference. \Wile the various
aspects of the present invention will be described in

t he nt.ext, of. a | t.i cast, or "point-to-yulti-pojnt"
R 17 S S B R s
j r ' t PRy ' .
S4TGBl B0, Sy SRl o
thea cappbol eaklt of devips ito ¥,0spoéllhs opEGHAINY Ealet@fTontrolling
system in which transm ssions are sent
eac% of devices 3 to 7. For example, curtain 6 could be drawn and opened via
the user operating wall controller 8 directly, or by the person using remote

controller 9 directly, or by controlling wall controller 8 via remote controller 9.

Similarly, lights 7a to 7d could be turned on or off or otherwise dimmed at
wall controller 8, or the user could control the room illumination directly via

remote controller 9, or by controlling wall controller 8 via remote controller 9.

It will be understood that these devices and this arrangement is exemplary
only, and any other set up could be used, including multiple rooms, multiple
buildings and any other controllable device such as coffee machines, security
alarm or monitoring systems, hot water appliances and ovens, as well as
office equipment including printers, facsimile machines and telephone

conference devices.

10
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directly fromone device to another. It wll also be
understood that the repeating function takes into

waewsny2st he fact that a device could send t hePGHAB2008/000151
message down through its comrunication protocol stack
(fromits application |layer) several tines. Each copy
requi ring transm ssion by the top |ayer of a protocol
stack has to appear in the destination node(s),

Tt AIEARE BE flefltodi @fla%gt@%a]?ﬁuis %S%Q&s Uf‘ﬂ%{ I!DIyQISQIQt inyenti D

network. Thi's nmeans t al thou several® nessages

mapeaisedheithaneid ot digeafontathtatioay pistoeblstdieh as those
protocol stack, they are consi dered separate and

defcsibed dn BSyT Pakent é‘g&dtdatignfl\li@df(EBhAUZﬁOt HeD106%er ,
| cati | . Fi
OWRERES (saar STl FRed B odkehmantrnation ﬁé’feeaﬂ and
it Tl fi. t
PRiBISh g T Al erfliRES ST RBE G No
PEE¢ A A804R01058 (WOROGBY 01BEEN eneddtraidid Net@ork he

devi ces may al so perform any of the functions (i.e.
Cammueighties Syreenband dsatsicel tind PEASPHtent Agplioation No.

P@izm@gi/9@9522W@§9@0?ﬁ2§§t%%{tiﬁé)d%@fﬁ{ifri:@g é%é?@g: i
. j ' L: A ans s a
NPRISSRREIAERAD, Rebbfl: Conthanfdlibh Sy’ BRNGMYE:

corders ofehth apwiRedeatetiereby indd@p6iated biRrefEnREPeEAL er
RP2 are out of range in this exanple and can only

, i 1 581 ' P, U .
TS ARSI Ao BRSFRLE A oI

A BIRG BIbASA R aBH e B sdHHeSy drit s e@?eMs of th@irR®ntions as
received by Receiver R and Repeater RPZ2, and,
desatibed i adipendiRey Anstilian Arguiseort] Patesst Agpplidaitian @rtitled
,,sa d ,sukéet of the network of Figure 2, show ng
elective Communications Network Functionality”, the entire contents of

which are hereby incorporated by reference.

While the various aspects of the present invention will be described in the
context of a multicast or “point-to-multi-point” wireless communications

system in which a transmission is transmitted to a plurality of receivers at
once, the various aspects of the present invention may also be applied to a
“point-to-point” communications system, in which transmissions are sent

directly from one device to another.

It will also be understood that the repeating function takes into account the
fact that a device could send the same message down through its
communication protocol stack (from its application layer) several times. Each
copy requiring transmission by the top layer of a protocol stack has to appear
in the destination node(s), irrespective of what goes on in the underlying

network. This means that although several messages may appear the same to
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Transmitter Tl, a first Repeater RPI and a second
Repeater RP2. Transmtter Tl generates and transmts

W e@seE2s&i on M, which is then received by fiPGI/AU2008/000151
Repeater RPlI, which then retransmts transm ssion M
as M' which is received by second Repeater RP2. RP2
will then retransmit transmssion M' as M", which is
then received by first Repeater RPI. In arrangenents

theaip pHERtioN 14gre BE tIR pFARbEoIAERES Hiey i reldBsRISSE Bt parat
[ n\}gﬁti on, ?Bigarst Repléat er RPl wil Iyo{rﬁen quter ansnﬁral\ﬁ and

digtint by thehieprating lfuntiimsie the deweethyagadia bymseaeiogtion
repeater RP2 and again retransmtted as M"", a fourth

P%gﬁp Sfae originaltransmission M. It will be
appreciated that this will continue until some |imt
on hops or retransmssions is inposed. Figure 4 shows

Figlige 2khangmeenoblaly AbFRork o dvicdNRc19W] aefraﬁaﬁ&‘c& T1,
of the present invention applied. I'n this ®exanple,
a firsiRapentearRMA, awetdnd Repsatet RP2amsdrifissti ReveMeritl gid a
wll be received by first Repeater RPI_which then
secarsl Reenives ke Hrveill Bappcimouss that anisif ghe Hevicee atayealso
ater RP2, will then retransmt cees
Pt BRD G SR fRl Slort(Fe. o it by B BRpLR G fransmitting,
o 1ReéivY i
SR Tl ah aTRREA, b (RS elinbll” (o BB i Least
thpifesetien imdieatedon, the device, being in this exanple
first Repeater RPl, will only repeat or retransmt one
copy of a given transm ssion. Because first Repeater

Pl has already retransm.ited M as.M', it wll not
ARGt PERrEh Pt 2T R TR Lot fsthdisrinsig p11.
wh _ iRbl j r .

S8 SRR R ol RGP KRl 678 ang
RepeaterRP2atreeut dfrrakgs in Tik exh@plsadd ciedubetbdeRft ances
of congestion in the network. [n one formof this
trapypaissiopsMi yéa Repeater 841. fi r st Repeater RPl knows t hat
it has already received and retransmtted M

Upon receiving transmission M1, RP1 repeats the transmission and
retransmits this as M1’, to be received by Receiver R1 and Repeater RP2, and,
incidentally, R2 and T1.

Figure 3 shows a variation and subset of the network of Figure 2, showing
Transmitter T1, a first Repeater RP1 and a second Repeater RP2. Transmitter
T1 generates and transmits transmission M1, which is then received by first
Repeater RP1, which then retransmits transmission M1 as M1’ which is
received by second Repeater RP2. RP2 will then retransmit transmission M1’
as M1”, which is then received by first Repeater RP1. In arrangements not
employing one or more aspects of the present invention, first Repeater RP1
will then retransmit M1 as M1””” which will then be received again by second

repeater RP2 and again retransmitted as M1””, a fourth copy of the original
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because of a special marker providing a unique
transm ssion signature. The transm ssion signature may
wheoosiegaspor ated directly in the transm ssi on, POI/ATENPS8/000151
be derived froma Transm ssion Identifier for that
transm ssion in the data frane of M, as wll be
described in nore detail below. In one exanple, the
transm ssion protocol according to another aspect of
B S T T
on hops BRkétdansrhidsione s ithyoddde Transm tter that
originally transmtted the transm ssion, a field 22
for a Transm ssion ldentifier to identify the
particylar fransm ssion, .and a . field 23 for the actu
Fifire 4 $HoRs the BRaReeRsgr of AIEF PaHetopie. ot Mlase Pepeiioapthe
' P . . . h ' .
P RO P e R e A0 Bhe harsBlE TE B it
trineadBsRMAVEWhIChGRECKe fdcehvisl byafifkt Ripeftd RPIOWHIdNEERN
fields could be changed as desired, as would be
refiipgie tsdoeandmission Marasdvil'swhidhad receivérbbusecorid Repedter

reciated that the arrangepents _shown |n Figures
Rgfgﬁg@o Wlﬁas@erar%msew é@é\ﬁ{n@%m 26 é\?b oi Whichif épadentally
' [ a Ul to t rel ess.
SO RS RISl AT i, LR
acebFdificevefth Wnidd pexesiitha ipredtak nRintidde ti 808! being in this
transm ssion M, the repeated transm ssion M"
exanaple first Bepdnter RP$ i witbpehytiepe®Rir michnsiret dne téey of a given
ansmi

e Rporish (hpapssier RPT Banaleads hirammiiad Mg M1,
TR A oIS U PR BB
R sl diane ot Bp) P QUi oSl i
3, padtthous ithe cya'la!u\sitﬁl'&ﬁzied]e;en\m&)kdm.i”ﬁhiﬂ; hdasls ex aeghieed Bstances of
cc;n}g%gt'ién far? ’(cjheanef:tlweolrﬂ. In one form of this aspect of the invention, first
Repeater RP1 knows that it has already received and retransmitted M1
because of a special marker providing a unique transmission signature. The
transmission signature may be incorporated directly in the transmission, or
may be derived from a Transmission Identifier for that transmission in the
data frame of M1, as will be described in more detail below. In one example,
the transmission protocol according to another aspect of the present invention
provides a data frame 20 having a field 21 for Originating Transmitter
Identification information, to identify the Transmitter that originally
transmitted the transmission, a field 22 for a Transmission Identifier to
identify the particular transmission, and a field 23 for the actual data to be

transmitted. This frame structure is shown in Figure 5. Of course, any other

fields could be added according to the particular application such as Header
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23 for the actual data to be transmtted. Once

transm ssion M has been received by first Repeater
WORI08/09R50 Wi | | check the transm ssion signat urBCEAU2008/000151

descri bed above to determ ne whether that particul ar

transm ssion has been received by the first Repeater

RPI previously. The transm ssion signhature may take on

any form to allow the transm ssion to be uniquely
andiBalorfaedk fldlda aﬁﬁtﬂ@r&dbf‘of’\éﬂeg@ﬁgﬁﬁg ey be %hﬁﬁg’e(f‘as

uni que identifier such as a network a gress, t he
desizds p$ wsiudd beiwgrbrsioe drigytheepedesn sletledl inrhaart,

conbi nation of the Transmtter ldentification in field

21 and the Transmission ldentifier in field 22. This

f:hql Vi g 4ni gue signatur or each. transm ssi on.
Te 0L PO B e S0 o SR i R Fisiwrend ond dain
16 fdeaatt OpbigtRe ' ichfs LLLE
? ha\‘/eﬁt@he sa 3 Tra g%&s‘gﬁg%eglgg%%t?? l??lgégi&gr \}lglgle%gvﬁgt%sa
medtitasbwiigilesatcongndeaidacient eygterty. ansmi t t er) does not use
the sane Transmi ssion ldentifier for any of its
transm ssions. To provide for uniqueness, each

FiHENY P P R et i e HHCR ey et v o

tralReeisBien ™1 %@%g@gﬁ%&%@ﬁ@ﬂ.ﬁii‘ﬁr;ﬁ%@ﬁ@dﬁ@ ﬁ?sr;c Raepeater

Identifiers in rent transmtting Vi ces.

Rifleamébthe furthér repedied teassneiagioR N1 D eramdhiited by second
identified, the actual Transm ssion ldentifiér in

Repeafer B2 imljigwee dni que across al | transni ssions, and
the actual Originating Transmitter lIdentification in
field 21 need not be used in this application. |ndeed,

1t fdrebdlsdeh AEE - IS ansi ssi on
fr famesi n thi gdggé%pﬁﬁggg%g%u@%slg%%nfgk g%%(e)tfr{grlr%atrl]%g of
Transmitedryldedeifitation Mhith 0T sxd@Ple RAYeMEAEIRM infGRation
the first Repeater RPI has determ ned the transm ssion
fos T tpnsmuitter fldrin Figure 4, field 22 for the Transmission Identifier to
identify the particular transmission, which in this example is ‘123", and a field

23 for the actual data to be transmitted.

Once transmission M1 has been received by first Repeater RP1, RP1 will check
the transmission signature as described above to determine whether that
particular transmission has been received by the first Repeater RP1
previously. The transmission signature inay take on any form, to allow the
transmission to be uniquely identified. In a network in which each device has
a unique identifier such as a network address, the transmission signature may
be derived from a combination of the Transmitter Identification in field 21
and the Transmission Identifier in field 22. This will provide a unique
signature for each transmission. In this case, one or more different
transmissions from different originating devices (e.g. transmitter) may have

the same Transmission Identifier, provided that each originating device (e.g.
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transmssion M, it will conpare this with
transm ssion signatures stored in its menmory from
Wee@siest y-recei ved transmi ssions. |f the conper/ABzmNs/000151
results in a match, first Repeater RPl wi |l determ ne
that transm ssion M has previously been received by
it and it will not retransmt transmssion M'. If no
match is found, first Repeater RPI will store the
THdrRRE RS Q3 it HRANE Sarhe 'Tr%srhfésioﬁﬁld@ﬁgﬁfe'x_fcﬁj %ey of its
retransmt M as M' as seen in Figure 4. F gur
trghewissidms. To previderfor atmignemdss exthttransnitsas devide .
. Upon receipt of transmssion M', second Repeater RP2
ngrements fis4ven tdxprsmjssion dgnsifies sadntiviegh transwétsst maved
Lp.Jts ry 4from previ oysl y-recei yed. .t ransni.ssiqns. .
ek T s BOGHD SHp bk e Thruvep draiiers
inRfffcirdr RO facy ey (ransmission M has
previously been Teceived by it and it will not
retransnmt transmission M". If no match is found,
second Repeater RP2 will store the transm ssion
Ing getarQrkanswhicly devieesican nedieruniguelyrid entified thractued
M" as.se i,.n. Fi.gur Figure 6 shows t frame for
Betagity f@%ﬁﬁﬁrdﬁi}?‘f@ S srnbo R Qﬁ?@ﬁmlonsf
arld BRSPS OflgMating! TIAbnTRRPRIGHASR oM RS ReblRBHbe
the transm sSion Signature. e I'gl nat 1’ ng

uskranshistdpeplichtiont Irfdeeds field 21ndddeh6t Balpresbht 41580 4 S
the sane as in transmssion M, and the Transm ssion
tragpanispipndramg in itlis ¢xaatple. Obtwuse hey ot msansof uniquely

Jtrapsm ssion .M. ieldin i dentical transm ssion

ldg?ﬁﬁ’é?%?’?n%“fsﬁ%‘?él %%dgf’felaqffi rst Repeater RPl's
menory. The resulting match will indicate to first
Repeater RPI that this transm ssion has already been

Onectievedt Rogedtet RENdizk detd nhiyiel] th@ BdnSMidsionbighalide for
retransmt it again. This wil|l break the continuous

transopigsioniM, ibmilyconepateshisi witl tiansnebsion sigriadufdsgtvredin

.. above. . . I .

its memory from previously-received transmissions. If the comparison results

in a match, first Repeater RP1 will determine that transmission M1 has

previously been received by it and it will not retransmit transmission M1’. If

no match is found, first Repeater RP1 will store the transmission signature for

M1 in its memory and retransmit M1 as M1’ as seen in Figure 4. Figure 6

shows the frame for retransmitted transmission M1’.

Upon receipt of transmission M1’, second Repeater RP2 will compare this
with transmission signatures stored in its memory from previously-received
transmissions. If the comparison results in a match, second Repeater RP2 will
determine that transmission M1’ has previously been received by it and it will
not retransmit transmission M1”. If no match is found, second Repeater RP2

will store the transmission signature for M1’ in its memory and retransmit
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Wiile the frame structures shown in Figure 6 includes
field 21 for the Originating Transmtter

wo despyfscati on, it will be appreci ated howevePCT/AER008/000151
this field need not exist if other ways of uniquely
identifying each transm ssion are used. In a further,
optional formof the present invention, if the device
receiving the transm ssion is a Receiver, the sane

MPGENe aQ?eé}{sﬁlclﬁi *&?94?@_8\&?{3 §eNoWs thek@mhe RRWBMBhsmitted
Instead of not ré€transntting the transm ssion, the

traResgdsv@t MU’'1.l not accept the transmssion. In a
further, optional formof the present invention to
provide a further refinement to the operation of a

VBB 189 IR ST an Dine R Rgates & Toqub bR

thd £RE&h&sRn ﬁgﬂ&ﬁﬁg. rﬂaé Eﬂ]%%%?ﬁmﬂéﬁﬁ%? 1@ntifid®®nAn field
message can Be copi ed (ndhber ops) assists in

21'0(i¢ vieed§ i8ghe ¥pnesisan teinstissdnMK and theransmiidsadn

woul ddegr ade perfornmance by excessive |atency, and
Idéreiffer indiehd 22¢ inalsathe sameaadn slansmassiom yht, Yaeldmg dor k

B S R AR
o SR I8 YOG e AT sn

hab Qh‘@&dj& bebf$e@ived 8] SetiBnaBittdddseitpheVdcoiy Vil not retransmit
described in relation to Figure 5 -and are | abell ed

it agador Hhia gVl breplke the cominyqus ieblagseissien cyele dieperibadyin
Transm tter Identification information, to identify

relafentp 4igdre 8148°Vehat originally transnitted the
transm ssion, field 22 for a Transm ssion ldentifier
to identify the particular transm ssion, and field 23

Whié thdgatd sahctddssHowvib e Floans Biihdlades fisld 21 forabpect ,
additional field 24 is added to accommodate the hop )

Oxdgimating Transmitter Identification, it will be appreciated however that this

field need not exist if other ways of uniquely identifying each transmission

are used.

In a further, optional form of the present invention, if the device receiving the
transmission is a Receiver, the same actions as described above may be taken,
however, instead of not retransmitting the transmission, the Receiver will not

accept the transmission.
In a further, optional form of the present invention to provide a further
refinement to the operation of a wireless network, there can be placed a limit

to the number of times that a given message can pass through repeaters.

Placing a limit on the number of times a message can be copied (number of

hops) assists in preventing expansion of a network to a point that would

16



10

15

20

25

This hop count field is cleared by any device issuing
a new nessage or transm ssion for the first tinme (be
WO 2008/0IR28Msni tter or a Repeater), and it is i NPCEABN08M00151
by each Repeater that the transm ssion passes through.
In one form Repeaters refuse to copy a nessage that
has a hop count above a given threshold. Figure shows
the sane transm ssion frame structures as Figure 6,
i e‘.[’fﬁb'?‘% A er bound
deﬁ‘ag]]%? efgf&}?%arlwrélﬁ u%gg%ilﬁe éégégﬁcy??gﬁg{m Ss ioogl(ag Er3 grrepr
onhhes affoan® of et otk biedwidth that cartlee @édyby ae-tragismissions. In
Transmitter Identification which in this exanple,i

on¢ et thiciatachieviedftor addingra hep coynfrfighlite dhe fianspission

Figyre 4, field 22 for. the T i ssion j )
frap N Ve EAETHFoIOT SET SLrom B 1y “prnd 2
Th? )gﬂggtl’h?eé eldsZte éhéa 8 af sl vfdi’fsg‘ A6seddh ERitRN to

ransmtted. Freld 24 has a hopg count of O,
FigiireGpaMl airs 1dbelledracghrahglt Bpevifiedlyo field 2Wifdd Obiginating
appreciated that in these exanples, a cleared hotg
Trowumitten dd entification inforsnationto dderriydhe L rangmiteyithabl e

oriégrlpajﬁf %gxgégltgegipé}%ﬁﬁ%s%#&gﬁﬁ%ﬁ‘sﬁ;%&'gsﬁ%%%gsos&on Pentifier
to w&gﬁﬁg R‘gﬁé\d&%ﬂ;@an%}ﬁ%ﬂr@ ﬁﬁwffe@d by fcfnl it 2 R RIERI 8 to be

e transm ssion signature as

traf@aGHbASH BRONS deligsidl fRldns ihaddddes agantmodhter the
transm ssion has been received by the first Repeater

hopRlouptevi ously. In an alternative form Repeater RP
can first check the hop count in field 24. If this is
cl eared, then by definition, transm ssion M can not
have been received by Repeater RPI (or any other

Thriseﬂcgﬁgs{l)lf RERV %El%lré(d bg %glgw&et R5uiBla £&0 A€dsage or

accordrngly, such as retransmit tranSm ssion M ~as

tradrlsaiiss1bh $bOthelirst tifdre(beribad raigmitten o af Repdilter) amdbitasn
in Figure 8 shows

incremented by each Repeater that the transmission passes through. In one

form, Repeaters refuse to copy a message that has a hop count above a given

threshold.

Figure 8 shows the same transmission frame structures as Figure 6, except
that in Figure 8, the additional hop count field 24 is included in each
transmission frame. M1 has frame 20 with field 21 for the Originating
Transmitter Identification which in this example is identification information
for Transmitter T1 in Figure 4, field 22 for the Transmission Identifier to
identify the particular transmission, which in this example is ‘123, and a field
23 for the actual data to be transmitted. Field 24 has a hop count of 0, since M1

is the original transmission.
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that all fields are the sane as for M, except that
the hop count in field 24 has been increnmented fromO
W 2008/0932hEen this optimsation is used, repeat ePCRRIU2008/000151
will still store the transm ssion signature inits
menory. It will be appreciated that first Repeater RPI
may also or in alternative to, determ ne whether it
has received the transm ssion M previously by
: O . C oy ly
A oL PO NS S5 SRLHES 1B BRI,
nii@@tic valid of 0Feoweveshay Futhbl ¥dhié codddbdaes] RPindicate the
preclude the use of the transm ssion signature. Upon
clearedi gt rorhapsdrment, skepending on sgcondtRepsat er RP2 wi | |
see that the hop count is not cleared, and therefore
cannot assune that it has not received this
L.SSd f ' G i h t.i.0
OhcHMANA B Bsockiteb Byt 83Fret RIfE ek Ref RPTR Wheck
thehfashtibdon ksigraterd Wand €RtiBed labobe k®WeldMhiRE QRIther that
threshol d, second Repeater RP2 may then continue to
patéicalaritranswrissite has bebraseqeivad by she/first Reipeatbr RP1
transg)ih sion M' as previously discussed above wt

h
Prexi@RbndB A lirgafee B Ransatordp keuntrst shagk the hep gpunt
. , 2at er. RP2 t
ingt (907 (Rnde16 ERURLE RET BY URRRA oY o) g P have
be@h re8dived Hyaegedtd REO(drityt 6&@1‘5%5)%3%%2 FMx}iousl , and

previously. If for exanple’the ho t hreshol d has
RéymaersePl tan &t acherdinglye stichapretoamsimio trahsirdsdieh Ml adhe
threshol d and_second Repeater RP2 wi|l proceed with

tranrenispieniMi orl heame struckueifpt Miy ag shpwini ing'ighee 8 shows
bt S SEASLRTLE AR 67 B Bl RO SRR Hf 2 s

belehaREIENSS1 10 $ronh tbflelvfmémﬁﬁ& %?ﬁnﬁgﬁ%ﬁ & dddddy ge% RP1

first Repeater RP2 wi deterntne that transm ssi

will stilhsiorptleviranshissioeesighaitee weits Byerhbryand it will not
retransmt transmssion M'. If no match is found,
first Repeater RPl will

It will be appreciated that first Repeater RP1 may also or in alternative to,
determine whether it has received the transmission M1 previously by
reference to the transmission signature as previously described. The presence
of a hop count field does not require its use in determining this, and does not

preclude the use of the transmission signature.

Upon receipt of transmission M1’, second Repeater RP2 will see that the hop
count is not cleared, and therefore cannot assume that it has not received this
transmissjon before. In this case, there is the option to compare the hop count
to a preset hop count threshold. If the hop count is below the preset threshold,
second Repeater RP2 may then continue to determine whether it has
previously received transmission M1’ as previously discussed above with

reference to Figure 6. If the hop count is equal to or above the threshold,
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store the transm ssion signature for M' in its nenory
and retransmt M' as M" as seen in Figure 4. Figure
w@2@k0s5¢ he frane for retransmtted transn ssPONANRGIDS/000151
in which it can be seen that the hop count in frane
24" has been increnented again, to 2. Upon now
receiving transmssion M", first Repeater RPl wl|
agai n check the hop count and conpare this with the
SR SR ORI PSR 00 Uy s

ofswhethel be mop iidesadseivod ¢che thinbigssidraNslmpssvionsly.
signature. The Originating Transmtter [dentification
in field 21" (if used) is the sane as in transm ssion

as_|i he Transm ssi on entifier i ield 22" is
te}p e inbie i RoR T BB G0 5ot o B theriatragnit hop count
O e G e S PR o AR B R D il ThOER ol the
cheallifeppeevioud tdceiptReneahpariffthd fahsthi¥sfort $ignsHire Svigh
has al ready been received and retransmtted by it and
trapsmnissigin digmaturessstorabin its imenzepyi fnomTprieyiously-rerededd
t he conti s retransm ssi.on cycl e _descri bed i )
RGP RS 1 EhY GRPEASaD SRt Frn 4 Al SECVRERSRSFRER Wil
. % 2 n .
o AnER OB M0 B PSR AP Yy bR
nohetasmey traf¥¥miskidnadi 1 baeAo heseh Vb, FirstSR e FRRREARET will
RPlI previously. Again, while the frame structure shown
stpre thiedrarsn@issinolsiglegufé frdVI21inf ity miehreor@rangi redtansgit M1 as
ansmtter, ldentification, i i1l be appreci.ated
ML 36 SEp & Figaire dnBieaadtenaiy e arpg rr%@y@naﬂeg
' Ldent iy C 1§sSion. are used. 1n.a
ek WEPHh R GRCPe HrE LR ROEnRGReme 2o has
béehqng@yﬁ&ﬁeagggiryit@g. the transm ssion is a Receiver,

the sane actions as descri bed above may be taken,
Upon now receiving transmission M1”, first Repeater RP1 will again check
the hop count and compare this with the hop count threshold. In this
example, the hop count for M1” is 2, below the hop count threshold of 5, and
so it then proceeds to check the transmission signature. The Originating
Transmitter Identification in field 21" (if used) is the same as in transmission
M1, as is the Transmission Identifier in field 22" is also the same as in
transmission M1, yielding an identical transmission signature to that stored in
first Repeater RP1’s memory. The resulting match will indicate to first
Repeater RP1 that this transmission has already been received and
retransmitted by it and so it will not retransmit it again. This will break the

continuous retransmission cycle described in relation to figure 3 above.
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however, instead of not retransmtting the
transm ssion, the Receiver will not accept the

WO e@ss9a286i on. Figure 9 shows an actual exanplBCDAU2008/000151
transm ssion frame for a transm ssion that nmay be used
in a network applying various aspects of the present
invention. In this exanple, franme 20 has field 22 for
the Transm ssion identifier, as previ ously descri bed,

f
e R S e
thef rinrefafgsiti thatiARndgdo 351" fdoakdleds of WhedH dihdt it had
data | engt field 23 for the payload data and field
beem lfe©¢1Ve:&CDyefrlllS© Rephaiek REdduevioTisly. above met hods are

now described in general terns with reference to
Figures 10 to 14. Figure 10 shows a general nethod

Ag&ﬁlo'?/\mlfégthtacfreﬁﬂg sﬁrﬁﬁﬁﬁte sﬂgﬁféﬂg‘l gﬁis S8 nd &nﬁé gnﬂ {24 the

device s as a or a ce Y,

Oﬂgh\mﬁ{g Dfardaitie e bderfific@tion, ﬁ@vﬂl%eﬁﬁﬁ@@i’aﬁ&l Hat this f1e1d
(generated for exanple by a Transmtter)is received by

needlenefeaxisgtdf ottier vehsi dfeutifjeelyddertifyimg sadhgahemidsivn are
Transm ssi on has been received by it previously, at
ssefiep 51. If so, then the device will not action the
Transm ssion (step 52). If at step 51, the device
deternmines that the Transm ssion has not been received

Iy furthdiebptiBnall i€ dflthWigrbsedit HeREH N0 ifSthe @e@?teat@@elvmg the

action the Transm ssion. The form of action to be
trarzdoeissionl ik ati&cds/(eerﬁhersamdogctiohne at ylescritfedielvovemalydse taken,

exanpl e |f device is a Repeater, then_the action
hW?Yefbngtt%ﬁ %é@%reﬂ@pswﬁ%@mtfanwﬁésmaﬁh@rﬁ@giw willfnot

e Recel ver, the action wll be to accept
ac‘é%ztﬁ?lr ansnrfc‘lnlélg?l n. It w II be understood that just

because a device is |abelled as a Repeater or a
Receiver or indeed as a Transmtter, this does not
Figure 9 shows an actual example of a transmission frame for a transmission

that may be used in a network applying various aspects of the present
invention. In this example, frame 20 has field 22 for the Transmission
identifier, as previously described, field 25 for a Message Type, field 24 for the
hop count, field 21 for the Transmitter identifier, field 26 for a destination
address, field 27 for control/data length, field 23 for the payload data and
tield 28 for CRC error check codes.

The above methods are now described in general terms with reference to

Figures 10 to 14.

Figure 10 shows a general method according to one aspect of the present
invention, for use by a device such as a Repeater or a Receiver in a network of

devices. At step 50, a Transmission (generated for example by a Transmitter)
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mean that the device is capable only of that function,

but just that it perforns that function for a given
w@edsoys2sdt may be that all devices are capabl BCDAU2008/000151

transm ssion, repeating and receiving, but have been

al l ocated one or nore of these functions, either

tenporarily or permanently, within a given network as

required. Figure H A shows the general nethod

is égﬁgﬁgib?gthgﬁebﬂ%t. THE eV idR@Henh Qefdrfiihes Whe@hOMBe as
used by a Repeater 1n a network of devices. At step
TrarPnission AR Peka searivéd bnér ptesibdsly, astapbk Ibyo,dhen the

Transmtter) is received by the Repeater. The Repeater
devhenillorasrtinn shafeanasmissing (YN 1 af BitPIs disedevice

ool SSThe Pt PSR TP RV L g
oAl ehSoahankeRy B ognfpmegt o et o1 nes

before, then it will proceed to step 103 and
retransmt the Transm ssion. Figure H Bshows the sane

procedure as woul d be undertaken b [ t,
Thadermgfastian ke beitaksn Witk ba dﬁt@&g]lae @Sle"g't%\éi’lgg P% Hg}ﬁ]icé-SFor
exanple, at ste 0,a Transmj.ssi r.at 0
ex Rk ahs e andrrkr s s e dbith e fateiChr .,
ret;grgﬁsrgﬁf:ﬁ*{evﬁrangﬂl‘?%i%%tlﬁﬂm MSAcMef Redeivdle tHe aftso well ba to
as been receive y It previously, at step 201. If
ac&Pt thE FraridieisReacitvetll bé ihdestomt tepjustihecTnsrs devist én

(Step 202). If at step 201, the Receiver detern nes
lahelled asreRapeatendsa Repeitasonindesd @s ar Bagspatien fhisidoes not

L B 15345 B2, AP o
tn AERGBRUPA KRR R, IRSE HIRhBOLP dBPM DBt S

Separately, I nat{ on. in a given

trdiRhY9dikn, RPRaBhg ABHeeREPREY, Bus have boen nHovated omayr more of
enpl oy the nethod as set out in Fi qur es . )
these functions, either temporarily or permanently, within a given network as

required.

Figure 11A shows the general method according to that described in Figure 10
above, as used by a Repeater in a network of devices. At step 100, a
Transmission (generated for example by a Transmitter) is received by the
Repeater. The Repeater then determines whether the Transmission has been
received by it previously, at step 101. If so, then the Repeater will not
retransmit the Transmission (step 102). If at step 101, the Repeater determines
that the Transmission has not been received by it before, then it will proceed

to step 103 and retransmit the Transmission.

Figure 11B shows the same procedure as would be undertaken by a device

that is acting as a Receiver and not as a Repeater. In this example, at step 200,
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10 and HA, and one or nore or all Receivers may enpl oy
the nmethod as set out in Figure HB. It will also be
wap@ens2emd t hat when a Receiver i s described BGI/AU2008/000151
accepting the transm ssion, this nmerely neans that the
transm ssion is to be considered for whatever other
processing the receiver nornally perforns. This other
processi ng may include taking some action in response
a T&Qnérﬂﬁsfoh?ggéﬂél%%é&fbr Qin PRy SrarishatdAes deasaddbythe
the transmi’ssion for any othér reason appropriate to
Retdieer MihefRueivies there d é@rminkesnyhether the Fraremidsiondes been
Turning now to Figure 12, there is_shown one specific

recepren lf itquevipusly, etsteprdlgtiser Hienrbedineeber priguict ageept
nd i B RPN AT SEL e AR e
Trzlirgs%‘gi'sé’i%ﬂ Hallrdyt D8R $8etwd LBy DESbR:, théh bl %%Qéd tdstep

one by checking the Transm ssion Signat
20% ded acidirdhallemssmissidat ai | ) at step 301, and conpari ng
(step 302) this with any Transm ssion Signatures from
previ ousl y-recei ved Transm ssions that it has stored
in menory. If at step 303, it is determned that the
Transm ssion Si.gnature of the gurrentldy-recei,ve
te RS P dEtSFoek T A ahufh Pl f Rl G RBUAGE pray be
LSy ¢ CEAHSs, iR aSifen AlAvbik, Whk o
e A ar R B S R o Ao el
mdre Redpeataddd thd nétsvalitraayrengdoy Had nteblesd as setroutrintfégures
to the Transm ssion Signature, the nmethod proceeds to
10 endg 120 8ndrprgrercmorger P fegeiverssngy esnpley fﬁ? anethpd 8 §At
S%gﬁaturg %n menory and then retransmts the
outPRRGHEdiBn in step 306. Figure 13 shows one form of
the general nethod as illustrated in Figure HB, for
the actions taken by a Receiver. In this form the
Recei ver receives the
It will also be understood that when a Receiver is described as accepting the

transmission, this merely means that the transmission is to be considered for
whatever other processing the receiver normally performs. This other
processing may include taking some action in response to the transmission,
but may also include discarding the transmission for any other reason

appropriate to the end function performed by the receiver device.

Turning now to Figure 12, there is shown one specific form of carrying out the
general method of Figure 10. In this form, the Repeater receives the
Transmission at step 300 and then determines whether it has received this
Transmission before. In this form, this is done by checking the Transmission
Signature (described above in detail) at step 301, and comparing (step 302)
this with any Transmission Signatures from previously-received
Transmissions that it has stored in memory. If at step 303, it is determined

that the Transmission Signature of the currently-received Transmission
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Transm ssion at step 400 and then determ nes whet her
it has received this Transm ssion before. In this
WO 2008109280 s i s done by checking the Transm ssiPCI/AU2008/000151
Si gnature (described above in detail) at step 401, and

conparing (step 402) this with any Transm ssi on
Signatures from previously-received Transm ssi ons t hat
it has stored in nmenory. If at step 403, it is
matidies thanefth pratoldip-récanedTes@nisSoaNatarhetfd ?f'&eeds to
currently-recei ved Transm ssi on mat ches that of a
step B84 i wdligh theBepeatedaesndtseimnsmitiderfnneohigsioc 46 s
t tep 404 in i.ch the Receiver does not accept_ the
step 0% Iderminad that AFE S Benalrh to dhe Bramsmindan Sigaature,
t i C . 1sslon Signature, the
R o R e B RS E e St X

Tragisptieort BirnbtaRsi Hsh@ry SndAkH tetrhAsARTPRY TR mission in
accepts the Transmission in step 406. It will be

stepdber st ood that sone of these steps in Figures 12 and
13 may be perforned in other orders. For exanple, with
reference to Figure 13, steps 405 and 406 nay be
reversed, i.e. the Transm ssion may be accepted and

Fighp@ﬁ’; Eﬁ'&gﬂ)ﬁ@ ?&ﬁ%f?ﬂ%g&?ﬂgi Hefh O Ys Hﬁls%ltcﬁ%%(g “ijrtl Epgure 11B,

menory. FIgure sho net'hod accor
for ahohdteins taksh B o RecegenelathisediedheRebbigdl feckPres!the
this form use is nmade of a hop count as previously
Tragesdssitredt stapd@f aind thendetermings efheBlos:, it hhe rdepeat diis
recei ves. the Transni ssi on _andchecks the val ue of the
Tfaﬁl&lﬁ‘l%%?}h%’egreﬁﬁetﬂﬁ itiS 1HHORE gwbscqgog.dw flrapgEnigsion
: i ' 2 h
Sigfighih (ASIRbTBLIein el oFhER 0. 2iq BhinaRe (Hiao)

thishwadhsifyS B8 8ioh Sigr?ﬁ%dréérfﬂﬁﬁ%qévﬁiusgf-%be% to
retransmt the Transmssion. If at step 502 it is
Trageméssidmsethat Hadtastsheredop roemnoty i 1§ ahetep @B it éxidetehmined

thod proceeds to step 504 to determ ne whether the
thaﬁﬁhﬁ@aﬁmlﬁ%orll ighatere Ofthe cugrentlyeseivgf d ransmissiqry

maflibEHHe 28 ﬁé@@io&sﬁkﬁr&o veéd JI’lrnatmsrerzclgsel(()er({l,s’che method proceeds to

step 404 in which the Receiver does not accept the Transmission. If, at step
403, it is determined that there is no match to the Transmission Signature, the
method proceeds to step 405 in which the Receiver stores the Transmission

Signature in memory and accepts the Transmission in step 406.

It will be understood that some of these steps in Figures 12 and 13 may be
performed in other orders. For example, with reference to Figure 13, steps 405
and 406 may be reversed, i.e. the Transmission may be accepted and then the

Transmission signature may be stored in memory.

Figure 14 shows the method according to another form of the general method
of Figure 10. In this form, use is made of a hop count as previously described

in detail above. At step 500, the Repeater receives the Transmission and
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the threshold, the nethod proceeds to step 505 and the

Transmi ssion is not retransmtted. If the hop count is
we@owalo2e0 or | ess than the threshol d, the net hpdI/AU2008/000151

proceeds to step 506 in which the Transm ssion

signature is checked and then conpared with stored

Transm ssion Signatures in step 507. O course it wll

be understood that the decision point could be

ch% <seﬁ{ee\¢al %I‘P tﬁ?ﬂ{}g Qﬁn’gr SR rﬁﬁ.’srﬁﬁsidﬁ gﬁ?stte]% 501. If the

ransm COU IS € r excee

colum id @é@%@tﬁéﬁ tbél cka@dmtslwl 502,3k€ R@@eﬁr@r khewk thireit has
Transmi ssion Signature if tHhe hop count is less than

ndthrecditied sho T tansnfiissipn beépre508] procdeds de*aieprﬁ(ﬁe‘.d refransmit

the Transm s n Si ture of the_ curr ly-recei ved
th?r aﬁewsse}%?%%ﬁ 82 802 e dgtermined thaj £ Iopeosing dgfiot

r e 0 r
5}1@31%? pea er dé;ebsC eg@% H) &? ﬁ 5@ ﬁ?g glfe%&lﬁ‘é gﬁée%g‘grsﬁh%g%ﬂ (fcdqmt
is #dss -°th§1ﬁ’a BsetithrdshollB LA ASriiRdd HRRRe hdpROuiREbRdteds
to the Transm ssion Signature, the nethod proceeds to
ths tthmsﬁfbl@ ithe wlmthbdtprecd%elqs gatstap 51ScarebthenErafisanissivms & mot
Signature in nenor i ncrenents the hop_ count of that

refragfgwited; Iéﬁh%bon CPanstS@aueh@ eintest i therthugsbield dhehe

LR B0k B S0R e 80 S B0h H G BB

arfl tl%%orﬁ’é&reﬁr@ltﬁ]s@@reahler_aﬁ_ﬁ’l?i'iéﬁdrpglgﬂﬁhﬁ'egﬁ‘? 8ic e307I Of
accordan with the specific formof the net

coteseitivbididbenithlersedt tat ¢h¢ dedEsignrpitdcatidve smilédtecbeuch that
i dentical except that instead of electing not to

the dirpagigifsion wélotrramm@sttqshl the Bopepunyisrequal fo er gxgeeds

cept..t he nsm ss I ned

BB Sk B MERR Rl i IS iR lgh Mgncare
if Efe WGP Lokt AINCRINhE BdsRolACUNAY ste 8IS AR BatePBTeR that

nmor e the various nethods as described above
thpMeghermissitgh Siggiaturead phe tumently-received Transmlssmn matches
that of a previously-received Transmission, the method proceeds to step 509
in which the Repeater does not retransmit the Transmission. If, at step 508, it
is determined that there is no match to the Transmission Signature, the
method proceeds to step 510 in which the Repeater stores the Transmission
Signature in memory, increments the hop count of that Transmission by 1 in
step 511 and then retransmits the Transmission in step 512. Again, the

particular order of some of the steps may be changed, such as the steps at 510,
511 and 512.

The operation of a Receiver in accordance with the specific form of the

method described with reference to Figure 14 above will be identical except
that instead of electing not to retransmit the Transmission, the Receiver will
elect not to accept the Transmission, as outlined in the general method for a

Receiver with reference to Figure 11B.
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m croprocessors using software described by the
foll ow ng psuedo-code: Transmt by a device that is
woedsogesat i ng as a repeater: Make new transn BST/aL2008/000151
identifier Set transmssion identifier field of
message to transm ssion identifier C ear hop count
field of nessage Transmt as normal . (A nulticast
transm ssion systemwoul d nean that all devices in
range, including repeaters, will receive the nessage)
Reception by a device that is not operating as a
repeater: |F nmessage hop count jis clear THEN Accept
Variaysalpyieasavishte astwerlamay smpploy mnsmon mope gk Higevarious

mindses Heea T df ho bt TR P R rmesage
mtﬁh%‘x%?:é’srs%ﬂ Qsity JBkSh A6 SNbd by "cﬁé‘ﬁiﬂdwi?ﬁ e}?a‘u‘éaw-&ﬂe:

S operati’ng as a repeater” - where nessage
originates in the repeater device Make new
transm ssion identifier Set transm ssion identifier

Trah§hsk BYf o WedaRYRak & A6 PHFLERE YR 4 FPBhtel! er

Make new transmission identifier

Set transmission identifier field of message to transmission
identifier

Clear hop count field of message

Transmit as normal.

(A multicast transmission system would mean that all devices in range,

including repeaters, will receive the message)

Reception by a device that is not operating as a repeater:

IF message hop count is clear THEN
Accept message and process it as normal
ELSE IF message signature is in my history THEN
Discard message
ELSE
Accept message and process i1t as normal
Add message signature to my history

END IF

Transmit by a device that is operating as a repeater ~ where the message

originates in the repeater device

Make new transmission identifier

Set transmission identifier field of message to transmission
identifier

Clear hop count field of message

Transmit as normal.
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Cl ear hop count field of nessage Transmit as normal. (A
mul ticast transm ssion system would nean that all

wa@lewsoeRs0 n range, including other repeaters, RT/AU2008/000151
recei ve the nessage) Reception by a device that is
operating as a repeater: |F nessage hop count is clear
THEN Accept nessage and process it as nornmal |ncrenent
the hop count field of the nmessage Add nessage

(4 ALY BrelodlYoilhh SEOEN PUEHPIdR HEPSRASVIQL gyv%{g%',

transm ssi on nmessage signature Is

inbhaling wiHdiENpBh e ea elInResiae eh&EhBEsAeyept message and
process it as normal |F the nessage hop count is
within limts THEN I ncrenent the hop count field of

t he nessage Add sage signature to ny history Queue
RGREHIGELILN dorise thek fedPer FHIS A SSPBATERD | F END | F (A

mul ti cast transm ssion system woul d nmean that all

devi' ces in its ran i ncl Ud+f!;1%b0t her repeaters, wll

recdi VeS1I78 M¥s§3Y e)lsll %leéaﬁe odi ment, there is
m ni malAagedi fmegatdeonrndfrrokest ithgepmroressi ng and | ayers
i N a NoMRBRdhtCOMMRE CAdUn@Ne 11 at OC @he Sted6Kge This i's
achi evep%dblxésslage signature to my history
Queue the message for normal transmission
ELSE IF message signature is in my history THEN
Discard message
ELSE
Accept message and process it as normal
IF the message hop count is within limits THEN
Increment the hop count field of the message
Add message signature to my history
Queue the message for normal transmission

END IF
END IF

(A multicast transmission system would mean that all devices in its range,

including other repeaters, will receive the message.)

In one embodiment, there is minimal modification of existing processing and
layers in a non-mesh communication protocol stack. This is achieved by, in
one form, allocating two new fields - the hop count and the transmission
identifier. These fields are populated and managed by a new communication
protocol sub-layer which is inserted between previously existing layers of a

protocol stack.

With reference to the ISO Open Systems Interconnection (OSI) reference

model for communication protocol stacks, the data link layer usually includes
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one form allocating two new fields - the hop count

and the transm ssion identifier. These fields are
w@opalg26@ and managed by a new comruni cati on PCDAT20B/000151

sub-layer which is inserted between previously

exi sting layers of a protocol stack. Wth reference to

the 1 SO Open Systens Interconnection (OSlI) reference

nodel for comruni cation protocol stacks, the data link

nrf#g?’é {{%sing ﬁglc#g %?o(}ﬂ?olﬁf\/[g&é S?Ig{?ard}%elf? hI’Iél\CoC eesfsérm, the new

ayers. I'n on ew

oD LRI b-FatyRr hppedrsap fleatcsp o arl &(i&t‘ﬁgg SIA&Myers, as
exi sting MAC | ayers, as shown in Figure 157 The new
showm ireligure 45r Bhienewdubelager ishrefaviaed tESHeN AGMESH sub-

e TR R
P )L SERENB Wl i BB PE S 068 A8 5P

thef thObpa ofPYsiBl thdriBinkis$iBA i a8 devices in which
the invention can be applied, or the possible place of

i mpl enentation in a conmuni cation protocol stack, or
t he hist?ry cache sizing and access nethods. Figure 16
Thyse wxamplesdpprhiyany waylasitithe rengeotidevices woghighthe
. ex | e device.Tl,, RRl and/f.or.RP2.in Figure 4) .
inGE Rl BY aPBE L e RGPy R BaF oL et Rehin o &
co%hhhfdélt@h{}omcﬁ steRLSHPWMR BB P RN 19% LRIAGEESD tO
a transceiver 602, via an optionhal 1 npeddnce matching
methoclsi t 601. The transceiver 602 is in turn connected
to a mcroprocessor 603 for passing received and
transmtted data information to software running in

R RSBt o 4500 H %ol o
dH8& BIEEPT n@ )bt RP2 in Figure 4) according to one aspect of the present
invention. In particular, there is shown an antenna 606 connected to a
transceiver 602, via an optional impedance matching circuit 601. The
transceiver 602 is in turn connected to a microprocessor 603 for passing
received and transmitted data information to software running in the

microprocessor 603, as well as control data.

In a typical implementation, the antenna 606 will be custom designed to suit
the device. The impedance matching circuit 601, if present, will be designed to
suit the antenna 606 and transceiver 602 as will be understood by the person
skilled in the art. The transceiver 602 could be either a discrete circuit, or an
off-the-shelf transceiver IC. Such integrated circuits are available from many
manufacturers including, but not limited to, Texas Instruments, Motorola,
Chipcon, Nordic, RF Monolithics, and many others. Some transceivers include
automatic impedance matching, and such a transceiver would remove the

need to include impedance matching circuit 601.
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t he device. The inpedance matching circuit 601, if
present, wll be designed to suit the antenna 606 and

wao cassgesver 602 as will be understood by the PEr/avmo8/000151
skilled in the art. The transceiver 602 coul d be
either a discrete circuit, or an off-the-shelf
transceiver IC. Such integrated circuits are avail able
from many manufacturers including, but not limted to,
Texas Instrunents, Mtorola, Chipcon, Nordic, RF
Monol it hics, and many others. Some transceivers

Tﬂmh&ag_r@éég%%dscwhm@ SROER tBRIrERdita s@Rsbls UaPadty to

transcei ver woul d renove the need to include i npédance

oparatelthagonimanicati6f probterolitbe oqpreatiegsord fe8iving fuleions,
chosen to provide_a suitable capacity to operate the

|
ancoamuathesfoeignoiesisd ofithe dexieH0Pnly pical macrepypgegsors are

f [ , d f o i red
a0 P S eBm Ny e A i HR LA BEA RS T8 b rontanm
Zi'I%SFrS@GHIfeEJ‘ST,Ue{ﬁd fharl dff.ng Atmel, Texas

InStrunents, Zilog, Freescale, ST, and nmany ot hers.

When the sel ective nesh repeater function is used in

conj unction wth the comunication protocols described
Wihen ghe selaetive meshaepeatpriynchiopde see@ iy oxygunsiian with the

AU2004/ 001053 amil PCT/.Ag{ﬁ]g\OM 001054, a smal |
COMTEFBIPEORSEGOWT HESB G Y <TiF A F 5Bk of

P@&%@@%@@WZMT'{ g&qug_oa Z'F%@lfose REHAPETIAYBI002PHS1054, a

ry 1s sui e operating frequency of
sthalenfienoipeecds6r wiith aerotehetedy eI tbpOKafagrogram memory
re]%gl ations, and choice of transceiver 602. For |ow
a to Ferfaapesating vagiablc(ResM) mearpery sastitabls t he
wor | d include 433.92 MHz, 868 MHz, 916 MHz and a band
| ocated at approxi mately 2400 MHz. A nenory 604 is

QVi Lnf i
e T e T
reitRitonk] &id chéice of ethnkeeidd0602. For low power operation,

frequencies in most parts of the world include 433.92 MHz, 868 MHz, 916

MHz and a band located at approximately 2400 MHz.

A memory 604 is also provided to store information such as software
instructions and data, including the transmission identifiers referred to above.
It will be appreciated that memory 604 is shown as a separate block to

microprocessor 603, but could equally be part of microprocessor 603.

Possible devices having a hardware architecture that may be used to
implement the various aspects of the present invention include the x585xA
series and the x588xA series of wall switches sold by the present applicant,

Clipsal Australia Pty Ltd.
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It will be appreciated that nenory 604 is shown as a

separate block to m croprocessor 603, but could
we@owalodigsbe part of m croprocessor 603. Possi bPE&I/AU2008/000151

devi ces having a hardware architecture that may be

used to i nplenment the various aspects of the present

i nvention include the x585xA series and the x588xA

series of wall switches sold by the present applicant,

AP AR ARoB o AR R S

be%’f’dh'?@cﬂb?%oﬁﬁﬂ%ﬁﬂgrthé rhéifeaP hehdi§Aizd BN YmSdrdrétesddie
croprocessor. Practical mcroprocessors have finite
Praetivail ypicprpeveessbrgharsefinite arenodyi, préverdingedse of an infinite
_transm ssion | denéi fier, and simlarly pr evglqti ng an
sizeds it amsraispiostigeptiger, engrsinlesly i ey eratiing pRdpanite fistay of
been abserved.in.the past. This aspect of f{he
eRoBRoPDrnp AR et r R e Hes ol 1 ow
operation wth the small anmounts of nenory avail abl e
in many | ow cost m croprocessors. In one exanple, the
THis asysaet vf thrgindentioashesfor@providds o fefinemesgitoallow
identifier. Therefore the possible transm ssion
oplegiatien widy thegoall peounts pemeznyy ayailablednmany lew cople
transm ssion identifier range is N = 2m Using binary
MUFPRHEILS: once the transmission identifier reaches
its maxi mumvalue (2m- 1) a further increnment wll
cause the nunber to overflow and "roll over" back to
In@neldxahtple, xargisenittihe doiRbouye wh kil bit etathsndssion édértifier.
N-1 previous transm ssion identifiers (or_ Transm.ssion
Theirgfioze thepossiblapramsprission idensificre velldipinHhagange fer2™ - 1,
coul d 1 eave entries.in the histgry when.the . .
ang} D dFATEBRHON ARV RPIDRANBE T & oot USePipghy axjiupetic once
th€ HeShiXab i iRl Wachds iRNAT AL ANAIAE o LUFh fuftPlePY
appropriate sizing of the history store, the
inbi@edrithi 8l caluBathé fuhtbed 36 dvifldw BAd “roll over” back to 0.

In this example, the history will hold no more than N-1 previous transmission
identifiers (or Transmission Signatures if appropriate), because anything
larger could leave entries in the history when the transmission identifier rolls
over. The roll-over is effectively re-using a transmission identifier, so by
appropriate sizing of the history store, the identifier that is re-used will be
removed from the history before the re-use occurs. If a re-used transmission
identifier is left in the history, it may be possible for a receiver or repeater

device to discard a message that should actually be accepted or repeated.
Performance of a Repeater device will be compromised by inefficient search

of the history, inefficient expiry or removal of old items, and inefficient

insertion of new items into the history.
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renmoved fromthe history before the re-use occurs. |If
a re-used transmssion identifier is left in the
wWhe@Bo93250 it nmay be possible for a receiver orPCEAEANEN00151
device to discard a nessage that should actually be
accepted or repeated. Performance of a Repeater device
wi Il be conprom sed by inefficient search of the
history, inefficient expiry or renoval of old itens,

Aﬁé&ggh{gﬂc a{rfdtﬁ 3%%?55’3 %Eerﬂ“?%élﬁt%‘ff 'ﬁ'i‘ﬁ*letrr Ig?mﬁyﬁcahon

Accor t o ‘anot'her aspec t'he
is :pﬁyeﬁBIel bammanf\gl thé18ize Dif M hfstd‘z@'ttqu iI1SerRBies bb I&®sbn this
imting the size of the history to N- 1 entries or
cabegbe historshissirpdieto hold dremplete spaninhthesigssio ieatifiers

e B8 e T TR LBl AHES APt SBHI Frasian of
th§' g@H’c S'Hh%rhlgtfo e%gﬁ)rgpﬁcei%étﬁpné)\;dertr{%dmosoteolre%qc?\;q% $hey

ens. heve are sinp
ar@‘éﬁﬁ Wf(bx?éred?riﬂtehhvﬂﬁ\ﬁew REmsand the Qu&’cb?}t' 8fcYe BhR b@eﬁé’%@ asa
operate as a circular buffer with only a single update
ciggolartberfferiwitbmale g single upidatd peinteransni ssi on
Identifier has 3 bits, then N=8 (23) . In this

exanpl e, the history store will ideally have nore than
tr| T hi st
i e e oY L o S B A i RN o

this SAhEpIE; Sthelms@mytsﬂﬁé vﬁﬂqaea gy 1&@\% frdrB&hdi Qrémlésswﬂhot
i dentifier has 4 bits, ‘N = 16 and the hi story cache

moruthdniodmri2s. "Bheﬂ,hl,sﬁyrﬁ stoIR, t&eﬂeﬁiofe.’hn:lthmlékaiﬂpkercaiﬂwld
entries. In this aspect, information is |oaded into a

2 Sty entriasc brinpihepesagple whaee ﬂwﬂaﬁmf@wrstc%ﬁné@er
o RN R aBe b SRR SRS S gri ure 1
SEEAMN peabiduo picces, of Inormlion @
a MAC_I\/ESH sub-l ayer. Furthernore, as
In this aspect, information is loaded into a history of incoming messages. The
information stored in the history is a Transmission Signature.
In the minimal implementation, the Transmission Signature is specifically
made up of two pieces of information: a hop count and a transmitter
identifier, implemented in a MAC_MESH sub-layer. Furthermore, as
previously described, the size of the history cache is chosen to be slightly
smaller that the span of possible transmission identifiers. The approach then
assumes that each incoming message is compared to the history of previous
Transmission Signatures, and those incoming messages whose signatures

match will be discarded. Those incoming messages with a Signature that does

not appear in the history will have their Signature added to the history.

Because the signature includes identifiers of finite size, in particular the

transmission identifier, some fields can have a binary overflow where excess
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previously described, the size of the history cache is
chosen to be slightly smaller that the span of

w@omsio260 t ransm ssion identifiers. The approaediI/ALz008/000151
assunmes that each incom ng nessage is conpared to the
hi story of previous Transm ssion Signatures, and those
i ncom ng nessages whose signatures match will be
di scarded. Those i ncom ng nmessages wWith a Signature

. h
% 195300 BB, AE gl ALK Loty Sl
bdcReb UdRS (0) dBNHiS b Fﬁiw&éd{‘ 'tﬁeesﬁé é?thé ﬁsﬁﬁg% Shiafer B

transm ssion identif some ds can have a binary
thewpaf lob thewreneméssiers kit iess, ehejhﬁ;dmycbadorrmftfcaﬂy "agey/ out

causi ngbt he val ue_of that identifier to roll-over back
Olticsrnifé% Y emplmdding nexs éntrfﬂsweaé@ tqpeo fspldestgmtiing

] h .
r 3 hfinte ol S BruShisstaT R SR EPeChity ngg SBRT T Ggeton
1d6ﬂﬁf1é1%5ar910 $i @y, sl vngnnﬁweﬁmﬂtla%r QY& trhRSMiRRPEoes

dest entries. 'F’or exanp e, if the transm ssion
thmigh tHis sequesee addotihien statﬂtseangamlfraintOr Hrtholdstbonhas a size of
identifiers are 0, 1, 2, 3, 4, 5, 7. An increnent

7 eartrigp, thgnit ﬁraaﬁgm%@aléﬁ ﬂg@:@@etthafdugmmg sniyiagfeeme single

t hen tar t he hi a size
e Ul RHRY e bt oo ST Rl Yot 3Ecairh whien
Sm@ﬁ@;@ ?g;ent ries froma single transmtter will occupy
ry as (for exanple) so that it contains, when

0,412, uny enpty: 0, 1, 2, 3, 4, 5 6 The 8th nessage
(W|th transm ssion identifier 7) will cause the
& prepsags (voith sramsprisgiemidasitifier 7y avillicauee the Iristory to,
ssage (with transm ssion

Copaaéﬂttﬁqsél?lsﬂ?n\kﬁ?li‘ﬁ Hse the history to contain
7&[@;%{1} §,56 on identifiers:

The 9% message (with transmission identifier 0) will cause the history to
contain transmission identifiers:
7,0,2,3,4,5,6

and so on.

It can be seen that prior to inserting the incoming transmission identifier into
the history, that identifier was not present and so the identifier was correctly
added.

This approach works well for perfect transmission. In the event of a lost
message however, then an incoming message may have a transmission
identifier (which is being re-used following the roll-over) which is present in
the history when it should not be. This causes newly arriving messages to be

discarded erroneously.

There are a number of solutions to this situation, as described below.
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7, 0, 2, 3, 4, 5 6 and so on. It can be seen that
prior to inserting the incomng transm ssion

w0 d@spyf2s@r into the history, that identifier MFAN08/000151
present and so the identifier was correctly added.
Thi s approach works well for perfect transm ssion. In
the event of a | ost nessage however, then an incom ng
nessage may have a transm ssion identifier (which is
being re-used followng the roll-over) which is
present in the history when it should not be. This

Of@bslesiona¥hy uds A iléz&ig@g sPBS 5AHaAsthdsivh WiepE@iedeAND a
erroneously. There are a nunber of solutions to this

copistdeasblysmaderddstory Kfed ekainple, Grapasalf dtdremissiohdd erstéfiers
l.ar ggr sgg,n ?f transm ssion identifiers_ AND a .
using aperet 2 Bity I Raamaplenyelding transmigsighpdentitiers g gherange 0

a i ssion identifiers usj t its for
- SR LR LAY ek SRR Pall b8 s iqfshe span -
in"tARAAsO with Bdut B¢hiRkNg @ history with a size
approximately half the size of the span - in this case
with about 16 entries. Another solution is to prune
the history when an incom ng nessage arrjves. This
Appiher splutiondy 63 pawne &g histqry ghem A daroaingmepagefagyives.

t.he transmtter of the jncomn sage only. This S
Thip i PR ol o Rorien APy SeAral Grges it Hie fFansintes of
thi $8dthirfed egsea%@rd}ﬂg.grﬁie a8 KRS RF allbuAng arlgfgermgib@g,

of transmtting devices, and al so handl es”the tase o
whithuensefal foosicordingabe signatuea of alglge rdevberof ffarsmitting

nunber of | ost messages that can be handled wll )
devdeaseand alsothandies therAsse obsequientiablost mespagasifsemwrasingle

that ~are pruned.. In one form the pruning af the
adyict 35 BB S npl i e g el cpafspond to
the number of entries in the history that are pruned.
In one form, the pruning of the history for a single entry is slightly less than
half the span of transmission identifiers, and can be implemented for a newly

arrived message, as follows:

The operation “ Add message signature to my history” is changed from a

straightforward adding of the signature to the history:
Add message signature to my history:

Find the oldest entry in the history

Add the signature of the incoming message at this point

And instead this operation becomes:
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hal f the span of transm ssion identifiers, and can be

inpl emented for a newy arrived nessage, as foll ows:
wab@sogesat i on "Add nessage signature to ny hi BEDAY2008000151

changed froma straightforward addi ng of the signature

to the history: Add nessage signature to nmy history:

Find the oldest entry in the history Add the signature

of the incom ng rressage at this point And instead this

' ; , ge signature to ny history:
A%P%Q%@%%@?Eg% y In %ﬁe hi story- Add the

signature of the incom ng nessage at this point FOR
each history entry LOOP I F incomng transmtter ID
mattihe shentdept EntryiimttlmbiSTOﬂN | F i ncoming transm ssion
nur&‘iéls m)rethE]i1 x" y fromentry in the history

the signatie %FEPW@BW%‘/SSE&D&# HiERPINtE END LOOP
Where in the above, "x" is the chosen nunber of
entries to retain in the history for a given
trmg@}eﬁmt@@de ! "L@@[bd typically be about V the
span of the transm SSI on identifiers. According to

anot hedF asqaningpfrandmitiardDembtdhey entriydn histbey FHEN
provi ded a

" 1

IF incoming transmission number is more than “x” away

from
entry in the history THEN
discard this history entry
END IF
END IF
END LOOP

"

Where in the above, “x” is the chosen number of entries to retain in the
history for a given transmitter, and “x” would typically be about % the span

of the transmission identifiers.

According to another aspect of the present invention, there is provided a
machine-readable medium containing software instructions that cause a
machine to perform one or more of the various methods described herein, and
to cause a machine to operate and/or transmit signals in accordance with one

or more of the various protocols described herein.

Although particular embodiments of the present invention has been described
in the detailed description, it will be understood that the invention is not
limited to the embodiments disclosed, but is capable of numerous

rearrangements, modifications and substitutions without departing from the
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machi ne-r eadabl e nmedi um cont ai ni ng software
instructions that cause a machine to perform one or
woreee/0ef25¢ he vari ous net hods descri bed herei n, P@NAU2S/000151
cause a machine to operate and/ or transmt signals in
accordance with one or nore of the various protocols
descri bed herein. Al though particul ar enbodi nents of
the present invention has been described in the
det ai ] ed descri pti it will, be. underst,0 he
scopRyLIRT B1F e PR PEanY sht naTiapRg s PE il ey
i " I within the scope of
ap%g{lt ?Oca | né&z}\%%ﬂ!ségﬁttﬁ? ﬁﬁ%gg e%ﬁ?zﬁgiﬁ[fh % g\pl)lar ting f r%m
thgﬂmggggggygﬁﬁ@ﬁe i nvention. Modifications and
vari ations such as woul d be apparent to the person
skilled in the art are deened to fall within the scope
of the present, jnventi Thr.oughout -t hi s
Thigehirt ShirsgciticatioRencite FARHARSt it Rnlses dae somext
req%?{gs%)%efysﬂg,'dﬁ@%&tc&erc isel BRd “ﬁ{cﬁﬁe"%@\rf%ﬁ&ioﬁ%c}\ as
rnclude™ and variations 'such as "conprising" and
"corhpiabiugi BAC "Mdlhd e witldesiabdsiood torinply ke imdhsishof a
of  a stated integer or group of integers but not the
staeactindsgarmrgiroapyofintegers butonrirthe exgiusipn ofanhedge integer
The reference to any prior art in this specification
or BEOYHPL INdegRI8houl d not be taken as, an acknow edgment
or any form of suggestion that such prior art forns
part of the common general know edge. CLAIM5S 1. A
ThBBEfAEh Qf toRiSCHESE At iR tHTsapsdtissiion ismdthand shuiiteheisise
network, the’network including at |east one device
taltemads, tn ankno ieddreefit ainmnyi &3ioef arggestion gaaftsusherior art
devi ce that at | east égfgivef(%gf Transm ssion, the
forpes pawt of Shp EPBIRGN SRR KIAY'§4EE: Tr ansmi ssion at the
device that at |east receives the
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Transm ssi on; determ ning whether the device that at
| east receives the Transm ssion has previously
WO e@eises t he Transm ssion; and actioni ng t he PEDaiU«®8/000151
Transmi ssion only if the device that at |east receives
the transm ssion has not previously received the
Transmi ssion. 2. A nmethod as clainmed in claiml
wherein the device that at |east receives the
cilAgpgM ssion is a Receiver, and the step of actioning
the Transm ssion is accepting the Transm ssion. 3. A
nmet hod as clainmed in claim1l wherein the device that
at | east receives the Transnmission is a Repeater, and
1. Armethehobpragessingiantrankmistiemerifhes aomirekess apaedilnghe
he Transm ssiqn. 4. method as clainmed in claim1l
e G i S BAt RS O SHoR e WA Pk Thansgaigpiga and at
LVES .: T . SSI: as eyvi ously
e e B S bR e el Bl R Tn G
coﬁqﬂmﬁﬂgssion Signature for the Transm ssion and
conparing this with one or nore stored Transm ssi on
Si gnataivieg the TyassindsiorTatiherdeyidecthat akleastadcéivesthe
menory, of the device that at |east receives the
TrngRERI%si on. 5. A nethod as claimed in claim4 wherein

t he 11 S S| atyre | erived fr.om th roduct.
of - SHIAREITS WAL Al thaf S iterdi o8 Bk TRiRgiEon
ha8pr&¥iogbRakl8i¢ed tAE Ik dRlssiofdn@ Transm ssion |
Identifiér. 6. A nethod as clainmed in claim5 wherein
t he aTtianing thsireceivdeé Mrafsreission quilpvi thedidvicd that at least
Transm ssion by the Originating Transnitter generating
reggives; the ftansmistgndine npt previoysiyoieceived sherdransanigsion.
claimed in claim5 wherein the Transm ssion Identifier
is m
2. A method as claimed in claim 1 wherein the device that at least receives the
Transmission is a Receiver, and the step of actioning the Transmission is

accepting the Transmission.

3. A method as claimed in claim 1 wherein the device that at least receives the
Transmission is a Repeater, and the step of actioning the Transmission is

repeating the Transmission.

4. A method as claimed in claim 1 wherein the step of determining whether
the device that at least receives the Transmission has previously received the
Transmission comprises determining a Transmission Signature for the
Transmission and comparing this with one or more stored Transmission
Signatures of previous Transmissions, stored in a memory of the device that

at least receives the Transmission.
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bits in length. 8 A nethod as clained in claim?7

wherein the nenory for storing the Transm ssion
wEr@sarses has up to N-1 entries for storing PEEAU2008/000151

Transm ssion Signatures, where N =2m. 9. A nethod as

claimed in claim1 further conprising actioning the

Transmi ssion if a hop count of the Transm ssion is

equal to zero. 10. A nethod as claimed in claim?9

5. Ar;igettﬁsa 2§ R RUSATP WHGint (e THARsARYN O g%hﬁe is

nsm ssion wth a hop count threshold and
derdédd 88 ehd prodliceosan Sxiginatihg Thendinfter ddantifier, ddergifying
than the hop count threshold. 11. A device for use in
an @riginaties $rawmmidier cand odsamsniseior, [dentfigeyi ce
conprising: a receiver for receiving a Transm ssion;
and neans for determ ni ng whether the Transm ssion has

6. AFEIBA QX B HREARY SAmARt FRANANLARRH QI i61e

nsm sSion o e Transm ssion has no een
provig¥d Q3 Ele/THeeaiixeeh by _-thé\Cdg'ihaﬂnQS" reh@hited generdtaigand
11 wherein the device is a Repeater. 13. A device as
trandmitting the Tehasmissibnwher ei n the device is a Receiver.
14. A device as clainmed | claim 11l wherein the neans
for determ ni ng whet her the Transm ssion has been

reviously r.eceived. . I - 0 o '
7. Rt R RSB SRD: (RIMEn el TR M e
bﬁJﬁﬁ@ﬁﬁ?ﬁSion Si gnatures of previously-received
Transim ssions. 15. A device as clainmed in claim14
wherein the device conprises a nenory for storing one

or nore Transm ssign,_Sjgnat ures. ‘ o
8. A method as claimed in claim b ferein the memory for storing the

Transmission Signatures has up to N-1 entries for storing the Transmission

Signatures, where N = 27,

9. A method as claimed in claim 1 further comprising actioning the

Transmission if a hop count of the Transmission is equal to zero.

10. A method as claimed in claim 9 further comprising comparing the hop
count of the Transmission with a hop count threshold and not actioning the

Transmission if the hop count is more than the hop count threshold.

11. A device for use in a wireless communications network, the device
comprising:

a receiver for receiving a Transmission; and

means for determining whether the Transmission has been previously
received; and

means for actioning the Transmission only if the Transmission has not

been previously received.

36



10

15

20

25

16. Awi rel ess communi cations protocol for a data
transm ssion, the protocol having a frane structure
w@owpndRsng: at | east one data field for data POI/AB2008/000151

transmtted; at |east one transm ssion identifier

field for a transm ssion identifier associated wth

the transm ssion 17. Aprotocol as clained in claim 16
wherein the frame structure further conprises at |east
one hop count field for a hop count associated with

the transm ssion. 18. A protocol as clained in claim

12, W dwhiee ak dldimediarlaeunt wiereihahe ddviry ian Repegterat i ng
transmtter. 19. Aprotocol as clainmed in claim 16
wherein the transmission identifier is an identifier

set. by the qrigi.na smt er, 20. .A_ pyotocal as
1.3 dpvibe o claefin rih ot BT TRbE Faf i a i ener

identifier uniquely identifies each transm ssion

originating fromthat .transmtter. 21. A protocol as

14.A @R ak BlathRid Afinwe hdidein the thedrsnfos sletermining
identifier is limted to mbjts in length. 22. A
whetletr dhe [ raissmisaiondans eenl prewiozslynrsevied qomeprises means for

R BT o IS oS
Trad{é gs%xAB %{%ﬂ?ﬁtoﬁﬁleél&ggr JRRYE B ng\)néﬂéﬁ‘é ifier t 0

[faimed 1 n claim erein the
wireless network is a nmulticast wirel ess network. 24.
A device as clained in claim11l wherein the wirel ess
15.rfetleick ais sladnmed ini daist 1hiwlereinstha etewigecomprises a memory

for storing one or more Transmission Signatures.

16. A wireless communications protocol for a data transmission, the protocol
having a frame structure comprising:

at least one data field for data to be transmitted;

at least one transmission identifier field for a transmission identifier

associated with the transmission
17. A protocol as claimed in claim 16 wherein the frame structure further
comprises at least one hop count field for a hop count associated with the

transmission.

18. A protocol as claimed in claim 17 wherein the hop count is cleared by an

originating transmitter.

19. A protacol as claimed in claim 16 wherein the transmission identifier is an

identifier set by the originating transmitter.
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20. A protocol as claimed in claim 19 wherein the transmission identifier

uniquely identifies each transmission originating from that transmitter.

21. A protocol as claimed in claim 19 wherein the transmission identifier is

limited to m bits in length.
22. A protocol as claimed in claim 21 wherein the transmission identifier is
incremented with each transmission, up to a maximum of 2m - 1, after which a

further increment sets the transmission identifier to 0.

23. A method as claimed in claim 1 wherein the wireless network is a

multicast wireless network.

24. A device as claimed in claim 11 wherein the wireless network is a

multicast wireless network.
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