WD 01/ 31883 PCT/ US00/ 28541 | NFORVATI ON AND CONTROL CONSOLE FOR USE W TH A
NETWORK GATEWAY | NTERFACE FI ELD OF THE | NVENTI ON The present invention
rel ates ygea@hads! Y to a network gateway interface and, i@f/ﬁio@%stdcm arly,
to an information and control console for use with a networ gat eway
interface. 5 BACKGROUND OF THE I NVENTION I n order for a conputer to
function properly in a network environnent, the conputer nust be
appropriately configured. Anong other things, this configuration process
establ i shes the protocol and other paraneters by which the conputer
transmts and receives data. In one conmmon exanple, a plurality of 10
conputers are networked to create a local area network (LAN). In the LAN,
each conputer nust be appropriately configured in order to exchange data
over the network. Since nbst networks are custom zed to neet a uni que set
of requirenents, conputers that are part of different networks are
generally configured in different manners in order to appropriately
conmruni cat e W t h INFORMATIONANBCCONTROL\CONSOLWFOR WSE RVETH donput er s
generally remain a part of NETOWORK GATEWAY INTERFAUK St anti al peri od of
time, |aptops, handhel ds, personal digital assistants (PDAs), cell phones
or other portable conputers (collectively "portable conputers”) are

specifically designed to be trppporapHrEINVENTION. Portable conputers are
20 connected to different networks at different tines dependi ng upon the

|l ocation of the cBigiuesntinysntign selsinpeenesalilin enetivorkhgatewayiaterfaserang) o
conputer ser V&%:Mlmﬁm'aﬂxmhﬁﬁ%%& Qbhnifd? F&%ﬁffm 6&%&%&&%& conmput er
enpl oyer , 1.e., the

is configured to® conmunicate wwth therr S networ h

enterpri se negatewdy inighface.- 1 WO 01/ 31883 PCT/ US00/ 28541 the enpl oyee
travel s, however, the portable conputer may be connected to different
networ ks that comrunicate in different manners. In this regard, the

enpl oyee $ray connect the p@AGKGROIMNDORETHEINVENTIONwWr k mai nt ai ned by an
ai rport, a hotel, | lular tele e.net wor k .oper at

in order 5 to acce@?% cﬁé“ean?é‘}pb‘ﬁrg‘gg‘?l%tfm?er R 2 PR %%‘%ng‘gﬁto Qg{ h;)cal °
on-line servVi gémputét@nust be appropriately configured. Among other things, this
configuration process establishes the protocol and other parameters by which the
computer transmits and receives data. In one common example, a plurality of
10 computers are networked to create a local area network (LAN). In the LAN, each
computer must be appropriately configured in order to exchange data over the
network. Since most networks are customized to meet a unique set of
requirements, computers that are part of different networks are generally
configured in different manners in order to appropriately communicate with their
15 respective networks.

While desktop computers generally remain a part of the same network for a
substantial period of time, laptops, handhelds, personal digital assistants (PDAs),
cellphones or other portable computers (collectively "portable computers") are
specifically designed to be transportable. As such, portable computers are

20 connected to different networks at different times depending upon the location of
the computer. In a common example in which the portable computer serves as an
employee’s desktop computer, the portable computer is configured to

communicate with their employer’s network, i.e., the enterprise network., When
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portabl e computer is also commonly brought to the enpl oyee's residence
where it 1is used to access various networks, such as, the enterprise

networ k, wos@ARss network, the Internet and the |ike. Singeptiéigsgsspt her
networks are configured sonmewhat differently, however, the portable

conmput er must so be reconfi.qured jn 1 rder to praperl nicate with
t hese ot her nef{%ﬁ)‘?ﬂ Oyef V@&I- yr,ev?rh#hg pogﬁlﬂ? F‘ij’&?‘ﬁ?ﬁ"@% es°°5é#%r%d by the
user each tine diffétntineevopley th@ltbmntmigatetift diffedent eAANGS.t BrthisQegird]itiid er ent

network. As wl | E)e apparent, this rbfqpeated reconfiquration qQf the
portabl e conmputBPi9yge CB‘meﬁ“@,\‘ElP?’Ea GPENRYLS, QR Rgtwolk maintained by gnnr one to

errors. The reGapbi ol DERIINAPERPHOR TBRVorR 6B alde oPAWUTkkr 1At le]iR order _
capabilities of many users or in violation of their enployer's information

t echnol ogy 3( | T)to pesessthie ephgrprigesierwark the Intespetias gorse atherorplipdservigopiiecat i ons
No. OB/ 810, 174 ek b6t PBS L imBOM SFoush{ o kAo MBS 3idehee 81t 11 e

nane of inventdrs Short™et. at ent pl'ication
09/ 458, 602 ent iis-ised t0 Bypessoyardousmetviaks, setth d5the eferprisdumtwaikng homet hent i cat i ng

and Accounti ng I Lna,Tr e uter ccess 1o twor k Usi ng
a Gateway I nt erﬁvgoéﬁ’,tt?ﬁeg%t%@@@g%bgém%@%ﬁ%?e&ﬁ?kﬁaﬁ%c?{%f I nventors
Pagan, et. al. somewhat\diffealtlyShdvesvet, ierpotiable cayipteiSaust 3w ibe ecohfigurdiian

devel oped Nomadi x, Inc. of West|ake.Village, | i fornia, 1he assignee
of the present 0?%\5@‘?1?@3‘7{%*H@‘%ﬁ#eeak}éﬂﬁ?e%@%ﬂeta‘f%%fshé@é’“’égblqtuéations are
expressly 25 i nepfigiedtihasipdiformed by e @gerdach fimé that the poktdbds édmnpisred n. The .
gateway interface serves connecting the user/subscriber to

..as an interf acy
a nunber of netc%‘?‘%‘fdé?ae’tf%&mnﬁ}’ﬂ’ﬁ e‘*%‘@il\heégng}fdhlsém#e, t he gat eway

interface can s&loifig@atich AMeRbleompPeter is'ﬁb@éd?ﬁguitettﬂﬁe Sos@hRg! ;i inet wor k,
or other networks and/or on-line services. In "addition to serving as a

gat eway, the galsewmsgneitoemers.afls woendiguration progeduaipey evan be beponddde , in or der
that it may CO@Eﬂﬁ%ﬂﬁﬁ 6f Whedy sk R%r Wgﬁﬁswc}heit&nﬁlo i h 1S
0t fhe hew networ

transparent both t € Us€r/subscriber an . Once the
gat eway i nt er fterbgolngs(IRppaliopsr i at el y adapted to the user's host, the host

e b metwork at 8 ariio b P SR ARs N AR RhIRAC, ST
in order to accbemadicRenteriefiledohMarchut?y 1897, tinthe @aame ppinvertorsShom ek al.,or ot her
online servic CSnd V'S ri’ataexsit App?icgt?otn %! %5/458,602 entitled "Systems and Methods for ;
20 Authorizing,: Authenticating and Accounting Users Having Transparent Computer
“Access to a Network Using a Gateway Interface”, filed on December 08, 1999, in
the name of inventors Pagan, et. al., a Universal Subscriber Gateway (USG) device
_has been developed by Nomadix, Inc. of Westlake Village, California, the assignee
of the present invention. The contents of both of these applications are expressly
25 incorporated by reference as if fully setforth herein. The gateway interface serves
as an interface connecting the user/subscriber to a number of networks or other
online services. For example, the gateway interface can serve as a gateway to the
JInternet, the enterprise network, or other networks and/or on-line services. In
addition to serving as a gateway, the gateway interface automatically adapts to a
30 host, in order that it may communicate with the new network in a manner that is

transparent both to the user/subscriber and the new network. Once the gateway

interface has appropriately adapted to the user's host, the host can communicate via
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. The transient user/subscriber, and nore specifically the renote or |aptop
5 user, benefits frombeing able to access a nyriad of conputer networks
wi t hout ' to undergo the tine-consumng and all-tqQq- aunt i ng
task of vrvggig%l?i&guri ng their host in accordance wth net9 }Igjfséogié%ﬁfic
configurations. From another &ers&gctive, the network service provider
benefits fromiaRSPHReRYCrkotIch g the netyyosk atca hatels erhomeg atrAncitpor gr oY otheal | s
from the user jiafiod, $n SaBObACERs BEPRIWIE S 'g@h

conmputer. In this fashion, tches gat eway 1'lkn’t lelé?%sgtggl%t ag%é‘%}g'()ﬁgygt?{ﬁi di ng
nore ef fi ci enonliea sgpvitesawek asthamiemet wor k mai nt enance to the

user/subscri ber an t.Qr,. at nterface,i s also

i nstrunmental in pr g\l'/llé ?1}155&% ﬁ%%%%f&ﬁéeg’oaglg rq(@%?pecﬁc\%ggggﬁamﬂgt% Paccess
that can Be t asdrobenefitsdronhbeingablé © aveesd a mylriad 8 6ympiiter iegivorks S6thbite r enot e
user is concerged W%@ beé&fg.abl e to.ac ilie net.wor,k accesi and | evel s of
service in t hEaVHg o Wneted TORSURing0d alliigo-often dappting fask of e gat evay

i nterface adnirevonfigingithel£hiost Rractordane P detwork speddfic ddfRuiationy f@émt he
user/subscri ber nunerous, di fferent service, routing, and billing rate

options. By WBSMEFPeEpETHYecthe pefwork1ebYiee Rrewider bengfits ftom avoiding tomsitst nay
desire a net waidis 3R/SitB&mIdaPhipPBrt EALs ﬂ&ﬁuﬁ%&t\i’@sﬁig%ath@?dﬁﬁr?g%ﬁh- stay while

the user in an airport may desire a network su ptio e duration
of their 10ayoverfighre thepprtakle eomputere fr this fashion, ithehgateivgysintesfacetiddaablenal |y, a

user may desir, | ' . bandw dt.h concerns and
the need for ﬁ?&ﬁ’é’gﬂﬁﬁf’%ﬁég&ﬁgt“ gﬂcw[o?lg%c‘sé}a %?m(rl lial?tg@g( 8‘%‘6‘%“8&?&&8&‘5’, t he
user/ subscr i bawsenghbscribersand dhesietwork opeatoor kK f or t he purpose of 25 vi ew ng

text may desire a |0 ndwi dt.h_servjce | evel that ets, their particular
needs, however, and %%fgwa&?gt%\ﬁg%ggﬁ?%pﬂﬁgﬁilgpﬁtﬁ%ﬁgsyq} Tk for the
purpose of downdadbatidngtork ascesstiiatctan ibe eailoreditg tiRrusbran@eisitih ntay Vi ce | evel
capabl e f transfertrin ata at hi gher speeds. Additionally, the network
service provi d‘és}a“ﬁsshté? fe?‘? 'r‘ﬁ?ﬁistYBP?FS“eQBY‘é‘ ]?eb“g(ﬁbﬂ"e‘io ac%fesﬂbﬁt‘i"%"_@@c%ﬁ‘é? vi ce,
routing and biahd levgls @Pdroios infthe inldst deStHeE ARSAANNRE T Corfibpidifiy e  Ser Vi ce at
varyi ng speeds and pric¢ing scales, the network service provider is able to

m ni ni ze net WEAIEWEY f ddmingstrator desires the capabiity tebecablaieraffeathe tied to one
hi gh -3 WO 01A3d:8BscRber d{dfiud Giffttent §&9ﬁ?, 5&% E}lﬂlllﬁg%t% géﬁ&n‘é'

Lessening network traffic is beneficial ] racti sub?grri bers and
i nsuring that Wawef example,ibe remotecysetis adoted emvizonmest rasyudesire @ network

20 subscription for the duration of their hotel stay while the user in an airport may

desire a network subscription for the duration of their layover or until their
scheduled flight departs. Additionally, a user may desire a certain level of service
based on bandwidth concerns and the need for higher or lower data transfer rates.
For example, the user/subscriber who is accessing a network for the purpose of
25 viewing text may desire a lower bandwidth service level that meets their particular
needs, however, another user/subscriber who is accessing a network for the
purpose of downloading files may desire a higher bandwidth service level capable
of transferring data at higher speeds.
Additionally, the network service provider benefits from being able to offer
30 various service, routing and billing options to the user/subscriber. By offering
service at varying speeds and pricing scales, the network service provider is able to

minimize network congestion, i.e. not all user/subscribers are tied to one hi gh
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From an econoni ¢ standpoint, differentiated service quality and usage based

pricing w II prom)te the use and depl oynent of broadband network access and
5 enhan venue nodel s of the network service pro | onger
wil | thgﬁ user gubscrl ber be tied to a flat-rate billi ni‘éfI %&Mhat of fers

a single level of service qualit Flat-rate grl cing and single |evel
servi ce qual i sheed s rghcospseryisec 553#‘@&9?‘?“@@‘ f5ip is braeligialfongaaing o

subsi di ze heayyyWgekabere At MbRHR Rat Fheem g 3G F%&h%&@@ﬂ& ead use of

br oadband networ k access. Additiona Ity to provi
differenti at e&t@empmommdyoehdlmqgr@te@amwenpalw@ vsage basedenhanced by

provi di ng the t Ut  the user's
net wor k sessi %ﬁ?lfngo @oﬁgmgweﬁﬂgﬂ%ﬂ@gbg‘%d{éﬁ 'i}i{evg(#gg .oénlé rovi de

di f f er ent Sat ednkpne¢ ﬂrbye\cchuesmodelszﬁ' thedetiyoik sendcegarbreders. No lénger wilbtheband -
net wor k environ I.n er Ac,C at . W lLearn From
| NDEX", 15 IN SSPE‘E e Bg"r?ﬂ%‘gte&% Eﬁ?\eﬁh‘%?&rfés?@g‘e tevel 6F |
(http:// ww. | Wc Gadlite! Biit-Sed prictipOand S 18vd) WrvicRquality Eélhineet . al . That

document is herein expressly incorporated by.reference as if setforth fully
herein. In todeyusges Efale%ﬁ ﬁﬁﬁleﬁndo sthyidizehrakEssEs: amhin Bt it is

even nore adyagdmigafiacortvaddpRid de 6flbmb§ﬂrﬂétw&kmsdol,&ddlﬁ&anptth&ns
dynam caIIy, 20 all owi ng the user/subscriber to change for exanpl e,

bi I'1ing N8t es abilist tpinseviderifiereptiates} sepaeriayalityand asageibesed pricing can het wor k
session is on B&l by pbvidiifg thele Rlahfd dnltfemahd gf}H:Qﬁ: 1 billed at
one rate whil eH]?finvml oyadl dmghe ?:Iataa | nt ensi vegﬂ e \ﬁ#?e c‘ii%om ng a nore
cost-effecti velsftwlnbtlwwy(msmgmtfmemwp dethided dispussien ef thewesd 4o providacti viti es. -
Addi tionally, 1.G: | 25
user/subscri bgﬁﬁ?%n%éﬁg%énggi%@% %n d?lllhsgg‘gh%ﬁ’g?fotﬁgwrog &nhggﬁ‘&hgﬁt t he need
to exit the retivmnientsed "ProvidirgtlatemenAvcdsoVhat We beaenl Brom INDEXT,f ect, the
user/sub r|b efits efficient and | ess

ti rre-con S]QPE 038?"8?‘1%‘&8&8%&%’@&0]1 g%l s and billing structure.” In
order to nake(mthﬂ/mmmﬂ)saﬁkaey ewnapérwmsl-moawakw tHdell et.d1eTRatdi verse 30

service and billin ti ons exist the i nterfac ), nj strator needé
Co be. abl e t GOREM BReIROREHY AATOrTLH Wersics Bai SeorD NI bR 1 on

pertai ning to the LNQHNY fast Ic@ fting éiﬂtnewhugeﬁwweﬁmisxevé}as on- goi ng.
The gateway adm ni strator - 31883 PCT/ US00/ 28541 wqul d benefit from

bei ng abl e t o BreVgatageus tpsmw%@gaerseafé?e apyl pilling pptionn dyngmically,

20 allowing the user/subscriber to change, for example, billing rates, service routing -

[=)

or bandwidth capacity while a network session is on going. This would allow the
user/subscriber to be billed at one rate while downloading the data-intensive file
while choosing a more cost-effective billing structure for the less data-intensive
activities. Additionally, the dynamic nature of this process would allow the

25 user/subscriber to change service levels or billing rates without the need to exit the
network and initiate a new log-on procedure. In effect, the user/subscriber benefits
from having a more efficient and less time-consuming means of altering service
levels and billing structure.

In order to make the user/subscriber constantly aware that these diverse

30 service and billing options exist the gateway interface administrator needs to be

able to provide the user/subscriber with real-time information pertaining to the

network session(s) that the user currently has on-going. The gateway administrator
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intermttent data related to the network sessions currently on-going, the
duration of those sessions, the bandwi dth currently being used, the nunber
of byte& Lop?fsg:{]ave been transferred and any ot her |nf(} [}E}g eI ated to
the curt@ work session. 5 In this manner, the user SCTl er has t he
capability to nonitor and nmake the a proprlate adj ustments to the billing

structure anem}dt@eﬁf{vﬁfc@b@vaa@eﬁ@rﬂ@atﬁwaﬁﬁ@ sHberpit cersdyt@hs t hat he or
she currentl . or

shut down con%é%@?%ﬁ@d?%nﬁ&te%u BH?'] I ng ?gﬁgt serenlil}d‘élt1 Sﬁggmﬁg%au%%)ently
bei ng utili zéwse Hssions e/ andwidth Gerentin yeinp nsedothe mhmbduefdyitasthashavehe 10

net wor k SeSSI on andfegrgélﬁnd% hat mét%rﬁqelrﬁea%) Cri 'érll%n“%osrkggsgﬁﬁsary or

t he user erve Ao R ermne that the
current 5app|1mﬂﬁdmamen,ahermt/mbambeﬂhmheeapablhdewnﬁaﬁmraﬁxlhakeiﬂmdt h. The

ability to provide real -ti |nformat|o to the user C|aIIy
por t ant 1 h Sppgete puEeR q the KR RienES o seri e PR

interface usgerwirk beskiBns k¥ dr iske cdﬂfehﬁ haé drl gingd nmeléeﬁﬁbydrnﬁr by uct ure
and, particularly, the capability to c (ge these features on-the- fly.
From t he per SheRsgitq/goppr %msiowetcmqsng@r(w thug,bidling) & thoseretwerks pely t o of f er
fl exible ser TR N i mtely can
|l ead to Iess%hgglgwfdénﬂeﬁlﬁéb?g}%gﬁggﬁﬁﬁﬁ ﬁﬁgm?:gi}éﬂetﬁ?d@%oad falh%j standard of
flat ratld bi [netwagk sessiof @nddrierdiimethat alanger subsotiptionds deqessary enthepser ons f or ce
t he network all network
data at maxi ?rﬁz{ %’E&dgﬁg%ﬁg&ﬁgh%&%%rf sfegg{'%é&%%ﬁ%ée tg%%mﬁ%}gl n the network,
t he servi ce ppplidation marabbmmbmamdamskahmbandmdihus’ﬁie/abﬂbysmrprbﬂde; and

ide th [.subs ffect] Ke T bilit
Fo 1 essen conbsat-are Eomyaimp s g sPRrtal nseonBFODE Bl e
provider can tEéfnycaI, hﬂxeqﬁ@ﬁgaa\bﬁpihtdaﬁée ﬁd&emawﬁnfhmilmmmahﬁg &kaanges to

t he serV|ce qua |ty, routing,apd billin ructure whi| e the network
Sessi on 1o orfeuRe R RN Ry o5 RSHEY [ ReeT P ARt SR aTal |ty of
service, routgag and billing the network service provider nay be able to
i ncrease the vol une of user/subscribers accessing the network, -5 WO
01/ 31883 PCT/ US00/Frems she pessprmtixRef the network seyrke poviden dherpbilityte offervent i on
conprises an t hr ough
2 Oat cvay | neisHE SR Bl e bRors AT g sl mai By Tafheal & 5

overall network congestion. The current broadband standard of flat rate billing and:

20 one-dimensional service and routing options force the network service provider in
to effectively transmitting all network data at maximum bandwidth. By lessening
the congestion within the network, the service provider is able to accommodate
more user/subscribers and provide those user/subscribers with a more effective
network. The ability to lessen congestion is even more apparent if the network

25 service provider can offer the user/subscriber the capability to make changes to the
service quality, routing and billing structure while the network session is on going.
Additionally, by offering differentiated quality of service, routing and billing the
network service provider may be able to increase the volume of user/subscribers

accessing the network.



transparently connecting the user/subscriber to nultiple networks w thout
the need 5 to reconfigure the user's host conputer. The information and
cont rol all ows the gateway adm nistrator, the | rvice
provi der q?ﬁ@‘%ﬁ%snd/ or application service provider (Asmﬂgégél de

real -tinme information to the user/subscriber. The information provided to
the user in the information Y be user-specific
infornmation rel ate Ldage G e h oL KR S ' .location
of the user's host %e%ér-sﬁebcg |Sc %{?@%é?e %ype ﬁ?ﬁ or %P?g%oggélégﬁ{elsl I ke. '
The user/ subscadniipisteresithrongina gatewaghinteniacel dhe gatewey itetface is capabdewital | y
change the fea% ur 1k . | Q) | Lol I

i nformati on an ég%f ’?‘iﬁ C%gg%élég g{ ec‘%%pggﬁ%é P(éirgtg ou?{;hlﬁﬁ%rg)ﬁ%l{sﬁﬁﬁwg%r/ﬂigé%gss to

i nf ormati of t htoceginfigyme tiegusers st condgmter| Therinfiyrmiation amiceomtrol doasalef or mat i on

15 provided or .the Jinks to jnf.ornmatjon may, be.user-.gpecif.ic,.jnformtion.
The' basi s or  AHETBS BRI e Dok otV a8 80 209801 e by the -
net wor k ser Vi Cgpplipitivhiséiice provider (ASP) 1B pjvideasalitiind inforiaiidpiokhélat abase) or
t hrough direct user inputs. The information and control consol e provides

the gateway adWicHpubssrien, The infogmption pravified todhguseran the,informstion and v ¢ o

provide the usggud] {dnsdik Hal b8 SSerispécific Bforméfon 1208 tHeQthn@RtheRRON Ki Ng
options. For exanple, the gateway adm nistrator can provide the user with
net wor k s&&si osessiomithesumsst lpeation afithe yper's bpst; yserspecificprfdetyirer - mar ket i ng
capabilities t Vel {4 Si | : ' | . way
adm ni strat or {/?ﬁ}ﬁﬁgorﬁgratﬁésmf% 1E%I %Pwsggrgérec)%ﬁ br%grﬁgwnﬁlﬁ%gﬁgybg}%ﬁgf t he ASP
can provide tdymaoicily ehange thedeatanes el  ¢urrentmegwork dessimk exdditpnally] ttedver t i si ng

i nformation 25. ar vario service.deliver | at-f orps. These, exanpl es of the
types of infor \o] On?‘ié;“‘tongo cpﬁ'?o&ercr%tpf%ﬁ&aiﬁ 1% {r}% Or KRS may provide -
shoul d not be nfirmatioethragh appropridtalinks hemanyf mstaddes,ahe mfishmadod r ol consol e

may be conpfigured by the.gate dm ni strator, .network . .praquvider, or

user/ subs g i b erf”(Sl%PU\?‘F H‘gksafo yﬁlafé%m\?igﬁl P@?’;’e b‘fer'sP?ﬁ@‘i‘ Wﬁ@f“@ﬂ&' %’eﬁﬁﬂﬁ ne

-enbodi ment  of EMRNGWHSHY ifHTheuiber-Sebifiddbia@ln Belpkovidsd bpthe@@tvddk Servite Provi ded

to a user/subscriper duri %‘E"? net wor k sesgit%n. The informati on and control
qtaPaseiiop Hrelig

consol e may i nBPYEeEr (i BierBroil 1 g nEfWoRS PhisPidEPhse to -6
it WO 01/31883 PCT/10QfoeRaibh and 0bxitioll bérdbleProvides iEaRan§ adRinidthtorgat evay

adm ni strator or _the subscriber/user., In o
the ISP and/or the ASP the capability to provide the user with limitiess forms of

20 information and networking options. For example, the gateway administrator can
provide the user with network session monitoring information, or it can provide for
marketing capabilities through advertising medium or it can provide the gateway
administrator with a means to poll or survey users. The ISP and/or the ASP can
provide the user with user-specific targeted marketing and advertising information

25 or various service delivery platforms. These examples of the types of information
that an information and control console may provide should not be construed as
limiting. The information and control console may be configured by the gateway
administrator, network provider or user/subscriber to provide a wide variety of
information.

30 In one embodiment of the invention an information and control console is
provided to a user/subscriber during a network session. The information and

control console may include information and links to information in response to
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many instances, the information that is provided for in the information and
control console will be user-specific data assenbled fromuser profiles in
networkwd%ﬂa ses or fromdirect user/subscriber inputgerJdignisaf or mation
that is provided to 5 the user/subscriber via the informtion and control
consol e may include nonitorin of the network session, polling/surveying

the user/s ubsenfigeation afthe P%ﬂe?'@f thg salgwor P@W@&F@Fﬂr or thesubseriBerses: JR on” ot her
servi ces/ f eat yYLasinQhARE GHe ﬁ%rfn'ﬂﬁoﬂﬁﬁﬁ‘é@%vi&‘éf%ﬁih%é ASHnatibi Snd @hHer K

provi der and/ or the.agpl I cation service provider. In another enbodi nment of
the present igonsole wilhbe nser-specificordatd aspernabied Somtuser profilgs dureswerk may i ncl ude
net wor k noni t Qr| | | th 'FQE d sion(s)
currently i n_%%%?%s%éﬁoﬁ%eﬁéus?ﬁ%ﬁaﬁfua 1n§§{g'o;ﬁj %lie Worfﬁl%gélgh glis\éﬁr%é%d%ﬁ?r ently

i n- use, 3 dentheyerfsgbsctibertviantieinfotmation andtdngrobvaisblemhay ihcindemepitringi c

net wor k sessi gn, and identifyi t he current anount. of bytes received and/ or
sent for a s?)tgb? f‘?tgoﬁ‘esﬁﬁb?’{ p@%&%‘b’ﬁ?yw ﬁ\‘*é“‘?@“ﬁ%”ﬁﬁd&?%’%ﬁ’&?fby t hose

ski :c I Ied_ i ][1 thﬂﬁﬁke&ﬁ}t&ﬁ)&iﬁf&ﬂaﬁcﬁiﬁld»tﬂéf%eivii&EVféaﬁhai Sfferédiy tha|ghtelﬁzgylg ei vabl e
useful information relating to the, current netwyrk session, cou e

di spl ayed to #Hn %@PY’&PO‘%?"? &rovider gndoy the gpplicatien seYsHPIR¥IdFLNs as def i ned

by the user/subscrimgbthaf hsdidithéi of fle PY@R¥nt3ANENTbS tHe3hBEmatioh¥ad dadtRiey
adm ni strator will have the capability to dynam cally change the

i nfor mat 1On  sensele apyiipcledeeneiwarl menitpong tributessuehors, ienfifying theased on many
factors, 20 'H&lngﬂé éé&ichkétchg&@w iﬂfhsgfid%h?yr%lé?&&/dﬁfélﬁﬁﬁ of Rétvork! saSsidiisOf 1 1 € of

t he user/ subscri ber an osen b schene and service level. In
yet anot her ecdroitlyimnusgfidentifying the bandwidthentremsly availahlé ot aispeqgifiovi ded f or

conmmuni cating_to net wor k .user. . fined infar Lon_durin n_ongoi ng
net wor ki ng Seg‘?st?NSﬁ(. se%t%oé' ar‘r‘ét‘#%’ﬁ%ﬁ%%’gi%ggesﬁgwo te°fs%a§f)§e CS*Vg%g‘? a%r%lersl%i ng
conmput er 25 nfjraspécificcmetwerkisessionu dEis tobdmglerstdodpbyothose dkilledimyheiantiter f ace -
that has_.,the c city to. transparently .canfi gur.e host to.meet,the
requi rombhts BRI FypRionRRR RRL A porceae B REREion BUFE B gat euay
interf ace has cﬂfe%ﬂh&dzoﬁ@sfé@s‘i&n dorld ﬁb&limd td'e uSsENRMbérTh _&&rﬁtﬁt@tﬁde of
communi cates with dat abases associated with the gg:eway interface to

det er mi ne usepaBbjations as defingd byrthe usersubseriber andior tiereatany afminisoOruser 30
profiled inf OTHE Edtay i@i?:ﬁﬁfsﬁr&&a\f&llq{&vé ﬂieésﬁﬁnﬁﬁhg%yﬁﬁ.%anﬂﬁ&igém network

monitoring informati'on or the |ike. This user-specific data is then used
to create infifermationsupplied inghe infermatiorsandcopelaonsolebased en mang fastors,

i nterfacgy Wi efhafoGnd I6AcH TR the BeddiBscriber’ Re pHomit BB the Ukt Mba ARG 1

the chosen billing scheme and service level.

In yet another embodiment of the present invention a method is provided
for communicating to a network user predefined information during an ongoing
networking session. The method comprises of the steps of establishing computer

25 network access to a user's host through a gateway interface that has the capacity to
transparently configure a host to meet the requirements of available networks. In
one embodiment, after the gateway interface has granted access to the host the
gateway interface communicates with databases associated with the gateway
interface to determine user-specific data. The user-specific data may include user-

30 = profiled information, host-location-related data, user-specific network monitoring
information or the like. This user-specific data is then used to create information

and control console packets at the gateway interface, which are then sent to the
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user's host. The information and control consol e packets reach the host and
generate information and control consoles on a nonitor of the user's host.

The inf ' and control consoles will conprise dat %ﬂg % ically is

rel ated %&@Hl%ger' s profile, the chosen billing scherreq’c B% %‘Qen service
level, the location from5 which the user desires access or any other

i nfor mat i on dewserschopte kb infarmatipniand conyrel eans 913&6%% r§¥¢‘éb@)h05(t)ﬂn
user/subscri befene &gl iabrltonZhl Lot &5 I’S'Eo ﬂ? Stig Pl ock
es a gat evvay |nte

di agram of a conputer systemthat |nc ace for
automat i cal | y isforhatipnrand gousrd comsoles mall comprisealata thas typiealiyris tedates toisa 10 t he

gateway interf &es ‘%ﬁl? 1t Blse'Sil rsl? ﬂ)%tclﬂﬁ%g Eryg!c@qev%? l%gzﬁlo{)%lo pres 2 -

7 are |IIustr varl ous ex I on d contro
consol es, §n aclncir tha nser dasites aeuessaortmyl nﬂmninfarmatxdned@nmdq:atnnem\bgnhé on.

Figure 8 is a flowh m o t hod for communicating to a network
user data duri§t a@??b"dgwg‘g P'?ﬁf/%'fé’ %rér% ion, in accordance with an 15
enbodi ment of the present invention. DETAILED DESCRI PTI ON OF THE PREFERRED

EMBODI MENTS The present |nvent|on Jnow Wi II be described nore fully
hereinafter with referene A UDSE R, NG 5DRAQN WMES  in which

preferred enbodi ”E'ﬁdé.\ré’i 1sta{"ﬁoclddlé{§i'&h'o?9c ?utéﬂ”@!@mtﬁhhﬁclh&!%%ﬂe%y may,

however, be enbodied in many different 20 Torms and shoul d not be constfued
as linmted to mﬁe‘a@rfﬁbmt@mmcellx eqni¥gyring0Ner @ase COmpUPrs to cqmwcaéwed. ment s -

are provied slﬂe%ﬁ 3 1H{e§fagé\§§$9ﬁ§wlﬁn%rkéopcﬁhérlaﬂﬁﬂ conpl ete, and
will fully conve scope o e tnventron to t oseS|IIed|nthe art.
Li ke nunbers refer ngurd:sike?ahelmnamrshfwgmsaxamﬂkﬁﬁnmfpngatmmdo Figure 1,

t he conputer net stem Nt erface 12
depi ct gg I n blc83 ﬁgﬁnfaSéoﬁdéWg%%Sﬁnﬁ%g@m%“ﬂ%\g?%&g 3@“& l"i)]ol cally e '
i ncludes a plurali wmésmnmdﬁnmimmahbmﬁumommhemmmmr k system

d t { th t | ' . F
exanpl 6. 1 ho. MBS Gigt i AR DG GLOPEIEGeEYE EesP i ARPABS ER v i 1 or ont

roons of B hcg;ﬁodihienaombptesdmvbnm residence. Alternatively, the hosts
can be plugged into 30 ports in an airport, an arena, or the |ike. The
conput er network systemincludes a -8 1 |IT WO 01/31883 PCT/ USOQ 28541

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention now will be described more fully hereinafter with

A

reference to the accompanying drawings, in which preferred embodiments of the
invention are shown. This invention may, however, be embodied in many different
20 forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure will be thorough and
complete, and will fully convey the scope of the invention to those skilled in the
art. Like numbers refer to like elements throughout.
Referring now to Figure 1, the computer network system 10 that includes a
25 gateway interface 12 is depicted in block diagram form. The computer network
system typically includes a plurality of hosts 14 that access the computer network
system in order to gain access to other networks or other online services. For
example, the hosts can be plugged into ports that are located in different rooms of a
hotel or a multi-dwelling residence. Alternatively, the hosts can be plugged into

30 ports in an airport, an arena, or the like. The computer network system includes a
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gateway interface that provides for an access point between the plurality
of ‘conputers and the various networks or other online services. Mst
comonl g ot Afkss 92t eway interface is |ocated near the hegifsiéngsr €l atively
| ow position in the structure of the overall ne-t'vvork.q?i . e. the gateway

interface will be |ocated wthj the hotel,, multi-unit residence,
airport, etc8fte ace P’iﬁ’ﬂldg Wﬁ?@?*%@@&‘ﬁ“ﬂﬁ]&eﬂ&@éﬁye%‘dat a hi gher
posi tion in henpeuRraal the \RHVRY Ketwbrky 6f Sthér SHERE s@9icas. MoRQbﬂﬁndﬁZ, ter esence

(PoP) within a Network Operating Center (NOC), if so desired. t hough t he
gat eway i nt eghlgway iderfase igincatedngar thedwpis at axelativelydeny pasitiorindhe  f ashi ons,

the gateway i t vl ' %piﬂ gl [{Tﬁm'lhy devi ce
10 in which gg#ﬁm%%gﬁ}es&@g#agﬁee ﬂ%’%k'ﬁéﬁg‘g t {ee;%%)ée?gluong ec aracteristics
of the g&t ewale howtlemblicenit rasidencaatiiper) ste.) t Hewererghmgatewayintesface camn be
enbedded wi t Qi ot her . net wor k . [ ler or a
Fouter. or tHe aRAR S BlenPratl it BE oC B SHElOF RelEs SRR R PO |
i nterface carPrééenct(@oPwitliin 2 Ntk Dpecaingd Qeheet 8QGC),liksa desireéd.ed i nto t he
conmputer in order tqQ automatically recqonfjgure . 15 the co ter to
comuni cat e it “&l_‘ﬁ\efgf"@?"@mm?g?‘fﬁé?‘b'?e §{°g¢:¥ wﬁ‘m%ﬁﬁ%rk system
10 al so typi Gadhichs] e bateRsy MEerREE§pieallf Mdkuded 4 SontrbleRdidlhéned degicyeen t he
hosts 14 and the gateway interface 12 for nmultiplexing the signals

I

recei ved0f r orin t¥hichsofiwateiis stors thas Apfines the eperayional charreterdstich ef thgat enay
| nterface. Dgggm Riter AN AlRfatlindy, UHR Bitewidy nRrfalfcal B letabRidedGRtRECt €d 20 to

the access controller, the.access control I'er can be configured in different
manners. For asgthapnetworkidevige,cuehsasgheaceess contrellen oba routefi off thesoftwase cr i ber

| i ne access ( Sﬁﬁ ' L ANS I ' e el ephone
lines, a cabltgaﬁlbgg Stgn P%orﬁrg%ﬁn%ﬁg%v?%é%}?@e%k??gt\é%:%dainl %&% es, a

Wi rel ess acceaasd that aah b¢ ibaENedfinto thes copmaiter it pales i dautonthtically mconfigaleess

net wor k, cabl e nodem term nat,ion,s m 25 S a switch or the |ike.
As al so omﬁe?ﬁmﬁ’ ﬂ?%cﬁmwgatgmﬁ%&gg%?gﬁ%fp#ﬁegél ly includes one or
nmore routers 18 arkhe@bmpoermstworkn9iter0usoitypibdllgundudes afiticcess pl ural ity of
conput er networks_ 2Q or .qt her onli gl% service Il e heggg_orrputer

22. W
systemis derﬁ°€F@&Frt16pﬂ§V%“e b§W‘F§P_ o dd an H’@gemﬁm%?r P can have a
plurality of h@upRkig tfigralRe8ceivedifibatthe pRirallt) 8f édniffuitdrb BhtodNRKAS tRNGEd i n
some 30 hierarchical fashion in order to appropriately route traffic to and
from the var i Eewvayiuterfenck Pependingiepon don medium by yrhichsthe hosts gregomegiedd, t he
gat eway Jont erh ok kR bl RHARL bofitheRedn bR koifid e i ifférediOr © T OUL €T S,

The routers, 1n turn, establish Iin ) o
manners. For example, the access controller can be a digital subscriber line access

module (DSLAM) for signals transmitted via regular telephone lines, a cable head
end for signals transmitted via coaxial cables, a wireless access point (WAP) for
signals transmitted via a wireless network, a cable modem termination system

25 (CMPS), a switch or the like. As also shown in Figure 1, the computer system
typically includes one or more routers 18 and/or servers (not shown in Figure 1) of
a plurality of computer networks 20 or other online services 22. While the
computer system is depicted to have a single router, the computer system can have
a plurality of routers, switches, bridges, or the like that are arranged in some

30 hierarchical fashion in order to appropriately route traffic to and from the various
networks or other online services. In this regard, the gateway interface typically

establishes a link with one or more routers. The routers, in turn, establish links
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WO 01/ 31883 PCTI US00/ 28541 with the servers of other networks or other
online service providers, such as internet service providers, based upon

t he SUbS%{d.oﬁ&Eggt sel ection. The gateway interface 12 i Sﬁéﬂ%ﬁdo;fﬁéii" |y

desi gned to the configuration of each of the hosts that | og
onto the conputer network system 10 S5 in a manner that is transparent to
t he subscri berwithiie sereers ofpfherarctwiaksprrather pplingervies MPRAersYAbEYt er net wor k

t hat enpl oys QX@SH%&{QQ%}{&{&QFJ&%@& 'oﬁg%eoslruggc?ﬁgll’s {¥dbn. service, an IP

address is assign e conput er “that | oggi ng onto the conputer
networ k t hrough corfimgateway interface h2 istspecificalyalpsignadde pdapbto tite DHCP  servi ce
can be provi ded n_externn | ifl9g by an
10 internal D—Teﬁ'gé‘g%\l/o&gﬁeg%ha%e %%Euﬁﬁé%ﬁg%&ﬁ%ﬁ{eﬁg&gg?gﬁoﬁs?grr?ace. Upon
openi ng tiei rinwaianhérahsatds trarspatites thiesebsatiberapd thegotmputer seswoerkadn the- | i ne
service, the aitpﬁwa i nterface, wi di rrect .t Be sul}scriber nter sone

| |
formof an id icamputsepetwark that emplays,dynamis hast ¢on Wﬁtwngﬁotugﬁo? ernat e

embodi ment of ANIRCHRYVER, an IP dd8ressiB histinpdtcctle thaputérthatdalogpiay ontottsr f ace
will be able to automatically detect this J,Elbi nf or mat j on ugo,gqg(% ﬁction of
the conmputer teUHEEr ARAEK fercyigh sommypiceiingWiththe ggewpy,interface. o Lhe § '

interface the nseﬂ%eetfaﬁibg glzolviicfg?tbglﬁn SkPal DHEP ski¥ve oriit @6l Ve Privideddy ahhe

conput er system the access and/or the type of services to which
the substli beinteinal BRGP seeuer located in unisop gvithy thengateisit interfaces 1/PORPPERYIPE zat i on

and Accounti . . hlagdindi hon of the AAA
20 procedure g&g?alg @g@%’m&é?xgcﬁ% “%g&s?%‘?péﬁgkﬁa&%%fgqﬁiégﬁ%@s Pat ent

Application Netevasg/irdtefa@0a]l dive¢tithexubsdriben tosntsr samesfopn of am identifics guaho
Nomadi x, L.L.C .t si gne f t . | a:and:have been
previously i nc??rtﬁ%{ﬁ%%%spﬁ of‘gf@ragﬁ@gmg{g%lﬁggél&eﬁ g%é ?édﬁl‘laeyﬂﬁ%rei n. An AAA
server, which dnticipaa tinbargarvay Ritdrface vilkbe ableoraitomatimsllybdetecethix e to t he
gateway interface or the AAA dat ahase 25 e _incarporated i t he
physi cal Ehbod tl%‘t?é’?‘ﬁ@“‘i%‘é%%ﬁ%‘éﬂ?‘ﬂ“ﬁi? 59‘888‘.W°%i\§‘s%%a§§mfﬁ§?°% he
subscri ber hasjzbqas gavwhentdrfad den atetniines ifte ubstritar isentitied acgas theay

I nterface typically presents, new_subscripers with a ho age.or control
panel that i defpmmuiessystemghgleselpfrccessian §fﬂ?ﬁ$’ecﬂ? Is?rﬁﬁ’egtg’r“\t’}f’@?s@eor ot her

computer  net V‘ﬁfbkc?ib%ﬁi@%nﬁle‘a BEHERE kA MhéhtichAong Auiofivationtasd f ace. 1 n
addi tion, the home page 30 presen

C ed by thepglaé)g,way int rfmcan provi de
i nformation redesounting (AdcAlmpecdie. Fpes Bprdstale 15§!§F19Pﬁg ¢ will govern
the accessg,pr og,:oge%qret sg? p;? PR Aﬁﬂigaéon 196! 088151194 and"S.SS PhiBnt AgplicRhevay

adm ni strator can rea alter Ear ameters or .
No. 09/458,602, both applications have been assigned to Nomadix, L.L.C., the
assignee of the present invention and have been previously incorporated by

reference as if setforth fully herein. An AAA server, which is a database of

subscriber records, may be remote to the gateway interface or the AAA database
25 may be incorporated into the physical embodiment housing the gateway interface.
Assuming that the subscriber has been authenticated and has authorization, the
gateway interface typically presents new subscribers with a home page or control
panel that identifies, among other things, the online services or other computer
networks that are accessible via the gateway interface. In addition, the home page
30 presented by the gateway interface can provide information regarding the current
parameters or settings that will govern the access provided to the particular
subscriber. As such, the gateway administrator can readily alter the parameters or
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10 11T. WO 01/31883 PCT/ USO0/ 28541 other settings in order to tailor the
service according to their particular application. Typically, changes in

t he par wge(h?&?caﬁor other settings that will potentially giiddogsssspddi tional
resources 0 e conputer network systemw ||l caome at a cost, such that

the gateway admnistrator will charge the subscriber a higher rate for
their servi ceother seitingeinpsdar do tajoxthe Servicp ascopdine tq thelr pagicylaranplicatiopy
transfer rat ; i | ] AP Oideer networ k
and pay a coﬂ%%%ﬁ%g%;gﬁ@e?g@ e|€oerr§| Jélg&?éoprsaﬁﬁgs %%ﬁ%ﬁogﬁﬁs efvi ce. The hone
page al so peradditsonalresaingss ef&sepmp@ewtweﬂc systemeithsame et s eeshough that or

ot her online YA . : lﬁﬁ% ' W i exanpl e,
10 the subscr?%g%{eggia%%g;esgg{o{ e?%n ﬁgé %@Sé%lye%ao e{)%te\?\%?gﬁﬁtsﬁ&%bnput er

i s typical |y Fasxemplk, a ibsaibenimay elest, to fiveeaseithe dransfer ratesat whichedignatshe

I nternet or other on-line ervi ces. ce the subscriber. el ect:;s to access a
computer net WBP BT BFos T atPoles poivEak ey SRR SFingl e

establ i shes aprickifor MBekpddited sefice/i 2 one or nore routers 18 to the desired
conput er network or, online service. 15 Thereafter, ttEe subscri ber_ can
comuni cat e freel yIk6 Bamenage %P?@H‘S%ﬂ’gﬁﬂ”gﬂﬁ?éﬂﬁ& ¢ SQMRHEIREREK on| i ne
service 22. |90 6f iRér onfinS4PAGS22 thit the SuBSEHBE WihésQH acdel KRleple] Nt er face
12 generally perforns a packet translation function that is transparent to

t he user A ubstheispeacribyrar preessdheenterprisenetwiors onergghithe computenis Bipigallyt raf f i c
fromthe conpydat t.l%1&9#%09%,%%&&@&%%&%@% i ARt o @Enér'oﬂam%o servi ce,

the gateway intertace chang€s attributes Wt e packet comng fromthe
user/ subscr i bsaryicesu dInca shetsubscsiberrelestsad deerssa cahpudrngtwork odothpponlioat | on

specific paraneter t e Lteria of the...petwork to which the
user/ subscri b&f" 'ﬁ%is'fﬁe gag&agggtg@cqleﬁ&éf# 1 %%?P%r?qﬁlea%c}mkgvé? ?nlbe ra{lg?fgt I ncl udes
an attribute tdusdrs 18 tol theldesired canhputerineosork bgoyiaelsedvivef rom t he accessed

net wor k be rout t hrough the,gateway 25.,interface. .In contrast, the

i nbound bgaf fic fr?ﬂ?’?ﬂ?r’g‘gﬁﬁg%\bg@m%@“&fca@t F%{ywﬁhﬁeﬁéfl? rvice that is
routed thr ougBohpferdrRiveoiR 20 bR btBer gilifie séHide 22ORSorder!th AlfpoRtithion function at
the gateway interface, so that the packets are pr%perly formatted for the

p

user/ subscr i bepmmupigation, the gigwvay migriaes 12 generally pedorms dpacketitiagdlatitiocess t hat

takes place fhchfiPthdBt aiparehi B iledkbrdubsdribRFRRIANER Wb IR hifRgAnd, Whi Ch
appears to send and 30 receive data directly fromthe accessed conputer

net wor k. Addi fareutboundraffigiromdthe computer 12 to the computer network or other on-line
20 service, the gateway interface changes attributes within the packet coming from the

user/subscriber, such as the source address, checksum, and application specific
parameters, to meet the criteria of the network to which the user/subscriber has
accessed. In addition, the outgoing packet includes an attribute that will direct all
incoming packets from the accessed network to be routed through the gateway

25 interface. In contrast, the inbound traffic from the computer network or other
online service that is routed through the gateway interface, undergoes a translation
function at the gateway interface so that the packets are properly formatted for the
user/subscriber's host. In this manner, the packet translation process that takes
place at the gateway interface is transparent to the host, which appears to send and

30 receive data directly from the accessed computer network. Additional information
regarding the translation function is provided by United States Patent Application
No. 08/816,714, assigned to Nomadix L.L.C, the assignee of the present invention
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regarding the translation function is provided by United States Patent .
Application No. 08/816, 714, assigned to Nomadi x L.L.C, the assignee of the
present invention -11 WD 01/31883 PCT/ US00/ 28541 and |

i ncor por XU ef erence as if setforth herein. By irrp?g?r)eﬁﬁ%gﬁ t he
gateway interface as an internedi ar%/ﬂyé)etmeen t he user/subscriber and the
conput er net wand previos!i éncorporatedebystefepense as if sefarthderain BY implemerting|

elimnate the, ne ) L e lifdf) BetdQiilthe Gset et 8SPheg subsequent
net works. 5 Iﬁheog?geqveaﬁfg%té‘l%rrc%%?% The pr eseent inver?t.la(;m%ﬁ the gat eway
interface i nebmpetet metworkionbthenerling seraivd, the nser/sibscribes otilk eliminate thre
user/subscri ber has | ned, acge tQ o t hrough the

gat eway i nter t°trﬁ'§gnatlf5\lfeot|h%ﬁ?%zzgﬁ%f’ %cgﬁsg{nélrm%%ﬂ%ﬁ }éawgﬁ(gbnnuni cated to
the host gonputer fx 68 dufitddingsit 6fthy presére irventiorg et gateway diterfacee

user/subscriber with information.. Th O infopnmation that I. L OVi déd to
t he user/ subsdmplsgentsgng @WWB%‘E‘?"@H}%%&%O Pf% euiets}r%g‘%slcgg%&?gi ncl ude
i nformation ofy,ial hQudss tB)éﬁé—‘&nm&@h@ﬁwo&\KﬁihfdﬁFh fidlgateag interficeniint i on that is
provided for in the informati on and contrag

console nay be _static
i nf or mat i on orinfgymatienand penirohaansels is WW“H*M@%‘W%?%W%J‘%‘ he

information a GidEBihe HSerHaRCriBR 9fiH ihformatide THeeCi fi c or
gateway 15 in{%}eﬁégytés%%g%ﬁ&o lI n tﬁe Jser-gpecific nodel the data nay be

based on i0nf orinfatmation thas isprovidediotthiouser/subseribss indheyinforarationand ¢outrpl ovi ded by

the user/subscriber. For, .exaq s AR SHtet®Yhé NCl ude user
profiles that “1‘?3%?2“83 %dugglsné Daggnhgﬁa@g%iﬁ%%fﬁe user %r by | oggi ng the

net wor ks and shfoeBatitnghatésiprovidedifor inthe infortwition angheonkrp] cansele may & mat i on

provided for in the, informati on.and coptr 2 I . et wor k

moni tori ng i nfSAtiGEREoBPALOpF EW%P‘??F agfﬁ'gthseégfogrg&go%f%@?%delgﬁé%ncei vabl e
pur pose that tiﬁi%hrxﬂ&idh\r/]ﬂﬁ c&ﬁfﬂl ab:]gsbreaﬁayrbearsemeaiﬁc;m? sp‘eiciﬁerorgaewsyd |
appropriate. Wthin the_real mof marketin the informati.on. ontro
consol e nky iipteractesredier l(“i‘g‘]? PgT-ERECHG {tt'}epﬁé “?53’8%68 °Hé§t§§m% %t he
user/ subscri begundiGetrork aitadusds dr ifoihaAida prsvided by eheomprthibecriver. turl ori ng t he

I nformati on based upon the  current chqt'on of ﬁ@e usﬁé’li’ host, user
profiles in tHexamplonthemetwosk dajghases may 1psiude userprotilss that pave been o' | j e,

Typi cal l'y, thi g dghef I?Qa(ﬁl{e%é fhe S bt Hﬁﬂagéiﬁa? thelhetwdiRs ardf siesrvibitedbyahel cont rol
console in the ?ormc_)_ | iks” to ot her avai[able networks, nterlnet sites,
intranets or susak|/Additienallnithe infpripation ppyided {95 in the infprmation and contro

20 console may be network monitoring information, for marketing purposes or any

=

other conceivable purpose that the gateway administrator or user/subscriber deems
appropriate.
Within the realm of marketing, the information and control console may

include advertising tailored to the specific needs of the user/subscriber. The

25 gateway interface would be capable of tailoring the information based upon the
current location of the user's host, user profiles in the network, gateway
administrator concerns or the like. Typically, this information is provided for in
the information and control console in the form of links to other available
networks, Internet sites, intranets or similar networking possibilities. In this

30 fashion, the gateway administrator can offer the user/subscriber access to other
networks and services without the user/subscriber having to register for or be

approved for a subscription to these other networks or services. The gateway
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provided to the user, the bytes of information currently sent or received, the current

20 status of network connection(s) and the duration of the existing network
connection(s). It is to be understood, by those skilled in the art to which this
invention relates that all conceivable useful information relating to the current
network session could be displayed to the user/subscriber in a muititude of
combinations as defined by the user/subscriber and/or the gateway administrator.

25 The gateway administrator will have the capability to dynamically change the
information supplied in the information and control console based on many factors,
including the location of the user/subscriber, the profile of the user subscriber and
the chosen billing scheme and service level. The information provided in the
information and control console may prompt the user/subscriber to return to the

30 provisioning page to adjust any number of specific parameters, such as the billing

scheme, the routing, the level of service and/or other user-related parameters or the
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how frequently an information and control console is invoked by the gateway
interface so that it appears on the monitor of the user/subscriber. Typically the
gateway interface will be configured to invoke an initial information and control
console to the user/subscriber's host a short period of time after the user has gained
access to a network service provided by the gateway administrator. Additionally,
the information and control console may be invoked automatically in response to
predetermined conditions. An example being, invoking the information and
control console in response to the user/subscriber's imminent subscription
expiration. The information and control console may also be generated and
controlled by the user/subscriber. The user/subscriber can choose to have the
information and control console visual throughout the network session or the pop-

up control can be minimized or deleted. It is also possible for the gateway
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20 color, graphics, location, form of read out (digital vs. analog), language, scales

(e.g. metric vs. U.S.) can all be varied, as well as the rate at which information is
provided. Additionally, the information and control console may be configured by
the user or gateway administrator such that the outlining panel and background of
the console are transparent and, thus, only the linking buttons and other

25 information are visible on the monitor.

It should be noted that in most embodiments the information and control
console will only be actively sent from the gateway interface if the user/subscriber
is accessing a network provided service, such as broadband Internet access, that is
provided by the gateway administrator. If the user chooses to stop using the

30 network service, such as broadband Internet access, they can close the application
and the information and control console will correspondingly be inactive. The

gateway interface recognizes that the network provided service has been disabled
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I nformati on and contr console.are typically used if the gateway _
admi ni strat or %?tﬁquta&gp{(se%cée?lgy%srs offer a billing plan based on the

bandwi dt hpgt hat Figure 2 shows an information and control console 50, that includes the

current chosen connection speed (i.e. bandwidth) 52, an elapsed time counter 54, a
current charges accrued counter 56 and a start/stop button 58. The attribute fields
in this information and control console are typically used if the gateway
administrator or network operators offer a billing plan based on the bandwidth that

25 the user selects, commonly referred to as a "pay-per-use" method of billing. For
example, the gateway administrator or network operators may structure billing at
$0.10 per minute for 200 Kbps bandwidth, $0.20 per minute for 400 Kbps
bandwidth and $0.35 per minute for 800 Kbps per minute bandwidth. If the user
chooses 200 Kpbs at $0.10 per minute, then the initial information and control

30 console will identify 200 Kpbs as the current bandwidth along with the elapsed
time that the user has been connected to the accessed network and a running total

of the charges that have been incurred. If the user/subscriber desires to change the
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to expire.

presenting the start/stop button feature within the information and control console.
20 Additionally, the information and control console may comprise a timer (not
shown in Figures 2 -6) that alerts the user/subscriber that a subscription is about to
expire.
Additional information and control console fields are provided in the form
of click-on buttons 60 located, in this instance, near the bottom of the pop-up
25 panel. By way of example the buttons shown in Figure 2 provide for links to a
corporate home page, a travel site on the Internet, an Internet search engine and a
network provider home page. Those of ordinary skill in the art will note that the
additional fields within the pop-up panel may encompass infinite possibilities for
links, services and information. Additionally, the buttons or any other field within
30 the information and control console may include other types of information
options, such as advertising fields or user-specific links or fields based upon data

found in the user's profile or inputted by the user/subscriber.
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the quantity of data,that is frapsferred, typically both sent and received
data, commonl ypl_'f“é_g%sF‘? 8@%@%%0 "fﬂq%'tléfrm%%eﬁo'ﬁp%?ﬁb’lng F‘H”é.an‘?—or exanpl e,
the gateway adicéivéd datd, 66mMbnlyetféREdtoRs aBitéterMMetidAWTHAlAE Fdiar ge 20
user/subscribers the flat rate of $1.00 per negabyte of data transmtted.

of y
If the user/sEH33we. Biealaay adminisgalon arraverk OPeraion may choase q FaEEe t hey can
click-on sgie bgtr/subscribers the flat rate of $1.00 per megabyte of data transmitted. If the :

user/subscriber desires to change the bandwidth setting, they can click-on the box
containing the current bandwidth and are re-directed to a service provisioning
screen to choose an alternative bandwidth. The start/stop buttons, not shown in
Figure 4, may also be implemented in this information and control console.

25 Figure 5 shows an information and control console 90 that includes a time
remaining counter 92 and a current connection speed 94. The atiribute fields in
this information and control console are typically used if the gateway administrator
or network operators offer a billing plan based on a specific level of service (i.e.
desired bandwidth) for a specific period of time, commonly referred to as an

30 "expiration time" method of billing. In this billing and service scheme, the
user/subscriber may choose different pricing schemes based on the level of service

(i.e. desired bandwidth) and the duration of their subscription. For example, the
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containing the current bandwi dth and are re-directed to a service
provi sioning screen to choose an alternative bandwi dth. The start/stop

but t onswoR@sigghown in Figure 4, may al so be i npl enent gdrivkodIaséa
i nformati on and control console. 25 Figure 5 shows an information and

control consgle 90,.th ,ncl yd a A h1me enal.ni n unt.er a current
connecti on sb%éal%k? oﬁtﬁrgdgtclt ?’iﬁ%toé 2%‘i 8'Iudsé1{’?cﬁlp 1?%@}1?% %Prurrﬁtu?(g)%g%%d control
consol e are &atgR00a400/or800Kpbk biukdwvidiht efnhy usetlisubsciberalesires tochange ther k (
operators offer _.a billi | an based on.a specific |evel of rvice (i.e.
desi red bandfgtien 0443 s"ﬁ’g%‘%é‘ef‘ﬁ @’CS%VFEB%“B‘T‘ % ftr?é?yc@cﬁﬂ?ﬂhllego F@‘ﬁ‘é‘?”r ed to as
an 30 "expir feltdR chhtiBingthd Reimdhg ik bi &Grent Banklidh el reidigctad b Ser vi ce

schenme, the user/subscriber may_ choose different pricing.schenmes based on
the | evel of sauicq proyisiqmingscregn and ghpopeanmlicaat seayier pla offering 3 bttt hei r

subscri ption leézgﬁg s@?érﬁg}blr g leox{ﬁgtesubgéipm Péﬁoﬁl%_s@gﬁw&gg%ﬁmus er may be

offered a 1, 2, hour subscription with the option to operate at
a 200, 400 otypsally ke bmpleaedinthe 'expirgtion fume seethad nsausettes subsariptios haso change

the duratio . | ption or the level of service, it may be
possible to glsﬁ%kﬁ%ﬁnégﬁgﬁ%ﬂc&x containing the remaining tinme or current
bandwi dt h, be r e- Biguneoi #listtareseaninformationang cantrot icomsolegl dchadmchadess choose an
alternate service plan.offerj a_higher |evel of gseryice or a |onger
Subscr; B0 on e oredih speed {1, f naibive ereef runer 108 0d o 3B e empl oyed
in the "expi baitdOI06! ITHe attARitd Geldb aolisssfothaiohund contRilicokoltode a specific
time duration. Figure g illustrates.an informati on and contyol console 100

that i ncl ude&Picedly usedifthe sateHar agmppstiaios gpneftyyork operatoraficrsgbiflnglan count er

104 and a St hdelDh PRe-plabhdsPig alddireddnfoudt SfdelidrR "Ede@ik'dInithls bype i Nf Or mati on
and control console are typically used if the gateway adm™nistrator or

net wor k oper RilbBrg soheme theqpsey/subscrigenivitlibe afered vagpushaadyyidte pptianseash desi r ed

anmount ne s Ot SO0 T ot ' il

o T sungcr's R Witk i &tlo specifidd polls per AUt yod e ‘%%&?%‘E@?W%‘%?ﬁ‘i% of which
is tied to spblork"idfaetyosk accpsss fomexample $20.0% of netwverk mse Theibldckiofien pur chase a
"bl ock"” of n [ B o] - $ et wor se. The bl ock of
net wor Kk acceglét%#f&g %giiﬁeﬁ c{noa\;\lloﬁﬁgé%%e gtrc' %’%“%&%%é"é‘%%"%‘ﬁﬂf}gﬁ‘g\fmgﬁ?eﬁ Tt the
connection. If the ukee chamses Tilowsameatici speedthenaill deplets theirdblobl'yofiM | | depl et e
their "block" of . network ces slowy .than if they ch e a higher
connecti on sFEPrk gife?dn@F?@W?%é’%”ﬁrtFWeChB%M&% cﬁ%}?ﬁ‘é‘ﬁ{ﬁpﬁf{)f %l d wthin

t he i nf @omat icliekifgon theahdWidth connection ficld within the information and control :

console the user/subscriber will be re-directed to the service provisioning page to

L~

change the bandwidth to accommodate a higher or lower connection speed. The
start/stop button may also be implemented in this information and control console.
The information and control console is not limited to supplying information

25 related to the user/subscriber's billing and service plans. It is also possible to
configure the information and control console to include information that is
customized to the user/subscriber or the location/site from which the user is
remotely located. For example, the user may be located at a hotel for the purpose
of attending a specific convention or conference either in the hotel or within the

30 immediate vicinity of the hotel. The gateway interface may have "learned" this
information about the user/subscriber through an initial log-on profile inquiry or

the gateway administer may have inputted this information into a database. The
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consol e the user/subscriber will be re-directed to the service provisioning
page to change the bandwi dth to acconmopdate a hi gher or | ower connection
speed. T t/stop button may al so be inplenmented in this informtion
and cont Bg?"i[%ﬁ@ol e. The information and control consol quTQ"%S’lzssﬂ mted to
supplying information 25 related to the user/subscriber's billing and
servi ce pl ans. gatewaydntgtfacs qsn storaprefilednfogoationgvithin theas¢rrsperifindiddn and
control consol | ' ' ' ] t

ser/ subsr; beg st (il (Sl Rlcl Pk BBl ool BLBRLE Ofbe Bl | |

| ocat ed. For en@nfatecantbeconfgrediayedognize dmseptofites andiotosktofnige thdhe pur pose of
attending a specific conventi.on or caonf.erence either in.t hatel .or within
The 50" P rmea Bambfiot ARk Brdic EBHEeR) I8 o Nl sodndrity Ve ARrat S, 11
"I ear ned" 3§ hi sandicohiwslroehsobmapinciudé b éink Serrcoavednton ob@nfdréticosgriicen initial
| og-on profile jnquir r . the gateway adm nister may have inputted this
information in?g?féw%%ag‘a%. ~The -19 WD 01/31883 PCI/ USOQ 28541 gat eviay
interface can st or gnphéthed &xample®F ToRbficH spéifib inforntieiol 88 cdhRGEdnséle AAA

dat abase or it _can store_and retrjeve data from external databases. The
gateway i nt erdaid ghecusar bscribar may begmotsly eccewsingthe gaievay ipterface whileand t o
custom ze the o Lof PHTPGEQRC & ihfll THE RO Ey AEGRELWIPbY conkiBurkli o hot !
scenario, the lloﬁl%)dr)r?at on‘% g‘%’_ control ¢ ngoiﬁye may t|gncf)éﬂd‘ieonalBT“‘it_anEofor
convent i old or thatif isicapable efproniding ready agsessdo information slated tol thatspesifier exanpl e

of | ocation spagifi.C 1. FTR{E . linE QRS i user
subscri ber may8 é)hrtgnr#o eﬁy'acé:rg{s&g%gg E ﬁe{l%%ttg%vay |JF1 gpggé}ged\z}k? Foe | ocat ed
in a specific dipapand arive thahtetmindl) thegetaw sexyicesvifferédioahatispdcifiegermindlj gur ed so-

10 that it is capable of pravi.ding ready access to information related to
that specific i ﬁlpthwnqng?rﬁﬁﬁgrdf?"%ﬂg? af’%f%'ﬁ'r?gf?%ﬁlebréalyt‘%‘il 9 "ﬁ‘cﬁ’f he current
flights schedulegfinkiGpesifiofiight afdimaticn atd/drieiniriad specifielretail Berviced ai | servi ces .
offered in that specific termngl, etc. In this manner, the information
and contrbt co‘i‘n‘?ﬂg °%‘§}°W6[F‘EH§%"?E§T'I ink for terninal specific flight
information and/ or ¢@dthiBaion®b&felihfofmdtRdndbmpfisihy thieeforRatinahd sétult 0 t he
user/subscriber. Custom.zation of the information conprising the

i nformati on antPreQpisnst limitedtoghe eatewaypduyinisiraterprithe Retuork opexgtey. The

adni ni strat or @QeybddgeritRt MRy Kis® BEARE &Y custbhitze tHS RIFSriARGEMalIS broVRdd SO be
able to custom ze the information that is provided in the information and

control consol ¢ infaenation Apdeantret ¢apeale.c Tag ey sqriver ersipmization may be
20 accomplished either directly by the user configuring the information and control

console manually or indirectly from the gateway interface configuring the
information and control console in response to data found in the user-specific
profile. In the manual embodiment the user/subscribe may be asked to choose
which information or type of information they would like supplied in the pop-up

25 for that specific network session. For instance, the user may require an alarm
clock counter to insure an appointment is met or the user may require periodical
updates of a specific stock quote. The information that a user customizes for the
information and éontrol console may be network session specific, may be
associated with the duration of a gateway subscription or may be stored in a

30 user/subscriber profile for an indefinite period of time. The gateway interface's
ability to commuhicate with numerous user databases provides the basis for storing

user specific profiles for extended periods of time.
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20 acconplished either directly by the user configuring the information and
control console manually or indirectly fromthe gateway interface

configugl i nformati on and control console in re data found
in theuﬁ?@ﬂgéﬁicific profile. In the manual enbodinenigﬁﬂéﬁ%é%?/subscribe
may be asked to choose which information or type of information they would

like supplied in Figarebiflustmtessniinformation asd contrdl consoledhiithatdncludes.  For
| nstance, t h%mk&%ﬁ{ithof@ﬁtlzgéw&{oﬁs ?d?yﬁioagiﬁ}g dg&b%d(&)igilﬁggﬁ%n § 4 deietbfs an

appoi ntnment I's ne user nmay requrr erl updates of a
speci fi c st ofir dowotcadingldetaj veriousintdrnst linksii16a 118 and 120sandmiusersspecifict he

I nformati on an ntr ol console e e _network segsion .specific, nmay be

associ at ed \/\?‘Pﬁlﬁeﬁ}ﬁ}lﬁr?so%?eoﬁo%O%Q&@ﬂgvdﬁﬁﬁgéﬁff% ibgl"efelS y be stored in

a 30 uses/ sulapgmroprie¢ upload ardeioimtoad Beledtibas that ineetiihe dasitedheddiofthe uBlre gat eway

interface's _abjlity t0 co ni cat e Wiioh méérrer.ous usgr .dat abases provi des
3 Adgle ¥ e

the basis foFOEPSARGH,E thsser desues todown Ipigpsi A8 Heri ods of tine.

-20 WO 01/ 3138sirable kb tiedake’ the ddndwilltilahe, thud, bpeed up Metfovailodd pradesat i on and
control consal e 110 that includes bandw dth up 112 sel ections for uploading

data, bandwi @nge thefile hasbesw dewmlpaded ther user maviien selpwt @ rarre modemte ous i nt er net
links 116, 1 120 ) Lfi j [ able to
: g%cﬁg&ghﬁ@ﬁg@g?& %wbﬂ@g%é. ‘f‘%e lglagll})lél?cads ot B upload

nodi fy bandwi Yy by se ting S5 “opriate upload and downl oad
sel ecti dfs t lofidatad€thetuser desiisite send@aldtadfitensive liledt may bodesirade tmce, if the

user desires. I . . ] ' ' ' | eto

i ncrease the’ cgen w&%tb%@fhd%h@gh%g%ggge\ﬁgpﬁénglfdd%‘\?m%@ecﬁpgggdgg& é Once the
file has beenfthisndaompibealsd dompuisesra livdkyto tah dnterned search angine £16an biternet
bandw dt h, typicall | awer billin t The .exanmpl e, hol ds true for
Che upl oad 150eR Y ATS ot e feinel reisbt 128 pede FoiS RToThr BN ve 11 e i ¢
.ma]y be ??Si r&hié\ﬁliitﬁ:oriﬂw&ﬂﬁﬁtlyttb@d\?ﬂibﬁ% ﬂfeims@;tslxlwmilahodﬁi Pitdrfet Sié3! - | 'ThE t

i nformat.i on contrqQl gansgle . is exanple al so conprises a link to
an I nterlfet ?&Péﬂ-se?@h%ﬁﬁ?& ?raﬂg?ﬁf{l%mgﬁuxbsm i lioking canabiliie toyn

I nternet mer %hﬁé}tinﬁ?rgatioﬁl’t%%# usBKias BpRWi Ry HitRariRE gef.\g.xstocﬁ%bteé,%wt or the

capability to advertise to the user/subscribe other Tnternet sites. 15 The
user - speci f i dPfiates ste) pr prfermatien thatihe yses hasshovmantietereg) inGi-¢. infaimagion .
capabi l'i ties 14 d8vidiefvidd thO Lo b Gk ﬂ%ethér acafil |y denmanded
(e.g. stock quotees,yt‘irike% gntupggagt?es, é‘?@?‘ﬁgg% I N oérnrlr%t%lﬁgszﬂ. atblyt e user has
shown an intasa¥t in (i.e. information |earned by querying the user or

through ﬁooggi ng t Iil‘r)guwé SH¥sta ff&v& &‘i%gr . Soifta%getﬁ)é/d fto|1:I Sroviding a network user

with an information and control console that incorporates data in accordance with

an embodiment of the present invention. At step 200, the user establishes network
access through a gateway interface that is in communication with the user's host
and desired network. The gateway interface is capable of providing seamless

25 network access without the need to reconfigure the host prior to network access.
Communication between the user's host and the gateway interface can be
accomplished though a conventional telephone/modem connection, a digital
subscriber line (DSL), cable hook-up, wireless communication or any other
suitable communication technique. Establishing access to the desired network will

30 typically involve an authorization and authentication process and in some instances
choosing a desired billing scheme and service level as offered by the gateway

administrator or network operator. Once the user has established the network
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user). 20 Figure 8 shows a flow diagram of a nethod for providing a network
user with an information and control console that incorporates data in
accordanc& \/@%@ an enbodi ment of the present invention. At step 200, the
user estaBPi¥REE network access through a gateway int erBFCESPREHL s i n
communi cation with the user's host and desired network. The gateway
interface i s capaiseconiecpormandd tnepel basrheen opensd tocfacititake aoapsss Wi t hout t he
need to reconfi Mﬁ‘!}; Im%t | 0 Q%ggug' af |

bet ween t he usecrg S chﬁo an qeﬁgéegg}fetet\%ae{}qio\gﬁ)&en? ftgegrge%%grrlf ’ g‘e acc%%g%rlkagﬁed

t hough a convent optivakl stepl 20 hcomenumchien vitrvasious datgbasesdo gssemble userbscr i ber
line (DSL), cable.hook- L rel ess cqmuni cation or a al,he sui tabl e
communi cati on tsg%cﬁ% %ﬁ%?ﬂﬁgﬁ%ﬁ%ﬁi%%&é fs"g‘fi %a PHE ]%Fégpl\érvg "hg’Fwork will 30
typi cal | y isnvolgdrway imerfdee br eadrnaldaabsbesiscitedvithintthonfasarassofde i n sone

i nst ances choosi ng . a desi re_ﬁjh billi n%gscherre nd service | evel gg%f of fered
by the gateway %8 iteinetvyozk. of hesersspeifi datg that (ﬁaFe“@ié‘ge‘tf%aﬁ%e fas
est abl i shed t hendyclofie biflhg Yhe/rdkRA AnBSERHEOR ] ARk LuscP Bl Onnect  on

and a tunnel has been opened to facilitate an open conmunication |ine

bet ween t he usdemetetsiserelatedilataer an other data thatis gelatediio,the nies pr the docatien

optional step | ' 'ﬁé%. to assenbl e user-
speci fic data. %&g@ﬁﬁﬁé&%‘;&?é?ﬁ%&ﬁ | n%gﬁgﬁé@g%ag%g%es | ocated within the
5 gat eway 10nt er f ace Adstep22¢; thecdatenhay alterfase createa peptupicontial padketsithet hawst r uct ur e
of the conposi ny [ - chfl c.odat hat . t.he. e
ruarface sl D M SN R e
evel data, useandpomiol tans heser €ars| ? td odata laner dat a
Ui ng the. net JBFREHOIBSEIRI A 165 A SR B e o Uyl o pifagf plce °°%
creates pop- up sep240 ah infeelatbsaddvahtrbiddfsolSis igehdiatbd ol the andnitbPéfle t 0 t he

information that will be conveyed jn the inforpation and control console.
These pacHets A& shpgithalin P’F‘?"éJWe‘E : BYIRHRRESH &R | nt er net

Protocol (IP). jfibrmedtidR ﬂ%@%gr&ﬁ&dﬁ@ﬁ'ﬁ%&p@hﬁ: SoRfbl WiAdbW vill B8 lised-splRfric and at .

step 240 an informatjon and control console i s generated on the nonitor of
the 15 user's frfermationconveyed faem apetavoss psseprofife o5 dirgethomputby théany i nst ances,

the informati Qershitdoribet. PAOMEAGELL @bcusddd iEinRRRatith froNHEP té ndow wi | | be
user-specific information conveyeéd froma network user profile or directly
i nput by the information and control console may be links to advertising information, links to

20 marketing information, network monitoring information or any other predefined
information.

Many modifications and other embodiments of the invention will come to
mind to one skilled in the art to which this invention pertains having the benefit of
the teachings presented in the foregoing descriptions and the associated drawings.

25 Therefore, it is to be understood that the invention is not to be limited to the
specific embodiments disclosed and that modifications and other embodiments are
intended to be included within the scope of the appended claims. Although specific
terms are employed herein, they are used in a generic and descriptive sense only

and not for purposes of limitation.
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user/subscriber. As previously discussed the information provided in the
informati on and control console may be links to advertising information,
| i nks two4931883 keting i nformation, network nonitoring pof/ostyrssson or any
ot her predefined information. Many nodifications and ot her enbodi nents of

the invention will cone to n&@ﬂﬁ@@@&fﬁ}‘&@bn the art to which this
't 0 e

i nvention pertains having the béene €achi ngs presented in the
f oregoi ng descriptions and .t he associ ated drawi ngs. 25 Therefore, it is to

be understood that the,invention is not.tqg be li.mted.to,the specific
embodi ment s di scl gsed éﬂaﬂﬁﬂﬁ“W?ﬁ%%ﬂﬁ&ﬁ‘&%f%‘ime%l&a?ﬁems are
intended to ReistiR€hdteerking debioh, tHtan@Bapenirisidge appended cl ai ms. Al t hough

specific terns are enplaoyed herein, they are used in_a generic and
descriptive sense only®st ’(i’fhﬁgt""‘F‘B‘l"‘e‘p‘tﬁ“ﬁé‘i‘é‘ﬁ"eé?t"l*}‘i‘ﬁsfg‘é"?"@ﬁ.aga‘??ayrr VO

01/ 31883 PCT/ihisiitedBa plovidesiirhnfhbebt hedtworideOhfiflratich todhd Wisfiod for

comuni cating to a hoSt information during an existing networking session,
the methdd conpri si ng: cestinginfosmption andreontrelconwlepackets atthe gatewasa host
t hrough a gat'ﬁféﬁXﬁc-i nterface that provides transparent network

configurati on to the host; 5 creating information and control console

packets at the gat eway seridingshé tnf@matiematidepntrbleconsdle packets dm thaddstoand r ol

consol e packets to the host, and enerathng.an i nformation angd,contr ol
consol e on a nonitor ofYRAINgKEpfopyaon %%@ngﬁf’féd’gﬁ'ﬂ%rﬂmfﬂf%?mti on. 10

2. The met hochosfthétlcamprides predefibed infopwmtidrsi Nng conmuni cating with dat abases
in comrunication with the gateway interface to determ ne user-specific
data. 3. The nmethod of Claim2, wherein the user-specific data conprises

data relgted to azphysmaamettoaaf Chimal, fiirther risingofhmubi@tifigwitRd of Cl ai m
2, wherein the user-specific data_conprises ata related to a profile of

the user. 5. dptpbasesimenmmunieation with the gateway interfags to detsgming apsfispeFifihie user
and data.

3. The method of Claim 2, wherein the user-specific data comprises

data related to a physical location of the host.

15 4. The method of Claim 2, wherein the user-specific data comprises

data related to a profile of the user.

5. The method of Claim 4, further comprising querying the user and

constructing the profile of the user based upon responses from the user to the

query.

20 6. The method of Claim 5, further comprising logging networks,
services and sites accessed by the user and constructing the profile of the user

based upon the logged data.
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constructing the profile of the user based upon responses fromthe user to
the query. 20 6. The nmethod of Claimb5, further conprising |ogging

net wor ks, l.ces and sites accessed by the user and r i.ng the
profile &O?ﬁieﬁ‘é&ser based upon the | ogged data. --- %%Q'ﬁ}so&}fs%l s Sheet

Has Been Replaced 11111111 Il -1111111111111 HE 1111111 IN 111101111
111111 C L N * WO 04/ 3158w metd sf§daipp; mherem crepfingnopripronolmagkets 2

wherein creat i RgBORmHRsERbehi épﬁfgﬁg&ﬁroﬁ Pi&%% ﬁx?gg%ltwﬁfﬁxt&fa%@iﬂa{‘g POp-Uup

control packets at the gateway ace at re e user-specific
data. 8. The meflagdhemsecsrecificBatanher ei n generating a pop-up control 5
noni tor panel further conprises generating an information and control
console on a nonitor of the user's host that conprises user-specific

i nformati on. 9. The8.net il mdthdd ofiGlaith 2, wherein genietating a8 op-ap eontfadl ¢

informati o i ncl udes li.nk to anot her .avail abl e .net wor k 0. The net hod
o O i 65 wnpnit TRnd Rt BT pePerating At oaROR 6 odgl@nsde PR e 1o
user-tailored aRiokitédofthe usbyHEed thattomprises UB&-spedifi@ thférmatibai m-8, wherein the -

user-specific information includes a link to user-tailored advertising
i nformation. 12. The nmethod of Claim@8, wherein the user-specific

information includgs a fHeRethdd f CAALES)MheRiHMhBnSdrispt@fic Hdn4@don 15 13. The
met hod of Claim 1, wherein generating a pop-up control nonitor panel

further conpriBelmdesenlinkieanefhenavailablonetworkn and control console on the
nonitor of the host that conprises a link to another avail able network. 14.
The nmethod of Claim 1, wherein generating a pop-up control nonitor panel
further conprises gHher dihemagtlzod af Glaimn wihereirthe usasispecific wmémmetien on 20 t he

nmoni t or oha[ h_eintcu@ﬁés tlﬂ%to%?%io?&fmﬁ-k%n lgnfogm%nketi ng information. 15. The

met hod of aim erern generating apop-up control nonitor panel
further conprises generating an information and control console on

11.  The method of Claim 8, wherein the user-specific information

includes a link to user-tailored advertising information.

12.  The method of Claim 8, wherein the user-specific information

includes a link to a gateway administrator survey.

15 13.  The method of Claim 1, wherein generating a pop-up control
monitor panel further comprises generating an information and control console on

the monitor of the host that comprises a link to another available network.

14.  The method of Claim 1, wherein generating a pop-up control
monitor pane] further comprises generating an information and control console on

- 20 the monitor of the host that comprises a link to marketing information.

15.  The method of Claim 1, wherein generating a pop-up control
monitor panel further comprises generating an information and control console on

the monitor of the host that comprises a link to advertising information.
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the nmonitor of the host that conprises a link to advertising information.
24- This Sheet Has Been Replaced - mull ~Jgk~ L 11111 11111111 s WO

01/ 3188300f 31888500 28541 16. The nmethod of Caiml, wheefusoopesgr ati ng a
pop-up control nonitor panel further conprises generating an information

Gat evmy adni i stribor TorUEpBRBLERinT, whobn iRkt ptiPidReE B 11 N T @
generating anmpetmmnekﬁurthm-lcoﬁlpHM|$rmamtgmi informétiver andcoptrolvesadeorer at i ng an

i nformation d can e on nitar of th ost _that conprises
et wor k. moni AP A e SRR Coparisc AdnREY h btEwd Wifbaot i o e

net wor k nDnltorlng I nformati on |ncIudes at | east one type of network
nmonitoring informtion eIe e group c¢onsisting of user billing
structure, user |dYel &’9&8@ rwﬂeﬂf@eﬂeﬁmw%m%m%n speed,
quantitysof Qadnfkok 5&@?&%&%:@% ﬁéra RforMatidneid cont®diaRafse éd e Of
network session, current tine of I ng zone, current day of week
billing zone thq)mm@mrpéﬂleh@ett%mmpmsaswoxlgmomﬁmmmmaw Claim1, further
conprising the sending pop-up control nonitor heartbeats fromthe host to

the gateway interface followng the 15 generation of the information and
control console, d&i d Fbeniethgd of Claip Iﬂpwhcrﬁhnhﬂnamﬂctrmniﬂoﬁagtbeats

occurring at ed ter.m' ned j.nt rva not the gat.ewa ace t hat
Che bop- ap. coREPBoRafi B of Bl Pl byl gloriEng ResriRion sEhgfd 1

further COWprﬁ(ﬁmﬂ@gﬁﬁlp&bﬁﬂsﬁi@ omasbrwlmg:aﬂicmé upaqwu of depviéd)euipamt | n
response to the teway.interface fai eive control
moni t or Wear E’E‘Tg' éti‘maspﬁ‘fdeﬂ\é@é‘?yrﬁfjr#@ff%ffé‘ W“?‘?tﬁgarggﬁg’cﬁ‘pﬂ’et hod for
dynam cal | y Glipeati tifle bfsi@ftworkIskdsithl, Girfedeliné 6 dhy Hillilg abne, Glkeit By ot wor K
session, the nethod conpri si ng: establlshlng conput er netmork access to a

host t hr ough Week&illingzone; opcurentaetWask st2E.0vi des transpar ent net wor k
configuration to the host; 25 creating network nonitoring information and
control console packets at the gat eway interface that include information
relating to the udér-biThe mq@odgfgtwndrﬁmhelz@mpnmng the sending pop-up

control monitor heartbeats from the host to the gateway interface following the

=t
-

15 generation of the information and control console, said sending of pop-up control
monitor heartbeats occurring at predetermined intervals to notify the gateway

interface that the pop-up control monitor remains active.

20.  The method of Claim 19, further comprising re-sending pop-up
control packets to the host in response to the gateway interface failing to receive

20 pop-up control monitor heartbeats after a predetermined period of time.

21. A method for dynamically changing user billing structure during an
ongoing network session, the method comprising:
establishing computer network access to a host through a gateway
interface that provides transparent network configuration to the host;
25 creating network monitoring information and control console
packets at the gateway interface that include information relating to the user-billing
structure;
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This Sheet Has Been Replaced ~~~~" Il ~~~~~ LTillhh ~~~~ I
LErrrrrren! 1111 1 S WD 01/31883 PCT/ USQOQ 28541 sending the network
noni t or i REy 9{ smation and control console packets to f){s'snand
generat i ng a network nmonitoring information and control "‘consol'eé” on the
nmoni tor of the host. 5 22. The nmethod of, {Q aim 21, further corrpr|5| ng
accepting user responsé%n‘l*%@EPWF@‘%WQ”@BM@“P%FE%FWHW gewsoleded in t he
net wor k noni t ogdcRds to' thé REsEBLON and control consol e to change the
user-billing structure. 23. The nethod of Clajm 21, wherein creating

network monitoring inf (Sﬁm%tlnﬂrﬂ ngwors sranitering informatiomanshesmtrol sepsaleie s

I nformati on re+ H‘g? e|h KRst 10 one type of user-billing structure
i nformati on selecte romthe group consisting of connection speed,

quantity of data transmitted, tinme of day billi ng zones, time of week
billing zanes, or rat| e .k Sessho The nethod of Caim21,
further conprising he S ﬁg}ehﬁ)la gyﬂlﬁlﬁ %‘%@’Frﬁm%ﬁ}nlg@?c%ggﬂ%éats fromthe
host to the ga%qamsesltmhawﬁﬂnﬁoﬁmhhgmﬂmdubﬁ provided émthe aketvastk alonitdringnet wor k
nmoni toring info tLon nd c ntro* opsol %T‘F sai d..sendi ng of pop-up control
noni tor heart b& (CPRIEPL £PDS9 eetﬂé" er-bifling spetire; o notify the

gateway interface that the pop-up control nonitor renmains active. 25. The
met hod of C aim 21, further corrprl si_ng re-sendi n pop-up control packets
to the host in respdnse &rWP@F‘P &mtpvﬁgkmemm@s. ve 20

pop-up cont r ol j,FRRb&gY an'&%@ﬁ&&%@ﬁs%léﬂaﬁ:ﬁéis ﬁclﬂ&%ﬁﬁm&%laﬂﬁé foQf1ealy time. 26.

A nethod for dynamcally changing user |evel of service I'ng an ongoing

net wor k sHlssi ome typecofiwserthilding stgeture indermation seiectesfromy thecgrpun eonsigtingodr k
t ho t t
e 0 o U S s L BAHARE ik D P 8 GG o

i nf or mat i on aneleekdilting zoresns diratiopafdetvarkaessiohe gat eway i nterface that
include information relating to the user |evel of service;

24.  The method of Claim 21, further comprising the sending pop-up
control monitor heartbeats from the host to the gateway interface following the .
15 generation of the network monitoring information and control console, said
sending of pop-up control monitor heartbeats occurring at predetermined intervals

to notify the gateway interface that the pop-up control monitor remains active.

25.  The method of Claim 21, further comprising re-sending pop-up
control packets to the host in response to the gateway interface failing to receive

20 pop-up control monitor heartbeats after a predetermined period of time.

26. A method for dynamically changing user level of service during an
ongoing network session, the method comprising:
establishing computer network access to a host through a gateway
interface that provides transparent network configuration to the host;
25 creating network monitoring information and control console
packets at the gateway interface that include information relating to the user level

of service;
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CL 1211121 21122 10100 1121 11 WO 01/31883.PCTI USCO 28541 sending the

net wor kywisiisiges i Ng i nformation and control console pagkeiSodesdihe host;
and generating a network nonitoring informati on and control console on the
moni tor of the host. 5 27. The nethod of .0 aiim 26, further . .co I Si ng
accepting user respongeélglr\g&{?%et%r}(@%{?f‘f’%mfiﬁla“ﬁ%r?flgflarﬁ?rf OOAS%}%E% ded in the
net wor kK noni tpagkeBdo theHost;gd i on and control console to change the user

| evel of service. 28. The nethod of C ajm 26, -wherein creatin et wor k

moni toring i nformati oBCHSHINESREEIk montening gfarmation ?‘Wc‘?"&ﬁ%‘s“’?‘?ﬁi%r mat i on

rel ated to CQRiRCHbRitor ofthetdgieds. 29. A program storage devi ce readabl e by
a machine, tangibly enbodying a program of instructions executable by the
machine to performsteps for comunication to a network user information
during am ongoi ng,het | : mﬁﬁ | tions

conpri si %g t he stezgs wg%&gg?ggﬁ@%ﬁhgﬁg%%uter (%tECé Pﬁég%gess to a host
t hr ough a gatrespayses tometwérkoronitoringinforgnatink provideid émthe metvensk mosltoragnsol e

Consol o packdvEHisriagd st e o SRS B ARV hiPbe 00, 01 and Contro

console on a nonitor of the host that conprises predefined information.

30. Th devi Cl aj 9,. furt.h | Si
communi cht | g w ¢ Rt TBAREIORAT CINAS: LATFDADRREHETRBOBNEIS: nter f ace to

information and control console packets includes information related to connection

10 speeds.

29. A program storage device readable by a machine, tangibly
embodying a program of instructions executable by the machine to perform steps
for communication to a network user information during an ongoing networking
session, the program of instructions comprising the steps of:

15 establishing computer network access to a host through a gateway
interface;
creating information and control console packets at the gateway
interface;
sending the information and control console packets to the host; and
20 generating an information and control console on a monitor of the

host that comprises predefined information.

30.  The program storage device of Claim 29, further comprising
communicating with databases in communication with the gateway interface to

determine user-specific data.

25 31.  The program storage device of Claim 29, wherein creating pop-up
control packets further comprises creating pop-up control packets at the gateway

interface that reflect the user-specific data.
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determ ne user-specific data. 25 31. The program storage device of C aim
29, wherein creating pop-up control packets further conprises creating’
pop-up CcQY pidhsggackets at the gateway interface that r

user - speci f‘I;C ata. This Sheet Has Been Repl aced -27 |1 ?It:lll.;liﬁql%sgﬁl AREREE
treer "mioreetrr ot rr ettt 121 1"l ro s WO 01/ 31883 PCT/ USOO 28541 32.
The program storage device of Caim29, wherein generating a pop up control
noni tor panel further coEDpiobREn S6rA8E ddvidebf Thain W) WhBfeirOitn@ting#pdy-ol
console on the nonitor of the host that, conprises u_ser-stpemflc

i nf ormati on. W.COWlmﬁfﬁﬂﬂeb‘%?rmﬁé?ﬂﬁﬂ?mwm@% jonzang cepfriut er
usabl e medi umRaidish fe MR Gfihd BAPRR Ruidriot R8s aﬁe’fﬁaﬁ% gd therein for
causi ng inforna?%ﬂtl)n toebe provided to a %V\Dr‘% h%)gt 1ur| ng an ongoi ng '
net wor ki ng session, the conputer readable programcode conprising:
conput er - r eadabl e ogr ?Sgﬁg' ter to 10 establish
conput er networ k a?g'ess OC%%%H%E%&% r g?}ﬁbgfcggﬁg\%gg I nterface;

conput er - Seadabl e pr ogr acompeteisusable nedinm bayirg computer rexiable prgram

i nformati on and,conirol. consal e packet.s at. t at e interface;

conput er-r ead&ﬂp%e$$?£?datﬁ?ﬁ%’ Hrscaﬁgpg ﬂ?}ah ngoe%eg‘ﬁﬁﬂ‘\[e% t°tad‘e§%‘?{g?’°§tnf or mat i on
and control cqhsiag en bRt etWerking@edsion] the atifipuker readiblelpRogra@0ad| € program
means for causing .a conputer to generate an information and control

consol e on a fSAPEPNE DS the host that conprises predefined information.
34. The conputer progragyhp@eiiehdable grdghiiintedns for tAdRig LRMPuted t9 o
conput er -r eadabl e_program neans for causing a conputer to communicate wth
20 dat abafles isstablishrramPEIET POk acResE ke kst jereetemmy dderfasedet er mi ne
user-specific data SScorffieCibloThoftinl R Rf Elifie tonfi B cléhne Wer i N

t he conputer- readabl e program nean causing a nputér to create
creating pop- upfoopatianaind control console packets at the gateway interface;

computer-readable program means for causing a computer to send
information and control console packets to the host; and
15 computer-readable program means for causing a computer to
generate an information and control console on a monitor of the host that

comprises predefined information.

34.  The computer program product of Claim 33, further comprising
computer-readable program means for causing a computer to communicate with
20 databases in communication with the gateway interface to determine user-specific
data.

35.  The computer program product of Claim 33, wherein the computer-
readable program means for causing a computer to create creating pop-up control
packets at the gateway interface further comprises the pop-up control packets

25 including user-specific data.

36.  The computer program product of Claim 33, wherein the computer-

readable program means for causing a computer to generate a pop-up control
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packets at the gateway interface further conprises the pop-up control
packets 25 including user-specific data. 36. The conputer program product
of Q ai erein the conputer- readable program nmegpsyubesequsi ng a
corrpute"rvbiag ggerate a pop-up control -28 1 I!MIIl11li IiF?If Ffel T 1l 1111
MS ~LII Il WO 01/31883 PCTI USO0/ 28541 nonitor panel on the nitor of the
host f urt her metienmaaelonthemaniior of thediost fyrthersomprisss the,pRR-UR FRYTGHI ng

user - speci fi gL s YHBihQRding dser-ApiSR¥mhiihE f ace that transparently
configures hosts for granting access to predeterm ned networks, the
gateway interface conprising: 5 a processor that generates information and
control consol e pagket g; . ' t'L%E: @ﬁgﬁ& 1h&s kfeRiniRE | On and
control console pgﬁketéga%egwa?h@eﬁﬁée&?\%\ﬁoa? e ﬁltggttﬂ,'c ranBt]Ele igﬁ%nor%ation and
control consateesytapraietrmined netposkisythd ghtgwahintérface cemprisiegier at e an

I nformat_on and contro] consol.e on a_nonitor. 10 ' | i he
et wor kel hoat . 9. TrePEaERh e kte e Bt diesed Srd 561 Ghole Phdvgisl

processor capdruni cates with a database to accunul ate user-specific data
that is used to generate tﬂeﬁ#nf or‘%ﬁéio and con(trol gons‘gl e packets. 39.
The gateway interface BFOREO4FHnaAengyie iwiormafion ghd contrelzongeie p ni cat es
wWith a dat abgsmehervarkddBosivBereRi O Inforfifsish B Sdn@el ddnsolé phcketshied i1s  used
to generate the information and control consol e packets. 40. A systemfor

comuni cat i ngeceiyed by thehostand gererats ap inforration and cortiof ¢RNSPLS PNAIRIHET an
ongoi ng ;get WE%EH&d%ﬁﬁh@ﬂethﬂédﬁX{t.t em conprising: a host; 20 a gateway
I nterface that receives a request fromthe host for access to a network,
wherein the gateway interface allows for the host to be transparently
configured to accggs t 1 e e K- L in

conmuni cation w t‘éﬁ'sai %gﬁqg‘y\/\g&m&?%r&é@é@ 3%@%&‘?&?%@%%@? dat abase
conpri ses usebmamaitafes withatdatapasefto haamulad usehepegificalatathat is used to

generate the information and control console packets.

39.  The gateway interface of Claim 37, wherein the processor
15 communicates with a database to accumulate network session specific data that is

used to generate the information and control console packets.

40. A system for communicating to a network host user-specific
information during an ongoing networking session, the system comprising:
a host;

20 a gateway interface that receives a request from the host for access
to a network, wherein the gateway interface allows for the host to be transparently
configured to access the requested network;

a user database in communication with said gateway interface,
wherein the user database comprises user-specific data profiles that the gateway

25 interface polls to compile user-specific pop-up control packets; and

a controller for sending user-specific pop-up control packets to the

host,
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25 interface polls to conpile user-specific pop-up control packets; and a

controller for sending user-specific pop-up control packets to the host,

-29 1111 gesll 1L et €L MS W 01/31 00/ 28541
: ] L :

wherein iﬁ% ﬁ%st generates user-specific information an%éggﬁggé consol es

on a nonitor based on th user-iggcific pop-up,&ontrol packets. 41. The

system of O ai m 40, wher&erin the host genemiesHssrsperifie infeymatiog apd FA®! et wor k

moni toring dat@nidi@fon d1Bodfty 84RY oh ﬂiﬁs@ﬁ%@ciﬁ@b&;ﬁuﬁ BorftPadkets, 5 network

moni t ori ng pop-up control packets. 42. The system of C aim 40, wherein the

user-specific data conprises data related to a physical |ocation of the

host. 43. The syst gq of ﬂ%ﬁﬁ"ﬁ&cmw‘%}wﬁmﬁ%@%ﬂe{ %ata conpri ses

data related to a profile e user. 1 he system o aim4l,

wher ei n t he newowmprikesmstwark montoning data thetdhe grtewaytinterfacst podls ¢o compileof -net wor k -
nmoni toring i nfornation. ecte roup consisting of user billin
3 | o NP R ol el o : .

structure,” us cur networ k connection speed,
gquantity of data transferred, current charges accrued, elapsed tine of

net wor k session, cugrent,ti of .day billin one, current day of week 15
billing ioﬁzl, or cérzr ent ﬁé’f%ﬂf%g _Wlﬁlch%'féFPfqungc‘ﬁ‘f%‘?F? PrisER 0 e

data related to a physical location of the host.

43, The system of Claim 40, wherein the user-specific data comprises

data related to a profile of the user.

10 44.  The system of Claim 41, wherein the network monitoring data
includes at least one type of network monitoring information selected from the
group consisting of user billing structure, user level of service, current network
connection speed, quantity of data transferred, current charges accrued, elapsed
time of network session, current time of day billing zone, current day of week

15 billing zone, or current network status.
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