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invention relates to transnitting application software io to
units. B ackground Art Mbile units equi pped with a function of exeeuting
Java- AP (Java 15 20 Application) software by carrying out a programwritten

I n accordance wth Java (trademark regjstered) progranmm ng
downl oaded via a network are in w desgi ead use. Java- AP softwa%ﬂmﬁww ’ﬁw '"‘a
Jar (Java Archive) file and an ADFQ(]ﬁ&I i cation Descriptor Fil

file contains a program which HPB AT with certain Java- ABoRhe ADF

I s dependent upon the Jar file, and contains, for instance, URL show ng
where a Jar file is stored (hereinafter, referred to as package URL), the

size of a Jar f nged and

ot her necessar@bmmWM$ @%Wé@%@ﬁ?@%m sof tware
to the desired Java-AP by f pescri bed below. First, the
nobil e unit obtains an ADF per al n| ng to the desired Java-AP from a server
unit, swhich constitutes WW (Wrld Wde Wb). 25 The nobile unit, which

obt ai ns an ADF checks the content of the ADF, and determ nes whether the
Jar file Peohmcaliligld o the desired Java- AP can be installed in the nobile

unit. When the npbile unit determ nes that Java- AP sof War.e can, be
instal | ed, the nid¥ pEesgnt tlmé?}%téﬁ’rh@l%lt%?nt% teanSpRitting; appligation sQars ut es

VWAV a Jart ft'elrr%lrli)ﬁi ﬁjnsi 9 package URL cont ai ned

10 Background Art
Mobile units equipped with a function of executing Java-AP (Java
Application) software by carrying out a program written in accordance with
Java (trademark registered) programming language, and downloaded via a
network are in widespread use.

15 Java-AP software includes a Jar (Java Archive) file and an ADF
(Application Descriptor File). The Jar file contains a program, which
provides a user with certain Java-AP.  The ADF is dependent upon the
Jar file, and contains, for instance, URL showing where a Jar file is stored
(hereinafter, referred to as package URL), the size of a Jar file, the most

20 recent date when a Jar file is changed and other necessary information.

A mobile unit downloads the relevant software to the desired
Java-AP by following the process described below. First, the mobile unit
obtains an ADF pertaining to the desired Java-AP from a server unit, which
constitutes WWW (World Wide Web).

25 The mobile unit, which obtains an ADF checks the content of the
ADF, and determines whether the Jar file pertaining to the desired Java-AP
can be installed in the mobile unit. When the mobile unit determines that
Java-AP software can be installed, the mobile unit obtains from a server

unit, which constitutes WWW a Jar file by using package URL contained



F0635/3173 2 in the ADF. The process of downl oadi ng Java- AP software is
conpl et e RIGIS/MBAGF3Jar file is obtained. Hereinafter, in the nobile unit,
installation of the downl oaded Java- AP software is carried out, and the
Java- AP software can be activated when required. 5 Incidentally, when the
Java- AP software is installed in a nobile unit the activation of Java-AP is
subject to greater restriction than t activation of functions that are
native to the nobile unit, such as a '“comuni cation application function.
The activation of a Java-AP is restricted in that it is unable to access

certa: n datthecADBi ndhei progessiof| downlaasding by@mgsswﬁwa@@ﬁfompiﬁas for
e ; i LWL be .

%Zé??ﬁ ?Cafﬁ%m%?egamééé' taiedat 4 1CI5ARARRE A HOAMRBH Wit S GELN r g
vever - dtniiE; AW RARA Tatk AR | GAYRER R, EAHAN DY qrif Pl STREEREN o

uni form % %ﬁérd‘&inﬁ@ﬁ@ﬁ@é@dywﬂéﬁtrcﬂﬁﬁeﬂ?eds of a user of a nobile unit or

an IP (information provider). For iInstance, some users seemto feel that

Java- 4P coul d béneideatsity, twherfthe Javasaile softwdre igrinstdlied i er mesbilen st ored
in a nmobile unit as long as_security is guaranteed. Al so, sone IPs wish to
provi de lmit-the, astivatioru of sJasamPofis tswbjget taitgreateri rastrigtionothast theed in a

nmobil e unit, or so of the functions a nobile unit .js equi d with. To
fulfill tacdyationg@ty Bmstions thaly are Matvenid ﬁﬁs m@lw@ﬁygﬁ%a%ﬁ Zation
.such as a | i O i der, i, di i ¢ Ape:l o users
of Cmob | SRR bl AoN ruReBshe! "Phe AATHILE L O BERIARSiS
responsi Gigbirfote@finaWhh o i LRAbIEAKR a0F: 4O cOsiAtRtACotali @R iR a ebildi |ity.
Mobil e units using Java-AP are notified by the authorization of the

oper api onalit,r sueh ast télephdne anwmbeasdfoheexmbplee uldy simposimgststiict t he
operation of Java- AP on the basi,s of the riped rules, In.this system

only a trgstrigtransy inthimimanney ledngey CB'e%lg%s icatiany afocapfidantiale datae
F0635/ 3173 thori zat i f. . i bl ti-on: P VW
the. abovebntictni ikl Abic sBhE0ecHs 15 SRTBIERIS RAEAPHr JoT0. np
softmre,c&qgggrig%}é%aﬂg,?%@%e:d}@v%@gri zation in an ADF or a Jar file
ncl uded. I

must be i I nce“a Jar e Is updated by an IP as required, and it
i s appropriate fljowanet, P itnposing atiar abolve;mentionedppesiridteire dor alhe
corresponding ADF to contain inforpation on the validity of the

aut hdsi z davenAPHundpsmly sderse noh e y sreeintheppepds qidpenssh ofighn a Jar

b 5o 1 b pRUEeans G [ ihREiHOEBRIERY, RO i, ol dREF o
times eveoy tHULl iHae JH?Q—%P RGuPd 1R dB6weldl 1 refer té) sbii bR thapeR/ather e

access to a certarn Jar file gets deluged, and the Jar file is noved to
anot her s@fyanationtstored fia hPmlobilehunit mst borge ass secwrityhéas | guaanteedwher e
the Jar file is stored is changed, a package,K URL contained_in the ADF needs
to be 15 Alsmgeme fBasvish, t%Pm‘éd?h]@VADng highi wses; some of) the privétewor t hy

i t.i d I the 4. I t { t he. i
oper i orinPTARLBtISE 1 AR Hnfery el oibE TAEAPHE a bOBHRL A on
20 The prig on was devel oped to overcone the stated probl ens of

t he conventlgng#)ggﬁlr,‘ﬂ'and its object is to provide a transm ssion nethod
and a transm ssiTy falfill etheker redguivesierits] rg systehouin vesichi at frogtwdrehy r eedom

of an IP to a termnal unit which allows an application to operate in
accor dancergainitation sudthas axanmpnicasfarnprevider pseviding @ecmnnappraieni on 25
which is trapsmtted by.trgnsmttin .pluralit f fil.es which, ar.
dependent SATREE? Lo BReTS HemObHS Wit veringias, 8t AnBprhedS FriBHEs Stk ne
conventiopal art. .the t j r.Qvi . h apsSITl SSHQD: od
compr P; rihe 153ppaeibafRbf ARHortaE ThyEME S R SRR BRI
comuni caj 1S VahitN dsindh ¥ &h-AP  arEORSBIfEH’ by the authorization of the
operational rules set for Java-AP, and the mobile units can restrict the
operation of Java-AP on the basis of the prescribed rules. In this system,

only a trustworthy organization should be entrusted to administer the



originator originates a request including information showi ng a storage of
a file apha3sg3fyie is transmtted in response to the request; the process
for transmitting including transmtting a security descriptive file as the
authorization file froman adm nistering server unit storing the security
descriptive file through a secure link to a termnal unit, the security
descriptive file containing first ide%'(tji fication information and

aut hori zation information, the first identification information show ng a
storage |l ocation of an application descriptive file, the application

descri pt authdrizatidmof agnored flextile @pedeppenddfiavaphR. an entity file, which

i ncludes software for. o executing an_ application, along with information
showi ng a st or ajéhemthe abavermen oned iSyytem | 18 apphiedaia the desmlesding
information of t se ity descriptive. file indigating an gll owabl e range
of an opBraeRs P loTava asplivees bHOmmAion Sawlie it ahthaileiomAtan {n e
sof t war e, 1 i g P -4 4l i wWthin a
range Shé\/\]%ﬁﬁg/ﬂf%? Qfé %‘{&'ﬁt&g ﬁglg I oéﬁn i n$§fdr?g% :J%ﬂf;ipéalsd%%%ggrﬁf%? g%‘ﬁati on
obt ai §ii Ngediifs®Sand 9 ist ASpriopiitit®gbr WAl IP t6 BWhal Yar Hle, Us 'i§9|p§)?@p1fiét_és'[
identification information contained in the security descriptive file

t ransni t fed the cortdsponding) ATOE icoconrtanemformatienaon tthei waidion afrthes i ssi on

process, the application descriptive file fromone or a plurality of server
uni ts i naWHQEaWN-he application descriptive file is stored; and a program

obt ai ni ng proce for the termna nid t t.aiyn th ntity file. fromthe
conmuni cati on s%%%eﬁys%FﬁbePHQ{q#ﬁff%m IEQSB?]? 0 qryﬁga’bﬁt]%ti ned in
t he depegge } i Bl i 1 £S5 t hod,
the ter maﬂaﬁbﬁn?%e% (r%lgt 1ﬂgef or@hg%rgéﬁfg?ﬁﬁﬁg%%dgwgfo%%i @at ?Eocflﬁgggggfpt ive
fil el@ndIPhgdandés aVaf ifile. colsesnpdaliing dnoAIDE teephicsanécussaityhat Gamgri ty
descriptive file, which is transmtted by the communication system after
securi t yenes witkoutabeunsdatingrof adas fiteras in thesiostancewsherd e, aceess to

aut hori zati on.given.to the | ,catli i noted, and in the term nal
it t g cethif o ke et actiBed A Phe s TR0k oy Sl Aoihey soHver

FO0635/ 3173.5: fi i I ' ' t .

aut hori zglﬁlltg}lﬂ I(Eiéﬁo édqbyﬂﬁgngﬁpglgﬁresgﬁ%e% |elt8{;3/{l)[li esg)rgﬁ%%@} \Elllé.é fllgfeeme,&lsso, t he
present kfpredt isoehangyd,daspackdg@nIRES contiied eim CsmMADEH neds to be

communi cation systemfor returning, when a stored |ocation of a file is
not i 5 edchanged.i | dloweeer, caimpei thes APF os adplinistdriedy byf asgruseworthyt s i n
which an entity.file containing software for achi eving an application and
an appl | CEeFRAGeR A ereiidss| BenhryalVrment of At aghisn danmndsbing he
entity fi oA '\tﬁ&%- t ity file, and an

adm ni st gk’lglr'%t ser\?gp%%??é?%d 1 ctlﬁggs\g:rzr@fsf eés'cri ptive file to
containing a first identification informati on showing a stored | ocation of

the application descriptive file and authorization information show ng
aut hor i z&disclosyre ofi Imventromppl i cati on which is achi eved when a terninal

unit executes t software,. is stored; and term nal unit i ch approves
oper &%i on of an%g‘ﬁppfmowweﬁtlé’@c&%rf@é’%wfiat@t IRYEF G0 %isﬁé% o the
15 appli i ' 'ﬁ?dr? S [ Var. j ko LS

securi ty%géfgféﬁ%ﬁ?\%ee?%{éaﬁé _ed}t’e%rﬁni %tgﬁ)baﬁéttﬁggtﬂ;ggb% %gﬁa'[sﬂes?ﬁ}rs H&i and
wher ei N phathb@r Md'al triAéhi RRéRisyStend FornrPAnsitinp Wahet REstyRtiNg thePy using
the first identification information contained in the security descriptive
file trarfseddonedfan 1P¢o eoterminebtntrwhyett eltipwanah applieationytof opexater om t he
20 conmuni cati on system by using the appfg‘iycati on descriptive file, By this
t ransm sdNAECO withean a@ughorazation,t Solbwars ot achiening anmepplationat i on
descriptive file and .the.entity file correspongi tq.the application,

bt aPhy. cHichds SrARmBEE LR bendmitting.4 BRI 0% yhind uf Hreendent
system af eh é;f‘cgn“&te}‘ has been assured. The authorization 25 given to the
applicationis englte'd in the security descriptive file, and in the
termnal unit, foeesciPethe abbos-rAentieaed poblerh ®ftthe copsehtionalgachdt i ve
file is allowed to operate in accordance with the permi ssion of fhe

aut hor i zgresentdanehtidn proviiesabtransmissien unéthpddesmpripirigie proeess forF0635/ 3
| 73 6 Brief Description of Draw n?s,Fi g. 1 is a block diagramshow ng the
conf i gur dransmisting lan avthesirationofile yr tae goBIMBAKatgPosStemy it ovhiekewut i ng
the present invention. Fig. 2 is a conceptual figure show ng data
configuration of an ADF inherent to the transm ssion system Fig. 3 is a

bl ock di agram showi ng the configuration of nobile unit 16 constituting the
transm ssi on system




Fig. 4 is a conceptual figure showing the functional configuration to of
nobi | e urHO63¥3178g. 5 is a flowhart show ng the process of nobile unit 16
for downl oading and installing Java-AP software. Fig. 6 is a conceptual
figure showi ng data configuration of an SDF stored in adm nistering server
unit 18 in the transm ssion system Fig. 7 is a conceptual figure show ng
the content of policy information congfi ned in the SDF. Fig. 8 is a block
di agram for explaining the operation the transm ssion system Fig. 9 is
a diagram showing a list page transmtted in the 20 transm ssion system
Fig. 10 iosigindicagprigingtesva regjuast incdnding inforsnationpslanwming g storage sifar ed i n

| P server_unit 12 cgnstituting the transm ssion system Fig. 11 is a

di agr am $Hevans the, fﬁﬁﬂﬁe{ﬁ@i&m&t%ﬂ@é reppeRSA (@ éﬁeirﬁquﬁ%t,t afyeress %w syst em
25 Fig. 12 is .a.di agram.show ng t content of an expl anat filg stored
o 1P etipmstifing SHHRDE tathdfingadt ncufions AeSERpaRS! Bid oty Bisdge
transmt | NgM.S S0 - Ei ' l-agr ) t he
Lo ¢ ahhdrkzdin (78hP SO ARl EMing: Serybf e SHAIIAR SHAIRD e
const 5t uldeSeriptifet filkNIMIAEIP M Seehitn lifik Oto kb tefmindl afiftantheheéuityan

expl anatory page transmtted in the transm ssion system Fig. 16 i$S a
sequence desagpawe fiide cenpdiaing figst identifecaticroinfofmatientarid anthwireztiom syst em

Fig. 17 is_a sequence diagramfor_ explaining the operation of the
transm sépfymagionthe Fffr@t identification tipmghawing e ¥emes lostionne

cepl ai it 46 S plicoBRR AERE TP THE Ko alication' D58l 1o ShARe o

sequence g AAB UYepeAbRi HpBA #ROLREH TRE! AWhieR Riclhlss WOARFFESEhON

system
10 executing an application, along with information showing a storage

location of the entity file, the authorization information of the security

descriptive file indicating an allowable range of an operation of the

application which is executed in accordance with the software, the terminal

unit executing operation of the application within a range shown by the

15 authorization information; a dependent information obtaining process for

the terminal unit to obtain, by using the first identification information

contained in the security descriptive file transmitted from the

communication system in the authorization transmission process, the

application descriptive file from one or a plurality of server units in which

20 the application descriptive file is stored; and a program obtaining process

for the terminal unit to obtain the entity file from the communication

system by using the application descriptive file obtained in the dependent
information obtaining process.

By this transmission method, the terminal unit obtains before

25 obtaining the application descriptive file and the entity file corresponding

to the application, the security descriptive file, which is transmitted by the

communication system after security has been assured. In the security

descriptive file, the authorization given to the application is denoted, and in

the terminal unit, the application corresponding to the security descriptive



15 Best Mode of Carrying out the Invention Hereinafter, by referring to
figures, Epd3R3TBSsi on system which is one node of the present invention
is explained. In figures, identical codes are given to common portions. ( 1
) Configuration 20 As shown in Fig. I, in the transm ssion system IP
server units 12 to 14 are connected to Internet 11. |IP server unit 12 is
adm nistered by the first IP (Internet_ Provider), and IP server units 13
and 14 are adm nistered by the secondd P, which differs fromthe first IP.

| P server units 12 to 14 constitute WMV and each is equipped with simlar
har dwar e fdedis2alldwed to wperate ichaseordanae geithr the MHosientien ddtidted Mybi | e
packet communi cati on network 15 is a network a communi cation provider uses
to provi dbe @btaibetdsepurikedeseriptive Edei on service. Mbile unit 16 can
perform radi o pagket comruni cati,on wi.th nobi| e packet communi cati on network
15. Gateway ser %?Ou £ presentadnyeniier, dyopidesn 3 deppsmigsion Fegdems | 73 8

conmuni cat.i .praovi.der t: 0 il cQ nication,network 15.
Gat eway g@ﬁ;@rﬂﬁ&% # Wfr@lrﬁgﬁﬁﬁq fsygr%%}éﬁﬁggﬁ‘\%ﬁ@%‘gﬂ%%ap%%@] l% i cation
netwogk by 2He!i8tStIed, lthe ﬁmvx_nﬁéh%mhffseg%ﬁé BRIh gty oghs%}v&f a
general gateway server unit. Admnisterihg server unit 18 I"'s 5 connected to
gat eway seitserinuniltich7 aay emtitgx fllesicoatdinigy Aolfiiwarst B nachievingr amnit 18
al so constitutes WWV and has, simlar hardware_and a function to those of a
general ‘Wppligation aadewny applicstionnideserippisies diles hiskethasoramosntenti on

bet ween bi | acket co ni gation network 15 and. Intepnet 11 cket
Communi c AEPEAAeRE YRR A It filei Showing 8 sered, naation ab dhershiibe Hac ket

comuni cat.ijon.n a A i i nigtering
commun! Cahi° Ny SHHhi g ShRASHGE, BOTNRLA L' G VAESASRC !
funcy on cohaiplle at firftcidentificRA6K SinfbAMAMOINC ShdWingvd BtorBd Sloc8bn W ts 12
to 14 via nobil e packet conmunication network 15 and Internet 11. Several
mobi | e uthe sapplicatiom deSctiptivacfilel and aagthostations yinfematbon  shdwingne
nobile unit 16 is shown to avoid . .conplicating the figures. For the sane
reason, @HEgoNzAtion gayen, ipran Bppligatian ;W Rigih darrchisy et avhemh Aciersunan

deei rou e cBRiet ahR oTEAREE: Biglbd! BRRLK' ORI RACH RPN S o

receivi ”%ﬁe?aﬁ%ﬁtdfrkﬁvhﬁ REati6h WR At dorEaREE vpﬁhta"litﬁbﬂgattiéna%f‘v%ﬁ%eﬁle] ava- AP
and the one pertaining to a non-trusted Java-AP A trusted Java- AP software

i s ong wapplichtiens ovirareirc ¢hé crlnpmastedierg adrveri shir fragsmitsi the peckty
comuni cati on network 15 guarant ees,agt henticity of ,on the basis of the
cont r act dgseHpPIPe dilgi to theotaraynakl ungt by gesuring securityy @nds whereignther ust ed

Java- AP software |. . Java- AP_sof re . th rusted,Jaya- AP
sof t war e:%el:&ém.ali %ler(?tﬂé.lrgs?ﬁeefép&ﬁ}c}aﬁﬁx sqegggg’hé’%c ﬁT%%p; (‘%éxé% r ‘fhtey \f&‘q’t .
Descri pt ijyéntifitfloP e idforMafiont Chbthdd Ul ethe aydoutftys ddsepitiveMifilh i S
transmtted in the transm ssion system SDF is a filé&, which is produced
F0635/ 3 ltEhstibtedt by thenoonimanicatiopr systben, addi theseatitydfileolftdm thrcket

communi cation network 15, and is the file necessary for downloading into a
mobi @ uSOmMmyAICAieR systepiaymsing thei application deseratiyefile.Appl i cat i on
Interface) of t bile unit. An_explanation aof t.rusted APL .will .follow 5
| hter ae shown s agsiiisien Vel Mierming) it (s obtaifina Hed) e
Java- AP : 1 ot )]y Al 1 :pgcatd o ere an
ADE cor ¢ SOBUAfEn REsCAMiYE| MERAATNE nrit)- ARO%MHecitindife 16 Pihe' 2
(Certifyiapplibgtioh) gbtadiss tthel Reshricy Wesetigtivet file) armshiitee thyar the Pol i cy
information is the information showng restriction on the O operation of
Java- AP. truisiaigsionf system afienrsgcunisy rleas tbieeni assused J aldhesrutharpzatiom on

carried oyt on the basis.of.the poli.cy. informati,on wl]| explained in
det a?p af2i¥ense e applieation te@ﬁﬁdhﬁ%@ﬁ?,ﬂ%ﬁ@?ﬁ%p@m?ﬁ@da Vbt

software,is transmt tQ: 1.le ' Y, .0 | P server  uni 12 to
14, an Ségrminagolﬁp"tstbghpgl&gﬁght%Oﬁ%é%rgtgathgvgl%AgCMtyvéqsgqpélvterﬁ mtted
to nobil ' ] 1 ' s ' :

Fequest 15 AMOuSEI DRI (3 QaReE SR the Pt SN o e ARSI o5
softwaredeimo%@@gtthé,obt@isﬂedis@bhﬁ dast¢tiptivesteed Java- AP's operation is
carried out on the basis of the SDF corresponding to the trusted Java- AP.
This is one characteristic 20 of the present enbodinent. As shown in Fig.l,
transm ssion of the SDF is carried out via nobile packet comrunication
network 15, and adm ni stering server unit 18 and gateway server unit 17 are
connected by an exclusive line. Also, for transmssion, the SDF is
encrypted. Hereinafter, with regard to relevance to the characteristics,
the 25 configuration of each element of the transm ssion systemw || be
explained. I P server units 12, 13 and 14 are equipped with fixed nenory

A~ N




13A and 14A respectively. Fixed nenory 12A, 13A and 14A are fixed nenories
such as q;d@ogégygc and store Java- AP software constituting 3ar files and
ADF, and 173 10 explanatory files on the content of Java- AP
software for users of nobile units. Each Java- AP software stored in fixed
menory 12A, 13A and 14A might be either trusted Java- AP software or
non-trusted Java AP software. 5 Whether Java-AP is a trusted Java-AP or a
non-trusted Java-AP, in each ADF of Jdva- AP software, information such as a
package URL showi ng the | ocation where a Jar file in WWVis stored,

i nf or mat iB}ﬁeﬁMﬁptibha)fs]Dz@viﬁgst he Jar file, and information show ng the
date of the nost recent update are witten. Such information is generally
known as itens fagbd tis ar black diagram Abevongathieveodzurationaoé. thdl so, the
ADF of a trusted Java- AP softlvvare, as shown ir% Fig.2, contains an API D of

t he trusttEANSIBISEIONP HHEMhOIhaE v ot e 195 r EXEGUINE sThee spresent

general | y_known information. Furthernore, the ADF of a trusted Java- AP

sof t war e M¥CBHOAy bt ed by a secret key which CA gives to an | P which

provi des the 15 f . I%@‘;,ﬁ; i i rle witten
in acgor dance V\nl:?g %% S\&llrr%ﬁ?tf]épgi t, en ag/cdedrtétlgtcl;dnrrcf Vﬂgﬁﬁb {s){c;fa?l\A/are i's
downl oadefiDiisetttodbentasinieion @maech.t he expl anatory file correspondi ng
to the Java- AP software: The explanatory file contains information for
formng 20 U ( Begr3lisadlbekeiagram showiingribe fconifaguration @f mabkile emmtand f or
downl oadi ng 3ava- AP software.. Mobile unit 16 displays the U screen in
accor dand® GPRHFIEBE EJFIRSMISHIOMSYCMser can carry out the operation on

nobile unit 16 i fyi ' i . i - AP on t he
U screen.  The &3 NSEeAMGheba B Shol1RE R RGHORL CERGIMAT. )" o5

t he %Er dﬂ'Ah)bB'ilﬁdfﬁf‘T@.r so as to correspond to the URL show ng where in WAW
t he ( ADF 1 SDF does not exist) corresponding to Java- AP software
which is the objRigs 5fisr adewcharti stwwing thatprdcessaofl mobile et vidr foni ts 12
to 14 is equipped with the function of produci ng and updati ng each of the
above- merflavsnkaading asdiinstalléng dayeAP sp £3 173 11 with the conmand of an

| P. Admi nisteri sgr.ver unit, 18 4 s _equl i fioxed norgy. 1 uch as
a hard disc. Adiﬁqﬁi éﬂ%ﬁiﬁ?&CSBP{?iﬁ%ﬂF?sWi%%ﬁ%@%ﬁ%Oéyoa}%égfis on with
t he part et %‘@,‘@ r i ! equest nessage
whi ch uségoé%gih(@ }mrrrgtls %tcr)ﬁ{% HT#Bﬁfﬁ r%s;]nﬁ?trt\}éégrg? ? f;\fiﬁalééi&g)ﬁasal'ls'!tcs:aPlﬁconnecti on,

adm nestering s@iger7 usi & tBnceptdal ofigurcheshiowing dhat content byf tgudidyRL
specified by the CET nethod fromfixed nmenory 18A, and returns a response
nmessage dhfemraticnsontaingd intke BB, and severs the connection. io Also, in

t he above-nenti qned Ji.xed ry. 18A are stoned. list file 200 f
introducing to ﬁﬁg' Léé? %queﬂﬁn%i %ﬁé'gﬂ"?'ﬁnt fﬁ?% edﬁ{xﬁi?laﬂ%a@\eeoﬁ)gﬁl% Osfghe{/vare,

and resp fyve: t&gspondi ng to each Java- AP software which is |isted
"o | ot P RfpsGissidn SR PO 200, as SDF, is the file produced by the
communi cation 1Figr o¥i gera idiageor skowengy 4 hlisheapentirammateghdd the each 1P
whi ch adm nisters | P server units 12 to 14, and the comuni cation provider
whi c20adriransmesstomsysteinst eri ng server unit 18. List file 200 is a text

fil i i d W th M., . I d | ai h bi |

e e RS Bl ORI, R LA B 5 .
d | oad I: 2 i5 it 16 btain th
doum, 020 B FFETE o8 19101 4806k el s © can o0t a1 (e

accessl server anit 1 n which the
explanatory fil @i 19t R # @iaglone showing aﬂn@mptlmagy eapediragsthittatdbh | e unit
16 can obtain the explanatory file of the desired Java-AP software al so by
t he fol | cthietyamsmissim systemposed to t he above-nmentioned 2~ direct met hod.
First, nobile unit 16, .by accessi q‘? adm nﬁsterigﬁc}; sErver upit 18, .obtains
list %51 e 200, dng dikps aydlagramsnawing ing Catent, giyan explanateryc ahe car ry
out the og\%raé\i.oggon mobi I.g gnit 16 to specify the object show ng the
desired JSORERE IR SERETYNIELfoen List file 200 matches the object

speci fied by thepysen {0, 3iHRam M¥Wihe! B8 X3 At8Ry Yagefransmitted in

the transmission system.

Fig. 14 is a diagram showing the content of an explanatory file



F0635/ 3173 12 explanatory file of Java-AP software in WAMVwhich is the

obj ect ofg B9agi ng. Mbile unit 16, by using the URL obtained via |ist
file 200, obtains the explanatory file fromthe IP server unit. Mbile unit
16 consists of, as shown in Fig.3, OS (Operating 5 System software; ROM
16A in which Java- AP environnment software for establishing the environnent
for executing the Java-AP, and several types of native AP software are
stored; CPU 16B which is connected to ROM 16A for reading out a program
from ROM | 6A and executing the program displaying unit 16C which is
connect edtoeddiUPL&Rvet wned] 3reonstitutfiiy tHo trRAMnl€ion systeuni cation unit 16F;
and operation unit 16G Displaying unit 16C has, for instance, a |iquid
crystal displ ayifiig. panisla daagram s pwingdan @mﬂmﬂt%ﬁpagemnmﬁt%lmn

i mage. Fixed nmenory, 16D is, for instance, SRAM or EEPROM and data is read
and writ ttBR t&nsﬁiﬁﬁlwysﬁmed rrermry 16D is used to store Java-AP 1~

software (ADF a h t eferred
to as a Wb ser@ﬁg gﬁllts) g%#@%dct {%WF ﬁraén%[)@% %Iltgrlu?ﬁncg |oén uni t
16F perf Eépf‘s &gt communi cation with nobile packet communication
net wo(r?’k ? %1&1% packets between CPU 16B and nobil e packet

communi cati on n@lgDﬂ’R isa sé‘d& ce2diageam forc explaining thel 6peratiosnof pped wi th
CODEC, a microphone, a speaker and so forth for comunication besides an
ant enna dramsmmdlom syséeni ssi on and reception unit. Hence, nobile unit 16,

by conmuni catio 1§ .16F, can performc rmunl atlon by circuit t chi ng
via a nobile co ﬂédﬁi%ﬁe%‘%ﬁ diagram g a"ﬁ?&' Bner@ﬁtotn Qgg“? s 25

equi pped on controller, and provides CPU 16B a signal in
bl RSBy i i

accor danc ation carri ed out by the operation controller. As
the sy tch (not ﬁ%OW)ls'aSbIdé'kr'@ﬁ Birifgdmdibér bperaicigbaithe
contained in OS software from 16A and executes with RAM 16E as a work
area. As teansmaission $ystemi.ons for provi di ng U and so  F0635/3173 13 forth
are executed in_CPU 168 I n ot her words, )52]__168 .activates OS oft and
executes G5 of Mig. 40i18 arpeyencenipgiam 88 exlaminganather op "the

user on the baS| S. of t%? gnal provided by operation unit 16G and the

stat us of I TalLySalot: ngnt he process in accordance with the 5 command.
When t he commnd of the user requests activation of comruni cation software,
which is native AP software, OS activates the conmunication software, and
executses BesoMivdeadf Carrfihg outrtie Irevention 16. By usi ng conmmuni cati on AP, the
user can communicate with the to party, Wen the cormand of the yser
requests the actlietginafterpoy kg éﬁh’é&éodﬁgBﬁqS@raytrﬂtPSWW% syst eﬁ%t V‘(L;’éelAP

f
el ephond S%%‘Er%ls St PrBrF ariRones bRy (B SRS RS, o

the user EH’tO%m%ﬁ ofange the content of the tel ephone
directory erel ter referred to as tel ephone directory data) stored in
fixed rre@ryCdﬁﬁgutanthe command of the user requests the activation of
Vb browser software, which.is, native AP soft.vvareﬁm ﬁgtl vat es V\égzbrowser

sof t wer e, and exAs shewn He Figbl piothectransmission sy SeIjerJnithél \weh 20

oper at1 onteu ki ard gehieqtgafaRbRELE T (e PN 2 BORAIPEE KT ES, on
the basi spo ltlhgln%%lﬁﬁ:t'?rg{ndélr) A0l 1PSeHvanahittIovhied @Xr@ﬁ@ﬁﬁﬁis%}eﬁm t

16G and execut rocess’”’in accordance with the command. Fox instance,
when the B?rtﬁaryécbﬁdflpr wiithidiffess filoen shediifst 4B. fIP@etvmuMWVIQaton

constitute WWW, and each is equipped with similar hardware and

25 functions to those of a general WWW server unit. Mobile packet
communication network 15 is a network a communication provider uses to
provide a mobile packet communication service. Mobile unit 16 can
perform radio packet communication with mobile packet communication

network 15. Gateway server unit 17 is administered by an identical



25 connection is established by operating conmunication unit 16F with the
Wb servggég@yglyﬁ which the file is stored, a request nessage of HITP
using the GET nethod is transmitted by URL showi ng the specified |ocation,
a response nmessage corresponding to the request nessage is received, and

t he connection is severed. Furthernore, the Web browser F0635/ 3173 14
interprets the file contained in the received response nessage in
accordance with HTM., produces U contfining the Web page, and provides the
user. Also, when a user sends a command for downl oadi ng Java- AP softwar e,

t he comeothrhanivation pbvider fvitliatay £ ndwlpile gricken cdhnagaication sgewirki cal 1y,
in a Wb page, either by clicking or pressing, when an anchor tag to which
t he obj ed®.t agpatewayestirveedimis Hésisg@atudf fiorecowhedsimgwsmobdet packet URL

whi ch i i fied, dat f the object tag,, and notifies JAM
that | dowspBRBRRIFAGONIRSILtl Lond: nsemyet . akd fiag S8l comti@nreencommand
f th ts t tivati f_JAM f.t whi ch . £ i AP
ot twar 016 RAEHE Rubendk AR HhRRr it SRRl s 1878 1o
JAM [ f | |1 s [ it
16, and SQLRCEPE iy St uf f7 45 00 LSRG, Admmiginr, (21,

when t he sgesiranight of 8 tdlso usaistit@ed AW WEW esid Hdse smailay MardWwapd ahdva- AP
software, Java-AP environnment software 15 is activated, and Java- AP
envi r onmimnction eve thiosed ofnangen¢ral UW W W6 uniiben Gathwagpeciviareunitat - AP
software is.activated, and Java-.AP |s executed.in Java- AP envifronment.
Java- AP sﬁrfﬂrswwea%k%oﬁ@mgnw n,AEEREsR 110 FlﬁhP@@F‘E}hFomlémS’?‘FlPHal

Machi ne iy at | {ul r al . I [ . far .Java- AP.
achine ABRABHCS' Al B! L it B D RR R Ry 2, A7
Whos g t I UsiR it N®8Sand abRe E}ﬂick@ﬁ' cRYninii EAIBR Mef@bie N LT\ ﬁ&ékét” the
basis of the contract with the IP (hereinafter, referred to as trusted AP)
i s al | owedmtmuniatioanbetween radmarstsPinghseriennynif al&- ARl i Intedneowed t o use.
(2) Operation 25 Hereinafter, the operation_ of fhe present_ enbodinent is

expl ai neVIobikg unihd f, bycesingnidrer layiag fanction. iscablowin patfiorm Backeiva- AP i s
tified by the. Wb b i Tt .f I i d
Mostal 11 RgtyabEicRESns PHAT I FREVEEL PRSI BECTEN Vs mSRIE RSO, 205 1

|S: gg‘g’g/ ggggirﬁnuﬁica'ti%nﬁil&v&%rkt ' aR8 Inesthed 1 1MOS &N hiobife hiAlts @RidiRl Ng

15 the actual transmission system, but only one mobile unit 16 is shown to

[t

avoid complicating the figures. For the same reason, only IP server units
12 to 14 are shown.
In the transmission system, mobile unit 16 is capable of receiving
Java-AP software from the desired site on Internet 11. Software which
20 mobile unit 16 is capable of receiving is distinguished between the one
pertaining to a trusted Java-AP and the one pertaining to a non-trusted
Java-AP. A trusted Java-AP software is one which the communication
provider administering mobile packet communication network 15
guarantees authenticity of on the basis of the contract with IP administering
25 IP server units 12 to 14. A non-trusted Java-AP software is any Java-AP
software other than a trusted Java-AP software.
Administering server unit 18 stores each SDF (Security
Descriptive File) pertaining to each trusted Java-AP software, which is

transmitted in the transmission system. SDF is a file, which is produced



15 the explanatory file is omtted. Since sone different nodes exist for

t he procgs(%ﬁ]/:;ql?gai ning the explanatory file, the process will be later
expl ai ned wth sonme specific exanples of the operation. As shown in Fig.S,

JAM first determ nes whether Java- AP software, which is about to be 5

downl oaded, is trusted Java-AP software (Step S 11 ). Specifically, when
nobile unit 16 obtains the explanatory file, the Web browser provides the
user LTI corresponding to the explanathry file, and receives the comand
for downl oadi ng Java- AP software fromthe user. The Wb browser notifies

JAM of Uy of tHehe chianiNicaddn Wapeovideei f iadtinysteFfigus ehobildM ackef ers to
the file nane at the end of the URL notified by the Wb browser, and

det er ni nepnmimanications nétwarke 1 5 sand us thel filaveecaBsanyf foradewviloadmeg éntoensi on
of the file is "sdf', and non-trﬁsted Java- AP software if the extension of

the filed malyle ugrthe dgvanAbhsoliwaze Awhieh tuges drusiad AP {ARpligation be
d | oaded, i t ' . t ted J - AP sof | oadi
and | not ISR o BELBUGNTE Hbfh ;i pIeneliel Rir S APT FuERILRS

i ed St . - [ ' to b
can ) 8 ifer SYEPURRD P26, SSTIE Grifinchd e AP ke elied © 2
cor r esporydiyR0A POséftfwasd)f ?Wﬁ&? friferffatiohi ADFURIL S Showing nthe 1étationer S
13). 20 In other words,” JAMestablishes the TCP connection with

adni ni st evherg aeAIRF comrdspdAding todtheedaemd\ P seftswdress staredhand @ablimnnect i on
a request nessage requesting adm nisteri &% se 1\/02{) unif 18 for_transm ssion

of the SireYstefedCerl | HE8NoBI¥DH P {revidesphe pla rowser,
i 0. : ) . 2~

e A GO T,

P red o ob S IR RINE, TPANCY ih RSt OR A RIS SERUGH B Y h AP ™

FO635/ 3 lop&Batién ecdraield ©iwesoh htheT GRsto ol theopolicy hirfoemdtionsavilerbeuni t i n
whi ch ADF identified by ADF-URL extracted from SDF is stored, produces and
t ransni t €xplaisgddnideipid obigsWrtds.r equesti ng transni ssion of ADF, receives a

h , d h i on.
A Bl ready expl SR riD8, PERCADATRAPEEndl M Fo UL Lavar4e SUORRR: far o,
cont al nst%%}ﬁgm@h A1 N 6B PoRB h AT P deridr! ﬁgit@rl@ {dnuhen §pgned
y the secre he | P

(encrypte t key CA gives to t i'ch provides the trusted

Java1sP mﬁies?bﬁdin@m\thel kdeliva- APesoftesre tid eransgiitted te mbbilb eindDF
contained in the response nessage b%/_usi ng the public key to extracted from
d

the SDF, lénbyddministesiag servautngént$ dnirgspense o Alng request fsonmemobalgen an

ADF is determined to aut.hent i t he JAM a the APLD extragted from
2n SOF ¢ otk TAp onoBRBaengtit i pterhanridig TRBenE: s g inerorEte Apl De
match (S : 2| 350 det rr i tgh,
determ nggﬁﬁéﬁi?nﬁﬁgqﬁﬁﬁg%@gﬁﬁ i%%%?&%a&e&crg%qb%% ﬂ@ttg?lbgéi%i%lf nmobi | e
unit 16 qhet$BFbasirésponding to aheanistedl Java-APE (Thispis e’ thardutedistis s of
determnation is identical to the conventjonal basis. Wen installation is
det e2fi nef the prespot eimblodimenty osashewnhia Pig.J atrapsmissigpeedi thec8DE,, JAM

wites the ADF.into nobile unit 16, ,and c .
hlS carried  out Via mo%llte packet communication network 15, and

administering server unit 18 and gateway server unit 17 are connected by
an exclusive line. Also, for transmission, the SDF is encrypted.
Hereinafter, with regard to relevance to the characteristics, the
25  configuration of each element of the transmission system will be explained.
IP server units 12, 13 and 14 are equipped with fixed memory 12A,
13A and 14A respectively.
Fixed memory 12A, 13A and 14A are fixed memories such as a

hard disc, and store Java-AP software constituting Jar files and ADF, and



extracts the hash val ue and package URL fromthe ADF. Furthernore, JAM
establi slﬁﬁsﬁtﬁgl &P connection with the Wb server unit in which the Jar
file identified by package URL is stored, produces and transmts a request
nmessage for requesting transm ssion of the Jar file, receives the 25
response nessage to the request nessage, and severs the TCP connection
(Step S 18). Furthernore, JAM cal cul ates the hash value to the obtai ned Jar
file (Step S 19). Any hash function cdf) be used to cal cul ate the hash

val ue, but the hash value used by the nobile unit and the hash value the IP

uses  FR&pPArtddy filed On Gl coh®int if Jdh@a-AdBRofevare fornasiraast moblilee ADF

must be identical”. JAM conpares the hash value cal culated by JAMto the
hash val umiwsxtracted fromthe ADF (Step S20), wites the obtained Jar file
into adm ni stering server _unit 18 when_ these hash val ues natch, carries out

5 several ki ndsFerhdayacdBeofpuanestoratyin xedgnamoayildiol 3arand dAsava- AP

o e e BT A M L AR
S P A -

ohi cni o WhBhetathPls 8irufea IRyalEE Br SRS ed IR LRER Th RAC [ O

when t he xpFCHf ghos ARSIbMeake infstndifonanichvad uepadkape BRI dhdwingat ch,

the JAM notifies the user that installation has faile . and returns t he
st at us othedobcatboruwhert6a Jar file int WIWIVt isastosed, sirdoimation shvevimgothiesi ti on
of the SDF starts._ 15 Al so, JAM supervises, the operation of Java-AP, and
restrict §lzen@fa§@ Tor filee and, i anngpn shewing the @f%t%rpfi ﬁlecmqstéecm in

Pol 1y T ﬁ%&“ﬁ“ﬁ%@f@ﬁﬁiiﬁg&;@%@? intii8pafled 5; S00raty, Ppbi™t TR 1ot shown
Ingcelslgar &vri&@ﬁ@i’%l%ﬁ% d’g%ﬂﬁﬁ%ﬁ%ﬂ%@?@%?@ﬁ%ﬁ? %ﬁ%?ﬁ%ﬁ%ﬁe nunber

di r ect or yagaaAR, seftwatd)canahesaniy Fig adnidns” get APEDaofisthe" trhsted
obt ai ni ng} the status of the nobile unit stored in the nobile unit are
a

al | oned, Jana-AReand dhothashevaligeet she Jar bile bepidesithe genesallynknewnmi story
ini ¢ {5 FORNTRRAN. 2ECREFTERE: (Pe ABD ot oh Testrd 1 BEerRRMRICOR the
cst abi | SR TR G L e
oper 3si orpfelfatdI TP; therefore, the explanation is omtted. Al so, the
above-nment i oned . . .
Also, the explanatory file is a text file written in accordance with
HTML. A mobile unit, when a certain Java-AP software is downloaded,
needs to download beforehand the explanatory file corresponding to the
Java-AP software. The explanatory file contains information for forming
20 UI (User Interface) for receiving from the user the command for
downloading Java-AP software. Mobile unit 16 displays the Ul screen in
accordance with the information. The user can carry out the operation on
mobile unit 16 for specifying the object showing the desired Java-AP on
the UI screen. The explanatory file is written for the object specified by
25 the user in this manner so as to correspond to the URL showing where in
WWW the SDF ( ADF if SDF does not exist) corresponding to Java-AP
software which is the object for downloading is located.
Each of IP server units 12 to 14 is equipped with the function of

producing and updating each of the above-mentioned files in accordance



F0635/3 173 18 operations carried out by OGS, the Wb browser, JAM Java- AP,
native Al /§@7{;orth are operations of nobile unit 16; therefore, in the
foll owi ng explanation, the main unit which carries out the operation is
mobile unit 16. In the operation explained hereinafter, the follow ng case
is the 5 presupposition. First, as shown in Fig. 8, in fixed nenory 18A of
adm ni stering server unit 18, are stored list file 200 and SDF 204. At this
stage, list file 200 is witten to prolide |ist page 20l shown in Fig.9
when interpreted and executed by nobile unit 16. Also, list file 200 is
witten, whBRherbhfiiagd bfAnckmstituting |ist page 201 is specified either
by being to clicked or pressed, to produce a request nessage containing URL
of expl anatory fAdmirisringhsenvet umitv]l Beisreqiipped. with divechmempriad 8A
paraneter of the GET nmethod. Moreover, list file 200 is witten, &}eh
option 26GuBhcansa ihandi digci i AdpHRISISNG; SeIYGE YRIE ok fiséalm%cé FCequest

i ni f | ile 207 : :
(htt e/ nRnechen uth ahedi. hae admilEfibe serve pnit, L8 deseiyssiba,
A 0. "SDF ALY =, . »
ot of frat reAnestifip AR A e e ET mahBUTBH TP IO e gty Viad® B0 O
lizy CA gipEp é&r]iq%twgi %ﬂnﬁﬁmtéfigge%e‘i‘véf’lﬁﬁt 18 reads tout Ihenflld Riagifiet unit

. I N

20 Al so, i xed nenory | 2A7of |IP server unit 12, are stored

expl anat dryy thié (ERR.1spevified dpotié GETomkthed AfPonn fixedr menfionyhd 84, tans
"tsunme-shogi" (a gane simlar to ") (hereipaffer, referred to as the
first Ja\mg—!}'ﬂss@)ﬁ@mr@ﬁ mespage of éﬁﬁlséaqom%ugngl e Efem%mitSSWrSr the 211,
ADF 213, and Jf.r file 214 are produced by IP adnmnistering |P server unit
25 12. THEWSGHERt of explanatory file 211 is shown in Fig.lO Explanatory

filegll is witdigp bP the AHAR- MeptivRROfixedoidry $BANAr Brdtod; lid when
interpreted and executed by nobile unit 16. Al so, ADF 213 containhs URL of
Jar fil e fale4 200htfop:ihtroducine . too the/ sdergiof] mobileumackagiowrloadabio, in
fixed menory 12A of IP server unit 12, are stored ., F0635/3 | 73 IJA?,P

expl anat dayas APe sofiwazer eadpeerpiestiveo ST acomespsmdipg etaoreacheJava-

"horoscope”, (hereinafter, referr t s the second Java- AP software), ADF
209, and & ?quhﬁb!se'%f‘éﬂji%&ﬁef@‘g 207, ADF 209, and Jar file 210 are
produced by |P gﬂgﬂog'létm g $BF§E§ ‘éﬁ?zﬁ'l@ Efzr&cﬁlce-ﬁhﬁy GRE L IMnfinication

expl anatory fil i § shown in planatory file 207 is witten to

proviige exividat dny apealane8 svidenthen omtradt3 sigveed i by eeqelet Rl widclexecut ed
by nmobile unit 16. Al so, ADF 209 contains URL of Jar file 210 A
("http: / /admirdsters dPj gererounpel 2 o' )l 4 sand dhggeommuunigation proYidged

13 f 1P it.13,. t | { SN
(r:rgﬁ)(ragpo n@h?f&] ?Wi&&éﬁg@%’ﬂ%@ﬁpggﬁ&ﬁg hfelﬂt fg ??E?‘Z‘E%o%@ i :thg?‘g g&? ectory
i " i..naf : t ! : { Wabtle: 205,
b Sar {1TERhOR Aordafee Wit HINVAS | D6 ieads SRRIARY Saiel ol s
produced hyedsPt@dsbiais tthei egplaBat@yyv €ileucontaldingnd UREeofean BDF td. The

content of explanatory file 202 is shown_in Fig.l4. 15 Explanatory file 202
i s wdot t edowalgadthesSBEplafnaeain Jaya-AB3sefwate n Mphile1gnithdfh can
interpreted and executed b ile.unit 16. ADF.205 contains, ©00Ql", as
AP D"t neohigoh ths PGl AgRLCR il TiscSay Dy pE s iy T SE3i Uit in Which
("http:// Mgzt j B Vd ] & p e h3irabgied by
secret ke@q@g&%’%@ggﬁomg <E;)1édrr§1t nister ?In%&’?gérée?{:/g?gugﬁgb?%?&g‘ﬁg%@é% server
uni t 14. psHile WAR 16 Bah tobtain &hbnekﬂaranat@guﬁlfe nofvithe hddsieed iJasa-AP t he
third Java- AP software can be downl oaded. (2-1) Installation Operation

software also by the following process as opposed to the above-mentioned

25 direct method. First, mobile unit 16, by accessing administering server

unit 18, obtains list file 200, and displays the Ul screen accordingly. The

user can carry out the operation on mobile unit 16 to specify the object

showing the desired Java-AP on the Ul screen. List file 200 matches the

object specified by the user to a URL showing the location of the



First, the operation of installing Java-AP software in nobile unit 25 16 is
expl ai nedryg$4y39herence to each Java- AP software. (2-1-1) First Java-AP
Sof tware e installation operation of the first Java- AP software begins
when the user finds the IP server unit in which Java-software he/she
desires is stored, and then tries to obtain explanatory file 211 in the Wb
br owser FO635/3 | 73 20 by operating nobile unit 16. First, in nobile
unit 16, request nessage tm 12 contai nidig URL of explanatory file 211
("http://ww.ccc.co.jp/mo.htnml ") as a paraneter of the GET nethod is

pr oduced.expishiadiy Nilesadefdvar AP seftwames loW WW Fvbrich 6s theaobjdcttef by
mobile unit 16, and is received by IP server_unit 12. In IP server unit 12,
response dwsshgdingn 18 alibe aniti Ity byxpsaagather YR bbtdingd ivsa pstfile200j n
response to the content of request ssage tm 12. Response nessage tm 13 is
transni t tdtais the wtomhfﬁef@,méggl SSAT¥eEPOEd by nobile unit 16. In

bi | it 16, \LT]. . di t h t ent. . I file 211 t
s provi ded 1o MEUEIITAEE orideh Cof B R i bit O3S Obbating o o, °
vided to tHEH LYECHP: i A
Gl atat oy ) soBuh® KDRE1 O/ 1 hich Tefa AP TR RN 18, T

expl anat gisyatildng tBe envéronmhétt frestddiih@she JavaABpaid ¥ewéral hgpesnchor
tag witten in explanatory file 211 of Fi 10 m (the tag which begins with

'l') <A") i derfﬁl nativs APesofbyaret anga?oscpxé;cﬁméd?@ whighr &meon;lecf;tedgtot R%Mﬂ ch

. . v <CRIECT") | ; s TR e
e o ok bSO O T SoSHESEFfbrFacco
e o, ARV a8l RGOV BietD i< Sohfred o G e, kb shPoil§ BIBZEC

(SteneS IRANS 6B ddbffiati i uit RSF \rid dpetdtforPiARCEEGI S carried out as

follows. First, request message tm 16 for fequesting transnission of ADF
213 identified WyisplayiniRuris 16Cotasefor Resjanst, antkpaderystal @isplaymgnsmi tt ed
by nobile unit 16, and 1s received by |P rver@gnlt 12..In I P server unit
12, respmﬁ@lmﬂaéésﬁlwslﬂaé%nl?@%ﬁi‘?é by 216B;i as padaage-i nFixedhonse to
the content of r est $3898 t 6 CSPERTR S ,]«]Z IS .t smtted
by IP sermgmqmif 215, 3Rt 1?%%8%&&&11\/&? Ol ('-ang%ia% r#(?%fll%' nit 16,
on the baglseal HiN n§ ent ixAAF M Biperigt ithS VAP AFOf t war e
can be i?\‘?%lgﬁeﬁeg&i ngggt g@rgn ng[gl. As rrenﬂ%gd llszog%g ?:cfl)?%toz}? above, since
nobi 11§ unidftvéred YADFt hadsjat)udoivmlobded fiom f ar sérvéavanidP(lsarkineftar, can be
installed, installation of the first Java- AP _software is determ ned to be
possi bl e teflerredito @s anMebissrvemerit) cansiiting YW WiendgorSPE3 s witten
into fixed menory 5 16D1. ..Al so0,.. i bil-e unit ,16, ckage URL. ..
("http:// ww ccUTMUNCHROR Yy "gkﬁeéfiﬂ”&ﬁtfé‘&“‘?r RE#?&%’,“%%@%quest

with mobile packet communication network 15, and relays packets between

pL

CPU 16B and mobile packet communication network 15. Also,

20 communication unit 16F is equipped with CODEC, a microphone, a

speaker and so forth for communication besides an antenna or a radio

transmission and reception unit. Hence, mobile unit 16, by

communication unit 16F, can perform communication by circuit switching

via a mobile communication network (not shown). Operation unit 16G is

25 equipped with an operation controller, and provides CPU 16B a signal in
accordance with the operation carried out by the operation controller.

As the switch (not shown) is turned on, CPU 16B reads out the

program contained in OS software from ROM 16A, and executes with

RAM 16E as a work area. As a result, functions for providing UI and so



nmessage tm 18 requesting transm ssion of Jar file 214 identified by the
package WRlg3sy3pyeduced. Request nmessage tm 18 is transmtted by nobile
unit 16, and I's received by IP server unit 12. In IP server unit 12, to 15
response nessage tm 19 containing Jar file 214 is produced in response to
the content of request nessage tm 18. Response nmessage tm 19 is transmtted
by IP server unit 12, and is received by nobile unit 16. In nobile unit 16,
Jar file 214 is witten into fxed nenokdy 16D1, and installation of the
first Java-AP software is conpleted. Wien the first Java-AP software is

det er m ndgrthsareexenged|ihaGP®) i16B1obin other words, URU st6B utivfatesp@S e uni t
16 returns to the status that existed before the acquisition of ADF 2|3

began. ( 3oftwaresandnexeranes A odfifiged anTmebilesunit! ko.i o@Sopdentifiemthef t he

second Java- AP sof re begins 20 whep the user tries (o obtain explanatory

file 207 O@yn@aaﬁaq i &% Wi qnbrt]}ihfhi%?&ﬁe‘? e angaﬁi&fos;eﬁdaﬁﬁ@ner@%m AWk ory

file 207 b bt ai ned either (b I rechly accessing the relevant, | P

server orlcq%ﬂ F‘é@g 9 %@fu%f ﬁ’fpt]266(,i %ﬁgugﬁ‘ﬁ gj%lﬂléo%aﬁérlgt Sﬁr%‘iehwﬁ W th

tryi ng t QoPindhg. | ist file 200 is explained. As shown in Fig. 17, in nobile
6

uni t , request message tm 20 25 containing URL of list file 200

("http://ww. aadVhen jthededornivind af athear as®t ere@iestdhe achVatibhhasf i s
produced. Request nessage tm 20 is transmitted by nobile unit 16, and is
recei ved cbynmmmtmsbggvare; wdrichnist nagve | APagaftwase.c O quctivatesr theni t 18,
response nessage tm 2l containing list file 200.is. produced in.response to
the cont SRMBRieRK soffasaand messtites pomsanRicalign, ARiR SopRie Wik age t m

mobi le U 189 FoiRg, B BoR” ATRH Bl real solipbRedif Y oy oo

listfil g,aﬁ%o in response nessage tm21 is interpreted in accordance wth
HTM., and LTI corresponding to the content 5 of list file 200 is provided
to the user of MWhehethsicormtands af rdwuluseri meguests athengactivatiochb @ bf

mobile unit 16, list page 201 shown, for instance, in Fig. 9 is displayed.
When t he telephongs disectory AF, IWhichpiy@astie AR cyaitware oS activptesithe o hit

OPLi 0N 2038 ink! BireBRS SSRvaEIURRH HRREARS thlEpRAnEOR LA AFin

mobile unit 16. By using telephone directory AP, the user can refer to, use,

15 and change the content of the telephone directory (hereinafter, referred to
as telephone directory data) stored in fixed memory 16D.

When the command of the user requests the activation of Web
browser software, which is native AP software, OS activates Web browser
software, and executes the Web browser in mobile unit 16. Also, the Web

20  browser provides Ul. Then, as the user gives the command by operating
operation unit 16G, the Web browser identifies the command of the user on
the basis of the status of Ul and the signal provided by operation unit 16G,
and executes the process in accordance with the command. For instance,
when the command is for obtaining the specified file from WWW, a TCP

25 connection is established by operating communication unit 16F with the
Web server unit in which the file is stored, a request message of HTTP
using the GET method is transmitted by URL showing the specified
location, a response message corresponding to the request message is

received, and the connection is severed. Furthermore, the Web browser



10 ("http://ww. ccc.co.jp.jkl.htm"™) corresponding to option 201B as a
par anet eEFqgg‘%t/@W%ET met hod i s produced. Request nessage tm22 is
transmtted by nobile unit 16, and is received by IP server unit 12. InIP
server unit 12, response nessage tm 23 containing explanatory file 207 is
produced in response to the content of request nessage tm 22. Response 15
nmessage tm23 is transmtted by IP server unit 12, and is received by
mobile unit 16. In nmobile unit 16, LTIl4orresponding to the content of
expl anatory file 207 is provided to the user. As a result, in displaying
uni t 16C,in&§gie@§ dio file pogRAIRES i1s eywecdived iresionseenessagel ig. ackdrdance

di spl ayed. en the user, after seeing explanatory page 208, operates
nobi | e 2ovitiniHTML producearidheonzisimg the Welupages sngggovites, theneseval ue
specified as ijam property of the anchor tag witf{en in explangtory file
207 of FiAfsoqsvhiame vy sdsna w%najf 3an}0¢ B8t avas tﬁ@ﬁmﬁrém tag

2Pt T e GaBRREL Y, PR D P AT Wbl S

"http:/A . j b SR o ed, jnation
o st Bp SEREALE Il WE BRECREMATY clRidine B P e M AR i on
of URL i sapiab @fich aheosbienaryg Asogreifiedtspdéesigrateds thar Webdbeowser n ot her

words, the process is carried out as follows. First, request nmessage tm 26
request i exttact IR Es wdmclofis Apeciied iasedatar propdryy tdfethariobjectpragd el .
Request nmessage tm 26 is transmtt b bi |l e FO6 173 23 uniit 16, and
is recei leilﬁﬁ J46M thatdownloading oﬁﬂaygr sedtwargi by PRL g segpestedressage t m

27 contai ning ARF.209,c0 ongi 0 f t e tm 26
C0 protuced  redbRS Aot e ubd reQFthd kRGN of S3H0C°
and iy 1 %@?ﬂv@% RyhiEAbid RatiDl t APBsoftivat®bOS adtivhtesEJAM doTewhRSisndf the
content of A 209, whet her the second Java- AP software can be installed is
det er m nestecdtesBAM tnatbbibourit 16. ncRAM Ishbsvsuoi the iter o list efilavst-Afus i n
whi ch the second, Java- AP sof gware can be installed, the second Java- AP

sof t war e Softwiareeinstalled 48 mabilg waib) ko, anddstivatesmthe Jgvay Val§) nobi | e

16,  packsRECUREA pY bE porl-anspRbcallSy AR elsabbiteh 6f R wieh RN Oy
ADF 209, (2Bfledi IHE BlriVRABAYE JaVhoRPIRAUIE, Tavh AP Hiivifihiich sdftiafd | © 2! 0

identifie y package IS pro equest nmessage tm28 is transmtted

by i g95mol§| getivdted l@ndadava-AP e@e&iv&ﬁhbntlil@ sreateedum tmobilel unitP16er ver
unit 12, response nessage tm 29 containing Jar file 210 in response to the
cont ent dfhemqbeweaé*s@gé@va-m&mftwaw a8 actyateds 8pdiav anpPsisxecnied | s

L et AR SSTABmNs | Jhip 00 bR oA R VBt o0
i nstal | atj %&?\5’8{4}@ %g/t%m%;mﬁﬂiﬁéfappgéﬁﬁaﬁ RPARIER AL tMhsiRal, Mh@econd

Java- AP so as not tallable in nobile unit 16, the

status of APDbpdovided tfot6JavetAPns API proveded uorsiatasAP tibadividiéd Hintxi st ed
before the acquisition of ADE 209 began. (2-1-3) Third Java-AP Software 25
' The 20nsttansteci ARTowbich ooly davansPiwhege fayswapthipessyas eussgrteedwien t he

user tries to obtain | anat .0 filg 202 b ratin bi_l. [tygd6. InN
t he oper affﬁeoﬁPmmBmcé‘%@E‘i tpr‘i%ldt%t R ngler %a&%ﬁﬁp ﬁ?%thlﬁpg;?z@’dﬁl gﬁ?e i nes
wher e ex f exi i i I 't ile
202 FOsapRpn PRl toCas Hhinied MEL S BHARPIAUsE, B AORIsed; 2 1y
trying tOAQ*!R@hi&h'drBI J4dvd-aPallgRedpeigel on i dentical to the operation
shown in Fig. 17 is’carried out till Iist page 20l shown, for instance, in
Fig. 9 is(2)iOpemtrmh after nobile unit 16 receives response nmessage tm 21.

When the user, 5 after _seejng |list page, 201 |, opergt&s nmobj | e Linit 6 to
hit option 201 AHereinalier, shgopsoation odths Prawand £FOedMont neXxplAINgg: URL

par amt or s &M bty Rorimand sfopr st RwEGAd BORYEAR Holtage
tm32 s LARRA B e WebBrbhReH CdrritS ot thel prdcBE€if¥P downloBdfy ¥RE uni t

13. In |
installing Java-AP software into mobile unit 16. The flow of the process

is shown in Fig. 5. In Fig.5, the process of mobile unit 16 for obtaining



io . server unit 13, response nessage tm 33 containing explanatory file 202
in respoqgﬁ%; 3qb? content of request nessage tm 32 is produced. Response
nmessage tm is fransmtted by IP server unit 13, and is received by
mobile unit 16. In nobile unit 16, the user is provided with U
corresponding to the content of explanatory file 202. As a result, in 15

di splaying unit 16C, explanatory page 203 shown, for instance, in Fig. 15
is displayed. Wen the user, after seelfg expl anatory page 203, operates
nobile unit 16 to hit anchor 203A in explanatory page 203, the val ue

speci f i edhaexplamatorpfdetiy othitidte aBhivy stimg Affdre/NnicHeRXPtidndéethe file
202 in Fig. 14 20 (the tag which begins with "<A") identifies the object

tag speciproeessasf obtamingeheexplarmatony filkj the prgiess will BeladBEETplhinethen, URL
specified as data property of the object tag N
("ht t p: / Mk, sosRe spesibicapkamples) of shexeperstien, el shewar in FagiSodAM Step S

11 in Fi i,s, carried qut. In the a e, the extension of URL . s sdf;
t her ef or g}rsfhgem%gss eih?pr@vaAgldgghW@é%f t‘é(ﬁ“i B5 *ﬁ%ﬂmi da & . In

ot her . wor, rac j Al S I R .- L aguest nmessage
tm 345r eéﬂ%@?l}(ﬁge{?’r %n]éq?ﬁggégls %%@%A%%E?%%%I {ﬂéet(r% i $¥®d b§15$‘§1§°6§% ?&é‘le& oduced.
Request mRebHE QirlifM §DBtaiy deserplagdidty fiR)ithe Webt bibivsedstovidéLaf ved by
adm nistering server unit 18. In adm nistering server unit 18, response
message wses (& cormespondiggSortir0éxplanatepoiide, and reE€ieas/tha 7dommankle

content of request nmessage tm 34 is produced. Response nessage tm3 5 is
transni t 18H ¢QWR &t BviandPs spliayagnitromg the sere c dihee WBY  bowwser unit 16

common cARIURSCIER HELIRE PR AVRLAR, SERUR, SRR IS oy ™
serveh lfefers 39 tREHIEHarke at Be eEHdoistH@EJl%txﬁ%ﬁYecFB’éf\‘}gékW/%Eterz:vée?

directly connected to nobile packet comrmunication ne r whose security

i s assuread Jekertfiiesathatothdesdfalvaid i igd tunted FR¥a-AW softwaeeiifethedy
nmobile unit 16 (thereinbefore, Step S13). In nobile unit 16, SDF 204 is
written extensioneef thedily 150sd06f and nondrusiedrotayaidB. softwarei f thebi | e

it 16, APID.("O ! ADF- U - -y i n. pbhb. co. | p/vi jant'),
and t ho SATIOR & BEUIS Y B0 satF 7 on aast 368 TRU:AP aiBib Bl m 5
e < o SE Y 3
Roducst AoQUEd0T PERAodliod: To AERITTO b PR TRR P SORRARER oo by

| P ses vedowniloadihg |and Pinbtalkgioter protiessds3, ideasipahsto hesapavemisral
contai ning ADF 205 in response to the content of request nmessage tm36 is

pr oduced Preesisen gte aagirdjeut (htep S12).

When the Java-AP software, which is about to be downloaded, is
determined as trusted Java-AP software, JAM obtains the SDF
corresponding to the software from administering server unit 18 (Step S13).

20 In other words, JAM establishes the TCP connection with administering
server unit 18, produces and transmits via the TCP connection a request
message requesting administering server unit 18 for transmission of the
SDF stored in the location shown by URL notified by the Web browser,
receives the response message to the request message, and severs the

25 above-mentioned connection.

Then, JAM extracts APID, ADF-URL, and the public key from
SDF contained in the response message, and writes SDF into fixed memory
16D.

Next, JAM obtains ADF (Step S14).  Specifically, JAM




37 is transmitted by IP server unit 13, and is received by nobile unit 16
(therei njgysy31P8ep S 14). In nobile unit 16, authenticity of ADF 205 is
determ ned by using 20 the public key extracted from SDF 204 (Step S15). As
menti oned above, since the public key contained in SDF 204 corresponds to

t he key used for the signature on ADF 205, ADF 205 is determ ned to be
authentic as far as ADF 205 is not changed in |IP server unit 13, or on the
comuni cati on path between |IP server })t 13 and nobile unit 16. 25 Wen
ADF 205 is determned to be authentic, in nobile unit 16, APID extracted

f rom SDF e2fwblishes AReDTCPntonnectiam vAER 25 Wele seprapansd inSiveictS ADF. As
nment i oned above, since APID which matches APID in SDF 204 is witten in ADF
205 in | Pdentified byi ADE—URE Exésacted t o r SRISHE g@tedn produces amdai ned i n
ADF 205 match .as long . F0635/3. 173 26 as the descriptjon.is correct. Wen
API D mat &ansnnt%tspﬂ@es}ﬁn%%e IR deaUestng transmysIen-0 TEGRIVES @an be

7y hs nORORETRRRE toarrinedingsHac M RVR g i bogacton, U
{he tgl rd Java: AR sRbANGIRptAReACq nmlﬂrelwrgg&&&ﬁy@ﬁvﬂwe 's

determned to belnsta ['e unit e unit 16

ADF 205 issftwrare! eontaihe the haghmeiiney ofodi APIB0and & JHROfiles andl furlifer t he
hash val ue and package URL ("http://ww. nain. bbb.co jp/vi ewer jar") are

extr aﬁt ed;gfmcb(mmyp@d)tbgkﬁmmg@t key @Argqaetm ithey [P rvalnichi proividesotheJar fil e
206 3.8

tran'sm?[‘itéa' o) AL Glwardo, B LAM cherka @scoicneironcanre s In 1 p
server it ABEGHIANR, TRoRY iR ﬁﬁ%%%% 57 19he 18 Blific. kevres ponse

message te&h%%te’kﬁﬁ*oin the STF,! Ared! d'ét’edrﬁn%@ rth@ratﬂﬁéﬁtléiﬁ oifle! ADFE ESG ed by

nobi e unit 16 (thereinbefore, Step S 18). In nobile unit 16, ash
val ue i s Sddl)cul ated by using Jar file 206 and the specific hash function
(Step S 19), and the calcul ated hash val u% and the hash _val ue extracted
from ADF 205 ar Vhenmpsar APK &5 determpinedato be authentic, the JAM compares

the APID extracted from an SDF to an APID contained in the ADF, and
determines whether these APIDs match (Step S16). When these APIDs
15 are determined to match, JAM determines whether the trusted Java-AP
software can be installed in mobile unit 16 on the basis of the content of the
ADF (Step S17). The basis of determination is identical to the
conventional basis.
When installation is determined to be possible, JAM obtains the
20 Jar file. Specifically, JAM writes the ADF into mobile unit 16, and
extracts the hash value and package URL from the ADF. Furthermore,
JAM establishes the TCP connection with the Web server unit in which the
Jar file identified by package URL is stored, produces and transmits a
request message for requesting transmission of the Jar file, receives the
25 response message to the request message, and severs the TCP connection
(Step S18).
Furthermore, JAM calculates the hash value to the obtained Jar file
(Step S19). Any hash function can be used to calculate the hash value,
but the hash value used by the mobile unit and the hash value the IP uses



20 nmentioned above, the hash value of the Jar file corresponding to ADF 205
s wittemgysAPr3205; therefore, these hash values would match as long as
the description is correct. Wen these hash values match, in nobile unit
16, Jar file 206 is witten into fixed nmenory 16D1, and the installation of
the third Java-AP software is conpleted (Step S21 and S22). 2~ When ADF 205
Is determned to be not authentic in nobile unit 16, when APID extracted
from SDF 204 and APID contained in ADAI205 do not nmatch, when the third
Java- AP software is determned to be not installable, or when the

cal cul at ggr _h:a%uluﬁhg_@h@hdslﬁ hallesbntash sk i itie ADEIASBR MdRtRGp do not ‘
match, a failure notice is sent to the user (Step S23), FO0635/ 3173 27 and

the status of ndbiMecamparesghedtash value calomiated dys] AMtoshée hash whalueh
exi sted before th acggi sition of SDFE 204 began. (2-2) eration of Mobile
Unit 16 wrdracied afram sbet AR (SepcBROM awritasxthe tohtauyest dar ofileofintoobi | e

unit 16 when. Java- AP sof twar.e | actjvated wll be explained, (2-2-1

Fi st Jav# ‘%%Fp\ﬂgr eCTYRE ‘Hﬂgr]aﬁsivgﬁrbfthﬁ%ﬁ)ﬁ!aéwu\lﬁlpei@?l nCQI]ﬁheSg Pyist :
Java- AP re: ifnstal t - ' I.n |l gti;op o tion is
act | vat eder G Bildie bFinr0laRes' HEr ARG BhBltoh ot Tnutb cPndRRR one
cor r espoReiiig t 0 i FBé rs I rst
Java- Allg) Igar e E(Zlﬂc‘::ﬁ|($et\?epdg\%vilf’l a%%@éﬁbﬁéﬁﬁggﬂﬁﬁgﬁmgglﬂgﬂmﬁ%g# ?%%ﬁ]g F‘?‘%ﬁﬁ lJ ava- AP
i s about (BtepuS22)s non-trusted APlI, the use of the APl is approved by JAM

Hence, the firs ava- AP_can uyse the API. m On the other hand, when API,
which the first WheRAR ermingshpot to be @ithentim whemmencABERwofhet her

SoF {3 naTPSEE: 85 bR APRRITARADE HeohoL R, bhiS WA AR by 5y
e 301 Sy boptan el sShelannaril 4 b SE AN
i nst al | e¢theeabtidated hash value and the hash value of an ADF do not match, the
JAM notifies the user that installation has failed, and returns the status of
mobile unit 16 to the status that exists before the acquisition of the SDF
starts.
15 Also, JAM supervises the operation of Java-AP, and restricts the
use of the trusted API. The restriction is carried out in accordance with
policy information in SDF stored in fixed memory 16D. Policy
information in SDF, for instance, is the content conceptually shown in Fig.
7. In the policy information shown in Fig.7, the use of the necessary
20 trusted API “getPhoneList()” for referring to telephone number directory
data, and the necessary trusted API “getMsStatus()” for obtaining the status
of the mobile unit stored in the mobile unit are allowed, and the use of the
necessary trusted API for referring to history data of transmission and
reception “getCallHistory()” stored in the mobile unit is forbidden.
25  (3) Specific Operation
Next, the operation of the above-mentioned system is explained.
In the operation explained below, establishment of the TCP
connection and severing operation are general operations of HTTP;

therefore, the explanation is omitted.  Also, the above-mentioned



Java- AP software is activated in nobile unit 16 in which JAMis achieved,
and the fpgyyg/9ng3corresponding to the software are achieved, is identical
to the operation of nobile unit 16 when the first Java-AP software is 25
activated. (2-2-3) Third Java-AP Software The operation of nobile unit 16
when the installed third Java-AP software is activated in nobile unit 16 in
which JAMis achieved, and the functions corresponding to the software
(hereinafter, referred to as the third8 F0635/3173 28 Java-AP) are
achieved, will be explained. Wen API, which the third Java-AP is about to

use i s nepetdtisicdartidd olihbyUSSs, ehe tWebAStowsera \ i , the
third Ja\?gFAP can Elljse tﬁe API . V\he% API | Wni%ﬁ’ fﬁy’tﬁﬁ%%%k {qg’eabout

to use i andrssferthAdie, opé¢ratiopsrafil nwbite umithl 6p therefort§ ideabentitlowia t he
APl . Hereinafter, the operation of nmohile unit 16 is explained with regard
to each Amplanagion, the majarwibwdick cairies aubtheepentioalisgnobile unit st ed

ol i cy | nf or et Pl PRPBRISB GBI HersinaBanaifofgIaBIE RAse ceritin; of
th i ' ' j: 5.4 b . | n. Fi 7 th f , 1

of ot PRECOEPEREA.C Fifse: 28 SRBHFnr PRED 8o i ke b IRE ofn° se”
" get Phonglirfihistering RePrdiQinit A8 are StitelNigt 100 ﬁ%l ‘Sg‘?gg%?@ ouk thg! ephone

nunber directory data. Is (2-2-3-2) getCallH story
" get Cal | sfageolisf file 200 rsusritttnAfd providehlést page 201 shamvibén Fe® when

determ n?lgte?gre‘t]éb\ agcri etxré%u?eadsi)?f rgz)bﬁglvjlr?i%/ 1i6r.nc OMrsEg,iliosrt] flllrc-]: ZS(E)(I): is gfr'itten,
when option 201A constituting list page 201 is specified either by being

10 clicked or pressed, to produce a request message containing URL of
explanatory file 202 (“http://www.main.bbb.co.jp/ghi.html”) as a parameter
of the GET method. Moreover, list file 200 is written, when option 201B
constituting list page 201 is specified, to produce a request message
containing URL of explanatory file 207 (“http://www.ccc.co.jp/jkl.html”)

15  as a parameter of the GET method.

Also, SDF 204 contains “0001” as APID, information shown in
Fig.7 as policy information, “http://www.main.bbb.co.jp/viewer.jam” as
ADF-URL, and public key CA gives to IP which administers IP server unit
13 and IP server unit 14.

20 Also, in fixed memory 12A of IP server unit 12, are stored
explanatory file 211 corresponding to Java-AP software of the title
“tsume-shogi” (a game similar to “chess ) (hereinafter, referred to as the
first Java-JP software), ADF 213, and Jar file 214. Explanatory file 211,
ADF 213, and Jar file 214 are produced by IP administering IP server unit

25 12. The content of explanatory file 211 is shown in Fig.10. Explanatory
file 211 is written to provide explanatory page 212 shown in Fig. 11 when
interpreted and executed by mobile unit 16. Also, ADF 213 contains
URL of Jar file 214 (“http://www.ccc.co.jp/shogi.jar”) as package URL.

Also, in fixed memory 12A of IP server unit 12, are stored



Since the content of the policy information is the content shown in Fig. 7,
t he use gj %ﬁﬁgg? | H story()" is forbidden by JAM Hence, the third 20
Java- AP é% 0 "getCallH tory()". In other words, the third Java- AP
cannot read out history data of transm ssion and reception. (2-3) Operation
after Third Java-AP Software |Is Changed Next, the operation of the present
systemafter IP, which adm nisters |IP server unit 13 and |IP server unit 14
changes the transm ssion 25 node or thgcontent of the third Java- AP
software will be expl ai ned. However, the present change includes the change

of the coniftitiatbly Jle 1307 SORelfindile RY' EVE AP CLO AR of MHEOYRIEPN! Of

the thir ava- tware, an e change ansm ssi on node for the
purpose StghossoR)”l (hereihafier, ireferbed 6 AsAhe lsBcoied Y8va-AP sofkdrard) ADW eve the
| atter change, I'P which F0635/ 3173 29 adnini sters |IP server unit 13 and

| P serve20$hiandllar fide ZownExkplaatorylfile 203y ADB &09, iand odilef2 dr atehe
change (hereinafter, referred tq as _Jar file 215) in f xed nenory 14A of IP
server ufreduged ahy éPo@d@@@SﬁgmgléPbﬁeéﬁ%g‘iﬂﬁg tBe cdheergondentanif 205 in

S ST R T S N T
perat! Oprbside BAIOE! s PSTULEA HATERY Of3 e HiEibrall i o

Java- AP sektutddebnhicbile ualt thangdso] ABPOEY éonthirts URT. offYar #Rerdii on
shown in Fig. 20 begins to o difFer fromthe operation shown in Fig. 18
when, i n(TRtpdfwemw.aet.cojp/harespapesjariipas gaekage REont ai ning ADF 216 is
produced as OppOﬁed to éeSQOnse nesslg’g‘&et? { cont ai ni,ng ADF 205. Response
message tm 47 cé¥@spBniixed omexaoihs 8, a& §eVeI7 Uikslkbndee fieetge t m 48

Cor 1 S8Do RIS PRSI RIS iaE 10 SayE P MRS TRRS O dbBLhtle mossage
tm 47 is«piiedHERE dumbér gg@_&ﬁf Ugiekyek g%geﬂfdfék,l Yeff@HeHefoS ab A thﬂ? obj ect s

operation shown in Fig. in that ADF and Jar file 215 are t
of the pJavasAP sofiyms), AEI5208, amd I8¢ fide 206t | rigxplanatory SHe@ONTADE file
215 identiflied package URL 20 contained i.n, ADF 2|

b 6 _
(" ht t p: / 2Rawandp’ap bile 200) g5enredeeeq by JP administrréng [P server unit 13 and
IP server unit 14. The content of explanatory file 202 is shown in Fig.14.

15 Explanatory file 202 is written to provide explanatory page 203 shown in
Fig. 15 when interpreted and executed by mobile unit 16. ADF 205
contains “0001” as APID, the hash value of Jar file 206, URL of Jar file
206 (“http://www.main.bbb.co.jp/viewer.jar”) as package URL, and is
signed by secret key CA gives to IP administering IP server unit 13, and IP

20  server unit 14.

Also, mobile unit 16 is in the status in which the first to the third
Java-AP software can be downloaded.
(2-1) Installation Operation

First, the operation of installing Java-AP software in mobile unit

25 16 is explained with reference to each Java-AP software.

(2-1-1) First Java-AP Software

The installation operation of the first Java-AP software begins
when the user finds the IP server unit in which Java-software he/she desires

is stored, and then tries to obtain explanatory file 211 in the Web browser



in nobile unit 16; request nessage tm48 is transmtted by nobile unit 16,
and rece&&gﬂggg Z@ server unit 14; response nessage tm 49 contai ning Jar
file 2157 & ed in IP server unit 14; and response nessage tm49 is
transmtted by IP server unit 14, and is received by nobile unit 16. 25 (3)
Modi fication In the above-nentioned transm ssion system ADF and a Jar file
are transmtted by the I P server unit, but one or both of these can be
transmtted by the administering servegg unit. Al so, in the above-nentioned
transm ssion system the nobile unit F0635/3 173 30 confirms the

aut hent i gyt 4 Bl BenBBIESHIPIACN I8! ifl BoBIEHALT6 OfeqHdr Mdslagfmpr oducer

of ADF on-t basPs of signature data using the sectet” key an e public

key, but jphe | epghtaisihgt he PURIesS irpft he meRplamateryt andfilde | P2ggrver
unit, or the anount of “commrunication anong the nobil'e unit, 5 the

adni ni st €¥http:/sewweccaico §p/namolhtind”) Bs separametért of ahe b6Edl Ingethaters by not

i ncluding the public key in SDF; by not signing, ADE bi using the secret key
in the | preduced. uRequessrmpgsage tonildgls, 186 Sg&wlilrimﬁlgo 6ptrgpsmitted byhe

mobi l e unit,
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correspopg eab theecolfttnf bf feqiisht AREsdazecanf 2. TeRebossuhiskaEe thhe hash

val ue in A%g to the cal cul ated hash value, but the length of the 1E)‘gocess in
t he nobi [18 isntransmittechdyl P servezruninili2, samt i$ eecatvedtbyomaltile onitubb.cat i on

bet ween t he bile . unit _and the I P .server unit can _be alleviated

oni t ti ng InHeoRdAMNIAS; il eresRonding i the; FRigaE 0f PREEGR I @3& n ADF
dependi ng_ upon. { he. sgcuri | gyel ired-: e S i.n the
abovggmeg% ng’ﬁggite?lr té?ng?ﬁ &gé%n ‘5%4/5")( ééﬁ%qt;h%‘[ ﬁégrpqé%l{él%cgﬁﬁes%‘g]hgghgagmgé&sm wth
ADF (and i { Nid Fid S iqied by using the inherent
APID to taraggtzél?%%(%/dgﬁ%@ﬁgg%&lggi fﬁieﬁ% 'cli ltz)i;s g?ﬁ)?%ye&{c]orrespondence of SDF with
ADF (and the JaWhen ehe cuserbseedeteplanatslybpagei 212,t imed @peratesemebilet o t he

i nformation [i)rovi der, which provides trusted 3ava- AP Al so, depﬁggi ng upon
the secutinil 16406t pagher 8d2Aon explanatenpaged ldetlhe votig pRRCIRgEESON t he

bas S O S R SRV ST B
e, M8 L8 At o S S S e i 1
property (the tag which begins with “<OBJECT”) in mobile unit 16. Then,
URL  specified as data property of the object tag
(“http://www.ccc.co.jp/shogi.jam”) is extracted, and determination of Step
S11 of Fig. 5 is carried out. In the present example, since the extension of
20 URL is not sdf, the ordinary process (Step S12) is carried out. In other
words, the process is carried out as follows. First, request message tm 16
for requesting transmission of ADF 213 identified by the URL is produced.
Request message tm 16 is transmitted by mobile unit 16, and is received by
IP server unit 12. In IP server unit 12, response message tm 17 containing
25 ADF 213 is produced in response to the content of request message tm 16.
Response message tm 17 is transmitted by IP server unit 12, and is received
by mobile unit 16.
In mobile unit 16, on the basis of the content of ADF 213, whether

the first Java-AP software can be installed is determined. As mentioned



server unit, which transmts SDF to a preset letter string, SDF can be
determ n%cbéf Si gut hentic only when the domain nane is that of a server
uni t adm Mpdd by a trustworthy organization. In this node, the letter
string to be conpared (for instance, the letter string show ng the domain 5
nanme of the comrunication provider) is pre-stored in ROMor the fixed
menory of the nobile unit. Wien the letter string is pre-stored in ROM

hi gher security can be assured since the letter string cannot be rewitten.
Also, if the letter string is pre-stored in the fixed nenory, trustworthy

or gani zat jons can after the.pur of 1t bj [
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(Light Emtting. Do ich a bil.e unit can qui pped with, or an
ext er nal lﬁﬁm{;égm g&ﬁ?esﬁgqﬁgga spfiyRare ‘&é?ﬂmP@%W‘gdul e) or SIM (Subscriber
| dent ity Mbdul e I fnet. i : bde.unigt : rk
resodPce is expwggﬂegﬁ ﬁ%ﬁlﬁ‘ﬁ]o%r%\%&a é\gg,lg:a%‘éémgﬂ%bqsllg&)&%ﬂﬂp%? (Y)i?ms

radi o coryyBileaidif6MHdstalits FPRICHEICORIUG fattirgntothestatus thak eristeddi o
comruni cation, the nobile unit uses a radio resource such as a radio

channel beforelthe bgquistiorobf ADE Ghdubegan.i on network. The radio resource is
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list file 200 is produced in response to the content of request message tm 20.




5 restrictions which cannot be achieved unless restriction on a plurality
of resou&&ﬁgﬁﬁg$7§hanged in detail, such as giving the right to change the
aut hori zat ava-AP to only trusted Java-AP, |lifting the restriction
on allowng to comunicate only with a server unit accessed for

downl oadi ng, or allowng to access a specific nenory domain can easily be
specified. to Also, the node of indirectly restricting the use of a

sof tware resource of the above-nentiorfgel external hardware box by
restricting the use of a software resource installed in the nobile unit is

i ncl uded ¢ t O Cay ; } Ndlr§ " regard
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resources can be denoted by one expression. Also, in t he present invention,
per ni ssi anessagebtmd2hasereceoverbr histt filor 200rini dyspdmse umessdgen tme@duice with
a plurality of types. In this case, in the nobile unit, a nopre precise
control daterpectad in egeardanse WibtHAML, apdd/h serrespongiangsto theaenmgnbut and
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packet trfqg;sgiigaiig;ﬂa h is activated in a 2~ nobile unit in which a
plurality of applications can share one packet transm ssion path, control
can be such thatWBewdheRsahiafter scapeg Hsttpage: 201 coptnatssvaiopilesent Ifacket

transm ssi qn pat.h" ¢ exc¢) usi vely use a packet transm ssion .pat | t hough
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different List page can be ‘provi or “each e unit. 20 Also, In the

aboveoreninienédtd harsiches 208 4 ys texplandtery pagat2(8) the vidua-specifsed estri ct ed
when the Java-AP is executed, Instead, by including policy information in

the Jar fijam prapesty of they@nchossag avrittentin explanataryt fite zéa of Fag.i k2
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after wri
by the URL is produced. Request message tm 26 is transmitted by mobile



into ROM Also, in the above-nentioned transm ssion system software is
del i vereSP(?é%ﬁ gg?l |l e unit, but the technol ogical scope of the present to
inventio gf the node of transmtting software to a termnal unit
besi des a nobile unit. F0635/ 3173 36 CLAIMS 1. A transm ssion net hod
conprising: a process for transmtting an authorization file in a

communi cation systemin which an originator originates a request including
i nformati on showi ng a storage of a filZ3and the file is transmtted in
response to said request, said process for transmtting including

transm ttj g fs SERY" st Yedbved ! IIE’*iI‘Pe selV&r AhifA A apf er iséﬁ}éroﬂpgti ?g,rf fom an

admi ni stering Server unit stori'ng said Security descriptrve fi ough a

secure | irakpbfseaniessagdneh 2Michntaininpe ATOF A9 YorlessondinigVid ftel €oriteft ai ni ng
first identification informati on and aut horization information, the first

i denti fi «dt requéstf oressageo s Hwi ingprodutcedhgeRespanseomedsags applRicat i on
descriptive file, the application descriptive file having informtion

dependentirapssnitiad by iP sprverunit \3; andiipseceized dormabile it 16xecuti ng an
lication, al i Lh i nf ti 15. i t | ti f id
enti 19 1ie. tndnduppi Maik Pnon HROPAsS o tisr e O AE0F ORIt Vet 1
i ndi cat | Qﬁea@e%ﬁg““WZﬁArfanQ&ﬂRff ré"n ?ﬂerb%t |48t Hedt NS %@Féﬁrﬁﬁ%:ﬂpn ‘fﬂt ch is
executed TH Accordance whth 2ard sof twars, Sard terni nal ORIt exeéliting

oper at i ofinehtibAed apbveCsihcemvbilBiuhif 163130@ tlRonatiYinswhiciptid8édRt | on
information; 20 a dependent information obtaining process for said term nal
unit to dawvairAP Ispfivereg cani dvef iinstalledenthef i sexondn Jawd-dkPrasofiwarenisai ned in
said security descripti file transmtt fromsaid communi cation system
in said tﬁ‘ﬁﬂl@é‘t‘imsﬁigﬂﬁﬂgﬁwﬂ%%‘%i . said application descriptive

file fromone o pl.uralq . v Idcs | ai | i jon
descrlprti ve 2~ ;\ll?%g" iug ‘Q?hf‘éd%‘&ﬁ'?’dg@rlybgrdg%%&'i@#HB%p.fg‘ce?g&‘eﬁﬁ& sai d

t erm nal Hy to obtajgysai dnenti ele f sai conygmi i OnRYSt em by
usi ng sailglﬂg%bl icati gﬂg%’esc?iinpti vﬁelﬁ})inlbe oblgrgimnedllig’n sail d d%%tendent

i nf or mat i(Bhttpbfxamniv.oge sogpéAssroscopddfiB) 3ik7 8xfacd ArdmaredFs200n amet hod

according to Caiml, wherein said application descriptive file i s obtained
from sai deqUEStINEsAZe N I& raguestng trnsyaissior photchile LhP ddaatifisd Wbt ai ni ng

2:1? |Cte ;Sf iHSaé: -'ag'éo i Sﬁréndls)?(l?(g%egglt QQ%%%C ?é?éeggg%%%ggrﬁewsLﬁ?ﬁ@rﬁi}%‘gi@abgogr am
obt ai1gi N4 BhAEKRSt 16, and is received by IP server unit 12. In IP server unit 12,
response message tm 29 containing Jar file 210 in response to the content
of request message tm 28 is produced. Response message tm 29 is
transmitted by IP server unit 12, and is received by mobile unit 16. In
mobile unit 16, Jar file 210 is written into fixed memory 16D1, and
20 installation of the second Java-AP software is completed.

When the second Java-AP software is determined as not installable
in mobile unit 16, the status of mobile unit 16 returns to a previous status,
that which existed before the acquisition of ADF 209 began.

(2-1-3) Third Java-AP Software

25 The installation operation of the third Java-AP software begins
when the user tries to obtain explanatory file 202 by operating mobile unit
16. In the operation, mobile unit 16 obtains relevant list file 200,
determines where explanatory file 202 exists, and tries to obtain

explanatory file 202.



0 4. Atransm ssion systemaccording to Claiml, wherein said application
descriptive f'# ls obtained fromsaid adm nistering server unit in said
dependenth6ﬁ7’f ﬁ% i on obtai ning process, and wherein said entity file is
obt ained fromsaid adm nistering server unit 15 in said program obtaining
process. 5. A transm ssion nethod according to Claim1l further conprising:
an encryption process for said comrunication systemto encrypt said
security descriptive file, and 20 a degodi ng process for said termnal unit
to decode said security descriptive file transmtted by said conmunication

47 procese 1 ofts FIa it it "L i, 1A PpSEarhth) WRICE bRy by Tyt 1o 11

said process fortransmiti an au

descri pt ighRaihl Jis ﬁl&ozomta@ﬂof?&a%hdid%ﬁﬁhﬁpté@l@eb eFAtfch 'sﬁo%qﬁsmgtbthd 25 to

said termnal unit, and whetein, in said dependent information 6btaining
process, is@agriédroutnil lishipage2@i shosai, foappkianet] om Kigs Orispdisplayied e by
using said security descriptive file decoded in said decodi ng process.
F0635/ 312fteB8mbbila wnidnknirestivas pespenrse aessagenign t3l.cl When thotsesi n sai d
[ ansh o SRR SeeMEo BoERAE: 20 hoPReeRamansle UMed 1o bllioptautan) aan it
her St GEeA ESIEA POt 6817 Pl AL PR RS, .
o L, Gy A N b oot ok DB, 5 o
i nsi de sahethiodr s nadoduced . ird SmbbileAunitankor s Requeset medsage dmli 33 so d ai m
° transmitted by mobile unit 16, and is received by IP server unit 13. InIP
10  server unit 13, response message tm 33 containing explanatory file 202 in
response to the content of request message tm 32 is produced. Response
message tm 33 is transmitted by IP server unit 13, and is received by
mobile unit 16. In mobile unit 16, the user is provided with Ul
corresponding to the content of explanatory file 202. As a result, in
15  displaying unit 16C, explanatory page 203 shown, for instance, in Fig. 15 is
displayed.
When the user, after seeing explanatory page 203, operates mobile
unit 16 to hit anchor 203A in explanatory page 203, the value épeciﬁed as
ijam property of the anchor tag written in explanatory file 202 in Fig. 14
20  (the tag which begins with “<A”) identifies the object tag specified as id
property (the tag which begins by “<OBJECT”). Then, URL specified as
data property of the object tag (“http://www.aaa.co.jp/abc.sdf”) is extracted,
and determination of Step S11 in Fig. 5 is carried out. In the example, the
extension of URL is sdf; therefore, the process of step S 13 and thereafter is
25 carried out. In other words, the process is carried out as follows. First,
request message tm 34 requesting transmission of SDF 204 identified by
the URL is produced. Request message tm 34 is transmitted by mobile
unit 16, and is received by administering server unit 18. In administering

server unit 18, response message tm 35 containirig SDF 204 in response to



wherein, said resource is a software resource outside said termnal unit
whi ch sai%ﬁ@hgﬁl unit can use. 11. A transm ssion nmethod according to
Claim 6, Fn said resource is a network resource which said term nal
unit can use. 12. A transm ssion nethod according to Caim1, wherein said
aut hori zation informati on shows a type of use of a 25 resource. 13. A
transm ssion nmethod according to aiml, wherein an application
descriptive file corresponding to sai@spplication is signed by a secret
key a certifying agent gives to an F0635/ 3173 39 information provider
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identifier contained in a security descriptive file transmtted by said
adni ni st eeceiyeddrwarohild unit A 6s@hereanbéforez Stap818).ansni ssi on process to an
application identifier contained in an application descriptiv ile

obt ai ned in sai dndepbHaanut { G g%?pgﬂso‘f{ﬂ&‘ieﬁ‘i W@ogve%ﬁgge,m@ey iﬁbloﬁf ai ns
sai d,enti ile fro I d ,gonmuni cati . on. _|ysk e L A1or -sai kcation
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conpri ses antinfornation 25 providin rver unit in which a file for

downl oadifhgmcSDIFaR0d nand reqpesnthésdepe ithi 8atrequestinig tramsnmssishavii AP st or ed
| ocation of said security descriptive file;, an advance transm Ssion process
for said ?&ﬁmdﬂntlﬁﬁdoh}'ségm 1y areducedai Request ipesrfitBadhds to a

term nal tygrilstrr;litﬁer}ldby mobile unit 16, and is received by IP server unit 13. InIP

15  server unit 13, response message tm 37 containing ADF 205 in response to
the content of request message tm 36 is produced. Response message tm
37 is transmitted by IP server unit 13, and is received by mobile unit 16
(thereinbefore, Step S14).

In mobile unit 16, authenticity of ADF 205 is determined by using

20 the public key extracted from SDF 204 (Step S15). As mentioned above,
since the public key contained in SDF 204 corresponds to the key used for
the signature on ADF 205, ADF 205 is determined to be authentic as far as
ADF 205 is not changed in IP server unit 13, or on the communication path
between IP server unit 13 and mobile unit 16.

25 When ADF 205 is determined to be authentic, in mobile unit 16,
APID extracted from SDF 204 and APID contained in ADF 205 are
compared (Step S16). As mentioned above, since APID which matches
APID in SDF 204 is written in ADF 205 in IP server unit 13, APID
extracted from SDF 204 and APID contained in ADF 205 match as long



FO635/3 | 73 40 a process for requesting transm ssion of an authorization
file for sajd %3? inal unit to request said conmunication systemfor
transm sﬁQéﬁif ég: d security descriptive file by using said file for
downl oadi ng transmtted by said conmuni cati on systemin said advance
transm ssion process, wherein, in said authorization transm ssion process,
said communi cation systemtransmts to said termnal unit said security
descriptive file requested by said praggss for requesting transm ssion of
an authorization file. 10 16. A transm ssion nmethod according to Caiml,

wherein a process .af.ter. sai ependent information obtaining process is
carried &§tti18rff‘i?cmbl‘?% Sscé)ﬂdﬁqqty descriptive file transmtted in said

dependent i nf Pg%;ﬁ%mﬁ%%a%imwﬁggﬁw% Eaferi the SR 4-ASt eri ng
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In mobile unit 16, the hash value is calculated by using Jar file 206
and the specific hash function (Step S19), and the calculated hash value and
the hash value extracted from ADF 205 are compared (Step S20). As
20 mentioned above, the hash value of the Jar file corresponding to ADF 205
is written in ADF 205; therefore, these hash values would match as long as
the description is correct. 'When these hash values match, in mobile unit
16, Jar file 206 is written into fixed memory 16D1, and the installation of
the third Java-AP software is completed (Step S21 and S22).
25 When ADF 205 is determined to be not authentic in mobile unit 16,
when APID extracted from SDF 204 and APID contained in ADF 205 do
not match, when the third Java-AP software is determined to be not
installable, or when the calculated hash value and the hash value extracted

from ADF 205 do not match, a failure notice is sent to the user (Step $23),
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104: 19h0%&) X »=2) Second Java-AP Software

The operation of mobile unit 16 when the installed second
Java-AP software is activated in mobile unit 16 in which JAM is achieved,
and the functions corresponding to the software are achieved, is identical to
the operation of mobile unit 16 when the first Java-AP software is

25  activated.

(2-2-3) Third Java-AP Software

The operation of mobile unit 16 when the installed third Java-AP
software is activated in mobile unit 16 in which JAM is achieved, and the

functions corresponding to the software (hereinafter, referred to as the third -
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5 When API, Wthh the third Java-AP is about to use is trusted API,
the operation of mobile unit 16 depends upon the API. Hereinafter, the
operation of mobile unit 16 is explained with regard to each APIL.
(2-2-3-1) getPhoneL.ist()
Since “getPhoneList()” is trusted API, whether the API can be
10 used is determined by JAM on the basis of policy information in SDF 204
stored in fixed memory 16D. The content of the policy information is the
content shown in Fig. 7; therefore, the use of “getPhoneList()” is approved
by JAM. Hence, the third Java-AP can use “getPhoneList()”. In other
words, the third Java-AP can read out telephone number directory data.
15 (2-2-3-2) getCallHistory()
Since “getCallHistory()” is trusted API, whether the API can be
used is determined by JAM on the basis of policy information in SDF 204.
Since the content of the policy information is the content shown in Fig. 7,
the use of “getCallHistory()” is forbidden by JAM. Hence, the third
20 Java-AP cannot use “getCallHitory()”. In other words, the third Java-AP
cannot read out history data of transmission and reception.
(2-3) Operation after Third Java-AP Software Is Changed
Next, the operation of the present system after IP, which
administers IP server unit 13 and IP server unit 14 changes the transmission
25 mode or the content of the third Java-AP software will be explained.
However, the present change includes the change of the content of Jar file
206 for the purpose such as the improvement of the third Java-AP software,
and the change of the transmission mode for the purpose such as alleviating

the burden on IP server unit 13. To achieve the latter change, I[P which
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The installation operation of the third Java-AP software after such

changes is shown in Fig. 20. The operation shown in Fig. 20 begins to
10 differ from the operation shown in Fig. 18 when, in IP server unit 13,

response message tm 47 containing ADF 216 is produced as opposed to

response message tm 37 containing ADF 205. Response message tm 47

corresponds to response message tm 37, response message tm 48

corresponds to response message tm 38, and response message tm 49
15 corresponds to response message tm 39.

The operation after response message tm 47 is produced in IP
server unit 13 essentially differs from the operation shown in Fig. 18 in that
ADF 216 and Jar file 215 are the objects of the process; request message
tm 48 requesting transmission of Jar file 215 identified by package URL

20 contained in ADF 216 (“http://www.sub.bbb.co.jp/viewer.jar”) is produced
in mobile unit 16; request message tm 48 is transmitted by mobile unit 16,
and received by IP server unit 14; response message fm 49 containing Jar
file 215 is produced in IP server unit 14; and response message tm 49 is
transmitted by IP server unit 14, and is received by mobile unit 16.

25 (3) Modification |

In the above-mentioned transmission system, ADF and a Jar file
are transmitted by the IP server unit, but one or both of these can be

transmitted by the administering server unit.

Also, in the above-mentioned transmission system, the mobile unit
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with the producer of ADF on the basis of signature data using the secret
key and the public key, but the length of the process in the mobile unit and
the IP server unit, or the amount of communication among the mobile unit,
5 the administering server unit, and the IP server unit can be alleviated by not
including the public key in SDF; by not signing ADF by using the secret
key in the IP server unit; or by omitting the confirmation process in the
mobile unit, according to the security level required for the system.
Also, in the above-mentioned transmission system, the hash value
10 of the Jar file is included in ADF corresponding to the Jar file; and the hash
value is calculated in the mobile unit; then the authenticity of the
correspondence of the Jar file and ADF is confirmed by comparing the
hash value in ADF to the calculated hash value, but the length of the
process in the mobile unit and the IP server unit and the amount of
15 communication between the mobile unit and the IP server unit can be
alleviated by omitting the confirmation process without including the hash
value in ADF depending upon the security level required for the system.
Also, in the above-mentioned transmission system, whether the
correspondence of SDF with ADF (and the Jar file) is authentic is
20 determined by using the inherent APID to trusted Java-AP, but authenticity
of the correspondence of SDF with ADF (and the Jar file) can be
determined by using the CID inherent to the information provider, which
provides trusted Java-AP. Also, depending upon the security level
required for the system, the determination made on the basis of APID and
25  CID can be omitted.
Also, in the above-mentioned transmission system, the server is
specified by using the domain name, but the server can also be specified by
using the IP address.

Also, in the mobile unit, by comparing the domain name of the
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10( 10(s@MdtdRfdn®d(io Be authentic only when the domain name is that of a server
unit administered by a trustworthy organization. In this mode, the letter
string to be compared (for instance, the letter string showing the domain
5 name of the communication provider) is pre-stored in ROM or the fixed
memory of the mobile unit. When the letter string is pre-stored in ROM,
higher security can be assured since the letter string cannot be rewritten.
Also, if the letter string is pre-stored in the fixed memory, trustworthy
organizations can be stored after the purchase of the mobile unit; therefore,
10 excellent convenience can be provided to a user and a trustworthy
organization.

Also, in the above-mentioned transmission system, a high level of
security is assured with a communication provider, which provides the
communication path used for transmission of SDF as a trustworthy

15  organization, but the technological scope of the present invention includes
the mode in which the communication path is not provided by a
trustworthy organization. For instance, by connecting a trustworthy
organization to a mobile unit by using an encrypted communication path,
the trustworthy organization can transmit SDF via the encrypted

20 communication path. Also, even if the security of the communication
path is not assured, by transmitting after encrypting SDF, and decoding
SDF in the mobile unit, SDF can be transmitted with a certain degree of
security.

In the above-mentioned transmission system, a file is transmitted

25 and received in accordance with HTTP, but the system can be modified to
assure higher security by using HTTPS.

Also, in the above-mentioned transmission system, a trustworthy
organization can be an IP, in other words, the administering unit could

comprise an [P server unit.
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ADSdEZ - Iresource such as a memory, a speaker, a microphone, an infrared controller,
LED (Light Emitting Diode) which a mobile unit can be equipped with, or
an external hardware box such as UIM (User Identity Module) or SIM
(Subscriber Identity Module) which functions with the mobile unit.
Next, a network resource is explained. As mentioned above, the
10 mobile unit performs radio communication with the mobile communication
network. During radio communication, the mobile unit uses a radio
resource such as a radio channel provided by the mobile communication
network. The radio resource is one of network resources. Also, the
mobile unit, in a higher communication protocol layer than the
15 communication protocol layer the radio resource belongs to, uses a
communication resource such as a transmission path of packets or a
communication path of the connecting network. The communication
resources such as these are included as a network resource.
Next, a software resource is explained. A software resource can
20 be API, a class, a package and so forth. Various functions are provided by
a software resource, but a typical function can be a computation process
such as encryption computation, or a function of transmitting or receiving
data with other applications such as a Web browser. Also, the
technological scope of the present invention includes the mode of
25 restricting the use of a software resource, which the above-mentioned
external hardware box is equipped with.
Incidentally, the use of a hardware resource or a network resource

by Java-AP generally takes place by using a software resource. A mobile

unit of the above-mentioned transmission system is also equipped with a
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restricting in this manner, and by preparing various software resources,
5 restrictions which cannot be achieved unless restriction on a plurality of
resources are changed in detail, such as giving the right to change the
authorization of Java-AP to only trusted Java-AP, lifting the restriction on
allowing to communicate only with a server unit accessed for downloading,
or allowing to access a specific memory domain can easily be specified.
10  Also, the mode of indirectly restricting the use of a software resource of the
above-mentioned external hardware box by restricting the use of a software
resource installed in the mobile unit is included in the technological scope
of the present invention.

With regard to a method of expressing permission, a flag
15  (permit/forbid) corresponding to one resource can be used, or permissions

of a plurality of resources can be denoted by one expression.
Also, in the present invention, permission can be denoted to permit
(or forbid) the use of a resource with a plurality of types. In this case, in
the mobile unit, a more precise control can be achieved. For instance,
20 since two modes (reading out and writing in) exist in the memory, the
memory can be used for both reading out and writing in by trusted Java-AP
although memory is used only for reading out by non-trusted Java-AP.
Also, for instance, when the Web browser and so forth are activated while
Java-AP with the right to use a packet transmission path is activated in a
25 mobile unit in which a plurality of applications can share one packet
transmission path, control can be such that Java-AP which is permitted to
“exclusively use a packet transmission path” can exclusively use a packet

transmission path although the Java-AP which is not permitted to

“exclusively use a packet transmission path” cannot exclude the sharing of
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10% () - packet transmission path by a Web browser and so forth. Also, by
further modifying the above-mentioned modification, the following control
can be possible. In other words, Java-AP with a certain type of
permission can exclusively use the packet communication path without the

5 user’s consent. Also, Java-AP with another permission can use the packet
communication path without the user’s consent, but needs to obtain the
user’s consent to exclusively use the packet communication path. Also,
Java-AP with another permission can use the packet communication path
without the user’s consent,” but cannot exclusively use the packet

10 communication path. Also, Java-AP with another permission can use the
packet communication path only with the user’s permission. Also,
Java-AP with another permission cannot even use the packet
communication path. As it is obvious from these examples, “types of
use” of the present invention also contain types of a process when a

15 resource is used (a process of obtaining the user’s consent/ a process of not

. obtaining the user’s consent)

Also, in the above-mentioned transmission system, an identical list
page is provided for all mobile units, but a different list page can be
provided for each mobile unit.

20 Also, in the above-mentioned transmission system, the operation
of Java-AP is restricted when the Java-AP is executed. Instead, by
including policy information in the Jar file stored in the IP server unit, and
when the Jar file is downloaded in the mobile unit, activation of the
Java-AP corresponding to the Jar file, or installation of Java-AP software

25 containing the Jar file can be forbidden if comparison between the policy
information and the policy information in SDF results in a mismatch.
Only the permission given to the item as a result of the match in policy
information can be valid.

Also, SDF can be transmitted after being signed by the secret key,
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which CA gives to the communication provider, and the signature on SDF
can be inspected in the mobile unit by the public key, which CA gives to
the communication provider. The public key of the communication
provider must necessarily be pre-stored in the mobile unit. The public key
5 can be pre-stored in the fixed memory after being transmitted by means of
communication. Also, the mobile unit can be sold after writing the key
into ROM.
Also, in the above-mentioned transmission system, software is
delivered to a mobile unit, but the technological scope of the present
10 invention includes the mode of transmitting software to a terminal unit

besides a mobile unit.
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1. A transmission method comprising:
a process for transmitting an authorization file in a communication
5 system in which an originator originates a request including information
showing a storage of a file and the file is transmitted in response to said
request, said process for transmitting including transmitting a security
descriptive file as said authorization file from an administering server unit
storing said security descriptive file through a secure link to a terminal unit,

10 the security descriptive file containing first identification information and
authorization information, the first identification information showing a
storage location of an application descriptive file, the application
descriptive file having information dependent upon an entity file, which
includes software for executing an application, along with information

15 showing a storage location of said entity file, the authorization information
of the security descriptive file indicating an allowable range of an operation
of the application which is executed in accordance with said software, said
terminal unit executing operation of the application within a range shown
by said authorization information;

20 a dependent information obtaining process for said terminal unit to
obtain, by using said first identification information contained in said
security descriptive file transmitted from said communication system in
said authorization transmission process, said application descriptive file
from one or a plurality of server units in which said application descriptive

25 file is stored; and

a program obtaining process for said terminal unit to obtain said
entity file from said communication system by using said application

descriptive file obtained in said dependent information obtaining process.
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wherein said application descriptive file is obtained from said

administering server unit by said dependent information obtaining process.

3. A transmission method according to Claim 1,
wherein said entity file is obtained from said administering server unit

by said program obtaining process.

10 4. A transmission system according to Claim 1,
wherein said application descriptive file is obtained from said
administering server unit in said dependent information obtaining process,
and
wherein said entity file is obtained from said administering server unit

15 in said program obtaining process.

5. A transmission method according to Claim 1 further comprising:
an encryption process for said communication system to encrypt
said security descriptive file; and
20 a decoding process for said terminal unit to decode said security
descriptive file transmitted by said communication system in said process
for transmitting an authorization file,
wherein, in said process for transmitting an authorization file, said
security descriptive file encrypted in said encryption process is transmitted
25  to said terminal unit, and
wherein, in said dependent information obtaining process, said
terminal unit obtains said application descriptive file by using said security

descriptive file decoded in said decoding process.
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wherein said authorization information shows restriction on use of a

resource.

5 7. A transmission method according to Claim 6,

wherein said resource is a hardware resource inside said terminal unit.

8. A transmission method according to Claim 6,
wherein said resource is a hardware resource outside said terminal unit

10  which said terminal unit can use.

9. A transmission method according to Claim 6,

wherein said resource is a software resource inside said terminal unit.

15 10. A transmission method according to Claim 6,
wherein, said resource is a software resource outside said terminal unit

which said terminal unit can use.

11. A transmission method according to Claim 6,
20 wherein said resource is a network resource which said terminal unit

can use.

12. A transmission method according to Claim 1,
wherein said authorization information shows a type of use of a

25  resource.

13. A transmission method according to Claim 1,
wherein an application descriptive file corresponding to said

application is signed by a secret key a certifying agent gives to an
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wherein a security descriptive file corresponding to said application

contains a public key a certifying agent gives to said information provider,
and |

5 wherein, in said program obtaining process, said terminal unit inspects

authenticity of an application descriptive file obtained in said dependent

information obtaining process by using said public key, and obtains said

entity file from said communication system by using said application

descriptive file only when authenticity is verified.

10
14. A transmission method according to Claim 1,
wherein said application descriptive file and said security descriptive
file contain an application identifier an administrator which administers
said administering server unit gives, and
15 wherein, in said program obtaining process, said terminal unit

compares an application identifier contained in a security descriptive file
transmitted by said administering server unit in said authorization
transmission process to an application identifier contained in an application
descriptive file obtained in said dependent information obtaining process,
20 and obtains said entity file from said communication system by using said

application descriptive file only when both identifiers match.

15. A transmission method according to Claim 1,
wherein said communication system further comprises an information
25 providing server unit in which a file for downloading containing a second
identification information showing a stored location of said security
descriptive file;
an advance transmission process for said communication system to

transmit said file for downloading to a terminal unit; and
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authorization file.

10 16. A transmission method according to Claim 1,
wherein a process after said dependent information obtaining process
is carried out only when a security descriptive file transmitted in said
dependent information transmission process is stored in said administering

server unit.

15
17. A transmission method according to any one of Claim 1 to Claim 16,
wherein said terminal unit is a mobile unit.
18. A transmission system comprising:
20 a communication system for returning, when a stored location of a

file is notified, said file which comprises one or a plurality of server units
in which an entity file containing software for achieving an application and
an application descriptive file which has a content dependent upon said
entity file showing a stored location of said entity file, and an administering
25 server unit in which a security descriptive file containing a first
identification information showing a stored location of said application
descriptive file and authorization information showing authorization given
to an application which is achieved when a terminal unit executes said

software is stored; and
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a terminal unit which approves operation of an application in
accordance with authorization given to said application,
wherein said administering server unit transmits said security
descriptive file to said terminal unit by assuring security, and
wherein said terminal unit obtains said application descriptive file by
using said first identification information contained in said security
descriptive file transmitted by said communication system, and said entity

file from said communication system by using said application descriptive
file.

19. A transmission system according to Claim 18,
wherein said administering server unit stores said application

descriptive file.

20. A transmission system according to Claim 18,

wherein said administering server unit stores said entity file.

21. A transmission system according to Claim 18,
wherein, said administering server unit stores said application
descriptive file, and

wherein said administering server unit stores said entity file.




