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BACKGROUND OF TliE INVENTION 

1. !'ield. of the .invention 

The prasent invention gene.ra.ll.y relates to an authorizat1.on · 

system. and in particular to an autb.or1zatton system ua.ing 

ident!fi.c::ati011 info~ti.on embedded into image data to prevent 

ouautborized duplication of the image data. 

2. Description of the Related Art 

l'tecent.ly. un.authol."ized copying of dig:ttal. i.111age data has 

become o. .serious prob.lam because dUpl.ioation of di.gita1 data can 

be extreme~ easy. To prevent unauthorized. copying, several. 

author:t.zat1.on systetns using ident1f1cat1on informat.1.on (8D 

electronic wateJ::mark) embedded into image data have 'been proposed. 

A vis.ible-watermarkin;- system is disclosed in Japanese 

Patent Unexamined Publ.icati.ol'). Mo. 8-241403 wh:idl corresponds to 

Un.1.ted States fateht No. 5.530,759. In this system, a visible 

wate:rmark 1.s pl.aced on a dig.ital image such that the ·corresponding 

pixel 0£ or~ginal image changes its brightness but ~ts 

chromaticities. 

An 1nv1s1bla•wate:marking system 1s di..solosed in NIICICBl 

ELECTRONICS 1996. 4. 22 (no. 660). In thi.s system# ori.gina1 .image 

data is converted into frequency spectrum and then ID .1.nformat1on 

··- ... , ... 1"1'1 
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is embedded .1.ttto the frequency spect~um which is in turn converted 

il'ito i.iaa9e data invisibly 1.nol.ud1ng the ID 1.nf ormation. In 

author1zat1on Check, ilnage data questioned is converted into 

frequency spectrum.. 10 information embedded i.n the :i.ma.ge data 

questioned 1s obtained from a d1t"ference between the f:r:equency 

speeain questioned and the or:J.gi.na1 frequency speetrrun. Sinoe 

the ID inf onnation is embedded into frequency spectrum of the 

ori.ginal .image data. it has 1..1.ttle effect on the ilnage qual.ity 

and further .it bas bec0148 'Ve:cy di.ff.i.cult to delete the .ID 

informat:t.on from the image data.. 

. ln the above in,,.isible .. wateniarJd.ng system, since th& :rn 

.t.nfo~t~on cannot be seen, it :1s d.1f:f.icnilt to checle whether image 

data i.s authorized in the case where uo one mows the ID .1nformat.io:i. 
I 

Esped.all.y, in a distribut.:t.on system of data storing med:i:um 

.including CD-RO.Ms, there are cases where a different watennark 

1s ~eel for each distribution cbanuel. In th.is dase. tbe 

authorization check and manUf acture management 'become ve-ry 

compl~cated and tilae-consurning jobs • . 

SUMMARY OF THE INVEMION 

~ 

An object of the present invention 1.s to provide a system 

WIU.ch can rapidly check wh~ther image data is authorized to 

affcct.1vel.y prevent anauthoriaed copying of the image data. 

·Anothe~ object of the present invention is to prov~de a 

·--. "' "'"'f\V .!t' 



This Sheet I:las .Be 

/If /llf//~hiced 
3 

system which aan easily identify an electronic watermark invisj,bl.y 

ambedded. in 1mage data to cheek whether the i.!Qage data is 

authorized. 

Aeeordi.ng to an aspect of the present .1nvention1 

watexma~kad ilnage data having watermark inf o.J:llla.tion inns.ibly 

embedded is transferred to a f Jxst mecUum and the embedded 

watem.al:'k 1.n:f omaticn is transferred 'to a. second medimn. S.inc:e 

the embedded watel:mark informat1on is stored in the second med:l.um. 

wate:rmark ~c1entif1.cat1on can be eas1lY made. 

FUrthar. ;Ln an o.uthori.zation cheek system for cheelc:Ulg 

whether a mec:tium questione4 is authorued, a storage stores 

wate%mark information and medium 1dent.1ficatio~ 1nformation 

Ulentifying a meclium. the medium storing watermarked 1.ma.ga clata 
I 

Which is produced by invis1.b1y embedding the vate.rmark infonnation 

i.Jlto or.igi:Da1 .1Jnage ·data~ A retr.ieval. controller retrieves 

watQl:llark ~ormat~on cor.respoDdi.ng to madi.um ident.:i:fieat~on . 
in:foxmation o£ the medium ;uestioned from the .storage.. A 

watezmarlt ·extractor extracts wateDnark information c;[Uest~oned 

from image data stored in the medimn. questioned.. A check~ checks 

whether the medium questioned is authorized. by comparing tbe 

extracte4 ~atermark info:cma.tion with the retr~eve~ watel:ll1Clrk 

in£oma.tion. 

Acoord1ng to another aspect of the present i.nvention. 

waterut.aJ::'ked :Unage data having waterm~k information invisibly 

embedded and the embedded watGXlll&l:k ~nf onna.tion are both 

transferred. to a single medium. Preferab1y. the embedded 

........ - " '"""-ll\1 JC ~;.' t\ T f1f'I'\ f .,.,,.. ... '", 
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"'7ater.mark inf onnation may be stored 1n a dedicated storage area. 

of ~he ~;i.ngle rnedi.wn. :Further, the embedded watermark 

.1nfo.:cnatwn may be encrypted and stored. Since the embedded 

wat~k in:f O%ma.t.1on is stored i.n the 6&ne med1.um, watermark 

1dent1fication QaD be easily made. 

Purther, in an authorizati.on check system for check.iiig 
whether a medium questioned is authorized, the mecli.um quest1on.ed 
hairi.Dg a fl.rst stOl:age area. for storing watel:?llaX'ked ~mage data 

and a second storage area for storing watermark info.mat~on. 
After extracting vat~k 1:afo%..111ation from image data stored· in 

the medium que:sttoned,, a checker checks whether the meclium : 

·questioned is authol:'iaed by comparing the extracted watezmark 
I 

in~o;nia.t.ton with the wate.nnark 1nfom.at1on stored in the second 

storage area of the med1wn questioned .. 

BlU:BP DESCRIPTION OP THE DRAWINGS 

Fig. l 1.s a scb.ematic bloek diagram show1.ng an enc:oding side 

0£ ah electronic watermark system acco~ding to the present 

·, 
F1.g. 2 is a scbemat:Lc b1ock diagram shOW1.ng a watermark check 

sect.ton of the eJ.ectronic wa'termark system according to the 
present 1nvention; 

··- • ., """O\T JC' <:l.·nr nccr '1r<rr ·n 
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Fig. 3 is a schematic d.1.ag::am showi.n.g- an sxamp1e of 

watermarking sect.ion of the en.coding s1de of Fig. l~ 

Fig. 4 i$ a schematic diagram showing an exmqple of a 

watexmark extractor of the we&termark oh.eek sect.1on of F1g. 2: 

Fig.. 5 is a diag.rmn showing a f1rst em.bo4iment of an 

elactton:Lc watemark syst'* according to the preseut avent:ion: 

Fig. 6 ts a dil/.lgrmn show1.ng an electron.10 wa.tezmark system 

according to a second ernbod1ment of _the present .invention: 

!'19. 7A 1s a. .sollematic 41.a.gram showing an encoding aide of 

an electronic watel:ltllttk system according to a third embod!lmetit 

of the present itlvent1.on ~ an4 

P1.g ~ '7B i.s a schematic cliam:am sbow.i.ng a. decoding s.:i.cie of 
the elect:on1.c watermuk system accord:Lng to the third embodi.rnent. 

DB'l'Al'LED DESCllPT'ION OF Tb PREFSRRBI> BMBODIMBN'l'S 

ENCODING SIDE 

Refe.rr.1Dg to Fig. l, an encod1ng side of an eiectronic 
watermark system 1.nputs a stream of original. image data D0 end 

produces both MPBG (Moti.on Picture Experts Group) data stream D,. 

- - ··~"11\t II' "';.•nr nf'~T 'lfrt.t t.t T 
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and watermark data which 1.s !nv:lsibly etnbedde4 into the .m>Et; <ta:ta 

n.. More spec:Lfically, a st~eam input sect.ion 101 input$ a ~tream 

o:f the o.-iginal.J.ma.ge data which is converted to frequency spectrum 

data Di by a OCT (Discrete Cosine ~ransfom) $ect1on 102. A 

~atermarking seotion 103 reads a waternu'll:k Dim selected from a .. 
plurality of watertnarks stol:'ed .in a wateaaa.rk data table'lo4, and 

then embedS the selected watermark o_ into the frequency spectrum 

data. Di to pJ:oduce watexmark-embedclad f:reguen<ll" speotl:'WD aata D2 , 

The watenmrk..:embedded frequency spec~ data D2 i.s quant1.zed 

by a quantizing sectJ.on .105 and the quantized c.\ata n. is encoded 

to prodUce Ml'.IG data by an encod.1.ng sec1:10n 106.. A transfe.i; 

con'b:clle:t:' 107 inputs th8 MPBG data _from. the encoding secti.on 106 . 

to prodUce a stream of the MPEG data I>, and a transfer controUer 

108 inputs the selected watemark D.t fJ:om the watermark data tab1e 

.104 to prodUce seJ..ected wa.t~k da~a. The s~ o% the MPBG 

data· D, is transferred to a storage meclium. o;r a client throttgh 

a commonicati.on channel and the seJ.ected wateJ:mark data. is 

trans~en:ed to another storage znedi.um or the same storage mecU.Ulll, 

as wil1 be 4eacr1.bed 1at~. 

It shoul.d be noted that the above sections 101-106 may be 

implemented with a pro~am-aontrolled processor $\lch u CPU or 

DSP. In other words, the processor runs programs l.ncl.udin9 the 

functJ.ons af the above section 101-106 to perfo.z:m the wate.J:SOUld.D.9 

and MPEG data oampress1on as describ~d above. 

WATERMARX citBCJtING SECTlON 

Ref err1ng to Fig. 2, in a watermark oheck1.n.g seo't1on of the 

nf'•nt OC~f'(T':l.T'IT 
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electron1.c tATatermark system, a stream data. input section 201 

inputs a stream of MPEG data D,' and a wate.i:mark input sectl.on 

202 inputs. watermark data associated tdth tbe. input MPEG data.o, •. 

The i.nput MPBG data 04 ~ 1.s decoded to prodnce date D3 • by a decoding 

section 203 and then the date 03 • is inverse-qu=tized to produce 

data. f>.z.' b7 an .1nvarse-quantiz1ng section 204. On the other hat&d" 

the wat~ checking seotJ:on 1.s provided with an origina1 image 

Diemer,. 205 storing the or3.g.il.1.al imase data D0 • The o.r!.gi.nal :J.mage 

date D0 1.s converted. to frequency spectrum data n1 by a DCT section 

206. 

~n rece~ving the input frequency spectrum data Di• £:rom 

the DC!' section 204 and the o::1g1nal. :frequency spectrum. data~ . I 

from the DCT seo1:.ton 206, 1t. watermark extractor 207 extracts a 

watermark :O.O. fJ:'OlD the input frequency spectrum clata D~ •. by 

calcul.at.1n.9 a d:i.fference between the input fr~ncy spectrum data 

D2 • and the or.1.g:tnal. frequency spectnun data D1 • ~ inner product 

cal.cul:ating secti.on 208 j,nputs the extracted watenna:rk ~ from 

the watennark ~ractor 207 and the received Wi\temark O.C from 

the "!ate.mark input section 202, and perfo:rms the ;inner product · 

thereo.:e:to produce a degree of statistical sim11ar:1ty between them. 

An auth0r.1aation check sect.ion 209 c::heeks Whether the extrat>ted 

wateJ:mark o.,. 1s l.dentical to the recei.ved watermark ~ by 

co~arlng the degree of statistical s:lm11ari ty with a reference 

val.ue. 

The input MPBG data D. • may be received from a storage medi.um 

or a ComlliUilicat:Lon network. The watemark eta.ta. associated w1. th 

··- • ., •11\C•l'l)tl~ nr. · n r oi::R r ·a11ir 'Tl 
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the input MPEG data D4 • is received :froni a management database 
0 

storing manufacture management data. or the same storage medLllUI. 

as the MPEG data o .. · , as wUl be descl'1bed later. In the case where 

the input MP.BG data I>,.• and/or tlie wate:t'Dlttt'k data are recuved 

from a communicat.1on network, the watemark checking section is 

prov.ided wj,th a communication means $UOh as a network inter.face 

or a ra<li.o transce1.~er. 

It should be noted that. the above sect1ons 201-209 may be 

1.mp.temente4 W.1th a program-cont.rolled processor such as CPU or 
DSP. ln. other words. the processor runs programs :ine1uding the 

funct.1ons of the above secti.on 201-409 to perfoo:m the watermark 

extracting. MPBG data cleconapression and author:tzation ~eek as I 

desci:iibed above. 

WATERMARltI.NG 

R.ef'er.d.ng to Pi.g. 3, tlle wate:z:ma:rkillg section 103 rece1.,,es 

the fre~c:r spectrum. data. 11:1. frolll DCT sect.ion 102 and selects 

a set of N data samples: f(l}-f(n) whieh are greater than a 

piedet8%1Dined threshold l.evel from the frequency spectrum Clata 

I>1 • FU:rther, the wa:t~k1.ng section . 103 selects a set 0£ 

watennarlt da:ta: w( 1 )-w(n) from rand.om numbeJ:"S depencling on a 

no:mal d.1atribut.:t.on w1th a mean of O and a v-ar.iance of 1. The 

watemarking secti.on 103 calculates F(i} ~ f(1) + a I £(1) r '*W{i) 
~ 

for each variable j, (1 ~ i. ~ n) using multipliers 301 and 302 .. 

a con.stant a and an adder 303 # Where a .i.s a scaling element 

(bere111after, assU1Q1ng er c 1). The cal.cu.lated data sam.pJ.es 

P(l)-P(n) are subati.tuted for the selected N data samp1es 

IH" n T l'ICC T ':r'il .r 'TT 
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£(l)•f(n) ot the frequency spectrum data 0 1 to produce water-
~ 

Jllm:ked D~ frequency spectrum data which W'.1.1l. be subject to inverae 

.t>CT 1D the following stage 105. In this manner. the se1ected 

watermark 0,... is innsibly embedded into the original 1.mage data 

Referr.1ng to .F1g. 4~ the wa.tezmark e2tractor 207 inputs the 

reee.1.ved data sampl.es F ( 1) •F(n) of the .X'ecei ved frequency spectrum 

data Da • and the original. data samples f(l)·:f(n} of the or:1g1nal 

frequ~ncy spectrum data D:l. The •ateJ:'IUllrk extractor 207 

ealculat&s •tCil = (F(.i.) - f(i)) / f(i) for each variabie i (l 

~ is; n) using subtracter 401 anct a div.i.der 402 to axtract the 

Subsequently. the inner product calculating .section 208 

c•lculatea a degree of stat1stiea.l simi.1arity c between tlle 

extracted watermark~""' Cwa(l), W1 (-2), •• -. • W1 (n)) and the received 

watermark Di.a. • (wl( l). w2(2), •·· • waCn)} us.i.ng the fol.1owing 

eqaat.1.0D.! C ""'D,.n *~I fD,.J*IJ>11111 j. If C is equa1 to or greater 

than the predetarmine4 level.. it is determ.illecl th&t the rece1. ved 

watermark 1s embedded into the received MPEG data D4 • and therei'ore 

the J:e~e1.~d MPEG data D4 • is the authori~eel data. I£ c is smal.1er 

than the predetermined leve.l, it is deternd.ned that the received 

MPEG data D.' is an unauthorized dup.lication. 

FIRST EMBODIMINT 

Referring to Fig. s. the encoding side of the el.ectronic 

watei:mark system is compr1sed of a processor 501, the wate.rtnuk 

Tl"'" l'tt'1'T ':T':l,T 'TJ 
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data tabJ.e 104, a data sto.rage controller 502 and a data t:ransfe:r 

controJ.ler 503. As described before, the proces$Or 501 runs 

prog.t-us illcJ.udl.ng the .:fWlctions of the sections 101-106 as shown 

.in Fig. 1 to per.foxm the watermarking and MPEG data compl:e.ss1.on. 

The p.t:ocessor 501 inputs a stream o£ orig.in.al. image data 

Da and produces the water-marked MPEG data stream D1 which is stored 

onto a storage medium 504 such as CD·ROM or anagneto-optic d:Lsc 
by the data storage controller 502. At the same ti.rlae. the data 

storage control.leJ;' ~02 outputs a serial number of the storage 

medi.tDQ 504 to the data. transfer controller 503. In this manner. 

· u au~rized rned1.Ulb 504 sto~ing MPEG data stream». into Wh.1ch 

the. selected wate:cnark dat:a D,.. is embedded 1s manufactured. I~ 

the processor 501 se1ects another wateJ:1Jldl;k data, an au'thor1aed 

medium 504 storing the same MPEG data streaiu D, into which a 

clif~eren't watorma:rk data is ~edded is easily manu:facture4. 

Needless to ~ay. the data storage controller 502 outputs the serial 

number of the storage medium 504 tC> tbe data transfer control.l.er ' 

503. 

The data transfer eont:r:oller 503 1Dputs the embed4ed 

watel:JDilrk data °* from the watei:mark data table 104 and then 

transfers a po.il:' of the ambedQed watexmark data ~ and 'the serial. 

number of the atorag~ mediwn 504 to a manufacture management 
database 505 p:covi4e4 1.n a management oente:r:. Th~efore. the 

watemark for each authorized medium 504 can be easily idUt1f ied 

by seai'ching the manufacture management database 505. In the case 

where the m~nagement center is located at a distance from the 

·· ... "' - ,T.l'\,.1\\1 tc T" • n T M~ ~ T 'IT':! .1 'T T 
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encod~ng s.ide. 'the data tra:nsfer controller 503 may transfer them 
through a. local-area network Ol' a radio communical:.1.on chan;:iel. 

When a suspect medium 506 is found. the authorizat.ion check 
is perfonned by an authorization check seotion 507 running the 
prog;-ams 1.ncluding the functions of the above sections 201-209 
as shown iJi P.1g. 2 to perfoxni the watexmark extracting, MP.EG data 
decompress~on and authorizat~on ch.eek. In this case, the 
authorization cheek section 507 jnc1udee data oommmu.cation. 
means. 

F.1~st of al1 .. the authori.:zation check section· 507 reads the 
serial. nUJdber f.:rom the suspect medium 506 and t:r;ansm.1.ts a retneva1 
request using the raad ser.1al number to the manufacture manage!llent 
tlAtabue 505 thro~gh a network. Upon recei.pt of the retrieval 

! 

request .. the man~acture management database sos .1.s searched for 
the correapond:ing watemark to the ser.:1al number. If the 
corresponding watermark is found, the ~etr.:Leved watei:mark data 
ls aent begk to th& autborizati.on check sect~on 507~ 

Using the retr.ie'lred. wate:J.'l\lU.k data~ the author::i.za.tion cheek 
sect~on 507 pe.-£o;rms the watermark extraQting attd watermark 
cheok.1ng operations as described before. '?hat is, :Lf the degree 
of a1:atist:tcal slll.11ar1.ty c between tbe e:xtracted wa.termark and. 
the retr~eved watexmark .:Ls equa1 to or greater than the 
predete.rm.:t.ned leVel, it is dete:rm1ned that tbe medium 506 l..s one 
of authori.zedmedio. I~ c is smaller than the pr~dete:rm1ned level, 
it .1s determneCl that the medium 506 is an unautho.rized 
d.Upl.ication. 

...... " T ft • '°' • ,.. ..... ,,_ T .,..,.,... 'f 'f f 
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SECOND EMBODIMENT 

Ref erring to Fig.. G, the encoding side of the el.ectronic 

watenia.rk system l.s comp:rised of a processor 601, the watexmark 

data tabJ.e 104, a 4ata communication control.ler 602 and a data 

transfer controller 603. As described befora. the procassor 601 

%'Ull$ programs :Lno1uding the functions of the sections 101-106 as 

shown 111 Fig. 1 to pe.rfo:cm the watermarki.ng and MPEG data 

compression. 

The processor 601 mputs a litreom of origina1 1mage data 

D, and produc~s the water-marked MPEG data. stream n. whiell u 
trcsmttted to a client 604 'by the data comD1Un:i.cat1on coutrol.ler 

602. Here, 1t is assUIUed that the water-marked MPEG data i.s . . 
distr:ibuted 4epencU.n.g on a dat~ tJ:an&11i.ssion nquest recei. ved from . 
the o.Uen:t 604. At the same t:llne. the data cOD111Ulll.'1.Cat.1.on. 

con~olJ.er.60~ output$ the address number of the client 604 to 

the Cklta transfm:- c:on.troller 603. In this manner, the MPBG data 

stream D, into Wh1.cb. the selected watermark clata Dww is embed4ed 

is transmi.tt$d to the authorized c11ent 604. If the data 

transmiss1on request is received from another o1ient, the 

p~ocesso~ 601 selects another wate.:r:inat'k data •h~Ch is embedded 

into the MPBG data... 'lbe MPIG data. stream o,. i.nto which a different 

watel:DlaJ:'k data is embedded ls transmitted to the new cl~ent. 

Needless to say. the data storage controller 602 outputs tha 

address ziumber of that new client to the da.ta transf~.r cont:z:"oller 

603. 

t.rhe data trans.fer controJ.l.a:r 603 .inputs the embedded 
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~atei:mark data ~ from the wate.i:mark data tab1e 104 and then 

transfers a pair of the embedded wateniark data n_ and the c1ient 

ad.dress number. to a ma.nUfacture management ·database 605 provided 

in a management center. There£ore. the watermark. for each 

author3..zed e_lient 604 can be easily i.dentified by see1rch1ng the 

manUfaoture management database 605. In the case where the 

management center 1s locatadat a distance from the encoding side,. 

the data transfer controllei: 603 may transfer them through a 

ioca1•area network or a radio commun.1.cati.on channel.. l't.trthar the 

management database 605 1.s provided w~th data communicat~on 

controller 606. 

When a su:spect dataprov:tder 607 .is found, the authO%'i.zatj.on 

cheek is pcfo:rm.ed by an authori.zat.io.n ohec:k sectj.on ti08 rwm:1n9 

the programs 1nclud1ng the functions of the above sections 201.-209 

as shown in P.ig. 2 to perfoi:m th~ watermark ext:ract1.n9, DEG c.lata 

d.ecompress:l.on an4 author1.zat.ion cheek. Ill this case,. the 

authorizat~on ehack section 508 includes data communication 

means • 

.Pi.rst of al.l, the authol:izat1on.Check section 608 reoej,'O'es 

the address ntmlber from the suspect 4ata provider 607 and transmits 

a ratr1.eva1 request using the address numbez: to the 111aDufacture 

management database 605 th.rough the data communication eontro1l.e%' 
·. 

600. Upon receipt of the retr.1.eval reqn.est. the manufacture 

management database 605 is searched for the correspond:Ulg 

watexmark to the address ntunber. If the corresponding watennark 

is found. the retr1eved watex:merk data is sent back to the 
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au~hor1zation check section 608. 

U~.1.ng the retriev-ed waterlltark data. the autbor1=at1.on o.beck 

section 608 perfol.'ID.s the watemark extracting and wa.termlU'k 

cheeld.ng operations as dasc:r1bed before.. 'l'hat. :is, if the 4egree 

0£ stat.isti.cal sim1lar.1.ty C between the extracted. watermark and 

the retrieved watexmark is equal to or grea.te~ than the 
predetort\\ined level, it :i.s detennilled that the data provider 607 
is one of authorized clients. If c is .smaller than the 

predetel:llWied l.evel., 1.t 1.$ cteterm!l.ned that tbe data. provi.der 607 

di.~tributes an.unauthor1zed cluplica~~on. 

Referrug to Fig. 7A, the encoding si.de of the elect~om.c 
I 

watermark system. 1.s comprised of. a processor 701. the watermark 
data table 104. 81'1 encryption section 702 and a data storage 
controller 703. b dea,cr.:l.bed before. the proc;:essor 701 rans 
progroms including the functions of the sect.ions 101-106 as shown 
in P.ig. 1 to perfonn tha watemarking and MPBG data compresaion. 
FUrther, the processor 701 •J' include the enCL"Jl)t1.on sect1on 702 

and the data stoi:~ge controller 703. 

The processor 701 1n);)uts a stream of original image data 
D111 and produces the water ... mark,_cJ MPEG (la.ta $tream »,which 1s stoted 
onto a storage med.ium 704 such as CJ>-.ROM or magneto-optic c~U.so 
by the data stort".ge controller 703. At the same time, the 

encryption section 702 encrypts t.lle selected watermark c!lata D,. 
and the encrypted wate.rnuu:k data 1.s stored onto thA same storage 
mellium 704 by the data storage conti:ol.ler 103. It .1s px-eferabl.y 
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that the si:orage medium 704 has a first area 105 for storing 'the 

water-miu;ked MPEG data and a aecond area 706 ded1cated to the 

encrypted wa~ermark data. In the case of MPEG data reading mode, 

no data can read from the second area 706. 

· In tllls :manner. an authorized medium 704 storing the . 
encrypted watex:mark data n .. a.nd the watermarked MPRG data stream 

D4 i.s manuraotured. If the processor 701 selects another 

wate:onark data1 an authorized medium 704 storing the new watermark 

data and the .same MPEG data stream D4 into wh1ch the newwa'termark 

data is embedded is ea.s1l.y manufactured. 

Refer.ting tQ Fig. 7.8, when~ su.speot med::l.wn 707 .ls :found .. 

the authorization check i..s performed by an a1.1tho.r.ization aheek: 
i 

section 708 rurm.ing the programs inclwttng the functions of the 

above seotiOns 201-209 as shown 1.n Fig. 2 to perform the wate.mm:k 

extracting .. HPBG data decompression and authorization check. In 

this. case~ the anthorizat.1on check section 708 incJ.u4es decryption 

section 709. 

First of al.l, the decxypt1.on sect1on 709 reads the wate:cma.rk 

data from the second area dedicated to watermark of the suspect 

mediwn 707 and decrypts l.t to output wate%ttlark data »,.,' to the 

authori.tation aheck section 708. Using the read watei:inark data . 

Dim• •. the authoriaation c.'heek section 708 per.fo:tms the wate:anarJc 
. . 

extracting and watermark checking operations as descrj,bed before-

'l'hat is- .tf the degree of sta1;i&t1cal s1mi1ax-ity c between the 

e.¥ti:acted watetwu'k and the read watermark O. • is equal to or 

9:teai:ex- than the predatex:m1lled level. it j_s detem1.ned tha~ the 



1 6 

meai.um 707 is one of author12ed mec!:la.. If c i.s small.er than the 
predGtel:lnined level* it is determined. that. the medium 70 7 j,s an 

unauthorized.duplication. 

As described above, since the authorized wa.termark can be 

eas1.1y obtained from a management center or the storage medi.um 
stor:l.ng the watemarked MPEG data, the au.tbort.;ati.on check j_,s. 

rap1a1y perfo:cned with xeliability. 
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1iii~if 
CLAIMS 

1. A. SY$tem col'llprising: 

an information generator for generat~ng watermark 

in£o%mat.1on: 

a combi.ner for 1nv.H11.bly embedding the watermark 

:lnformation into Ol!'iginal. :Uaage data. to p.roduce \rat&rma~ked image 

data; and 

a transfer control1tu: for tranaferring the 

watennarkecl ilqge data to a :first med:lum. anc.1 the watenuark . . 
' 

i.nfo%Dlat~on. to a·sacond Dl&dium.. 

2. The s:ystem.aecord.ing to cl.aim l, wherel.n the transfer 

contro11er f~ transfers mediUDl iclent1f~cat1on .1nf ozmat.1on 

:ldentifyillg the f.1rst 111ed:LW11 to the second medi.um. 

3. 'l'he system according to claim 2; wherein the $econd 

meclimn stores tbe watemar.k infotmat.ion and the medi.mn 

ideatif~cation infotmation to allow retrieval. 

4. The system according to cla1m 1, wh~ein 

the ~J.rst mAdium is a first storage medium for storing 

the watermarked image data; and 

the second medium is a second sto~a9e 111ed.iwa for 

atori~g the watermark j.nf orma.t~on and medi.um 14ent~f~cat~OD 

\ \11\11\ \\\I\\ 111\\ \\1\1 \\ \II\ 
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information identifying the firs·t storage med:t.mn to allow 

re tl:':ieval. 

S. The system according to cl.alm 4, whe~e.1.n the medi.um 

.1dent.if1c:ation information is a manufacture serial n'U!llber of the 

first storage medium.. 

6. 'l'be system according to cl.aim 1,, w~ei.n 

the £l.rst medi.wn is a comm.unioation medium through 

Which the watemarked image data i.s b:ansm1tted to a dest.:Lnation 

iu a comrnun.tcation network; and 

the second Dledium is a storage med:Lum for stor1.n9 the 

wate:anark is.formation and medium identif~cation information 

"ident:Lfy.1.ng the destination to allow retrieval. 

7. 'lhe system according to claim 6, whereir1 the medi.UJn 

identification inf o%Dla.t~on is en address of the desti.nation in 

the communicati.ou :network. 

a. · A system compxis1ng: 

an inf ormat1on generator for generating 

a combiner for invisib1y embedtli.ng the watermark 

infomat:1ou into original image data to produce wate:cmarlced ~ge 

data; and 

a t~ansf er controller for t~ans~exring both the 

I llllHI llllll lllll ltlll II llll 
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'Wata.rmarked image data and tha watemark 1n:fo:anat1on to a single 

medium. 

9. The system according to claim 8, whera:t.n the sing1e 

.medi.t;Pn is a storage Jttedl.m having o. first storage area for stor1.ng 

ti;te watezmarked i.n\age data and a second storage area for &tor.tng 

tb.e watellllal!'k i.nfo~tion, where1n the second storage area 1s 
dedicated 'to the watermark .information so that on.ly the watermark 

~Ol:Dlat~on is allowed to be read. 

10. The system according to ciaiJn 8. Wherein the transfer 

controll.er encrypts the watermark information and b:ansfers 
en.ceypted wa.te:anark 1D:foxmation to the sUig1e medium. 

11. The system according to claim 10, 1-Fh~ein the singl.e 

medium :Ls a storage mediUDl hav1ng a fil:'st storage area fo~ storing 

the watemarked image data and a secon4 storage area for storing · 
1:he ener,ypted wate7.'llla%k information r wherein the second storage 

az.-ea .ts dedicated to the eta.c:rypted watemark. infomat:i.on so that 

only the enceypted watemark information 1s all.owed to be reaa. 

12. An authorJ.zation check. system for checking whe'ther 

a med1.um questioned is authorized. compr.is:Lng: 

a storage ~or storing wateJ:Mark inf Ol;Dlat~on and 
med:.Lum 1dentif1catj.on information identifying a ineclium. the 
medi.um stor:1ng watenn~ked 1ma.ge d.Ata which is produced bJ' 

I lllllll lllllt IHll lllll II llll 
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.invis:Lbl.y embedding 'the wate.:rmark J.nfonnation i.nto original l.mage · 
data; 

a retriev~ controller for ~trieving ~ate.rmark 
informat.i.on conespondwg to medium ideutification 1nfO.l:lnat.1on 
of the medium quest~onad from the.storage: 

a w-atennark ~actor for extracti.ng watez:mark 
i.nformation questioned from 1JJlage data stored .in the medium 
questioned; and 

a checker for checklng whether the medi.um questioned 
is aatlior.1zecl by comparing the extracted watermark info:cma:tJ.on 
with the ~trieved wateDDark infozmat.1on. 

13 • The author1~a.tion check system accor4ing to cl.aim 12. 
I 

. whe:rein the medl.um iden.tillcat.1on informat.:Lon is a manufac'blre 

ser.1.al._numb" of the medium. 

14. The au.thori~at1.on check .system according to c1aim 12. 
Wherein the med.1.um i.s a COlllJllW11cati.on 111ediwn through Which the 
watez:ma..rked image data is transmitted to a 4ostJ.nation in a 
commun1.catl.on network, t«heraill the medium ident1f'1.cat:i.on 
i.n~ormat::ton .ts an !Mldress of the dest1nat1on in the communi.cation 

network. · 

15. ~ authorization cheek system for checking whether 
a tnedi:um questioned is autbor.12ed.., the medimn quesi::toned having 
a filst stor"ge area for stor.tng watermarked image data and a -----Iii 111\11 \\\II II\~ II 1\\1 
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second sto:r:age area fo:r storing watermark info:rn14:tion, the system 
comprising: 

a watermark extractor for extracting •ate:aaark 
inf omation from ilnage data stored in the medium questioned; and 

a checker for Checking whether the medium quest.1.oned 
is author:L.zed by comparing the extracted watermark 1nformat.1.on 
W1 'th the wate.i:mar.k .1nformat1on stored in the secon4 storage area 

of the medi.um questiOJJ.ed. 

lo .. !he authorization check system according to cl.aini 15, 
Wherein tbe wate;tmm:k 1.n:.tomat1on stored 1n the secou4 storage 
a.rea is enc:eyptad .. 

I 

11. A method for checking Whether a meditlD1 questioned is 

a\lthorized, comprJ.sing the steps of: 

.generating wate:r:mark i.Dto.z:mat1on; 

inv1.si.b1y embe~d:Lng t~ wat~Jt .111fonnation .into 

or1g:l.nal image data to produce watermarked image data; 

transferr~ng the wateJ:mal"ked :image data to an 

transferring the waterma:cJt inf ortnation and medium 
identif1cati.o.n in£o:rmat.1on .1.da11t:ify1ng ~he authorized med:ium to 

a retrieval medium: 

retr~eving watermark 1nf ormat1on corresponding to 
medium identif1.eat1on infomat.1.on of the medi'lllll quest.:Lonad from 

the retrieval. medium; 

I \11\11\ \\ll\\ Ill\\ \\1\1 \\\Ill * C L M S 
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extracting wateX'nUll'k information queationed from 

image data. stored in the Jlledj.um questioned; and 

check.1.ng whether the medimn questioned is authori.zed 

by comparing the extracted wato.rmark informat~on with the 

ret~~eved watermark 1nfo%ma..t~on. 

18. The method according to olailn 17 , where1.n the medium 

identification informat~on is a manufacture seria1 number. 

19. A method £or checlc1.ng whether image data questioned 

iii autho.r.1Zed, conapris1ng the steps of: 

generat:ing wate%ma.rk inf0%Dlation: 

invi.si.bly embedding the watermo.rk in:orma.tion into 

' original 1Dtilge data to produce wate.rma.rked image data; 

transmitti.ng the watermarked image data to an 

authorized desti.llation through a ne~ork; 

transferring the waterma:r:k inform2':tion and Uledium 

identification 1nfo:t:mation 1dentifyi.ug the authorized 

destinati.on to a ret~ieval medi.um; 

retrievug vatezmark J.n:fomat.i.on corresponding to 

iden'ti:ficat1.o~ infoxmation of a data prov1der providing the image 
. 

data qt,:testionea from the retr1eval medium: 

extxaoting wat&nia•t .1nformat:i.on :from the image data 

questioned rece~ved fr.om. the·data provider; and 

checking •hether tha ~ge data quest~oned is 

autho3:.1zad by compuing the extracted watemark 1nrormation Wj.th 

11111111 llllf 111111 11111111111 
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the rstr1.eved watermark infoimat~on. 

20. A ~ethod for cheeking whether a medium quest:Loned is 

author1zed, compris1ng the steps of: 

generating wate:rmark information: 

invis1.b1y embedd.1ng the wate:cmark .tnformation into 

or1g1.nal. intage data to produce watex:marked image data; 

transferring both the watermarked. image data «nd the 

watermark 1nfoma:tion to an a.uthorize4 mediunu 

extractll1g -atermark 1.nformation from image aata 

$torec1 .1.n the medium questioned; an4 

Checking Whether the med.ium questioned is authorized. • I 

by comparing the extracted watermark :information with watermark 

~nfo:t"m.at1on atored in the medium quest:loned: 

21. 'l!he method according to claim 20, wherein the 

authorised medium. is a storage med.1um havi.ng a first storage area 

fo:r storing the watei:marked image data and a second storage area . 
for storing the wate:cmark i.nfomation, wherein the second storage 

area .1s dadi.cated to the watermark .information so that only the 

watermark information 1s allowed to be read. 

22. The method aocording to c1aim 21. Where~n the 

wa.terJl\Ark 1nfortnation 1s enc:cypted and encrypte~ wate:cmark 

.information is storect to tha authorj.zed medium. 
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