; gr st e3ewHw pN6TH( | NFORMVATI ON PROVI DI NG SYSTEM AND METHOD AND STORAGE
MVEDI UM BACKGROUND OF THE | NVENTI ON The present invention relates generally

to an information providing systemand nethod and a storag i i ch
provi de information services to an client apparatus on whi 3/””@%{%&’@@&”
browser and at | east one object operate. Mre particularly, the

invention relates to an information providing system and net hod’4fitl a
storage nedi um which provide information services to a client apparatus on
whi ch an object such as an IC card operates. Still nore particularly, the

present invention r aNFORMATION) FROVIDING Y STEN ixNDgeEpesrem and net hod and
a storage nedi umwhich wite information content provided in an information

space to an object such as an hANDC@TdRAGE MEDIUMOr Mati on processi ng
termnal and read the information content fromthe object. Yet nore

particularly, the present invention relates to an information providing
system and net hod and a storage nedi um whi ch associate read/wite

oper ati ons %gCEGRBBWEePFa%ﬁEa&N@aﬁ%%bNon an information processing
es

appar at us. vari ety of déevic ich use identification *@0002*

number s and pass"‘”fr@'éoéé’ésé’r?\ésfx@éénkggﬁtJ'Eé'igé‘ééo o R0f, gL hept Lcati on
processing have been st ghed and put Tnto practrcal use: For exanple, when
users use the%r ca hocargsva d credlg cardé atF%lganC|al |Q§t|t%}|ons such
as banks, palTPA"ahA°Paf Gt SR APGAS aP8 ferfs rrs&tdbﬁ PIdfdcal

erm nal s such,as cas i spensers r ing users to enter, their

i dentificati" lHWnﬁgﬁghaﬁag§é§§w6P%§r&ﬁngBnF%FﬁFﬁﬁstﬁ@ ént A} 6P cor rect

i dentification nunbers and passwords as a neans of verifyin% t he
apparatus on which a content browser and at leasT one

object operate. More particularly, the present invention
relates to an information providing system and method and
a storage medium which provide information services to a
client apparatus on which an object such as an IC card
operates.

Still more particularly, the present invention
relates to an information providing system and method and
a storage medium which write information content provided
in an information space to an object such as an IC card
via an information processing terminal and read the
information content from the object. Yet more
particularly, the present invention relates to an
information providing system and method and a storage
medium which associate read/write operations on a browser
and an object on an information processing apparatus.

A variety of devices which use identification

M
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identity of the users. In a storage nedium such as a nagnetic stripe

di sposed on one piece of cash card, there is a storage area which is
avai l able to the bank only. Therefore, since the entry of the _
above-nentioned identification nunber or password is nmerely the access to
this single storage area, the security against forgery and theft is hardly
adequate. For this reason, fromthe viewpoint of forgery prevention for
exanpl e, contact-type |1 C cards having electrical contacts and
non-contact-type |1 C cards on which data read/wite operations are perforned
via wirel esBUHRES 2@ PRISHRFYS chbie ?%r%%n%}d%@?nEégﬂc%El%%sﬁneards and
credit cards. For exanple, IC card reader/witer apparatuses installed

i nsi de casPthepisprhser sPapeeat intchane rapee @¢sStonedran@AaPrE &RHOt he
ticket barrier of railway stations can access the |IC cards presented by

t hei r user sPF¥achigh-ednt adtommniarly deriar imyomsoftieimmtdash or

aut henti cation processing between the IC card and the I1C card reader/witer
i s perforneckbys nen@hé¢ngdihecaddntati Candopialinbestehtbiens byuakeasi nto the
| C card reader with the identification nunber stored on the IC card. Wen

t he identi fhasits pnpapnin ramd i pay-oouaubbhendttan s oarprpeessrmgdi sysuccessful ,
an application for exanple stored in the |IC card becones avail able. This

appli cati onfimghtiles tdemimdlLe snEOr a8t cOHEh alDsbers€£E ORI BroMPEYn eI
el ectronic tickets for exanple. (The identification nunber for use in IC

card accesshd@rs sté ebeféLdehOi ASi@ett Ne{ Ot sonahuhgens | &h@abhoswdaber) .
Recently, with the rapid enhancenent in mcrofabrication technologies, IC

cards whi chyh@veois CARPRGath¥ely I Rr8e SbPrage sRakeihavgLEon®e into a wide
use. Since conventional cash cards hold only a single storage area or a
single appljcRbd L aRd USEEsWYSEs ONE & means of verifying the

identity of the users.

In a storage medium such as a magnetic stripe
disposed on one piece of cash card, there 1s a storage
area which is available to the bank only. Therefore,
since the entry of the above-mentioned identification
number or password i1s merely the access to this single
storage area, the security against forgery and theft is
hardly adequate.

For this reason, from the viewpoint of forgery
prevention for example, contact-type IC cards having
electrical contacts and non-contact~type IC cards on
which data read/write operations are performed via
wireless data have recently come to be widely used as

cash cards and credit cards. For example, IC card

reader/writer apparatuses installed inside cash



plurality of cards corresponding to various uses or purposes. On the other
hand, the I C cards having a |l arge nenory such as above can store a
plurality of applications at the sanme tine, so that one IC card can be 3
used for a plurality of uses. For exanple, two or nore applications such as
el ectroni c noney for electronic account settlenent, an electronic ticket
for a particular concert may be stored on a single IC card to apply it to
vari ous uses. Moreover, the IC card may be connected to infornmation

processing term nals such as nobil e phones, PDAs (Persopal Digital

Assi st ant s) 31 SREPPEF S oRRE éBnﬁﬁ?e?gtgﬁﬁcﬁ PEabeRFRFLt BRLOP 9P ER®externa
interface other than non-contact interface or an I C card chip_may be

i ncor por at ebifhet nPodF Fae T off pFacLdsy ngtaeiARaran RACEAPsTREsEC vari ous
application services based on the IC card may be executed on information
processi ng terds naresefrbedelkunpheirt heeusekini at epactPohact mhene€.card may
be performed on information processing term nals by use of the user

i nterface such as Iyrboiafic anicordi spi ayrmoni droroofawdonterati i@l . For
exanple, if the IC card is connected to an information processing term nal
connect ed tpracessningnattvacnetheeval cspdcenducheascCt herdint ernet, the user
can search a WAWVinfornmation space via a Wb browser which operates on the

i nformati onrpa@sessrfet eigi patrantedownl natdchongwehtelderftiFevadieant ent
to the connected IC 4 card or upload (or read) content fromthe IC card

to a | ocatigimbetrég¥eted Ny hes MW hpbotaat FreNcspPacecalbanithecna

gener al - pur pose Wb browser can
identification number stored on the IC card. When the
identification confirmation or authentication processing
is successful, an application for example stored in the
IC card becomes availlable. This application includes the
value information about electronic money or electronic
tickets for example. (The identification number for use
in IC card accessing is referred to as a PIN (Personal
Identification Number).

Recently, with the rapid enhancement in

microfabrication technologies, IC cards which have a
comparatively large storage space have come into a wide
use. Since conventional cash cards hold only a single
storage area or a single application, a user must own a
plurality of cards corresponding to various uses or
purposes. On the other hand, the IC cards having a large
memory such as above can store a plurality of

applications at the same time, so that one IC card can be



di spl ay, as a page screen, content such as HTM. provided on a WNWV server.
Especially, recently, the server side can create dynam c pages by neans of

a schenme such as JSP (Java Server Pages). Handling desi gned HTM. docunents
as JSP files allows the reflection of database val ues for exanple. For
exanpl e, pages may be worked out as JSP files by designer and their

servelet is described by devel oper for use of databases. The Wb browser

can search the WAV i nformation space for the |ocations of desired content.
Therefore, the user can finf.%he ont ent cessary for peripheral devices
such as | C Bardst CorabT B bLY nP br HAET on FroCRRbiHE t arHi ridh 9897 %m ¢ he W
i nformati on space b¥?use of the Web browser. However, the Wb browser

itsel f canr®RPotFREIPYS oprht @St AeeHEF PPhEr AP EEVERESCLGERTERIFC cards
connected to information processing termnals. This consequently requires
to have a dRe¢FeentondiihieBEnbn PpRoGEARTFORIEI FEGKAY peFi phepatigvyfEes such
as IC cards to comunicate with desired servers, in general. The device
communi cat i ePnpevyradyi ke astpvatednby 5inglhelPebabdoteerppdy éxabpl e,
however, since the Web browser has no nmechani smfor operating cooperatively
wi th the devackog®mus®scati on program no cooperative operation or

synchroni zation is perforned between them As described above, while Wb
servers can perfomMumdnanthedye crmehtnayy operatinancdy tse of a schenme
such as JSP, this page creation cannot be |linked with the conmuni cation
program f origeytGesishchrases£inar derm SMAMMVARYuERr TEEMODYVERTHRBDNEE , i S
therefore an object of the present invention to provide an information

provi di ng sysiempagsorihodigndad a691agentedi uashfiopepsshgrably noving
information content provided in an information space to devices such
computers via a reader/writer or via an external
interface other than non-contact interface or an IC card
chip may be incorporated in information processing
terminals.

In this case, various application services based on
the IC card may be executed on information processing
terminals. For example, the user interaction to the IC
card may be performed on information processing terminals
by use of the user interface such as keyboard and display
monitor of each terminal.

For example, if the IC card is connected to an
information processing terminal connected to an
information retrieval space such as the Internet, the
user can search a WWW information space via a Web browser

which operates on the information processing terminal and

download (or write) retrieved content to the connected IC



as IC cards via an information processing termnal. It is another object of
the present invention to provide an information providing system and net hod
and a storage nediumfor noving information content provided in an

i nformation space to devices such as I1C cards via an information processing
termnal while operating, in a cooperative manner, servers and clients in
the informati on space and the devices connected to the clients. It is stil
anot her object of the present invention 6 to provide, via a browser for
browsi ng content, an information providing system and nethod and a storage
medi um f or %#EQWQWrﬂpl@ﬁ@wfﬁﬁi%ﬁﬁgerQ%%%nto EPMehiie appafardses an which
the browser and at | east one object operate while providing a cooperation
bet ween t hel pravich oretofieoed el the t WigW biofwena then t fipacenmuni cation with
the object. According to the first aspect of the present invention, there
is provided A systMeanwdrilpr,oa diemg naif-grumidsen Web dmdwsant @gppar at us on

whi ch a browser for browsing content and at | east one object operate,

i ncludi ng: d&istheay sedyed page psovéeh Ngecowbéett stichthe Bronsprovaded

conmuni cation server for making conmunication with the object; and an

appl i cati onoses waw f & rv@K] NG e d1aw Sefamim@angd the e catdon server
cooperate with each other. Term "systeni’ as used herein denotes a | ogical

col 'ection ©fn acPbi &l dfYaic APRGERINPERedRE bENELEORBhe "BEVL ST 85P
i npl ementing particular functions) and has no inplication whether each of

the appar at ypes, 0f PPIMI 8554 $) aceUMPdatLhd % ghed N, NAMSIHEh + AcLoOr di ng

to the second aspect of the present i1nvention, there is provided an

I nformati onygg oy LOG MEENOG O - DFQYELLOY ST RLEBLLOD $ETYLECE L0 a client

example. For example, pages may be worked out as JSP
files by designer and their servelet is described by
developer for use of databases.

The Web browser can search the WWW information
space for the locations of desired content. Therefore,
the user can find the content necessary for peripheral
devices such as IC cards connected to information
processing terminals from the WWW information space by
use of the Web browser.

However, the Web browser itself cannot directly
operate the peripheral devices such as IC cards connected
to information processing terminals. This consequently
requires to have a device communication program for
allowing peripheral devices such as IC cards to
communicate with desired servers, in general.

The device communication program is activated by



7 apparatus on which a browser for browsing content and at | east one

obj ect operate, including the steps of: providing content to the browser;
maki ng conmuni cation with the object; and naking the view server and the
comuni cati on server cooperate with each other. The above-nenti oned view
server can dynam cally generate content by use of JSP (Java Server Pages).
Therefore, the cooperation with the conmunication server via the
application server can allow to dynami cally generate content synchronized
with the co nication with_the ob'eft on the client apparatus side and
provi de t heyenBFRi RECEIRT ehP Tt 5X AR %roﬁ%@?ye?orséQSﬁpE = Wﬁgn connect i on
is mde wth the object of the client apparatus, the comrunication server
notifies tHECABPET cART R SBRGRANHFMt hRT eSPEBR FsRAeRPOBErRREVESHNEEE N,

t hereby can provi de synchroni zati on between the conmunication server and
the vi ew setverjJevhen pemmanicathent PEagran, i BOpepPBLRBELWRt h t he obj ect of
the client apparatus, the communi cation server notifies the application
server of aopesationforheynohuahiazathent isapeohprmhdrbbywean phewmide
synchroni zati on between the communication server and the view server. Wen
a read operation irs perforitesi abdve, o)t Wb tderdrentamppar &6 us,at he
communi cation server notifies 8 the application server of a result of the
read oper atdymamibdepedpy catapinyi dpesytitbnobiyzaseoafbeat weasmeheuch

communi cation server and the view server. In this case, in response to the

read resul tagoysee thoe phgeconvEbi 6At E@ANSEr Mer 1ihkedappkhcahkon server
notifies the view server of the contents of the read result, thereby can

synchr oni zec&hsih 8¥a €064 €L 8g LBt BErbaevseEsWshiBht B8 1C cards.

SUMMARY OF THE INVENTION

It is therefore an object of the present invention
to provide an information providing system and method and
a storage medium for preferably moving information
content provided in an information space to devices such
as IC cards via an information processing terminal.

It is another object of the present invention to
provide an information providing system and method and a
storage medium for moving information content provided in
an information space to devices such as IC cards via an
information processing terminal while operating, in a
cooperative manner, servers and clients in the
information space and the devices connected to the
clients.

It is still another object of the present invention



result of the read operation done on the object. Wen a wite operation is
performed on the object of the client apparatus, the conmunication server
notifies the application server of a result of the wite operation, thereby
can provi de synchroni zati on between the comuni cation server and the view
server. In this case, in response to the wite result notice fromthe
communi cation server, the application server notifies the view server of
the contents of the wite result, thereby can synchronize di splay contents
on the browser with the result of the wite operation done on the object.
Wien the corPuPfe%tE®n Vi he t RECHBFECEOBf PEPES LY AP EPPEY aflis is cl osed,
the comuni cation server notifies the application server of a result of the
cl ose oper atrEPrMe hEpRrbpreEahdprevideteP neRf oRFEAPH oRNBet WBEAT R HE

conmmruni cation server and the view server. According to the third aspect of
t he presentm&diunnfentpoevidheyeinfopravidedsarsioeageonediantstoring a
conput er -readabl e software coded to execute, on a conputer system
processi ng dppapaowsels ngn i whdchathenbsewsecegntioah teéasnht omppabdeas on

whi ch a browser for browsing content and at | east one object operate, the
conput er - r esskabd €e SO i Wareroatdibing thepstepsonfbepwoyhding content to the
browser; maki ng communi cation with the object; and maki ng provision of
content to phevDE OvEesf aben EONTUDS Cahé OBrviEBrt ARdOBheCtomRaRgEateoni th
each other. The storage nedi um associated with the above nentioned aspect
provide, ingargoppetskj&eadable form conputer software to a
gener al - pur pose conputer system on which various program codes are

executable, for exam&:nthis St age-Jeddppdnd tidase detachapl e and
portabl e storage nmedi um such as DVD (Digital Versatile D sc), CD (Conpact

Disc), FD (fﬂ9@ﬂ¥igk§c%he9é &@)£§@958é8'5p5§§€ém for providing
information to a client apparatus on which a browser for
browsing content and at least one object operate,
including: a view server for providing content to the
browser; a communication server for making communication
with the object; and an application server for making the
view server and the communication server cooperate with
each other.

Term “system” as used herein denotes a logical
collection of a plurality of apparatuses (or functional
modules for implementing particular functions) and has no
implication whether each of the apparatuses or modules is
accommodated in a single housing.

According to the second aspect of the present
invention, there is provided an information providing

method for providing information services to a client



disc) for exanple. Alternatively, it is technologically possible to provide
conputer software to a particular conputer systemvia a transm ssion nmedi um
such as a network (regardless of wired or wireless). The storage nedi um
associated with the above nentioned aspect defines the cooperative

rel ati onshi p between conputer software and storage nediumin order to 10
realize the functionality of particular conputer software on a conputer
system In other words, installation of predeterm ned conputer sof tware on
a conputer systemvia the storage nedi um associated with t

above- nent|§§éﬁF%E$%c?n bR 2 fﬁ%@?ﬂef%?c%B%%?é?gv%O%E?PBnaBﬂ the
conmputer system thereby can provide generally the same functional effects
as the syst%?ﬁ%%cpﬁ%eo%%%ﬁdo%%’é‘i‘)%?até’élCW‘flhn‘EhEh%b%V%Pﬁeﬁfroned respective
aspects. According to the first aspect of the present invention described
above, an iPFQFIRANDrCPREVEI Y SYStREPEMET hebabinangoEmyRsFagéonedi um can
be provided which are capable of noving information content provided in an
i nf or mat i onwksipacehe cobZehr dand onakkagpt ke v dewnsénver nandohher ocessi ng
termnal. According to the second aspect of the present invention described
above, an iaedmnuratconiqm ovedvay syspenatady el hedchndthest orage nmedi um can
be provided which are capable of noving information content provided in an
i nformati on space The lZBGa-dtent idradt ivifed naidvr acebaidg d£rng nal by
maki ng servers and clients in the informati on space and devi ces connect ed

to the cli efdse £OOPEES Lotk LBy eash othesp Assosdsagved bhgethird aspect of
the present invention described above, an information providing 11
Therefore, the cooperation with the communication server
via the application server can allow to dynamically
generate content synchronized with the communication with
the object on the client apparatus side and provide the
generated content to the browser.

For example, when connection is made with the
object of the client apparatus, the communication server
notifies the application server of the establishment of
the connection, thereby can provide synchronization
between the communication server and the view server.

When mutual authentication is performed with the
object of the client apparatus, the communication server
notifies the application server of a result of the mutual
authentication, thereby can provide synchronization
between the communication server and the view server.

When a read operation is performed on the object of

the client apparatus, the communication server notifies



system and nmet hod and a storage nedi um can be provided which are capabl e of
providing information services via a browser for browsing content to each
client apparatus on which the browser and at | east one object operate,

t hrough the cooperation with the operation of the object. BRI EF DESCRI PTI ON
OF THE DRAW NGS These and ot her objects of the invention will be seen by
reference to the description, taken in connection with the acconpanyi ng
drawing: FIG 1 is a schematic diagramillustrating a configuration of a
networ k system associ ated with one enbodi nent of the present invention;

FIG 2 is atbehwpmiicatiagrasrverustrat raguthec€ohhecriod obeanticncard 30
to a client apparatus 10 via an IC card reader/witer; FIG 3 is a sequence
di agram i | | us¢relby ngama pr@@bdsimgnphooaﬂuaeibnrbénWeEalthbng t he connection
bet ween an application and the I1C card 30; FIG 4 is a sequence di agram

il lustrati ngoranohhest poocessvayg pnacedareiéersenveral i I nghidhecamannecti on
bet ween an application and the IC card 30; FIG 5 is a sequence di agram

il lustratingnarps9eessi by preceduseréonlauhval cauthent kgrati on of the 1C 12
card 30; FIG 6 is a sequence diagramillustrating a processing procedure

for a servetonPad 8itSoR0sépvasceshet A8pl EcoBIIn30ek9brankeadi@pergti on via
a client apparatus 10; FIG 7 is a sequence diagramillustrating a

processing @{%egélf@ei%ftJeﬁeseesz\f%nagpafawé éQaaoregﬁmthﬁe&@ﬁylt of
reading fromthe I'C card 30 onto a Web browser 11 of the ¢lient apparatus

10; FIG 8 [3, a5 30HE ﬁﬁzg'é‘%ﬁﬂéﬂ;' LYFEEALENGnacREOBESRERY RieRedyLe for

the server apparatus

result of the read operation done on the object.

When a write operation is performed on the object
of the client apparatus, the communication server
notifies the application server of a result of the write
operation, thereby can provide synchronization between
the communication server and the view server. 1In this
case, in response to the write result notice from the
communication server, the application server notifies the
view server of the contents of the write result, thereby
can synchronize display contents on the browser with the
result of the write operation done on the object.

When the communication with the object of the
client apparatus is closed, the communication server
notifies the application server of a result of the close
operation, thereby can provide synchronization between
the communication server and the view server.

According to the third aspect of the present



access the I1C card 30 for a wite operation via the client apparatus 10;
FIG 9 is a sequence diagramillustrating a processing procedure for the
server apparatus 50 to display a result of witing to the IC card 30 onto
the Wb browser 11 of the client apparatus 10; and FIG 10 is a sequence
diagramillustrating a processing procedure for the server apparatus 50 to
cl ose the communication with the client apparatus 10. DETAI LED DESCRI PTI ON
OF PREFERRED EMBODI MENTS This invention will be described in further detai
by way of exanple with reference to the acconpanying 13 drawi ngs. Now,
referring tonveEtian, t heesei sssphevibdedan| ytehaum medbnhi gbpathonaof a
network system 1 practiced as one enbodi nent of the invention. On the

net wor k systemputen-réadablappafvase 1odhdchor egaests, cont ent and ot her
network services and a server apparatus 50 which provides content and ot her
servi ces areompteecosnetémd pracassbhyofkr 7prantidihegi informnalibs 71 and 72.
On the network 70, many clients and servers exist; however, for the brevity

of descri ptsenvatds pteventl 08nef appaphenst ynokhideRWa NEsoweBkyfene client
and one server are shown. The client apparatus 10 is constituted by an

i nformati onpPERELES| BEntBATT ARk sHCHeAStaoRer §8Haktcoppuhet, (PR, a nobile
phone, or a PDA (Personal Digital Assistant) for exanple. An IC card 30

having memogymGapaPLLisdabse COHPERASE mci{_a&iﬁégi@ﬁé apegsabys 10. There is
not any special restriction to the connection form between the client

appar at us %Qr?ﬂgdlﬁg téntand @Q'tﬁ%rb§5@§8£?’m£?§n C?ggﬁg?%gaEEane

connected to e clTent apparatus 10 via an I C car witer locally

connect ed t.0; [he £Li 65 o BPPALALUSa kb 1661 L 0K Ge BntERL EBELALI ent

appar at us

browser and communication with the object cooperate with
each other.

The storage medium associated with the above-
mentioned aspect provide, in a computer-readable form,
computer software to a general-purpose computer system on
which various program codes are executable, for example.
This storage medium includes detachable and portable
storage medium such as DVD (Digital Versatile Disc), CD
(Compact Disc), FD (Floppy Disc), or MO (Magneto-Optical
disc) for example. Alternatively, it is technologically
possible to provide computer software to a particular
computer system via a transmission medium such as a
network (regardless of wired or wireless).

The storage medium associated with the above-
mentioned aspect defines the cooperative relationship

between computer software and storage medium in order to

10



such as a nobile phone or a PDA, the I1C card 30 may be connected to the
client apparatus 10 via a card slot 14 di sposed thereon or via a wired
interface or an IC card chip nay be installed on the client apparatus 10.
It should be noted that the IC card chip and the IC card are generically
referred to an 1C card herein. Operating on the client apparatus 10 are a
Web browser 11 for searching an information space such as WAWV (Wrld Wde
Web) built on the network 70 and a client for object or an object client 13
for such an object operating on the client apparatus 10 as a peri pheral
device |ikerehkize the df@gchhdnahi appbfcpsrbhctbaroanupiitareseftharhe
server apparatus 50. In the exanple showmn in FIG 1, the client apparatus
10 has onl yot he ¢@npater 39yasemn dbj ecthewhivodrdomiung tcalt lest Wit o £ he server
apparatus 50, so that only the single object client 13 is active; if a
plurality ofred¢ectmince opepaténgsoftphveadbnty obmphireet sghtenmt sia
corresponding to these objects nay operate. The Web browser 11 and the

obj ect cli effie 1St6RigSs eMdd HIM P & eguest8dt withetBer ¥pbvappanhatyse80 on the
network 70 and receive HTTP responses fromthe server apparatus 50.

However , be&%@@;oélwﬁsce«adaiwﬂéesgceoaﬁemeleél5&@35@ eh theewalls and
t he network configuration, e Wb browser 11 and object client 13 do not

basi cal |y r@&rﬁbe{@ef”;f?s£@ﬂue§ﬁéréﬁg”bmep§8w§é gongraiyy efle dame On the

other hand, the server apparatus 50 s constitutéd by such a conputer

systemhawﬂgn frggféékg nggﬁgug%%gggughagtggm?é%§gg a nmass storage

device as a mn I on a pers conputer Cenerally, the
Server appaégégglége wf@ﬁagﬁg ggo@e—mentioned respective aspects.

According to the first aspect of the present
invention described above, an information providing
system and method and a storage medium can be provided
which are capable of moving information content provided
in an information space to IC cards for example via an
information processing terminal.

According to the second aspect of the present
invention described above, an information providing
system and method and a storage medium can be provided
which are capable of moving information content provided
in an information space to IC cards via an information
processing terminal by making servers and clients in the
information space and devices connected to the clients
cooperate with each other.

According to the third aspect of the present

invention described above, an information providing

11



service providing business entity. The server apparatus 50 provides
information services to the client apparatus 10 on which the Wb browser 11
and at | east one object (for exanple, a peripheral device such as the IC
card 30 and an application). On this server apparatus 50, a view server 51,
an application server 53, and a conmunicati on server 55 are operating.

Al so, the server apparatus 50 has a tenper-proof hardware nodul e SAM
(Secure Application Mdule) 57. The view server 51 provides Wb content
described in HTM. (Hyper Text WMarkup Language) .to the Wb browser. The
present enb®dPkBHt 2N8 BEAPPEdaRg ﬁréﬁpéég&yﬁéﬁF@mH?ﬁE B6nPERVIEES he vi ew
server 51 by use of JSP (Java Server Pages) The comruni cati on server 55
control s thehéshnarecaerehlai OB §ﬁ@ﬁlél§}‘60tl§f@|§é‘la§tlpﬁg sef viligesc Viient
apparatus 10 as a peripheral device |ike the IC card 30 connected to the
client appabatwsetOfandbanwapphi canitent 16 eaGbneddkehny, appacedper an ve
operation is performed between the view server 51 and the comruni cation
server 55. whithetbki bmbwapparatiusatlQeashepec sbijectooperatieye operati on
bet ween the Wb browser 11 and the object client 13 (the Web browser 11 may
activate thenebjghat thki esbpt3athvh, warte thie opetratabnon thakebeer eper.f or ned,
the Web browser 11 and object client 13 operate independently of each

ot her). Hence, the displaying of content supplied fromthe view server 51
to the Web browser 11 cannot be synchronized with the conmuni cati on between

the object gHeRraprtbRIbPEIOAr Or3@nangrhiene@mMuNi cation server 55. Nanely,
if the view server 51 can dynamcally create content for the Wb browser 11

on the basis of JSPJOL £X@PLRer! b6 LLER! 8Y1 PR OIntBEL QR §DL11 Beper f Or Med
i ndependent|y of the conmuni cation

seen by reference to the description, taken in connection
with the accompanying drawing:

FIG. 1 is a schematic diagram illustrating a
configuration of a network system associated with one
embodiment of the present invention;

FIG. 2 is a schematic diagram illustrating the
connection of an IC card 30 to a client apparatus 10 via
an IC card reader/writer;

FIG. 3 is a sequence diagram illustrating a
processing procedure for initializing the connection
between an application and the IC card 30;

FIG. 4 is a sequence diagram illustrating another
processing procedure for initializing the connection
between an application and the IC card 30;

FIG. 5 is a sequence diagram illustrating a

processing procedure for mutual authentication of the IC

12



bet ween the object such as the IC card 30 and the comuni cati on server 55.
On the contrary, in the present enbodi nent, the application server 53
perfornms a cooperative operation between the view server 51 and the
commruni cation server 55. Consequently, the view server 51 can dynam cally
generate Wb content corresponding to the communication with such an object
on the client apparatus 10 as the IC card 30 and, at the sane tine, the
client apparatus 10 17 can display the page corresponding to the

comuni cati on between the object on the client apparatus 10 and the server
apparatus 5®2BHt30the Web browser 11 (to be described later in nore
detail). The SAM 57 hi des all such access technol ogi es associated wth the
| C card 30 as the K&y dndid eyiedusn e chissgrap thiel ustortetd on of hi gh
security like the value information stored in the IC card 30. The

conmmuni cat i proses veng Shroasedutdef SAM S5Ferneor depatatascéfstbheck€sesard 30
in read/ wite operations and authenticate the IC card 30. FIGS. 3 and 4
shows the ptlocessi agr@rdcerivres feadi opératianngithe ebmheeeti on bet ween an
application and the 1C card 30. Wen a user operating the client apparatus
10 sel ects gppiesatesd s@FVvice on the screen of the Wb browser 11 and then
enters a predeterm ned paraneter, the view server 51 gets the client type

at this point of timge @nqgeétgé@@qa@rdfﬂ%ﬂiimm@ﬁm%%the Vb
browser 11. At this point of tinme, the view server 51 or the application

server 53 NoldiSedllndSeessanyrintor TBAL 0BekPe BoaPok LS BegN BeCOTES an

argunent to library; ormation necessary for this Bean is such

i nformati ong NEELSSaAL Y, L1 WL ET POabiPrlNErble £ALAIE0-88458bVLEE NGME 18
Web browser 11 of the client apparatus 10;

FIG. 8 is a sequence diagram illustrating a
processing procedure for the server apparatus 50 to
access the IC card 30 for a write operation via the
client apparatus 10;

FIG. 9 is a sequence diagram illustrating a
processing procedure for the server apparatus 50 to
display a result of writing to the IC card 30 onto the
Web browser 11 of the client apparatus 10; and

FIG. 10 is a sequence diagram illustrating a
processing procedure for the server apparatus 50 to close

the communication with the client apparatus 10.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS
This invention will be described in further detail

by way of example with reference to the accompanying
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and user input information). Hence, the sessions already established are

al so maintained in the foll ow ng sequences. The user perforns a final
confirmation for service acceptance (by clicking the OK button, for
exanple). In response, the Wb browser 11 requests the view server 51 for
starting service provision. The view server 51 calls an expansion tag for
initialization for server to generate an application instance for the IC
card 30 (specifies nane Bean as an argunent). After generating the

i nstance, the vjew server 51 disconnects the thread. At this point of tineg,
the view set¥BF B35S switches to the status check nmode. In this node, the
view server 51 waits until a connection request cones fromthe card

connection (the tA¥adEefeditdiss Tntfd & thr dditForiToirhpiaeki¢hblwi th t he
Wb browser 11 and a thread for processing a card application). The view
server 51 speevti@scopfiorhetbxpapsi annehgorhdsBeaan Lnpraspoasd a8 the
generation of the application thread, the application server 53 gets the
client typeoie gmbddingetr @fjeblte ahmverhionan Wpethopwttdon, systenpting to
initialize the client. Upon calling of an expansion tag for initializing
for client,athbienevaspivetusll@pecithesedhidlEtsypententhend9othaser and
sends content so that the object client 13 is activated for the object such
as | C card B3&ttorkosmrmi cas eanditd sbeveser yppanppasab0swhichAprbhedsane
time, view server 51 displays a nessage for pronpting a wait onto the

screen of tden¥ébr bigysethdd. sdheicet heryi exteeeyrhicbleaiis HNtil

connection is established between the application server 53 and the

comuni cat i Qe $&FYeT0 5nd their firewalls 71 and 72. On the network
70, many clients and servers exist; however, for the
brevity of description and prevention of complexity of
drawings, only one client and one server are shown.

The client apparatus 10 is constituted by an
information processing terminal such as a personal
computer (PC), a mobile phone, or a PDA (Personal Digital
Assistant) for example.

An IC card 30 having memory capability is connected
to the client apparatus 10. There is not any special
restriction to the connection form between the client
apparatus 10 and the IC card 30. For example, the IC card
30 may be connected to the client apparatus 10 via an IC
card reader/writer locally connected to the client
apparatus 10 (refer to FIG. 2). For the client apparatus

such as a mobile phone or a PDA, the IC card 30 may be

connected to the client apparatus 10 via a card slot

14



In response to the nessage fromthe view server 51, the Wb browser 11
requests to start the object client 13. At the sane tine, the Wb browser
11 requests the view server 51 to wait until the connection, nanmely the
card connection is established between the comuni cation server 55 and the
object client 13 (this is in. the case in which the client apparatus 10
operates in a nulti thread node as with a PC). Subsequently, the object
client 13 perforns a handshake operation for establishing connection with
t he conmuni ¢ation server 55. The communi cation server 55 reports the
activation %%S?%%ealF%ﬁFe?B PheVhpphi A PEn1BEPTERCE3OT TRR AppFRELti on
server 53 connects to the application object. The application server 53
requests t hehtBrfavibat inntadiodr oBsther clhentseRBrrsbnentOof DB
connection of the SAM 57. In response the comunication server 55 issues a
connecti on &kouabllikhneptedetatt the THecspl sZirUpnd theplét fandofrehe
connection establishnment, the SAM 57 sends information thereof to the
comuni cat i oenseivaellSrefbenedt he gonfiinceatli barsiénver 55 reports the
establishment of the card connection and the application connection to the
application server UpraltimeapEpl itdad icddn ey \wipabR taonnectessrd & theb
application object. As a result, synchronization is provided between the

comuni cat i proweererl5boansdedhehyhgWafieiMebrhdtibhGspacshoushaapr wARSsi ng
procedure for perform ng nutual authentication of the IC card 30. The

appl i cati on(Berv@rwbde! REVESHS1i 1 BeoRORAENKEENLOR 367 ¥BH &5choeniutyal
aut hentication. In response, the communication server 55 issues a nutual

authentlcatbgfeé@qgﬁsantQbﬁbetséw&éﬁt 1herSAMsRénsgndsp eyt ual

aut henti cati on comuand
operating on the client apparatus 10 as a peripheral
device like the IC card 30 and an application to
communicate with the server apparatus 50. In the example
shown in FIG. 1, the client apparatus 10 has only the IC
card 30 as an object which communicates with the server
apparatus 50, so that only the single object client 13 is
active; if a plurality of objects are operating, a
plurality of object clients corresponding to these
objects may operate.

The Web browser 11 and the object client 13 can
send HTTP requests to the server apparatus 50 on the
network 70 and receive HTTP responses from the server
apparatus 50. However, because of the conditions such as
the existence of firewalls and the network configuration,

the Web browser 11 and object client 13 do not basically

receive HTTP requests from the server apparatus 50.

15



for the IC card 30 to the conmunication server 55. The comruni cation server
55 sends the received nutual authentication conmand for the I1C card 30 to
the object client 13. The object client 13 perfornms a nutual authentication
procedure for the IC card 30 which 21 responded to the nutual

aut henti cation command and returns a nutual authentication response to the
communi cati on server 55. The communi cati on server 55 sends the received

mut ual aut hentication response to the SAM 57. The transni ssion of the

nmut ual aut henti catjon .co nd and the returning of the nutual,
aut henti cation respordte & erreglﬁ't d HF ts!?er‘f?e"g&%‘arﬁla ot tines.

Then, lastly, the object client 13 sends a finished nmessage to the
conmmuni cat i oSkt VeFeG5PANEUERed cOMRBNFBAL PHATSRI BV1BY &ends a nutua
authentication result to the application server 53, thereby providing
synchr oni zafempa bt ieehy t BeWwebhnlinFeaPbhAngePOE¥Pr 58ndNd NMAESVFEAra@rver 51,
upon which this processing procedure cones to an end. FIG 6 shows a
processi ng gpevcedurs &ovorketsbioer (WPparat aspsSosonadcecemwputhe (BCetard 30
for a read operation via the client apparatus 10. The application server 53
request s t heewernalhy cathensseveerappafatuseadi hg maray&ichyda30. In
response, the comruni cation server 55 issues a read request to the SAM 57.
The SAM 57 sendsca peadidbngabdsinesshentCtgard 30 to the communi cation
server 55. The comruni cation server 22 55 sends the received read conmmand
for the | C card 30rHe server apparatus 50 provides information

services to the client apparatus 10 on which the Web

browser 11 and at least one object (for example, a

peripheral device such as the IC card 30 and an

application). On this server apparatus 50, a view server

51, an application server 53, and a communication server

55 are operating. Also, the server apparatus 50 has a

temper-proof hardware module SAM (Secure Application

Module) 57.

The view server 51 provides Web content described

in HTML (Hyper Text Markup Language) to the Web browser.

The present embodiment is adapted to provide dynamic HTML

content to the view server 51 by use of JSP (Java Server

Pages) .

The communication server 55 controls the
communication with such objects operating on the client

apparatus 10 as a peripheral device like the IC card 30

connected to the client apparatus 10 and an application.
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the object client 13. The object client 13 perforns a read procedure on the
| C card 30 which responded to the read conmand and returns a read response
to the comunication server 55. The conmunicati on server 55 transfers the
read response to the SAM 57. The transm ssion of the read conmand and the
returning of the read response are repeated by the necessary nunber of
tinmes. Then, lastly, the object client 13 sends a finished nessage to the
conmuni cation server 55 and the conmunicati on server 55 sends a read result
to the application, server. 53, thereb rovidi ng sypchroni zation between the
communi cat i on ser VEREFHhEr e 9?%@%%%?%%? %ng%%%ﬂnmh?cﬂefﬁP§mﬁ ocessi ng
procedure cones to an end. FIG 7 shows a processing procedure for the
server appaPafFtieeBothe Wispl agricread pBSulther CORMUIRECRELIOAr 230Nt o t he
Wb browser 11 of the client apparatus 10. In response to the result report
(refer to FP&: 6n thre abigitarparaeryellb3thenesis heocoperaratoyet he read
result and issues a user information get request to the view server 51. If
the client appasbiaos hOtwsenothe REbbbtroasedevildeald thehiodbheoper ates on a
single thread |ike a nobile phone, the Wb browser 11 is in a stopped state
whil e the 18lisntpéBatithg. Webnbepwappl ildamiagn as¢rivereb3hacbbdaices t he Wb
browser 11 via the comuni cation server 55 and object client 13 to transfer
a read resutlidhsplay pegueshcei theURctiVhe ivébhbsoween bpérFeriedys the
read result display request on the view server 51 on the basis of the

recei ved URthel ReheBEpOnSert 01t Badr eBdetesuht editspBaypeeguest, the view
server 51 sends a read result display information input formto the Wb
browser 11.;h8cp8880A88y bReeMbR other). Hence, the displaying of
content supplied from the view server 51 to the Web
browser 11 cannot be synchronized with the communication
between the object such as the IC card 30 and the
communication server 55. Namely, if the view server 51
can dynamically create content for the Web browser 11 on
the basis of JSP for example, the displaying of the
content is performed independently of the communication
between the object such as the IC card 30 and the
communication server 55.

On the contrary, in the present embodiment, the
application server 53 performs a cooperative operation
between the view server 51 and the communication server
55. Consequently, the view server 51 can dynamically
generate Web content corresponding to the communication

with such an object on the client apparatus 10 as the IC

card 30 and, at the same time, the client apparatus 10
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browser 11 sends the information to the view server 51 and view server 51
sends the status to the Web browser 11. The view server 51 dynamcally
generates contents corresponding to the state of communication with the IC
card 30 by use of a schene such as JSP. As a result, by the cooperation
bet ween the view server 51 and the conmuni cation server 55 on the side of
the server apparatus 50, the Wb browser 11 can present to the user the
page which is synchronized with the conmunication state of the object,
nanely the 1C c the client a%paratus 10 .is a device which

0.
oper at es on“ftl FBPiathESdEaQGCHO§§e§ eedinge tReF N5y GREBMNEL S d@fest s t he
view server 51 for information 24 update re-connection. If the client
appar at us 1@6F§88ndébﬁc@bﬁﬁpéhOBpépﬁt€§18ﬁtaa§Pﬁ§Pé“@hﬁ@a&Wq Kéea nobil e
phone, the object client 13 is in a stopped state while the Wb browser 11
is operatlngergértﬁﬁpaﬁﬁ§uve§Obpaﬁ@eﬁhﬁlwﬁ@q@€§M§eﬂhé1odﬁécﬁmtl|ent 13 for
connection or activation and sends a read result display input information
get conpl et leacndbedeleterhénapplriecdeitanlgder ver 53 via the comunication
server 55. The application server 53 issues an information get request to
t he view server 51Thd nSaesponsedeés ahe sutbraatess tupdahelogiesnnect
request fromthe Web browser 11 or the information get request fromthe

appl i cati onaseb¢eatbd, wilht thewIiserwed 30 sendheakeynpuid nesuld fwtice to
the application server 53. Receiving the read result display information

i nput form atbes¥ehgbtpesenrbimeanoanber nikd iselamirti QR Ko e Walhien to
the object, nanely the IC card 30 or the information which affects the

i nformationiheobRaWibht 8Rokadt A kkeCatd3@q Ab .t hensapBmhhiABcath8nVED
browser 11
server 55 uses the SAM 57 in order to access the IC card
30 in read/write operations and authenticate the IC card
30.
FIGS. 3 and 4 shows the processing procedures for
initializing the connection between an application and
the IC card 30.
When a user operating the client apparatus 10
selects a desired service on the screen of the Web
browser 11 and then enters a predetermined parameter, the
view server 51 gets the client type at this point of time
and returns a corresponding message to the Web browser 11.
At this point of time, the view server 51 or the
application éerver 53 holds all necessary information in
Bean (this Bean becomes an argument to library; the

information necessary for this Bean is such information

necessary for writing to the IC card 30 as service name
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can sends the entered information fromthe view server 51 to the
application server 53. Receiving this information, the application server
53 can mani pul ate the received 25 information and send a notice to the
object, nanely the I1C card 30 via the comunication server 55 to specify an
operation such as read or wite which corresponds to the object and user
request. FIG 8 shows a processing procedure for the server apparatus 50 to
access the IC card 30 for a wite operation via the client apparatus 10.
The application server 53 reguests,the conmuni cati on server 55 to wite to
the | C card@B8. UPATr £BBBRsenfpRBaEdRMINI BRI R sERGefesSipRs RS @i te
request to the SAM 57. The SAM 57 sends the wite command for the IC card
30 to the coshabitabpdnasergbrosBainkaipeamini ¢hei daldemiag 55 sends the
received wite command for the IC card 30 to the object client 13. The

obj ect cliesequ8ngestorns a read procedure on the IC card 30 which
responded to the wite command and returns a wite response to the

conmuni cati on ser VEie Sfs e hee covamdi £ af 1100l seswet ribdt semdsot heereteeved
wite response to the SAM 57. The transm ssion of the wite command and the
returning ohctbptenceespondingkihipt ehEeoROPGE ARG Fepeakadphy)t.hernecessary
nunber of tines. Lastly, the object client 13 sends a finished nessage to

the 26  copuypbhaki, OBhEERYBl bBEws8k LhersagiestsMneWhgRnt Re r&@Fmgni cation
server 55 reports a wite result to the application server 53,

synchroni zaghenstgrpLAY dedvPetWeBeRvt Beopomuni cation server 55 and the
VI ew server

The view server 51 calls an expansion tag for
initialization for server to generate an application
instance for the IC card 30 (specifies name Bean as an
argument) . After generating the instance, the view server
51 disconnects the thread. At this point of time, the
view server 51 switches to the status check mode. In this
mode, the view server 51 waits until a connection request
comes from the card connection (the threads branches into
a thread for communicating with the Web browser 11 and a
thread for processing a card application). The view
server 51 specifies both the expansion tag and Bean.

In response to the generation of the application
thread, the application server 53 gets the client type
from the user agent and start an open operation,
attempting to initialize the client.

Upon calling of an expansion tag for initializing

for client, the view server 51 specifies MINE type to the
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51, upon which this processing procedure cones to an end. FIG 9 shows a
processi ng procedure for the server apparatus 50 to display a result of
witing to the IC card 30 onto the Wb browser 11 of the client apparatus
10. In response to a wite result notice (refer to FIG 8), the application
server 53 issues a wite result contents notice to the view server 51. |f
the client apparatus 10 operates not on a PC but on a single thread such as
a nobil e phone, the Wb browser 11 is in the stopped state while the object
client 13 is operating. Hence, the application server 53 activates the Wb
browser 11 Wﬁ%?t%@ﬁc%%%@%i%%PF%%ts%@VEFaBStBﬁdO?h%CBbFéE?nEIﬂén%313 to send
the wite result contents notice to the Wb browser 11 as in a form of
wite resulaceleptey WrhtlurRLObTReh, sueaht #e BEsFardf 3Pheorecei ved URL, the
Wb browser 11 requests the view server 51 for displaying the wite result.
| n responsecommuhecakéteitiesthe déespéayappguatts bhe VAewviiseraame 51
displays the wite result onto the Wb 27 browser 11. The view server 51
dynam cal | ycgeserates sbevepntendiisplagspandengayie £he sramptohg a

comuni cation with the IC card 30 by use of a schene such as JSP. As a
resul t, by whet copperahéoschetnesn the weBvwsewy¥etr 91.anthdhe €oamuni cation
server 55 on the side of the server apparatus 50, the Wb browser 11 can

present to ¢heyuservéhespage:vhi GRtis syneBEenbiedsWekBabhesgegmuni cation
state of the object, nanmely the I1C card 30. If the client apparatus 10 is a

devi ce “hiC@e@@@éﬁi€§eOﬂpgylééﬁiéntBé@@g§ §9Chn@sthRe PlomhiRi MR BROWSEr 11
requests the view server 51 for information update re-connection. If the

client appagatiis, 1Osoperates on a single thread such as a nobile phone, the
object client 13 is in

In response to the message from the view server 51,
the Web browser 11 requests to start the object client 13.
At the same time, the Web browser 11 requests the view
server 51 to wait until the connection, namely the card
connection is established between the communication
server 55 and the object client 13 (this is in. the case
in which the client apparatus 10 operates in a multi-
thread mode as with a PC).

Subsequently, the object client 13 performs a
handshake operation for establishing connection with the
communication server 55.

The communication server 55 reports the activation
of the client to the application server 53. The
application server 53 connects to the application object.

The application server 53 reguests the

communication server 55 for the establishment of
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t he stopped state while the Wb browser 11 is operating, so that the Wb
browser 11 requests the object client 13 for connection or activation and
sends a close notice to the application server 53 via the conmuni cation
server 55. FIG 10 shows a processing procedure for the server apparatus 50
to end the conmunication with the client apparatus 10. the application
server 53 issues a close request to the comrunication server 55. In
response to the cl ose request, the conmunication 28 server 55 sends a
close notice to the SAM 57 and, at_the sane tine, perfornms a handshake
operati on vFPPPEREIOB] @t thei MY 13- f of! TSRO HTD i FRIMYBL AL R | ent
apparatus 10 is a device which is built-in device such as a nobile phone,
the object EPFeRt 13 {38Ves a ¢ORRREEioR Pefabsishyerherv@BeptoR8er 11 for
connection to the close URL. In response, the Wb browser 11 accesses the
vi ew servertisa $Mgetf-the content specified by the URL. Wen the close
processi ng has been conpleted, the SAM 57 returns the information thereof
to the comuni cat iUpors erangyl S5, oThef cidrenuemoet ¢ toros exvieab Bismoent j es t he
application server 53 of the conpletion of close operation. The application
server 53 nohéfsms Shesyhéw seRF¥ehablonf thbeeconpbethencoimohosetion
processing. As a result, synchronization is provided between the

comuni cat | 98r$€Ff ves . Srradd, tiree dsmneeT veti Sl sdiee | B S&5yets Sdndotifies
the Web browser 11 of the end of service. The user operating the client

appar at us 18s €ap1 keemehbeo endhef caeaveeanentibg saHneeReOhpphechehohr onser
11. Wiile the preferred enbodi nents of the present invention have been
described usbRgesPESATLE LREMBPpSYEAtion server 53. The application
server 53 connects to the application object. As a result,
synchronization is provided between the communication
server 55 and the view server 51.
FIG. 5 shows a processing procedure for performing
mutual authentication of the IC card 30.
The application server 53 requests the
communication server 55 for mutual authentication. 1In
response, the communication server 55 issues a mutual
authentication request to the SAM 57.
The SAM 57 sends a mutual authentication command
for the IC card 30 to the communication server 55. The
communication server 55 sends the received mutual
authentication command for the IC card 30 to the object
client 13.

The object client 13 performs a mutual

authentication procedure for the IC card 30 which
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29 description is for illustrative purposes only, and it is to be
under st ood that changes and vari ations nmay be nade w t hout departing from
the spirit or scope of the appended clains. It is therefore necessary for

t he understandi ng of the present invention to take the scope of clains
herein into account. 30 IN THE DRAWNGS: FIG 1 10: CLIENT APPARATUS 11:
WEB BROWASER 13: OBJECT CLIENT 30: OBJECT (1 C CARD) 71: FIREWALL 70: NETWORK
72: FIREWALL 50: SERVER APPARATUS 51: VI EW SERVER 53: APPLI CATI ON SERVER
55: COVMMUNI CATI ON_SERVER 57: SAM 1-A: START-UP 1-B: WEB CONTENT FIG 2 10:
CLI ENT APPARATRENGed f€ thrRDIRtnal READERPWRFFEROR| com3and angl: V| EW SERVER
11: WEB BROWASER 13: OBJECT CLIENT 55: COVMUNI CATI ON SERVER 53: APPLI CATI ON
SERVER 57: BAMIBRA: a CrpuENALl TYPELATLTER S1PO KESOPNFEMECANDERETURN MESSAGE

communication server 55. The communication server 55
sends the received mutual authentication response to the
SAM 57.

The transmission of the mutual authentication
command and the returning of the mutual authentication
response are repeated by the necessary number of times.
Then, lastly, the object client 13 sends a finished
message to the communication server 55 and the
communication server 55 sends a mutual authentication
result to the application server 53, thereby providing
synchronization between the communication server 55 and
the view server 51, upon which this processing procedure
comes to an end.

FIG. 6 shows a processing procedure for the server
apparatus 50 to access the IC card 30 for a read
operation via the client apparatus 10.

The application server 53 requests the
communication server 55 for reading the IC card 30. In
response, the communication server 55 issues a read
request to the SAM 57.

The SAM 57 sends a read command for the IC card 30

to the communication server 55. The communication server
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ACCORDI NGLY. 3-B: VI EW SERVER CALLS SERVER | NI TI ALI ZI NG EXTENSI ON TAG TO
GENERATE APPLI CATI ON | NSTANCE (BY SPECI FYI NG NAVE BEAN AS ARGUVENT).

DI SCONNECT THREAD UPON GENERATI ON OF THE | NSTANCE. AT THI'S PO NT OF TI ME,
VI EW SERVER SW TCHES TO STATUS CHECK MODE. IN THI'S MODE, VI EW SERVER WAI TS
UNTI L CONNECTI ON REQUEST COVES FROM CARD CONNECTI ON ( BRANCHI NG | NTO THREAD
FOR COMMUNI CATI ON W TH BROWSER AND THREAD FOR PROCESSI NG CARD APPLI| CATI ON) .
VI EW SERVER SPECI FI ES BOTH EXTENSI ON TAG AND BEAN. 3-C. VI EW SERVER CALLS
CLI ENT I NI TLALI ZI NG EXTENSI ON TAG FOR USER, VI EW SERVER SPECI FI ES M ME
TYPE TO SEND® CERFENTLR® recerredsrepd ceprmandpper CalrEORC AFTRHBOSARE TI ME,
VI EW SERVER DI SPLAY STANDBY PROVPTI NG MESSAGE ONTO BROWSER. 3-D: COVMVON
3-E: PC 32 the.ebiecBl cELPRONE33- G COVMUNI CATE W TH APPLI CATI ON 3- H:
COVMUNI CATES W TH APPLI CATI ON 3-1: REQUEST TO START SERVI CE 3-J: GENERATE
APPLI CATI ON THREAIDIS: Iebiet T LI 2R L3 BT o tms | ANl Aead | ZE0 GRAENT Ga M
STARTS UP CLI ENT FOR DEVI CE (1IN THE CASE OF DYNAM C START- UP MODE)
PARAVETER: EESTISIATAOH BRLWEESH! ObksponSERVECELNAVEe3dNc ok FidUNEHL

ESTABLI SHVENT OF CARD CONNECTI ON 3-0: SELECT SERVI CE CONCERNED ON BROWSER
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33 | NFORVATI ON NECESSARY FOR CARD WRI TI NG AS:

The transmission of the read command and the
returning of the read response are repeated by the
necessary number of times. Then, lastly, the object
client 13 sends a finished message to the communication
server 55 and the communication server 55 sends a read
result to the application server 53, thereby providing
synchronization between the communication server 55 and
the view server 51, upon which this processing procedure
comes to an end.

FIG. 7 shows a processing procedure for the server
apparatus 50 to display a read result from the IC card 30
onto the Web browser 11 of the client apparatus 10.

In response to the result report (refer to FIG. 6),
the application server 53 sends the contents of the read
result and issues a user information get request to the
view server 51.

If the client apparatus 10 is not a PC but a device
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1. SERVI CE NAME 2. USER | NPUT | NFORMATION 3-T: AT THI'S PO NT OF TIME, CET
CLI ENT TYPE FROM USER AGENT. 3-U: START OPEN ( ) . FIG 4 51: VI EW SERVER
11: WEB BROWBER 13: OBJECT CLI ENT 55: COMMUNI CATI ON SERVER 53: APPLI CATI ON
SERVER 57: SAM 4-A: COWON 4-B: PC Q C. MOBI LE PHONE 4-D: REPORT CLI ENT
START-UP 4-E: TRANSM T SERVER | NFORVATION: 1. RETURN TO URL 2. 4-F:

I NI TIALI ZE RFW (CAN CLIENT DO THIS ON H'S OM{?) 4-G REQUEST TO ESTABLI SH
SAM CONNECTI ON 4- H:  SAM CONNECTI ON ESTABLI SHVENT COVPLETED 34  4-1:
REQUEST TO ESTABLI SH SAM CONNECT| ON 4-J: REPORT. ESTABL| SHVENT OE' CARD
CONNECT! ON BRESAPER ¢ 6T DN ECRNEETI ERl Bhkea@dohEe T2 TP APEE | BATREN OBJ 4-L:
STARTS OPEN() PROCESS PARAMETER SERVI CE NAME, ETC. 4-M CONNECT TO

APPL| CATI ONFlrs W elp coraowsar ] By SERVERS 12PPHEBS BRONGHRL 18: tieg  EETLIEL| ENT

55: COMMUNI CATI ON SERVER 53: APPLI CATI ON SERVER 57: SAM 5-A: COVMON 5-B: PC
operating. Hence, application server 53 activates the Web

browser 11 via the communication server 55 and object
client 13 to transfer a read result display request with
URL. The Web browser 11 performs the read result display
request on the view server 51 on the basis of the
recelved URL.

In response to the read result display request, the
view server 51 sends a read result display information
input form to the Web browser 11. In response, the Web
browser 11 sends the information to the view server 51
and view server 51 sends the status to the Web browser 11.
The view server 51 dynamically generates contents
corresponding to the state of communication with the IC
card 30 by use of a scheme such as JSP. As a result, by
the cooperation between the view server 51 and the
communication server 55 on the side of the server
apparatus 50, the Web browser 11 can present to the user
the page which i1s synchronized with the communication
state of the object, namely the IC card 30.

If the client apparatus 10 is a device which
operates on multiple threads such as a PC, the Web

browser 11 requests the view server 51 for information
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5-C. MOBILE PHONE 5-D: MUTUAL AUTHENTI CATI ON COMMAND FOR | C CARD 5- E:
MUTUAL AUTHENTI CATI ON RESPONSE 5- F: MUTUAL AUTHENTI CATI ON COVMMAND FOR | C
CARD 5-G MJTUAL AUTHENTI CATI ON RESPONSE 5- H: MUTUAL AUTHENTI CATI ON 35
5-1: MJTUAL AUTHENTI CATI ON REQUEST 5-J: MJUTUAL AUTHENTI CATI ON COMVAND FOR
| C CARD 5- K: MUTUAL AUTHENTI CATI ON RESPONSE 5-L: MUTUAL AUTHENTI CATI ON
COMMAND FOR | C CARD 5-M NOTI FY MUTUAL AUTHENTI CATI ON RESULT FIG 6 51:

VI EW SERVER 11: WEB BROWSER 13: OBJECT CLI ENT 55: COVMUNI CATI ON SERVER 53:
APPLlCAﬂoc\gW%A ER 57: SAM 6- A COMMON 6-B: PC 6-C. MOBILE PHONE 6-D: IC
CARD READ Iﬁf&ﬁ%@éPmSE 6-F: | C CARD READ COWAND 6-G READ
RESPONSE 6- H: ICCARD READ COVMAND 6-1: REQUEST TO READ 6-J: | C CARD READ
COVMAND 6- K: READ IRESPENSE it spnarayss PP REAS RESUSe 67 CINOTI FY READ

RESULT FIG 7 51: VIEW SERVER
operates on a single thread like a mobile phone, the

object client 13 is in a stopped state while the Web
browser 11 is operating, so that the Web browser 11
requests the object client 13 for connection or
activation and sends a read result display input
information get completion notice to the application
server 53 via the communication server 55. The
application server 53 issues an information get regquest
to the view server 51.

In response to the information update re-connect
request from the Web browser 11 or the information get
request from the application server 53, the view server
51 sends an input result notice to the application server
53.

Receiving the read result display information input
form, the Web browser 11 can enter the information to be
written to the object, namely the IC card 30 or the
information which affects the information to be written
to the IC card 30. At the same time, the Web browser 11
can sends the entered information from the view server 51
to the application server 53. Receiving this information,

the application server 53 can manipulate the received
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11: WEB BROASBER 13: OBJECT CLI ENT 55: COVMUNI CATI ON SERVER 53: APPLI CATI ON
SERVER 57: SAM 7-A: COWMON 7-B: PC 7-C. MOBI LE PHONE 7-D: NOTI FY READ
RESULT CONTENTS AND REQUEST TO GET USER | NFORMATI ON 7- E: REQUEST TO DI SPLAY
READ RESULT 7-F: READ RESULT DI SPLAY | NFORMATI ON | NPUT FORM 7- G NOTI FY
| NFORMATI ON 7-H: NOTI FY STATUS 7-1: RE- CONNECT FOR | NFORMATI ON UPDATE 7- J:
REQUEST TO GET | NFORMATI ON 7-K: NOTI FY | NPUT RESULT' 7-L: START UP BROASER
OR NOTI FY DI SPLAY READ RESULT WTH U RL 37 7-M CONNECT TO CLI ENT OR
START UP 7-N: _DI SPLAY READ RESULT WTH URL 7-O D] SPLAY READ_ RESULT, GET
| NPUT | NFORNRT? R R F%%%\@LE?FW?FQ: CREAPPRESEL TPBINSPY AYRS- @
DI SPLAY READ RESULT, GET | NPUT | NFORVATI ON AND NOTI FY COMPLETI ON 7-R CALLS
ONLY GETTERES Fa¥sl 80 5qiaViigy SRRYERI$atiQERS BROPEERS 180 SRIEEFYCERENT 55:
COVMUNI CATI ON SERVER 53: APPLI CATI ON SERVER 57: SAM 8- A: COWON 8-B: PC
8- C: MOBI LEOIRONEL @R B UGIC TARDEYR TE COMVANBDhECE: CORFFEPRESPONSELBEF:
REQUEST TO WRI TE

object and user request.

FIG. 8 shows a processing procedure for the server
apparatus 50 to access the IC card 30 for a write
operation via the client apparatus 10.

The application server 53 requests the
communication server 55 to write to the IC card 30. In
response, the communication server 55 issues a write
request to the SAM 57.

The SAM 57 sends the write command for the IC card
30 to the communication server 55. The communication
server 55 sends the received write command for the IC
card 30 to the object client 13.

The object client 13 performs a read procedure on
the IC card 30 which responded to the write command and
returns a write response to the communication server 55.
The communication server 55 sends the received write
response to the SAM 57.

The transmission of the write command and the
returning of the corresponding write response are
repeated by the necessary number of times. Lastly, the

object client 13 sends a finished message to the
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8-G REQUEST TO WRI TE 8-H | C CARD WRI TE COMVAND 38 8-1: NOTIFY WRI TE
RESULT FIG 9 51: VIEW SERVER 11: WEB BROASER 13: OBJECT CLI ENT 55:

COVMUNI CATI ON SERVER 53: APPLI CATI ON SERVER 57: SAM 9-A: COVMON 9-B: PC
9-C. MOBI LE PHONE 9-D: NOTIFY WRI TE RESULT DI SPLAY CONTENTS 9-E: REQUEST TO
DI SPLAY WRI TE RESULT 9-F: DI SPLAY WRI TE RESULT 9-G RE- CONNECT FOR

| NFORMATI ON UPDATE 9-H: DI SPLAY WRI TE RESULT W TH URL 9-1: CONNECT TO

CLI ENT OR STARTS UP 9-J: DI SPLAY WRI TE RESULT WTH URL 9-K: NOTI FY END 9- L:
DI SPLAY WRI TE RESULT W TH URL O9- D%/% ‘éxEND 9-N.. M5 BASI C + PC STANDBY
TYPE VER 1. 69PN 1 GRFFRD RESEN §F PLANC3 TS G RAEVWRERVER 11: VEB
BROASER 13: OBJECT CLI ENT 55: COVMUNI CATI ON SERVER 53: APPLI CATI ON SERVER
57: SAM 10- ROMOBEREIDDBSePre 02 € TRPRFLE PHORELS0XBSUSLET tSPELEFI ED

CONTENTS 10-E: END PROCESSI NG COVPLETED
application server 53, synchronization i1s provided

between the communication server 55 and the view server
51, upon which this processing procedure comes to an end.

FIG. 9 shows a processing procedure for the server
apparatus 50 to display a result of writing to the IC
card 30 onto the Web browser 11 of the client apparatus
10.

In response to a write result notice (refer to FIG.
8), the application server 53 issues a write result
contents notice to the view server 51.

If the client apparatus 10 operates not on a PC but
on a single thread such as a mobile phone, the Web
browser 11 is in the stopped state while the object
client 13 is operating. Hence, the application server 53
activates the Web browser 11 via the communication server
55 and the object client 13 to send the write result
contents notice to the Web browser 11 as in a form of
write result display with URL. Then, on the basis of the
received URL, the Web browser 11 requests the view server
51 for displaying the write result.

In response to the write result display request,

the view server 51 displays the write result onto the Web
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10-F: NOTIFY END OF SERVI CE 10-G REQUEST TO END URL CONNECTI ON 10-H
REQUEST TO CLOSE 10-1: NOTIFY END 10-J: END PROCESSI NG COVPLETED 10- K:
CLOSE COWPLETED 10-L: MsS BASIC + PC STANDBY TYPE VER 1.0 10-M END
PROCESSI NG 40 CLAIMS: 1. A systemfor providing information to a client
apparatus on which a browser for browsing content and at | east one object
operate, conprising: a view server for providing content to said browser; a
comuni cation server for nmaking conmunication with said object; and an
application_server r Ki ng said view server and said conmuni cation

er 1 o2 ot 5

server cooperdf&=hi SSX Ve A WP YR @ sitha,
wherein said view server dynamcally generates contents. 3. The system
accor di ng tePeFaRm IOBFeIPORRLREI RoshlE FTahe sef vermayRiareaPnyvWiERer at es
contents by use of JSP (Java Server Pages). 4. The system according to
claim1, 2 ‘®re3lGheredn30wpenugenpécedi aahese ngdehwis hISBi d Asbjaect on said
client apparatus, said comunication server notifies said application
server of thesektabbyshihencoeperahihentbenyeechetkbyvpeovidingr 51 and
synchroni zati on between said comuni cation server and said view server. 5.
The syst em e oronmgn i catignoservért he pnetedi sjgdel af nshewhereen, when
mut ual aut hentication is perfornmed with said object of said client
appar at us, s@palrdtus 50, the Web browser 11 can present to the user
the page which is synchronized with the communication
state of the object, namely the IC card 30.
If the client apparatus 10 is a device which
operates on multiple threads such as a PC, the Web
browser 11 requests the view server 51 for information
update re-connection.
If the client apparatus 10 operates on a single
thread such as a mobile phone, the object client 13 is in
the stopped state while the Web browser 11 is operating,
so that the Web browser 11 requests the object client 13
for connection or activation and sends a close notice to
the application server 53 via the communication server 55,
FIG. 10 shows a processing procedure for the server
apparatus 50 to end the communication with the client
apraratus 10.
the application server 53 issues a close request to

the communication server 55.

In response to the close request, the communication
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comuni cation server notifies said application server of a result of said
mut ual aut hentication, thereby providing synchroni zati on between said
comuni cation server and said view server. 6. The system according to any
one of the preceding clains, wherein, when a read operation is perforned on
said object of said client apparatus, said conmunication server notifies
said application server of a result of said read operation, thereby
provi di ng synchroni zati on between said comruni cati on server and said view

server. 7. The s 35 m according to claim®6 m?ﬁre' salLd_appl i a%'on server
noti fies sai T UTbw SIS of THR RoRTBHTS BY The e bpeParish Fesult in
response to the read resulJt notice from said connunicatign server, thereby
synchroni zi FR"di STy ROM LS DR BFOvRRP A AR U B r BRG PRETFE. 8.
The system according to any one of the preceding clains, wherein, when a
write oper@iert slgéqlbr%%‘hs%ri’%%?%is%bﬁl%ct of said client apparatus,
t her eby providing synchronization between sai d comuni cati on server and
sai d view server. IF thse syisindmagresradivusg b id & ey icgtherleigh i response
to awite result notice from said conmuni cation 42 server, said
appl i cati orbwerivein mvic¢esssel davi @wmskiVerpodna, rthal otbpéctactientt e
operation, thereby synchronizing display contents on said browser wth the
wite resull3fissmsaiad ompreettidn. rddeesystentihaecdedi hgovseanylofierof the
precedi ng cl ai ns, wherein, when the conmunication with said object of said
client appat@insctisor!©sethe S@lds€O0DRLNI Cal i masmarae) tiod idlebsaigbr
application server of a result of the close operation, thereby providing
11 accesses the view server 51 to get the content
specified by the URL.
When the close processing has been completed, the
SAM 57 returns the information thereof to the
communication server 55, The communication server 55
notifies the application server 53 of the completion of
close operation.
The application server 53 notifies the view server
51 of the completion of close processing. As a result,
synchronization is provided between the communication
server 55 and the view server 51.
The view server 51 notifies the Web browser 11 of
the end of service. The user operating the client
apparatus 10 can know the end of service on the screen of
the Web browser 11.

While the preferred embodiments of the present

invention have been described using specific terms, such
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synchroni zati on between said communi cati on server and said view server. 11.
A nethod for providing information services to a client apparatus on which
a browser for browsing content and at | east one object operate, conprising
the steps of: providing content to said browser; meking conmmunication with
sai d object; and making provision of content to said browser and

communi cation with said object cooperate with each other. 12. The net hod
according to claim11l, wherein the step of providing content to said
browser dynam cally. generates content se of JSP. 13. The ,nethod

accordi ng. (aoe Atk AdoFs 1588, Ae e F e Rk BufRedroR Y  ndle uit A Soai o

obj ect of said 43 client .apparatus, the provision,of content to said
browser 1 s RRdeS CBBREFAERCar TReFnlShRRanrEa: TOR L oRAANSaTAYoREetRdeta. The
met hod according to claim11l, 12 or 13, wherein, when nmutual authentication
i s perfornme® WPHt sAPR26biBEt LHPMsEE BPLEAL 8ppaFaPEsOtt k8Sprovi sion of
content to said browser is nmade cooperate with the comunication with said
obj ect. 15.2HPRndedholadBeor di thgl ¥ o-heiefoniee gieeaesaryai fRr 1theo 14,
wherein, when a read operation is perfornmed on said object of said client
appar at us, whdepsbandioa of thatehresedtsahvebrdasetoi sakadéheosporste with
the communication with said object. 16. The nethod according to claim 15,
wherei n a cobpelaimsnhésepnoiyntiedabebwrtn a result of said read operation
fromsaid object and content to be provided to said browser, thereby
synchroni zi ng di splay contents on said browser with the result of said read
operation on said object. 17. The nethod according to any one of the clains

30



11 to 16, wherein, when a wite operation is perforned on said object of
said client apparatus, the provision of content to said browser is nade
cooperate with the conmunication with object. 18. The nethod according to
claim17, wherein, a 44 cooperation is provided between a result of said
wite operation on said object and content to be provided to said browser,
t hereby synchroni zing display contents on said browser wiwth the result of
said wite operation on said object. 19. The nethod according to claimany
one of the clainms 11 to 17, wherein conmmunication with said object of said
client ap i d, a cooperation is provided between the provision
of conten?ﬁ\[ghgii[i Vﬁ%ﬁ%ﬁ? and the communi cation with said object. 20. A
storage nedium storing a conputer-readabl e software coded to execute, on a
conput er system processing for providing information services to a client
apparatus on which a browser for browsing content and at | east one object
oper at e, Sat o nput er - r eadabl e software conprising the steps of: providing
content to said browser; naking conmunication with said object; and making
provi si on ¥t: Contieht ARF AR Hrowser and comuni cation with said object
cooperate with each other. 21. A conputer software program coded to
execut e, ohl a WHhPRR@SERstem processing for providing information
services to a client apparatus on which a browser for browsing content and
at | east oh¥: dWpEGET cpe¥ENe, said 45 conputer software program conprising
the steps of: providing content to said browser;

30: OBJECT (IC CARD)

71: FIREWALL

70: NETWORK

72: FIREWALL

50: SERVER APPARATUS

51: VIEW SERVER

53: APPLICATION SERVER
55: COMMUNICATION SERVER
57: sSAM

1-A: START--UP

1-B: WEB CONTENT

FIG. 2
10: CLIENT APPARATUS
30: IC CARD

2-A: READER/WRITER

FIG. 3
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maki ng communi cation wth said object; and meking provision of content to

said browser and communi cation with said object cooperate with each other.

22. A systemfor providing information to a client apparatus operable in

accordance with the nethod of any one of clainms 11 to 19. 23. A systemfor

providing information to a client apparatus of clains 1 to 10 operable in

accordance with the nethod of any one of clains 11 to 19. 46
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U ()-- 10% L& ()-% 10% U&' () - +YZcdef cVI <, 21010Hs Hs 10Hs Hs 10Hs Hs

T -10%sHS& () - 9: 100WU& () - yS8mL0% UE ()- L610% U () - 34@ 10%

U& ()-fE{i K-<& 10% h& ()-10% h& ()-10% h& ()-10% h& ()-L10% h& ()- , 10%
h& ()-10% h& ()-'Sj : iK-<f#10% h& ()- 110% h& ()-Ys10% h& () - SF10%

h&' ()-9810% h&' ()-310% h& ()-,310% h& ()-: g Si K- <1310% h& () -/ S10%

h& ()- - S10% 10% h& ()-s' 10% h& ()-1%10% h& () -
!"#Hsi K1331/M @??&% mé%)?lo h10 51)10 h: s10% hgi')()-7y10% h&'(%)-510%

h& () -310% h& (altbrrcaTE WITH APPLICATION

3-H: COMMUNICATES WITH APPLICATION

3-I: REQUEST TO START SERVICE

3-J: GENERATE APPLICATION THREAD

3-K: INITIALIZE CLIENT

3-L: INITIALIZE CLIENT

3-M: STARTS UP CLIENT FOR DEVICE (IN THE CASE OF DYNAMIC
START-UP MODE) .

PARAMETER:

DESTINATION URL

SESSION ID

SERVICE NAME

3-N: WAIT UNTIL ESTABLISHMENT OF CARD CONNECTION

3-0: SELECT SERVICE CONCERNED ON BROWSER

PARAMETER:

INPUT INFORMATION, ETC.

3-P: AT THIS POINT OF TIME, ALL NECESSARY INFORMATION IS
HELD INTO BEAN (THIS BEAN BECOMES ARGUMENT TO LIBRARY) .
HENCE, ALREADY ESTABLISHED SESSIONS ARE ALSO MAINTAINED
AFTER THIS SEQUENCE.

3-Q: FINAL CONFIRMATION FOR SERVICE ACCEPTANCE. SELECT OK.

3—-R: START UP CLIENT

3-S: INFORMATION NECESSARY FOR THIS BEAN INCLUDES SUCH
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h& () - 1098 h‘g % }i‘% %%"%‘"}#@% ﬁ%%a ‘}EF %E/{'%@ %‘? é,%ﬁ(a %RE%‘Q 109 & 810%
h& ()-6310% h& ()-3y10% h& ()-110% h& ()-110% h& ()--@10%

h& () -1 nopfHREs: 1094 | & 109%1| & ()-' 10%4| & ()- @ 10%4| & ()-10%4| & ()- 10 h 10
h 10 h: s10% h& %)@ Jgel dEbCs' 10%4| & S310%4| & ()-L

10%4| & () -3 TOve RARY -QHBYA) & () -

10%4| & ()-10%4| & ()-i Ct dEbCs' 10%4| & y) 109%4] & ()-' 10%4| & () - %d0%4| & () -f #10%
4 & ()- ' GLo%| & () - Y@

10%4| & () - UJEbCs' 10%4| & 5Y10%4| & ()-3310%4| & ()-110%4| & ()-/10%4| & () - - 10%
| & ()-+, 102@| & ()-,bbCs' 10%4| & 10%4| & ()- 10%4| & ()-310%}| & ()- 104| 104
104| : s10%#| & ()-710%4| & ()- ; Ly

dEbCs' 10%$ 8 31004 | ERYER10%| & () - &10%4| & () -

10%4| & ()-10%4| & ()-10%4| & ()- !N 111 dEbCs' 10%| & | ¥40%4| & () - f #,

ép;/ﬂ)c%f £:%§1%%$%W%@WA| & ()-S10%4| & ()-L10%4| & ()-!"4"1"""#dEbCs' 10%4|
10%4| & () -+10%bLECY - o108t & () -' 10%4 & () - #O#f #u#####xOCs' 10%4] & 10%4| & (

)- 104| 104|

104] : s10%4 & (QorlO¥et R (O 54RYEER' () - 3nL0%| & () - #$CIWESSYHENDCs' 1094 | & &1
0%| & ()- 10%4| & ()- SL0%H & ()-109%4] & () - 10%4| & () -

1096 & () - SD0ABME: SREADICSS ARYBRE " 1| 10%] & () -1 510%| & () - S10%H & () - L,
10%4| & ()-310%4| & () -, 10%4| & () -: &&8&' F' ' dEnbCs' 10%4| & - 10%4| & () - +' 10%4| &
' () -y) 10%i4 £ (%mlow & ()-% 109%4| & ()-y#10%4| & ()-' " #(V\(((((dE:/ 104|
104] : s10%4] & () - 710%4| & ()-510%4| & ()-310%4| & ()-110%4| & () -/

109%4| & () - 41 /él(ﬁ%)’% Y:/ 104|Y 10%| & ()- @ 10%4| & ()-910%4| & () -

310%| & () -y '? 10%4| & () - 104|)*A*s***+dE: /

104| 10%4| &Lljg 10%4| & ()-10%4| & ()-109%4| & ()-f10%4| & () -~ 1094 & () - +Kt+++-, _
, dE: /

4-C: MOBILE PHONE

4-D: REPORT CLIENT START-UP

4-FE: TRANSMIT SERVER INFORMATION:

1. RETURN TO URL

2.

4-F: INITIALIZE R/W (CAN CLIENT DO THIS ON HIS OWN?)
4-G: REQUEST TO ESTABLISH SAM CONNECTION

4-H: SAM CONNECTION ESTABLISHMENT COMPLETED
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109 & ()- 1094 & ()- Y10%| & ()- @0%| & ()-///$0] 000dELC
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1094 & ()- 10%}| & () - Y10%}| & () - 01; 1q1111dEbC
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42nmRp2g2r 2s222bC 104] 910%¢| & () - 10%i| & ()- 104] 104

1041 : 1096 &2 §) - 8AOYB &6 5 £) ?% 33646
104]  10%] & () - ® %{%ﬁg% g%%é ?g RHard @is%tyﬁ?& () -
10%1| & () 4 dg&&,
104| #10%|§f’%}¢§¢‘*%§7§ B0 & ()-s10%| & ()-s10% & () -1 10%4| & () - BB555
#6Z66dELC
104 1 109%4| & ) - CLATBMT &7C) 2H1 05T RIY - B4 00@| & ()-' 109 & () - %rL0%t| & () - 66
67F71 7J7K7L7dYNC 104] 104] 1045!“1
104 : 10%4| &) - BIOBAT OF 5N 61 0BBPEEPT - 3y 109 | & () -1 10%1| & () - L7777) 8¢c88dEYN
C 104| L10% h& é% 10% h& ()- 10% h& ()- 10% h& ()- @ 10% hé& ()-s10%
h& () - 8889RdRHY £ 104 !'-10% h& ()-10% h& ()-y10% h& ()-"10% h& ()-Y-
10% h& () - S10% h& ()-999: E: z: : dEYNC 104| -10% h&' () - +f 10% h& ()-) ML.0%
h& ()-' 109%hBVIGE HOYE h&ETT- #10% h& ()-::;7;c;;;;:dE/ 10 h 10 h:10%
h& ()-710% h& ()-5: 10% h& ()-310% h& ()-1y10% h& ()-/10% h& () -
D1 <A<O<{ <&M/ QONKBOTOUESAPYLIADIER OBJ' 109458 () - 10%G& () -
910938 ()-Z10%G& ()- 10 h{<<<===q==dE:/
FIG. 5
51: VIEW SERVER
11: WEB BROWSER
13: OBJECT CLIENT
55: COMMUNICATION SERVER
53: APPLICATION SERVER
57: 5aM
5-A: COMMON
5-B: PC
5-C: MOBILE PHONE
5-D: MUTUAL AUTHENTICATION COMMAND FOR IC CARD
5-E: MUTUAL AUTHENTICATION RESPONSE
5-F: MUTUAL AUTHENTICATION COMMAND FOR IC CARD
5-G: MUTUAL AUTHENTICATION RESPONSE

5-H: MUTUAL AUTHENTICATION
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10

E:/ 10G 10G 10%G& ()-8z10%G& ()-5 109%G& () - 3mLOY%GE () -/ gl0%G& () -- @
10968 () - ?2?2??' @@AXY:/ 10G 109%| & ()-10%4| & ()-z 1094 & ()-10%4| & () -
' 10%4| & () - 10%4| & ()- 10G@\?At AAABIE: /

10GY10%}| & () - S10%} & ()-L10%}| & () - FS10%| & () - @

10%4] & () - &10%4] & () - B? :

10G+10%}| &%?z )%‘E}é’%%‘ Z(‘@@Eﬁﬁ%ﬁé}@ RGITLT () - y#

109%4| & () - ! 310%141&'/@ -0Q CCCDFD][DdE:/

T0GrST 00 &) BENhR| A THERTORT ) ORIV TOR) TF 1688D & () - -

10%4| & ()-%D—DDDDD%ESEbC 10Gy10% h&' ()-, 10% h& ()- 10% h& ()-10% h& () -
104| 104| 204} :MYBI@} AYTH HEE Q¥ 10% h&' () - F@L0% h& () - @ 0%

h& ()-910% h& ()- , 10% h& ()-10% h& () - FFF7GqGGGIELC 10G 310% hé&' () - %810%
h& ()-y# 199 h&YTUAL 1808 HENT JCADTON HEONIYAND 0BHR &Y ¢ ) CARHOHHHHIEDC 10G310%
h& ()-110% h& ()-/10% h& ()--@0% h& ()-+y10% h& ()-)10%

h& () - H3I gbiMk| NORTFY bO TG, 10YAEBNTJCAI008 | BESYLT 10 h 10 h 10 h: 10%

h& ()-710% h& ()-510% h& ()-1J>JqJJIIAEbC 10GE@10%4| & () - &10%4| & () -

10%4| & ()-310%| & ()- 10%4| & ()-, 10%4| & ()-J) KYKKKL6LAEbC

10Gy#S10%4| & ()-s! L10%4| & ()-110%4| & () - S10%4| & () - L10%4| & () - FGLO%| & () -6
LBLt LLL M MiEbGCs 10G 10%4| & () - - 10%4| & () - +,

10%4| & ()-)110%4] & ()-' 10%4| & ()-%4.0%| & ()-) MRMVMVWINNDYNC 10G 104| 104|
104] : 10%4| 81 ¢ ) vTMA08BREER) - 510%4| & () -310%4| & ()-110%4| & () - N2Nj NNNODOJEYNC
10G 10% h& ()-10% h& ()-10% h& ()-m0% h& ()- 10% h& () - &10%

h& () - DOt ODOPIRPE EYAGHdP%G | 10% h& ()-f10% h& ()- 10% h& ()-F10% h& () - @0%
h& ()-910% hé& () - PPP&QXQUQUEYNC 10G

13: OBJECT CLIENT

55: COMMUNICATION SERVER
53: APPLICATION SERVER
57: saM

6-A: COMMON

6-B: PC

6-C: MOBILE PHONE

6-D: IC CARD READ COMMAND
6-E: READ RESPONSE

6-F: IC CARD READ COMMAND
6-G: READ RESPONSE

6~H: IC CARD READ COMMAND
6-1I: REQUEST TO READ

6-J: IC CARD READ COMMAND

6—-K: READ RESPONSE
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+10% h& ()-)Y 10% h& ()-' 10% h& () - % 10% h& () - y#10% h& () - s! 10%

h& () - QQRER} RRRIEYNC 10G 7s10% h& ()-510% h& ()-3 10% h& ()-110% h& ()-/
10% h& () --10% h& () - RRRRR+SaSSSbC 10GL0% h& ()-310% h& ()- 10% h& ()- 10%
h& ()- 10 h 10 h 10 h: 10% h& () - SSTUTTTTAEbC 10G910% h& () - F10% h& () -, mL0%
h& ()-&@10% h& ()- 10% h& ()-mL0% h& () - TUSU U UUUJEbC 10Gs' F10%

h& () - %0% h& () -y#S10% h& ()- 110% h& () - Y10% h& () - S10%

h& () - WMV WIEBC 10G310% h& ()-110% h& () -/ &10% h& () - - & 10% h& () - +@
10% h& ()-)S 10% h& () - *V\bV\Y/\Y/\Y/\Y/\Y/\WXbC 10G &10% h& ()- 10% h& ()- 10 h 10 h
10 h: 10% hg.{) - gon}gp@h % %g % h& ()- XXHXXXXYdEDC 10GSML0% h&' () - LS10%
h& () - F10% h& mL0% 0% h&' ()-3 f10% h& () - Y<YsYYYZWZAEDC 10GHS

e ol MRy ot idne O e

h& ()- % 10%h&' O)-T[[# ]\ \a\b\c\dYNC 10G 10 h 10 h 10 h: 10% h& ()-8- 10%
h& ()-610% h& ()-3-10% h& ()-110% h& ()-c\\\\ 7] ni ] dEYNC 10G

g10%}| & ()-MLO%}| & ()- 10%}| & ()-910%} & ()-

10%4| & ()-Fieod[& ()-]1]1]~TA*AdEYNC 10G

| 109 & () -1 1098) & | 10%4| & () - Y10%}| & ()- @ 10%}| & ()-9

10%4| & ()-22p YIEW éé‘WﬁRNG

11: WEB BROWSER

13: OBJECT CLIENT

55: COMMUNICATION SERVER

53: APPLICATION SERVER

57: SAM

7-A: COMMON

7-B: PC

7-C: MOBILE PHONE

7-D: NOTIFY READ RESULT CONTENTS AND REQUEST TO GET USER
INFORMATION

7-E: REQUEST TO DISPLAY READ RESULT

7—-F: READ RESULT DISPLAY INFORMATION INPUT FORM
7-G: NOTIFY INFORMATION

7-H: NOTIFY STATUS

7-1: RE-CONNECT FOR INFORMATION UPDATE

7-J: REQUEST TO GET INFORMATION

7-K: NOTIFY INPUT RESULT

7-L: START UP BROWSER OR NOTIFY DISPLAY READ RESULT WITH
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10G 10%}| & () - 9010%t| & () - y#s10%t| & () - ! ml0%}| & () - YF10%!t| & () -fs10%t| & ()
- d5df dddeedEbC

nooebeqeeehd 10C V0N Hid (YLEIU R STARKOH aba o T E L enee

104| : 109%4] & &).-710%1 & %%-5510%1*1&' éh)}-ef Bf Jf xf f f dEbC 10GS10% h&' () - 910%
h& ()-310% A% (YISHb0Y n&FLY - 7086 hE Vi THo98he () - f gJgggg( hdELC 10G#10%

h& ()-! 10% h& ?[ 10% h&'é(\é- 10% hé&' é%- 10% h& &g- Y10%

h& () - (hoh! ARANP F aBBEY 10EA 2 085 RBLT) - CEBod KRV ) INFABYAREOY) 2§R10%

h& ()-'310% h& ()-9%0% h& ()-"iVimiiiiii dYNC 10G 10 h 10 h 10 h: 10%

h& ()-8 10BPR&EFY)CBMEDEF RN ()-3910% h& ()-110% h& ()-ij.j jjjKkdEYNC 10G
310% h& () -, 10% h& ()-10% h& ()-10% h& ()- 10% h& ()-10%

h& () - kkCkVkRKI BEVNCREDE.TODE BRLAY- y10% h& () -, 10% h& () - YF10% h& () - S10%
h& ()-L10% h& ()-1PI 111 nPndEYNC 10G +, 10% h& ()-)F10% h& ()-' 10%

h& () - %0% h&: (PIFR0OM hREAD - BES0LE h&GET - PRBBTMAIRORAEYNIN 18K 810%

h& ()-5S10% h& ()-310% h& ()-110% h& ()-/10% h& ()--10%

h& () -\ n_nNoanbnnaoBpbEr 1OEL0%GE () - 10938 () - 10%G& ()-s10%5& ()- 10 h

7-R: CALLS ONLY GETTER()

FIG. 8

51: VIEW SERVER

11: WEB BROWSER

13: OBJECT CLIENT

55: COMMUNICATION SERVER
53: APPLICATION SERVER
57: SAM

8-A: COMMON

8-B: PC

8-C: MOBILE PHONE

8-D: IC CARD WRITE COMMAND
8—~E: WRITE RESPONSE

8~F: REQUEST TO WRITE
8-G: REQUEST TO WRITE

8-H: IC CARD WRITE COMMAND
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10968 ()-710%6& () -5GL0%=& () -sss(tXtttdEbC
10 10%4H & ()-:10%4| & ()-10%4| & ()-10%t| & ()-z10% & ()-z10%t| & ()-tt%u<umu
uudEbC 10 1 ) % F10%| & () - @®10%t| & ()-& 10%| & () -
f10%4| & %ﬁvvﬁkﬁ%& %&%ﬁ%ﬁ&)ﬁ
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{{] K| dEYNC

710%4| & ()-510%t| & ()-3109%4 & ()-11 10%}4 & ()-/10%4| & ()--S10%4| & ()-KINQ P
| Q||| & bCi10@PBHBETULLLTERT0% UL () -

55: COMMUNICATION SERVER

53: APPLICATION SERVER

57: SAM

9~A: COMMON

9-B: PC

9-C: MOBILE PHONE

9-D: NOTIFY WRITE RESULT DISPLAY CONTENTS
9-E: REQUEST TO DISPLAY WRITE RESULT
9-F: DISPLAY WRITE RESULT

9-G: RE-CONNECT FOR INFORMATION UPDATE
9-H: DISPLAY WRITE RESULT WITH URL

9-I: CONNECT TO CLIENT OR STARTS UP
9-J: DISPLAY WRITE RESULT WITH URL

9-K:. NOTIFY END

9-L: DISPLAY WRITE RESULT WITH URL

9-M: NOTIFY END

9-N: MS BASIC + PC STANDBY TYPE VER 1.0

9-0: WRITE RESULT DISPLAY

39
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FIG. 10

51: VIEW SERVER

11: WEB BROWSER

13: OBJECT CLIENT

55: COMMUNICATION SERVER

53: APPLICATION SERVER

57: SAM

10-A: COMMON

10-B: PC

10-C: MOBILE PHONE

10-D: GET SPECIFIED CONTENTS

10-E: END PROCESSING COMPLETED
10-F: NOTIFY END OF SERVICE

10-G: REQUEST TO END URL CONNECTION
10-H: REQUEST TO CLOSE

10-I: NOTIFY END

10-J: END PROCESSING COMPLETED
10-K: CLOSE COMPLETED

10-L: MS BASIC + PC STANDBY TYPE VER 1.0

10-M: END PROCESSING
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browser;
a communication server for making communication
with said object; and
an application server for making said view server
and said communication server cooperate with each other.
2. The system according to claim 1, wherein said
view server dynamically generates contents.
3. The system according to claim 1 or 2, wherein

said view server dynamically generates contents by use of

JSP (Java Server Pages).

4, The system according to claim 1, 2 or 3
wherein, when connection is made with said object on said
client apparatus, said communication server notifies said
application server of the establishment of connection,
thereby providing synchronization between said
communication server and said view server.

5. The system according to any one of the
preceding claims, wherein, when mutual authentication is

performed with saild object of said client apparatus, said
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6. The system according to any one of the
preceding claims, wherein, when a read operation is
performed on said object of said client apparatus, said
communication server notifies said application server of a
result of said read operation, thereby providing
synchronization between said communication server and said
view server.
7. The system according to claim 6, wherein said
application server notifies said view server of the
contents of the read operation result in response to the
read result notice from said communication server, thereby
synchronizing display contents on said browser with said
read result.
8. The system according to any one of the
preceding claims, wherein, when a write operation is
performed on said object of said client apparatus, thereby
providing synchronization between said communication
server and said view server.

9. The system according to claim 7, wherein, in

response to a write result notice from said communication
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from said object.

10. The system according to any one of the
preceding claims, wherein, when the communication with
said object of said client apparatus is closed, said
communication server notifies said application server of a
result of the close operation, thereby providing
synchronization between said communication server and said
view server.

11. A method for providing information services to
a client apparatus on which a browser for browsing
content and at least one object operate, comprising the
steps of:

providing content to said browser;

making communication with said object; and

making provision of content to said browser and
communication with said object cooperate with each other.

12. The method according to claim 11, wherein the
step of providing content to said browser dynamically
generates content by use of JSP.

13. The method according to claim 11 or 12,

wherein, when connection is made with said object of said
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object of said client apparatus, the provision of content
to said browser i1s made cooperate with the communication
with said object.
15. The method according to any one of the claims
11 to 14, wherein, when a read operation is performed on
said object of said client apparatus, the provision of
content to said browser is made cooperate with the
communication with said object.
le. The method according to claim 15, wherein a
cooperation is provided between a result of said read
operation from said object and content to be provided to
sald browser, thereby synchronizing display contents on
said browser with the result of said read operation on
said object.
17. The method according to any one of the claims
11 to 16, wherein, when a write operation is performed on
said object of said client apparatus, the provision of
content to said browser is made cooperate with the

communication with object.

18. The method according to claim 17, wherein, a

44



10 10 10L: 109 ()-f8@ 109%& ()-y96109%& ()- 4109% ()-1f 109%& () - AXdEYNC 10
109& ()-y: 109& ()- 109 ()-10%& ()- 10%& ()-1 @ 109 ()-!\dEYNC 10

y109%&' ()-10%&' ()- 10%&' ()-S910%&' ()-Y 10%&' ()- @ 10%&' ()-: s}dEYNC 10

f+10%&' ()-fS)10%&' ()-f9' 10%&' ()-3%A0%&' ()-# 10%&' ()- Y10%&' ()-5g$dEYNC 10
@f 109 ()-y&610%& () - 3109%& () - 1100/&' ()-y/310% ()-- 10%&' ()-$' ()*ebC 10Y
109& ()-f109& ()-1 109%& ()-1 109 ()- 10 10 10L: 109 ()- E~2dEbC

20 ol sk e STttt
10410%&f§) 1109 10%’ é O%&a 5 0% g élO%&' V6
101 t 109%& (¥ ‘?’Ei%%/é‘)’( %40 ‘)ﬂ)‘ﬁc%o% % E}% fyé %7 98£86’ gﬁZdEbC 101 |
10%&f()-|@@10?&f() S&109& () -1 10%& 109%& ()-12109%& ()-ZOdEbC
101 #1098 (§2+d hpogsey .| thorelpy- ;&,mﬁ/%crwlFﬂr@ewﬁlwlﬁzo@&nc)ﬁnwdeac 101 /
10%&f()-8—10%&f() @10%& ()-Sf) 10%& ()-1L"Z 10%& ()-3% 109& () - 6npqrsdYNC
10 10 10 199id0oRo¢¥et SBLODRLS - 630U ¢F- BA41dOYRLEE- SpEOeRiEN- 98 dEYNC 10
said object.
19. The method according to claim any one of the
claims 11 to 17, wherein communication with said object of
said client apparatus is closed, a cooperation is provided
between the provision of content to said browser and the
communication with said object.
20. A storage medium storing a computer-readable
software coded to execute, on a computer system,
processing for providing information services to a client
apparatus on which a browser for browsing content and at
least one object operate, said computer-readable software
comprising the steps of:
providing content to said browser;
making communication with said object; and
making provision of content to said browser and
communication with said object cooperate with each other.
21. A computer software program coded to execute,
on a computer system, processing for providing information

services to a client apparatus on which a browser for

browsing content and at least one object operate, said
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communication with said object cooperate with each other.
22.A system for providing information to a client
apparatus operable in accordance with the method of any
one of claims 11 to 19.
23.A system for providing information to a client
apparatus of claims 1 to 10 operable in accordance with

the method of any one of claims 11 to 19.
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