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as 1 BACKGROUND OF THE INVENTION

FIELD OF THE INVENTION
The present invention relates to an additional

information embedding method, additional information detecting
method, additional information embedding apparatus and additional
information detecting apparatus which are utilized to embed plural
pieces of additional information, for example,'on a video signal
as electronic watermark information, and to detect the plural
pieces of additional information from the video signal.

DESCRIPTION OF THE RELATED ART
Increasingly spreading digital contents such as the

Interhet, compact discs (CD), digital video discs (DVD) have given
_rise to a problem of copyright infringement due to unauthorized
copies -of such digital contents. To solve this problem, a copy
contrgizécheme has been contemplated, where additional information
for copy.éontrol (hereinafter referred to as the "copy control
information") is embedded on digital contents by eiectronic
watermaék‘processing to prevent unauthorized copies.

The electronic watermark processing adds information as
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noi se, to a portion existing in a video signal or an audio signal which is
not inportant. froma viewoint of hunman's perception, i.e., to a portion
whi ch is not redundant for nusic or video. Such information added to a
video signal or an audio signal by the electronic watermark processing is
hard to renove fromthe video signal or the audio signal. On the other
hand, even if a video signal or an audio signal has been filtered or

dat a- conpressed, additional information indicative of an el ectronic
watermark (electronic watermark information) added thereto can be detected

fromthe filtered d_vid | di | Wth t
For 0001 g BUARP-c St POPORTIREXAEFHS 1y o ReooRr A et opr B cuid iy o ahiba

addi tional ﬁ{ﬁ(hg) PhbeM B! 226R! qu)%psm@lsf Hitant 4) perkdpt ibhee”: (2)

"Copy Once py"; an Never SO as to set forth

the copy gelesAttic0d BoLtidiPYehlithl i Nbic deduhdms ﬁcﬁ:r mdk e cos iviidrbs and
audi o signals on which the electronic watermark information is enbedded.

(1) " copSudh dal Et:'orrmdtmu esldedatoaaidricledi gighal aod ani dudisi sigrad byythe
freely copled (2), Once" indicates that audi o signals and video
signal s me§t r@@ﬂl"eﬁa ¥y pEocesgingyd s\BrEd cepyremeNgi Exem Then ¥idgdi o

signal's anglg\;llllaq.e or Hgaéudi%’ es:.rg}gtal. on the other hand, even if a video

signal or an audio signal has been filtered or data-compressed,
additional information indicative of an electronic watermark
(electronic watermark information) added thereto can be detected
from the filtered or compressed video signal or audio signal.

With the foregoing copy control scheme utilizing the
watermark processing, added additional information may represent
four conditions:' .

(1) “Copy Free";

(2) "Copy Once";

(3) "No More Copy"; and

(4) "Never Copy"
so as to set forth the copy generation and copy limiting
“conditions for video signals and audio signals on which the
electronic watermark information is embedded.
if_jl) "Copy Free" ihdicates that audio signals and video
signals may be freely copied. (2) "Copy Once" indicates that
audio s%gnéls and video signals may be copied only once. (3) "No
More Copy" indicates that audio signals and video signals are not
allowed ﬁb be copied any more because the audio signals and video
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all owed to be copied any nore because the audio signals and video 2

signal s which m ght be copied once already -¢(in the (2) state). -{4) "Never
Copy" indicates that copies are absolutely prohibited. Wth such el ectronic
wat ermark information indicative of a copy generation and copy limting
conditions added to a video signal or an audio signal, when the video
signal or the audio signal is to be copied, the el ectronic watermark

i nformati on added to the video signal or the audio signal to be copied is
detected in a recording apparatus. Then, the recording may be controlled in

accordance W th the.copy. generation 0 L tis ngy ¢ i kndi cat ed
by the det%’cqxbaasef"gé't’ﬁo%r% teefﬂﬁ%?(&i%g\‘c%r %f%% t(&%gﬁggrgi)t ﬁ%@ﬁg&ﬁt ent
| nf or mat | ofay UGRegSr V¢ ilnaﬂééée@ arudbPicd @el SpasRutiigl pebRebi el
_unaut hori zed coples. ReCently, however, there is an increasing request for
enbeddi ng, as el ect w@bhCsudli @1eetkonid evatekinark infoamaeign dindicathee of
additional information (additional data) such as copyright information, in
addi ti on ta ¢dpy cepprabien cind cppy nbinidringonondikions pdded @ ioVidae an

exanmpl e of additional data, if copyright informatioon to specify a copyright
owner is eﬁﬁ@ﬁﬂe&rbﬁncﬁﬁﬁ%9n5¥9H96rﬁ%&éﬁn?hgsvé?%ﬁnﬁ%ﬂﬂfé éh?nﬁﬁglo

! nfornatlogigggy 188 Qg copied, the electronic watermark information added

to the video signal or the audio signal to be copied is detected
in a recording apparatus. Then, the recording may bé controlled
in. accordance with the copy generation and copy limiting
conditions indicated by the detected electronic watermark
information to ensure that content information such as video
signals and audio éignals are protected from unauthorized copies.

Recently, however, there is an increasing regquest for
embedding, as electronic watermark information, a variety of
further additional information (additional data) such as copyright .
information, in addition to the copy control information, on
content information.

As an example of additional data, if copyright
.information to specify a copyright owner is embedded on content
-inform#tion as electronic watermark information, this may be
detectéaiqs required to identify the copyright owner. Therefore,
even if the content information on which the copyright information
is embe??ed as electronic watermark information is illegally

copied, the copyright information added as electronic watermark

information may be detected from the illegally copied content
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detected as required to identify the copyright owner. Therefore, even if
the content informati.on on which the copyright information is enbedded as

el ectronic waternmark information is illegally copied, the copyright
i nformati on added as el ectroni c wat er mark |nformat|on may be detected from
the illegally copied content 3 information to identify the | egal

copyri ght owner, thereby nmaking it possible to facilitate the exposure of
unaut hori zed copies. As mentioned above, the additional data is not such
hi ghly significant information that is al vvays requi red upon copy, like the
copy contrl { nat,i |s relat| SS$.S f tjon
which is s‘tﬁfﬂr@figﬁ?nﬁo |ltd38§ﬁf l}?etlggf’ aa%’syrelgqﬁlér) q:%%%ehgaés?ée er e
plural pi eﬁfgoeélﬁﬂéléd %@'111@5&5 el QQpQﬁYfé‘%fdhﬁﬁﬁfﬁdEm%HngI)i&@nce

degr ees, copy control i1 nformation and additional data, are enbedded on
cont ent i nf or mat i onAS meRtéoheqnibowst ehardidditionalmdatm,ist metekaehr oni c
wat ermark information indicating the nore significant additional

i nf or mat i dri,ghilyr siguificantt hefeimadtionntbahats dwalsi reprined vpohnedr¥t i ng
the copy control information_nay be detected with illfflcul ies. In this

case, the iker tha| EORE q%tél@%e{:‘ﬁqﬂ‘%ﬂw Rufudé ZRLAEHT4Yo5FSpr obl em of a

failure 'r‘ﬂéﬁlkﬁgkﬁtéqu on which is sufficient if it can be detected

as required.

In the case where plural pieces of additional
information having different significance degrees, like copy
control information and additional data, are embedded on content
information as electronic watermark information, the electronic
watermark information indicating the more significant additional
information, for example, the electronic wétermark information
indicating the copy control information may be detected with
difficulties. In this case, the difficulties in detection would
cause an additional problem of a failure in reliable and rapid

copy control.

SUMMARY OF THE INVENTION

* In view of the foregoing, an object of this invention
lhave be;ﬁ.gchieved by the provision of an additional information
embedding'épparatus and method for embedding plural pieces of
additioq?l information having different significance degrees on a

video signal as electronic watermark information so that higher

significant additional information can be more reliably and more
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copy control. SUMVARY OF THE I NVENTION In view of the foregoing, an object
of this invention have been achi eved..by the provision of an additi onal

i nformati on enbeddi ng appar atus and net hod for enbeddi ng plural pi-eces of
addi tional information having different significance degrees on a video
signal as electronic watermark information so that higher significant
additional information can be nore reliably and nore 4 rapi dly detected,
and of an additional information detecting apparatus and nmethod for
detecting the additional infornation enbedded on the video signal as

el ectronic maternark I nf orma %lon add ti.onal |nfornat| 8getectlng

appar at us HRd Pﬁétﬂ%’ﬁe%rﬁp Pt ﬁ b?b%’l—f’}h IpOBRRT I ST Y¥Fer at e
plural Pl eearRtydddld %Qﬁkdafé JELELREnG Qe SBHRESGRA %farﬁw{@d

convert ea e ad tron ninto e ectroni c wat er mark

i nf or mat | kbeliBeqOsk e RGeS gﬂ;:ﬁfl hB e petiadadi Bowat Efindr®k iR86 maEidMe
el ectronic watermark information in accordance with the significance degree

of the correspondi nTheddidiithonil iimfformatiom dededting eﬁm@d'aﬁ‘-hs ahdctronic
wat ermark i nformation on the signal based on the control %nal In the
addi t i onalmethpdr aggexHinanbedthe Prassataingentign is to ge“era e plural

pieces of additional information to be embedded on a signal, to
convert each of the additional information into electronic
watermark information, to control the size of the embedding area
for each of the electronic watermark information in accordance
with the significance degree of the corresponding additional
information, and to embed the electronic watermark information on
the signal based on the control signal.

In the additional information embedding apparatus'and
method according to present invention, in the case where plural
pieces of additional information having different significance
degrees are embedded on a video signal as electronic watermark
information, the size of a embedding area on for embedding
additional information having a higher significance degree as
.electronic watermark information is set so as to be iarger than
the siz® of a embedding area for embedding additional information
having éilpwer significance degree as electronic watermark

information.

. In this way, additional information, when embedded on a

video sighal as electronic watermark information, can be embedded

on the video signal so that additional information having a higher



met hod according to present invention, in the case where plural pieces of
additional information having different significance degrees are enbedded
on a video signal as electronic watermark i nformation, the size of a
enbeddi ng area on for enbeddi ng additional information having a higher
significance degree as ..electronic watermark information is set so as to
be larger than the size of a enbedding area for enbeddi ng additi onal

i nformati on having a | ower significance degree as el ectronic waternmark
information. In this way, additional information, when enbedded on a video

signhal as el egtronic termark i nformatiqn, can be enbedded on the video
signal so $HERLIFAREE o r%enFBrﬁ%ﬁ*%ﬁT%ﬁa§?% t

a hi gher 5 significance

degree is easier topfalegl iRUEhOaaitiohlip AlYaRash detTRY! O

detecting apparatus an od according to present Invention, “in the case

wher e eachygyfaraltus ahndi Ra29dohcasEiinORal prédetdniveitien ddheehadcdseom a
signal having the plural pieces of additional information enbedded thereon

as el ect r awhexenabchnaf kpliurfadr pheces) oft laddét botalodinformatiamrils detecwad i on
i ndi cating the plural_pieces of additional information are_separatelx
enbedded i HWhiBegdoRYL HavHgkhe PRIl pieres ffc fddikiena) dnfprmatio

signifi Cafgﬁiéﬁ%%ﬁeﬁﬁe££o&|y% electronic watermark information, the
electronic watermark information indicating the plural pieces of
additional information are separately embedded in embedding areas
which are set in accordance with the significance degrees of the
corresponding additional information. And additional information
indicated by electronic watermark information is detected from
each embedding area, and a detection timing for detecting
additional information is generated every embedding area which is,
set in accordance with the significance degree of the
corresponding additional information to utilize the above
detection..

In the additional information detecting apparatus and
method according to the present invention, a embedding area for
.embedding an additional information having a higher significance
degree ms electronic watermark information is set to be larger.
Then, aéa;tional information embedded as electronic watermark
information is detected from each embedding area.

‘. This ensures to reliably detect each of plural pieces of
additional information having different significance degrees

embedded on a video signal as electronic watermark information,
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correspondi ng additional information. And additional information indicated
by electronic watermark information is detected from each enbeddi ng area,
and a detection timng for detecting additional information is generated
every enbeddi ng area which is, set in accordance with the significance
degree of the corresponding additional information to utilize the above
detection. In the additional information detecting apparatus and net hod
according to the present invention, a enbedding area for enbeddi ng an
additional information having a higher significance degree as electronic

watermark inforpatign. i,s set, to be larger.. Th . addi ti, . .nf ti
embedded a{é’H%{%’d’t Pgﬁi"l;ll%?]gr FRIRY Y18 ggh egl:tsé.gpx? béﬁglrécge(r: Sgras

enbeddi ng aLedq.o TS gg%gél gta |d1[ ?é#m}y (gq:TeE?éd.each of plural pieces of

addi ti onal 1.nformation ent” st gnificance degrees enbedded. on a
video signal as el eaheophturdy Prinekpléfaidrativity @f theheneémt jidiviional

i nformati on having a higher significance degree can be nore reliably and
rapi dl y debecémsl moHee appavert; firomnthel foldwingi détaileld deeckipinn eheni | |
becone nore gﬁpgrent[fron1the follow ng detail ed description when read in
conj unct i ofiedfl tin eeJEBEbHRARARg the AFTRIPANN 106 ArpWingg in which like

parts are designated by like reference numerals or characters.

BRIEF DESCRIPTION OF THE DRAWINGS

In the accompanying drawings:

Fig. 1 ié a block diagram explaining an authoring
apparatus to which an embodiment of an additional information
embedding method and additional information embedding apparatus
acéording,to the present invention are applied; '

Figs. 2A and 2B are diagrams explaining two pieces of
information having different significance degrees which are
embedded on a video signal in the authoring apparatus illustrated
in Fig. 1;

Fig. 3 is a diagram explaining embedding areas for
.embedding two pieces of additional information having different
-significance degrees on a video signal as electronic watermark
informﬁ%iqp in the authoring apparatus illustrated in Fig. 1;

Fig. 4 is a block diagram explaining a timing controller
in the thhoring apparatus illustrated in Fig. 1;

| Eigs. 5A to 5H are diagrams explaining timing signals
which aré generated in the timing controller;



parts are designated by like reference nunerals or characters. BRI EF
DESCRI PTI ON OF THE DRAWINGS I n the acconpanying drawings: Fig. 1 is a block
di agram expl ai ni ng an aut hori ng apparatus to which an enbodi nent of an

addi tional information enbeddi ng nethod and additional information
enbeddi ng apparatus accordingto the present invention are applied; Figs. 2A
and 2B are di agrans expl aining two pieces of information having different
significance degrees which are enbedded on a video signal in the authoring
apparatus illustrated in Fig. 1; Fig. 3 is a diagranlexplaining enbeddi ng

areas for enbeddin%gé@gngéeéfiggggeg %%ééggl Eglgq§ h§¥i9g1§“ {&rent

-S1 gni ficance degr I’0nl er mar mat 1 on

in the auphprlog ARRAIBhYS er&f&ﬁfarc%sdewbd‘aea ob o R oo itgnd DhoCk di agr am

explaining a timng control I'n the ‘authoring apparatus illustrated in
Fig. 1, Fegdetbdnid valdeanat¥i Rrporiateail p‘helag ‘Epetthons isgaaht ) Wmd e e

generated in the timng controller; Figs. 6A to 6D are diagrans
expl ai ni nyitke siinwtl @ﬂshnplﬁinnmaemoaddiqnaieal i nformati'on enbedded on a
V|deo signal as

Fig. 7 is a block diagram explaining a
recording/reproducing apparatus to which an embodiment of an
additional inforﬁatidn:detectiﬁg'methdd'aﬁd-additional information
detecting appafatus according to the_preseht invention is applied;

Fig. 8 is a block diagram eéplaining a WM decoder in the
recording/reproducing apparatus illustrated in Fig. 7;

Fig. 9 is-a-diagram explaiping-another example of
embedding parts for embedding twe éieces of additional information
havihg different significance degrees on a video signal ae
electronic watermark.informafion°

Figs. 10A to 10G are dlagrams explalnlng timing signals
used for embedding addltlonal 1nformat10n .as electronic watermark
information on the embedding parts shown in Fig. 9, and for
détecting the additional'iqformation;

Fig. 11 is a diagram explaining another example of
embedding parts for embedding two pieces of additional information
having éifﬁérent significance degrees on a video signal as
electronic.watermark informetion; and

N Figs. 12A to 12G are diagrams explaining timing signals

used for embedding additional information as electronic watermark

information on the embedding parts shown in Fig. 11, and for



efeetronic wateriuark information-;(spread spectrumsignal) and the video
signal as an information si-gnal.- Fig. 7 is a block diagram expl aining a
recordi ng/ reproduci ng apparatus to which an enbodi nent of an additi onal

i nformati on detecting Method and additional information detecting apparatus
according to the present invention is applied; Fig. 8 is a block di agram
expl ai ning a WM decoder in the recording/reproducing apparatus illustrated
in Fig. 7; Fig. 9 is-a-diagram e plaiqng-another exanple of enbeddi ng
parts for enbedding two pieces of additional information having different
5|gn|f|can e_dearee V|de | ectronic watermark information;
Fi gs. &%F?é%%qgrgh éﬁ n%%p %ﬁ%ﬁh3§t$n1ng signal s used for enbeddi ng
additlonal i nformati on as electronlc wat ermark I nformation on the enbeddi ng
parts shown in Fig. 9 and for detecting the additional information; Fig.

11 is a di pRIRINEX] RIPL iFheHE eprawaiNgsof enbeddi ng parts for enbeddlng
two pieces of addltlonal |nfornat|on havi ng different significance degrees
on a video signal agrefeued)mom@mrqt ithﬁ-érmeinimonaﬂﬁl-'l:lhfs 12A to 12G

are diagrans explainiing timn nal s used for enbeddi ng additi onal
|nfornatloﬂe%ﬁfkﬁchFFBﬂlfgﬁﬁﬁ ﬁa R the ASTRPPIRY Y Qwéﬂ%%ddlng parts

shown in Fig 11, aqg {Ré f%llowing, an additional information embedding

method, additional information detecting method, gdditional
information embedding apparatus and additional information
detecting apparatus will be described in connection with their
respective embodiments with reference to the accompanying
drawings. |

In the embodiments described below, the additional
information embedding method and additional infofmation_embedding
apparatus according to the present invention will be described as
applied to a so-called authoring apparatus for creating a digital
video disc (hereinafter abbreviated as the "DVD") which has video
signals recorded thereon. On the other hand, the additional
information detecting method and additional information detecting
.apparatus according to the present invention will be described as
-applied to a recording/reproducing apparatus which has a dubbing
functi&%{@pr reproducing video signals recorded on a DVD to copy
the reprodﬁced video signals on another recording medium, for
examplek’a data rewritable DVD or the like.

'Here, the authoring apparatus is used on the content

information provider which records content information



detecting the additional information. DETAILED DESCRI PTI ON OF THE DRAW NGS
Preferred enbodinents of this invention will be described with reference to
t he acconpanying drawi ngs: In the followi ng, an additional information
enbeddi ng net hod, additional information detecting nethod, additional

I nformati on enbeddi ng apparatus and additional information detecting
apparatus will be described in connection with their respective enbodi nents
with reference to the acconpanying drawi ngs. In the enbodi nents descri bed
bel ow, the additional information enbeddi ng nethod and additi onal

I nf tion, ddi. t di tQ.th ' | LIl b
dascr | bed_ KTRRRF ST SR : BT B Rt er RiCHRH R aoehe ERta | PC

digi tal vi g0, G5 a4 Ber ALASIdE! wAEDE CULALRLoRE LA MR M1 Agbdiatudl deo

signal s recorde er eon. the ot her hand, the additional information
det ecti ng ARFRf a2adbBdaly t#ditlionNLer pirdvidledd Ebe ddomgmappar amklyaaser.di ng
to the present ‘i1nvention will be described as -applied to a .

recor di ng/ r epr oduci Ag wipbhrke @dsahdeschiteda latob: mp funddeonsignal to be
reproduci ng video signals recorded on a DVD to cqﬁé t he riproduced vi deo

signal s onTefRRdest oped PR RY G anFheGine fRRAFRtUSy RinzalBiecsHhioF DvD or

the like. gﬁﬁl igﬂg ¢H QE%A%E%n?%B@Eﬁ&Lﬁ&ff%r%ﬁ%dsfﬁhféI%aBQQt&E@rees are
embedded as electronic watermark information. In the embodiments
described below, the electronic watermark information is
implemented as a spread spectrum signal which is formed by a
spread spectrum using a Pseudorandom Noise (PN) sequence code
(hereinafter referred to as the "PN code").
While in the embodiments explained below, the authoring

. apparatus -and the recording/reproducing appafatus having a dubbing
function are also capable of processing audio signals as well as
video signals, and the explanation on an audio signal system will

be omitted for simplifying the description.

[First Embodiment ]
[About Authoring Apparatus]

* Fig. 1 is a block diagram explaining an authoring

-

apparaﬁﬁ%ﬁaccording to this embodiment. As illustrated in Fig. 1,
the authoring apparatus of this embodiment comprises: an analog
video s%gnél input terminal 1; an A/D converter 2; a
synchroniégtion detector 3; a timing controller 4; a first PN

generator 5; a first additional information generator 6; a second
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I nformati on provider which records content information 9 (information
signal s) such as video signals and audi-o signals on DVvDs for distribution,
whi l e the recordi ng/reproduci ng apparatus having a dubbing function is
provi ded for consuners, famly use. As will be also described |ater, on a
vi deo signal to be recorded on a DVD by the authoring apparatus, plural

pi eces of additional information having different significance degrees are
enbedded as el ectronic watermark information. In the enbodi nents descri bed
bel ow, the electronic watermark information is inplenmented as a spread

spectrum signal whjch js fornmed. b Spread, spectr u IQQ sgudor andom
Noi se ( PN)F é&ﬂ&ﬁﬁt"’(‘:o—)de 3 Rerend AAdriPagE 10ty gtgé%tiée IB%"EO E"). Wile
n the emgdiaRats expidl BegePaititly LBRLBNNON NG SOV Aditatad 1P an
recordi ng/repro uplng_aﬁparatu avi ng a dubbing function are al so capabl e
of processdn@tzbdie wdtHidlagkasnfdrratdsnyetiseidingnakbstiand hereinaptanat i on
on an audio .signal systemw Il be omtted for sinplifying the description.
[ First Enboefiersed] té AwuheAtWhosibegidipgasectixin i giM 1is gngabbrevdatiiggr am
expl ai ni ng an _aut horing apparatus according to this enbodi nent. As
il ustratERFiQ4eFF§?nHS watermark information} 13; a data compression

processor 14; an encryption section 15; a recording processor 16;

a controller 17; and a key manipulation unit 18. A recording

medium 100 is a DVD in this embodiment.

In the authoring apparatus of this embodiment, the

controller 17 may be a microcomputer which includes a CPU, a ROM,

a RAM and so on. The controller 17 can control each section of

this authoring apparatus in accordance with instructions which are

input with the key manipulation unit 18 b& a user. ' - .

The authoring apparatus of this embodiment is configured

to embed two pieces of additional information having different

significance degrees, i.e., first additional information having a

higher significance degree and second additional information

having a significance degree lower than that of the first

.additional information, as electronic watermark information on a

video signal within one frame screen (within one frame) which is

recordeaiqp the DVD 100. This embodiment will first be explained

for the two pieces of additional information having different

significance degrees which are embedded on the video signal.

‘Figs. 2A and 2B are diagrams explaining the first

additional information and the second additional information which

11



t he aut horing apparatus of this enbodi nent conprises: an anal og video

signal input termnal 1; an A/D converter 2; a synchronization detector 3;

atimng controller 4; a first PN generator 5; a first additional

i nformati on generator 6; a second 10 PN generator 7; a second additional
I nformati on generator 8; spreaders 9, 10; a weighting conbiner 11; a |evel

adjuster 12; an electronic watermark informati on enbeddi ng section

(hereinafter referred to as the "WM enbeddi ng section.” WMis an

abbrevi ation of electronic watermark information) 13; a data conpression
rocessor 14, ncryption.section 15; a recordin rpcessor 16; a

(F:)ont rol | erP3%eR %g'ﬁ eﬁeﬁgf]r%iﬂﬁﬁﬁ??o SIReE %‘.’mf‘} chg?]ﬁga §"dm 100 is a

DVD i n thiéﬁﬁr%c}i ggn%-vi&bot Qﬁiﬁgyih&;i rRBPREAE Wh hel Pirs APQE ment, the

controller _ m crocomnput er Ich includes a CPU, a ROM a RAM and
SO0 on. Theerédtrodlicewatldrtak Gafibifat RAC bySehéi artheiringi sppastdtus ng
apparatus in accordance with instructions which are input with the key

mani pul at i thlugtinaté8 by Biqusdr.. The aut horing apparatus of this enbodi nent

Is configured to enbed two pieces of additional infqrmation hav%g%n
havi ng a

di fferent significafBetiyambedipent, the firghR49idigrat ntiort
higher sigplf]cANcq;dRar &8 ANe ;38500 hafidl! 19N R £d AREBR! 488t copy

control, as shown in Fig. 2A. This information about copy control

is information for controlling copies of a video signal, which
must be reliably and rapidly detected from the video signal to be
copied, on execution of a copy. The second additional information
having a lower significance degree than the first additional
information is so-called additional data including copyright
information oy the like. This additional information is required
to be detected only when required.

The information about copy control and the additional
data are both 4-bit information in this embodiment, ahd the
information about copy control is comprised of copy control
information for limiting the copy generation mainly for a digital

.video signal, and analog protection system (APS) information for
preventring copies of an analog video signal, as shown in Fig. 2A.
Efﬁln this embodiment, the copy control information
indicateS';ny of the four conditions: (1) "Copy Free"; (2) “Copy

Once"; §3) ""No More Copy"; and (4) "Never Copy," as described
above. ‘In this embodiment, these conditions are represented by

tWo bits as follows:

12



havi ng a significance degree | ower than that of the first .additional

I nformation, as electronic watermark information on a-video signal within
one frame screen (within one frane) which is recorded on the DVD 100. This
enbodi nent will first be explained for the two pieces of additional '
i nformati on having different significance degrees which are enbedded on the
video signal. Figs. 2A and 2B are diagrans explaining the first additional

i nformati on and the second additional information which have different
significance degrees fromeach other and are enbedded on a video signal to
be recorded on the D%P 100 zi electropic watermark information by the

aut horing apparatus[? Y uster 488d TRPE 597 In this enbodi nent, the first
addi tional informatj havi a JHghe L@gni ficance degree is information
about copy control,tggl§ﬁd g?n g?%? ggﬁéT%is i nformation about copy
control is informatjen far. gant red Mégeocydyes ahda vi deo signal, which nust
be reliably and rapidly detected fromthe video signal to be copied, on
execution of.a copyl{lThe .seddnd "a®veri 8ep¥" i nf or mati on having a | ower
significance degree than the first additional,infaormatjon gg)so-called

addi tional data i ncFRRIARF dOFgFRgRion Ao thER | Hh BEOrMB %k FOLThi s

addi ti onal i af on78hE oM d Ss8AUbECS febud FAERLGH AR :¥n WhPrsd GGKbr 8-
analog video signal for AGC control, and for controlling an
inverse burst for color stripe, and is represented by two bits.

| Witﬂ the copy control information and the APS

information embedded on a digital video signal as described above,
even if the digital video signal is converted into an analog video
signal for copy, the copiéd analog video signal, when reproduced,
cannot produce a normal reproduced'image dne to the pseudo
synchronization pulse for AGC control and the inverse burst for
color stripe. That is, even if the digital video signal could be
copied, no normal image can be reproduced, so that the copied
analog video signal cannot be utilized, thereby protecting the
benefit of the copyright owner of the video signal from
.infringement.

Fig. 2B is a correspondence table which relates ON/OFF

-

controiifqr insertion of the AGC synchronization pulse and the
burst inverse control for color stripe correspondingly to a
combinagéoh of the copy control information and the APS
informatibn. As described above, the authoring apparatus of this

embodiment embeds the information about copy control, composed of

< 13



The information about copy control and the additional data are both 4-bit

i nformation in this enbodi nent, and the information about copy control is
conprised of copy control information for limting the copy generation
mainly for a digital video signal, and, anal og protection system ( APS)
information for preventing copies of an analog video signal, as shown in
Fig. 2A. In this enbodinent, the copy control information indicates any of
the four conditions: (1) "Copy Free"; (2) "Copy Once"; '(3) "No Mre
Oop3d/'_'; ~and (4) "Never Copy,"1 as described above. In this embodinment, these
conditions are represented by two, bits as follows:. 12 . [0Q . (1) "Co
Free"; [1dthe copyogonfrpy %#%@?tfm]af%d. the 3P é)Nd‘fW%tJf%‘inys e %ﬁ)ﬁt . Py
(4) "Never_ Capy" The, i_nf. ' A L HED LS s ' f oghrollin
i nsertion %W%ggud%%%(#ﬁgﬁ%#% t%ﬁal gé&llér:foél nqgna Ié)éng'n\?i eggs?%nﬁl fogJ
ACC cont 1 o};qe3di5RA1 CaNtd1@lcl kB @wdtteaagR DivfSrimaltabn ¢ Ol lordelri R6, mawel i s
represented by twdo bits. Wth the copy control information and the APS

i nf or mat i afecuregdpdotecta thiegbeaefit ded thiegoapyrighde swnebharf dbevwideo

signal.

Further, in the authoring appératus illustfated in Fig.
1, the first additional information generator 6 is a section which
generates the more significant information.about copy control
composed of the copy control information and the APS information,
as will be also described below. The information about copy
control, which is generated in the first additional information
generator 6, is spread by the spreader 9 using a first PN code
generated by the first PN geﬁérator 5, to form electronic
watermark information (spread spectrum signal) indicating the
information about copy control.

Also, in the authoring apparatus illustrated in Fig. 1,
the second additional information generator 8 is a section which
generates additional data. The additional data generated by the

. second additional information generator 8 is spread by the
-sprea?g; 10 using a second PN code generated by the second PN
generaég#“7, to form electronic watermark information (spread
spectrum éignal) indicating the additional data.

. However, it is considered that if the information about

copy cohtrol and the additional data are separately embedded on a

video signal in one screen as electronic watermark information, it

14



even if the digital video signal is converted into an anal og vi deo signal

for copy, the copied anal og video signal, when reproduced, cannot produce a--
normal reproduced i mage due to the pseudo - synchroni zation pul se for AGC
control and the inverse burst for color stripe. That is, even if the

digital video signal could be copied, no normal inmage can be reproduced, so
that the copied anal og video signal cannot be utilized, thereby protecting
the benefit of the copyright owner of the video signal frominfringenent. -
Fig. 2B is a correspondence table which rel ates CN/CFF control for

f th h
oo or 191 pPREeORRACERRY s B85 BHR ARed el e LRS!
i nfor mat i gggﬁgﬂ g{;ﬁ%@gg 2h&d & bonmaﬁ%éj‘a%%b{?é‘@ vﬁ%van.fft@lfﬂi@&oﬁ ng

apparatus 0 s e i ment enbeds the infornmati on about copy control ,

conposed Qﬁuéﬁn dildaavaRtige that! it fakembi Dongnelinidh&oARSpToprilatelliyon, as
the first addltlonal i nformati on having the higher significance degree on a

vi deo si grahtasl etleccopyi C maternark information, in order to nore securely

protect the benefit of the cop ght owner of the vi deo S|9nal %rther in
the aut horing appaﬂ&t&§1P+¢%Eﬁ|ﬁ$F ddisadyaptages, it is considered t

the information about copy control is given a embedding level
(adding intensity) higher than the embedding level of the
additional_data. That is, the electronic wafermark information
indicating the more significant additional information is embedded
on content information with a higher embedding level than the
electronic watermark information indicating the less significant
additional information. Therefore, the electronic wate;mark
information indicating the more significant additional information
can be reliably and rapidly detected.

However, in the case where the content information is a
video signal, the embedding level varying in accordance with the
significance degree of additional information would cause a
difference in level between a reproduced image of a video signal
part in which electronic watermark information indicating more
significant information is embedded and a reproduced image of a
video sigpgl part in which electronic watermark information
indicating'felatively less significant information is embedded,
which caduses a problem in that a reproduced image is easily
deteriorafgd, for example, viewers visually recognizes the level

difference.



1, the first additional information generator 6 is a section which
generates the nore significant i.nformati on about copy control conposed of
the copy control information and the APS information, as will be al so
descri bed bel ow. The information about copy control, which is generated in
the first additional information generator 6, is spread by the spreader 9
using a first PN code generated by the first PN generator 5 to form

el ectronic waternmark information (spread spectrumsignal) indicating the

i nformati on about copy control. Also, in the authoring apparatus
illustrated in Fig. seconda% ditional_ information nera s a

1, th #or 8
section which geners @é’o&ngH%rﬁ 5§04, THe AULGT NS ARPAFES o R hetited by
: J= . . . _ ' Ser 10
the SeC0n%ﬂ%&%ﬁﬁgg%%la%@_égg:éenggébc%egzéé{%n& WacSPheAd idrokhgeispr eader |

usi ng a secon gene e second PN generator 7/, to form
el ect roni cingakat ifg kehe BB i ol fiTRneAdn SRRGitivH sb@edopyndbfittd rddhe
addi tional data. However, it is considered that if the information about
copy cont redlecanrdnidevaticaimbrknishfaiatad ieneindjzmtdngl yhemiktidddnah data,deo
signal in one screen as electronic watermark information, it 14 I's
cont enpl at¥ epkgdding nattsr ahitd GHidegosigedby EBnERBY eVIRREY nBha hi gher

signifi Ca”&m%e%ﬁ%& eparr{:asy atx)'g gééar%i%%dws{lgh q!_ﬂcaftl %UL:'[:\:':'@ Stor the electronic

watermark information indicating the information about copy

control having a higher significance degree is larger than a part
for the electronic watermark information indicating the additional
data.

Fig. 3 is a diagram explaining a embedding part in which
the electronic watermark information indicating the more
significant information about cqopy control is embedded‘(first,
embedding part ARl), and a embedding part in which the electronic
watermark information indicating the less significant additional
data is embedded (second embedding part AR2), in the authoring
apparatus of this embodiment.

In the authoring apparatus of this embodiment, the first
.embedding part ARl and the second embedding part AR2 are set in
one screen such that the embedding part for the information
concerniﬁgpthe more significant copy control (first embedding part
ARl) is lafger than the embedding part for the less significant
additioqfl data (second embedding part AR2). Specifically, in
this embbdiment, the first embedding part ARl is previously set to

be twice the second embedding part AR2.

16



causi ng di

sadvantages that it takes a long tinme to appropriately ontrol

copy. To elimnate such di sadvantages, it is considered that the

i nformati on about copy control is given a enbedding |evel (adding
intensity) higher than the enbedding | evel of the additional data. That
the electronic watermark information indicating the nore significant
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| ess signi
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In this way, in the case where plural pieces of
additional information having diffefent significance degrees are
embedded on a video signal as electronic watermark information,
the embedding part in which the more significant additional
information is embedded as electronic watermark information is set
larger than the embedding part in which the less significant
additional information is embedded as electronic watermark
information, so that the more significant additional iﬁformation
can be more reliably and rapidly detected from the additional
information embedded on the video signal.

In the following, the authoring apparatus of this

embodiment illustrated in Fig. 1 will be explained in detail. An

.analog video signal to be recorded on the DVD 100 is supplied to

the A/D; converter 2 and the synchronization detector 3 through the

input té}@inal 1. The A/D converter 2 converts the supplied
analog video signal into a digital video signal which is then
supplieq’to the WM embedding section i3.

‘The synchronization detector 3, in turn, detects a

vertical synchronization signal V and a horizontal synchronization

17
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To avoid this problem the authoring apparatus of this enbodi nent
separately enbeds electronic watermark i nformation indicating the nore
significant information about copy control and el ectronic watermrk

i nformation indicating the additional data, on enbedding parts of a video
signal. In this event, the enbedding parts are determ ned such that a part
for the electronic watermark i nformation indicating the information about
copy control having a higher significance degree is larger than a part for
the electronic watermark infornmation indicating t he additi onal data Fig. 3

| nf or mat | RLATR BAEToR ife SHOPLLE] dHALPEaREAF(oRaL ARG OURP LGBy COORR 1 ol

i nformat i i Ca a 0 ro
nbedd t QBE? ts #ﬁ?&h th

Ielsegt rgni G‘&e gr%iirar qli‘l%g:[t?gligl 1 rrdi cayaﬁgdt &}ngghggs flirgal%?%%%&t [ oﬁal

data is e@ﬁﬁﬁ‘idn( £6 conyl 19 ag dbst iAlerAR?) ,Thbntl@ﬁl@lﬂdi&&'bmgeﬁp@ar atus of
this enbodiment. In the authoring apparatus of this enbodi nent, the first

, . enbeddi ngeijdzesABlie aral-tiilcal seymeid-cariizati dom gs jzprall WR&ndrhes dorii pontal
screen such that the gnbeQding part for the information concerning the nore
si gni fi carfynebypndantien siopa tHe#ﬁ)éiﬁf-ieﬁgnﬁﬁrﬁlgmi-P Fe 9genqfdte Ran t he
e o Ve b Pt 3:5ha0) ALY ! HBLE (A5 sgRREAC N0

RE; a first PN generation enable signal ENl; a second PN
generaFion enable signal EN2; a PN clock signal PNCLK; and a
combination timing signal SW.

Here, the PN code reset timing signal (hereinafter
simply referred to as the "reset signal") RE indicates a tiﬁing at
which the generation of a PN code is started. The first PN
generation enable'signal.(hereinafter simply referred to as the
"first enable signal") EN1 in turn indicates an interval of
generating a first PN code for performing spread spectrum on the
information about copy control as the more significant first
additional information.

Similarly, the second PN generation enable signal

. (hereinafter simply referred to as the "second enable signal") EN2
indica?@s an interval of generating a second PN code used for
perforﬁiﬁg,the spread spectrum on the additional data as the
second additional information which is less significant than the
first aqgitional information. '

~_In this embodiment, the PN clock signal PNCLK indicates

a timing at which one chip of the first and second PN.-codes each

18



this enbodinent, the first enbedding part ARL is previously set to be tw ce
t he second enbeddi ng part AR2. 16 Then, as shown in Fig. 3, the

i nformati on about copy control having a higher significance degree is
enbedded in the first enbedding part ARL as el ectronic waternmark

I nformation, and the additional data is enbedded in the second enbeddi ng
part AR2 as electronic watermark information, for each screen (one frane)
FL of a video signal. In this way, in the case where plural pieces of

addi tional information having different significance degrees are enbedded
on a video signal as electronic watermark infornation, the enbeddi ng part
in which fRedfRpEatadgni FK S¥ATRYBT tFRsh AN CAPEK g3t PYC tgs

el ectronic matgrnar hnfo mation is Spt | arger than the enbedding part in
whi ch t he°P&s$ Js‘?é%ﬁfp' cﬁﬁée adorti 8P T nformation is enbedded as el ectronic

watter mar k i nf or el ingjy, 312 4HIPAG Sigha1| SRAB @MY thaBakeddor mali on
can be nore reliably and rapidly detected Tromthe additional information
enbedded ¢Amihg i dddchi gnélelddtrohtcfwitermany, ihbernmtiioar ingiepparat us of
this enbodiment illustrated in Fig. 1 will be explained in detail. An

, . anal og theebnfoguadiionoabeut exmydedntrol landDibe] ebedtyronigpyatermark

information indicating the additional data are combined such that
"they can be separately embedded in the first embedding part ARl
and the second embedding part AR2, respectively, which have been
defined for each one-frame screen FL of the video signal, as shown
in Fig. 3.

Fig. 4 is a block diagram explaining the timing
controller 4 for generating a variety of timing signals for
conérollinq timihgs of -processing in each  section of the authoring.
apparatus. Fig. 5 is a diagram explaining principal timing
signals generated by the timing controller 4. Specifically, in
Figs. 5A to 5H, Fig. 5B and Fig. 5D both illustrate the horizontal
synchronization signal H, where Fig. 5D illustrates the enlarged
view of the horizontal synchronization signal illustrated in Fig.
-5B.

. As illustrated in Fig. 4, the timing controller 4
comprisé£:§ PN generation timing signal generator 41; a PN clock
signal genérator 42 comprised of a PLL; and a timing signal
generatox 43.

' 1he PN generation timing signal generator 41 uses the

vertical synchronization signal V as a reference signal to

19



-the A/U converter 2 and the synchronization detector 3 through the input
termnal 1. The A/D converter 2 converts the supplied anal og video signal -.
into a digital video signal which is then supplied to the WM enbeddi ng
section 13. The synchronization detector 3, in turn, detects a vertical
synchroni zati on signal V and a horizontal synchronization 17 signal H
fromthe supplied anal og video signal, and supplies these verti cal

synchroni zation signal V and horizontal synchronization signal Hto the
timng controller 4. The timng controller 4. utilizes the vertical
synchroni zati on S|gnal V and the horizontal s nchronlzgﬁlon Si naI H as

ref erence %"’1”@‘?&% Festefigral, RE, hayipgqp #11' hgeLigh Y éiﬁél"l 189 £ PN code

reset tim g r 1 second
PN gener: at‘%gznign %*leggszlf& F’\ éﬁéeﬁ\i"%Nggl gé’ egﬁgphgl\ﬁ% gkla té%lrrbl nation
timng si @ﬁeaavﬁpé@mm,t hs PN@AdQtedsSeh Fidl Ba. Slﬁﬂaﬂhléhéiﬁhﬂfé t Q:'he5| nply
referred to as the "reset signal”) RE indicates a timng at whi ch t he

gener at i orreafetasPhhabRE iis at sidred. hakéngi a glerBNdgegeahtticoonenfbame

signal . (hereinafter sinply referred to as the "first enable signal™) EN in

turn indi cdtied falleu doraexarplpnatat Agading resigeprf ceiRe vieditigalf or ni ng

mon th
spread spectr rongzat{%n signal V.

The PN generation timing signal generator 41, in this
example, also uses the vertical synchronization signal V and the
horizontal synchronization signal H to generate the first enable
signal EN1 and the second enable signal EN2.

In this example, the first enable signal ENl1 is a signal
which falls at a leading edge of the horizontal synchronization
signal'H (seé Fig. 5D), and has_a low level during the former two-
third interval of the horizontal line and has at a high level
during the subsequent one-third interval,_as illustrated in Fig.
5E.

The second enable signal EN2 in turn is a signal which
rises at a leading edge of the horizontal synchronization signal H
.(see Fig. 5D), and has a high level during the former two-third
interyﬁ;_of the horizontal line, and has a low level during the
subsequéﬁtﬁone—third interval, as illustrated in Fig. 5F.

For generating the first enable signal ENl1 and the
second égable signal EN2, the intervals during which the signals
have low'ievels or the intervals can be set as described above by

frequency dividing the horizontal synchronization signal H. Also
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i nformation about copy control as the nore significant first additional
information. Simlarly, the second PN generation enabl e signal

;. (hereinafter sinply referred to as the "second enable signal") EN2

i ndicates an interval of generating a second PN code used for perfornng,
the spread spectrumon the additional data as the second additional

I nformation which is less significant than the first additional
information. In this enbodiment, the PN clock signal PNCLK indicates a
timng at which one chip of the first and second PN codes each 18 S

generated. For exanple, the PN clock si PNCL one ¢ f PN
code ever yitpithés embpdidenti nkie (fr%rlsﬁ:nf*ﬁgb%‘? WPagvgﬁ‘ﬂ 'ﬁﬁ?’f*na%‘é& S O

timng at mh h t he roni r ormation indicating the
i nf or nat i G2 8u?l%%§&%§%n?F%I E: dﬁtﬁg FlJ%ronic wat er mar k i nf or mati on
i ndi cating the addijjOndloy @atfnaéa%hcaatimﬁuqhnbhgéri&mncanebe

separately enbedded 1 n the first enbeddi ng part ARl and the second

enbeddi ng wathicAR2diraaiiont i ¥Ré yinfornahion abdute cogef ¢orertdlohawing a
one-frame screen FL of the video signal, as shown in Fig. 3. Fig. 4 is a
bl ock di agrimimerxpignificanceedegreengay be subjected to the spread Spectrum

in the former two-third interval, and the additional data may be
subjected to the spread spectrum in fhe subsequent one-third
interval, as will be also described later.

The PN clock generator 42 uses the PLL to generate the
PN clock PNCLK (see Fig. 5C) which is synchronized with the
horizontal synchronization signal H. The timing signal generator
43 in turn generates a variety of timing signals for use in the
authoring épparatus of Fig. 1 on the -basis of the vertical
synchronization signal V and the horizontal synchronization signal
H.h In this embodiment, the timing signal generator 43 generates
the combination timing signal SW (see Fig. 5G) indicative of a
timing for combining the electronic watermark information
indicating the more significant information about copy control and
.the electronic watermark information indicating the additional

data.

-

Zi:Then, out of the signals generated in the timing
controller 4, the reset signal RE, the first enable signal EN1 and
the PN Q}oék signal PNCLK are supplied to the first PN generator
5, and ﬁhé_first enable signal EN1 and the PN clock signal PNCLK

are also supplied to the first additional information generator 6.
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r 4 for generating a variety of timng signals for
ng-tim ngs of -processing in each-section of the authoring
. Fig. 5is a diagramexplaining principal timng signals

by the timng controller 4. Specifically, in Figs. 5A to 5H,
g. 5D both illustrate the horizontal synchronization signal H,
. 5Dillustrates the enlarged view of the horizontal
zation signal illustrated in Fig. ,5B. As illustrated in Fig.
g controll'er 4 conprises a PN generation timng signal generat

“43. The PRPGCRERSK gAnAE r#ﬁg"té{eg?,‘%gpgé%%w% e SidndL e g ¢
Sg:p&g@f)@ﬁakéggg@lg MY 29 asfdggaggg NES o @abo{@ Y encdpBE2

n havin "anme. peri od ining a cyelic perio

spreadi ng PN HR{enseqE8ssE drib1dS8idnhit i2SAh&2ehs RECLLYBK @ifgridll BaCLARt
in Fig. 5A. In this exanple, the reset signal RE is a signhal having a

peri od equate talsoneupphbed Wu thef abdond faddieianyl einfatrmatieadempratdge of

the verti
gener at or

cal synchroni zation signal V. The PN generation tining signal
84, Fuptherg the combination timing signal SW is supplied to the

weighting combiner 11.

In this embodiment, the first PN generator 5 and the
second PN generator 7 are comprised of multi-stage shift
registers, although not shown, each is comprised of several
exclusive OR circuits for calculating appropriate tap outputs for
the shift registers, in order to generate a PN code sequence based
on the timing signal from the timing controller 4.

- More specifically, the first PN generator 5 generates a
first PN code sequence PS1 in response'to the reset signal RE, the
first enable signal ENl1 and the clock signal PNCLK. The first PN
generator 5 is reset by the reset signal RE at every frame period,
in this example, such that the PN code sequence PS1 having a
predetermined code pattern can be generated from its beginning.
.Then, the first PN generator 5 generates the PN code sequence PS1
in response to the clock signal PNCLK only when it is brought into
a PN cda;?generation enabled state (enable state) by the first
enable sighal ENI1.

_L.In this example, as has been also described above, the
first PN égnerator 5 is brought into the state in which it can

generate the first PN code sequence PS1 when the first enable

b
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exanpl e, also uses the vertical synchronization signal V and the horizontal
synchroni zati on signal Hto generate the first enable signal EN1L and the
second enabl e signal EN2. In this exanple, the first enable signal ENl is a
signal which falls at a | eading edge of the horizontal synchronization
signal. H (see Fig. SD), and has a low | evel during the forner two- third

i nterval of the horizontal |ine and has at a high | evel during the
subsequent one-third interval, as illustrated in Fig. 5E. The second enabl e
signal EN2 in turn is a signal which rises at a | eading edge of the

hori zontal synchronization signal H .(see Fig. ,5D), and has a, high |evel
during t heSkdedeENL wis 35 Ad1PKt 28YRH- of Mitye Aol 2BREEATEd 4B, Figd Has a | ow

| evel duri the equent ezthird,in val , i al Lp_ Fig. b5F
For gener ax néhlfﬁguﬁ?r Oﬁnegﬁggi]es silggr?'atoEkﬁéand ct"%é$e gg&%&ﬁé&'r’_‘gwggféggi gnal
EN2, the |i{ifSh¢akfic dtihd MGhival ERtéRMISENBhE KB onewi| Bupd 1o the

I ntervals can be set as descri bed above by frequency dividing the

hori zont al 1eaainkr edge adf awheshgpitontalAsgacRfonizatiohhs sgreaibadiineaacht he
first enable signal EN1 and the second enable signal EN2 are both | ow
active. THendizonsali hinsaeriodi orthe verhicpbrdig@ctionhin each one-frame

screen, and generates the PN codes at a rate of one chip per one

clock of the clock signal PNCLK. In this way, the first PN code

sequence PS1 generated in the first PN generator 5 is supplied to
the spreader 9.

The first additional information generator 6, on the
other hand, generates an information sequence FS1 related to the
copy control, comprised of the copy control information and the
APS iﬂformation, as the first additional information haviﬁg a
higher significance degree which is to be embedded on a video
signal inputted via the input terminal 1 through spread spectrum,
based ohlthe clock PNCLK at a timing of the first enable signal
EN1l from the timing controller 3, and supplies the information
sequence FS1 to the spreader 9. In other words, the first
.additional information generator 6 generates the information
seququ? FS1 related to the copy control at the same timing as the
first Pﬁicgde sequence PS1, and supplies it to the spreader 9.

Similarly, the second PN generator 7 generates the
second PN code sequence PS2 in response to the reset signal RE,
the secdndlenable signal EN2 and the clock signal PNCLK. The

second PN generator 7 is also reset by the reset signal RE at

23



vertical direction, the information about copy control having a higher
significance degree may be subjected to the spread spectrumin the forner
two-third interval, and the additional data may be subjected to the spread
spectrumin the subsequent one-third interval, as will be al so described

| ater. The PN cl ock generator 42 uses the PLL to generate the PN cl ock
PNCLK (see Fig. 5C which is synchronized with the hori zont al

synchroni zation signal H The timng signal generator 43 in turn generates
a variety of timng signals for use in the authoring apparatus of Fig. 1 on

the-basi s of th tical hropj. zat | on.si gpal | 200t al
Synchr o ZREFEnEHBNREL DY) P4 Aee R b ase: RO e R bSO e at or

43 genera},gwﬁ%ea GRRERath Abd id¥hBdpstetal fo¥h( 568 HdginnSfy. | nleaat tve of a

timng for conbining the electronic watermark information 1 ndicating the

nmor e si gnigbb6ANIPN feerBtoO 7 Yenekatepythzo P obdansktquenkre BS2cin oni ¢
watermark information indicating the additional -data. ; Then, out of the
si gnal s geespansel tion theeclock mignaht PRFLondy vhen ridsds brgpght gmto ge

first enable signal EN  and the PN cl ock sggaal nghrhgrghsugglie to the
first PN §8nepde gfensrakign epakliedsstate pfe@adig g InG EhESBRCI ock

si gnal PNCL re als plied to the first additional information
generatoregsb;ﬁ SIgnéi BRD!

Therefore, the second PN generator 7 is brought into the
state in which it can generate the secondiPN code sequence PS2
when the second enable signal EN2 is at a low level. Thus, as
illustrated in Fig. 5F, the second PN generator 7 is in the PN
code generating state in the latter one-third interval of each
horizontal line in each horizontal line period in the vertical
direction .in each screen, and generates the PN codes at a rate of
one chip per one clock of the clock signal PNCLK. In this way,
the second PN code sequénce PS2 generated in the second PN
generator 7 is suppliéd to the spreader 10.

The second additional information generator 8, on the
other hand, generates an additional data sequence FS2 which is to
.be embedded on a video signal inputted via the input terminal 1
througlt the spread spectrum, based on the clock PNCLK at a timing
of the ;éqpnd enable signal EN2 from the timing controller 3, and
supplies tﬂe additional data sequence FS2 to the spreader 10. 1In
other wqrds, the second additional information generator 8
generates the additional data sequence FS2 at the same timing as

the second PN code sequence PS2, and supplies it to the spreader
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The reset signal RE, the second enable signal EN2 and the PN cl ock signal
PNCLK are supplied to the second PN generator 7, and the second -enabl e
signal EN2 and the PN clock signal PNCLK are al so supplied to the second
additional information generator 8. Further, the conbination timng signal
SWis supplied to the weighting conbiner 11. In this enbodi ment, the first
PN generator 5 and the second PN generator 7 are conprised of multi-stage
shift registers, although not shown, each is conprised of several exclusive
OR circuits for calculating appropriate tap outputs for the shift

registers, in order to generate a PN code sequence based on the timng

si gnal frdfithe timng controller 4. More specifically, the first PN

generator 5 generat i ' ESRARSE reset
signal RE, the fir sf‘%e‘%’iﬁéﬁs‘?g#éﬁc%%‘ﬁﬁ’%gﬂ?% ‘{:ﬁ%cﬁﬁé gna(mlf’N&% &%e
first PN gepfiqaver ifstfudtassl SynddiaingsehrsinitaonREbait 6%y cbher®l peri od,
in this exanple, such that the PN code sequence PS1 having a predeterm ned
code patt eyenerateieimetrter fiedt f additionabeipformagionToengratioe 6i asd e

gener at or ?kgenerates t he PN code §e%$ence PS1 *in respEbnse to the clock
si gnal PNAdigdppakidatry gensraked gt thet seeems adddeionah dnforBat&épmbl ed

state (enabl e state) by..the first enabl ignal .EN1, In this exanple, as
has been aﬁeéf?raggfr%be%‘tg‘bg‘y& ?%&%?Eia%e‘ﬂ‘&gaigr 5 is brought into the
state in which it C8fecifically, when the user specifies, with the key
m&nipulation unit 18, information about copy control and
additional data and additional data, which are embedded on a video
signal as electronic watermark information, the controller 17 can
control £he first additional information generator 6 and the
second additional information generator 8 so as to generate the
specified information.
The spreader 9 performs the spread spectrum on the
information sequence FS1 conceining the copy control with the
first PN code sequence PSl, to form electronic watermark
information SS1 indicating the information about copy control, and
supplies this to the weighting combiner 11. Similarly, the
.spreader 10 performs the spread spectrum on the additional data
sequencg FS2 with the second PN code sequence PS2 to form
electroéicvwatermark information SS2 indicating the additional
data, and éupplies this to the weighting combiner 11.
;b The weighting combiner 11 which has a function as an
electronié:watermark information combining means, combines the

electronic watermark information SS1 indicating the information
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generate the first PN code sequence PS1 when the first enable 22 si gnal

ENI is at a low level, Thus, as illustrated in Fig. 5, the first PN
generator 5 is into the PN code generating state during the two-third
i nterval of one horizontal line fromthe | eading edge of the horizontal
synchroni zation signal Hin each horizontal line period in the vertical

direction in each one-frane screen, and generates the PN codes at a rate of
one chip per one clock of the clock signal PNCLK. In this way, the first PN
code sequence PSl1 generated in the first PN generator 5 is supplied to the

spreader 9. The first addjtiopal informati.on n I her
hand, gegéPf&PEsc%W icr?F‘(‘}FH’gt ’i“b‘ﬂ theg GERgErRef F’gﬁgﬁ[é#]?ol n’? ﬁgﬂ%(:)}b&)}?cﬁt rol,
conpri sed ,of,. . C' | Af ti Nngdnt i3 t4 s the
Firor addimsar e A o e o e A s oh 15
to be enbeddad 08w arrtndeReSt Mialg icBRUL6ELEVi4q theféxwput combimedl 1 through
spread spectrum based on the clock PNCLK at atinming of the first enable
si gnal ENelktepohbe watermgrk cinfomasion, sigrals (ppeiRig«+ 58)i whighels &0
sequence FS1 to the spreader 9. In other words, the firs . addi tJj qnal
i nf or mat i ¢ geheddedons ag%h@?‘ht%“@ﬂe’-ﬁ‘?ﬁﬁ%f’ilﬁntg%q’d\ﬂ‘f%et? 23} dred to

the copy control aII&iy%igaggbédigé%%,aéhérW%ighting combiner 11 outputs

the electronic watermark information SS1 indicating the
information about copy control while the combination timing signal
SW illustrated in Fig. 5G is at a low level, and outputs the
electronic watermark information SS2 indicating the additional
data while the combination timing signal SW is at a high level, in
each horizontal line period in the vertical direction, thereby
forming a combination.signal of the electronic watermark
information SS1 indicating the information about copy control and
the electronic watermark information SS2 indicating the additional
data as shown in Fig. 5H. The combination signal is supplied to
the level adjuster 12.

The level adjuster 12 adjusts a embedding level of the
_combined electronic watermark information signal such that the
embedding of the combined electronic watermark information signal
on the %iqgo signal does not deteriorate an image reproduced from
the videngignal. In this embodiment, the level adjuster 12
adjustSﬁthe-embedding level such that the combined electronic

watérmark'information signal is embedded at a level lower than the

dynamic range of the video signal.
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first PN code sequence PS1, and supplies it to the spreader 9. Simlarly,
the second PN generator 7 generates the second PN code sequence PS2 in
response to the reset signal RE, the second enable signal EN2 and the clock
signal PNCLK. The second PN generator 7 is also reset by the reset signa

RE at 23 every frame period, so as to generate the PN code sequence PS2
havi ng a predeterm ned code pattern fromits begi nning. Then, the second PN
generator 7 generates the PN code sequence PS2 in response to the clock
signal PNCLK only when it is brought into a PN code generati on enabl ed

state (enable state t he second, enahl e signal . EN2. . Therefare second
PN generator 7 is Bz“oﬁ Be evand . HRile at(ql? © m&?ﬂ‘%‘ﬁ g ec&ﬁﬂnb%r%arte{rmta?ﬁe
second PN.cade sequence Eiég I &Noris at a | ow

| evel . Th&ggogg Atk ’hss’tlpggfczjl Elo %qﬂglgg%g &c:if ?I\rf%gg%%r at orl 7 is in the
PN code ggaebahiRg itirdkRatiod his%ll ih&ﬁéaﬁﬂ@- ther fhfsymaish aowacopy

hori zontal line itn each horizontal line period in the vertical direction.in

each screeantasll grNahet etedtronEN vatiesnaxk dnfarmatbionn$e2chngiqatringne cl ock

of the clock signal PNCLK. In this wa]?;e the second PN code se uence gSZ
gener at ed the additiqnalddpha gaafedgssribed aboyEp| FoY ?]d"qtﬁBné‘f)

information S8S1, SS2 can be separately embedded in the embeddlng
parts of the video signal at the same embedding levels. The
combination signal having the adjusted level is supplied from the
level adjuster 12 to the WM embedding section 13.

The WM embedding section 13 embeds the combined
electronic watermark information signal supplied through the level
adjuster 12 on the video signal supplied from the input terminal

.1. The video signal on which the electronid watermark information
.signal is embedded by the WM embedding section 13 is supplied to
the data compression processor 14.

The data compression processor 14 compresses data in the
supplied video signal having the electronic watermark information
signal embedded thereon in accordance with the MPEG scheme. The
data-compressed video signal is supplied to the encryption section
15. In this embodiment, the encryption section 15 performs
encryption processing in accordance with a content scramble system
(CSS) on the video signal. The CSS-based encryption processing is
the one which is applied to information signals when information
signals such as video signals are recorded on a disc medium such

as a DVD for distribution.
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The second additional information generator 8, on the other hand, generates
an additional data sequence FS2 which is to be enbedded on a video signal

i nputted via the input termnal 1 throughr the spread spectrum based on
the clock PNCLK at a timng of the second enable signal EN2 fromthe timng
controller 3, and supplies the additional data sequence FS2 to the spreader
10. In other words, the second additional information generator 8 generates
the additional data sequence FS2 at the sanme timng as the second PN code
sequence PS2, and supplies it to the spreader 24 10. In the authoring

A or mation about caRg CRREr 5iSHEh HEckHa B/ neT BhENANS pREPEst g0

I nformati on about cOpy control*generate rst

i nf or mat i oy GaRe ALY PFicH Gebb o ddl ti!soﬂﬁb%ﬂﬁ!di t@e8Ré ak&sbrdinghe second
additional information generator 8, with the key mani pul ation unit 18.

Speci fi cal pyocesisor Lhe Ther reganiihigeprooeddort 16 keyforms pdijastwentunit 18,
i nformati on about copy control and additional data and additional data,
whi ch ar e RYRRREFdAIOANY 89 @BoTSY gFrAordng| 2cridse &igRRkromrihe RVBr k44 on,

the controller 17 can.control the first addi iqpah .Hfoﬂ tf n generator 6
and the se%’bn'ﬂ'eatfb‘f-’??bﬁ‘glv ofﬁﬁ??]oﬂ:%é'ﬁg?ﬁ‘%o]r 8 s{é 8s ‘EB; é@ﬁerate t he

As a ;esult, the video signal on which the information
about -copy control having a higher significance degree (four bits)
and the additional data (four bit) having a lower significance
degree than the information about copy control is embedded as the
electronic watermark information is recorded on the DVD 100.

In this case, as been previously described with
reference to Fig. 3, the embedding part for the electronic
watermark information SS1 indicating the more significant
information about copy control is set larger than the embeddingr
part for the electronic watermark information SS2 indicating the
additional data. In this way, the embedding parts, in which the
additional information are embedded as electronic watermark
information, are set in accordance with the significance degrees
of the additional information. However, the electronic watermark
information SS1 indicating the information about copy control and
the electronic watermark information SS2 indicating the additional
déta are embedded on a video signal at the same embedding level.

Figs. 6A to 6D spectrally illustrates a relationship
between additional information embedded on a video signal as

electronic watermark information, for example, information about
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specified information. The spreader 9 perforns the spread spectrumon the

I nformati on sequence FS1 concerning the copy control with the first PN code
sequence PS1, to formelectronic waternmark i nformation SS1 indicating the

i nformati on about copy control, and supplies this to the weighting conbi ner
11. Simlarly, the ..spreader 10 perforns the spread spectrumon the

addi tional data sequence FS2 with the second PN code sequence PS2 to form
el ectronic watermark information SS2 indicating the additional data, and
supplies this to the weighting conmbiner 11. The wei ghting conbiner 11 which

Bomones O BB (Sl O OH e T sooRRLan A SRFPt i E g a1
i nformatiog,dp as a2R9HEC aqqnmpét _aaaﬁtigxgatlelﬁ%mﬂfo%h%hnaék

informati on SS2 | ndicati ng e a i .onal a, based on the conbination
timng si giRforméfibamabbet tdopyngofitrdl alndeadditionaflodata tordiloedbit

el ectronic watermark information signal (see Fig. 5H which is to be
enbedded onate \sigmalsiwhhchk ingiudesdaémallhempwpltof dnfprmation, andhi s
enbodi ment, the_ weighting conbiner 11 outputs_the electronic waternmark

i nf or mat | oﬁh%S‘if_qxi‘?dil_éaFi §9¥e PARE o$ HERA o RS bLIS TSP aRt F A - W1 eFi%he
Cpnb'nat'09d&i£§3kll$ﬁﬂ@§£mation becomes a wide bandwidth signal as

illustrated in Fig. 6B by the spread spectrum. In this event, the
spread spectrum signal level becomes smaller in reciprocal
proportion to a band enlarging ratio.

This spread spectrum signal, i.e., the electronic
watermark information is embedded on a video signal in the WM
embedding section 13, in which case the electronic watermark

. information is embedded at ; level lower than the dynamic range of
the video signal as an information signal, as illustrated in Fig.
6C. Such embedding can substantially completely prevent the
information signal from degrading. Thus, as described above, when
the video signal on which the electronic watermark information is
embedded is supplied to a monitor to reproduce an image thereon, a
reproduced image is hardly affected by the electronic watermark
information and hence is satisfactorily provided.

As will be described later, when de-spread spectrum is
pérformed to detect electronic watermark information, the
electronic watermark information is returned as a narrow band
signal as illustrated in Fig. 6D. By using a sufficient band

spreading ratio, the de-spread additional information has larger

29



SWillustrated in Fig. 5Gis at a low level, and outputs the electronic
wat ermark information SS2 indicating the additional data while the
conbination timng signal SWis at a high level, in each horizontal line
period in the vertical direction, thereby form ng a conbi nati on-signal of
the electronic watermark information SS1 indicating the information about
copy control and the electronic watermark information SS2 indicating the
additional data as shown in Fig. 51. The conbination signal is supplied to
the level adjuster 12. The |level adjuster 12 adjusts a enbedding |evel of

t he conbi ned el ectronjc rk information s ch a
enmbeddi nlg BPvehH & I ﬁeﬂ%f@g‘?mﬂ: T Wit er Iﬁﬁ? kl% %Fﬁggf%né%eé:ﬁgpfon t he
video signal does ngh Qﬁ££ré =84 d r%%tfsp{&%%qmmmmm\aww

signal. In this enbodi nent, juster 12 adjusts-,the enbeddi ng

| evel Sucheﬁﬁ@ddédﬁ@ncanbidw se.k;ﬁalrmmmbwaeanmﬂ thef sanatdwratdognar is
enbedded at a | evel |ower than the dynam c range of the video signal. 26

In this eveithe ard laé the sambifredueney tasorhe vmdeqramgnalnfthenﬁMesﬁrgng%aJ
is a conbination signal of the electronic watermark inforpptjon. S

i ndi cat i ngwakerTaHk ARAPFIRE it GeuLd pRrte it rimiRRbath ereledt Hind c‘E’vaat er mar k

| nfornatlcn1 SS%y'fE%l%%&hQQa frequency filter or information.

Therefore, the electronic watermark lnformatlon embedded
on the video signal cannot be removed, and is changed with
difficulties, so that it can be ensured that the video signal is
protected from unauthorized copies by using the information about
copy control embedded on the video signal as electronic watermark
information. .

Then, as has been also.described above, when p%ural
pieces of additional information are embedded as electronic
watermark information with different embedding levels, it is
considered that levels may be different between a reproduced image
of a #ideo signal part having additional information embedded
therein at a higher embedding 1éve1 and a reproduced image of a
video signal part having additional information embedded therein
at a lower embedding level, thereby causing a degradation in a
reproduced image. The authoring apparatus of this embodiment, on
the other hand, embeds two pieces of additional information having
different significance degrees on a video signal at the same
embedding level as electronic watermark information, so that it is

possible to prevent the embedding of the electronic watermark
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the addit

I nformati on SS1, SS2 can -be separately enbedded in the enbeddi ng parts of

ional data, as described above, the el ectronic waternark

the video signal at the same enbedding |evels. The conbination signal
having the adjusted level is supplied fromthe |level adjuster 12 to the WM
enbeddi ng section 13. The WM enbeddi ng section 13 enbeds the conbi ned
c watermark information signal supplied through the | evel adjuster
12 on the video signal supplied fromthe input termnal 1. The video signal

el ect r oni

on whi ch

the el ectronic watermark information signal is enbedded by the

. VWM

enbeddi ng ;3664h O o onS tBY p?%de%d s&?nﬁf er il Ae§PAPIRS EheNreprsRieedr 14. The

dat a conpression processor conp

havi ng t hgn@hecét atli& vaaker #Bgdali.nf or mati on signal enbedded thereon in

accor danc

supplied to the-encxlssti én thetdudhoring |appagasus o dihisnenbedigedter FB€i on

e with the MPEG schene. The data-conpressed video signal is

section 15 perfornms encryption processing, in_accord .t h t ent
scranmbl e SpbedfineIRriodn: KRich H¢ LPEH ag’:.g“ﬁﬁécﬁ%'[s-’%&%&d y@éﬁ%ﬂf ‘12 n o

processin
I nf or mat i

%ﬁllé)ll%l%g}%? gj[?\(l:\hi agdciigd %%Dleiggt%&ii@w{:gfﬁéﬁg é.?lifggﬁiiéicyﬁﬂ' §3 set

video signals are recor

such as a JQYQet-OEnsh St RMbb@ding part in which the second additional

information having a lower significance degree than the first
additional information is embedded as electronic watermark
information.

Therefore, with respect to additional information
embedded in the same screen, the more significant additional
information which is embedded.in the larger area of the video
signal can be more reliably and rapidly detected than the less
significant additional information.

Further, with respect to the less significant additional
information, which is embedded in a smaller embedding part than
the more significant additional information, the embedding part is
previously set, so that the less significant additional
information can also be reliably detected, alfhough a slightly
longer detection time is required therefor.

As described above, the authoring apparatus of this

embodiment can embed two pieces of additional information having

different significance degrees on a video signal in such a manner

that a reproduced image will not be degraded and the more

significant additional information can be more reliably and
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The video signal subjected to the encryption processing in the encryption
section 15 is supplied-to the recording processor 16. The recordi ng
processor 16 perfornms adjustment processing and so on for recording a video
signal on the DVD 100, on the supplied video signal to record it on the DVD
100. As a result, the video signal on which the information about copy
control having a higher significance degree (four bits) and the additi onal
data (four bit) having a | ower significance degree than the infornmation
about copy control is enbedded as the electronic watermark information is
recorded oRapRg1PERtERRealn this case, as been previously described with
reference to Fig. 3, the enbedding part for the el ectronic watermark
informati on SS1 indicating the nore significant information about copy
control is set larger than the enbedding part for the electronic watermark
i nf or mati on SS2[Abrittc Recayding/Reparaneing Appagatys HayiggBybbingk enbeddi ng
parts, in which the additional infornation are enbedded as el ectronic
wat er mark FHPGFA@R]) on, are set in accordance with the significance degrees

of the additional infrmtion, |HURVEagldlf BhCeistiiingeher mark

information SS1 indicating the informatTon about copy control and the
el ectr oni ¢ pabed g krdptodudRhy ppabatas db£ aihisg eibed adaitt. i aualhadabeenr e

enbedded on a video signal at the sane enbedding level. Figs. 6A to 6D

spectral | y allsbudesertidseda abeirai | thes regopding/nepxddveing apppruEpbisaf ¢his

enbedded on a video signal as_electronjc waternark inforgation, for

exanpl e, i rembegirent, zgad§ @ video signal recorded on a DVD for
reproduction, and has a so-called dubbing function for duplicating
the read video signal on a data rewritable recording medium.

As illustrated in Fig. 7, the recording/reproducing
apparatus of this embodiment comprises: a readér 21; a decryption
section 22; a video data decoder 23; a D/A converter 24; an analog
video signal output terminal 25; an electronic watermark
information decoder (hereinafter simply referred to as the "WM
decoder") 26; a recording controller 27; an encryption section 28;
a recording processor 29; a controller 30; and a key manipulation
unit 31.

A DVD 100 has recorded thereon a video signal on which

_information about copy control and additional data are embedded as
electronic watermark information by the authoring apparatus
pfeviously described with reference to Fig. 1. A disc 200 is data
rewritable.

When the user gives a command to execute a dubbing

function with the key manipulation unit 31, the reader 21 reads a
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28 copy control, additional data and so on, and an information signal
such as a video si-gnal. The additional information such as information
about copy control and additional data is a low bit rate signal which

i ncludes a small anount of information, and therefore is a narrow band
signal as illustrated in Fig. 6A. The additional information beconmes a w de
bandwi dth signal as illustrated in Fig. 6B by the spread spectrum In this
event, the spread spectrum signal |evel becomes snmaller in reciproca
proportlon to a band enlarging ratio. This spread spectrumsignal, i.e.

the el ect aﬁgieawl%aagkghm FdTRieR b5 GIEPRIFCToOn anyi e viaesl in the
VWM enbeddi ng section 13,71 n which case the electronic watermark i nformation
i s enbeddetlgnil aid evppliedeto tthendebeypslyitanisectioge220f The ddcdgptiognal as
an information signal, as illustrated in Fig. 6C_ Such enbeddi ng can

subst ant i aet{iemR mlf9rlp$ ed@mptthegupwmmmgnf@r g%?&ﬂflpﬁbm ddyr adi ng.

Thus, as descri bed ghove, ,when the_vyi deq si ich the electronic
waternarkePﬁFEP?ﬁﬁ|Wﬁquss€WH§H&@@PF§e§Lﬁﬁﬁqq 'tBn ﬁﬂﬂﬁiﬁﬁ? the reproduce an

| Toge tNeGEaDsped SAUBAUEPAITAC the DAL LaRL! SELEth DYt hengli@ ! T on ©

watermark Ion an ence 1s satl s ori provi
descri bed dla.abeér 24 @nddené PFERE S RGCESMERD IS er 27.

Since the decripted video signal ﬁas been subjected to
the data compression in accordance with a predetermined scheme,
for example, the MPEG scheme or the like, it is decoded in the
video data decoder 23 in order to be supplied to, for example, a
display monitor device. The decoded video signal is supplied to
the D/A -converter 24 which converts the video signal to an analog
signal. The analog signal is then outpuﬁted through the analog
video signal output'terminal 25 and supplied to, for example, a
display monitor or a recording device. -

The WM decoder 26 in turn detects from the decripted
video signal, information about copy control and additional data
embedded thereon as electronic watermark information.

Fig. 8 is a block diagram explaining the WM decoder 26
in the recording/reproducing apparatus of this embodiment. As
illustrated in .Fig. 8, the WM decoder 26 comprises a decoder 261;
a.synchronization detector 262; a timing controller 263; a first
PN generator 264; a second PN generator 265; a weighting combiner
266; a de-spreader 267; and an electronic watermark information

determination unit (hereinafter simply referred to as the "WM
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performed to detect electronic watermark information, the electronic

watermark information is returned as a narrow band signal as illustrated in
Fig. 6D. By using a sufficient band spreading ratio, the de-spread
additional information has |arger 29 power than the information signal,

and is therefore detectable. In this event, since el ectronic watermark

I nformati on enbedded on a video signal is enbedded for the sane duration of
time and at the sanme frequency as the video signal, the electronic

wat ermark information could not be elimnated or nodified by sinply

repl aci ng c?e‘{errﬁguggggn fddite®h ggsj nformati on. Therefore, the electronic
wat ermark 1 nformation enbedded on the video signal cannot be renoved, and

i s changed with difhisadd been 8Dsd [REckibédbavesnshie adbddiptet heidealeo
signal is protected from unauthorized copies by using the informtion about
copy cont raigmalbbddcheem date-gompressednih ageandasceowlith wapedetarmined

I nformation. - Then, as has been al so_described above, when plural pieces

of additi ofehement oFokaithdf BeRsAbihGedecrder] 264 4R ths\ Ml fREP%eT fr nat i on
iih diflesEhla 2MRRAL It T2k Paed [oigha® OBS S thAs dY i BnBRYLAS, &
QR TR diced |?r%gsé"go? I de [

di fferent ?ecfween are a vi'deo “si ghal part "Havi ng
addi ti onal cdpfidiRt iR NvTdieddedinformation about copy control and so on

embedded thereon as electronic watermark information can be
detected therefrom. In this case, the decoded video signal is
such that a vertical synchronization signal V and a horizontal
synchronization signal H can be detected therefrom for use as
reference signals. Then, the decoded video signal is supplied to
the synchronization detector 262 and the de-spreader 267.

The synchronization detector 262 detects the vertical .
synchronization signal Vv and the horizontal synchronization signal
H, for use as reference signals, from the decoded video signal,
and supplies them to the timing controller 263.

The timing controller 263 is configured substantially in
a manner similar to the timing controller 4 in the authoring
apparatus previously described with reference to Figs. 1 and 4.
The timing controller 263 in the recording/reproducing apparatus
generates timing signals which provide the same timings as the
réset signal RE, the first enable signal ENl, the second enable
signal EN2, the clock signal PNCLK, and the combipation timing
signal SW, respectively, which have been used to embed electronic

watermark information on a video signal.
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therein at a higher enbedding | evel and a reproduced i nage of a video
signal part having additional information enbedded therein at a | ower
enbeddi ng | evel, thereby causing a degradation in a reproduced i mage. The
aut horing apparatus of this enbodi nent, on the other hand, enbeds two

pi eces of additional information having different significance degrees on a
video signal at the sanme enbedding | evel as el ectronic watermark
information, so that it is possible to prevent the enbeddi ng of the

el ectronic watermark 30 i nformati on on the video signal from degrading
t he reproduced i ma (A v} d sign p ot t [ appar at us
of this enbodi nent ,gg:pte%éf%%%}al di ﬁgep{é‘?ﬂ?ﬁll% d%hl%gﬂl%% Z%r g“s?g%\i I cant first
addi ti onalgdcobies ®é igeneratesadedsat £l eRi @swtﬁgnasx)i nfHe wakken is
set larger than the enbedding part in which the second additional

i nf or mat i ecmabaei sjgrwall EWer (seqFlifi.cARLe theygsegondicenable $igmdl AW (seaal

i nformation i s _enbedded as el ectronic watermark information. Therefore,

with respddd-t 8Fhtdihe 6Aarki skmataPNEHK elfiReiEdd - i 3CxendakRe screen, the

rea of tEMLBLEE GHRRgaldhed S Pae sy skTo TR BRGnHE e R (e

| ess the timing controller 4 in the authoring apparatus illustrated in

Fig. 1.

Then, out of the timing signgls generated in the timing
controller 263, the reset signal RE and the clock signal PNCLK are
supplied to the first PN generator 264 and the second PN generator
265; the first enable signal EN1 to the first PN generator 264;
and the second.enable signal ENZ to the second PN generator 265.
The combination timing signal SW in turn is supplied to the -
weighting combiner 266. |

The first PN generator 264 and the second PN generator
265 are configured in a manner similar to the first PN generator 5
and the second PN generator 7 in the authoring apparatus
previously described with reference to Fig. 1.

The first PN generator 264 is rest every frame based on
the reset signal RE, the first enable signal EN1 and the clock
signal PNCLK, and generates a first PN code sequence PS1 only
wﬁile the first enable éignal EN1 ié at a low level (see Fig. 5E).
Stated another way, the first PN generator 264 generates the first
PN code sequence PS1 used in the spread spectrum at the same

timing at which the information about copy control is subjected to
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significant additional information. Further, with respect to the |ess
significant-additional information, which is enbedded in a smaller
enbeddi ng part than the nore significant additional information, the
enbeddi ng part is previously set, so that the |less significant additional

I nformati on can also be reliably detected, although a slightly |onger
detection tine is required therefor. As descri bed above, the authoring
apparatus of this enbodi nent can enbed two pi eces of additional infornmation
havi ng different significance degrees on a video signal in such a manner

addi | onal i B0Rar BRCKnm, 55 by IR O £HAgp0%e A L) S siaBt,

addi ti onal can be nbre re ly an api dly detected.

[ About Recpydidy¥ Beghesieipsd ApPaipPiusedHeyi tite RE1Gh8gng Wibiae) 6. 7 is a
bl ock di agram for explaining a recording/reproducing apparatus of this
enbodi nent. As has aensedond HNSgendxmtoxb26®,in Hmrneisrxised/ evprydinsmey
apparatus of this enbodi nent reads a video signal recorded on a DVD for
reproduct i basedmn vhe rese: Gignal REbBihegseerrd iedabisr sHIAAL ENEi ARA tHhe r ead

vi deo signal on data_rewitall e recqrdi ng_nedi
9 clock éagna PNCLK, and generates agsecé%djgh code sequence PS2

- only while the second enable signal EN2 is at a low level (see
Fig. 5F). That is, the second PN generator 265 generates the
second PN code sequence PS2 used in the spread spectrum at the
same timing at which the additional data is subjected to the
spread spectrum to be embedded on the video signal. The second PN
code sequence PS2 is also supplied to the weighting combiner 266.

The weighting combiner 266, based on the combination
timing signal (Fig. 5G) from the'timing controller 263, outputs
the first PN code sequence PS1 from the first PN generator 264
while the combination timing signal SW is at a low level, and
outputs the second PN code sequence PS2 from the second PN
generator 265 while the combination timing signal SW is at a high
level.

In this way, the first PN code sequence PS1 used in the
spread spectrum of the information about copy control, and the
second PN code sequence PS2 used in the spread spectrum of the
additional data are supplied to the de-spreader 267 for the
decoded video signal at the same timing as the spread spectrum of
the information about copy control and the additional data.

The de-spreader 267 uses a combined PN code sequence
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As illustrated in Fig. 7, the recording/reproduci ng apparatus of this
enbodi nent conprises: a reader 21; a decryption section 22; a video data
decoder 23; a D/A converter 24; an anal og video signal output term nal 25;
an electronic watermark i nformati on decoder (hereinafter sinply referred to
as the "WM decoder™") 26; a recording controller 27; an encryption section
28; a recording processor 29; a controller 30; and a key mani pul ati on unit
31. A DVD 100 has recorded thereon a video signal on which information
about copy control and additional data are enbedded as el ectronic watermark

i nformati g iby 156 HHbInhPfoRRIFARALUSIPEE N0 EBHY Sefitaniceeds v dr rutleer ence
to Fig. 1. Adisc 200 is data rewitable. Wen the user gives a command to

execut e a sddbhdnpN feoid sequendd FS2e fkeyw theniveuilght Log aombiingt, 26heca eader 21
reads a 32 digital video signal recorded on the DVD 100. The read video
si gnal i s exksprctean tinformatiten HRAUGHCE RS Gpngerning the £PBYi APttt i on 22

D T el B ead ESATAREE e P S Y M
decoder 23, tfgcdMi A5 GRIRE 20eAP GNP raf Ulidia 68Ntk Vilko2€ignal, as
previously shown in Fig. 3, and supplies the extracted sequences
to the WM determination unit 268.

The WM determination unit 268 uses the extraction.output
from the de-spreader 267 to determine the type of information
about copy control comprised of the 4 bits, and the type of
additional data comprised of 4 bits, and supplies the
determination results to the controller 30.

In this event, as pfeviously shown in Fig. 3,.the
embedding part ARl for the information about copy control as
electronic watermark information is larger than the embedding part
AR2 for the additional data as electronic watermark information.
For this reason, the information about copy control can be more
correctly and rapidly detected than the additional data. Of
course, the additional information can also be detected correctly,
although a slightly longer time is required therefor than for the
informatioﬁ about copy control.

| In this way, the controller 30 can correctly and rapidly
acquire the information about copy control. Then( the controller
30 determines, based on the information about copy control from

the WM decoder 26, whether the video signal read from the DVD 100
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Since the decripted video signal has been subjected to the data conpression
I n aecordance with a predeterm ned schene, for exanple, the MPEG schene or
the like, it is decoded in the video data decoder 23 in order to be
supplied to, for exanple, a display nonitor device. The decoded vi deo
signal is supplied to the DJA converter 24 which converts the video signa
to an anal og signal. The anal og signal is then outputted through the anal og
vi deo signal output termnal 25 and supplied to, for exanple, a display
nonitor or a recording device. The WM decoder 26 in turn detects fromthe

decri pted v ' i t] bo Q$R¥ t eldi t i onal dat a
enbedded tlhe(rgggﬂég‘gr% ebgt ?é%{é(;@véar?g?gér%?n orr]i}i.-;lt?lgotglr.Qé #‘3 rg. 'S a bl ock

di agr am exdindirBi 18r t17e pakledesidaie detbbmitie: loRCedan®/ r epr oduci ng apparat us
of this enmbodinent. ASillustrated in.Fig. 8 the WM decoder 26 conprises a.
decoder 261; a syncdiwmmispatibicadiygctbe @GRrodlerndhgfamst notomtrdds3; a
first PN generator 264; a second PN generator 265; a weighting conbi ner

266; a de-Signaaddéer Zuohikifing %(copyr WheR itndetrrRinesigomathendt-bit
det er ni nat i ' i naf i npl f d_t the "WV 33 -
dot or m natdBY HARE=3T Seothet fin Malsta o qECyTBed ARl TS R prea

vi deo the DVD 100 that 2-bit copy control information indicates copy

prohibited, and otherwise forms a control signal for permitting a
copy when it determines that the 2-bit copy control information
indicates copy free or one copy permitted (copy of one generation
permitted). The control signal thus formed is supplied to the
recording controller 27.

The recording controller 27 does not allow the
decryption section 22 to éupply the video signal to -the encryption
section 28 when the control signal from the controller 30
indicates recording prohibited. Conversely, the recording
controller 27 allows the decryption section 22 to supply the video
signal to the encryption section 28 when the control signal from
the controller 30 indicates recording permitted.

The encryption section 28 receives the supplied video
signal, which has been indicated as copy permitted, and encripts
the video signal in accordance with a predetermined encryption
scheme. The video signal encripted in the encryption section 28
is supplied to the recording processor 29. The recording
processor 29 performs processing for recording the encripted video

signal on the disc 200.

38



si gnal has been data-conpressed in accordance with a predeterm ned schene.
For--this reason, the decoder 261 in the WM decoder 26 decodes the supplied
video signal to bring the video signal into a condition in which the

i nformati on about copy control, and so on enbedded thereon as el ectronic
wat ermark information can be detected therefrom In this case, the decoded
video signal is such that a vertical synchronization signal V and a

hori zontal synchroni zation signal H can be detected therefromfor use as
reference signals. Then, the decoded video signal is supplied to the

synchroni zati on detﬁg:ﬁ%(rae g\gﬁgp SsReif dséﬁo%q%hgfsi?nfolﬁﬁ\t}iéﬂc t(ﬁf(}i zation

detector 262 detects vertical synchroni zation signa

hor i zont aleopyneBhOrbZ &indORh&| Al ibnal Odatis Qires ehBéRIRN o §igéd|signhnem t he
decoded video signal, and supplies themto the timng controller 263. The .

timng contecoirded &b3thes DYDN10Qwsceleobromivt iwaltkymark sdnfemmatisiilar to
the timng controller 4 in the authoring apparatus, previously described

with refertifice therRformatiny apouthgopy neRRFRUNPABITER PAINPR the

ecor 104 ERASUENDY AR RDRLEL 52, 4T 200 SRR SIS O (e

i SO sk OE bl Rk b P atten i paek o

wat er mar k informaBionnabutd cepy artirglatan e correctly and rapidly
detected from the video signals. Then, based on the detected
information about copy control, only the video signals which are
determined as copy permitted can be copied on the disc 200 and the
video signals which are determined as copy prohibited can not be
copied. In this way, it is possible to ensure that the copyright
owner of the wvideo signéls is protected from suffering a loss due
to unauthorized cobies of the video signals.

The additional data in turn is embedded in the second
embedding part AR2 which is smaller than the embedding part for
the information about copy control. Since the second embedding
part AR2 is processed to detect the additional data, the
additional data embedded on_the video signal can be reliably
detected as well.

Consequently, even when two pieces of additional
iﬁformation having different significance degrees are separately
embedded in embedding parts of one frame screen of a video signal
as shown in Fig. 3, the more significant additional information is

detected without any difficulties and therefore, each of the
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Specifically, the timng controller 263 in the WM decoder 26 generates the
reset signal RE (see Fig. 5A); the first enable signal ENI (see Fig. 5E)
the second enabl e signal EN2 (see Fig. 5F); the clock signal PNCLK (see

in a manner
simlar to the timng controller 4 in the authoring apparatus illustrated

Fig. 50 ; and the conbination timng signal SW(see Fig. 50G.,

in Fig. 1. Then, out of the timng signals generated in the ti

m ng

control l er 263, the reset signal RE and the clock signal PNCLK are supplied

to the first PN generator 264 and the second PN generator 265;

the f

i rst

enabl e si %@diﬁh'xinaioiﬁﬂ?nxfait&% EMh %\%@E%%%%teaaédt&ﬁmwadyenabl e

signal EN2 to the second PN generator 265.

e conbination timng signal SW

in turn isqsepiduledeso the - wei ghting combi ner 266. The first PN generator
264 and the second PN generator 265 are configured in_a manner simlar to
the first PN generafbe secprdingéreprosiigipy appidadusrof this g@badinent ng

apparatus previously described wwth reference to Fi 1..Th<—iR

generat or PEMgtFatsd inEhd, 7, GAR WHINF R FMRIA%LdHeR; HeR

filrst. PN
pia tns

first

enable S oRftpd: N'yteaﬂgpéfg;g B5keahOAl (SNGbHs1UIq0RRAE P Srdnbh 1addN Code

sequence P I'rSt enabl'e signal ENl 1s at a

ow' | eve

(see

Fig. 5E). Sigi&d cwphbeéd WAk thile did1dg Bhtpenaletindhal tée gaipplakastd he

first
recording device for making a copy.

However, as described above, the information about copy

control is embedded on digital video signals recorded on the DVD

100 as an electronic watermark information, and the electronic

watermark information embedded on the digital video signals is

never removed even if the digital video signals are converted into

analog signals.

It is therefore possible to extract, in a recording

device which is to be supplied with the analog video signals, the

information about copy control embedded as electronic watermark

information from the supplied analog video signal, and to conduct

appropriate copy control based on the extracted information about

copy control.

Also, when a digital video signal recorded on the DVD

100 is outputted as an analog video signal, pseudo synchronization

pulses for AGC control can be inserted or the inverse burst

control for color stripe can be performed, as shqwn in Fig. 2B,

based on the information about copy control embedded on the

digital video signal, i.e., the copy control information and the
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PN code sequence PS1 used in the spread spectrumat the sanme timng at

whi ch the information about copy control is subjected to 35 the spread
spectrumto be enbedded on a video signal. The first PN code sequence PS

I's supplied to the wei ghting conbiner 266. The second PN generator 265 in
turn is reset every franme based on the reset signal RE, the second enable
signal EN2 and the clock signal PNCLK, and generates a second PN code
sequence PS2 only while the second enable signal EN2 is at a |ow | evel (see
Fig. 5F). That is, the second PN generator 265 generates the second PN code
sequence usgd in.the spread spectrumat the same timng at which the
additiona$§§afgfégy%%ﬁgpécted to the spread spectrumto be gnbedded on the

video signal. The sgCqldhPN &S 85MEIReRSALES RistRibe@bored,ta the
wei ghti ng conbi ner 266. The wei ghting conbi ner 266, based on the

conbi nat i @drishDingregirgdated Fmpges6Gan f nambiehebtained) deprnding on 288, -out puts
the first PN code sequence PSI fromthe first PN generator 264 while the
conbi nat | copiedi arplagNides\gignade A0 FRipecater dRtPRatiPReakMRHNd PN

O e i P onE SR SO R Stk g el Bl s o
sequence %ﬁbpﬁigg id]é:Qgcording device, on which the information is
embedded.

Also, when a video signal outputted from the
recording/reproducing apparatus of this embodiment or copied on
the disc 200 is an information signal which can be copied once
(one generation copy permitted), the information about copy
control embedded thereon as electronic watermark information is
rewritten, for exémple, in the video data decoder 23 or the
recording controller 27, or at any subsequent section so as to
prohibit more copies.

The electronic watermark information can be rewritten,
for example, by deleting the information about copy control
originally embedded on the video signal as the electronic
watermark information and then embedding new information about
copy control on the video signal as electronic watermark
information.

In this way, the electronic watermark information are
uniformly embedded on tﬁe video signal, so that there is no
difference in level between the embédding part for the information

about copy control and the embedding part for the additional data,
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spread spectrum of the information about copy control, and the second PN
code sequence PS2 used in the spread spectrumof the additional data are
supplied to the de-spreader 267 for the decoded video signal at the sane
timng as the spread spectrum of the information about copy control and the
addi tional data. The de-spreader 267 uses a conbi ned PN code sequence 36
which is a conbination of the first PN code sequence PS1 and the second PN
code sequence PS2 fromthe weighting conbiner 266 to extract an infornmation
sequence FS1 concerning the copy control and an additional data sequence

FS2 whi ch par eﬂ%&% I4 | t -Jd e Screen
of the vi J‘g{)eq:sel%gngl %P?s?\éb‘?gel ously 1§h§gﬁ%ﬁég%,ﬁ%§?gﬁﬁgﬁe@ﬂe
extract ed $Efpienaee.to the WM determ nation unit 268. The WM determ nation
unit 268 uses the extraction output fromthe de-spreader 267 to determ ne
the type of information about copy control conprised of the 4 bits, and the
type of additional data conprised of 4 bits, and supplies the determ nation
results to the [S§66PR}|Bmbodipenth this event, as previously shown in Fig.

Rl (v R T e R o
embedding part) AR1 for more significant information about copy
control and the embedding.part (second embedding part) AR2 for
additional data having a lower significance degree than the
information about copy control are defined such that they are
separated in the vertical direction every one-frame screen of a
video signal.

When the embedding parts for additional information
having different significénce degrees are- defined as separate
parts in the vertical direction every one-frame screen of a video
signal as mentioned above, an authoring apparatus for recording a
video signal on which additional information having different
significance degrees are embedded as ‘electronic watermark
information, on a recording medium, for example, a DVD or the like
can be also configured in a similar manner to the authoring
apparatus illustrated in Fig. 1.

For this reason, the authoring apparatus of the second
embodiment will be explained as configured similarly to the
authoring apparatus illustrated in Fig. 1, with reference also to
Fig. 1. The second embodiment, however, differs from the first

embodiment in timing signals generated in the timing controller 4,
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AR2 for the additional data as electronic watermark information. For this
reason, the information about copy control can be nore correctly and
rapidly detected than the additional data. O course, the additional

i nformati on can al so be detected correctly, although a slightly |onger tine
Is required therefor than for the information about copy control. In this
way, the controller 30 can correctly and rapidly acquire the information
about copyag adsoalibedhisgllovi.ne control |l er 30 determ nes, based on the

i nformati on about copy control fromthe WM decoder 26, whether the, video
signal read from t hBi@vD 1E0a3¢iagram expilaiRing #thexapplie Perhsiding

controls the recording contr.oller, 27 based t.h L. nati.on. .
More speci FYe R4Sres; ﬂg %%%Pﬁgrl%%’%?ﬁgn?%‘&{& gﬁ% %g?]%a s:‘l gr lélr?%# 51 ting

R L N

on the vi deo”signa -brt copy “control

i nfor mat i ogciéul Gal.esrtamye Beedndidndddinatt Otdicshbrt iwrFig.a9¢oatdmd- si gnal
for permtting a copy when it determ nes that the 2-bit copy control

i nf or mat i ofiramelistaeen (eqoh ffirameprobree vidpy pignal tisddivigsd dmtontwo in

generation permtted). The control signal thus forned is supplied to the
recor di ng gggtvngigp odirection such that the information about copy

control having a higher significance degree is embedded in the
upper two-third part (first embedding part) ARl of the screen, and
the additional data having less significant than the information
about copy control is embedded in the lower one-third part (second
embedding part) AR2 of the screen, depending on the sighificance'
degrees of the additional information.

Stated another way, the second embodiment is similar to
the first embodiment in that the area of the embedding part in
which the more significant additional information is embeddéd as
eléctronic watermark information is-set larger than the embedding
part in which the less significant additional information is
embedded as electronic watermark information. Also, in this
example, the embedding part ARl for the more significant
information about copy control is set twice larger than the
embeddingspart AR2 for the less significant additional data.

Fig. 10 is a diagram explaining timing signals generated
in the timing controller 4 in the case where the embedding parts

for embedding different additional information as electronic
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The recording controller 27 does not allow the decryption section 22 to
supply the video signal to-the encryption section 28 when the control

signal fromthe controller 30 indicates recording prohibited. Conversely,
the recording controller 27 allows the decryption section 22 to supply the
video signal to the encryption section 28 when the control signal fromthe
controller 30 indicates recording permtted. The encryption section 28
recei ves waeesngpk i iforideborsiagreasepani togd Hastheerentignd ad Bepai<lonopl)
permtted, and encripts the videa signal in accordance with a predetern ned
encrypti orthechepetranif: sEraen i Gfap EHE‘?‘? ﬁtlé‘&a?'n Heé H'Brifbtq' éction 28

I's supplied to thed(_](rag)(r)’r S_lgggv(grs%%%? odJ.m 9% r@ggrlqllflagm% &gs‘&ghtZQ

performs processin e encrlp el video 'sig on the disc
200. 38 gShdid el gRPeY&ant 8 sef&amlbaalamnmwn
control ané*&h% |onaﬁ ?gta arg enbeéaed gn vi deo signals recorded on

the DVD 1%&3&hé| Q@aiﬁruxﬁlv\aaﬁ Mssls b D§wifidananth&h ide fhest rddtitdbnah
about copy control having a higher significance degree is enbedded |n t he
first embeddiongapieon xR ewhedded suchr ghat ttheirt ﬁﬁclg%ﬁ tarRR2°‘PB¥e‘%93ré’ fit

additional data, the information about chy contro] can cghrectly and
rapidly into one screen of the video signa as 1s the case of

aforementioned first embodiment.

For this reason, the reset signal RE is a signal having
a period equal to one frame, similar to the reéet signal RE in the
first embodiment, as illustrated in Fig. 10A, and the clock signal
PNCLK is a signal, for example, for providing a timing
corresponding to each pixel of the video signal, as illustrated in
Fig. 10C.
’ Then, En the second embodiment, the first enable signal
ENl is formed on the basis of the vertical synchronization signal
Vv and the horizontal synchronization signal H, and is a signal
having a period equal to one frame which falls at a leading edge
of the vertical synchronizing signal, is at a low level during the
former two-third interval of one frame period, and is at a high
level during the subsequent one-third interval, as illustrated in
Fig. 10D.

In other words, the first enable signal ENl is a signal
formed in each frame such that it is at a low level in a part

corresponding to the first embedding part ARl shown in Fig. 9, and
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detected fromthe video signals. Then, based on the detected information
about copy control, only the video signals which are determ ned as copy
permtted can be copied on the disc 200 and the video signals which are
determ ned as copy prohibited can not be copied. In this way, it is

possi ble to ensure that the copyright owner of the video signals is
protected fromsuffering a | oss due to unauthori zed copies of the video
signal s. The aaddighi Deddl dat @ part Warrespemdadded the tdurondcenbeddinzddi ng
part AR2 which is smaller than the enbedding part for the information about
copy contresrt $R2ce the second enbeddi ng part AR2 is processed to detect

the additional data, the additional data  enbedded.on §he video, signal, can
be reliably detected8EeRona e%&&@ﬁ?}ﬁu%\}énaﬁ%né?%dp%cgée asis

addi tionalof Nl YRLEAD. DAYl BAI SRR o O b GAACEnd aAGBnRAL SCPAraleEl Y

enbedded in” efibe ng-parts one frame Screen of a video signal as shown
in Fig. 3 giithrRiCatianidignantnaddid i8Nalsidgiaar Navifg 4 pedtabacéqehmitohout

any difficulties and therefore, each of the 39 additional information
can be rel ondlfirathet ehiell misieboat arheadih§i edde iofs théheertical
recordi ng/ reproduci ng apparatus of this enbodi nent
synchronization signal, is at a high level during the former two-
third interval of one frame period, and is at a low level during
the subsequent one-third interval, as illustrated in Fig. 10E.

In other words, the second enable signal EN2, reverse to
the first enable signal EN1, is a signal formed in each frame such
that it is at a high level in a part corresponding to tﬁe first
embedding part ARl shown in Fig. 9, and at a low level in a part
cotreSpondinq to the second embedding part AR2.

For generating the first enable signal EN1 and the
second enable signal EN2, the intervals during which the signais
are at a low levels and the intervals at which the signals are at
a high levels can be set by counting the horizontal
synchronization signal H. Also, in the second embodiment, the
first enable signal EN1 and the second enable signal EN2 are both
low active.

The combination timing signal SW is formed on the basis
of the vertical synchronization signal Vv and the horizontal

synchronization signal H as a signal having a period equal to one

frame which falls at the leading edge of the vertical
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illustrated in Fig. 7 can output an anal og video signal via the out put
termnal 25, so that it is considered that an anal og video signal outputted
via this anal og output term nal be supplied to a recording device for
maki ng a copy. However, as described above, the information about copy
control is enbedded on digital video signals recorded on the DVD 100 as an
el ectronic watermark information, and the electronic watermark information
enbedded syncheonizfittign sigewal siignatsaikowndesel rénpinad theefoinen ferodi gi t al
vi deo signals are converted into anal og signals. It is ghfref or%ﬁpossi bl e
d

nal,

to extractthiff IntGldPhgeRViTa®eWREEHCY ?%olﬁeagt?pﬁ‘llig W ¢h 4 dnal og
vi deo signals | hf.or mat y .cont e ctronic
vvaternarkr{fﬁr?f 8?%%%%%‘:1‘ Igg%”l Pﬁ%dgﬁ%g%f‘g ’aﬁg‘%ggiﬁ%g{)@sgggg ?é%aﬁﬂ&%to conduct
appropri atg gaaRYyegpnt rol based on the extracted information about copy
control. Also, when a digital video signal recorded on the DVD 100 is
outputted as an analey,vsteblatiyndb, the aftresgntivoonl firsbneghddimentteor AGC
control can be inserted or the inverse burst control for color stripe can
be perfor kg LasstRNvgengriEter L @enprates dn fiketi fN sodet FeguenrsuPSdopy

control enbedded on the digiip'a 452 2181°knab1 8 a1ddlS BRPYal@ "
clock signal PNCLK, while the second PN generator 7 generates a
second PN code sequence PS2 using the reset signal RE, the second
enable signal_EN2 and the clock signal PNCLK.

The first additional information Qenerator 6 generates
an information sequence FS1 concerning copy control at the timing
of the first enable signal EN1 based on fhe clock signal PNCLK,
while the second additional %nformation generator 8 generates an
additional data seguence FS2 at the timing of the second enable
signal EN2 based on the clock signal PNCLK.

Then, the spreader 9 performs the spread spectrum on the
information sequence FS1 concerning the copy control with the
first PN code sequence PS1 to form electronic watermark
information (spread spectrum signal) SS1 which is then supplied to
the weighting combiner 11. Similarly, the spreader 10 performs
the spread spectrum on the additional data sequence FS with the
second PN code sequence PS2 to form electronic watermark
information (spread spectrum signal) SS2 which is then supplied to

the weighting combiner 11.
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APS information. In such a case, as has been al so described above, a
normal | y reproduced i nage can not be obtai ned depending on the copied
anal og video signal. In this case, the information about copy control need
not be detected fromthe anal og video signal, supplied to a recording
device, on which the information is enbedded. Al so, when a video signal
outputted fromthe recording/reproduci ng apparatus of this enbodi nent or
Eopied on the di sc TheOwésgteringnfomimineronlsikarad Wi Ehe ceonii@agdphed once
one generation copy permtted), the informafion about cpo control
enbodded £ NBHEDF 28] B¢ (SHPELATES RHSECFARES HASCORAFE PURTRAPARD 5

exanpl e, E,ﬁg%?f?\é@?.%ﬁﬁdg% Oggn%t%ggsra@*&°[°°hge°&?&%rldmg]rﬁ§ﬁe oller 27, or at

any subse 0 proni i re copi es. ectronic

vat er mar kK Liof B B0 R 17 2R 8 dn@W & L 8 .atf &r 16% arEved, Bid dsitputBgthee

I nformati on about copy control originally enbedded on the video signal as

t he el ect ppBEErowice Wakekmar dnfeihaticmdskhind sratsiodi he reddiibifoatat i on
about copy control on the video signal as electronic watermark i nformation.
In this wdptatwieils dber oonkingtionnbikingrdanal i Fh & atudi p¥milevedbedded on

in this udgratik Prkiming |
the video sigral, sodhst there le po.Jidd eLencrulilohauolabiShissn the

information Ss1 indicating the information about copy control and
the electronic watermark information SS2 indicating the additional
data accommodated in the separate embedding parts allocated
thereto.

The combination output from the weighting combiner 11 'is
embedded on a video signal which has been converted to a digital
signal in the A/D converter 2, by the WM embedding section 13. In
this case, as shown in Fig. 9, the eleéfronic watermark
information SS1 indicating the ipformation about copy control is
embedded in the first embedding part ‘ARl which occupies the upper
two-third part of a screen, while the electronic watermark
information SS2 indicating the additional data is embedded in the
second embedding part AR2 which occupies the lower one-third part
of a screen. In this event, the electronic watermark information
SS1 and the electronic watermark information SS2 are both embedded
on the video signal at the same embedding level.

Thus, as is the case of the authoring apparatus of the

first embodiment, the two pieces of additional information having
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about copy control and the enbedding part for the additional data, 41

t hereby-a reproduced image is prevented frombeing viewed with difficulty.

[ Second Enbodi ment] In a second enbodi nent, the enbedding part (first
enbeddi ng part) ARl for nore significant information about copy control and
-the enbeddi ng part (second enbedding part) AR2 for additional data having
a |l ower significance degree than the informati on about copy control are
defined syidiffenant thignificasepalegredsi are mmbedded cen thier ¥ideorsianady as
one-frame screen of a video signal. \Wen, the enbeddi ng parts, for. additional
i nf or mat | dMehEYPATENIST WRERTTRY K HNEPTBRTE &G £8E SARe (TS‘P ﬂ‘iH‘%sleé’ &par at e

Dl o A SYEE LR B Ok SHET W QOGRAPRERRN, Chefintddegh shonal as

ment i oned "above, an au appara recor deo signa

whi ch addlﬁueomheb Né At 4oL hayﬂ R@ta{d RN anS idAhd | Kpreaudsd BRm 2he
enbedded as el ectronic watermark i nformation, on a recording medium for
exanpl e, arikdéb sigh&k. | i ke can be al so conflgured in asimlar manner to
the authoring apparatus illustrated in Fig. 1. For this reason, the

aut hori ng appar at ushkfo,t Aa ske@nthoring apparatus of the second

embodiment, the embedding part ARl for embedding the information

about copy control as electronic watermark information is defined
to be larger than the embedding part AR2 for embedding the
additional data as electronic watermark infofmation, as is the
case of the authoring apparatus of the first embodiment.

For this reason, even though the two pieces of
additional information are embedded in the same screen, the more
significant additional information, which is embedded in the
larger area of the video signal, can.be more reliably and rapidly
detected.than the less significant additional information.

Further, with respect to the less significant additional
information, which is allocated a smaller embedding area than the
more significant additional information, the embedding part is
previously set, so that the less significant additional
information can also be reliably detected, although a slightly
longer detection time is required therefor.

In this way, the authoring apparatus of the second
embodiment can also embed two pieces of additional information

having different significance degrees on a video signal, in which
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enbodi nent will be explained as configured simlarly to the authoring

apparatus illustrated in Fig. 1, with reference also to Fig. 1. The second
enbodi ment, however, differs fromthe first enbodinment in timng signals
generated in the timng controller 4, 42 as described below. Fig. 9 is a

di agram expl ai ni ng an exanpl e of enbedding two pieces of additional
I nformati on having different significance degrees on vertically separated
embeddi ng pareprodvusey bwegef Hanmos clegeniftated andetbeswme erpodf imant, as

shown in Fig. 9, a one- franme screen (each frane) of a video signal is

di vi ded i rAdstitionap %‘F@’WPEa‘Fa’HI%EFF-W]S‘U(ﬂ?dt ﬁaElCWedreﬁFSF tion about
copy control having_ a nlflcance r e upper
two-third part (fi r &Y cg g par ’) =} ‘%feqi %gdg'?:%(gﬁe%' gnb%é ‘g’ddl tional

data havi ﬁga\}ﬁﬁgs aie88tdAtC @1@&@9&&&6 degi &4 e BnBORIEa Ci?nP&feEQﬂEa[lQ.y s
enbedded in t | ower one-third part (sécond enbedding part) AR2 of "the

screen, de:ﬁqmijalt@doammmﬁigg@aiwama dagrermmediscirben asfilial wvadad signal

i nformati on. Stated another way, the second enbodinment is simlar to the
first enbos rﬁequctmnmwattelmaakewﬁqmaheoenb@tﬁj|adglbmnal4 Anfarsatiare nore
significant additional information is empedded as el ectronic watermark

i nf or mat i oPPhedded; opthe VideonsigRal. fBRJRE fptected by generating the

same PN code sequences as those used for performing the spread
spectrum on the electronic watermark information, at the same
timing for the video signal, and by de-spreading the electronic
watermark information with the thus generated PN code sequences.

Stated another way, a WM decoder for detecting
electronic watermark information embedded on a video signal can be
configured in.a manner similar to the WM decoder 26:previously
describéd with reference to Fig. 8. Then, in the second
embodiment, the timing controller 263 in the WM decoder 26
generates the reset signal RE, the first enable signal EN1, the
second enable siénal EN2 and the clock signal PNCLK, as
illustrated in Fig. 10. |

Then, the first PN code sequence PNl and the second PN
code sequence PN2 are generated using the respective timing
signals generated in the timing controller 263, and used to de-
spread the electronic watermark information, thereby making it
possible to detect the additional information embedded as the

electronic watermark information on the respective vertically
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part in which the | ess significant additional information is enbedded as
el-ectronic watermark information. Also, in this exanple, the enbeddi ng part
ARl for the nore significant information about copy control is set tw ce

| arger than the enbedding part AR2 for the |less significant additional
data. Fig. 10 is a diagramexplaining timng signals generated in the
timng controller 4 in the case where the enbedding parts for enbeddi ng

di fferent sejphitdtedaenbeddingnpaots atn @aeht soreen 43 thewaldsorsilgnahf or mat i on
are separated in the vertical direction on the one-frane screen FL of a

vi deo si gnBhus ashehsepording/gepgodyging, apparatdiss @fohle cfdyidi pEhedingnt

I nf ti bout trol . th i gni fi t first diti

i or mat | CREQYAP IS e Lol B SPHesEaeg, G Hidsans Wb 0 Prreged
ddi ti | 4] ' : ol I

it into ome o Becclf SHDARREERY MRSihyind Hing Vgl Gl GofdiRA o1y

af orement i gneghd ivistingdeirdAner 764 dfhichel MR SRbodele26 £set signal RE is a
signal having a period equal to one frame, simlar to the reset signal RE

in the first enbodinment, as illustrated in Fig. 10A, and the cl ock signal
PNCLK is a signal, for exanple, for providing a timng corresponding to
each pixel of tiHIFAJBBPedimeRt] as illustrated in

In a third embodiment, more significant information
about copy control and additional data less significant than the
information about copy control are embedded in separate frames as
electronic watermark information such that they are completely
accommodated in each frame, where the number of frames éllocated
as a embedding part is varied depending on the significance

-degrees of additional- information.

Specifically, the electronic watermark information
indicafing the more significant information about copy control or
the electronic watermark information indicating the additional
data less significant than the information about copy control is
embedded every frame of a video signal, in which case, the number
of frames in which the electronic watermark information indicating
the more significant. information about copy control is set more
than the nﬁmber of frames in which the elect:onic watermark
information indicating the additional data is embedded.

Also, in this case, an authoring apparatus for recording

a video signal on which additional information haﬁing different
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Fig. 0C.; Then, in the second enbodi ment, the first enable signal EN is
formed on the basis of the vertical synchronization signal V and the

hori zontal synchronization signal H and is a signal having a period equal
to one frane which falls at a | eading edge of the vertical synchronizing
signal, is at a low level during the fornmer two-third interval of one frane
period, and is at a high |level during the subsequent one-third interval, as
i | | ustr at edigni fEcgncd @Rgrees odherembedded dshelbrtronianadditersaghal ENi is a
signal fornmed in each frame such that it is at a lowlevel in a part

cor r espondinfermatior, fan ot reppedidicBepiwn, ARY SKIWALSm 3FPYD oF Wity 44 at

a high level in a part carresponding to the .second emheddi AR2. The
second ena‘tﬂkéa's F@ﬂa‘?e e -1§u5$§01q= & Ret"%h ill"}‘é‘iggstf%_r%\‘e g hggt\#e)ﬁ cal
synchroni a%tﬁlsgi?fius\éz%g@dtm Ek}_%rl Fonjal i Synehsod 73t kgg signal H. and
I's a signal~"having a period equal to one franme which rises at a | eading
edge of therorRimehttbnsy GheenhRdidcddndi eisddimental aFoli ghis esedsodlyr thg t he

former two- third interval of one frane period, and is at a | ow | evel

duri ng t heawstlitdnyeapparedushof dthettdivd| emboslimentsvikk & enpkaiped OF.
assuming that it is configured in a manner similar to the
authoring apparatus illustrated in Fig. 1, with reference also to
Fig. 1.

However, as will be explained below, the third
embodiment differs from the first embodiment in timing signals
generated in the timing controller 4.

Fig. 11 is a diagram explaining an example of embedding
two pieces of additional information having qifferent significance
degrees on different frames. In Fig. 11, a frame AF ihdicates a
frame in which the information about ‘copy control is embedded as
electronic watermark information, and a frame BF indicates a frame
in which the additional data is embedded as electronic watermark
information.

Specifically, in the third embodiment, the information
about copy control is embedded.in consecutive two of every three
frames, while the electronic watermark information indicafing the
additional data is émbedded in the remaining one of the same three
frames, as illustrated in Fig. 11.

Fig. 12 is a diagram explaining the timing signals
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In other words, the second enable signal EN2, reverse to the first enable
signal ENI, is a signal forned in each frame such that it is at a high

| evel in a part corresponding to the first enbedding part ARL shown in Fig.
9, and at a low level in a part corresponding to the second enbeddi ng part
AR2. For generating the first enable signal ENl and the second enabl e
signal EN2, the intervals during which the signals are at a |low |l evels and
t he int er vgémeratedhiishthe & igiigga¢antaiodler 4 in dihel avehariggn appasgius)in
counting the horizontal synchronization signal H_ Al so, in the seco
enbod! mant the (RS PBeTe i E1ePbran Rt AR hd e EBR bl darecef it ey
are both I g i Lhat | ti.m !ﬁaal SNV YR @b die
basi s of tﬁ%\fo\a}g&rattﬁggl Igé}l&chr ki gél ‘?]g)r} s'}lg‘gﬁlg!fé an&nt%ﬁi%éulc&%gﬁt aﬁ%]

synchroni zg¢dQpn +3ir@Bakrihds, andi eHeleltRrbaid@ WiteridrRGiitdornatose - f rane
which falls at” the | eadi ng edge of the vertical 45 synchroni zati on

signal, isimdicatdiny kheecaddiittiongl tdetd dismembéddrd tihi thie i remevindhg obneo e
frame period and is at a high |evel duri ng-thp subsequent one-third
interval , Fhetsaneké&hrpe framgs,cpdbllluftyased g Figesdl-sinilarly to the

aforement i oned fi rs&negggqéﬂg¥&témbodiment, the information about copy

control as more significant first additional information and the

~ additional data less significant than the first additional
information are embedded such that each of them is accommodated
completely in each frame of the video signal.

For this purpose, as illustrated in Figq. 12A,'a reset
signal RE is a signal having a period equal to one frame, similar
to the reset signals RE of the first and_second embodiments.
Also, the clock signai PNCLK is_a signal, for example, for
providing the timing corresponding to each pixel of the video
signal, as illustrated in Fig. 12C.

Then, in the.third embodiment, the first enable signal
ENl is formed on the basis of the vertical synchronization signal
V, and is a signal having a period equal to three frames which
falls at a leading edge of the vertical synchronization signal, is
at a low level in the subsequent two frames, and is at a high
level in the next one frame, as illustrated in Fig. 12D.

In other words, the first enable signal EN1 is a signal

formed such that it is at a low level in parts corresponding to
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the first PN generator 5 generates a first PN code sequence PSi using the
reset signal RE, the first enable signal EN1 and the cl ock signal PNCLK,
whil e the second PN generator 7 generates a second PN code sequence PS2
using the reset signal RE, the second enable signal EN2 and the clock
signal PNCLK. The first additional information generator 6 generates an

i nformati on sequence FSI concerning copy control at the timng, of the first
enabl e signalfrikiesbas etll lorstirhted | DT Figi. ghbl FCEK, avipighe 1eNel st digts

addi tional information generator 8 generates an additional data sequence
FS2 at theoxyespegddngt ¥R thecdramehdll-e si gnal EN2 based on the cl ock signal

PNCLK. Then, the speadctor BRLLRL TS 8RS o0 A3BECHONIOBA! ife et | On

sequence FS1 conce y cont¥ o h the first PN code sequence

PSI to fo ) L i 3aLhAD | SRnaads SPasighdl Baghs) Ja SS1
which is %ﬁeﬁfﬁ%&??ggl\t@ﬁl{gﬁé\g%hti ng %onbi ner ll.sSi mlarly, the

spreader A8ripsd fefuaB therinfifeeddangeitricn pisehatadiet leadingdetge sefjuence FS
with the second PN code sequence PS2 to form el ectroni c waternmark

i nf or mat i bhe (wprtEsdls ppuchranigaghon )sigualwhieht @ hheh e ABJTRS e
wei ghting conbiner 11. 46 The wej ght itgg cg}gé)iorrll%r fxlréLme b%séed on the
conbi nat | §games, and is at a low level "in n P

illustrated in Fig. 12E.

In other words, the second enable signal, reverse to the
first enable signal ENl1, is at a high level in the parts
corresponding to the frames AF illustrated in Fig. 11, and at a
low level in the parts correspondiné to the frames BF.

For generating the first enable signal ENI1 and the
second en;ble signal EN2, the intervgls during which the signals
are at low levels'and the intervals in which the signals are at
high levels can be set by counting the vertical synchronization
signal v. Also, in.the third embodimént, the first enable signal
EN1 and the second enable signal EN2 are both low active.

_'A combination timing signal SW is formed on the basis of
the vertical synchronization signal V as a signal having a period
equal to three frames, which falls at the leading edge of the
vertical synchronization signal, is at a low level in the
subsequent two frames, and is at a high level in the next one

frame, just like the first enable signal EN1, as illustrated in

Fig.. 12F.
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timng signal SW outputs the electronic watermark information SS1

I ndi cating the informati on about copy control while the conbination timng
signal SWis at a low level, and outputs the el ectronic watermrk

i nformati on SS2 indicating the additional data while the conbination timng
signal SWis at a high level, thereby outputting a conmbination of the

el ectronic watermark information SS1 indicating the information about copy
control and the el eGhennias Wat theweded wifothataimregsntionpd fiirs§ ané
addi ti onal data accommodated in the separate enbeddin arts .all ocated

|
thereto. TRECUhISTRILLBAGin Fhe P SR ESHRPRTR iBFd g6RBTHST 18 FE%enbedded

on a video_gi ' : ver t 0. I gt i ' Al D
converter Sire By, SeUEPand 218 T0d SN sty Spdhel, & Cind B RRabDE D)
9, the el egigpdi GnahREMBEK Jd1BERN §BdAN pREEK | N GRppNSed N& ithleOBBBE i ON
about copy control is enbedded in the first enbedding part ARL which

occupi es t bpreqear 9, Wehile rthepaetond AN sodeesequdlicecPShagaiaaaitednin the

wat ermark information SS2 indicating the additional data is enbedded in the
second enbeeern B ogenaretahiic sbeg Ugieesesht $iansl BRe- the rapceadt epgble
screen. In this event, the electropic watermark i tion SS1 and the

for
el ect r oni cShERaY i ards brenlioss el gNGBFhl%r%’g’@géggoﬁo tH¢ #fdeo si gnal

at the sa ﬁg?i | evel . Thus, as is the case of the authoring
appar at usng?g‘%r%e ilpgt enbodi ment, the two pieces of additional information

havi ng 47 Also, an information sequence FS1 concerning the copy
control, generated in the first additional information generator 6
at the timing 6f the first enable signal EN1 based on the clock
signal PNCLK, is supplied to the spreader 9, while an additional
data sequence FS2 generated in the second additional information
genérator 8 at the timing of the second enable signal EN2 based on
the clock sigﬁal PNCLK is supplied to the spreader 10.

Then, as has been also described above, the spreader 9
and the spreader 10 perform the spread spectrum. Consequently,
electronic watermark information SS1 indicating the information
about copy control is supplied from the spreader 9 to the
weighting combiner 11, while electronic watermark information SS2
indicating the additionall data is supplied from the spreader 10 to
the weighting combiner 11.

The weighting combiner 11, based on the combination

timing signal SW, outputs the electronic watermark information SS1

indicating the information aboﬁt copy control while the
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different significance degrees are enbedded on the video signal as the

el ectronic watermark information at the sane enbedding | evel, so that the
enbeddi ng of the electronic watermark information on the video signal wll
not deteriorate an image reproduced fromthe video signal. Also, in the
aut horing apparatus of the second enbodi nent, the enbedding part ARl for
enbeddi ng the information about copy control as el ectronic watermark

i nf or mat i oonlsindefionetiningoeibasyesw tilsantt sclmurlesdi pgaph ot pRes fidre
enbeddi ng the additional data as electronic watermark information, as is

t he case oftledieomichwatemagbpanfexratdon: 82 findicagipgdieddifrienak s

, th h t Wo _pi f .additi | J nf ti dded
[ the sanita mS ERE GapaRaPLRR imife Slemal SHLe A Gt IBROMSvS ch | <
enbedded in the |arggag ﬁée@n%iweo 20 £r6f e w%iﬁp@%;ﬁoﬁbiﬁéf | Y gAnd

rapidly detected than t ess significant addition nt ormat1 on.” Furt her,
Wi th respeghbddiddn®n! 8S¢iddodBigh& B twtAdli hadden @bAVEPEdDRo WhaLdlidal

all ocated a small er enbedding area than the nore significant additional

i nf or mat i osjgndie ianbbeddA /Iy coaverter e byotibée Wit @mpeddindatecthiion| B3s In
significant additional information can also be reliably detected, although
a slight| ythbhgFasedepeciiistraked in FigQuj L Prh@lépPoin Fig. 12G, the

electronic watermark information SS1 indicating the information
about copy control is embedded in consecutive two frames of every
three frames such that it is completely accommodated in each
frame, and the electronic watermark information SS2 indicating the
additional data is embedded in the remaining one of the.every
three frames. Also, in this case, the electronic watermark
information SS1 and the'electqonic watermark information SS2 are
both embedded on the video signal at the same embedding level.

Thus, as is the case of the authoring apparatus of the
first and second embodiments, the two pieces of additional
information having different significance degrees are embedded on
the video signal as the electronic watermark information at the
same embedding level, so that the embedding of the electronic
watermark information on the wvideo signal will not deteriorate in
an image reproduced from the video siénal.

Also, in the authoring apparatus of the third
embodiment, the embedding part for the information about copy

control as electronic watermark information is laiger than the
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In this way, the authoring apparatus of the second enbodi nent can al so
enbed two pieces of additional information having different significance
degrees on a video signal, in which 48 a reproduced i nage i s not
deteriorated and the nore significant additional information can be
reliably and rapidly detected. As described above, even when additi onal

I nformati on having different significance degrees are enbedded in

verti cal | yergRqaanageshaniredding fntittdonal adare abr ebectaemdenwatemnarkdeo
signal as electronic watermark information, the additional information
enbedded oinfidrmatideo asi gsakhe afrdse ofethe tatthoyiggnapraratys e e . PN code

sequences as those used for gerforning t he spread spectrum on the
el ect r oni cEifite ARdr ReFHD EARPAYREMS t he same tinming for the video signal,

and by de-spreadi ng,th |_e | C t riG | |4 3 \Ms he t hus
generated PN code 55%5§ﬁ§§3%Eéfgébdﬂghgéﬁgr JEQEQSHE%ﬁﬁggﬁﬁéﬁh%or detecting
el ectroni C; yed,alaabk, v RhMak eppeHRIIA0tR Jardettearsd @Fathé anideo
configured 1n a manner simlar to the WM decoder 26 previously described

wi t h ref erehgmil,o0ckhgbe Guoréherliably kadsespily detdchedhithanhthe j keissg
controller 263 in the WM decoder 26 generates the reset signal RE, the
first enab$ionifjeant additipaadectntRrmatdBlre signal EN2 and the cl ock signal

PNCLK, as Further, with respect to the less significant additional

information, which is allocated a smaller embedding area than the
more significant additional information, the embedding part is
previously set, so that the less significant additional
information can also be reliably detected, although a slightly
longer detection time is required therefor.

In this way, the guthoring apparatus of the third
embodime&t can also embed two pieces.of additional information
having different significance degrees on a video signal in such a
manner that a reproduced image will not be degraded and the more
significant additional information can be reliably and rapidly
detected.

As described above, even when additional information
having different significance degrees are embedded on a video
signal as electronic watermark information, as is the case of the
third embodiment, the additional information embedded on the video
signal can be detected by generating the same PN code sequences as

those used for performing the spread spectrum on the electronic
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illustrated in Fig. 10. Then, the first PN code sequence PNl and the second
PN code sequence PN2 are generated using the respective timng signals
generated in the timng controller 263, and used to de- spread the

el ectronic watermark information, thereby making it possible to detect the
additional information enbedded as the electronic watermark information on
the respective vertically 49 separ at ed enbeddi ng parts in each screen of
t he vi deo watgiralark ThuSgrrialtéoneemisetided/ oeptios wdideg apgealat s tlie tdwamef i r St
embodi ment previously described with reference to Figs. 7 and 8 can be used
in the secowdingniodi tishtvideochidgrplng andedetoanegdingnthre edeatreaRr¥d in the
timng controller 263 of the WM decoder_ 26. [Third_ Enbodinent] In a third
enbodi ment YaHEmATE JRFEMALALD; K e 5hig erabfd B 5005 SSRGSt i onal

data |l ess signifi cag{a&%@%{l&)gﬁey}; '@twﬂd%h%?%%%ﬁﬁﬂ{‘ & enbedded

in separate frames as ele nrc t'er mar hat they are
conpl et el ye BEAGHNRE f£Eb A rR2 ¢ hf d At on VB &idie oRUADRIdeRf sigRaEcall Ibecat ed

as a enbedding part is varied depending on the significance .degrees of

addi ti onal eonffigyuretli bm.a Spaoceti shhidar thetlsd 60t Kdernodenctée pravkousifyor mat i on
described with reference to Fig. 8. Then, in the third
embodiment, the timing controller 263 in the WM decoder 26
generates the reset signal RE, the first enable signal EN1, the
second enable signal EN2, the clock signal PNCLK and the
combination timing signal SW, as illustrated in Figs. 12A to 12G.

Then, the first PN code sequence PNl and the éecond PN
code sequence PN2 are generated using the timing signals generated
in the timing controilér_263, and used to de-spréad the electronic
watermark information, thereby making it possible to detect the
additional information embedded as the electronic watermark
information on the respective vertically separated embedding parts
in each screen of the video signal. Thus, the
recording/reproducing apparatus of the first embodiment previously
described with reference to Figs. 7 and 8 can be used in the third
embodiment by changing the timing signals generated in the timing
controller 263 of the WM decoder 26.
Notg that, in the foregoing embodiments, the information

about copy control and the additional data are embedded as

electronic watermark information within a one-frame screen of a
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i ndi cating the nore significant informtion about copy control or the

el ectronic watermark information indicating the additional data |ess
significant than the information about copy control is enbedded every frane
of a video signal, in which case, the nunber of frames in which the

el ectronic watermark information indicating the nore significant

i nformati on about copy control is set nore than the nunber of frames in

whi ch t he eidet saghal pai &f.yabk anfidaget bonone diradiel. nFoweegenddiieé onal dat a

i s enbedded. Also, in this case, an authoring apparatus for recording a

vi deo si gripgfessmtwiheentigd tisonat }1iidedate cthimdasg- didlteraatively, the

significance_ degrees are enbedded as el e¢ctronic t.er é¥ i nformati on, on a
recordi ng %‘iﬂ%tlf’ﬁr%ﬁo@’ OB o AR h%h?iﬁf’éiyﬁd"ﬁﬂgﬁ &nfPgured in a
manner st gl o0 sbnG. AU B eSARAIRLUSah !SI EEE S hdgadard1y as IS the
case of the %or"er’r‘enﬁ?one tlélrsf an lsecon_ enbodi ment's.” For t % reason,
t he aut horéfegitRaial tite Afififl@ehti ditbeAARAY pRIis Wrl b bfe-riRhal Befeds V1M NQ
that it is configured in a manner simlar to the authoring apparatus
i1l ustratesal vidida gighal witte.ebfremeceimlidoot oinkigp. 1. However, as will be
expl ai ned below, the third enbodinent differs fromthe first enbodiment in
timng signals Stated another way, the additional information to be
embedded on a video signal can of course be separately embedded in
embedding parts on a frame basis or be separately embedded in
embedding parts on a field basis.

Further, in the foregoing embodiments, two pieces of
additional information having different significance degrees (the
information about copy control and the additional data) are
embedded on a video signal as electronic watermark information.
However, the number of additional information having different
significance degrees is not limited to two. Any plural pieces of
information having different significance degrees can be embedded
on a video signal. In addition, the data length of each
additional information is not limited to four bits but can be one
bit or more.

For example, in the case where three or four pieces of
additional information having different significance degrees are
embedded on a video signal as electrqnic watermark information,

embedding parts for embedding the respective additional

information as electronic watermark information can be defined

58



generated in the timng controller 4. Fig. 11 is a diagram expl aining an
exanpl e of enbedding two pieces of additional information having different
significance degrees on different frames. In Fig. 11, a frame. AF indicates
a frame in which the information about copy control is enbedded as

el ectronic watermark information, and a frane BF indicates a franme in which
the additional data is enbedded as el ectronic watermark information.

Speci f i caldepentiing hen tohier 8ignbidianest dedtees BEOtH@tddaitabmal copy control

i s enbedded in consecutive two of every three franes, while the electronic
maternarkim¢b@mnai¢EW|indicating the additional data is enbedded in the
remai ning one of the same three franes, as |IIustrated I n FH&kqll Fig. 12

is a d: iagram expl allﬁrﬁ?ghtfﬁé SXIMBIG - s rEHS cgpe W ﬁre‘?'letlhéﬁﬁdaﬁl lﬁ’é‘atll m ng
t t t
cont ol | o1, Rt 0% AUIGE 0cABRALOLYS, LA diBCASE IeLEc B, GLE! BRI ©

wat er mar k i OF IRt on - a copy con
embedded i (GABSCEIYNME WiRLOEnE T Xnbl 1ess T W.{Eﬁer %@n&hfcﬂ@éﬁe@&b@
wat er mar k | nf ormation |nd|cat|ng the additional "data i's enbedded i'n the

remai ni Ng amie the idénaizdnmeg tRes ceavinane tmiberlyl buibwasxghlfmcﬁhqp dehrekn t he
third enbodi nent, the information about copy

it will be taken as granted that a larger embedding part can be
allotted to the more significant additional information as
electronic watermark information, while similar embedding parts
can be allotted to the remaining two pieces of additional '
information. |

Further, in the case where two pieces of additional
information having different significance degrees are embedded
within one screen, embedding parts can be subdivided, for example,
in such a manner that the first ten horizontal lines are is
allocated for embedding electronic watermark information
indicating the more significant additional information, the next
five horizontal lines are allocated for embedding electronic
watermark information indicating the.less significant additional
information, the next ten horizontal lines are allocated for
embedding electronic watermark information indicating the more
significant additional information.

In essence, the embedding part for embedding the
electronic watermark information indicating the more significant

additional information is only required to be larger than the
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control as nore significant first additional information and the additional
data less significant than the first additional information are enbedded
such that each of themis accommodated conpletely in each frame of the
video signal. For this purpose, as illustrated in Fig. 12A, a reset signal
RE is a signal having a period equal to one frame, simlar to the reset
s-ignals RE of the first and second enbodi nents. Al so, the clock signal

PNCLK i's ampledfhg ddt 82" Mieddify PhOVdIlARGoh{E JdtOrhdrk OiAR3RARILRY t O
each pixel of the video signal, as’illustrated in Fig. 12C. Then, in the

third enbdaiddeating che iess simliifdcangnaddiflibngs imfaredtadont he basis of the
vertical synchronization signal V, and is a signal having a period equal to

three frames whi ch Fuitherat im theadprgoeing egbodients,t ithal emiaddingni zat i on
signal, is at a lowlevel [n the subsequent tw franes, and.is at a high
Toonl | ERECAORES RRAPHALY daFindf EoR o tHh B Gon: o6 SMLURIRL tor o,
the first ; L.gnha .S .a,Si f h_t 4 s at a |l ow
| evel in 6’3&?@4“ gg?élg'spg%‘g%%] 8 !lagélgr@[nhesgga ?gﬁé?h%FsﬁP%séfr etl.'thgd in Fig. 11,
and at a kinedieN®! pdrtsPEbl St HdasROORANGinferhieidd 2Fes Skamphles second

enabl e signal EN2 is also fornmed on the basis
through the key manipulation unit. Then, the controller can
supply the timing controller with a control signal for generating
timing signals in accordance with the instructions from the user,
thereby making it possible to embed the additional information as
electronic watermark information on embedding parts having the
sizes specified by the user.

Further, in the foregoing embodiments, the electronic
watermark information is formed by performing the spread spectrum
on additional information using a PN code sequence. The spread
codes used for the spread spectrum are not limited to the PN
codes, but a variety of spread codes may be used instead.

Furthermore, in the foregoing embodiments, the
electronic watermark information is embedded on a video signal
before the data compression. However, the electronic watermark
information can of course be embedded on a video signal which has
been subjected to the data compression.

Also, the electronic watermark information is not
limited to those formed by the spread spectrum, but can be formed

using a’variety of electronic watermark techniques. For example,

60



of the vertical synchronization signal V, and is a signal having a period

equal to
synchroni
| ow | evel

words, the second enable signal, reverse to the first enable signal ENi,
at a high |eve

Fig. 11,

three frames which rises at the | eading edge of the verti cal

zation signal, is at a high level in the two franmes, and is at a

in the next one frame, as illustrated in Fig. 12E. In other

For generating the first enable signal ENl and the second enabl e signal

EN2, the

intervals in which the signals are at high | evels can be set by counting
the verti ceievipHsRY opreranedniar pagh wddifienal; Anfarmatiang tenbe gukadded; he

| ellezrtrahdc dwatergpanki tifdriratiognalsnidr @aterhawk ) eael beand t he

first bl ' | EN1 and_t d I ' | LEN2 .are. both |
active. A Voo AP R R L SSAPPEAT AR SoRLI%h HRERL" of tho

verti cal

three frames, which

synehr oni 2ghlonrs0agle Cidaont ool k001 Ak 9 ol Anc?

|'s a adl ng e e vertica

i's

in the parts corresponding to the franmes AF illustrated in
Prb i ifed 0N dAWRh i & it mRk! $nfnlaRIBANOE&riredt B8 44 a3 tBF.

synchroni zatgi&iraltigpadbs dndtakléctonicewatelnark@énfobhetioanareéwo franes, and
is at a high level in the next one frame, just like the first enable signal

EN1, as i

| $ imtltanedus iy heperatédF . cdi¥esponding to plural pieces of
additional information, such that the unit electronic watermark
information to be embedded can be switched for each of predefined
embedding parts in accordance with the significance degrees of the
additional information. This embedding scheme can be supported
such that the respective unit electronic watermark infofmation
corresponding to the additional information can be switched, for
example, in the aforementioned weighting combiner 11 at the timing
of the combination timing signal SW from the timing controller 4.

Further, even when electronic watermark information
indicating additional information having different significance
degrees are formed, for example, by the spread spectrum,
electronic watermark information can be generated and held in
accordance with embedding parts defined depending on the
significance degrees of the additional infoimation, and for
example, the weighing combiner can combine them at the timing of
the combination timing signal in such a manner that they are
separately embedded in respective embedding parts.

Further, in the foregoing embodiments, the additional
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Then, as is the case of the aforenentioned first and second enbodi nents,
the PN code sequence PSI generated in the first PN generator 5 using the
reset signal RE, the first enable signal ENM and the clock signal PNCLK, is
supplied to-the de- spreader 9, while the second PN code sequence PS2
generated in the second PN generator 7 using the reset signal RE, the
second enabl e signal EN2 and the clock signal PNCLK is supplied to the de-

spreader {0 Aa%9 on 28mbbdHad hHBhéE Qb & ARUE AE®L Hidhat O iifi £6 it oh hemwsiai ngont 1 ol
generated 1n the first addifional information generator 6 at the tim ng of

the firstagnaiithsshgoatdinyltbaske mresene thvitiongane aRWALR %% afupplied to
the spreader 9, while an additional data sequence FS2 generated in the
second ademthayialg pppavatas SAT ge Dy gndgthe adddtipRdh lidPr PR Y cond

bl [ | EN2 b d t h | pck. _si, | PNCLK i '
gg?eagefl ggeeﬁ%éﬁ’?, mggg%g']‘ﬂeéﬁdg?g%‘a&zé‘gggﬂ'éﬁla%oeé?efﬁieﬂas%ﬁg%%é(}rl}sgeand t he
d f : | k
spreader dfe DRIIAED £8% %‘gércﬁgglﬁﬁ?férﬂ%@uc@@%%izh% Bb@ébdroNithevat er mar

i nformati on ormati on about copy control is supplied

fromthe gpegaferinfehiddasVaofhl im0 rbi Sigch phrtibuler appticanians.
watermark i nformation SS2 indicating the additional data is supplied from

t he spreader 10 toThkeadditglonahgicfotratdion lenbedddngengthad@ndonbi ner 11,
based on the conbination tining signal SW outputs thgi[?I et%t Eggi c wat er mar k
i nf or nat | 8@d&siional information embedding apparatus according
present invention can be applied to a broadcasting related devices
for use in a broadcasting station for broadcasting video signals;
information processing apparatus such as personal computers
capable of transmitting and receiving information signals such as
video signals; or a variety of output devices for outputting video
signals such as a video signal reproducing apparatus having a
function of embedding electronic watermark information.
The additional information detecting method and -
additional information detecting apparatus according to the
present invention can be applied to receivers, referred to as a
set top box or a cable box, for receiving broadcast signals from
broadcasting stations; a variety of recording apparatus and
recording/reproducing apparatus; or information ﬁrocessing
apparatus such as personal computers capable of transmitting and
receiving video signals, i.e., a variety of apparatus which

receives video signals provided thereto and processes the provided

video signals.
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I ndicating the information about copy control while the 54 conbi nati on
timng signal SWis at a low |l evel, and outputs the el ectronic watermark
informati on SS2 indicating the additional data while the conbination timng
signal SWis at a high I evel. The conbi nati on output fromthe weighting
conbiner 11 is enbedded on a video signal, which has been converted to a
digital signal in the A/D converter 2, by the WM enbeddi ng section 13. In

this case, as illusiisdednbnNrdidhoihy ambodin@AtsNhivd. bebdGexpheinRldegbroni c
wat ermark information SS1 indicating the infornmation about copy control is
enbedded ian cxamptat iveavhiivh éXeraondt eatrymarkr éeférmatbonsard dubatided | s
conpl etely accommodated in each frame, and the e|lectronic watermark

i nf or mat i oM SS¥idadi signadg tHewexew: t thmaregarth jnvenkiondedp iadsehker enmi ni ng

f th t f . Also, in thi th I [ t Kk
0 or mat | PRI, B rRIGRER15 T AP B R0 RAE P el FBSHe Pfon
enbedded of},4ihe s\ g§9' YodBatefla aessgyeddi ng level . Thus, as is the

BHEE: SeRBLef ol A
case of the authoring apparatus of 'the first and second enmbodi nents, the
two pieces of addithenadplanhed e¥dve) BavbAtind tbetrataddigibharance degrees

are enbedded on the video signal as the electronic watermark information at
t he sane eirfeduhatdgoheembeddsng tetthadh e f et dinvgnbion hevheineadd riiomal
information are embedded on a video signal as electronic watermark
information, they can be embedded on the video signal so as to
more readily detect an additional information having a higher
significance degree.

Also, according to the additional information.embedding
method of this, plural pieces of additional information having
different significance degrees can be embedded as electronic
watermark information Qithin a one-frame or one-field screen of a
video signal so as to more readily detect additional information -
having a higher significance degree.

Further, according to the additional information
embedding method of this invention, since a embedding part
allocated to .additional information having a higher significance
degree is provided with a larger number of frames or a larger
number of fields, which comprise the embedding part, plural pieces
of additional information having different significance degrees
can be embedded on a video signal as electronic watermark |

information so as to more readily detect additional information
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wat ermark information on the video signal will not deteriorate in an inage
reproduced fromthe video signal. Also, in the authoring apparatus of the
third enbodi nent, the enbedding part for the information about copy control
as electronic watermark information is |larger than the 55 enbeddi ng part
for the additional data as electronic watermark information, as is the case
of the authoring apparatus of the first and second enbodi nents. For this
reason, the .nor Fgnifi addidd Qagled Nformation, which is enbedded in
the | arge a“’alr"é’a‘e’loﬁk'%géeLr \?ﬁgggfy gr‘?taeﬁ| , ga% be nore reliably and rapidly
detected than the pgsghedd,98EED addihé onmiitiibhal nhificomatfom t her, with
respect to the less significant additional information, which is allocated
a snal | eresyeiriinigngetitah oith&his hinwemtéon; gplivradapieceriiaf additiamadr nati on,
the enmbedding part is previously set, so that the |less si ggifi anf.
addi t i onainfommatiani bavingn difSerent sdgpibicanas Segrees 4t ﬁg?f&?f “ght |y
| onger detection tine is requjred_therefor, - . tht, :
aut hori nga%p‘?}aﬁ%ﬁg_l‘éfwat%@gf i}'&toéﬁ‘?ﬁ&a??rp% .acarrzl.dg ssoi@rﬁ}eéétgmﬁynp]ifgggs of
addi t i onalyl A AIRLE0S RABEL EAL GeRR £61 ORly 163 eRe alicaasng dvelisdeo
signal in such a '

for the additional information as electronic watermark information

in accordance with their significance degrees, in order to more
readily detect electronic watermark information indicating
additional information having a higher significance degree than
electronic watermark information indicating additional information
having a lower significance degree. In this way, since no
difference in level will be produced among their embedding parts
in wlich the respective additional information are embedded as
electronic watermark information, the embedding of the additional
information as electronic watermark information on the video
signal will not deteriorate a reproduced image from the video
éignal.

Further, according to the additional information
embedding apparatus and method, it is possible to reliably detect
each of plural pieces of additional information having different
significance degrees embedded on a video signal as electronic
watermark information, wherein additional information having a
higher significance degree can be more reliably and rapidly

detected.
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manner that a reproduced inmage will not be degraded and the nore
significant additional information can be reliably and rapidly detected. As
descri bed above, even when additional information having different
significance degrees are enbedded on a video signal as el ectronic watermark
information, as is the case of the third enbodi nent, the additional

I nformati on enbedded on the video signal can be detected by generating the

same PN code sequen t . her ] s SReGLEEM on
the el ectronic 56 EE&% gknggag?%fggﬁ%?é%ﬁfé%gﬁﬂggg on Fﬁgﬁgﬁgzo sigﬁgl, at
the sane tydddiehakrRl ihfemeitden Shditaltingndddieivnadaih figknatéor| €E I iaC

wat ermark information with the thus generated PN code sequences. Stated
anot her walyjgher\sligeifitemcieodedeeedits sgtt be hdvecar bargemareanuithin a

i nformati on enbedded on a video signal can be configured in _a manner
simlar toeRertrAmedeE RRe-Tigldr 8 eRTs| $hecaddijonal infqrantientatiddry. 3.

Then, in the third eopodi nent,, the timng contrql.l 263, in_t VWM decoder
26 gener at Bt INGFe SAGRLELIEHTS R, ACHESS (GRR F?‘g % rfaeg‘llgg%Y ghal FB &f)f he second

enabl e si qgalediid, UHE aah2EKos] 312l s PG AR thhee COltlyNabE &bt tda@ngs Si gnal
SW as illustrated in Figs. 12Ato 12G Then, the first PN code sequence
PN1 and t hgl@eqopdebds of additional information having different

significance degrees which are embedded in a one-~frame or one-

field screen of a video signal as electronic watermark

information.

Further, since a embedding part in which additional
information having a higher sighificance degree is embedded as
electronic watermark information is set to have a larger number of
frames or é larger number of fields which comprise the embedding
part, the additional information having a higher significance
degree can be more reliably and rapidly detected. In addition, it
is possible to reliably detect each of plural pieces of additional
information having different significance degrees which are
embedded as electronic watermark information.

While there has been described in conneétion with the
preferred embodiments of the invention, it will be obvious to
those skilled in the art that various changes and modifications
may be aimed, therefore, to cover in the appended claims all such
changes and modifications as fall within the true spirit and scope

of the invention.
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code sequence PN2 are generated using the timng signals generated in the
timng controller 263, and used to de-spread the el ectronic watermark

i nformation, thereby making it possible to detect the additional

i nformati on enbedded as the el ectronic watermark information on the
respective vertically separated enbedding parts in each screen of the video
signal. Thus, the recordi ng/reproduci ng apparatus of the first enbodi nent
previ ous|yHadegsr cheIMED tis:r ef erence to Figs. 7 and 8 can be used in the
third enbodi ment by changing the timng signals generated in the timng
control | k- 263 of BAhcadgitdengdeinigmatien ephadding pprAYAtUEqEPHg

enbodi nents, the infornmati.on about caq control and.the additiopal data are
enbedded %é? déEﬂrBi?fgikﬁﬁﬁcﬁﬁrRgiQﬁaﬂgﬁﬁP?gnl 'ﬂFﬁFﬁ1%? }Pﬂaﬁégg%ﬁe n of a

57 vi deg..Si R3heel SN ogn [ %lof {J@1.- However, the present
I nvent i'ogsell%tﬁr% g"nf:(ran'.t e%iret o thie ca@e. *aft eé natll @gl'y the information about

copy control and tRearsldfdr QRakraeiny dail FLirLONipdevds asMddithbRaaL i ON
can of course be separately enbedded in the different enbedding parts of a
one-fi el disftyrmetion;a video signal, i.e., of one field of imge. Stated
anot her way, the additional information to be enbedded on a video signal
can of course be sEpSFRY¥MNIC wakeRwKk iinformation generating means for

converting said plural pieces of additional information into

electronic watermark information;
control means for controlling the size of a embedding
part for each of said electronic watermark information in
accordance with the significance degree of the correspohding
additional information; and
embedding means for embedding said electronic watermark
information on said signal based on a control signai from said

control means.

2. The additional information embedding apparatus according
to- claim 1, wherein:

said signal is a video signal; and

said control means controls said embedding means so that
each of said electronic watermark information is embedded within a
one-frame screen or a one~field screen of said video signal, and
that a embedding part for electronic watermark information

indicating additional information having a higher significance
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enbeddi ng parts on a franme basis or be separately enbedded in enbeddi ng
parts on a field basis. Further, in the foregoi ng enbodi nents, two pieces
of additional information having different significance degrees (the

i nformati on about copy control and the additional data) are enbedded on a
video signal as electronic watermark information. However, the nunber of
additional information having different significance degrees is not |limted
to two. Adeyreed Utsalsepi ecase dfarigetoimetizen havi ng different significance
degrees can be enbedded on a video signal. In addition, the data | ength of
each additional information is not limted to four bits but can be one bit

or nore. For example, _i.n.the case_where thre . fo ' Ltiona
i nf or mat Pon havi nd if?§+ﬁﬁﬂn%; ghfeTaica 8%%?%%§&hr§p§%§§§§§%ESgggﬁiideo
si gnal a%bebfgbﬁgpigmggg park information, enbedding parts for enbeddi ng
the respective additional Information as el ectronic watermark information
can be defined 58 saiddepgnall N anvideo signelicamte degrees of the
additional information. Al so, for exanple, in the case where three

addi ti onal i nf or metdignchaviol mgianseeentirodisgapifl cemhadddngrerans; 5@ ERdkdded
on each of said electronic watermark information is embedded on a

one- or plural-frame basis of said video signal or on one- or
plural-filed basis of said video signal, wherein a embedding part
for electronic watermark information indicating additional
information having a higher significance degree is set to occupy a
larger number of frames or a larger number of fields which

constitute said embedding part.

4. The additional information embedding apparatus according
to claim 1, wherein

said embedding means embeds said plural pieces of
electronic watermark information having different significance
degrees are embedaed on said video signal at embedding levels

equal to one another.

5. An additional information embedding apparatus
comprising:
a plurality of additional information generating means

for generating additional information having different
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a video signal, with one of them has a higher significance degree and the
remai ning two having simlarly a |ow significance degree, it will be taken
as granted that a | arger enbedding part can be allotted to the nore
significant additional information as electronic watermark information,
while simlar enbedding parts can be allotted to the remaining two pieces
of additional information. Further, in the case where two pieces of

addi ti ona$igmifircmmtieodeduaeastg di fferent significance degrees are enbedded
w thin one screen, enbedding parts can be subdivided, for exanple, in such
a manner that the fi P3Rrakitmefi sbatonichwaterrank IFPEHRATIR for enbeddi ng

i i ddi ti onal

el ectroni¢c_water.mark informat.ion indicati the .nore.sighificant

i or ot | SRRERATE T BEaR PR RO Shanadng Y O 13af 888t ng

el ectroni rl i #?Hﬂ L 1 h Lo £ i addi ti onal
infornatig%¥9%ﬁ%ﬂﬁééﬁkgéég or|%%R%gggﬁg%g%qg%eﬁ%ﬁﬁ%%ﬁ?ggﬂ?%#ﬁgggédding

el ectr oni pigeéLrdm il ebbi e i viaddrinadk Ciaiforfat Dén NBfom $hdi dddidiibnaddi ti onal
informati on. In essence, the enbedding part for-enbedding the electronic
wat er mar k infidonatuiano obtabhedthn gaitl caddirtd ovag ninfomat igd dgenensdling
information.is only required to be larger than the 59

means ;

combining means for combining said plural pieces of
electronic watermark information obtained by said plurality of
electronic watermark information generating means while they are
assigned to separate embedding parts;

combination timing signal generating means for producing
a combination timing signal used for controlling a combination
timing of said combining means so that the size of the embedding
part for each of said plural pieces of additional information
having different significance degrees is set in accordance with
the significance degree of the corresponding additional
information; and .

embedding means for embedding the combined electronic
watermark information obtained by said combining means, on saia

video signal.

6. The additional information embedding apparatus according

to claim 5, wherein

said combination timing signal generating means
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enbeddi ng part for enbedding the electronic watermark information

i ndicating the |l ess significant additional information. Further, in the

f oregoi ng enbodi nents, the enbedding parts are previously defined for the
two pieces of additional information. However, a user can specify the sizes
of the enbedding parts for the additional information, for exanple, through
the key mani pul ation unit. Then, the controller can supply the timng
control | egenétdter cantr odbmsirgtdbnf oimigenedighahgsd ithiahgssidyndlusailn
accordance with the instructions fromthe user, thereby making it possible
to enbed Phecesidift itbgapleatranist Wokermark dafeaprelonafEPReFadd PABEABI N on

nbeddi havi.,ng th ' ified by the. . _Furth ' h
B S R et e S AP b Bl ke B e Sopaifed s,
per f o M NG+ £y SPIRAL 30RC 14BN 20M (dcRARh LT AIIPYLA0, USiding BhCode
sequence. The spread codes Used for the spread spectrumare hot limted to

the PN codggt &Wmiedédngepir®offospeeastisiies waByritekusadoinst wid.
Furthernore, in the foregoing enbodi ments, the el ectronic watermark

i nf or mat i dndisatireddddtdonal vindermat ipralhaydhgr & highedas aguifipasssi on.
However, the electronic watermark information can of course be enbedded on
a vi deo sPgaBEESWH EFPthie beelrrdassj &Rt 20 the data conpression. Al so, the
el ectronic waternmark information is not limted to those forned by the
spread spectrum but can be formed using a variety of electronic watermrk

techni quesg., For exafRl @dditional information embedding apparatus according

to claim 5, wherein
said combination timing signal generating means

generates said combination timing signal so that said plural
pieces of electronic watermark information obtained by said
plurality of electronic wétermark information generating means are
embedded with one or plural frame(s) of said video signal or on
one or plural field(s) of said video signal as a embedding part
unit, and that a embedding part for electronic watermark
information indicating additional information having a hiQher
significance degree is set to occupy a larger number of frames or

a larger number of fields which constitute said embedding part.

8. The additional information embedding apparatus according
to claim 5, wherein
said plural pieces of electronic watermark information

respectively indicating said plural pieces of additional
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60 predefined electronic watermark information, referred to as "unit

el ectronic watermark information" (unit watermark) can be previously
prepared for each additional information to be enbedded on a video signal,
and can be enbedded on a video signal. Wien this unit el ectronic watermrk
information is used, a plurality of unit electronic watermark information
are sinul taneously generated corresponding to plural pieces of additional
i nf or mat i gAfoseti drhakvihe dif flerehecd iqiiifdcaaterdsydeesné e nebegidetioohe
enbedded can be switched for each of predefined enbedding parts in

accor danceaiflt hidese sdiggal f att anbeddéng cevads evahddl EREnaARCEIETor mat i on.
Thi s enbeddi ng schene can be supported such that the respective unit

el ectronic watermark information corresponding to the additional

informatign can be ,gw tghed na{ Ol n8% £on idgtgggiﬁ%%rggg%gf_ﬁ% f wei ghti ng

combi ner 1 at the'timng o e conbrnation tim /Tfromthe
timng cogbtebtfig $H1urdit PeécesS \veN alll LB GHAC li hOBifia tiRine kB Ka i vilq@omat i on

i ndicating additional information having different significance degrees are
formed, fehigeadnpheshiloh shid gpiead ppecets wfy adiittiomnli dnfareatiork are
I nformati on can be generated and held in accordance with enbeddi ng parts
defi ned depbrdded ¥ aliestsrpif Materrerk eltfoagabion hahegginf onal
i nformation, and fqsraid plural pieces of electronic watermark information
respectively indicating said plural pieces of additional
information are separately embedded in embedding parts, and the
size of each embedding part is set in accordance to the
significance degree of the corresponding additional information;
and
said additional information detecting apparatus
comprises: _
detecting means for detecting additional information as
electronic watermark information from said each embedding
part which is set in éccordance_with the significance degree
of said corresponding additional information; and
detection timing signal generating means for producing a
detection timing signal used for detecting additional
information and supplying it to said detecting means, for
said each embedding part which is set in accordance with the

significance degree of said corresponding additional

information.

70

* [ L M s *



exanpl e, the wei ghing conbiner can conbine themat the timng of the
conbination timng signal in such a manner that they are separately
enbedded in respective enbeddi ng parts. Further, in the foregoing

enbodi nents, the additional 61 i nf ormati on enbeddi ng net hod and

addi tional information enbeddi ng apparatus according to the present

I nvention are applied to an authoring apparatus for a DVD, and the
additional information detecting nmethod and additional information
detecting apparatus are applied to a recordi ng/reproducin appara&us.
However , 1fhe presdiie pAdéhtomy iLafemptatiog feHetone@RPRER T ACKPTEing
applications, The additional information enbeddi ng nethod and additi onal
i nf or mat F8NCEXPR i ¥8SEBr at us according to the present invention can be

applied to a broadgaghieNgaté!\Heed §¥d GRgnher 14158 viked BigasicAshiiag station
for broadcasting video signals; informati'on processing apparatus such as

per sonal paarRYt piscetpEObRe®frdniangatétnark dndormasion rgspedivedlyi on
signals such as video signals; or a variety of output devices for

out put t i igdirdbingispial pluneh pisces o fesiditdnanl riupiosmasioy kgiaddat us
having a function of enbeddi ng el ectronic waterngark i.nformation. The
additi(nuﬂlfﬁﬁFSPFmﬁ¥§ﬂ+f&€PB€?iqﬁ?rﬁ§§h%EFzﬁﬂ?eéaﬁ?tW¥ﬁﬁﬁn Fn?B?Té%ﬁW§n°r

deteCtiru%ﬂ%ggggfaLghégg%QBQiQgi&(%ﬂhgg signal, and the embedding parts for

said plural pieces of electronic watermark information
respectively indicating said plural pieces of additional
information are set in such a manner that a embedding part for
electronic watermark information indicating additional information
having a higher significance degree is set to be larger in size in

said one~frame or one-field screen.

11. The additional information detecting apparatus according -
to claim 9, wherein

in the cése where said signal is a video signal, said
plural pieces of electronic watermark information respectively
indicating said plural pieces of additional information having
different significance degrees are embedded on a one- or plural-
frame basis of said video signal or on a one- or plural-field
basis of said video signal, and a embedding part for electronic
watermark information indicating additional information having a

higher significance degree is set to occupy a larger number of
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present invention can be applied to receivers, referred to as a set top box
or a cable box, for receiving broadcast signals from broadcasting stations;
a variety of recording apparatus and recordi ng/ reproduci ng appar at us; or

i nformati on processi ng apparatus such as personal conputers capabl e of
transmtting and receiving video signals, i.e., a variety of apparatus

whi ch receives video signals provided thereto and processes the provided

vi deo si gpdhfes &% a 144§y duf®ef 06 £aGidIdsewhOsh NS ibase shean expl ai ned
for an exanple in which electronic watermark information are enbedded on a
vi deo si gambeddioweypert.the present invention can also be applied when

el ectronic watermark informati on are enbedded on an audi o signal, conputer
data, and so on. As expl ai ned above according to the additional

i T

are enbed owm

can be e"piﬂﬁ cteQe chaaéﬂoaﬁ Sforiiation RAPide gk Far Rt ect  an

addi tion t|on aving a er significance degree. Also, according
to the addh.l;hﬂﬂféaddéf aéqﬁé@m:eabeddemgsmhmodcmpmmng pl ural pieces of

addi tional information having

a step of generating said plural pieces of additional
information;

an electronic watermark information generating step of
converting said plural pieces of additionél information into
electronic watermark information;

a control step of controlling the size of a embedding
part for each of said plural pieces of electronic watermark
information in accordance with the signifiéance degree of the
corresponding additional information; and

a embedding step of embedding said plural pieces of

electronic watermark information on said signal based on a control

signal from said control step.

13. The additional informatién embedding method according to
claim 12, wherein:

said signal is a video signal; and ‘

said control step controls said embedding step so that
each of said plural pieces of electronic watermark information is

embedded within a one-frame or one-field screen of said video
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di fferent significance degrees can be enbedded as el ectronic watermark
information within a one-frane or one-field screen of a video signal so as
to nore readily detect additional information having a higher significance
degree. Further, according to the additional information enbeddi ng net hod
of this invention, since a enbedding part allocated to additional

i nformati on having a higher significance degree is provided with a | arger
nunber of sigmaEandr that a& gadbeddihgr paft ffioel diectriindle wat@rnas® t he enmbeddi ng
part, plural pieces of additional information having different significance
degrees cinfoematiiipaddedicating adddtsonpdalinfereaician bavingeaa dighek
information sp as to nore readily detect, additional information 63

havi ng a BighbicaNgR APYLeR &80EGeE® BRAAREFT B &%&ing to the additional

i nformati on enbeddi ng method of this invention, plural pieces of additional
i nformation having different significance degrees can be enbedded as

el ectroni ggvat er maiphel B EFSHAN i8R0 At IR0 efib 8B n? ne@hod i dcoFuea oLkl ng

| evel without the need for varying the enbedding | evels for the additional
i nformat i chasis E eshewain: wat ermark information in accordance with their
significance degrees, in order to nore readily detect electronic watermark
i nformation indi catsiagdg signal is a video signal; and

said control step controls said embedding step so that
each of said plural pieces of electronic watermark information is
embedded on a one- or plural-frame basis or a one- or plural-field
basis of said video signal, and that a embedding part for
electronic watermark information indicating additional information
having a higher significance degree is set to occupy a larger
number of frames or a larger number of fields which constitute
said embedding part.
15. The additional information embedding method according to
claim 12, wherein

said embedding step embeds said plural pieces of
electronic watermark information having different significance
degrees on said video signal at embedding levels equal to one

another.

16. A additional information detecting method of detecting

plural pieces of additional information from a video signal on
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addi tional information having a higher significance degree than electronic
wat ermark information indicating additional information having a | ower
significance degree. In this way, since no difference in level will be
produced anong their enbedding parts in which the respective additional
I nformati on are enbedded as el ectronic watermark information, the enbeddi ng
of the additional information as electronic watermark information on the
video si %@icty\"s!alidn?iuf@i[ ieBbAt &F hdBREBANE Bth foFRELi K P BRAL¥AARD a3 gnal .
Furt her, according to the additional information enbeddi ng apparatus and
met hod, i¢leckrpadsi bheetmmrkelinfdimyatdeingcwhesein:of pl ural pieces of
addi tional information having different significance degrees enbedded on a
vi deo signal as el eaidomiuralapéeses Iof slerkienish vakpErayl iadarnabien
i nformati on havi,ng.a hi gher .signifjcance_degree can .hore_reliably and
api dly devahivesy indlifarnald RRRICRG 58 pdfi R b eadi g
el ect roni g ¥R 2 k0T U0y | Gl gn AIILeR0t LilfaTRy! pa-iavi no a
hi gher signiticance degre€ I's se 0 have a l'arder area wthin”a one-frane
or one-fighd & @8Re bhCeaddichbeddind Ha@kMié i g8t RAYhBorddticgh@lith the
significance degree can be nore reliably and rapidly _

significance degree of the corresponding additional information;

and
said additional information detecting method comprises:
a detecting step of detecting additional
information indicated by electronic watermark
information, from said each embedding part which is set
in accordance with the significance degree of said
corresponding -additional information; and
a detection timing signal generating sfep of
generating a detection timing signal for detecting said
additional information and supplying it to said
detecting step, for said each embedding part which is
set in accordance with £he significance degree of said
corresponding additional information.
17. The additional information detecting metﬁod according to

claim 16, wherein
in the case where said signal is a video signal, each of

said plural pieces of electronic watermark information
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det ect ed.

In addition, it is possible to reliably detect each of plural

pi eces of additional information having different significance degrees
whi ch are enbedded in a one-frane or one- field screen of a video signal
el ectronic watermark information. Further, since a enbedding part in whic

addi ti onal

i nformati on having a higher significance degree is enbedded as

electronic watermark information is set to have a | arger nunber of franes
or a | ar geéspustieel 9f ind RlaA9 nghs&id qaHailspiédes afbaddinipmeart, the

addi ti onal

information having a higher significance degree can be nore

reliably tmtbrmatiighyhaeing tddferentdtfignidicance jdegygssi b eembeddedi abl y
detect each of plural pieces of additional informtion_ havin giffeéent
si gni fi cafteider OBE-FFARS OF Onenbiehfb FoXeeB| RE150G YideR Sigal an

i nformati Qn. ile e S en M, | DeC ' ] EQF%

preferr edglgbn%écl)gclﬁnﬁeﬁ%ggéff?%g a?‘ﬁv%&eon,pl%? Q\% PF %e%% g%%lhgﬁs‘y%éo gge skilled
in the aripfdafatidn PUSpEAIRRAY 2AEidRGIY eaiHOPRurY phecéd xd, therefore
to cover in the appended clains all such changes and nodifications as fal

Wi thin thedditiomyli Lnhfoangt 8Bmopeeoset him iswchnai manneds that ViHARNbE8dChé\l TRn

TS:

part for electronic watermark information indicating additional

information having a higher significance degree is set to be

larger in size in said one-frame or one-field screen.

18. The additional information detecting method according to

claim 16, wherein

in the case where said signal is a video signal, each of

said plural pieces of the electronic watermark information

'indicating said plural pieces of additional information having

different significance degrees is embedded with one or plural

frame(s) or one or plural field(s) of said video signal as a

embedding part unit, and a embedding part for embedding electronic

watermark information indicating additional information having a

higher significance degree is set to occupy a larger number of

frames or a larger number of fields which constitute said

embedding part.

—_—
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1. An additional information enbeddi ng apparatus for enbedding
plural pieces of additional information having different significance
degrees on a signal, conprising: neans for .generating said plural pieces of
additional information; electronic watermark information generating nmeans
for converting said plural pieces of additional information into electronic
wat ermark information; control neans for controlling the size of a
enbeddi ng part for each of said electronic watermark information in

accor dance ARPEAIPNRL SINFIQRMPEEPN: EMBEGP ENG JMETH® . c PP ESSMAGI ANFARMATIONNa

i nf i on; mbeddi f nmbedd) ' I ' k
i or mat i on "B RCATUC SRR RGBEroNn FRC T oR kiRl BRbERARl T or

means. 2. s AbRRA nirBRORFRYS QSidEhenl Abpggat us accor di ng

to-claim1, wherein: said signal is a video signal; and sald control neans
controls said enbeddi ng neans so. that each of said el ectronic watermark
information is enbedded within a one-frane screen or a one-field screen of

sai d vi deo ABSTRACT QI'HAHWAISGLRSHRENdi ng part for el ectroni c water mark
information indicating additional information having a higher significance
66 An apparatus and method for embedding additional

information embeds plural pieces of additional information on a
signal as electronic watermark information. In detail, plural
pieces of additional information to be embedded on a signal are
generated, the additional information is converted into electronic
watermark information, the sizes of embedding parts for respective
electronic watermark information are defined under control, and
the electronic watermark information is embedded on the signal
based on the contfol signal. Therefore, the additional
information are embedded so that additional information having a .

higher significance degree can be more reliably and rapidly

detected.

FIG.1
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degree is set to be larger in size. 3. The additional information
enbeddi ng apparatus according to claim1, wherein: said signal is a video
signal; and said control neans controls said enbeddi ng neans so that each
of said electronic watermark information is enbedded on a one- or

plural -frame basis of said video signal or on one- or plural-filed basis of-
said video signal, wherein a enbedding part for electronic watermark

i nformation indicating—addifional information having a higher significance
degree is set to occypy a | prger, nunber of franmes or a |arger nunber of
fields which constitdte garggnbeddi ng part. 4. The addi tional
i nformati on enbeddi ng apdagdtys according to claim1, wherein said
enbeddi ng neans enbeds s9i %I ural pieces of electronic waternmark
i nformation having diff ferlertedi gni ficance degrees are enbedded on said
vi deo signal at enbeddi ng | s equal to one another. 5. An
addi tional gnfeormalion enbedidi ng apparatus conprising: a plurality of
addi ti onal r@fornat)on neratli ng means for generating additiona
i nformation havig dif f enefd7
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significance degrees; a plurality of electronic watermark information
generating neans provided correspondingly to said plurality of additional

i nformation generating neans for generating plural pieces of electronic
watermark information fromsaid additional information obtained by said
additional information generating neans; conbining neans for conbining said
plural pieces of electronic watermark infornmation obtained by said
plurality of electronic watermark information generating neans whil e they
are assigned to separate embedding parts; conbination timng signa
generating means for pe Bi§i ngsignar _used tor

controlling a conblnatlgn timn aid combiini ng neanssfrghat the §JZ€
of the enbedding part fior each g#gégfd pl ural pi eces of a |t|onal

e R R R AT

obt ai ned by said conbining neans, on said video signal. 6. The
addi tional i FTI(GTTBQRI’I renbeddi ng appar atus accor di ng

i«— 2 BITS —si=— 2 BITS —>

COPY CONTROL APS
INFORMAT [ON INFORMAT [ON

EXAMPLE OF COPY CONTROL INFORMATION AND APS INFORMATION

COPY CONTROL APS AGC COLOR
INFORMATION { [NFORMATION PULSE STRIPE
FIG 28 00 / 00 Don’' t Care
OFF
00 OFF
01 ON
11/ 01
10 ON 2Line
11 ON 4L ine
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to claim5, wherein said conbination timng signal generating neans 68
generates said conbination timng signal so that said plural pieces of the -
el ectronic watermark information fromsaid plurality of electronic

wat ermark i nformati on generating neans are enbedded within a one-frane or
one-field screen of said video signal, and that a enbeddi ng part for

el ectronic watermark information indicating additional information having a
hi gher significance degre 3%% % be larger in size. 7. The

addi tional information 9ﬁ@@ 'ﬁg g%%ﬂratus according to claimb5, wherein
sai d conbi nati on tpmmg srygmal _generati ng neans gener at es|sai d conbi nati on
timng signal so tjhat said plural pieces ofielectronic wat er mar k

i nformation obtained by said plurality of eltectronic watefmark information
generating neans & e enbedded with one or pliural franme(s)|of said video
signal or on one or plural field(s) of said:video signal fz a enbeddi ng

part unit, and th a enbeddi ng part for electronic waterfark information
i ndi cating additional information having a Higher signifid¢ance degree is

set to occupy a |arger nunber of frames or a larger nunbeq of fields which
constitute said enpedding part.

1 Il

(
AR1 FIRST EMBEDDING PART AR2 SECOND EMBEDDING PART

(Sst) (S82)

FIG. 3
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8. The additional information enbeddi ng apparatus according to claim
5, wherein said plural pieces of electronic watermark infornmation -

respectively indicating said plural pieces of additional 69 i nf or mati on
havi ng different significance degrees are enbedded on said video signal at
enbeddi ng | evel s equal to one another. 9. An additional information

detecting apparatus for detecting plural pieces of additional information
froma video signal on which said plural pieces of additional information
are enbedded as electronic watermark i nformation, wherein: said plural

pi eces of electronic watermark information respectively indicating said
plural pieces of additional information are separately enbedded in
enbeddi ng parts, and the size of each enbedding part is set in accordance
to the significance degrfe of the correspondi ng 3gditional i nformation; and
said additional informat?o etectin apparaf nprises: detecting nmeans
for detecting additiona_]_,-lz- rmati ogilas el eglirgnijc watermark information

from sai d each enbeddi f§ y mhlchzis set P} dcclordance with the
si gni fi cance degree ------ I R AR S I O A
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of said corresponding additional information; and detection timng signal
generatjng neans for producing a detection timng signal used for detecting
additional information and supplying it to said detecting neans, for said
each enbeddi ng part which is set in accordance with the significance degree
of said corresponding additional information. 70 10. The
additional information detecting apparatus according to claim9, wherein in
the case where said signal is a video signal, said plural pieces of

el ectronic watermark jnformation, respectively indicating said plural pieces

of additional infor ion having|different significance degrees are
enbedded within a one-frame or _ope-field screen of saijd video signal, and
t he enbeddi ng partshtpr said plufal piieces of €l ectronic Wwaternmark
i nf or mat.i on respectijvily indicat|ng sdg pl ural| pi eced df hdditional
information are set |[in such a na1ner{that @_eqqedding part| for electronic
wat ermark i nformatign{ i ndi cati ngfaddi-t/i on Ie@;ﬁmati on Vi ng a higher
significance degreelis set to bejlariger i.nLSize 1h daid - frane or
one-field screen. 11. The fddiitijonal ZEnf of mat i on ecting appar at us
according - ! — a.
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to claim9, wherein in the case where said signal is a video signal, said
plural pieces of electronic watermark information respectively indicating
said plural pieces of additional information having different significance
degrees are enbedded on a one- or plural- frape basis of said video signal
or on a one- or pluralpfield basis of said vigeo signal, and a enbeddi ng
part for electronic wa?-rnark I nformation indjcating additional information
havi ng a hi gher signifZance degree is set to|occupy a | arger nunber of 71.
franmes or a larger nu r of fields which congtitute said enbedding part.
12. An additionaéglnfornation enbeddi ng|net hod of enbeddi ng pl ural

pi eces of additional iégornation havi ng diffefent significance degrees on a
vi deo signal, conpri5|ré: a step of generating said plural pieces of .
addi t i-onal infornationg%an el ectroni c wat er maBZ7787»0n generating step
of converting said plural preces of additional 1nformation into electronic

wat er mar k inforEEQOIGAa ](c:ontrol step ofF t@alng the size of a

SO

\

enbeddi ng part aid plural piece roni c wat er mar k
ADDITIONAL INFORMATION ADDITIONAL lNFORMATION
BEFORE SPREAD SPECTRUM SPECTRUM AFTER SPREAD SPECTRUM

INFORMAT ION STGNAL

A%%%Vé%%%?Q\
SS ADDITIONAL 1NFORMAT ION

DYNAMIC RANGE OF
INFORMATION SIGNAL

FIG. 6C

SPECTRUM OF [NFORMATION SIGNAL HAVING
ADDITIONAL [NFORMATION SS EMBEDDED THEREON

ADDITIONAL INFORMATION
- INFORMATION SIGNAL

FIG. 6D

SIGNAL SPECTRUM AFTER DE-SPREAD SPECTRUM
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information in accordance with the significance degree of the correspondi ng
additional information; and a enbeddi ng step of enbeddi ng said plural
pi eces of electronic watermark i nformation on said signal based on a
control signal fromsaid control step. 13. The additional information
enbeddi ng net hod according to claim 12, wherein: said signal is a video
signal; and said control step controls said enbedding step so that each of
said plural pieces of electronic waternmark information is enbedded within a
one-frame or one-fieks scre& (d video 72 signal and that a

ar k i nformation indicating additional

enbeddi ng part for el

t roni
i nformati on having a ﬁ?gher signi fi £ance degree is set to be larger in
si ze. 14. The addi ti onal “r~#0rmati on enbeddi ng net hod according to
claim12, wherein: said signal i$ a video signal; and said control step
controls said enbedding step sp that each of said|plural pieces of
el ectroni ¢ wat ermark i fjf or mat i p2 &s| enbedded on alone- jor plural -frame
d . .

basis or a one- or plural-fi &Ha®sls of said viddo sighal, and that a
enbeddi ng part for ~
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el ectronic watermark information indicating additional information having a
hi gher significance degree is set to occupy a |arger nunber of franes or a
| arger nunber of fields which constitute said enbeddi ng part. 15. The
additional information enbeddi ng nmethod according to claim12, wherein said
enbeddi ng step enbeds said plural pieces of electronic waternmark
information having differgnt significance degrees on said video signal
enbeddi ng | evel s equal tozone another. 16. A addi ti onal
detecting nethod of det ec@ ng plural pieces of additional information from
a video signal on .73 #hich said plural pieces of additional information

are enbedded as electroniﬁ’gfternark i nformati on, wherein: said plural

at
i nfornmati on

pi eces of electronic wate rk information respectively indicating said
pl ural pieces of addition formation are separately enbedded in
respective enbeddi ng part 0 the size of each enbedding part is set in
accordance with the signi ce degree of the correspondi ng additional
informati on; and said aggl pnl i nformation detecting nethod conpri ses:
o~
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a detecting step of detecting additional

el ectroni ¢ wat er mar k
set
addi ti onal

i nformati on and supp

i nformation,
and a detection timng signal generat
for detecting said addit
ying it to said detecting step,

i nformation indicated by
fromsaid each enbedding part which is
in accordance with the significance degree of said correspondi ng

i nfornmation;
generating a detection timng signal

ing step of
i onal

for said each

enbeddi ng part which is set_in accordance wth t A EBIR§hiEMBEDANGPARIgr ee of

sai d corresponding addi ti onlh ONErFBAMEaGREEN 17

ThdSHadi

i nformation detectin
where said signal is
el ectroni c wat er mar k
pi eces of additional
enbedded within a on
enbeddi ng parts for ¢
respectively indicati
set in such a nmanner

$ai d plural

- Trettfod—accordimgto cirai T L6, Wierefr m 1
a video signal, each of said plural pied
information 74 respectively indicatin
i nformation having different significang
b-frame or one-field screen of said vided
pi eces of electronic watermar
ng said plural pieces of additional infg

t hat a enbeddi ng

tional

n the case

es of

g said plura
e degrees is

signal, and
k information
rmati on are

ARZ SECOND EMBEDDING PART
(SS2)

FIG. 9
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part for electronic watermark information indicating additional information
havi ng a higher significance degree is set to be larger i-n size in said
one-frame or one-field screen. 18. The additional information
detecting nethod according to claim 16, wherein in the case where said
signal is a video signal, each of said plural pieces of the electronic

wat ermark information indicating said plural pieces of additional
information having different significance degrees is enbedded with one or
plural frame(s) or one or plural field(s) of said video signal as a
enbeddi ng part unit, and a enbeddi ng part for enbedding el ectronic

wat ermark information indicagting additiopngl information having a higher
significance degree is et tlo occupy a"a4ger nurfbey of franmes or a | arger
nunber of fields mhic?- AStFPRut e-far| dt arti- 75
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