; e3eUUh6AT) fdz~ y35 n' DESCRI PTI ON ELECTRONI C COMMERCE 3¥S?EMBSTé§hﬂical
Field The present invention relates to an electronic comerce/system an
electronic ¢ N&ver, an el ectronic comerce Method, an el ectronic
commerce p “@WW recordi ng nmedium storing the electronic conmerce
programfo cu&ﬁng el ectroni c commerce through networks such as the
Internet. To béSHore specific, the present invention relates to an

el ectronic comerce system an electronic commerce server, an electronic
commer ce method, an el ectronic commerce program and a recordi ng nedi um

storing the Wmmwf commer ce prgg@%ghgq&gg are capabl e of snmoothly and
| ectroni c conmrerce by preventing the | eakage and

securely \M\\
unaut hori age of menber information which is the credit card
information su¥f”as credit card nunbers, credit card expiration dates, etc.

Background Art Wth the recent, r ig g %&h %ﬁ&& t he network
t echnol ogi es such as the |ﬁ£&Fﬁ§?&I I @ %gge% Mee 1 has becone very
active in which products and services are bought and sold at virtual stores
on networks and their settlements are made. In the settlenment nethods in
the current electronic commerce, it is a general practice to nmake
sett| ement s TB¢hRE&AS 8fedfedit cards. The settlements based on credit card
in electronic comerce (this is also referred to as network credit
settlenments), each &hediresgnd dbNgaitiCheredptes itef @ry édectradig menber)
who is a purchaser of products and so on sends his nenber information to
credit cardcommeeces sysésnheneaflect roafier cotmeg cas serverbeanst ore) . The
menber stores include distributors of products, virtual stores on networks,
and so on. €hecterbéc icohmerael Methodthenceddictroarid icomoerae on such as
credit card nunber, credit card expiration date, etc. However, because the
menber | nf opratiram,i andr anskicbtreld ngv elediatnwwartihs inghehe iedeatrioslict hat t he
menber information nmay be appropriated by

commerce program for executing electronic commerce

through networks such as the Internet. To be more

specific, the present invention relates to an electronic

commerce system, an electronic commerce server, an

electronic commerce method, an electronic commerce

program, and a recording medium storing the electronic

commerce program which are capable of smoothly and

securely performing electronic commerce by preventing the

leakage and unauthorized usage of member information

which is the credit card information such as credit card

numbers, credit card expiration dates, etc.

Background Art
With the recent rapid development of the network

technologies such as the Internet, electronic commerce




the third party during transmssion. In order to reduce the risk of nenber
informati on | eakage for exanple and securely nmake network credit card
settlenments, protocols such as SSL (Secure Sockets Layer) and SET (Secure
El ectroni ¢ Transactions) are used. SSL is a protocol associated with the
security comuni cati on devel oped by Net scape Conmuni cations Corp., 2 but
it is not a technol ogy devel oped especially for the settlenents by credit
card on networks. SSL is intended to securely transfer personal infornmation
and so on between the Wb browser and the Wb server by use of the

el ectron ¢, Gect LELERLe,Baged 00 LG PURLLE KeY eLYat aaranly, (S8 L.

supported by rowsers*such-as ator, scape nmuni cat or
(trademarks), a g M grosoft Internet Explorer (tradenmark) far exanple and
wi del y acceBPEd ks *A%pPBLEcaE ¥4S50PLt S8OREEN OLeBENPY S0t ERLFon . The
followi ng outlines the network credit card settlenment based on SSL. The Wb
browser of SShEABBRERERCAYHFt BafRe miRbERS AESCAETREN MRICERISs 1Pn&her edit
card informati on for exanple by use of the public key of a nenber store and
sends the eREFYFPEDSHERBEPTERT GPRRELER t ott A€ AeF88r¢ér PERCERECTERDEr
store. The Wb server of the nenber store decrypts the received encrypted
menber i nf oPAkEI 6ALtEyePRELSebYeerRBy Bf FHEedAEnBerdst or #hgnd requests a
credit card issuing conpany, a credit card nmenber store managi ng conpany,
and so on f&etthemensdi basrduinycasdaoti anad wint Blekdrppibecofmiirsei s
hereafter also referred to as authorization). Because the encrypted
i nformation(tbi8 isdedsyptedebyetihtoWeb serwerkotredétnmseibtiemtore) ,t he
risk of the | eakage of the nmenber information which is the credit card
i nformati onetoh exadpkechedt hembbirr dhpaeby¥reat kefetlrad theaseaber, the
menber store, the credit card issuing conpany, and the credit card nenber
st or e managmagbeenpany fier aeyamphaskes bEdpeeducts and so on sends

his member information to credit card member stores

(hereafter referred to as a member store). The member

stores include distributors of products, virtual stores

on networks, and so on. The member information is the

credit card information such as credit card number,

credit card expiration date, etc. However, because the

member information is transmitted over networks, there is

a risk that the member information may be appropriated by

the third party during transmission.

In order to reduce the risk of member information
leakage for example and securely make network credit card
settlements, protocols such as SSL (Secure Sockets Layer)
and SET (Secure Electronic Transactions) are used.

SSL is a protocol associated with the security

communication developed by Netscape Communications Corp.,



However,, with SS1,, the Wb server of the nenber store can decrypt all
menber information for exanple, so that it is possible for the nenber store
to tanmper with the nenber's order information for exanple out of nalice to
forge sales information for exanple. SET is a protocol associated with
security comuni cati on devel oped by Visa International Service Association
and MasterCard International Inc. for securely performng credit card
settlement and el ectronic comrerce on networks. Wth SET, basically like
SSL, the electronic certificate based on public key cryptography is used to

securely transfer_ personal_informati on and.sqo on between .t he. Wb _browser
and -t he veb 20ty & 1% R8T 1Bl ol el RREE N Gofatitn and
sales informatiqn are encrypted separately. Because T encrypts er

i nf or mati on Sfr‘fdﬁseg‘leé?si 0 on d%éﬁaroé’t éeﬁw 'ms%é‘r =t ecf’éi:?mr‘i’g?
decrypt all nenber i information. This reduces the risk of tanpering sales
4 il inforffatieehrEty fERgisfgoPeacde i ifdoRRa IR RIS i%us menber
stores. However, with both SSL and SET, nenber information and so on,

al t hough en®efesd taee WebndyroWwsein sk ¢ Febnws@rviate bemser oft F&enenber
store, the credit card issuing conpany, the credit card nenber store
managi ng cofg@PEroad¢ serdifdvatendasedken she pabldisakeds and risks that
menber information is intercepted increase and, if the decryption procedure
i s | eaked, tdvompdoograghyi.-sk that the nmenber information such as credit card
nunber is also |leaked. It is therefore an object of the present invention
to sol ve the above- st iienetppoatilecnbyl Wedl \edwise rishesucdl atseflearsicape

t echnol ogi es by providing an el ectronic commerce system an electronic

commer ce SeNagtigaamd ,ametlseaipeo Tommumrinetee netdackbmarke) ,r adidce t he ri sks
of the | eakage and unaut horized use of nmenber information which is the

credit cardMirfreseEt qntleneeaX TPl reuc N tasdemedid) Crd Jxampale, agidedit card
expiration date, and so on to enable the secure and snooth execution of

el ectroni ¢ QAFMARCAJJRPRR Glsedl fbriotddly als@lodike Ut H ZldueEy N
performng credit card settlenents over
communication.

The following outlines the network credit card
settlement based on SSL.

The Web browser of a member encrypts the member
information which is the credit card information for
example by use of the public key of a member store and
sends the encrypted member information to the Web server
of the member store. The Web server of the member store
decrypts the received encrypted member information by the
secret key of the member store and requests a credit card
issuing company, a credit card member store managing
company, and so on for the credit inquiry associated with

the member (this is hereafter also referred to as

authorization). Because the encrypted information is



networ ks. 5 Di scl osure of Invention In carrying out the invention and
according to a first aspect thereof, there is provided an el ectronic
conmer ce server connected to another electronic comrerce server over a
networ k, including: holding neans for ; holding information about a credit
card conpany which perforns credit inquiry; identifying neans for
identifying a credit card conpany which perforns credit inquiry on the
basi s of the uni que nunber and the credit card conpany information if
credit inquiry request information including a unique nunber associ ated
Wh 2y fraddogrid aurhe fad dbhanent Whamdhed edkh ugher 3y, been

recei ved from anot'her el ectronic comrerce server; and transmttin

means for tran 'thin the credit inquiry request. i nformati,on including the
uni que nunb@% %gka € %ggFrS%i%% oﬁﬁ%@@g é@F@%@a P& EEN S Y8 credit
card conmpany. The el ectronic commerce server _according tqQ the first aspect
hol ds, i h t FEROTAAG iR e o G merPER L6 Fod Hh o &P "o RBEHY
information) of a credit card conpany which performs credit inquiry and, if
this server Other thaa; 88 MREPELeditls AGIRY S&GEEst thef rRetitoF 3Rl udi ng
t he uni que nunber from another electronic commerce server, identifies a
credit cardiSSHpRAY CRAPERYpePREr i ec CEGCH te CardhfgMPProf toRe basi s of the
uni que nunber and the credit card conpany information, sending the credit
i nqui ry reqiésRgilptoceaProy ifrel edanglehd suregueedunber to the el ectronic
commerce server of the identified credit card conpany. The electronic
commer ce server dendb@evarsemich SSLa dchepliedr selrivelr bdél chgsmembarcenter, a
credit card conpany (a nenber store nanagi ng conpany, an issuing conpany
and so on), saomenben @Gaccyedi tldamemberbdnfarthasdoan)foroexampgrhesost ore (a
menber store of the credit card conpany) for exanple. Credit inquiry
(hereafter ahat neféwredskdble for the member store to tamper with

the member’s order information for example out of malice

to forge sales information for example.

SET is a protocecl associated with security

communication developed by Visa International Service

Association and MasterCard International Inc. for

securely performing credit card settlement and electronic

commerce on networks. With SET, basically like SSL, the

electronic certificate based on public key cryptography

is used to securely transfer personal information and so

on between the Web browser and the Web server, the

difference lying in that member information and sales

information are encrypted separately. Because SET

encrypts member information and sales information

separately, the member store cannot decrypt all member

information. This reduces the risk of tampering sales



aut.hori zation) denotes a process associated with the sale to the credit
card nenber corresponding to a particular credit card nunber, nanely a
process for determ ning whether the sale of a particular product is
permtted to the credit card nunber on the basis of the expiration date or
the credit limt anmount of the credit card for exanple. Credit card conpany
information is the information about a credit card conpany which perforns
credit inquiry and this information includes a part of a unique nunber, a
credit card conpany type (an issuing conpany and a nenber store nmanagi ng
conpany f or i %\!a%)i’og and® f%rrg]i'ntg % 4Y gb o ’io%n%rfrﬂ\a'l%.%forﬁgs
conpany codée. The Issul ng company -and the menber store managli ng comnpany
will be descri?pd I%;er. The uni que nunber is a code sequence conposed of

nunbers, |efters,” *§ribol s for identifying the credit card number and so

on; for exanple, it _js a 16-di.git_code sequence _such as "Al130017777788888"
for exanple. The uniﬂ(ﬁ’l‘,’i’?"r‘ﬁfnbé’rlgcihs bé’tg‘béé?'s&ﬁ’ﬁ]er? w‘ﬂe&s?edﬁ ffers froma
credit card nunber. Alternatively, a part of the uni que nunber, the upper 6
digits for éXdvpretingy apd Foe@®™o dlfdaualy shwaddiad c&T¢ Sdndaty. Credit
inquiry request information is authorization request information which is
sent when cr&dins fieqdeicdr P oty eeaqida 8@MPR s Ghef Sierlaros HoF&.udd$ a uni que
nunber, a credit card expiration date, a nmenber name, a type (nenber type,
card type, &F¢HE ¢ard &ssiudad FeMEEHYanEheogeedd thedrey meder ed@dee and

i nformati on about products to be purchased (product code, price, sales

i nf or mat i onmaardisg compaflys Gt a0 Provivees netsygtkem ¢io ddat uni que nunber
corresponding to each credit card nunber. Al so, the center perforns the
processi ng &sociest acdnmrtits kisheheidt anefriceens fievf dretakdeom drse dintt ecaegh teginpani es.
The credit card conpany issues credit cards, 8 manages nenber stores

cul tivat ed Wndreeaser atdid, dar dheorieanyptdmcth patcloadus eadtshdrdakaid,on of the
cards issued by it. The credit card conpany which issued credit cards

pl aces the pHeERSSES aa3SeK ahed WHe nehitRlr tifdd ridae ionedidchcarsds i ssued by
it and the nenber stores cultivated by it to another credit card conpany. A

credit cardGeIpRany:awi ehinesiues Gned i addeds and | C cards storing unique
nunbers is called an issuing conpany (an issuer) and a credit card conpany
whi ch cul tivates angi{mRages SR St Q)rb%%cjts oFaldned ﬁMer

invention to solve the above-mentioned problems involved

in the related-art technologies by providing an

electronic commerce system, an electronic commerce server,

and an electronic commerce method which reduce the risks

of the leakage and unauthorized use of member information

which is the credit card information for example such as

credit card number, credit card expiration date, and so

on to enable the secure and smooth execution of

electronic commerce in the credit inquiry (or the

authorization) in performing credit card settlements over

networks.



store managi ng conpany (an acquirer). Authorization is perfornmed by the

i ssui ng conpany or the nenber store managi ng conpany. It should be noted
that a nmenber store (shop) is a credit card nenber store which can settle
the paynment with credit cards or a virtual stores on networks. The

el ectronic commerce server of the first aspect holds the credit card
conpany information for associating the uni que nunber, the issuing conpany
for perform ng authorization, and so on, so that, upon reception of the
credit inquiry request information including the unique nunber from anot her
el ectronic rce server, the.electronic commerce server of the 9 first
aspect refe?g%gggsPﬁg 8%e&?¥e€§% n'corrpany information and identify the
credit card conpany _whi ch perfor t hqri zati.on on the basj,s of this

uni que number | and It SAEFERTENGEr Gt LAY 8456 S PRFPRAIROR

i ncluding thi,s unique nunber tq the el ectronic conmerce_ ' server of the

i dentified éﬁé&?tagQPGtCGHﬁéﬁVﬁ'lﬁ%€§ﬁr9Fn§r8ﬁﬂdﬁﬁeaPn@éﬁFF6ﬁnéﬁd accordi ng
to a second aspect thereof, there is provided an el ectronic conmerce server
connect ed t GPBRGEREr SEF¥EET GRTEECHRReCe 28OLNEE SHECTAORECWSPRMERE! udi ng:
hol di ng means for hol di ng uni que nunber information for credit inquiry by

t he el ect r oRREVESNHFLEe as BLPL kde l@CHIAILRG : magA s ingr mgansr fei ng whet her
to performcredit inquiry processing by the el ectronic comrerce server on

t he basis ohotldéngniinfermatlien abduthe icmeditarciean icomphayvhwhdichg neans if
credit inquiry request information including a unique nunber associ ated

wi th a credperfardsnemredi tandadiifriyer edenttidpinge meredi ttocar d nunber has
been received fromthe another electronic commerce server; and transmtting
means for thdesnitfliing theredad cairdqaomnpahgquedichi pearfoainsorredia
predet erm ned another electronic commerce server if the credit inquiry
processi ng isgidtyt enbehpebheired by hehangget hofbercamderte sekdeér. The

el ectronic commerce server of the second | 10 i I 1 aspect holds, in the

hol di ng neagsrduebagenfUIBEbrmation if credit inquiry request
information including a unique number associated with a
credit card number and different from the credit number
has been received from the another electronic commerce
server; and transmitting means for transmitting the
credit inquiry request information including the unique
number to an electronic commerce server of the identified
credit card company.

The electronic commerce server according to the
first aspect holds, in the holding means, the information
(credit card company information) of a credit card
company which performs credit inquiry and, if this server
receives the credit inquiry request information including
the unique number from another electronic commerce server,

identifies a credit card company which performs credit



i nformation for credit inquiry by the electronic commerce server; if credit
i nquiry request information including a unique nunber has been received
fromthe another el ectronic conmerce server, determ nes whether to perform
credit inquiry processing by the electronic commerce server on the basis of
t he uni que nunber and the information in the holding nmeans; and if the
credit | inquiry processing is not to be perforned by the electronic
commerce server, transmts the credit inquiry request information to a
predeterm ned another el ectronic comrerce server. The unique nunber

i nformation r L i refe nced credi.t .inquiry
is perforneéhgu&fﬁenﬁggﬁs of Sg Eﬁ%qggenung ' Cand Sron §hgﬂﬁa§ Sdﬂﬁlque
nunber, credit .card infor tlon ﬁcredlt ard @gnber credit card expiration
date, credit>E83r §OFPRBY &P aFPaF e Sﬁﬁéﬁﬁﬂt §r fF e8afstAALTAY bal ance,
and so on) and nenber attribute information (nane, address, tel ephone
number, and*SGU8A¥. l?ﬁafm?ﬁéOEréHF%uﬁﬁaglFyepPB&§§§| RYMPETNEP BBRf or med
(authorlzatlon is not performed) denotes that, because there is held no

uni que nunb@ieFﬁFBPHﬁtF@ﬁmeﬁﬁﬁbéﬁrVﬁFoPﬁaFPBn}dééFiééS@nérﬁélﬁocﬁﬁé uni que
nunber 11 of the received credit inquiry request information, this unique
nunber doescABPaB¥cone the object of authorization. In this case, the

uni que nunber is transferred, for authorization, to the server of the
conpany whi ch i ssue@ihehelertdprnicardmoerrespondengdenothssauagguernunber
vi a anot her predeterm ned el ectronic commerce server. In this case, this
anot her predet er gbmpdtekewhiohi betongerte secerters ancekdiétroard commerce
server of the center for exanple. Upon reception of the credit inquiry
request i nfoompahen (anakembdengsaodai garaglingecompanglbpact skaiagt hori zati on
from anot her el ectronic comerce server, the electronic commerce server of
the second asppehycandt sansher, hmempsrque Buvebet tartihgegbeet kAl so
comerce server of the center for exanple which identifies the issuing
conmpany whi gh) peptosnkembbhOELgaki Q8. mbRbear k¥bhd g4t thBeckayent kehgand
according to a third aspect thereof, there is provided an el ectronic

conmer ce seggﬁﬁaﬁgpngggegxgﬂpggother el ectroni c comrerce server over a
network, including: holding nmeans for holding unique nunber information for

performing credit | pQULLY QMqEQEyeRRQEEQEtérCQHESVE@fé?&&ﬁrtodeter”‘“'”9
means for determ ning whether to pertormcredit I nquiry processing by the

el ectront ¢ GBHBLSERBEENS' aQNoklE. BagLacksd2ass8h: LUEAUD! fiocAUNbEL (and the

i nformation g neans | I nqulr request ornmatl! on

i ncl udi ng a, gnkﬂge nu r.as O%I ed mnthea gdlt gard nunber Qd
different from treart Céard  nunper BR&H erved P vLat

credit card number, namely a process for determining
whether the sale of a particular product is permitted to
the credit card number on the basis of the expiration
date or the credit limit amount of the credit card for
example.

Credit card company information is the
information about a credit card company which performs
credit inquiry and this information includes a part of a
unique number, a credit card company type (an issuing

company and a member store managing company for example),



fromthe another electronic conmerce server; credit inquiry processing
nmeans for performng the credit inquiry processing on the basis of the
credit inquiry request information if the credit inquiry processing is to
be perforned by the electronic commerce server; and transmtting neans for
transmtting a credit inquiry result which is a processing result of the
credit inquiry processing neans to the another electronic comrerce server.
The el ectronic conmerce server of the third aspect holds, in the hol ding
means, uni que nunber information for performng credit inquiry by the I
el ectronic ¢o r rver: 1f_credit i iy r. t informati i ncl udi ng
a uni que nu%bgg%ﬁgg %géé FS@ F&gdggb%ﬁlgﬁé gﬁoﬁﬁgﬁ§§ eg@ﬁ%ﬁga ggﬁﬁérce
server, detggnines whet her to per&orglcregkt inguiry processin% b% t he
el ectroni c COMErEE1EEr GEIFPERY RBU EEPs MEF P P fe SIRFGUESREROER SHEPERE
information i,n.the goldin geggﬁé if the credit inquiry processing is to be
performed by itheP8l 8cFEHPEC Fce server, perforns the credit inquiry 13
processing and transmts a credit_inquiry result to the another electronic
commerce server. ThéP€r BRLAUPNRUMPELr éSuPt CAER0EESUERECAGPRBPESEt Pén resul t
information which is sent after credit inquiry is performed. The credit
i nquiry resBPWbP§S@b@8¢ﬁéésbya§ﬁté&ﬁpﬁésagoauﬂﬁGP¢2§VFﬁﬁ t8gurredatt he
above-nmenti oned aut horization request information (a credit inquiry
request). Thardcnunberi agdi sp procéosi sgamplpger fior Asda( dat-Hopiizarirdr is
perfornmed) denotes that, because the uni que nunber information (nmenber
i nf or mat i onpeqoenespendhngst JALBEOLAI7qUE 8BERBEr for Ekempéeei vEUecr edi t
inquiry request is held, this unique nunber becones the object of
aut hori zat i aniqgber nexbepl és bncbles segsencehehékctctidfiecscdmmmr ee server
ref erences the uni que nunber information (nmenber information) to perform
aut hori zat i ereditt barblaausbel .t halteeanvedetfyediat patgublEy thequastuelUpon
reception of a credit inquiry request including the unique nunber to be
authori zed hupBeanother upbeet 6oaigieemrerCcexampyer,, mhhebel agkyoRbe comrerce
server of the third aspect can perform authorization and

identify a credit card company.

Credit inquiry request information is
authorization request information which is sent when
credit inquiry is requested. This information includes a
unique number, a credit card expiration date, a member
name, a type (member type, card type, and so on), an
issuing company code, a member store code, and
information about products to be purchased (product code,
price, sales information, and so on).

The center provides a system of each unique
number corresponding to each credit card number. Also,
the center performs the processing associated with the
data transfer between credit card companies.

The credit card company issues credit cards,



send a credit inquiry result indicative of the result of authorization to
this another electronic comerce server. It should be noted that the first
aspect is ' 14 associated with the electronic commerce server bel ongi ng
to the center and the second and third aspects are associated with the
el ectronic commerce servers belonging to credit card conpani es, the nenber
store managi ng conpany for exanple. In the first, second, and third
aspects, each electronic commerce server transfers a uni que nunber instead
of a credit card nunber, the unique nunber being different fromthe credit
card nunber i1 Je QL ReEsIING 259061 aLe W B ANIO 280, 0 thal the
ri sk of the ea@ége of pérsonal i nformation sdch as credit card nunber and
so on by the intercepti,on on networ i.s reduced. nsequent l.y, even in the
case wher o ERBEFEYGS RGI R AR THe AR LARTHET 7 FOR and ConeSraBter store
managi ng cog&an manages nenber stores, the authorization of credit card
menbers can eléerforned with security while reducing the risk of the
| eakage of the nmenber information having credit card nunbers and so on by
the interception onTh&t WoEELE CRTAs COPRFTYr ¥ELCRaBSEuesy CERE L SEEASNI ¢
commerce servers of the first, second, and third aspects to decrypt the
recei ved unPd@€esuirber PERCEFSES a5y LRl BESH BATETEAERPph6n St andard),
SSL, or the like. 15 i In this case, each unique nunber is encrypted
bef ore bei ngredafnsgerded igeaedabyetiforid tther slgbeyr skeregénhanci ng t he
security of the system In carrying out the invention and according to a
fourth aspeculttherdéed, byhédrte tios apodhiede ¢ ranid¢l eetrdoionpeayner ce nmet hod for
an el ectronic conmerce server connected to another el ectronic comerce
server over a netwoRk criedditudiamg tchepshgpwhdich helsdiesg cirefidtmetirds about a
credit card conpany which perforns credit

and IC cards storing unique numbers is called an issuing

company (an issuer) and a credit card company which
cultivates and manages member stores is called a member
store managing company (an acgquirer). Authorization is
performed by the issuing company or the member store
managing company.

It should be noted that a member store (shop) is
a credit card member store which can settle the payment
with credit cards or a virtual stores on networks.

The electronic commerce server of the first
aspect holds the credit card company information for
assoclating the unique number, the issuing company for
performing authorization, and so on, so that, upon
reception of the credit inquiry request information
including the unique number from another electronic

commerce server, the electronic commerce server of the



inquiry; identifying a credit card conpany which perfornms credit inquiry on
the basis of the unique nunber and the credit card conpany information if
credit inquiry request information including a unique nunber associ ated
with a credit card nunber and different fromthe credit nunber has been
received fromthe another electronic conmrerce server; and transmtting the
credit inquiry request information including the unique nunber to an

el ectronic comerce server of the identified credit card conpany. In
carrying out the invention and according to a fifth aspect thereof, there

IS providedfq@s%l%%%%%Qi%e%%qggk%% QEEh%%éf I %%1%!%%&&% i.C conmerce server
€

connected toanoth el ectroni c commerce server over a network, including

t he steps of;: hol di.ng_uni gue nu i,nf ormati.on for, performng .credit
naui ry by ciEereet Bpe e Tl e R o BN IR o

performcredit Jinquir rogessi,ng by the el ectron ¢_gonmer.ce server on the
basi s of thé’e&r*‘rjio 3‘& ﬁ%&rl&ﬁ&ltoﬁ‘eo?‘/‘nf iSar 19T (e ShoPdidg T
credit inquiry request informatiagn inclyding a unique nunber associ ated
with a cred@fdc &F@rRdese ien Fr&ciite roRiU 1Yo MeE S edife T@4td ORunber has
been received fromthe another electronic comerce server; and transmtting
the credit ARGHIY-Ngedhdst UNHEEENRUIES Tt §Ca thte fdEELFORAE SPBIREICe

el ectronic commerce server if the credit inquiry processing is not to be
perforned byeiverelodc theniiceadrifdede co@didr cand ¢aMP@NYg out the invention
and according to a sixth aspect thereof, there is provided an electronic
comer ce net hod for Ian celreytingnios tc dinee oy esdriver agdhrecteding awother

el ectronic comerce server over a network, including the steps of: hol ding
uni que nunbelecionido agictn therr epdr,f dhreg icr gdiotv iideguiamy ey ctthrendlcect r oni ¢
commer ce server; determ ning whether to performcredit inquiry processing
by the el ecicoanietceorries senvected tthe ahatiherofe lidhe rvnigueommnesrere and t he
information in the holding neans if credit inquiry request information

i ncl udi Nng a skRivede oRieFer nasweekat e Ahidl ng :C hedidi nea @ anwnFer and

different fromthe credit card nunber has been received fromthe another

electroni ¢ 1b1ding unique number information for credit inquiry by
the electronic commerce server; determining means for
determining whether to perform credit inquiry processing
by the electronic commerce server on the basis of the
unique number and the information in the holding means if
credit inquiry request information including a unique
number associated with a credit card number and different
from the credit card number has been received from the
another electronic commerce server; and transmitting
means for transmitting the credit inquiry request
information to a predetermined another electronic
commerce server if the credit inquiry processing is not

to be performed by the electronic commerce server.

The electronic commerce server of the second
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commerce server; performng the credit inquiry processing on the basis of
the credit inquiry request information if the credit inquiry processing is
to be perforned by the electronic commerce server; and transmtting a
credit inquiry result which is a processing result of the credit inquiry
processing step to the another electronic commerce server. |In carrying out
the invention and according to a seventh aspect thereof, there is provided
an electronic conmerce systemin which a first electronic conmerce server

a second el ectronic comerce server, and an el ectronic comerce server of a

credit card.company e | ntersanaested oyeraa nehuark Abgkein. the first
el ectronic coO rce server i ncluding: or éart iI'ngquiry request information
generating neans for, generating.credit .inquiry,request inf.ormation

Pnck udi ng_a CAPEDE THaNbAP - aCEot b UWAER BYcFRA ELeRFdoRInbEPTaRqCe
different fromthe ¢redit numher; and transm tting nmeans for transmtting
the credit PREUPFY rdqGESELtnfBANEYon By e 18ECHNE tePB PG E 188N Rer ce
server, the second el ectronic_conmerce server including: holding neans for
hol di ng i nf YPARLRORUEREG NaSc PGPt TeEREVESNPERT WMIFcRPRENRST ns credit
inquiry; identifying means for identifying a credit_card conpany which
perfornms cr84RELEgnic cRREREFeofeENerhasdesesMinge WRLEREniRbOETARE™ he
credit card conpany information if the credit inquiry request information
has been reecseddd finawithepfriocessdngcbroihe edrrirosiseceamergrd
transmtting neans for transmtting the credit inquiry request information
i ncl udi ng t beruerqoe nhebbestie af ¢hecunéngue combvercenslether of the
identifying credit card conmpany. In carrying out the invention and
accordi ng tandnreaghvh dspete hbédealy, mehese kadpidvicted caediel ectronic
commerce systemin which a first electronic commerce server and a second
el ectroni c camerFOepIeCEskiage isnhercannbet pdrdvemed bgt whek, wherein, the
first electronic conmerce server including: credit inquiry request

i nfor mat i onegerek-ahiiad coRdBy ckOkeg@Ber, atragsaied thiengiet) tI ea4esky
i nformation including a unique
request information to a predetermined another electronic
commerce Sserver.

The unique number information is the member
information to be referenced when credit inquiry is
performed on the basis of a unique number and so on and
has a unique number, credit card information (credit card
number, credit card expiration date, credit card type,
credit limit, payment form, outstanding balance, and so
on) and member attribute information (name, address,
telephone number, and so on).

That the credit inquiry processing is not
performed (authorization is not performed) denotes that,

because there is held no unique number information

(member information) corresponding to the unique number
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nunber associated with a credit card nunber and different fromthe credit
nunber; and transmtting nmeans for transmtting the credit inquiry request
information to the second el ectronic comrerce server, the second el ectronic
commer ce server including: holding neans for hol di ng uni que nunber
information for performng credit inquiry by the second el ectronic comrerce
server; determ ning neans for determ ning whether to performcredit inquiry
processi ng by the second el ectronic 19 comer ce server on the basis of

t he uni que nunber and the information in the holding nmeans if credit

inquiry request.informatign has.been received from.t first el ronic
conmmer ce sePge%PetfgﬁgﬁVngﬁﬁeﬁégn§n98}r¥r5§gﬁﬁﬁgiﬁaggﬁgag%gart%ﬁ%auiry
request inforpation to a predeterm ned another el ectropic nmer ce, server
[f the credPP RHEUPFTEEFoCEEST MY CIRANT o 'bo PRHTT nBh By EHG. SECbAR-

el ectronic commerce server; credit inquiry processing neans for performng
credit inquiPytpiécEds§PngtBR PREIBESPEMBETt he EFEBPECFREHir fOFequest
information if the credit inquiry processing is to be perfornmed by the
second el ecBushPEigamrercetoeter seaHart PAnShEt EPRE2A¥aE 1F8r 1EF8RSM tti ng
acredit inquiry result which is a processing result of the credit inquiry
processi ng tbansreditheakidr sprepependang SontBiseuséarer NuMRegarVigi ng out
the invention and according to a ninth aspect thereof, there is provided a
program f or anatbengpaedettpunénetioefigntrooacasomhergkeeseryrirc cdmer ce
server recited in any one of the first aspect through the third aspect. In
carryi ng outhtibeceseenthds andthecopdedgteomanedneheaspeuntict bommetcet here
is provided a recording mediumrecording a program for causing a conputer
to functionsagvtheiel aat eoacereatmeceameereesetreert ed theapgn28r foene of
the first aspect through the third aspect. The above-nenti oned program nmay

be distribukgdmpyer, networks or in the recording nmedium Brief Description
of Drawi ngs

Upon reception of the credit inquiry redquest
information including a unigque number not subject to
authorization from another electronic commerce server,
the electronic commerce server of the second aspect can
transfer this unique number to the electronic commerce
server of the center for example which identifies the
issuing company which performs authorization.

In carrying out the invention and according to a
third aspect thereof, there is provided an electronic
commerce server connected to another electronic commerce
server over a network, including: holding means for
holding unique number information for performing credit
inquiry by the electronic commerce server; determining
means for determining whether to perform credit inquiry

processing by the electronic commerce server on the basis
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FIG 1 is a schematic diagramillustrating an electronic conmerce system 1,
FIG 2 shows nenber information table 15a and nenber information table 19a;
FIG 3 illustrates a system of unique nunber 101; FIG 4 shows nenber store
information table 15b; FIG 5 shows credit card conpany information table
17a; FIG 6 shows authorization request information 35; FIG 7 shows

aut horization result information 37; FIG 8 is a flowhart describing
operation of the conputers 5 and 7 and servers 9, 11, and 13; FIG 9 is a
fl omchart describing operation of the conputers 5 and 7 and the servers 9,
11, and 13; and FIG ,10 is a flowhart describing operation_of .the

conput er s SO%ngh? HR3PRe "EBPGEr 81 ,t%f,l ﬁﬁrT§Fg§839n h@ PELYERSr vi ng out
the Invention 21 | [First enbodiment] The followi ng describes in detail a
first enbodMRERE of CREIRCedBAFIFYYERENES Wil OFBRsr R ePCA UG rad Ags. FI G
1, is a schematic di%gran1illu$trating an el ectronic commerce system1l
practi ced adnddmer sumprBodEeRlasrdt Hé thnfe Rt AarenBarles p8da nenber
of a credit card issued by an issuing conpany 33 and owns an | C card 23
havi ng the €apdlirent éxomf thre ceedditt ceadd RumbeEnbes Heere rereiyed credit
card nenber store that can nake settlenents by the credit card issued by

t he issui ngfecompihyg 3Boiherr gascirenicugongesce seraemet Wsekiftor exanple. A
menber store nmanagi ng conpany 29 nanages and cultivates the nmenber store 27
and per f or ningutilrgr pbratiess ihgr eeansi fqui pex foomiaxarmhee créde tmrenber store
managi ng conpany 29 is also referred to as an acquirer. The issuing conpany
33 issues thaqufrgapdoz2dsstiag bg &her edistiscalfd thenkeedia dnggieynunber, and
so on and perforns authorization (credit inquiry). The issuing conpany 33
is al so ref eetR@stoiaFomaltIdueis thewdatdiel liowsiryheroeekeingt ase
managi ng conpany 29 and the issuing conpany 33 are generically referred to
as credit cabdpeopRafoemed byShadl dibethohed hamexlehekrzati;oandcredit 22
i nquiry) denotes a process associated with the sale to the credit card

nmenber corresRARMiRG ihe AcRAk! iFow dragkadict 163 d Wb, iAWY a process
for determ ning whether the sale of a product is permtted to the credit
result which is a processing result of the credit inquiry
processing means to the another electronic commerce
server.
The electronic commerce server of the third
aspect holds, in the holding means, unigue number
information for performing credit inquiry by the
electronic commerce server; if credit inquiry request
information including a unique number has been received
from the another electronic commerce server, determines
whether to perform credit inquiry processing by the
electronic commerce server on the basis of the unique
number and the information in the holding means; if the

credit inquiry processing is to be performed by the

electronic commerce server, performs the credit inquiry
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card nunber on the basis of the expiration date or the credit limt anount
of the credit card for exanple. A center 31 provides neans for assigning a
uni que nunber corresponding to each credit card nunmber and executes
processi ng associated with the transfer of data between the credit card
conpani es such as the nmenber store nmanagi ng conpany 29 and the issuing
conpany 33 associated with the IC card 23 concerned. The details of the

uni que nunber will be described later. To a network 3, the conputers 5 and
7 and the servers 9, 11, and 13 are connected. Regardl ess of being wired or
not, the network 3.0 erate%Fso th%t, upon e%tablishnent ofta sez&ion

bet ween a d&PEESEIRHEPEd TEETERE i PSR tatd W 1dds £eR A Tof Cd&ditce,

i nformation na¥ be transferred between these devices. Hence, the network 3
i s depi ct ed 2PAEFE €158 TRBi g COBRRECEedSKIVER -one mai n |ine; however, the
network 3 may be a conbination of networks as with the Internet, in which
the networks are i nfBfc6EARELedPAVLEYg&CEHRFs SRR Sy E§Fect to the
connecti on of networks, instead of 23 the direct connection to the main

| i ne cal | ed aatbackBehéont hesudigpdndoyredindc hdshbdsegedy pPRer
(Point-to-Point Protocol) connection may be used as |long as information can
be transf er ceg¢ddpoanthé rystiabbesivemedof Fhsessiedit Thaudowpeesuls is a
conputer operating as a term nal device of the nenber 25 and is constituted
by a persondls obirpined, by ptteablieg ahoewmhosd zadipnnalesudt &ombhiel e

t el ephone capabl e of information transfer over a network, for exanple. The
conput er 5 iaboverfegtiiedtetoautanzfien tinvhorratiest dwndEortaeionat wark 3 by use
of its own comunication capabilities or a Wb browser application
instal |l ed adgiedii®@nahyirfbureheestihe conputer 5 has a capability of
encrypting data with SSL for exanple and sending the encrypted data to the
network 3. The conpghgk 2rk8i¢onneelieqd peokek8angr AW beiokmeadi ng/ writing
device) 21. The reader/witer 21

(authorization is performed) denotes that, because the
unique number information (member information)
corresponding to the unique number of the received credit
inquiry request is held, this unique number becomes the
object of authorization, for example. 1In this case, the
electronic commerce server references the unique number
information (member information) to perform authorization
on the basis of the received credit inquiry request.

Upon reception of a credit inquiry request
including the unique number to be authorized from another
electronic commerce server, the electronic commerce
server of the third aspect can perform authorization and
send a credit inquiry result indicative of the result of
authorization to this another electronic commerce server.

It should be noted that the first aspect is
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reads/w,tes various data on the IC card 23, encrypts the data read from
the 1C card 23 by triple-DES for exanple, and sends the encrypted data to
the conputer 5. The IC card 23 has an I C chip (not shown). The IC card 23
has credit card capabilities, containing the nenber information which is
the credit card information such as credit nunber and credit card
expiration date, and the uni que nunber, for exanple. Therefore, this IC 24
card, used along with the reader/witer 21, may function as a credit card.
The details of the nenber information and the uni que nunber wll be

descri bed Iateg 5 g e%hflcl %hg%scofore%dlng/mmlg n Qata on the I1C
card 23 by R eS SP/Wﬁl 515 khown et RGAS “are Suit’ Elge Spﬁi &bl e. For
exanple, if _the IC card 23 i.S non- ¢ nta t the reader/witer 21
readSIMW|te§°d§P§ GRAERE F@dcﬁgﬁ §§c8§ ﬁ tg¥%§a8P8eﬁ§§eaF8r exanpl e;
correspondingly, .the IC card 23 has an antenna section for receiving radio
wave for exéﬁﬁpéléﬁﬁdpﬁﬁFBrﬁEetﬁéeFF§ﬁ§F€rCSWm§£F?o§§rVﬁF§rHﬁ@PBﬁlﬁ ld in
the 1C chip through this antenna section and an incorporated send/receive
secti on. ft?hér?aléaPGrQBCP§Péné8ﬁbaé@etVﬁ@bﬁe S4Pge MRBagdader /witer 21
has a contact section which conmes in direct contact with a contact section
of the | C capuprasy fhar espmpéef.ormi ng the transfer of various information
t hrough these contact sections. The conmputer 7 is a conputer for exanple
functioning as a teim nhk déviste ekcohd,nmenbethdtrdr especdsd ieecbonstit ut ed
by a personal conputer, a portable information termnal, or the |ike.

Pref er abl y, eflketeconpet eomiielrtas skeveapalbahistfees ef uséquengumnaerous
information to the conputer 5 in response to the access fromthe conputer 5
and redirectihsgebeodcaessetiianchird AGmbeeomubhkeennigue hhebetrheeiagnput er
or anot her server as

different from the credit card number, in the processing
associate with authorization, so that the risk of the
leakage of personal information such as credit card
number and so on by the interception on networks is
reduced.

Consequently, even in the case where the issuing
company performs authorization and the member store
managing company manages member stores, the authorization
of credit card members can be performed with security
while reducing the risk of the leakage of the member
information having credit card numbers and so on by the
interception on networks.

It is also practicable for the electronic
commerce servers of the first, second, and third aspects
to decrypt the received unique number encrypted by

triple-DES (Data Encryption Standard), SSL, or the like.
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required. Therefore, it is preferably for the conputer 7 to have the
capabilities of a so-called Wb server. In addition, the conputer 7 creates
and sends aut horization request information 35 including menber infornmation
and sales information (sold product nanmes, sales anobunts, and so on),

t hereby requesting the other conputer or another server for authorization
(credit inquiry). The server 9 is constituted by a conputer for exanple of
t he nenber store nanagi ng conpany 29. In response to the access (for data
redirection) fromthe other conputer 5, the server 9 had the capabilities
of sendi ng ri i.nt.qr .Qn e ter [ iL.ng the access
fromthe coé%uF§E§5C?88fEgggghgbggggpagggggrﬁgngpﬁggpéggvéggéggrequired.
Therefore, |t .is preferable for the server.9 have t.he capabilities of a
so-cal | ed V@SlggrgéF?sﬂF 6% R¥SEefyvEFTYORKe %%8 Fégaggrf egtoring member
information table 15a, a nenber, store information table 15b, and so on,

t hereby per 8 ﬁpﬁ@nguﬁﬁﬁr??&PF&ﬁYaggoﬁhﬁtSHS%FPh aut hori zati on request

i nformation 35 based on the nenber information table 15a and performng a
settl enent procedur éPf GRTHYRNAG Y&t TPEMEAVENHLOR BRE REFPEF1BH0E 27 on the
basis of the menber store information table 15b. The details of the 26
menber i nf oERBELBNAERBFE IB&rEAd .t REexenBEr PEPYLEeHnPHr RAECEHAOPAS| e 15b
will be described later. The server 13 is constituted by a conputer for
exanpl e of £REMessei ngtbedpiny 383. ethetsenier coBMBaSea s@avVabase 19 storing
a nmenber information table 19a and so on, thereby perform ng authorization
associ at ed wphhegtieHotpzanpthereguestronfior pamnemcdssemveheolbagi 8 of the
menber information table 19a. The details of the nenber information table
19a wi || bendegorkbednktatdingThtesetrees dI:i sotdisti ttnffedmbyianconputer for
exanpl e of the center 31. The server 11 has a database 17 storing a credit
card conpangbbotoanmateantt ahlre témpang, whtiichhpeb@sirmsobredetcredit card
conpany i nformation

inquiry,; identifying a credit card company which performs
credit inquiry on the basis of the unique number and the
credit card company information if credit inquiry request
information including a unique number associated with a
credit card number and different from the credit number
has been received from the another electronic commerce
server; and transmitting the credit inquiry request
information including the unique number to an electronic
commerce server of the identified credit card company.

In carrying out the invention and according to a
fifth aspect thereof, there is provided an electronic
commerce method for an electronic commerce server
connected to another electronic commerce server over a
network, including the steps of: holding unique number

information for performing credit inquiry by the
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table 17a, sends the authorization request information 35 to the issuing
conpany 33 which perforns authorization. The details of the credit card
conpany information table 17a will be described later. In the
above-nentioned configuration, a plurality of conputers for exanple and a
plurality of servers for exanple may operate in an integrated manner,
thereby formng the conputers 5 and 7 and the servers 9, 11, and 13. In
this case, it is preferable for each of the conputers for exanple to have a
part of the capabilities of the conputer 5 for exanple or use a nethod such

as 27 tine.,division processing, there erformng, sipul t aneous
processi ng tIrfic rBEéﬁdEOWEﬁﬁgﬁ)géFXefhe8§§§§mﬁﬁéPgi%hﬁﬁg%ﬁeﬁﬁer store
managi ng conpa 29 and.the issuing conpan 3§ for exanple are integrated,
one-Ser ver HBgLhpE SE8U4E LRECIEHYErooaRAnEnEY s Bhgor LE8tETRECpr 0ot ane. {0t
maki ng the conputers 5 and 7 and the servers 9, 11, and 13 execute
processi ng SAUMERESJELAVEE BB KBPJP&AdSr eEoFRBIUPATLReNEBPREr 80d the and
13 may be stored in'the.recording medi a such as a CD-ROM 6-1 and a CD- ROV
6-2 and thesBfprBgEand ABythe Bpsdingubeangsist ereditninAedsyCD- ROM 6-1 and
CD-ROM 6-2. Alternatively, these programs and data may be distributed over
t he net wor kr8quebG, irfehonasitheinehbdingnbonmagbenntmbee 2680cahdtefie nmenber
information table 19a stored in the database 15 and the database 19. These
menber i nfowibhi encraliescdbd andb&@aastodéffheennf 6romt tbe £oeddse in
aut hori zation. In the present enbodi nent, the nenber information table 15a
stored in therdahalbee h&sahdehheeneibed Enbar thti anotabkeelB8atsbated in
t he dat abase 19 have common fields. In what follows, only the commn
portions of cbhmepeabeeriator aati epahanlietihg the thedaenbaguipi,or mati on
table 19a) will be described. The nmenber information table 15a and the
menber 28 request information to a predetermined another electronic

commerce server if the credit inquiry processing is not

to be performed by the electronic commerce server.

In carrying out the invention and according to a

sixth aspect thereof, there is provided an electronic

commerce method for an electronic commerce server

connected to another electronic commerce server over a

network, including the steps of: holding unique number

information for performing credit inquiry by the

electronic commerce server; determining whether to

perform credit inquiry processing by the electronic

commerce server on the basis of the unique number and the

information in the holding means if credit inquiry

request information including a unique number associated

with a credit card number and different from the credit

card number has been received from the another electronic
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i nformat.i on tabl e 19a each have fields such as a unique nunber 10l, a
credit card nunber 103, an expiration date 105, a nane 107, a type 109, an
address 111, a tel ephone nunber 113, a credit limt 115, a paynent form
117, and an outstandi ng bal ance 119. The uni que nunber 101 is a code
sequence conposed of nunbers, letters, and synbols for identifying the
credit card nunber and so on; for exanple, it is a 16 digit code sequence
such as "A130017777788888" for exanple. Preferably, the unique nunber 101
is a code sequence different fromthe credit card nunber. The credit card

nunber 103 E%mﬁer%gb%efh%r & %%br¥h%. ne & 'dl%a qﬁ%ﬁiﬁg r%%esgﬁpészggﬂg

conpany 33; “nor mal’l nber ssigned as an numnber
credit card mhg@ h S |s g e ISSUIn onpany . 33. fThe %xplra%lon
date 105 defbt 8Sé>§p| i fln@él& Ycrré’&“t Star@ o T Bmpite

"04/ 2002" denotes that thls credlt card is valid until 2002. The
name 107 defrdfeSTeAdt n&ﬁ@u&FytﬁéoﬁﬁﬁéﬁngfléaEﬁ Fe @FFfSQ%&d byaid§a Tar o

for exanple. _The type 109 denotes the type of each credit card, "famly
card," "sel £ @§F6°mlcg@ﬁ@ﬂ&Fc@aF&nve@goP&db§F&”5méﬁ&l§6 én E8A1&xanpl e. The
address 111 denotes the address and so on of the owner of each credit card,
29 "house l1RGuB&EY XesHlécWhAGhbE R pF@WﬁsﬁlnShFﬁéﬁéﬁaoﬁaF@e Fé@?ét for
exanpl e. The tel ephone nunmber 113 denotes the tel ephone nunber of the owner
of each credingudaydprogesdsings skepx tof Gheeragpher Blecrediic |inmit 115
denotes the anount of noney which can be settled by the credit card in a
pr edet er m negmpericed sekgerexanpl e, " Y500, 000" denotes that up to 500, 000
yen may be settled by this credit card in one nonth. The paynment form 117
denotes the forminInhicakrgdygeputi $headavientisnngndhaceoediingcaoda f or

seventh aspect thereof, there is provided an electronic

commerce system in which a first electronic commerce

server, a second electronic commerce server, and an

electronic commerce server of a credit card company are

interconnected over a network, wherein, the first

electronic commerce server including: credit inquiry

request information generating means for generating

credit inquiry request information including a unique

number associated with a credit card number and different

from the credit number; and transmitting means for

transmitting the credit inquiry request information to

the second electronic commerce server, the second

electronic commerce server including: holding means for

holding information about a credit card company which

performs credit inquiry; identifying means for

identifying a credit card company which performs credit
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exanpl e, "single paynent” is dedicated to single paynent, "revol ving
paynment" is dedicated to revolving paynent, and "single paynent/revol ving
paynent" denotes that any one of the paynent forms is practicable.
Revol vi ng paynent denotes that a certain anopunt corresponding to the

out standi ng bal ance is paid nonthly. The outstandi ng bal ance 119 denotes an
anount used by use of the credit card; for exanple, "Y200, 000" denotes the
paynent of 200,000 yen. FIG 3, is an exenplary system of the unique nunber
101. If the unique nunber 101 is 16 digits long for exanple, it is

configured by an_up er digits 123, .a mddle its 12 and ower
digits 127. gﬁu '558 hgﬁﬁér %pﬁgﬁ gn&qﬁltEuT%% ataél%i %QSdgrggdﬁence
such as nunbers, letters, and synbols _copposed of the uyni que nunber upper 2
digits 123 Sﬁadtﬁ@mﬁﬁpﬁuénﬁﬁﬁﬁ€¥lﬁPd&ﬁetgde§F9§t12§quﬂﬁ¥réﬁﬁuﬁaént|fy|ng a
credit card caonpan The uni que nunber upper 2 digits 123 is a code
sequence coﬁﬁé@é@aﬁﬂoﬁuﬁﬁér§eePeF?§P§V9§nér§Tn$BPsleﬁéréB?ctaéﬁﬂFfy|ng t he
center 31 which issued the IC card 23. The uni que nunber mddle 4 digits
125 i s a cogempeggenservsnposed sranambELingl eepass foandrepanolksingher eby
identifying the issuing conpany 33. The uni que nunber |lower 10 digits 127
are code segbenceedonposgdioly menbess, ihdprapsioandnsyundohng, thki ch is
assigned in a random nmanner. This unique nunber 101 is a uni que code
sequence fonnidert nfimbrg theaoweéectfroeachcomadircecaedvamdoifstheored in the
credit card, nanely, in the IC chip of the IC card 23 in a manner so that

it cannot bedeawmitytian byetihie vaed ebmphng.credit card. The uni que nunber
101 is stored inthe ICchipin a rewitable manner so that the r unique
nunber 101 becones uwhni gHeriy@ngaehtcridi invandivheandt ackbediagcandar3) is
issued. FIG 4, is the nenber store information table 15b stored in the

dat abase 15elahehnsgpe6tSEaé@eb@fOtﬂa&eomstggbelaéa bsidt Be@edtronkipf ormation
for use in making settlenents between the nmenber store 27 and each credit

card conpany.aRdr-Rass b%%ﬁslﬁuﬁﬂléﬁ a %E%Q%re§E€E§oﬁQ@ecb%%erée”enber store
nane 133, an address 135, a tel ephone nunber 137, a fund settl enment account

139, and a busigessnga nggexnaogﬁea%%onleecgﬁﬁa%eesgegeegoggel3l is a code

sequence conpose ers, letters, and synbols an menber store 27

s identified by Laks HRADS( 5! QT 6opadey 13Ty Oaeexall @59l t he menber

store code er ‘store nare the nane of the

menber store.27. "A.Jewelry" for exanple. . The ddre 35.1s.the address of
t he nmenber e%8F5r39lc" SUSE RunBer VX bf'6 Cl Q %al%ownqﬁlr§hlnjuku

war d, TokyO fggs%xgggormalign generating means for generating

credit inquiry request information including a unique
number associated with a credit card number and different
from the credit number; and transmitting means for
transmitting the credit inquiry request information to
the second electronic commerce server, the second
electronic commerce server including: holding means for
holding unique number information for performing credit
inquiry by the second electronic commerce server;
determining means for determining whether to perform

credit inquiry processing by the second electronic

19



t el.ephone nunber 137 is the tel ephone nunber of the nenber store 27,
"813-1111-xxxx" for exanple. The fund settlenent account 139 denotes the
fund settl ement account of the nenber store 27, "0001-01-163-xxxxxxx" and
"Bank A, Branch B, general account XXXXXXX" for exanple. The busi ness
category code 14l denotes the business category of the nmenber store 27,
"A001" denotes the jewelry dealer for exanple. FIG 5, is the credit card
conpany information table 17a stored in the database 17. The credit card
conpany information table 17a 32 provi des the information of use in
identifying for example credit car conpa%i% whi ch are the nenmber store
managi ng cofpaRy 2§ &84 ke Fss anaé&ﬁpg y PO R a AT E SEn s PR el ds
such as a uni que nunber .upper igits 121, g _credit card conpany type 151,
a credit ca98%86ﬁﬁ5ﬁ§nnéﬁe%§§3goiﬂgn§hm@??ﬁiﬁg E&Paty 1RG4 T¥55. * The uni que
nunber upper 6 di%its 121 is the sane as the unique nunber upper 6 digits
121 shown i ReAPEST3INEGRBRFIRTCH3E DEGHerEEeLYRLT d&rM Pen§i&Stredit card
conpany. The credit card conpany type 151 denotes the type of a credit card
conpany; foflegANPRAC TAMIGERSt SSTVRAL THRSSEAEFLNIcALGTEoRPENy is the
menber store managi ng conpany 29 (acquirer), "I" denotes that this credit
card conpanvrﬁgsmhétﬂgguggg corpaity 13Rudirys yeapesandniarmatdenotes at hat
this credit card conpany is both the issuing conmpany 33 (issuer) and the
menber st or predeigirngnednpanyh2® edegtircair icomawricet egraeed ifamher . The
credit card conpany name 153 denotes the nane of a credit card conpany,
"Tomat o Cr ediredit" Ynhontieynatooralsihgois" Ao€atd” beopeafanpled. b¥hehessui ng
conpany code 155 is a code sequence for identifying the issuing conpany 33
whi ch i ssueseebad tleatdeonic3@dhmeiroe exarplre. cteeiitssuignd rgonpany code 155
may be the unique nunber mddle 4 digits 125 shown in FIG 3. 33
processing means for performing credit inquiry processing

on the basis of the credit inquiry request information if
the credit inquiry processing is to be performed by the
second electronic commerce server; and transmitting means
for transmitting a credit inquiry result which is a
processing result of the credit inquiry processing means
to the first electronic commerce server.

In carrying out the invention and according to a
ninth aspect thereof, there is provided a program for
causing a computer to function as the electronic commerce
server recited in any one of the first aspect through the
third aspect.

In carrying out the invention and according to a
tenth aspect thereof, there is provided a recording
medium recording a program for causing a computer to

function as the electronic commerce server recited in any
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FIG 6, .is the authorization request information 35, and FIG 7, is

aut horization result information 37. The authorization request information
35 is created and sent when the conputer 7 (the nenber store 27) for
exanpl e requests authorization and is used for authorization. Also, the

aut hori zation result information 37 indicates the result of authorization.
The aut horization request information 35 has fields such as a uni que nunber
101, an expiration date 105, a nane 107, a type 109, an issuing conpany
code 155, a nenber store code 131, and sales information 161. The

aut hori zatign result information 37 _has. fiel h .as _.a _uni que nunber 101,
an expiratigﬁed§?et%85?lgsﬁaﬁ5p Si,tgrﬁy é fgé,%ggrpségpﬁﬁtConpany code
155, a nenber store_code 131, a %ales i nformation 121, ang a ut.hori zati on
fesult 163. The uni 818 REREEFTEBTIOPRE BRGEFAT BRYREe 1657 PHESHane 107,
and the type 109 are the sane as_the unique nunber 101, the expiration date
105, the naﬁﬁefo??tgﬁﬂkﬁhért&BetTGQrSFOF%énHeWﬁQFUanornation tabl e 15a and
the nenber information table 19a (FIG 2). The issuing conpany code 155 is
the sane as the issuing conpany code 155 of the credit card conpany
information table 17a (FIG 5). The nenber store code 131 is the sane as

t he menber BaiefgspPgeerépgacn3efoPrenangénber store information table 15b
(FIG 4). The sales information 161 indicates the name of a product to be
purchased by the nefRBér, 1t he prischemfhtihi dipgodmctillusgragingnanhe
purchase, and so on; "Jewelry X Y315,000 (tax inclusive)" for exanple. The
aut hori zat i ehecésohticlé8mmediceasgstehelresult of an authorization
operation, nanely whether credit has been made or not. For exanple, "O

i ndi cates that credfFttGhag baeasmadapetXinifodimeatiea thdilecl&di tnHas not been
made, and "D' denotes the pending of credit making. If it results the
pendi ng of fepdetr ABkbrR@Gatibe mapber 1skgre 27 inquires the a credit card
conpany directly by tel ephone for exanple. It should be noted that the

aut hori zation resul F1§633my1haveatBe bnk9kahi 0F uwndueat huepek tbe;reason
why credit has not been nade. The foll ow ng descri bes operation of the

el ectroni c conmmer cepgyst @MsholyB hBRbELT $koeBLediraRRht9bnt RaHRECSSRE
invention. In the first enbodi nent, the unique nunber 101, which is

encrypted, [s decrypted Y shigsseLuan O cblhe aREREY Shoteparaggl ng company
29). FTGS. 8 and 9, are flowcharts describing operation of the conputers 5
and 7 and thbigrggés 9, 11, and 13. The conputer 5 (the nenber 25)
accesses the site " of the menber store 27 (the conputer 7) to browse
products of the ne store 27 an if_the ne .25 ¢ e nly desires
to purchase a prodH??%Of%tﬁgowgnﬁgghg 6Fét§?P ggguﬁggbég%gg%égﬁégts a
paynment forgq.(by credit card, electronic noney, cash, or debit card, for
exanple). If~the credit card is selected for the paynent formand the
credit card conpany_of this ,service is,selected, the br%mser of tgg.
conputer 5 is redir&dBed’t FBAVENBUSIPEIZRLERE KERHET REPEMIFLPPNhE’ ¢onput er
7) to the settlenent formof the_server 9. In this redirection, the
conputer 7 (the menBéf-sPorté 27FlPHGHESTES SERETLEANEr OB 1PRe O SaltBeand
sends the information about the product to be purchased (product code,
price, etc.ForputrEssér ¢af 9 psfeservyeoy 2 Thé séPfelt39 displays a screen
for credit settlenment (for exanple, a screen for displaying a nmessage for
hol ding the | C cardF28.uf évep thewchadér ARECraPing) oprrefdcsofputee 5

step 1001).

( P )computers 5 and 7 and the servers 9, 11, and 13; and

FIG. 10 is a flowchart describing operation of
the computers 5 and 7 and the servers 9, 11, and 13.

Best Mode for Carrying out the Invention
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The nmenber 25 (the user) holds the IC card 23 up over the reader/witer 21.
The conputer 5 reads the uni que nunber 101 and the expiration date 105 from
the IC card 23 through the reader/witer 21. At this nonent, the
reader/writer 21 encrypts the unique nunber 101 and the expiration date 105
with triple-DES before sending 36 T themto the conputer 5. The conputer
5 further encrypts, by use of SSL, the unique nunber 101 and the expiration
date 105 encrypted with triple-DES and sends the resultant data to the
server 9 over the network 3. In this case, in order to prevent spoofing,

t he personal _i.nformatiqn (f exanpl e, tel ephone nunber, address, and nane
expr essed iﬁF&ﬁﬁg)egkogﬁggﬁgiber 25 (the user) nmay be input (step 1002). It
shoul d be noted that, in step,1002, the server 9 displays a pop-up screen
on the screen of th@héoﬁﬁ&ﬂéwlﬁgtGeﬁﬁﬁébﬁﬁelﬁeﬁﬁ§Plé5a(%ﬁésﬁser) i nput t he
personal information (for exanple, tel ephone nunber, address, and nane
expressed i fiRaAayest Phetper BERAPENEBVRRLIOR BVEPy FEERESBFRILP making is
requested. As with the unique nunber 101 and the expiration date 105, the

i nput per sodaBviipEi§rmation is al so checked for validity by referencing the
menber information table 15a and the nenber information table 19a. Thus, by
inputting the persoRaG.i af, oisati eghemertyct diegecradil loskicaging perf or ned,

t he spoofing by a party who obtained the credit card of the nmenber 25 in an
unaut hori zedleanmenicanohmeprevegstdm ThprsetveedOagt he fiesther store
managi ng conpany 29) decrypts the received encrypted uni que nunber 101. 37
The server 8mbebdmsehheotnthemahiventibar exanpl e, product code and price)
about the product to be purchased received fromconputer 7 and the unique
nunber 101 and the @xpemBeronsdakealfembegeo¥ed theditheaganpykteeds and
decrypted in an correl ated manner as the authorization

by an issuing company 33 and owns an IC card 23 having
the capabilities of the credit card. A member store 27
is a credit card member store that can make settlements
by the credit card issued by the issuing company 33 and
runs a virtual store on a network for example. A member
store managing company 29 manages and cultivates the
member store 27 and performs authorization (credit
inquiry) for example. The member store managing company
29 is also referred to as an acquirer. The issuing
company 33 issues the IC card 23 storing a credit card
number, a unique number, and so on and performs
authorization (credit inquiry). The issuing company 33
is alsoc referred to as an issuer. In what follows, the
member store managing company 292 and the issuing company
33 are generically referred to as credit card companies.

It should be noted that authorization (credit
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request .information 35 (step 1003). If the unique nunber 101 is found to be
a credit card which can be authorized on the server 9, nanely, if the
server 9 holds nmenber infornmation table 15a corresponding to the uni que
nunber 101 (YES in step 1004), then the server 9 perforns authorization on
the basis of the nenber information table 15a and the authorization request
information 35 and creates the authorization result information 37 (step
1005). If the unique nunber 101 is found to be a credit data whi ch cannot
be aut horized, nanely, if the server 9 does not hold the nmenber information

tabl e 15a correspondin o_the uni gue n r. .10 in.step-.1004), then
the server 3ngg§5¥)t S%8e€Fy6t85°&%F§u8%%§%6€%9%0¥w§ﬁdt&ﬁtﬁ%%ﬁng?on

t inf ti .35 to th 11 t 1006) . The, 11 (th
Contor 31) GREr AEEREEoR HEBORGNGRr SEAbEr P gl & BT e Peeuing.

conpany code 155 corresponding to the unlgpe nunber 101 on the basis of 38
the credit CEFGifoRpERy MAPSEmalPBR1YaB BTPFESSo frdeRELAF ™R Fssui ng
conpany 33 which perforns _authorization (step 1007). Next, the server 11
sends the d¥EEFHEEd thfi 8 entibér PFOEVEHd 18uPREFiLE&E ok Or é4Ge ST SCATOr nat i on
35 to the server 13 which belongs to the issuing conpany 33 which perforns
aut hori zat | 68rdsNEPLEIO8N. thgebgsiverf1ther REPISSGIRG Eofgany 3IBE perforns
aut hori zation on the basis of the nenber information table 19a and the
aut hori zat i eredéguésdmitnboomnti of 3becandedidatcesd Heragxhopileati on resul t
information 37 (step 1009). Then, the server 13 sends the authorization
result information 37ceotele3iepreridesi ackhe fervessignisgep 1OIGue |t
shoul d be noted that the server 13 may directly send the authorization
resul t i nf onmabe@n cd?regpbhdiagnmut ench aredie serdehutber and

executes processing assoclated with the transfer of data

between the credit card companies such as the member

store managing company 29 and the issuing company 33

associated with the IC card 23 concerned. The details of

the unique number will be described later.

To a network 3, the computers 5 and 7 and the
servers 9, 11, and 13 are connected.
Regardless of being wired or not, the network 3

operates so that, upon establishment of a session between

a device connected to the network 3 and a destination

device, information may be transferred between these

devices. Hence, the network 3 is depicted in FIG. 1 as

being connected with one main line; however, the network

3 may be a combination of networks as with the Internet,

in which the networks are interconnected with gateways.

With respect to the connection of networks, instead of

23



If .the authorization result 163 of the authorization result information 37
is "0" (credit made) (YES in step 1011), then the server 9 perforns the
settl ement procedure associated with the nmenber store 27 on the basis of

t he menber store code 131 and sales information 161 in the authorization
request information 35 and the nmenber store code 131 and fund settl enment
account 139 in the nmenber store information table 15b (step 1012). Next,
the server 9 sends the authorization 39 result information 37 to the
conputer 7 (step 1013). The conputer 7 receives the authorization result
information_37 and displays the authorizati,on.results.on a screen_(not
shown) on_t FB<b3SFEC5T CPRECSGRRBT LoatrS, R PeOULLRE65 LA hng BAFREPPEAL1 on
resul t inforgation 37 step 1014 Havi n one through the,

above- ment i 6R&d *pBEES ¥sF°BH8C66 ubares PgthﬁeﬁBQFH§5$°éﬁeﬁ§§ts t he

uni que nunber 101 and sends it to the server 9. The server. 9 (the nenber
store nmanagfREtEERPANGOLIPCHECPYPRY PReUsPEEePVedOBACRYpiBd CERREEE nUMber
101. Then, if the decrypted unique number 101 is found to be of a credit
card whi ch €an be suaRsfpre@donPPRetyer geitabliphmensr pér a9sgepsionns

aut hori zation and sends the authorization result to the conputer 7. If the
uni que nunber 101 i EheognupttebeSofisaacredptitear dpaipthngansod be

aut hori zed on the server 9, the server 9 sends the decrypted uni que nunber
101 and so bterménthedseiver oflth&hmembevel 51an(t he censent8ied bgntifies
the server 13 of the credit card issuing conpany concerned and transfers

t he decrypt pdrenngieconpherr]02 andtableninhdotrhatienveerhinaTheogenver 13
(the issuing conmpany 33) perforns authorization and sends the authorization
result to thebcoapukeephoreachpabd8 ofsen¥etrmitibhetgan¥€erldveand so on.
It should be noted that the server 13 may send the authorization result
directly tonthfoeRnpeber exampiet herTabovempaRtiropedsavbhgh haaktono
processing, the conputers 5 and 7 and the servers 9, 11, and 13 transfers
uni que nunbergnwhieh;akerfbtisheBl ekl eeChedivbrgandppunber 8 therefn
reducing the risk of the | eakage of the nenber information such as credit
card nunber ne_kager { QR Qe Kk I Lt Ik e first
enbodi nment ?ﬁ§u52§?§g%ﬁogsgébggégggguggg%)ﬁePhgrggggkngggéggﬁ§E§3r credit
maki ng proc [ ' : th ' he._gsec di t he
decryption gég#ﬁgl%énggg;E?%négﬁgésc?PEggeFétg?? ggﬂpﬁgggtﬁgﬁg%rét

ebod: ment | LSpBLFAELT Le! Bk LRBRLhE second cERRdbaRNL Whb e GREBeCt O

credit making procesgiﬁg. I ment
sending the encrypted data to the network 3.

The computer 5 is connected to a reader/writer
(reading/writing device) 21. The reader/writer 21
reads/writes various data on the IC card 23, encrypts the
data read from the IC card 23 by triple-DES for example,
and sends the encrypted data to the computer 5.

The IC card 23 has an IC chip (not shown). The
IC card 23 has credit card capabilities, containing the
member information which is the credit card information
such as credit number and credit card expiration date,

and the unique number, for example. Therefore, this IC
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The fol l.om ng descri bes operation of the electronic conmerce system1l1 in
the second enbodi nent of the present invention with reference to FIG 10.
In the above-nentioned first enbodi nent, the encrypted uni que nunber 101 is
decrypted by the server 9 (the nmenber store managi ng conmpany 29). In the
second enbodi nent, the encrypted uni que nunber 101 is decrypted by the
server 11 41 (the center 31) . FIG 10 is a flowhart show ng operation
of the conmputers 5 and 7 and the servers 9, 11, and 13. The conputer 5 (the
menber 25) accesses the site of the nenber store 27 (the conputer 7) to

browse products, of the nber .store 27 and, jf .the nber 25 consequently
desires to Sﬁféjhaéléeg 65‘5&%?"%‘?‘] t ﬁ\?ﬁgl?rr/lé"trd‘rt@rz ot I’q@yrr%r‘r’ﬁ’&q:]fg’ sel ects
a paynent forn1(2% credit card, electraonic noney, cash, aor debit card, for

exanpl e). | BSt Re CrEdt C@&Fd | Fheldsdtdd 5t O (HE BRReTt FdRTatd Ohe

credit card conmpany of this service is selected, the browser of the
conput er 5 @&dr &Sy SRLEHSf POPERe Wdiltle DSF dasCidRSerlad®d-e 27 (the conputer
7) to the settlenent formof the server 9. In this redirection, the
computer 7 (the nmenBér theos@eZif icefsddiosist i Feaddnad wirdit inige dedlae and
sends the information about the product to be purchased (product code,
price, etc.pn ¢hehdCseerdr 28 byt &he208@er/vivd tear vdr, &ndiwep meyrhoalsscr een
for credit settlenent (for exanple, a screen for displaying a nessage for
hol di ng t he ar€ carida?2lyuppplercapiie .r e&der emanmpdre 2 1)t dahe T€ camputeér 5
(step 2001). It should be noted that the processes of step 2000 and step
2001 are thdssafenas-ichazeacel tsipen 10RO raadest/en iteQl 2142 cadBfernimpdzer 25
(the user) holds the IC card 23 up over the reader/witer 21. The conputer

5 reads thedatiaque fruebar takdanrd e mapis alfi eRddat &alRS fforom the | C card
23 through the reader/witer 21. At this nonent, the reader/witer 21

encrypts thexamples RrbFRelspbediakd vt henexpior akiran 28athe s1@% \niteninl pl e- DES
before sending themto the conputer 5. The conputer 5 further encrypts, by

use of SSL, dheivp G RerRer 1hEl 2rd of RevexXFdaldx@fple and performs

the transfer of various information held in the IC chip
through this antenna section and an incorporated
send/receive section. If the IC card 23 is a contact-
type IC card, the reader/writer 21 has a contact section
which comes in direct contact with a contact section of
the IC card 23, thereby performing the transfer of
various information through these contact secfions.

The computer 7 is a computer for example
functioning as a terminal device of the member store 27
and is constituted by a personal computer, a portable
information terminal, or the like. Preferably, the
computer 7 has the capabilities of sending various
information to the computer 5 in response to the access

from the computer 5 and redirecting the access from the
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date 105 encrypted with triple-DES and sends the resultant data to the
server 11 by either through server 9 or directly over the network 3. In
this case, in order to prevent spoofing, the personal information (for
exanpl e, tel ephone nunber, address, and name expressed in kana) of the
menber 25 (the user) may be input (step 2002) . It should be noted that, in
step 2002, the server 9 displays a pop-up screen on the screen of the
conputer 5 to nake the nenber 25 (the user) input the personal information
(for exanple, telephone nunber, address, and name expressed in kana) of the
personal in Lon.eyver i redi ing. is.r sted. As_ with the

uni que nunbég&gg&ggna ¥§e¥gépgﬁggfogoéggggfogf ?Hg%ﬁ%%u%gﬁgFgoﬁgl
information_is alsq checked_for validity by referencing. the nember

0 or mat | onZEaBFEE S5 SAACERETRs tndRnbFoFRFGP Y. FOr LA EOTGHCSrhls, by
inputting the personal information every tine credit pmaking is perforned,

t he spoofin§°bgagepEP?yCﬁHGngFQFﬁEdOFh EPedrtLedr §eBr SERESFenbeR 25 in an
unaut hori zed manner can be prevented. The server 11 (the center 31)
decrypts t hedféEéPRedtBRAcEPPEECENT qGECRLRBerNE05RAd 3BKASriRaTAERr ypt ed
uni que nunber 101 to the server 9 (step 2003). The server 9 holds the

i nfor mati onTEEBESExARBPEMaBLORUEP éBEéUdABIphERERrabBliPrmAEiprodnét to be
pur chased and the uni que nunber 101 and the expiration date 105 received
fromthe compleerizfandatéenypseddi nraductdr nangsedsahrAermaynthe and

aut hori zation request information 35 (step 2004). After step 2004, the
processes ofosbrp, 10b04rehyoughusstpngOtiieapthexecampdtEEl GB. aBoahdr9) .

Thus, in the above-nentioned first enbodi nent, the encrypted uni que nunber
101 and so sarwee fleer ypthedrinathensécvedi (hbeimghber store nanagi ng
conpany 29), but, in the second enbodi nent, the encrypted unique nunber 101
and so on are decryphedsebvehegsesvebnitittibedceyt ar cdbpuketoferbei ng sent

to the server 9. In the second enbodi nent, the encryption processing by the

server 9 isegahpi8do@UtnBYmbiBe$€E¥BEe managing company 29. In
response to the access (for data redirection) from the
other computer 5, the server 9 had the capabilities of
sending various information to the computer 5 and
redirecting the access from the computer 5 to the other
computer or another server as required. Therefore, it is
preferable for the server 9 to have the capabilities of a
so—called Web server. Also, the server 9 has a database
15 storing member information table 15a, a member store
information table 15b, and so on, thereby performing
authorization associated with authorization request
information 35 based on the member information table 15a
and performing a settlement procedure for making

settlements with the member store 27 on the basis of the

member store information table 15b. The details of the
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11, so that the load of the server 9 is mtigated, 44 thereby in turn
mtigating the cost of the newinstallation of the server 9 by the nenber
store managi ng conpany 29. In addition, the procedures for decryption, the
decryption keys, and so on may be nanaged by the server 11 (the center 31)
in a centralized manner, thereby enhancing the security of the system The
present inventionis not limted to the details of the above descri bed
preferred enbodi nents. The scope of the invention is defined by the
appended cl ai nrs and all changes and nodifications as fall within the

equi val ence_of . t he,scope _of th hai are therefore to %@ enbraced by the
i nventi on IWePﬁgra68§89W§ﬁﬁPBn§8g Frggaaﬁad55§8nﬁe@ﬁﬁ5dﬁ nfs, the conputer
7 (the nenber store, 27) tﬂe rver i gth menber sbore managi ng conpany
29), the sefDEPTHItiPRetER Feig§1Y}l h es§P§8F1%§d( R&SEssui ng conpany 33)
and so on are interconnected via networks 3 such as the Internet; it wll
be apparent that th&B8 EBHBBRehPsifafoBatLtrérPLoRNedt EAMPEESEdEPNes, OBN
(Open Business Network), or Internet VPN (Virtual Private Network) for
exanpl e. OBRXpEPAchafi hbSsisAPyNOPCPPREBYNEB - Pr 8N6c6RYVRlsi éA Ngssapar at ed
fromthe Internet and may realize high-security, w deband high-speed
communi cat i databasecdhpetpngnbeasmadmbenesnfpnmeitaen YPNlesliasandi se by
which the Internet may be used |li ke a dedicated network. In the
above- nent i onedthersbyandrfecnhndgeshotpmgntsionhesdataatednwiitbsi on bet ween
the conputer 5 (nmenber 25) and the server 9 (nenber store managi ng conpany
29) is perfaunedrhiyatsenote§GesandntoirpheiBbRS35] ont haedabaikr afisnhesi on
between the conputer 7 (the member store 27), the server 9 (the nmenber
store managmB@ber information table 19a. The details of the member

information table 19a will be described later.

The server 11 is constituted by a computer for

example of the center 31. The server 11 has a database

17 storing a credit card company information table 1l7a

and, on the basis of the credit card company information

table 1l7a, sends the authorization request information 35

to the issuing company 33 which performs authorization.

The details of the credit card company information table

17a will be described later.

In the above-mentioned configuration, a plurality

of computers for example and a plurality of servers for

example may operate in an integrated manner, thereby

forming the computers 5 and 7 and the servers 9, 11, and

13. In this case, it is preferable for each of the

computers for example to have a part of the capabilities

of the computer 5 for example or use a method such as
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conpany 29), the server 11 (the center 31), and the server 13 (the issuing
conpany 33), SSL and triple-DES may al so be used to enhance the security of
the system In the above-nentioned first and second enbodi nents, the server
13 (issuing conpany 33) sends the authorization result information 37 to
the server 9 (step 1010), the server 9 (nenber store managi ng conpany 29)
perfornms the settlenent procedure and so on (steps 1012 and so on) and then
sends the authorization result infornmation 37 to the conputer 7, the
conputer 7 (the nmenber store 27) receives this authorization result
information_ 37 (st.eps .1011 through 10 . A ternativel t.he server 13 (the
i ssui ng conﬁgﬁl §§f%ﬁéy”s§m&%ﬁ%§iﬁﬁw1 %ﬁﬁﬁxm?%r:ﬂﬁWlQQﬁqﬁWﬁﬁﬁ%ﬂ?9¥f
directly to the computer, 7. In thjs case, the server 9 (the nenber store 46
T managi ng &6MFEW 129 Wy apé’rslebﬁdr‘ﬂ fRETEH) | etENttS FESSS G LS fScedur e

and so on (steps 1012 and so on) after receiving the request for the
cont i nuat i ofSEPEhé tO&E MERSFL TS SOBREY 4% GG &< drfifidld Tampaé vmenber
store 27) which received the authorization result information 37. In the
above- nent i dfedofi EXEMRAE SECoAR taIEFSTenORe SR VEsT ey PREFETSe@Sst or e
managi ng conpany 29) has the nmenber information table 15a to perform
aut hori zat | ¢heaservied Jeengr the EEreersddi-ng conpany 33) has the nmenber
information table 19a to performauthorization. It is also practicable that
the server 11 (the Jést progipmsayforaveking rohebeompftemsats emd @ perd or m
t he processing associated with authorization otherw se perfornmed by the
server 9 or thiee sgerveers 23. 1ln ahids 1Gasxecite prade safincghansermher ddtand t he
server 13 may be mitigated, so that the nmenber store managi ng conpany 29
may mtigatect be tedd ahd heceededngnalthat isetvelrst I9g gar,vemdd 1@8nehatyhe
i Ssui ng conpany 33

be stored in the recording media such as a CD-ROM 6-1 and

a CD-ROM 6-2 and these programs may be distributed as

stored in these CD-ROM 6-1 and CD-ROM 6-2. Alternatively,

these programs and data may be distributed over the

network 3.

FIG. 2 shows the member information table 15a and

the member information table 19a stored in the database

15 and the database 19. These member information tables

1l5a and 19a store the information for use in

authorization. 1In the present embodiment, the member

information table 15a stored in the database 15 and the

member information table 19a stored in the database 19

have common fields. 1In what follows, only the common

portions of the member information table 15a (or the

member information table 19a) will be described.

The member information table 15a and the member
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may mtigate the cost of the newinstallation of the server 13. In the
above- nenti oned second enbodi nent, the server 11 (the center 31) decrypts

t he uni que nunber 101 and so on (step 2003) and sends the decrypted uni que
47 nunber 101 and so on to the server 9 (step 2004), which determ nes
whet her the uni que nunber 101 and so on may be authorized on the server 9
(step 1004). Alternatively, the server 11 may decrypt the unique nunber 101
and so on (step 2003) to identify a credit card conpany which nay perform

t he aut horization of the uni que nunber 101 and so on based on the credit
card conpan n%nfornatiog %ﬁblﬁ 1l7a_a dhsendfth unigus nunber 101 and so on
to the server 85?856989 £ Fh'gacﬁgg't &Xrd &8ﬁsgn§.c n2Chifs "CASEE t he
credit card c%ggani hnfornation table 17 may gave t he i.nformati.on

i ndi cative BF"RS&r ity BaFde8oimp&AY SoRiREEh 18drnEr S3PREATRY B8 thade,
nanmely the information indicative whether authorization may be nade on any
one of the HERbef §F8Fe19§na6iﬁépéoﬁﬁgnyaQQaéﬁﬁeFﬁelﬂ%su?née&SHBQH? 33

i ndi cated by the unique nunber 101. Consequently, the determ nation whether
the aut hori 28PP8E &f3vhe GHRH4E AdRBEr 1101 RapabBemridécsm LhAd . sahder 9 (the
menber store managi ng conpany 29) need not be performed, thereby mtigating
the | oad of anrheusetardigg baladdet LdA. because the unique nunber 101 which
may be authorized on the server 9 is sent fromthe server 11, the server 9
need not return theThei gpégnenbembe@110ad tikeasepder sétuelker ebwmpesethe
chance of the transm ssion 48 of the unique nunber 101 over networks is
reduced, therfehymbrhanciiegtele,saadr isyyboll st e rsysikemi fiyndgsthieal
Applicability As described and according to the invention, there are

provi ded ancekddtr oaré aonbercensysbesn;atfioel exbmplie; damier aelserver, and
an electronic commerce nethod that reduce the risks of the | eakage of the
nenber infoadgtitoBogdCBegacatedshichand narBens7and7Bigsgnaygblori zed usage

t hereof and perform el ectronic comerce in a secure and snooth nmanner in

the aut hori gahhphe( Cr edbelr-ABYLT YinBr QResEkNduBeRenbar Aisng e8kkl ement s
with credit cards for exanple on networks. 49 CLAIMS 1. An electronic

ﬁg?&g;ﬁe zg%é%heﬁe@Fﬁ%k?gréﬁta%Qbﬂth%|%EF%QQiEaQP”E%&B%rﬁerVer over a
) nmpri si ng. ol dl ng neans T oOr olding I nformation about a
The credit card number 103 is a number for
identifying a credit card issued by the issuing company
33; normally, this number is assigned as an unique number
to each credit card when it is issued by the issuing
company 33. The expiration date 105 denotes the
expiration date of each credit card; for example,
“"04/2002” denotes that this credit card is wvalid until
April, 2002. The name 107 denotes the name of the owner
of each credit card, “Yamada Taro” for example.
The type 109 denotes the type of each credit card,
“family card,” “self card,” “general card,” “gold card,”

and so on for example. The address 111 denotes the

address and so on of the owner of each credit card,
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credit card conpany which perforns credit inquiry; identifying neans for
identifying a credit card conpany which perforns credit inquiry on the
basis of a unique nunber and said credit card conpany information if credit
inquiry request information including a unique nunber associated with a
credit card nunber and different fromsaid credit nunber has been received
fromsaid another el ectronic commerce server; and transmtting neans for
transmtting said credit inquiry request information including said unique
nunber to an el ectronic conmerce server of the identified credit card

conpany. 2. .The elgct oni cggne ce %%rve a%cord'ng gclaiml m?ﬁrein
sai d uni que RAHBEr P Sﬁc%yp QCXsBHECE et GRIE ComrerLeS8dAy 8 Fur t her
conprising decrypting means for decrgptin sai d encrypted uni que nunber. 3.
The el ect r ohPEYROMMBFcEXEBPYEr adbbr GPHGPEONEl BUMPET ¢ LoARBetEs thea
center. 4. An el ectronic comerce server connected to 50  another
el ectroni c E6ARBREBESBEYBLLoPEr theneI Bk O fc8RFRI SRl therdrng “"feadns for
hol di ng uni que nunber information for credit inquiry by said electronic
commer ce set¢@fXd&KEr FPKi RYMPARS for determ ning whether to perform
credit inquiry processing by said electronic commerce server on the basis
of said uni que nunb&heapdethée ilamdtmidlbodenntesai dhieokaiongtmednmonkycr edit
inquiry request information including a unique nunber associated with a
credit cardwhdrhecaanbedsktédedt bfr thesairédditedrtrdcandanunber has been
recei ved from said another electronic commerce server, and; transmtting
nmeans for tpaedptkirmigesapdrivedi forngitampleeqi&sSo0i, 0D0rMTdenonekt0 a
predeterm ned another el ectronic comerce server if the credit inquiry
processi ng thafolpt @obsopenbor red hyysaedseketeHOByCthis credit card

in one month. The payment form 117 denotes the form in

which payment is made by using the credit card; for

example, "“single payment” is dedicated to single payment,

“revolving payment” is dedicated to revolving payment,

and “single payment/revolving payment” denotes that any

one of the payment forms is practicable. Revolving

payment denotes that a certain amount corresponding to

the outstanding balance is paid monthly. The outstanding

balance 119 denoctes an amount used by use of the credit

card; for example, “Y200,000” denotes the payment of

200,000 yen.

FIG. 3, is an exemplary system of the unique
number 101.
If the unique number 101 is 16 digits long for

example, it is configured by an upper 2 digits 123, a

middle 4 digits 125, and a lower 10 digits 127.
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commerce server . 5. An electronic commerce server connected to anot her

el ectronic commerce server over a network, conprising: holding neans for
hol di ng uni que nunber information for performng credit inquiry by said

el ectronic conrerce server; 51 determ ning nmeans for determ ning whether
to performcredit inquiry processing by said electronic conmerce server on
the basis of said unique nunber and the information in said hol di ng neans
if credit inquiry request information including a unique nunber associ ated
with a credit card nunber and different fromsaid credit card nunber has

been received from sai d, anot her. el ectroni 0 rc erver; credit inquir
processi ng means f ot %Eﬁ?%?h?ﬂﬁb?ﬁeugp%ﬂig ghggf?yf%foﬁﬁgs%nﬁo 7 the gasig

of said credit inquiry request infornation if th credi; i nquir rocessi ng
is to be pe$$%¥%%ﬁeb%u%%iﬂsem%@?$6%icl%BE%E?cea%§r§¥T?° ﬁd?gTP%%§ﬁitting
means for transmtting a credit inquiry result which is a processing result
of said creeftthegeriguprverdsy ngPpeans $bI5hF dlasother tRE kR +ERPC comrerce
server. 6. The electronic comrerce server according to claim4 or 5,

wher ei n sai mumipé yueiddhdet dsgbher Yt edthenply el @eREbRY ENGormEFR@L8er ver
further conprising decrypting neans for decrypting said encrypted uni que
nunber. 7. daréleotpamyc cDneencequetionbéorupper| 2cdiohte tosmbgcd server
connected to another 52 el ectronic comerce server over a network,
conpri si ng tb@essegsente composed of numbers, letters, and symbols,

thereby identifying the center 31 which issued the IC

card 23. The unique number middle 4 digits 125 is a code

sequence composed of numbers, letters, and symbols,

thereby identifying the issuing company 33. The unique

number lower 10 digits 127 are code sequence composed of

numbers, letters, and symbols, which is assigned in a

random manner.

This unique number 101 is a unique code sequence

for identifying the owner of each credit card and is

stored in the credit card, namely, in the IC chip of the

IC card 23 in a manner so that it cannot be rewritten by

the user of this credit card. The unique number 101 is

stored in the IC chip in a rewritable manner se‘that the

unique number 101 becomes unique to each credit card when

it (the IC card 23) is issued.

FIG. 4, is the member store information table 15b

stored in the database 15.

The member store information table 15b is the
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hol.di ng i nformati on about a credit card conpany which perforns credit
inquiry; identifying a credit card conpany which perforns credit inquiry on
the basis of said unique nunber and said credit card conpany information if
credit inquiry request information including a unique nunber associ ated i
with a credit card nunber and different fromsaid credit nunber has been
received fromsaid another electronic comerce server; and transmtting

said credit inquiry request information including said unique nunmber to an

el ectronic conmerce server of the identified credit card conpany. 8. An

el ectronic co rce,nethod for an el ectroni onmerce, server nnected to
anot her eIe%PEBﬁ?ét&BHnEPEeuEEr%ErmagéPgasﬁgF&BWE? Eoﬁﬁfwgﬁﬂg%gﬁe steps of:
hol di ng uni que, nunber information for credit inquiré b¥ sai.d el ectronic
comer ce sePgBPer Jeterfi A7 ngRAneRRRr SEGIPpEr FEFHh EPRARTY AR P§Sprocessi ng
by said electronic conmerce server on the basis_of said unique nunber and
the i nf or mafit8hdpnsyahdapof drAgPREaRsCre €PERI £3Lngdi PPMPEHUBEPTENf or mati on
53 i ncl udi ng a uni que nunber associated with a credit card nunber and
di fferent fpameshpd,cpedpddeard hdhber hadepbener sempeedlfrenrs&ir8danot her
el ectronic commerce server; and transmtting said credit inquiry request
i nf or mat i onsebthepertetecaintdlafot Ard al busivAse cahrepck Sedeer4lt the
credit inquiry processing is not to be perforned by said el ectronic
commer ce server. 9.TAa mkmberoatoreonndecé3ietihod todeameghenteonic
commer ce server connected to another el ectronic comrerce server over a
net wor k, coepmpssag bhensihBpssof lehokdsngandi gumbousbendi nher maiben f or
perform ng credit inquiry by said el ectronic comrerce server

store 27 is identified by this member store code 131.

One example of the member store code 131 is "“99991111.~”

the member store name 133 is the name of the member store

27, “A Jewelry” for example. The address 135 is the

address of the member store 27, “house number X, block

number X, town X, Shinjuku ward, Tokyo” for example. The

telephone number 137 is the telephone number of the

member store 27, “813-1111-xxxx” for example. The fund

settlement account 139 denotes the fund settlement

account of the member store 27, “0001-01-163-xxxxxxx” and

“"Bank A, Branch B, general account XXXXXXX” for example.

The business category code 141 denotes the business

category of the member store 27; “A001” denotes the

jewelry dealer for example.

FIG. 5, is the credit card company information

table 17a stored in the database 17.

The credit card company information table 17a
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det.erm ni ng whether to performcredit inquiry processing by said electronic
commerce server on the basis of said unique nunber and the information in
said holding neans if credit inquiry request information including a unique
nunber associated with a credit card nunber and different fromsaid credit
card nunber has been received fromsaid another el ectronic comrerce server;
performng the credit inquiry processing on the basis of said credit
inquiry request information if the 54 credit inquiry processing is to be
performed by said el ectronic conmerce server; and transnitting a credit
inquiry resu

roce S|ng result .o g redi t .inquiry

bracessing DrepiRsSeshd ARBPRERTIPBLPEoRE &BnﬁéFE 184708 T80 An
el ectronic commerce systemin which a firs ectronjic co rce server, a
second eIec?ﬁéﬁ?&ecSﬁﬁEFEecéépvépmpéﬁ&eénW P@ PERi ChEORRBPES SEPTEr of a
credit card conpany are interconnected over a network, wherein, said first
el ectroni c PORAELEE SeMparYcéApprs ke éﬁéﬁﬂpglﬁampﬁyyrééué§F i nf or mat i on
generating nmeans for generatlng credit inquiry request information
i ncl udi ng ac#AMgle AnAbbRsafdedHat SUCH B a vhédle samBeruRpPeerafd
different fromsaid credit nunber; and transmtting means for transmtting
sai d credit diigdgtisr y2ieqaestedatocmati campenyaityrseddnd el eredasi cacdmer ce
server, said second el ectronic commerce server conprising: holding neans
for hol di ngcompengateor 4b3ut aadceredissvand company whidehlpér.forns credit
inquiry; identifying neans for identifying a credit card conpany which
performs credit ing@Theyuahqguibenhabes abpeT 6 digits 121 is the same

as the unique number upper 6 digits 121 shown in FIG. 3,

namely a code sequence for identifying a credit card

company. The credit card company type 151 denotes the

type of a credit card company; for example, “A” denotes

that this credit card company is the member store

managing company 29 (acquirer), “I” denotes that this

credit card company is the issuing company 33 (issuer),

and “A/I” denotes that this credit card company is both

the issuing company 33 (issuer) and the member store

managing company 29 (acgquirer) in an integrated manner.

The credit card company name 153 denotes the name of a

credit card company, “Tomato Credit,” “Y International,”

or “Z Card” for example. The issuing company code 155 is

a code sequence for identifying the issuing company 33

which issues credit cards, “3001” for example. The

issuing company code 155 may be the unique number middle

4 digits 125 shown in FIG. 3.
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sai.d uni.que nunber and said credit card conpany information if said credit

i nquiry request information has been received fromsaid first electronic !
comerce server; and transmtting neans for transmtting said credit
inquiry request information including said unique nunber to an el ectronic
comerce server of the identified credit card conpany. 11. An electronic
commerce systemin which a first electronic commerce server and a second

el ectroni c conmrerce server are interconnected over a network, wherein, said
first electronic conmerce server conprising: credit inquiry request

information generating neans for generating, credit inguity_request
i nf or mati on includiﬁéga ﬁnihﬁethﬁnﬁEF£8§§6gFé?8drﬁﬂPﬁg§ &¥£8Fﬁa§598 nunber
and different fromsaid credit nupber; and transnitting nmeans fgz
transmittingSsapBdcFE@i t 7+ ngdi pYtheghaetiPnf 6RAREF oA E8TR4F4°8eddnd
el ectronic comerce server, said second el ectronic commerce server
conpri sing: hol di ngTheaastheriratdpRgraArgat ADABERALAPSr At +8n for
perform ng credit inquiry by said second 56 el ectroni c commerce server;
det er mi ni ngcreahsdf anddeertnivhengtivhechoputerpér {6he BeRERE FRAGPry
processing by said second el ectronic comrerce server on the basis of said
uni que nunber)afidrt beampler retiientsnasahdriheobting aednési fisededPr i nquiry
request information has been received fromsaid first electronic commerce
server; trapg@hbtipgtivans Adskotf r ahenmatithngisakdloor edstilinqui ry request
information to a predeterm ned another el ectronic commerce server if the
credit inquihYoPRhaeeshi BY iadnehtke bRepeebaliedfbyushbdisecdnd.
The authorization request information 35 has

fields such as a unique number 101, an expiration date

105, a name 107, a type 109, an issuing company code 155,

a member store code 131, and sales information 161. The

authorization result information 37 has fields such as a

unique number 101, an expiration date 105, a name 107, a

type 109, an issuing company code 155, a member store

code 131, a sales information 161, and an authorization

result 163.

The unique number 101, the expiration date 105,

the name 107, and the type 109 are the same as the unique

number 101, the expiration date 105, the name 107, and

the type 109 of the member information table 15a and the

member information table 19%a (FIG. 2). The issuing

company code 155 is the same as the issuing company code

155 of the credit card company information table 1l7a (FIG.

5). The member store code 131 is the same as the member
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el ectronic conmerce server; credit inquiry processing neans for performng
credit inquiry processing on the basis of said credit inquiry reque
information if the credit inquiry processing is to be perforned by

second el ectroni c conmerce server,; and transmtting neans for tran

a credit

inquiry result which is a processing result of said credit

processing neans to said first electronic comrerce server. 12. A pr
for causing a conmputer to function as the el ectronic comrerce server
recited in any one of clainms 1 through 6. 57 13. A recording nedi

recording ar %r%gh%gg3ﬁa%%' 192 m%%g%%t% ot @ fg h%ﬁl%% gg%l%

comer ce server recrt

COVPUTER 5 UTER 9 RVER_ 11 SE 3 SE R.FIG 101, U
103 Credit gg&g'ngﬁber§%655E%ﬁlr §Vﬁmﬂ ing¥§ ﬁ9195%§&a ?&Pé%%gnaka

i'n-any one of claims 1

st

said

smtting
inquiry

ogr am

um
I’OI’]I Cc

nunber

Hanako Suzuk| I chirg 109 Type Fanllyscar% Self card Self card 111 Address

House nunmbePfx2 BFBQNCﬁuﬁBe exPUrGRRSRd

Y, bl ock nunber Y, town Y, Mnato ward, Tokyo 59

his product, the tax on the purchase, and so on;
“Jewelry X ¥Y315,000 (tax inclusive)” for example.

The authorization result 163 indicates the resul
of an authorization operation, namely whether credit has
been made or not. For example, “0” indicates that credi
has been made, “X” indicates that credit has not been
made, and “A” denotes the pending of credit making. If
it results the pending of credit making, the member stor
27 inquires the a credit card company directly by
telephone for example. It should be noted that the
authorization result 163 may have the information
indicative of the reason why credit has not been made.

The following describes operation of the
electronic commerce system 1 in the first embodiment of
the present invention. In the first embodiment, the
unique number 101, which is encrypted, is decrypted by
the server 9 (the member store managing company 29).

FIGS. 8 and 9, are flowcharts describing
operation of the computers 5 and 7 and the servers 9, 11
and 13.

The computer 5 (the member 25) accesses the site
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House nunber Z, bl ock nunmber Z, town Z, Shibuya ward, Tokyo 113 Tel ephone
nunber 115 Credit limt 117 Payment form Single payment Revolving paynent
Si ngl e/ revol vi ng paynent 119 Qutstandi ng balance FIG 3 FIG 4 131 Menber
store code 133 Menber store nanme A Jewelry Boutique B 135 Address House
nunber X, bl ock nunber X, town X, Shinjuku ward, Tokyo House nunber Y,

bl ock nunber Y, town Y, Toshim ward, Tokyo 137 Tel ephone nunber 60 139
Fund settlenent account 141 Business category code FIG 5 Unique nunber
upper 6 digits Credit card conpany type Credit card conpany nane |ssuing
conpany code FIG 6 101 Uni que nunmber 105 Expiration date 107 Nanme Yanada
Taro 109 Type FQ@ﬂmqmb%delgsel%%uiﬁ@ec%@%ﬁﬁgeéoﬂé §310KRYB8r store code

161 Sales information Jewelry x Y315,000 (tax inclusive) FIG 7
products of the member store 27 and, if the member 25

consequently desires to purchase a product of the member
store 27, the member 25 selects a payment form (by credit
card, electronic money, cash, or debit card, for example).
If the credit card is selected for the payment form and
the credit card company of this service is selected, the
browser of the computer 5 is redirected from the site of
the member store 27 (the computer 7) to the settlement
form of the server 9. In this redirection, the computer
7 (the member store 27) requests the server 9 for the
sale and sends the information about the product to be
purchased (product code, price, etc.) to the server 9
(step 1000) .

The server 9 displays a screen for credit
settlement (for example, a screen for displaying a
message for holding the IC card 23 up over the
reader/writer 21) on the computer 5 (step 1001).

The member 25 (the user) holds the IC card 23 up
over the reader/writer 21. The computer 5 reads the
unique number 101 and the expiration date 105 from the IC
card 23 through the reader/writer 21. At this moment,
the reader/writer 21 encrypts the unique number 101 and

the expiration date 105 with triple-DES before sending
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101 Uni que nunber 105 Expiration date 61 107 Name Yanmada Taro 109 Type
Fam |y card 155 |ssuing conpany code 131 Menber store code 161 Sal es
information Jewelry x Y315,000 (tax inclusive) 163 Authorization result

FIG 8 1000 REDI RECT ACCESS FROM COVPUTER 5 TO SERVER 9 AND SEND

I NFORVATI ON ABOUT PURCHASED PRODUCT TO SERVER 9. 1001 SEND SETTLEMENT FORM
TO COVPUTER 5. 1002 ENCRYPT UNI QUE NUMBER 101 AND SEND I T TO SERVER 9. 1003
DECRYPT UNI QUE NUMBER 101 AND HOLD DECRYPTED UNI QUE NUMBER AND | NFORMATI ON
ABOUT PURCHASED PRODUCT TOGETHER AS AUTHORI ZATI ON REQUEST | NFORMATI ON 35.
1004 CAN UNI QUE @UNEER 101 BE Al HCRE%ED ON S%RVE? %? %%05 PERFORM

AUTHORI ZATI GREBNEPHERBASPEPBEKENBER PRFERIRTFEN TABLETTSE RROT¥RERTE
AUTHORI ZATI ON RESULT | NFORMATI ON, 37. 1006 SENB UNI %JE NUMBER 101 ALONG W TH
AUTHORI ZATI 8K REEURSTSPNEORRBTIRANAES ROMBERVERY1#Nds3Ne 557 TRBERT FY

| SSU NG COVPANY 33 CORRESPONDI NG TO UNI QUE_NUMBER 101 ON THE BASI S OF

CREDI T CARDIEERPARY EREORMATAONLITABELIP?&-DES08NIERENORI ©BE NUMVBER 101
ALONG W TH AUTHORI ZATI ON REQUEST | NFORMATI ON 35 TO SERVER 13 OF | SSUI NG
COVPANY 33. reg0% tPERFORVRAUTHORPZATFORTOR PMErBABRSNEEWAUFHORI ZATI ON
REQUEST | NFORMATI ON 35 AND MEMBER | NFORVATI ON TABLE 19a AND CREATE

AUTHORI ZAT| ONiRESHEE, | NEORNATEONo3Preyert SERPDLAOTHORhEAPEGNORESULT

| NFORVMATI ON 37 TO SERVER 9 VI A SERVER 11. RELAY FIG 9 1011 AUTHORI ZATI ON
RESULT 163 infokhatloh? (PERFEREMBEETL ENMENPhPRECEDURE rONadHEeBASI SnGF NVEMBER
STORE | NFORVATI ON TABLE 15b. 1013 SEND AUTHORI ZATI ON RESULT | NFORMVATI ON 37
TO COVPUTERnZmel@x4rBECEUVENAKEHERI BATLEN REMLET RNFQRNATLEMr37makl G 10
2000 REDI RECT ACCESS FROM COVPUTER 5 TO SERVER 9 AND SEND | NFORMATI ON ABOUT
PURCHASED PReDUaHuTO(SEBYER0S2) 63 2001 SEND SETTLEMENT FORM TO COVPUTER
5. 2002 ENCRYPT UNI QUE NUMBER 101 AND SEND I T TO SERVER 11 VI A SERVER 9

It should be noted that, in step 1002, the server
9 displays a pop-up screen on the screen of the computer
5 to make the member 25 (the user) input the personal
information (for example, telephone number, address, and
name expressed in kana) of the personal information every
time credit making is requested. As with the unique
number 101 and the expiration date 105, the input
personal information i1s also checked for validity by
referencing the member information table 15a and the
member information table 19a. Thus, by inputting the
personal information every time credit making is
performed, the spoofing by a party who obtained the
credit card of the member 25 in an unauthorized manner
can be prevented.

The server 9 (the member store managing company

29) decrypts the received encrypted unique number 101.
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2063 DECRYPT UNI QUE NUMBER 101 AND SEND IT TO SERVER 9. RELAY 2004 HOLD
DECRYPTED UNI QUE NUVBER 101 AND | NFORMATI ON ABOUT PURCHASED PRODUCT AS
AUTHORI ZATI ON REQUEST | NFORMATI ON 35. STEP 1004 THROUGH STEP 1014 (FIG 8,
FIG 9) 64

.As}?. A u?. A a?. AAR An?. An, . A?. Au, . Au?. An?. A?. An, . An, . A}, . Aa. A9} ?. A. A} 2. Au
, . AL. A}, . AL, . A9n, . Au, . An. A?. An. A{, . A .Aa. A A Aa,.A AN . AA. AU, . A[.A . Au.
A?. Au. AuR A . A . AL.AAAA?2A.AA AN A Au. Au?. Au, . A A A?. A . An,
7GNFthLUE{LFb|wwnhcAY]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c

?Lgﬁ}gan?Liﬁ% % % é ?%gﬁ% ?% %8?8%T§§v%8]é§f5afégT8$ aPES%BS ca];a]ca

calJca]ca ca cal.ca cal= >
g‘*¥8z¥qLde § Stk % gf %§8LFCEP8aP58FBSFCEPCQFCBPESTESFQa]ca]ca]ca]ca]c ,
a] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca&ca]ca%ca ] cal >QRXRSnhw| Z>n}xsnid_Z]]ca -
] ca] ca] ca] cAPESL ¥afcAFER] EaFR4fBE] éafRd] QFCHP&QPEaPHQFéé]&éicéféa]ca]ca]ca
]calca]ca]calca]calcaln2 <tRIDt Z ?
}xsnid_Z]]cﬁ%@a?ﬁﬁ}éé}é@?cé?éﬁ]éﬁPcéF@ﬁ}HﬁFcﬁF@ﬁ]EéFcﬁP@EPééFcé}ééﬁca}ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caI

LC{1 Vv " rdeerkphed0eouseeeRePelatedQranBrrxaai 4hg] pubhealeafkéahcal cajcalc
a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] c
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which performs authorization (step 1008).

The server 13 (the issuing company 33) performs

authorization on the basis of the member information

table 19a and the authorization request information 35

and creates the authorization result information 37 (step

1009). Then, the server 13 sends the authorization

result information 37 to the server 9 via the server 11

(step 1010). It should be noted that the server 13 may

directly send the authorization result information 37 to

the computer 7 or the server 9.

If the authorization result 163 of the

authorization result information 37 is “0” (credit made)

(YES in step 1011), then the server 9 performs the

settlement procedure associated with the member store 27

on the basis of the member store code 131 and sales

information 161 in the authorization request information

35 and the member store code 131 and fund settlement

account 139 in the member store information table 15b

(step 1012). Next, the server 9 sends the authorization
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t 1098’ () - dXaBbO610% " 10988’ ()-! 10%-B~B&' ()-

109& () - MLOYBE' () - MLOYB&' () - gL0%BE () - Xn?dEbCE10%6$10%& () - 4$10%& () -
y21098& () - SO109B& () - L* MLOYBE' () - @10%B&’ () - 2wyz{ | ~. @10%0% & ()- .

10% & ()-, MLO% & ()- 10B 10B 10B;

le;%B&'( ()~ 1$6$10%8B& () - % dE~ @10% 10% & ()- 10% & () -,

10% & ()-, 10% & ()=, 10% & ().-

$10% & ()-efSEElEiB%/%@SESEW&BZ)-t?s'tﬁﬁo%’@pk‘)t?r 7 (step 1013).

nlo% & () -, 10% & ()-10% & -,10% & -Z>ndE-_ @10% 0910%. & ()-,.1,10% & () -
f,mo% & ()-, * 10%’%‘3(?9{“%‘&@ &r?%é}@s15%&3895%%%6%18%%%&%) - 10/
10/ 10/;t10% & -610% & -,.4 10% & - % & - %4 09B& -
%0%& () - 16%83(:%1?1:3:031@3/(8)&11@) gligpq.sl.gfyg) thélglfdt ng)lzgltitO(Ilegggg %S/d-gr{B& ()
$10%&'()-10%B&'()-thEan61096$10%B&'()-F":lO%B&'g)-@@lowB&f()-&$10%B&f()-
10%8&'()-nﬁé%B&?@?n/EFOBBﬁBEBE®@P$Ethe basis of the authorization
.$10%BB&T()-.$10%H&'g)-y,SIO%B&f()-s*lO%B&f()-IS 109B& () -T&10YB& ()- Z
xmbC610% nleeEhH&t($6310B tbB 2oBhorization result information 37

s109B& ()-8MLOYB& ()-6!109B& ()-.$10%& ()- ? dEnbC610% 10% 8& ()- 10%

h& ()-sf 10%k&ep) 1818% h& ()- nl0% & ()--10% h& ()- ! C{!"dEnbC610% S&10%
h& ()-L$10% h& ()-3"10% h& ()-s, 10% h& ()-&10% h& ()- 10%
h& ()-"V'_""""f#JENHEG1088 GbO% XA rOuch e hab¢ye amnes ored) PsONEEsES ,

h& ()-.F10% h& ()-y, 10% h& () - f #h#i #] #k##( $%%HC610% nl0% U& () - 10%
U& () -10% Ughe) cohPUrE® 6) (the hethBelr 26) hpat@¥pts the unique number
h& () - >%%BBMR&JEDCE10% y, 10% U&' ()-L$10% U& ()- F"-10% U& ()- @ 10%
U& ()-& 10%b& 6hd MBAH: it to the server 9. The server 9 (the
member store managing company 29) decrypts the received
encrypted unique number 101. Then, if the decrypted
unique number 101 is found to be of a credit card which
can be authorized on the server 9, the server 9 performs
authorization and sends the authorization result to the
computer 7.
If the unique number 101 is found to be of a
credit card which cannot be authorized on the server 9,
the server 9 sends the decrypted unique number 101 and so
on to the server 11. The server 11 (the center 31)
identifies the server 13 of the credit card issuing
company concerned and transfers the decrypted unique
number 101 and so on to the server 13. The server 13

(the issuing company 33) performs authorization and

sends the authorization result to the computer 7 via the
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109 ()-, 109B& g) $0Y $109BB& (}-SY,§1995& ()-$,- L9l L1/ QEDOSIQYEE

109B& () - 9$10IBRE (§+ 3TRBUBRIY§T,

109B& 109B& 109B& / ORO000" 1dELC6109 UB& 1B& ’B&
-y, &%O%B ﬁy(%he serve£)13 may send the aé %g%gégglg% g%gu & (). ao%es

O%B&f() Y(lO%B&f;)-"12111111182rP110%B&f()-'$$10%BB&T() 10BB 10BB
10BB! " " 6$1098BB&CT &F°6$H99FP@PP}9& ZlO%B&T() 82C3334. 4ZAdEr P11093" "' 109B&' (
)-S 109B& ()-109B& ()- $10%& ()-$109B& () -
$10990& () - Z4450555X60BEPe 18bo7e 0N@ERBELORED authorization processing,
109B&' ()-.109B& () - *10%& () - @&$10%J& () -9%109B&' () - X6666666 7w7/bCl0!l $10%
& ()-:! 10% tBe(rompOt%e s’ b) andOB 208 tbDB; servers 9, 11, and 13
109B& () - @BL0YB& () -wr778a888aBbC1l0, &10% U& ()-'qg-10% U U& ()- S$10%
[& ()- 10% tahp£é0%o WRi(helftinb&rE) wB28B94 rm daBlh€LB0L0%rom credit

card numbers, thereby reducing the risk of the leakage of
the member information such as credit card numbers by the
interception on networks.

In addition, in the first embodiment (the
decryption by the acquirer), the time necessary for
credit making processing is shorter than that in the
second embodiment (the decryption by the center) to be
described later, so that the first embodiment is more
efficient than the second embodiment with respect to
credit making processing.

[Second embodiment]

The following describes operation of the
electronic commerce system 1 in the second embodiment of
the present invention with reference to FIG. 10. In the
above-mentioned first embodiment, the encrypted unique
number 101 is decrypted by the server 9 (the member store

managing company 29). In the second embodiment, the

encrypted unique number 101 is decrypted by the server 11
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of the member store 27 (the computer 7) to browse
products of the member store 27 and, if the member 25
consequently desires to purchase a product of the member
store 27, the member 25 selects a payment form (by credit
card, electronic money, cash, or debit card, for example).
If the credit card is selected for the payment form and
the credit card company of this service 1s selected, the
browser of the computer 5 is redirected from the site of
the member store 27 (the computer 7) to the settlement
form of the server 9. 1In this redirection, the computer
7 (the member store 27) requests the server 9 for the
sale and sends the information about the product to be
purchased (product code, price, etc.) to the server 9
(step 2000).

The server 9 displays a screen for credit
settlement (for example, a screen for displaying a
message for holding the IC card 23 up over the
reader/writer 21) on the computer 5 (step 2001). It

should be noted that the processes of step 2000 and step

2001 are the same as those of step 1000 and step 1001.
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h& ()-10% h& ()-10% hé& () 10% hé& () - PPOQaQQQRdEbcr &MLO0% h&' () - $10%

h&f()-Y"lO%)h&f()-S 0%) 0% 0% R7RhRRRS<SAEbC2 10%
h& ()-0 10% h&' ()-. %ﬁ‘& %)r 5%0(% g E‘)‘Se*r% éo,,]é.s %o&ard 5%
, & () -<SuSSSSSS' TaTbC 109B& ()- 109B& ( % 10 h 10 ég h<1096h&f()-6 %4.0%
& () -410% h&VEF- AFFULEREPO(MEREEHVBE () - E}Gt%same}lte{o &e(ﬂ)islé & ()
109B& () - $10%& () - UWWUWVWWWaWIEhCS&$10% &' () - L$@ OOAB&'g)‘E 109B& (
109B&' () - 10%B&ILE- NEObaE LPlaAnANERRXEERESROIBR Rt81d &'f(fpmzj;b%éc() 010%
B& ()-. MLOYB& ()-f, 109B& () - XXXXXXYI YYbC
109& ()-‘10@7&":(1)2&&@%@(1@9:\;b%&r(e)adermsltss 206B; At this moment,
109B& () - YYYWZFZXZZAEbC10%&' () - 109&' () - 109%&' ()-10%& ()--10%& ()-109%& ()-ZZ[
J[ [ [ [ dEbCS&LOERTERIESTBUELE)- ELQROURYPXs@be0URIQpe&nOsRef) 101 and
=109 () -[#A\AW\\\/]dELC210%&' ()-010%& ()-.10%& ()-y, MLO%&R' ()-s* 10%& ()- Y(
109%&' () -/] akhE] Ekpblixebh€ohO%E'te) 1IM51@8it8 triple-DES before sending
them to the computer 5. The computer 5 further encrypts,
by use of SSL, the unique number 101 and the expiration
date 105 encrypted with triple-DES and sends the
resultant data to the server 11 by either through server
9 or directly over the network 3. In this case, in order
to prevent spoofing, the personal information (for
example, telephone number, address, and name expressed in
kana) of the member 25 (the user) may be input (step
2002) .
It should be noted that, in step 2002, the server
9 displays a pop-up screen on the screen of the computer
5 to make the member 25 (the user) input the personal
information (for example, telephone number, address, and
name expressed in kana) of the personal information every
time credit making is requested. As with the unique
number 101 and the expiration date 105, the input

personal information is also checked for validity by

referencing the member information table 1l5a and the
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105, 10968 [ErBRGomE-PFIPErBvEapaEcr - ok, By kapullifigl knd 105 109
105 0 1008, (7107 (e A0S Q10080 106 (ol ©1 9870,
o e sl 15, 10l ) S R0 0 5
L$GﬂO%&'()-F"ng%&'()-, 10%@'()-&10%&'%)1§ﬂ0%&'g)-nﬁ0%&'()-WWInZnnnndEbC!
010%& ()_0_§f@Q&t(Fazg1Pé%&h@)m§mber 25 in an unauthorized manner
109 () - Y(S10% ()- S&10%& () - n50noooooooaVK@ 10 10 10;
10%&' ()-8 169R Pp- PHEVERGSH5& () - 4GLOY%R ()-210%& () - opSpppp(qdEVK@ 1010%
O O 0 ver 11 (thie canker S1) decrypts the
received encrypted unique number 101 and sends the
decrypted unique number 101 to the server 9 (step 2003).
The server 9 holds the information (for example, product
code and price) about the product to be purchased and the
unique number 101 and the expiration date 105 received
from the computer 7 and decrypted in an correlated manner
as the authorization request information 35 (step 2004).
After step 2004, the processes of step 1004
through step 1014 are executed (FIGS. 8 and 9).
Thus, in the above-mentioned first embodiment,
the encrypted unique number 101 and so on are decrypted
in the server 9 (the member store managing company 29),
but, in the second embodiment, the encrypted unique
number 101 and so on are decrypted in the server 11 (the
center 31) before being sent to the server 9.
In the second embodiment, the encryption

processing by the server 9 is carried out by the server

11, so that the load of the server 9 is mitigated,
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installation of the server 9 by the member store managing

company 29. In addition, the procedures for decryption,
the decryption keys, and so on may be managed by the
server 11 (the center 31) in a centralized manner,
thereby enhancing the security of the system.

The present invention is not limited to the
details of the above described preferred embodiments. The
scope of the invention is defined by the appended claims
and all changes and modifications as fall within the
equivalence of the scope of the claims are therefore to
be embraced by the invention

In the above-mentioned first and second
embodiments, the computer 7 (the member store 27), the
server 9 (the member store managing company 29), the
server 11 (the center 31), the server 13 (the issuing
company 33) and so on are interconnected via networks 3
such as the Internet; it will be apparent that these
components may be interconnected leased lines, OBN (Open
Business Network), or Internet VPN (Virtual Private
Network) for example.

OBN is a business-only IP (Internet Protocol)
which is separated from the Internet and may realize

high-security, wideband high-speed communication
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which the Internet may be used like a dedicated network.
In the above-mentioned first and second
embodiments, the data transmission between the computer 5
(member 25) and the server 9 (member store managing
company 29) 1s performed by use of SSL and triple-DES.
In the data transmission between the computer 7 (the
member store 27), the server 9 (the member store managing
company 29), the server 11 (the center 31), and the
server 13 (the issuing company 33), SSL and triple-DES
may also be used to enhance the security of the system.
In the above-mentioned first and second
embodiments, the server 13 (issuing company 33) sends the
authorization result information 37 to the server 9 (step
1010), the server 9 (member store managing company 29)
performs the settlement procedure and so on (steps 1012
and so on) and then sends the authorization result
information 37 to the computer 7, the computer 7 (the
member store 27) receives this authorization result
information 37 (steps 1011 through 1014). Alternatively,
the server 13 (the issuing company 33) may send the
authorization result information 37 directly to the
computer 7.

In this case, the server 9 (the member store
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managing company 29) may perform the settlement
processing and procedure and so on (steps 1012 and so on)
after receiving the request for the continuation of the
settlement processing from the computer 7 (the member
store 27) which received the authorization result
information 37.

In the above-mentioned first and second
embodiments, the server 9 (member store managing company
29) has the member information table 15a to perform
authorization and the server 13 (the issuing company 33)
has the member information table 19a to perform
authorization. It is also practicable that the server 11
(the center 31) may have the member information to
perform the processing associated with authorization
otherwise performed by the server 9 or the server 13.

In this case, the loads of the server 9 and the
server 13 may be mitigated, so that the member store
managing company 29 may mitigate the cost of the new
installation of the server 9 and the issuing company 33
may mitigate the cost of the new installation of the
server 13.

In the above-mentioned second embodiment, the
server 11 (the center 31) decrypts the unique number 101

and so on (step 2003) and sends the decrypted unique
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number 101 and so on to the server 9 (step 2004), which
determines whether the unigue number 101 and so on may be
authorized on the server 9 (step 1004). Alternatively,
the server 11 may decrypt the unique number 101 and so on
(step 2003) to identify a credit card company which may
perform the authorization of the unique number 101 and so
on based on the credit card company information table 17a
and send the unique number 101 and so on to the server
belonging to this credit card company.

In this case, the credit card company information
table 17a may have the information indicative of a credit
card company on which authorization may be made, namely
the information indicative whether authorization may be
made on any one of the member store managing company 29
and the issuing company 33 indicated by the unique number
101.

Consequently, the determination whether the
authorization of the unique number 101 may be made on the

server 9 (the member store managing company 29) need not

110% U& () - 10%
1MLO%

1L$ 10% -

be performed, thereby mitigating the load of the server 9.

In addition, because the unique number 101 which
may be authorized on the server 9 is sent from the server
11, the server 9 need not return the unique number 101 to

the server 11. Therefore, the chance of the transmission
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of the unique number 101 over networks is reduced,

thereby enhancing the security of the system.

Industrial Applicability

As described and according to the invention,
there are provided an electronic commerce system, an
electronic commerce server, and an electronic commerce
method that reduce the risks of the leakage of the member
information such as credit card numbers and the
unauthorized usage thereof and perform electronic
commerce in a secure and smooth manner in the
authorization (credit inquiry) processing in performing

settlements with credit cards for example on networks.
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1. An electronic commerce server connected to
another electronic commerce server over a network,
comprising:

holding means for holding information about a
credit card company which performs credit inquiry;

identifying means for identifying a credit card
company which performs credit inquiry on the basis of a
unique number and said credit card company information if
credit inquiry request information including a unique
number associated with a credit card number and different
from said credit number has been received from said
another electronic commerce server; and

transmitting means for transmitting said credit
inquiry request information including said unique number
to an electronic commerce server of the identified credit
card company.

2. The electronic commerce server according to
claim 1 wherein said unique number 1is encrypted, said
electronic commerce server further comprising decrypting
means for decrypting said encrypted unique number.

3. The electronic commerce server according to
claim 1 is connected to a center.

4. An electronic commerce server connected to
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holding means for holding unique number
information for credit inquiry by said electronic
commerce server;

determining means for determining whether to
perform credit inquiry processing by said electronic
commerce server on the basis of said unique number and
the information in said holding means if credit inquiry
request information including a unique number associated
with a credit card number and different from said credit
card number has been received from said another
electronic commerce server, and;

transmitting means for transmitting said credit
inquiry request information to a predetermined another
electronic commerce server 1f the credit inquiry
processing is not to be performed by said electronic
commerce Server.

5. An electronic commerce server connected to
another electronic commerce server over a network,
comprising:

holding means for holding unigque number
information for performing credit inquiry by said

electronic commerce server;
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card number has been received from said another

electronic commerce server;

credit inquiry processing means for performing
the credit inquiry processing on the basis of said credit
inquiry request information if the credit inquiry
processing is to be performed by said electronic commerce
server, and;

transmitting means for transmitting a credit
inquiry result which is a processing result of said
credit inquiry processing means to said another
electronic commerce server.

6. The electronic commerce server according to
claim 4 or 5, wherein said unique number is encrypted,
said electronic commerce server further comprising
decrypting means for decrypting said encrypted unique
number.

7. An electronic commerce method for an

electronic commerce server connected to another
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electronic commerce server over a network, comprising the
steps of:

holding information about a credit card company
which performs credit inquiry;

identifying a credit card company which performs
credit inquiry on the basis of said unique number and
said credit card company information if credit inquiry
request information including a unique number associated
with a credit card number and different from said credit
number has been received from said another electronic
commerce server; and

transmitting said credit inquiry request
information including said unique number to an electronic
commerce server of the identified credit card company.

8. An electronic commerce method for an
electronic commerce server connected to another
electronic commerce server over a network, comprising the
steps of:

holding unique number information for credit
inquiry by said electronic commerce server;

determining whether to perform credit inquiry
processing by said electronic commerce server on the
basis of said unique number and the information in said

holding means if credit inquiry request information
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transmitting said credit inquiry request
information to a predetermined another electronic
commerce server if the credit inquiry processing is not
to be performed by said electronic commerce server.
9. An electronic commerce method for an
electronic commerce server connected to another
electronic commerce server over a network, comprising the
steps of:
holding unique number information for performing
credit inquiry by said electronic commerce server;
determining whether to perform credit inquiry
processing by said electronic commerce server on the
basis of said unique number and the information in said
holding means if credit inquiry request information
including a unique number associated with a credit card
number and different from said credit card number has
been received from said another electronic commerce
server;

performing the credit inquiry processing on the

basis of said credit inquiry request information if the
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electronic commerce server; and

transmitting a credit inquiry result which is a
processing result of said credit inquiry processing step
to said another electronic commerce server.

10. An electronic commerce system in which a
first electronic commerce server, a second electronic
commerce server, and an electronic commerce server of a
credit card company are interconnected over a network,
wherein,

said first electronic commerce server comprising:

credit inquiry request information generating
means for generating credit inquiry request information
including a unique number associated with a credit card
number and different from said credit number; and

transmitting means for transmitting said credit
inquiry request information to said second electronic
commerce server,

sald second electronic commerce server
comprising:

holding means for holding information about a
credit card company which performs credit inquiry;

identifying means for identifying a credit card

company which performs credit ingquiry on the basis of
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said unique number and said credit card company
information if said credit inquiry request information
has been received from said first electronic commerce
server; and

transmitting means for transmitting said credit
inquiry request information including said unique number
to an electronic commerce server of the identified credit
card company.

11. An electronic commerce system in which a
first electronic commerce server and a second electronic
commerce server are interconnected over a network,
wherein,

said first electronic commerce server comprising:

credit inquiry request information generating
means for generating credit inquiry request information
including a unique number associated with a credit card
number and different from said credit number; and

transmitting means for transmitting said credit
inquiry request information to said second electronic
commerce server,

said second electronic commerce server
comprising:

holding means for holding unique number

information for performing credit inquiry by said second
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electronic commerce server;

determining means for determining whether to
perform credit inquiry processing by said second
electronic commerce server on the basis of said unique
number and the information in said holding means if
credit inquiry request information has been received from
said first electronic commerce server;

transmitting means for transmitting said credit
inquiry request information to a predetermined another
electronic commerce server i1f the credit inquiry
processing is not to be performed by said second
electronic commerce server;

credit inquiry processing means for performing
credit inquiry processing on the basis of said credit
inquiry request information if the credit inquiry
processing is to be performed by said second electronic
commerce server,; and

transmitting means for transmitting a credit
inquiry result which is a processing result of said
credit inquiry processing means to said first electronic
commerce server.

12. A program for causing a computer to function
as the electronic commerce server recited in any one of

claims 1 through 6.
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U& ()-,10% U& ()-mL0% U& ()-10% U& () - g8pdEYNC 104| , 10% U& ()-*10%

U& ()-(@0% U& ()-sy&F10% U& ()-s$10% U& ()-sY"10% U& () - FN~dEYNC 104| 810%
U& ()-s6f10% U& ()-510% U& ()-210% U& ()-010% U& ()-.$10% h& ()- AzbC |
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7 COMPUTER
5 COMPUTER
9 SERVER

11 SERVER

13 SERVER

FIG. 2
101 Unique number
103 Credit card number
105 Expiration date
107 Name
Yamada Taro
Tanaka Hanako
Suzuki Ichiro
109 Type
Family card
Self card
Self card
111 Address
House number X, block number X, town X, Shinagawa
ward, Tokyo
House number Y, block number Y, town Y, Minato

ward, Tokyo
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115 Credit limit

117 Payment form
Single payment
Revolving payment
Single/revolving payment

119 Outstanding balance
FIG. 3

FIG. 4
131 Member store code
133 Member store name
A Jewelry
Boutigque B
135 Address
House number X, block number X, town X, Shinjuku
ward, Tokyo
House number Y, block number Y, town Y, Toshima

ward, Tokyo

137 Telephone number
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bC84| 10B; 109B& ()- 109B& ()- 109B& ()-109B& ()- 10 h 10 h 10 h< 10%

h& () - I (i &L10% h& ()-10% h& ()-10% h& ()- 10% h& ()-10% h& ()-L10%
h& ()- 10B 10B(: nzdEm\V &.10% h*&10% h& () - (mL0% h& () - ss$F10% h& () - sY" &10%
h& ()- , MLO% h& () -, MLO% <& () - DGHl JaVK@L10 10 h 10 h 10 h<10% hé& ()-!
410% h h& ()-4 10% & ()-210% h& ()-010% h&' ()-JzdEVK@L10 10s10% U&' () - 10%
U& ()-10% U& ()- @L0% U& ()- @0% x& ()-f10% U& ()-~j aBVK@L10 s. 10% U& () -
c"10% & ()- c"10% U& ()- c"10% & ()- 9?210%

139 Fund settlement account

141 Business category code

FIG. 5

Unique number upper 6 digits
Credit card company type
Credit card company name

Issuing company code

FIG. 6
101 Unique number
105 Expiration date
107 Name
Yamada Taro
109 Type
Family card
155 Issuing company code
131 Member store code
161 Sales information

Jewelry x Y315,000 (tax inclusive)

FIG. 7
101 Unique number

105 Expiration date
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U& ()-110% U U& ()-dYNC&L10 10 U 10 U 10 U<10% U& ()-8-10% U& () - 4&10%
U& ()-s2f10% U& ()-08&10% U& ()-5<Yr dEYNCEL10 L 10%| & ()-L

109 & ()-10%} & () - MLO%H & ()-10%} & () - 10%}| & () - dEYNC&L10

&1 10%4| & () - $&10%| & ()-1"110%| & ()-" 10%4& ()- FMLOY| & () -

& 10%}| & ()- &<_fJEYNCE&L10 4L10%}| & ()- 010%}| & ()-.10%| & ()-, 10%4| & () - *
109 & ()- (&L0%| & ()-fbC&L10 Z10% U& ()-s&10% U& () - mL0% U& ()- 104]
104| 104| <109 & ()-6 109%& ()-=D~}"?bC&L103"10% & ()- 10% U& ()- 10%

& ()-1q S10% U

107 Name
Yamada Taro
109 Type
Family card
155 Issuing company code
131 Member store code
161 Sales information
Jewelry x ¥315,000 (tax inclusive)

163 Authorization result

FIG. 8

1000 REDIRECT ACCESS FROM COMPUTER 5 TO SERVER 9 AND SEND
INFORMATION ABOUT PURCHASED PRODUCT TO SERVER 9.

1001 SEND SETTLEMENT FORM TO COMPUTER 5.

1002 ENCRYPT UNIQUE NUMBER 101 AND SEND IT TO SERVER 9.
1003 DECRYPT UNIQUE NUMBER 101 AND HOLD DECRYPTED UNIQUE
NUMBER AND INFORMATION ABOUT PURCHASED PRODUCT TOGETHER
AS AUTHORIZATION REQUEST INFORMATION 35.

1004 CAN UNIQUE NUMBER 101 BE AUTHORIZED ON SERVER 9?
1005 PERFORM AUTHORIZATION ON THE BASIS OF MEMBER
INFORMATION TABLE l15a AND CREATE AUTHORIZATION RESULT
INFORMATION 37.

1006 SEND UNIQUE NUMBER 101 ALONG WITH AUTHORIZATION

REQUEST INFORMATION 35 TO SERVER 11.
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U+ ()- +S10% 1 & ()- 'vS10%&' ()- XdE:/ 10 U 10 U; 10% U& ()- 210% & ()-210%
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Ve 02468 L1 GHRFI L RPRI SRITACHGPHE PN 63 SPREESROMPTSVES I ORB w1 ad7p
NUMBER 101 ON THE BASIS OF CREDIT CARD COMPANY
INFORMATION TABLE 17a.
1008 SEND UNIQUE NUMBER 101 ALONG WITH AUTHORIZATION
REQUEST INFORMATION 35 TO SERVER 13 OF ISSUING COMPANY 33.
1009 PERFORM AUTHORIZATION ON THE BASIS OF AUTHORIZATION
REQUEST INFORMATION 35 AND MEMBER INFORMATION TABLE 19a
AND CREATE AUTHORIZATION RESULT INFORMATION 37.
1010 SEND AUTHORIZATION RESULT INFORMATION 37 TO SERVER 9

VIA SERVER 11.
RELAY

FIG. 9

1011 AUTHORIZATION RESULT 163 = “OK”"?

1012 PERFORM SETTLEMENT PROCEDURE ON THE BASIS OF MEMBER
STORE INFORMATION TABLE 15b.

1013 SEND AUTHORIZATION RESULT INFORMATION 37 TO COMPUTER
7.

1014 RECEIVE AUTHORIZATION RESULT INFORMATION 37.

FIG. 10
2000 REDIRECT ACCESS FROM COMPUTER 5 TO SERVER 9 AND SEND

INFORMATION ABOUT PURCHASED PRODUCT TO SERVER 9.
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2002 ENCRYPT UNIQUE NUMBER 101 AND SEND IT TO SERVER 11

VIA SERVER 9

2003 DECRYPT UNIQUE NUMBER 101 AND SEND IT TO SERVER 9.
RELAY

2004 HOLD DECRYPTED UNIQUE NUMBER 101 AND INFORMATION

ABOUT PURCHASED PRODUCT AS AUTHORIZATION REQUEST

INFORMATION 35.

STEP 1004 THROUGH STEP 1014 (FIG. 8, FIG. 9)
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