; e3exgubbct ep| eBgbxgTgTf K~ 5 M AY 2002 ' ELECTRONI C WATERVARKRSMEAEMP002
*ississ* BACKGROUND OF THE INVENTION 1. Field of the invention The present
invention generally relates to an authorization system and in particular
to an authorization systemusing identification information enpedded into

i mge data to prevent unauthorized duplication of the image damm””wmymmwmmm
Description of the Related Art Recently, unauthorized copping

i mage data has becone a sS®UBUTRONICO WATEREARKSSYS@RM cati on of di*gbskal
data can be extrenely easy. To prevent unauthorized copying, several

aut hori zation systens using identification information (an e ni ¢
wat er mar k) enbedded i nto i nrage data have been proposed. A (mﬂﬂwwwmm
vi si bl e-wat er marki ng systemis disclosed in Japanese Patent

Publ i cati on No. 8-241403 which corresponds to United States Patefitooo.

5.530,759. In this system) a visible watermark is placed on a digital inage
such that the 'correspondi ng pi xel of original inmage changes its brightness

but its chromaticities. AngagkcROPNS- BR! @ﬁﬂﬁﬁﬂﬂrﬁﬁﬂéﬁt emis disclosed in
NI KKEI ELECTRONI CS 1996.4.22 (no. 660). In this system original inage data

is converted into frequency spectrumand then ID .information 15 M AY
2002 2 is enbedded into the frequency spectrumwhich is in turn converted

into imge diaid\ds Bl ifrdadidy the 1D information. In authorization

check, imge data questioned Is converted into frequency spectrum ID
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di fference between“the frequency spectrum questioned and t or|r
recher ok b Sahat ol Lo SFLAShAS SR SO JU ST
qual ity adbded£{e8+1dn NEFe SRR oY nbedddd GWth 1Rad8' §htal S ‘ng:)event
unauthorized duplication of the image data.
2. Description of the Related Art
Recently, unauthorized copying of digital image data has
become a serious problem because duplication of digital data can
be extremely easy. To prevent unauthorized copying, several
authorization systems using identification information (an
electronic watermark) embedded into image data have been proposed.
A visible-watermarking system is disclosed in Japanese
Patent Unexamined Publication No. 8-241403 which corresponds to
United States Patent No. 5,530,759. In this system, a visible
watermark is placed on a digital image such that the corresponding
pixel of original image changes its brightness but 1its
chromaticities. .
An invisible-watermarking system is disclosed in NIKKEI
ELECTRONICS 1996.4.22 (no. 660). In this system, original image

data is converted into frequency spectrum and then ID information



infermation fromthe image data. In the above invisible-wat erﬁ lwg‘gr gggz
system since the ID information cannot be seen, it is difficul

whet her image data is authorized in the case where no one knows the ID
information. Especially, in a distributjon systemof data storing medi um

i ncluding CD-ROV5, there are cases where a different watermark is used for
each distribution channel. In this case, the authorization check and

manuf act YEeMBEREIE Rt oPEEE To-RIh SPEPLEEALA YAt &hlr%cn Qﬁ%ﬂ@\,\ﬁk? &

Thus, a need exists to provide ‘a systemwhich can rap

| mage dakfiehS 1446BoREAT 100281bAG! Kk alngY ¢Rb tRAUNIYERT 0PV Iy i of the

|n'age data. Anot need exi sts I’OVI a system can easl

identify r i |b| d in i e .d to check
whet her ﬁ@h?%%%értﬁﬁbacﬁ%tc%u?ﬁﬁ?dzeéa% q%e%% S dothe

| NVENTI Accordi ng to.an aspect, of the prese wat er mar. ked

i mge dat&°fAPPRY %/Bf’&tﬁélfnk 'ﬁﬁo?’ﬂ%??'ﬂ?lt ﬂ’(’l%’}‘nlﬂ?égﬁﬁb% dﬁﬁe&m%‘?anéﬁéﬁr ed
to a first rredl um_and the enbedded waterpmark infornmation is transferred to
a secondIHEFitiRPeq ﬁéeopﬁéiéﬁgeﬁﬁeﬂ ottt heFRncarbeheesBntie S¥SEBENCY t he
second nmedium watermark identification can be easily nmade. Further, in an
aut hor | z GPPEFTENeaReST40BAAT aRd (HhRe I9TH@ IR EEETHeRE GREGLEYM . onSdNFS

aut hori zed, a storage stores waternmark information and nmedi um

i denti fi &hei 3P inEormation idge embieddeqd 4dnhedifneguehensdiastimimwrofigthe

wat er mar ked i nage data which is produced by invisibly enbeddi ng the

wat er mar krigioaiatimage dagaor igi habk Lihgdedeffiech omttheviahagengualliey
retrieves waternmark i nformation corresponding to nmediumidentification

i nf or mat amd durtthermddi h@asgiestomen e riyr dhftfieudito rtag ele 14 twat tareral ik
'extractor extracts watermark information questioned frominage data stored

in the nmiciformatdsin dreth thechariger datecks whether the medi um questioned is
aut hori zed by conparing the

In the above invisible-watermarking system, since the ID
information cannot be seen, it is difficult to check whether image
data is authorized in the case where no one knows the ID information.
Especially, 1n a distribution system of data storing medium
including CD-ROMs, there are cases where a different watermark
is used for each distributilon channel. In this case, the
authorization check and manufacture management become very

complicated and time-consuming jobs.

Thus, a need exists to provide a system which can rapidly check whether image
data is authorized to effectively prevent unauthorized copying of the image data.

Another need exists to provide a system which can easily identify an electronic
watermark invisibly embedded in image data to check whether the image data is

authorized.



extracted watermark information with the retrieved watermarkqy in hAR-
According to anot her aspect of the present invention, materﬁhpkL®AYﬁzgg2
data having watermark i nformation invisibly enbedded and t he enbedded
watermark information are both transferyed to a single nedium Preferably,
t he enbedded 15 MAY 2002 4 watermmark information may be stored in a

dedi cated storage area of the single nmedium Further, the enbedded

wat ermark i nformation nmay be encrypted and stored. Since the enbedded
watermark information is stored in the same nedi um watermark
identification can be easiSUMiVBARY GBEMTHEINVENTEONaut hori zati on check
system for checking whether a nedium questioned is authorized, the nedium
guestioned having a first storage area for storing waternmarked i mage data
and a second storage area for storing watermark information. After

extracting wat griay igL q?gﬂ é} | frage rﬁg i medi um
questioned, a ?‘hec ]'Jélrin cel:(r: S vm% Etra(%wt‘#le e di néasq%@gtl on%rgtjlt'(ggaut hori zed by
conparin %he %r cte%ﬁ termark i.nformtion 'trh#heiﬁeﬁer rk
| nf or mat PBRCETAFESY ATPRS dite Raviid gtartian WhiomafioR qiRttethby.
BRI EF DES IP@I%P OF . THE EEAMV Fi l.is sche i ¢ bl ock g'a ram
showi ng SMP8AG8G 4§ fraRsferhed ct"gcﬁi‘i]{?t&/\é‘l 1B s eé'(%%% ‘kﬁ“gg to the
pr esent inventioaé Fig . 2.is a schematic block diagram show ng a_wat er mar k
check seWptermark gnfermation dshFanrfhekredstef A8 Mediant he SEpgsent
i nvention; 15 _MAY 2002 5 Fig. 3 is a schematic _di agram show ng exanple
of water ﬁhﬁk‘?‘h‘ge%@%@W@ﬁeé?“at%léﬁéﬁlﬂﬁﬁéoﬁijdiaSBPrﬁiid-.n heqpond meddum,
~schematic di agram showi ng an exanple of a watermark extractor of the
wat er mar RageasRrke didemt idfl Ritj.om ;cati he assily dadg am showi ng a first
enbodi mrent of an electronic watermark system according to the present
i nvention; FigF@wihen dim@gmnmmnuetiorizatior| crechnsysheamef onr €hegkinm
whether a medium questioned is authorized, a storage stores
watermark information and medium identification information
identifying a medium, the medium storing watermarked image data
which is produced by invisibly embedding the watermark information
into original image data. A retrieval controller retrieves
watermark information corresponding to medium identification
information of the medium questioned from the storage. A
watermark extractor extracts watermark information questioned
from 1mage data stored in the medium questioned. A checker checks
whether the medium questioned is authorized by comparing the
extracted watermark information with the retrieved watermark
information.
According to another aspect of the present invention,
watermarked image data having watermark information invisibly

embedded and the embedded watermark information are both

transferred to a single medlum. Preferably, the embedded



according to a second enbodi nent of the present invention; Eig., ,7A,i
schemati ¢ di agram show ng an encodi ng side of an el ectroni c1vgtMA$érZiJ(?2
system according to a third enbodi nent of the present invention; and Pig.
7B is a schematic di agram showi ng a decodi ng side of the electronic

wat er mark system according to the third enbodi nent. DETAI LED DESCRI PTI ON OF
THE PREFERRED EMBODI MENTS ENCODI NG SI DE4Referring to Fig. 1, an encodi ng
side of an electronic waternmark systeminputs a stream of original inmage

data Do G ion,Picku s G ou data stream
b0 15 P Io0S S EGRRET T A R P HORRRCHE L R Rd FFHE

t he MPEG datg D4 re specifical a stream.in section 10l inputs a
stream ofofh‘gh%r?gﬁ?%g? 'ﬁﬁéb‘émdatlla i ecm?pgﬁdf%iet"@tﬁ’é’%ﬁlﬁcy spect rum
data D, , S(t%/fa DC{ Di screte Cosine T‘ﬁanscior rzra%fcti on 102. A wat er mar ki ng
section I'OFFEREIAN \RARE, BEr REGFYPLRT RRQ £Y a SINGR dihe yembedaedr nar ks
stored in wat ernmark _data table 104 , and then enbeds the sel ected

wat er mar W%‘Qr’ﬁﬁ]ﬁ FRECFPRELRACYS sPEEG L R HBe (FaR) PrdHRe watermark

wat er mar k- enbedded frequency spectrumdata D, . The water mar k- enmbedded

f r equency-4gRicthicRthen eanj ke ®astl ¥ d8Rd8- a quanti zi ng section 105 and the
quanti aed data D3 is encoded to produce Ng' SG data by an encodi ng section
106. A transferFebkhes) | 4R an7appberizattonrwcktawiteom far checiing
sevtion 106 to produce a streamof the MPEG data D, and a transfer

cont r ol | heigey fomedinpcaues tierned g aukaerlized, the mediamauestdidaatht a
table 104 to produce sel ected waternmark data. The stream of the |~EG data

i s transhHRE B HLRAG EkRrIERliana® o SLPEARI Kabegmazkednimaigsadadia
channel and the selected watermark data is transferred to another storage
medi um oBitha £HARERY FEREAJRAXMR %X laring aatermank |nfermatioheul d be
noted that the above sections 101-106 may be inplenented with a

pr ogr am &dhal e astdag vatesmarkatnigmmasiiapsfromimage rdatbe dehoxdd in
processor runs prograns including the functions of the above section

101- 106 tt&ep WuR tgike skl enedy @ rehegker] cheCkshwhetd®dr cthe oneddumescri bed
above. WATERMARK CHECKI NG SECTI ON Referring to Fig. 2, in a watermark
checki ng ®eatiinned ishcauthasiagd PpEonparing dhiec axtiractsd wytermark
stream data i nput section 201 inputs a streamof MPEG data D,' and a

wat er mar knfiermatdan iwhtly the watermavktinfomation stoxed dmedhs skecond

i nput BEG data D, . The input BEG data D,'' is decoded to produce date D3
by a deceé&diompgse@nesm @) theduedinm tduestdtome@.’ is i nverse-quantized to
produce data Dz' by an inverse-quantizing section 204. On the other hand,

t he wat ermark checking section is provided with an original inage nenory
205 storing the original imge data Do. The original inmage date Da is
converted to frequency spectrumdata DI by a DCT section 206. Wen

receiving the input frequency spectrumdata DZ' from
BRIBF DESCRIPTION OF THE DRAWINGS

Fig. 1 1s a schematic block diagram showlng an encoding side
of an electronic watermark system according to the present

invention;

Flg. 2 is a schematic block diagram showing a watermark check
gsection of the electronic watermark system according to the

present invention;



the .DCT section 204 and the original frequency spectrum data Mo éﬁ
DCT section 206, a watermark extravtor 207 extracts a vvaterr?[a k ¥n§ i\

the input frequency spectrumdata D2'.by calculating a difference between
the input frequency spectrumdata D2' and the original frequency spectrum
data DI ( An inner product calculating section 208 inputs tha extracted
watermark D, ~"1 fromthe watermark extrictor 207 and the received water mark
D~ fromthe watermark i nput section 202 ( and perforns the inner product

thereof, to pr e e~ i & LI {ty. b them An

aut hori zat i on 3%' ck %e%ste?%né?? 09 ﬁ%@a\ﬂ%%hﬁzgﬁ%@{dex%’r aeggéé%peg%t% mar k Dwri
is identical i r b i t he degree of
statisti g’%?e%# %%%ﬁljﬁ&a%@%ﬁggg\%ge%%g%%ﬁﬁ%’ iG data D,' may

be received froma storage nediumor a comruni cati on network. The water mark

data associated with 15 M AY 2002 the input t~EG data D~' is received

froma manage t daf abase storing. uf act ure mgnagenent data or _the sane
storage nedi umtadt He WPet T c%’%ﬁf“l IS%t?@’ A% SRPIRAR9F 1R t he

case where_ the input MPEG dat ' and/or the termark data are received
froma ﬁﬂi‘iﬁﬁf‘@&?ﬁ (?r’\"tﬁ@t"'(%(ﬂ&P% %‘M%ﬁcﬁﬁﬁﬁae&&ﬂ%ﬁﬂ FiF 0v? ted
with a conmuni cati on neans such as a network interface or a radio
transceiver. It should be noted that the above sections 201-209 may be

i npl enented with a pr gamﬁpntrol | ed processor such_as CPU or DSP . In
other words , tHE-proddsddiagran, B EAESE, gmbediment iafhanf t he
above section 201-209 to performthe Watermark extracting, |~EG data

deconpr e€3PEATIRGCaWRESIRAZK BYS AR ACGRr e tPhEle prREen PAMraRRKPNG
Referring to Fig. 3. the watermarking section 103 receives the frequency
spectrumdata D,, from DCT section 102 and selects a set of N data sanples:
f(1)-f(n) which are greater than a predetern ned threshold | evel fromthe
frequency specfidgm fal$ Dfiagramehowing aRaedeREFRPAS “rterBarkozystemcts a
set of watermark data: w(1)-w(n) fromrandom n~unbers dependi ng on a nor nal
di st ri buRFERTALRE AomBafesiond gmbpodimgntanfetbe prespatudndentdidnsg section
103 calculates F (i1 ) =f (1 ) +aJdJf (1) ~*w( i ) for each variable
i (1 Si ~mn) using nultipliers 301 and 302, a constant o; and an adder
303, where a is a scaling elenent (hereinafter, assumng ~ = 1). The

cal cul at ed dat Figanphels | FrhemAtls diagpam ishawdng an epgoddngcsddencfat a
sanpl es 15 M AY 2002 9 f(1)-f(n) of the frequency spectrumddata D to
produce dAteleghrRpdcDuAtpraggknsystencacerrditng thiathind embedimentt to
inverse DCT in the follow ng stage 105. In this manner, the selected

wat er marRf Dthe prepgpits bpvendivaddesd nto the origi nal inmage data Do.

Fig. 7B is a schematic diagram showing a decoding side of

the electronic watermark system according to the third embodiment.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

ENCODING SIDE
) Referring to Fig. 1, an encoding side of an electronic

watermark system inputs a stream of original image data D, and

produces both MPEG (Motion Picture Experts Group) data stream D,



WATERVARK CHECK Referring to Fig. 4, the watermark extracgo‘aeﬁ%ngs t he
received data sanples F ( 1) -F ( n ) of the received freq rum

data D2' and the original data sanples f ( 1) -f ( n) of the original
frequency spectrumdata DI. The waterlaark extractor 207 calculates W ( i

)-(F(i)-f(i))/f(i)f%reachvariablei(1i~n)using
subtracter 401 and a divider 402 to extract the watermark D,,~ _ ( w ( 1)
, W (2), -.. (w{( n) ) Subsequently, the inner product calculating

o S AR S B

recei vedpyat gfdpd Ep@cif’écél%/?i(& %S)rgagmwgnéu% s)egt’;.'b'lz %)pi‘iilfp\f‘t% 1!:-1) %Ef«ggg t he

f ollo~aing equation : _ ~ ~ _ Iﬁ equal
?ECZ{ fvgésﬁ,;‘?é? b2201ndY HAEREEIALH B Bonvklted AR oot Bin
¢ . _ o . ; Ci
smal Fgﬁ’r?ﬁéﬁe%?ﬁ%@@%@f E%%%*%’E%Z?fﬁé %ﬁ%@%igﬁe?ﬁ% Zézrfe'c ved
MPEG t . i i ti . _F T SVBODI NT. i t
Fio 5. ?ﬁgeﬁ§§§§f£?§§1§ '?§§k2%§9%?%n'w§%mér Pr s%e%‘%qu %&éﬁé@?ﬁd °
O o7 LB IRE R o RABS Heore ol VA PAP I, SRS 104, 8
EL?L?E? 02 L? L r 5a2 rﬁ sa ragr.ans .i ncl udi n tﬁ funétions o?rthed
t EASSES UneBda LUE xt%gm&
Zecti ons ~16%- ‘iihglr?omﬁ PR ?F&aq% 'S‘F‘o#]’h#? %&%\gf‘éﬂ’tﬁ?ﬁyrlﬁ%ﬁﬁzﬂﬂ"gG
at a conpr ssI'BoQ. The 0¢Ee3S0r 5 i_ir&p tsda stream of ori !na i mage data
857 daclo RrSafts Wakanatl- cutRlinn a2r PagREREY areatrds Sas bs
E?’o?ggepr di ﬁi504 such as (&Iriﬁ)—sg\/l or _magnet 2- tic.djisc. by the dat sogﬁggg
contrloll nESHQ. ?W;F éeglgﬁ‘g A g,reflﬂgnﬁgtﬁpgﬁggd edEEﬁthfr%rq'ﬁkt%lT%uts a
seria unber of the, storage nedium 5Q4.to the data_tyansfer_ controller .

% n PRI GIARETSI08 3SR S0P RBG: HRE SRR TRS% slalsn: dls £ngoded, b
il:)(r)lfo \I/\Ei hlthe sel e&% %t %er rk dat aI '0, IS enbedded is nanuf actured.D |
the procESsBFOSBEecHPEL: dakA0PcAm, APEPAARR BSPELORN 14 hobi SEARRERFUM 504
e oo ORt e LaE| 197 dairite: £ AP ORGSR AEEOR F 16, ShopRLRg S Ao LOPIAS

controll er 502 _outputs the rial r of _the _storage pedi um 504 to the
dat a traﬁgf%?ml‘b%? %Islsté':reagbég Jﬁ’l‘n% Iﬂ’ﬂsﬁan%f dezﬁnif‘?' REEST ;S?Lﬁl’é“*?‘?fb‘c&%rt he

enbedded termark data D'~ fromthe watermark data table 104 and then
t ransf er$08 IRAYLHE kﬁegﬁﬁgﬁwm%&%&ﬁ!{amd§5ﬁ%ﬂb%nbor
of the storage nedium 504 to a_nmanufacture managenent dat abase 505 provi ded
in a mni@inkRPERMCE SR e WAt ATk, A8t Rar KTRE SEERIM RF Hehe z‘ée%di um
504 can be eag identified by searching the nuf act ure managenent

G MRLUBE Ak @ 40K P Qg

il
dat abase?8B8 D4 37 (1RARSLOFTHA P (S
‘di stance fromthe

] a communication channel and the selected watermark data is

transferred to another storage medium or the same storage medium,
as will be described later.

It should be noted that the above sections 101-106 may be
implemented with a program-controlled processor such as CPU or
DSP. In other words, the processor runs programs including the
functions of the above section £01-106 to perform the watermarking
and MPEG data compressilon as described above.

WATERMARK CHECKING SECTION

Referring te Fig. 2, in a watexmark checking section of the



15 MAY 2002 m encodi ng side) the data transfer controller 503 nay transfer
themthrough a | ocal -area network or a radi o conmuni cati on c

suspect nedium 506 is found, the authorization check is perforned q an
aut hori zation check sevtion 507 running the programs including the
functions of the above sections 20l-209 as shown in Fig. 2 to performthe
wat er mar k extracting, MPEG data deconpréssion and authorization check. In
this case, the authorization check section 507 includes data communication

means. Fi o] on_,cC ads .t he i al
nunber fr%%tﬁ%ogﬁépg%?gzn%%gmggég t%lg]?rés(ar#t(gégg %‘F’?‘Zﬁv%ﬂg?é @Plusr ng
the read u o] n ture nage nt _dat ahase 505 t hrough a
net wor k. %g%"rlt{?%e%erggte'é‘m%l ?% r#%@%lbj a'g%sfa w? ﬁffg' te ea%ﬂa@ferrent
dat abase e f [ er mar k seri al
number . ?9?hé‘i’é’}r5?{é§g§ﬂ"ﬁa%§ ‘\ir\%eae%%g? iggea ﬁ&?@t‘?% rar k
data is h hori zatio hecksctr 507.. Using the

retri eve ﬁér&gggtcga h ‘ﬁ%‘??@%@ 8rP’E‘?fg‘b“ke By B2 ¥RI t he
wat er rrark extract wat er.mar.k .checki, n er ations as described before
. That isS€Ct#0 ?M@ﬁ‘aeehﬁ? tstt"atdl@?%ial 1§ ??W‘@%@t%\%@ﬁq pEodugect ed
wat er mar k dthe retrjeved Waternarkrseual to or grAater than the

pr edet ezrﬂ%'e%qze&g JtnYﬁr%'f‘E‘??ﬁ‘Weﬁu{%ﬁF thenglt um%S'OB heoher dand,

aut hori zed nedi a. h sma/.ler than the predetermned level, it is

det er ni nedh® H’étteFH@"?Jr%ﬂ egklagaeectinn &ﬁaﬁﬂ%aﬂ%&"&ﬁpﬁ?@ﬁ%ﬁmal image MVAY
2002 12 S$COND ENBODI MENT Referring to Fig. 6, the encoding side of the

el ect r oniRENRHR Z0% REQFLRATHS OFS PP%e‘tPa(ﬂa daprdvesshhre ariginml vanedenar k
‘data table 104, a data communication controller 602 and a data transfer
control | SRaEDY: 16 CIYErtee e FLSWENCHSRRGIRYE Gateod,; byna DFh gestdon

i ncluding the functions of the sections 101-106 as shown in Fig. 1:to
performt Waterrrarkr ng and MPEG data conpression. The processor 601
inputs a streamof original inage data Do and produces the water-marked
MPEG dat a st redfRe¢R %"1-%9 tieh dipte freguaney; spectoum datad dafxom
communi cation controller 602. here, it is assuned that the water-nmarked
MPEG dat he RETSseaqhian 20 endi §§ectriginak ETQAReRCE ispe iR dataddyj ved
fromthe client 604. At the sane tine, the data conmunication controller
602 out pdiEom Hhe RET SGHIAR 206, ©h¥atPrBarkee¥tractns aavacktzacts: a
controller 603. In this manner, the MPEG data stream D~ into which the

sel ect ed Wat@Xmasdh oo SROMDthes INPUNEZEqUENEY SPEESAUM 6@ tao D;yheby
authorized client 604. If the data transm ssion request is received from
anot her @algilating gdifferan@oheticen thednnutcfreguenauEspattirundath i s
enbedded into the MPEG data. The MPEG data stream D~ into which a different

wat er mar P:dAnd thecpbigdnali Erequensy speatramidata By c|Andnnepppabductt o

say) the data storage controller 602 outputs the
d calculating section 208 inputs the extracted watermark D,,,,1 from

the watermark extractor 207 and the recelved watermark D, from
the watermark input section 202, and performs the inner product -
thereof to produce a degree of statistical similarity between them.
An authorization check section 209 checks whether the extracted
watermark Dy, 1ls identical to the received watermark D, by
comparing the degree of statis.tical similarity with a reference
value. )

The input MPEG data D,*' may be received £rom a storage medium

or a communication network. The watermark data associated with



address nunber of that new client to the data transfer controller 603. The
data transfer controller 603 inputs the enbedded 15 MAY 200{25I M]AY gogz
wat ermark data D~ fromthe watermark data table 144 and then transfer

pair of the enbedded watermark data D'~ and the client address nunber. to a
manuf act ur e managenent database 605 provided in a nmanagenent center.
Therefore, the watermark for each authofized client 604 can be easily
identified by searching the manufacture nanagenent dat abase 605. 2n the

case wher a n ni,ed J [ e framithe encoding
side, t he&é%?gn g??.n%?g? Icigggr %1‘ I eirs'S g@%%?r'a%%q[ ?gr?glf gr %%%W%%é?%base

| ocal -are r adi o icatiaqn channel . Further the nanagenent
dat abase %5@'?%%96?%‘3{‘5%&{%%hmgﬁggg@%‘ﬁﬁﬁﬁ%%ﬁro%&rﬁ% ISR MR
suspect da Qi 60L is_f t aut.horj zati on che is performed by
an aut hor?ézgh%ﬁ%ﬁgdé}%éeﬁ Sﬁ% Pﬁ%sﬁdﬂ?’rﬁé %?%8Fansf?%§1%ﬂ? g whare
functions_of he seciions, 201-209 as shown in Fig. 2 to performthe
wat er mar ktléﬁt'}%??l%g?ﬁﬁkiﬁiaa ) d"éﬂadz r & iHﬁ‘%&ﬁH‘aﬂ& ﬂ%rtiazéﬁ%ﬁ'%ﬁéiéke.dl n
this case,_ the authorization check ec%ion 508 includes data communi cation
moans. FISRIN G CPINRAEALIAn BATork, thA AL SEMF FRAHCAE & 4sl om L
address nunber_from the suspect data provider 607 and transmts a retrieval
request RIEDHIFA WGhich &é’q?%}%cattd-%@eﬁ%ﬁbﬁ‘éﬁlhﬁ% riedyerhdndanfinee 605
t hrough t he data_conmuni cati on controller 606. Upon receipt of the

retri eval®% ¢y Xdto tRANEGERLYSELt ure managenment dat abase 605 is searched for
the corresponding watermark to 'the address nunber. |f the correspondi ng
wat ermark is fotihdfheRed e fakad thatcFharabere £eatieany cieQd mae be ~ 5
‘MAY 2002 14 authorization check section 608. Using the retrieved watermark
data, thdTRASRIDERE | BhtR R RreIRAMHPMFPIIE% PEAC eSO SUSth@s GBU kt i ng
and wat ermark checki ng operations as descri bed before. That is, if the
degree oPSRat I3 PERETsWRFAS:i Lthe(PFRESRIIT MK Proghams Wacduding 4l t he
retrieved watermark is equal to or greater than the predetermned level) it
i s det er AURIFIINS q%éhfaﬁ&%ﬁoﬁpeﬁgoao?ok%%rr@ Perfigrmp theewatlermank | f
Cis smaller than the predetermned level, it is determned that the data
provi der eFragEing bLN%%G fHatn A/IINTASS 198 anda aughortzpRD on\BDBIAYEEE
Referring’'to Fig . 7A, the encoding side of the electronic watermark system
is conpri n¥bed AkR¥@sor 701, the waternark data table 104, an
encryption section 70z and a data storage controller 703. As described
before, the processor 701 runs pr@@r’fm‘gﬁﬁél“ﬁdi ng the functions of the
sections 101,-106 as shown in Fig. 1 to Eerformthe wat er mar ki ng and MPEG
dat a conpr essi GefexFing to Fhs-pgod'é'@swi smapking sectien (163 seceiveson
section 702 and the data storage controller 703. The processor 70l inputs a
st r eam ofther ifFiesienai gpaghraupdatad Dprinan OET seckdonr 102 kod wRiectst a
stream D4 which is stared onto a storage nedi um 704 such as CD- ROM or
magnet o- @piied ¢t N Hathsamplest of Ol lyef (aunmhdidle Arm) Jremtencthameat i ne,
the encryption section 702 encrypts the selected watermark data D,,,H and

t he encr ppedétanmimed Khrashald shayedd faomothpafrequencyt spagsrued darvar 04
by the data storage controller 7b3. tt is preferably 1 15 ~ 5 ~aY 200Z

t hat t heDst orBigthex; ubhg(Watermarkingtsegboy (03 csekectsng sah of
wat er - mar ked MPEG data and a second area 706 dedicated to the encrypted

wat er mar vaggrmank, datd c wel biw(WWEEThn ransiott mumbegs depefrdingaonraad
fromthe second area 706. In this manner, an. authorized nedium 704 storing
t he encr ppradlnvdistributionm Wwith & dadne ofaleamdr RevavRPBBcgaiod Jdtr eTweD9 i s
manuf actured. If the processor 701 selects another watermark data, an

aut hor i zwé teethamk12Gy ssahdiang 10e cadwuhates nif k) datf ahd- théef $add *WPEG dat a
stream D4 into which the naw watermark data is enbedded is easily

manuf act fpedeakbf waxiiaplieo 1F(§. <78, Svmdnusisgspedtipddews 301 asdf dord, the
aut hori sation check is perforned by an authorization check section 708
runni ng aheopsdgnadrs® | and uan ngddar 303ctwinerse o ikeaabeoad inge eillemeni)| - 209
as shown i.n Fig. ~to performthe watermark extracting,| ~EG data

deconpr e$bewelnad taxt hassamimgn €heck). | IThe calculated data samples

F(1)-F(n) are substituted for the selected N data samples



this case, the authorization check seetion708 includes decryption section

» 709. First of all, the decryption section 709 reads the matenggrk&ﬂgtiob om
t he second area dedicated to waternmark of the suspect nedium Y787

decrypts it to output watermark data D',~' to the authorization check
section 708. Using the read watermark data Due' , the authorization check
section 708 perfornms the waternnark extfacting and watermark checking
operations as described before. That is, if the degree of stati.s~ical

simlarit elet e the . re termark D~"' is
equal to %(rﬁg%gt{\grgf hgﬁ%ﬁ%g’?é‘gﬁ%@&%‘&@%e Lo %rq\%%t“é??ﬁﬁ'ed
that the 3 = i [ J.s one of thorized nedia. If Cis
smal | er t%%k%%gcg‘:éeﬁ er%ng%gggfzg\% %alt'[a Ygl%é{"é‘}%y%%auk’é&ctt Fe ivEnAg 7p7
s an unr:ﬂ&.p i : | | O cri.bed, above, since_the authorized
wat er mar K ca(rjl'{'bet‘zrg%sfﬁ'l)i%‘gﬁ# n%%aﬁéoﬂfi' n’&ﬁagmnf“a?é‘rﬁre_r Do Hrlactrdge
api dly SR i ARaslnty, snb8alhe S donr or g Als thege dseem
conprising: an. information generator for generating watermark information;
a conbiner*for invisibly enbedding the watermark information into original

| i aage data to produce watermarked inmage data; and a transfer controller

for transferring the wat er mar kedW® tGHBGK a first nmedia and the
watermark information to a ~ second ~nediwm-. 2. The system accordi.x~g to

claitu 1, wher FSFEFRIRG H:Fi8. onthe Wakermank, eXtraghorc?@7 dnpuss the

identification inforuiation identifying the first mediumto the second
medi um Tecelved data samples F(1)-F{(n) of the received frequency spectrum

data D,' and the original data samples £(1)-£(n) of the original
frequency spectrum data D,. The watermark extractor 207
calculates w,(i) = (F(1) - £(1)) / £(1) for each variable i (1
= i = n) using subtracter 401 and a divider 402 to extract the
watermark Dyg = (w;(1), w;{(2), . w(n)).

Subsequently, the inner product calculating section 208
calculates a degree of statistical similarity C between the

' extracted watermark Dig = (W3 (1), w,(2), ,» W;(n)) and the received
watermark Dy, = (w,(1), w,(2), * , w,(n)) using the following
equation: C = Dyy * Dy, / |Dpu|*|Dp|- If C is equal to or greater
than the predetarmined level, it is determined that the received
watermark i1s embedded into the received MPEG data D,' and therefore
the received MPEG data D,’ is the authorized data. If C is smaller
than the predetermined level, it is determined that the received
MPEG data D, is an unauthoriz-ed duplication.
FIRST EMBODIMENT
Referring to Fig. 5, the encoding side of the electronic

watermark system is comprised of a processor 501, the watermark



3 . The system according to claim2 , wherein the second nedium stores the
» watermark ~.nformat3.on and the nmediumidentification infor ti(mAbfmdz)w
retrieval. 4. The systemaccording to claim1l, wherein the first di S
a first storage nmediumfor storing the watermarked i mage data; and the
second nmediumis a second storage nmediym for storing the watermark
I nformati on and nediumidentification 15 M AY 2002 information
identifying the first storage mediumto allowretrieval. 5. The system
accor di ngldta chadile #04pheeita sheragdicbntialdd 50at A8 4 Hatd RirhbeR fes- a
manuf acture serial nunber of the first storage nedium 6. The spstem
accor di n@drrmdxidp 50yl Aol ifids beBFbUMthe Pro@REWRIC &0 JIRdi um
t hrough which. the watermarked inage data is transnmtted to a destination

| a comBIigili inbeleehly tHEG N 192E00H HHRALUEYESn8 1401268 AP UUR or

storing the watermark i nformati on and nmediumidentification I nfornmation

| dent i 1yisRdrble dofd imatdcah kRetkh PUrhaLkSY Ung frEcT A LEYSLARLAEEOLY NY O
claim6 , wherein thé nmediumidentification ~.nfornation i S ah address of
the destinati onp |ty - L' Ag:

e daestinati oRydn ﬂf&wrﬁﬁagn%tge WBEKeafl of §¥§%§HEEO§$%?3: ﬁgitgan

I nformati on generator for generati I nformati on; a comnbl ner bly

erbeda! B, B BEORREBE/CHILAEIEL hab S VRN AOLL B IRS, 081 9,10 BEOUUGE

wat er mar uage data. and a transfer contro 4T al
the  15,Mi8Ya?0¢drage medium 504 such as CD-ROM or magneto-optic disc

by the data storage controller 502. At the same time, the data
storage cpntroller 502 outputs a serial number of the storage
medium 504 to the data transfer controller 503. In this manner,
an authorized medium 504 storing MPEG data stream D, into which
the selected watermark data D, is embedded is manufactured. If
the processor 501 selects another watermark data, an authorized
medium 504 storing the same MPEG data stream D, into which a
different watermark data is embedded is easily manufactured.
Needless to say, the data storage controller 502 outputs the serial
number of the storage medium 504 to the data transfer controller
503.

The data transfer controller 503 inputs the embedded
watermark data D, from the watermark data table 104 and then
transfers a pair of the embedded watermark data D,, and the serial
number of the storage medium 504 to a manufacture management
database 505 provided in a mar'xagement center. Therefore, the
watermark for each authorized medium 504 can be easily identified
by searching the manufacture management database 505. In the case

where the management center is located at a distance from the



19 wat ermar ked i mage data and tha watermark information to a single nedium

9. The system according to claim8, wherein the single nedi i ge
medi um having a first storage area for storing the vvatermarﬂgj m%ma

and a second storage area far storing the watermark information, wherein
the second storage area is dedicated to the watermark information so that
only the watermark information is allowel to be read. 10 . The system
according to claim8 , wherein the transfer controller encrypts the

vt er mar keh8bet #8td e Athel EARA" e AN KBLELOYBLEERY &#&%ﬁ@{e%ﬁﬁ%} ne

si ngl e medi um The system according to claim erern € Si

medi um | StRr848hAHC1IELLLEL0E hBEwECK! 2 %ﬁi@%%fﬁtf&ﬂéﬂ%}éggpt od

wat er mar ked I nage data and a second storage area or1 ng

t k inf ' , ' a | L cat to th
enorypted wat or RAcE & ARG Bebiin RO g R E Dt SO r e B SPheraa |
i nf ti | . . t i zatd Kk t f
checki ng LRt RO LRME by el et RS dE, O R AL R R hage
; tori : . edi ' d e cati o ti
dent 1 1y dEEA ThELpRLAE B PoBBEI S o el Ay e Lo 4R AT s

d d Y2002, 20 invi.si.bl nmbeddi th t k inf ti

Mhto ori g aPiugh §50 2 £ PYFarH SO RATGFRER SR SrFLEG: MR K
i nf ti di t di ' tificati i nf ti f th
* modt um o iR PEERS FEoh e SpERapLoaticn: chadf’ Fh haR aas. B acti ng

t k_.inf t] t] d, f ' t dinth di
Quest | ondtt T B EESn (BRe Tk PR ng AnEE ALPAEh AL SPTERBLERbAER | o
aut hori zed by conparing the extracted watermark information with the
retri eved®S#t®t mar k i nformati on.

Filrst of all, the authorization check section 507 reads the
serial number from the suspect medium 506 and transmits a retrieval
request using the read serial number to the manufacture management
database 505 through a network. Upon receipt of the retrieval
reqluest, the manufacture management database 505 is searched for
the corresponding watermark to the serial number. If the
corresponding watermark is found, the retrieved watermark data
1s sent back to the authorization check section 507.

Using the retrieved watermark data, the authorization check
section 507 performs the watermark extracting and watermark
checking operations as described before. That is, if the degree
of statistical similarity C between the extracted watermark and
the retrieved watermark 1s equal to or greater than the
predetermined level, it is det;mined that the medium 506 1s one
of authorizedmedia. If Cis smaller thanthe predetermined level,
it is determined that the medium 506 is an unauthorized

duplication.



13 . The authorization check systemaccording to claim12 , wherein the
mediumidentification information is a manufacture serial nunber of the

medi um 14 . The aut horization check system according to clai 5@4 mn
the mediumis a communication nmedi um through which the waterndr A

data is transmtted to a destination irll a communi cati on network, wherein
the mediumidentification information i'€ an address of the destination in

t he conmuni cati on network. 15. An authorization check system for checking
whet her a medi um questioned i s gEtORD I ZesbpideNgedi um questi oned having a
first storage area for storing watermarked i mage data, which is produced by
i nvi si bly enbedgd feroh &€& & N el QRcbRLAgCL N8 LRRI nd a
T 5 MAY 2002 21 second gtoragegar ea for stcori ng wat er mar kﬂlgn %rg?r:tls i ,cthe
System Cougierfidik sYsMRfHRRLhnPricaaOf d ProRalsdi! | r

I nformation fromi r??ge datla st orﬁed I'n ﬁe #é: [ u%sa%&tegltalgd\r,\\gg% g%g;émé‘cker
for checlgshg Waghiken dde SmdidMgdashl LS hzed cot.apari t he
extract e?’avvat er mar kli nt’or mat %‘h wm?ﬁh%'%g%%g e?ﬁﬂa{r:ggli%égr ﬁgé 8Hdsfaof353: n
the secopd. €319 rn ' t . The authorization
check sy;%t g%tsg:e%greglﬂrﬁg ¢ ofe(?::lt gls:rin Ze% ,he\%ﬁlé.fﬂg:éﬁ %ﬁfleggé/atét Pfolcﬁf&%@ioén
stored i e S : ' e 7. A nethod. fqr .checking
whether SUhSqPESERAte} 8THA1A67the TBOTLURETES Anlg ol apd-gR as
generat i t I nf | Q. v si bl eddi_n er mar k

I nf or mat ?’%r?%n?’gpgﬁgq'i gaﬁ%%%ﬂ‘?;q%o%F%ﬁ@%%e% %%@ dat a;

tr-ansfer&k&grteg%iw_ernar kd ~.cnage data to an authorized nedi um

The processor 601 inputs a stream of original image data
D, and produces the water-marked MPEG data stream D, which is
transmitted to a client 604 by the data communication controller
602. Heré. it i1s assumed that the water-marked MPEG data is
distributed depending on a data transmission request received from
the client 604. A‘t the same time, the data communication
controller 602 outputs the address number of the client 604 to
the data transfer controller 603. In this manner, the MPEG data
stream D, into which the selected watermark data D, is embedded
is transmitted to the authorized client 604. If the data
transmission request is received from another c¢lient, the
processor 601 selects another watermark data which is embedded
into the MPEG data. The MPEG data stream D, into which a different
watermark data is embedded 1s transmitted to the new client.
Needless to say. the data sto.rage controller 602 outputs the
address number of that new client to the data transfer controller
603.

The data transfer controller 603 inputs the embedded



transferring the watermark i nformation and nediumidentification

I nformation identifying the authorized nediumto a retrieval rnedi.um
retrieving watermark i nformation correspondi ng to mnedi um”ggﬁnMAonaﬂm

i nformati on of the medi um questioned fromthe retrieval Y U Y
2002 22 extracting watermark information questioned frominmage data stored

I n the medi um questioned; and checki ng Lghet her the nedium questioned is
aut hori zed by conparing the extracted watermark information with the

retri eved,MalQidv kadty 05 TRELGR- tA8 waldfndBt hele 2CC95 L Yok 0y

ng géaj‘r__gl 17 ,
wherein the nediumidentiticafion infornation is a Ranu ac?ure erraf

e aharb B phor GHAN RAPURELASIa AL WSS L1 ent

aut hori z conprisihg the steps of: generating wat ermafk | nfor

e SR e B O A b TR, 7
1 or mat 1100 S ATERATEH T dEt T oot Smar sy b o A BTy (SR
"t or et %ﬁﬂ%?#ei Sk, 08" PR PR AR AR B Spagehing Shevi der

providi ng t iraqeedata uestiot?ed from é)l}‘gr triev medi um extracting

|
wat er mar RS At SIPHIY I W%t_ ueshi & ScPée_ef”\??&'e_f B8 t he
Gt hor | SBREFEmSHLPARGSE AP MPCATAOAL ALECERrS LM i crgR oA s 1de,

the data transfer controller 603 may transfer them through a

anutac
rrrortT

local-area network or a radio communication channel. Further the
management database 605 is provided with data communication
controller 606.

When a suspect data provider 607 is found, the authorization
check 1is performed by an authorization check section 608 running
the programs including the function;s of the above sections 201-209
as shown in Fig. 2 to perform the watermark extracting, MPEG data
decompression and authorization check. In this case, the
authorization check section 508 includes data communication
means.

First of all, the authorizatlion check section 608 receives
the address number £rom the suspect data provider 607 and transmits
a retrieval request using the address number to the manufacture
management database 605 through the data communication controller
606. Upon receipt of the retJ.::I.eval request, the manufacture
management database 605 1s searched for the corresponding
watermark to the address number. If the corresponding watermark

is found, the retrieved watermark data is sent back to the



15 MAY 2Q0 23 the retrieved watermark information. 20 . A nethod for
checki ng whet her a ned~.um questioned is authorized, conprising the steps
of : generating watermark information; invisibly enbedding t

information into original imge data to produce maternarkedrgkggéﬁggﬁbﬁ
transferring both the watermarked i mage _data and the watermaack information
to an aut horized nedi um extracting Wt érfmar k i nf or mati on fromimge data
stored in the nedi um questioned; and chacki.ng whethr the nedi um questi oned

I s aut hor aggthorls A0MMRAIGCHEL] @i dm @y watermark information with
wat ermark information stored i.n the nedi um questioned. 21. The net hod

according to cl YaRaPenehed Gl ibydie vt PRkk A UhD i bRl AN, BRALAM

AUV R M S A
tscr:]ce)n\tjlvats;?ragz area is (fég'f pat;ﬁto t%@? rrart%fal rﬁggﬁ%i%%%]:gfl %g
to claim %%% \%/Hgygf’ﬁg%hggﬁg% er rra?{?%ﬁbger&ri%te ffg%gi'sz'g%%gy%t 'e&fgﬁgeeﬁﬁgﬁﬁﬁed
"M AIVR APFo- SARE AR SHREAEE AR, A ekl P RE R R sptepmark ana

LU]J]A’E aycal 8L FRAPERNEE Ym0 S P R il el a0

| wr | gb] Xcgfggf%fg&fgfiaéfﬁfg] %E]?aﬁ@&ffﬁf’&ﬁf‘c‘éﬁ%‘é]% 258 PEAYLEPEa$RE] ca]
ca] ca] ca] ¢al gaLCakCaLGAbE13dL ALE AL £8' ¢ is smalier than the

predetermined level, 1t is determined that the data provider 607

distributes an unauthorized duplication.
THIRD EMBODIMENT

Referring to Fig. 7A, the encoding side of the electronic
watermark system is comprised of a processor 701, the watermark
data table 104, an encryption section 702 and al data storage
controller 703. As described before, the processor 701 runs
programs including the functions of the sections 101-106 as shown
in Fig. 1 to perform the watermarking and MPEG data compression.
Further, the processoxr 701 may include the encryption section 702
and the data storage controller 703.

The processor 701 inputs a stream of original image daté
D, and produces the water-marked MPEG data stream D, which is stored
onto a storage medium 704 such as CD-ROM or magneto-optic disc
by the data storage controlle-r 703. At the same time, the
e_ncryption section 702 encrypts the selected watermark data D,y
and the encrypted watermark data is stored onto the same storage

medium 704 by the data storage controller 703. It is preferably
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6 O d%‘)@;g_u%qmthqgmtpyn check section 708 performs the watermark

L.

extracting and watermark checking operations as described before.
That is, if the degree of statistlcal similarity C between the
extracted watermark and the read watermark D, ' is equal to or

greater than the predetermined level, it is determined that the
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information:

a combiner for invisibly embeddlng the watermark
information into oxriginal image data to produce watermarked image
data: and

a transfexr controller for transferring the
watermarked image data to a flrst medium and the watermark
information to a second medium,

2. The system according to claim 1, wherein the transfer
controller further transfers medium ldentification information

identifying the first medium to the second medium.

3. The system according to claim 2, wherein the second
medium stores the watermark information and the medium

identification information to allow retrieval.

4. The system according to claim 1, wherein
the £irst mediumis a first storage medium for storing
the watermarked image data; and

the second medium is a second storage medium for

storing the watermark information and medium identification
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5. The system according to claim 4, wherein the medium
identification information is a manufacture serial number of the

first storage medium.

6. The system according to claim 1, wherein
the first medium is a communication medium through
which the watermarked image data is transmitted to a destination
in a communication network: and
the second medium is a storage medium for storing the
watermark information and medium identification information

"identifying the destination to allow retrieval.

7. The system according to claim 6, wherein the medium
‘ identification information is an address of the destination in

the communication network.

8. A system comprising:
an information generator for generating
information;
a combiner for iAvisibly embedding the watermark
information into original image data to produce watermarked image
data:; and

a transfer controller for transferring both the



10- u- uL" 10%@&' () - ZF10%@& () - L#10%@& () - z10%@& () - sf#10%@&' () - #10%@& ()- TTTU
#U UUaB~_@ 10

10- u- u9y, "10%@& ()-*1 10%@& ()-! (- 10%& ()-Ly&" 10%@& ()-L$" 10%&5( MAY 2002
#109%@&' ()-UU VWSW W VKWIE: /| 10@ 10@&% : " 10%@& () - &y 8" 10%@& () - &" 10%@&' () -
&f 2#10%C8 () - 950" 10%GE () - & "10%@&' () - kKW W W VWAKRXX Y /

- 10@L0%T& ()- @O%& ()-& "1094& ()-y"1099& ()-109& ()-! 1090& () -
L0@RXXXXXXYY YbC 10@ 10%& () -, f10%4& ()-#10%4& ()- 10T 10T
10T&10%0Wa £ 3 rRa+RUEI I ge ALY @Y Ehe Ml i@k 100348 () t 18RI Ess fhgle

& "109& ()-9&10%4& ()-!] F10% H H& ()-F10%& ()-ZHzZl ZZ[[[~?bC

10@ 10%#adiah* " 10%HHE () - & 10%H& ()-! ""109HH&' () - & 10%& () -

120948 ()-[[\?\p\\\\\}~SH= 10@ 10H 10H 10H9s! 10%44&' () -! 63" 10%HHE' () - 63" 10%
& ()-1x2310%HxH&' ()-2310%& ()-\\\]8]y]]dESH= 10@ 10 10%| & ()-1"10%4| & () -
f110%] & ()-Y 10%4| & ()-Sg 10%4| & ()-L$10%4| & ()-2]]] 0APAdESH= 10@ 10" f
11094 & () - Sla%ﬂl & (s 'sQ¥binabrosiiA9%d &1tim BQ%¢hérelin the single

10%| & ()-~""+_k _ aBSH= 10@ 10Y
medium is a storage medium having a first storage area for storing
the watermarked image data and a second storage area for storing
the watermark information, wherein the second storage area 1s

dedicated to the watermark information so that only the watermark

information is allowed to be read.

10. The system according to claim 8, wherein the transfer
controller encrypts the watermark information and transfers

encrypted watermark information to the single medium.

11. The system according to claim 10, wherein the single
medium is a storage medium having a first storage area for stoi:ing
the watermarked image data and a second storage area for storing
the encrypted watermark information, wherein the second storage
area 1s dedicated to the encrypted watermark information so that

only the encrypted watermark information is allowed to be read.

12. An authorization check system for checking whether
a medium guestioned is author.:Lzed, comprising:
a storage for storing watermark information and
medium identification information identifying a medium, the

medium storing watermarked image data which is produced by
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of the medium questioned from the storage;

a watermark extractor for extracting watermark
information questioned from ilmage data stored in the medium
questioned; and

a checker for checkling whether the medium questioned

is authorized by comparing the extracted watermark information

with the retrieved watermark information.

13. The authorization check system according toclaiml12,
wherein the medium ldentification information is a manufacture

serial number of the medium.

14, The authorization check system according to claim12,
wherein the medium is a communication medium through which the
watermarked image data is transmitted to a destination in a
communication network, wherein the medium identification
information is an address of the destination in the communication

network.

15. An authorization check system for checking whether
a medlium questioned is authorized, the medium questioned having

a first storage area for storing watermarked image data, which is produced by invisibly

embedding watermark information into original image data, and a
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comprising:
a watermark extractor for extracting watermark
information from image data stored in the medium questioned; and
a checker for checking whether the medium questioned
is authorized by comparing the extracted watermark information

with the watermark information stored in the second storage area

of the medium guestioned.

16. The authorization check system according to claim 15,
wherein the watermark information stored in the second storage

area 1s encrypted.

17. a m,ethod for checking whether a medium questioned is

authorized, comprising the steps of:

generating watermark information;

invisibly embedding the watermark information into
original image data to produce watermarked image data;

transferring the watermarked image data to an
authorized medium;

transferring the watermark information and medium
identification information identifying the authorized medium to
a retrieval medilum; .

retrieving watermark information corresponding to
medium identification information of the medium questioned from

the retrieval medium;
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checking whether the medium questioned is authorized
by comparing the extracted watermark information with the

retrieved watermark information.

18. The method according to claim 17, wherein the medium

identification information is a manufacture serial number.

19. A method for checking whether image data questioned

is authorized, comprising the steps of:

generating watermark information:

invisibly embedding the watermark information into
original image data to producé watermarked image data:

transmitting the watermarked image data to an
authorized destination through a network:;

transferring the watermark information and medium
identification information identifying the authorized
destination to a retrieval medium;

retrieving watermark information corresponding to
identification information of a data provider providing the image
data questioned from the retrieval medium;

extracting watermalrk information £rom the image data
questioned received from the data prowvider: and

checking whether the image data questioned is

authorized by comparing the extracted watermark information with
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authorized, comprising the sgteps of:

generating watermark information;

invisibly embedding the watermark information into
original image data to produce watermarked image data;

transferring both the watermarked image data and the
watermark information to an auvthorized medium;

extracting watermark information from image data
stored in the medium questioned; and |

checking whether the medium questioned isl authorized.
by comparing the extracted watermark information with watermark

information stored in the medium questioned.

21. The method according to claim 20, wherein the
authorized medium is a storage medium having a first storage area
for storing the watermarked image data and a second storage area
for storing the watermark information, wherein the second storage
area is dedicated to the watermark information so that only the

watermark information i1s allowed to' be read.

22. The method according to claim 21, wherein the
watermark information is encrypted and encrypted watermark

information is stored to the authorized medium.



