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DESCRIPTION
PERSONAL SAFETY VERIFICATION SYSTEM AND SIMILARITYSEARCH
METHOD FOR DATA ENCRYPTED FOR CONFIDENTIALITY

TECHNICAL FIELD
[0001]

The present invention relates to a similarity skeanethod for data encrypted for
confidentiality, for performing similarity searcim diological feature information or the like
which is encrypted for confidentiality or protectieda level that a person cannot be identified
easily. The present invention also relates toraqmal safety verification system to which the
method is applied, and the like.

BACKGROUND ART
[0002]

A person search system, which allows a computseaoch for a target person
from video images (moving images) captured or r@ediby a surveillance camera or the like,
using an image recognition technology or the lika@s been known conventionally (for example,
see Patent Literatures 1 to 4 and Non Patent titexd). Such a technology of performing
searching based on features of an image itseliowitdepending on external information such
as tagging, is generally called CBIR (Content-Basegige Retrieval) which has been started to
be also used for searching for a person.

Patent Literature 2 discloses a video image sesystiem and a person search
method in which a portion where (the face of) asparis cut out from an image, and a color
histogram or the like is extracted as a featuraevébr identifying the person individually, and
when the feature value is similar to that of a¢afgerson, it is estimated that they are the same
person.

[0003]

Feature values used for image recognition aredande values of pixels like
Eigenface used in main component analysis in oj@.daAs the first generation feature values,
those based on distribution of pixel values (lumt®) and wavelet transformation have been
known. In the second generation, feature valuesdan a local region such as Haar-Like,
HOG, EOH, and Edgelet have been known, and alssgthaving scale invariant property
regarding a focused feature point like SIFT and WRve been known. In the third
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generation, learning is made in consideration afiaprelativeness of those local regions, and
Joint Haar-like, Joint HOG, sparse feature, Shapeteoccurrence probability feature, and the
like have been used.

In recent years, a time space feature such as(P&4l State Analysis), as the
four generation, has been researched (for exasgdeNon Patent Literature 2).

[0004]

The performance of face recognition depends ata fmage databased used for
learning. FERET face database, often used in geshnncludes a right-sided face and a left-
sided face, besides a front face. Regarding #tishése, face recognition having a FRR (False
Reject Rate) of about 0.0003%, with respect to KR&se Accept Rate) = 0.001, is realized at
the time of year 2010.

[0005]

CBIR having an accuracy of a practical level icefaecognition is expected to be
used in various fields in the future.

As an example thereof, a personal safety veritioagystem in times of disaster
or the like is considered.

A safety verification means in times of disastdnjch is currently used widely, is
provided by a telecommunications carrier. For exama person who wishes to verify safety
(verification requesting person) or a person whim ise verified (not verification requesting
person) calls a predetermined telephone numbeginsna voice message with a telephone
number of the other person or the own, and thewtier person calls a predetermined telephone
number an inputs the telephone number of the ovtheoother person, whereby the voice
message can be played.

Further, there are also various means such amanigch safety information is
input using characters from a mobile phone, a sptaohe, PC, or the like, and the other person
is able to search for and view the safety infororatising a telephone number or the like, and
one in which voice can also be recorded and playtda similar operation. There is also a
means for automatically send an email promptingtinpg of safety information to an email
address of a person to be verified.

Further, SNS (Social Networking services) andlittee which are widely used
recently, may also be used as safety verificatieams.

[0006]
It should be noted that relating to the presevgmtion, a personal safety

verification system using CBIR technology, and anehich any kind of personal information
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and a telephone number are paired to be useddoctseg, for example, have been known (see
Patent Literatures 5 to 7, for example).

Further, a technology of performing identificatioha human body using images
has been known (see Patent Literatures 8 and 8x&mple).
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<http://eprint.iacr.org/2004/106.pdf>

SUMMARY OF INVENTION
TECHNICAL PROBLEM
[0009]

The conventional personal safety verification systis described above works
under conditions that a verification target persecognizes that himself/herself is a verification
target person, has a knowledge of a personal sedeifycation system, is able to use a
communication means capable of accessing the padrsafety verification system, and makes
an access voluntarily and performs an action taarera message or the like. If any one of
them is not satisfied, safety verification cannetbade. For example, after occurrence of a
disaster, when a person finished evacuation tdeapdace and wishes to make a contact to a
person having a blood relation, in a state whexedfitelephones are hardly used due to
congestion or line disconnection to the place,gh&@l possibility that a child or an elderly
person who is difficult to use other communicatineans is unable to perform safety
verification.

[0010]

Further, while there are a plurality of Internatlétins for disasters or for safety
verification, most of them do not associate withreather. As such, there is a problem that a
verification requesting person must performs seagcand operation in each bulletin.  Even if
it is possible to register information of a faceaoferification target person or a verification
requesting person on such a bulletin, it is exgktiat registration is hardly made due to
psychological resistant to direct publication daee image or a fear of being collected, used, or

the like by a third person.
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Further, regarding a person captured by a suavei# camera, sufficient social
consent is not made currently to perform face autbation (matching with a known face) in a
state where the person is not aware, or collechaldiface information.

Accordingly, as a configuration of a personal saferification system, it is
considered that a distributed type in which matghsnperformed on the captured site is more
acceptable, rather than a concentrated type inhndnface to be matched is transmitted to a
server or the like. In that case, a security tetdgy for safely holding a face database is
required at each location.

[0012]

As a technology which allows matching betweendgadal information units of
the same person and makes it difficult to perfoiversion to other usages, collection of
statistical information, and the like, there implate protection technology, for example.
Fuzzy Vault, Cancelable Biometrics, Bioscript, Agorous biometrics (see Non Patent
Literature 7) and the like are known. As datagctdd by such a method is randomized like an
encryption, it is difficult to suppose the origifablogical information. Further, as it is not
equal length mapping, similarity in the originabsp must be obtained by performing a trial for
each item. As such, there is no application targd-scale high-speed search so far, as far as
the inventor knows.

[0013]

From the beginning, the essence of similarity de& that even though no
information identical to the information to be sd®ed is held, such information can be reached.
Even if template protection is applied, as long agmilarity searching function is provided, a
third party may be able to acquire desired inforamathrough the number of trials which is
significantly smaller than that of typical decipimgy, regardless of the system configuration.
Further, there is also a risk that biological imfation is directly obtained from a person in
secret, without using such an on-line system. uehsit is a matter of balance between the cost
of acquiring them and the cost of attacking theptiae protection. Although the acquisition
cost largely depends on the range of similarity tha search result is to be presented, as the
template protection is stronger, it is likely tha&tching cannot be made unless the range of
similarity is expanded.

[0014]
The present invention has been made in view df pugblems. An object of the

present invention is to provide a personal safetyfication system or the like in which personal



10

15

20

25

30

W7525

6

safety of a verification target person can be iaifeven if the verification target person is not
aware that himself/herself is a verification targetson, does not have a knowledge of a
personal safety verification system, and is no¢ abldirectly use a communication means
capable of accessing the personal safety verifinaystem, without a need of a voluntary

action.

SOLUTION TO PROBLEM
[0015]

A personal safety verification system, accordmgmne aspect of the present
invention, includes a portal server (4) that preg@ database in which a plurality of sets, each
including a feature value of a face of a missingspe, personal information of a verification
requesting person or the missing person, and & pbaontact of the verification requesting
person, are accumulated; and a field server (3)itguires a copy of the database, extracts a
feature value from a face image of a person cagtinyea camera, and searches for a similar
feature value from the copy, wherein the portaleseaccumulates and provides the feature
value of the face in a state of being applied wethplate protection, and when the field server
succeeds in searching of the similar feature vahesfield server presents the personal
information corresponding the similar feature vain¢he captured person and asks for
verification, and when accepting a verification @t®n from the person, notifies the point of
contact of the verification requesting person.

[0016]

The personal information is a telephone numberpthint of contact of the
verification requesting person is an email addeesstelephone number, and the feature value of
the face is vector data of 100 dimensions or lesmwing a data size of 128 bytes or less, which
is reduced in dimensions by main component analygigpendent component analysis, or
linear discriminant analysis, and is applied wémplate protection by using at least one of
random projection, a one-way function, and pubég kncryption.

The portal server is connected with the Intermek @ceives the set including the
feature value, to which the template protectioapgplied, from a terminal (2) of the verification
requesting person, and when the field server hageatronic certificate or is reliable, or only in
the case of emergency, the portal server proviteslatabase, and a notification to the point of
contact of the verification requesting person idelsiinformation indicating a place where the
person who is verified is captured.

[0017]
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A similarity search method performed on data epiery for confidentiality,
according to another aspect of the present invenimnzludes a first step of encrypting a plurality
of units of sampled data for confidentiality by rpagm in which a distance is preserved at least
locally in a sampled data space (S23, 44); a sestapof clustering and recording a pair of the
sampled data encrypted for confidentiality andteaiby data, based on the sampled data
encrypted for confidentiality itself (65); a thistep of encrypting query data for confidentiality
by a method same as the method used for the sami@iadS86); a fourth step of identifying a
cluster in which sampled data similar to the qudata is recorded, based on the query data
encrypted for confidentiality; and a fifth stepidéntifying, from the identified cluster, a unit of
sampled data similar to the query data, by calmgad distance between the sampled data
encrypted for confidentiality and the query datargpted for confidentiality, and accessing
arbitrary data paired with the unit of the samplath.

ADVANTAGEOUS EFFECTS OF INVENTION
[0018]

According to the present invention, it is posstioléind a verification target
person and verify personal safety, without a vadmnaccess by the verification target person.

BRIEF DESCRIPTION OF DRAWINGS

[0019]

[FIG. 1] Fig. 1 is a configuration diagram of agenal safety verification system 1.
[FIG. 2] Fig. 2 is a use case diagram of the peaksafety verification system 1.

[FIG. 3] Fig. 3 is an activity diagram of a furanti of registering a face in a verification
terminal 3.

[FIG. 4] Fig. 4 is a functional block diagram slnating feature value extraction processing at

S23 of Fig. 3.
[FIG. 5] Fig. 5illustrates exemplary configuratgof template protection units 44a to 44d of
Fig. 4.

[FIG. 6] Fig. 6 is a functional block diagram opartal server 4.

[FIG. 7] Fig. 7 illustrates an exemplary configtiwa of a clustering unit 65.

[FIG. 8] Fig. 8 is an activity diagram of a furani of searching for a similar face in a field
server 2.

[FIG. 9] Fig. 9illustrates an exemplary configtima of function means for DB searching at
S87.
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[FIG. 10] Fig. 10 illustrates an exemplary configtion of a template protection unit 44e.
[FIG. 11] Fig. 11 illustrates an exemplary configtion of function means for DB searching at
S87.

[FIG. 12] Fig. 12 illustrates an example of a perserification screen.

DESCRIPTION OF EMBODIMENTS
[0020]

Hereinafter, an embodiment of the present inventidl be described with
reference to the drawings. It should be notedithtite description of the respective drawings,
constituent elements having substantially the sfametions are denoted by the same reference

numerals and the description thereof is not rejelageein.

EMBODIMENT 1
[0021]

A personal safety verification system 1 accordimgn embodiment 1 will be
described with reference to Figs. 1 to 4. Fidlusirates a configuration of the personal safety
verification system 1.

The personal safety verification system 1 of thespnt embodiment includes a
plurality of field servers 2a to 2c (referred toaaeld server 2 when not being distinguished
from each other. The same applies hereinaftezath of which a camera or the like for
capturing a verification target person is connectedfication terminals 3a to 3c owned or
operated by respective verification requesting@essand the like, and a portal server 4 which
first receives an inquiry from the verificationr@nal 3 and performs mediation between the
field server 2 and the verification terminal 3.

[0022]

The personal safety verification system 1 of thesspnt embodiment is
schematically configured such that a feature vafeeface image of a verification target person
and information such as a telephone number ard fnpm the verification terminal 3 and are
distributed to the respective field servers 2adoa®d the field server performs matching
between them and a face in a video image captwyréldebown camera. When the face of the
verification target person is detected, the fieds/er 2 generates a synthesized voice to stop the
verification target person and asks the persorettopm identity verification or operate for
agreement appropriately, and when it is verifib@, esult is notified to the verification

requesting person.
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Fig. 2 is a use case diagram of the personalysaéeification system 1. It
should be noted that Fig. 2 does not necessariy sitl functions of the field server 2 and the
like, and is not intended to limitedly specify thiactions thereof.

The field server 2 is a personal computer, a tablehe like installed with a
video camera for capturing faces of passers-byi@tation where there are many comings and
goings such as a service entrance of a sheltehall.a When predetermined software is
installed therein, the presence thereof is notifeethe portal server 4, and it functions as the
field server 2. The video camera is preferably caygable of capturing full-frame images with
a hard disk, and the video images are input tdi¢he server 2 via an HDMI (trademark) cable.
The field server 2 includes a loudspeaker for iglppassers-by, a screen that displays
information for verification, and a human I/F suaha touch panel that accepts operation from
passers-by. Further, it is connected to the leteand preferably constitutes a P2P network or
an autonomous distributed database with each otideans for connecting to the Internet are
secured in a plurality of numbers including LTEadlabmmunications, satellite Internet, or the
like, besides a wired line.

[0024]

The verification terminal 3 is a communicatiomb@ral capable of connecting to
the Internet to view websites, such as a mobilexpha smartphone, a tablet, or a PC, and has a
function for registering a face by a verificati@yuesting person, a function of receiving and
displaying a verification notice by a verificatitarget person, and more preferably, an address
book function in which a face of a person can lggstered together. The function of
registering a face includes a function of selectirfgce by a verification requesting person, a
function of designating a telephone number or ittes ind a function of pressing a send button.
[0025]

The portal server 4 is a web server having a puBliaddress. The portal server
4 provides the terminal 3 with a web page for regisg the face of a verification target person,
accumulates the registration information receivedfthe terminal 3 to construct a database
(DB), and distributes it to the field server 2. rtfher, it receives, from the field server 2, a
notification that a verification target person exified, and reflects it on the database as reduire
Furthermore, it uses an external or internal SM@iex to notify the verification target person.
[0026]

Fig. 3 is an activity diagram of the function efjistering a face in the verification

terminal 3. In the present embodiment, it is as=ithat the verification terminal 3 is an



10

15

20

25

30

W7525

10

Android (trademark) terminal, and that a face regigon application is installed in advance.
The main body of this application is an executiodeon a java virtual machine, and is
desirably obfuscated.

[0027]

When the face registration application is startiest, a face image source
selection screen is displayed as step S11. Omsd¢heen, as a face image source, a user
designate whether to select from an arbitrary infdgetored in the verification terminal 3 or
select from points of contact (address book).

When an arbitrary file is designated as a faceggrsource, gallery display is
performed as step S12. Specifically, the stepuohes generating an instance of Intent,
designating that the target is an image by setfyp#hod, designating that an object is selection
of an item by setAction method, performing galldigplay by startActivityForResult method,
and issuing Intent for acquiring a result of filesegnation by the user as a return value. The
Intent is processed appropriately on the OS sither@by a gallery display application or the like
is started.

[0028]

As step S13, areturn value of the gallery displia812 is received by
onActivityResult method. As the screen of the figation terminal 3 is changed in cooperation
with the Intent, when the Intent is returned, tbeesn returns to displaying of the registration
application.

Meanwhile, when points of contact are designased face image source at S11,
the points of contact are displayed as step S1#mila® to S12, while Intent is generated by
startActivityForResult, as a request code, PICK_J®NT is designated rather than
GALLERY.

[0029]

As step S15, a return value of displaying of thimfs of contact at S14 is
received by onActivityResult method. The returtueas URI of a ContactsContract.Contacts
class indicating a person selected from the paht®ntact. It should be noted that it is
possible to acquire URI accessible only once byggiai Grant-uri-permission function. Then,
cursor instance is generated by a getContentResphery method, and URI of an image file,
which is the same as the return value of S13, tigioéd using the cursor. Further, the
telephone number of the person may be acquirddsapoint.

[0030]

As step S16, face detection is performed usingramoid.media.FaceDetector
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class. Specifically, a Bitmap instance is generateBitmapFactory.decodeFile method
designating URI of the image file, a FaceDeteatstance is generated using properties of the
width and height of the Bitmap instance, for exaanphd recognition is made by findFaces
method with respect to the FaceDetector instan@ée return value is the number of
recognized faces, and the detailed results (disthetween eyes, coordinate of face center, face
inclination, reliability) are stored in FaceDetackace.

[0031]

As step S17, it is determined whether or not aordras occurred in the detection
at S16. Itis determined that an error has ocdunigen the number of faces is zero, or there is
no face in which the reliability is a predeterminedue or larger. When an error has occurred,
the step diverges to step S19.

[0032]

As step S18, cutting out (trimming) of a faceésfprmed. Specifically, by the
createBitmap method in which the original Bitmaypl &ime cutout position are designated, a new
trimmed Bitmap instance is obtained. The cutowitpm is calculated under a certain rule,
based on the FaceDetector.Face property of thehtagag the highest reliability. Then, a
FileOutputStream instance is generated with a peecéned file name, and by the
Bitmap.compress method designating a file outpstiaimce thereof, it is stored as an image file.

It should be noted that in the case where a fepplied to a predetermined
three-dimensional model (an ellipsoid, for exampdegorrect the face orientation, the image is
divided, and postRotate or postSkew method of aikelass is applied to each of them, and
then they are synthesized into one image.

[0033]

Meanwhile, when it is determined that there i®aor at S17, a manual trimming
screen is displayed as step S19. Similar to Shdewntent is issued with
startActivityForResult, as URI of intent.setDatafutRI of the image file used at S16 is
designated, and as URI of putExtra(MediaStore. EXTRATPUT, uri), URI of the storage file
which is the same as that of S18 is designated.

As step S20, by the onActivityResult method, ametvalue of the manual
trimming performed at S19 is received, and the ggsimg moves to S16. While the return
value to be received here can be used for erraegeing as appropriate, the description thereof
Is omitted herein.

[0034]
Subsequent to S18, step S21, step S22, and sBegr&asynchronously operated
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in parallel.

At step S21, communications are established wighportal server 4, and a
random number for protecting a template is recefvath the portal server 4.

[0035]

At step S22, a screen for accepting an inputtefephone number is displayed.
This screen includes a textbox to which a numberb&ainput, a radio box for designating a
distinction (referred to as a number type) indiogtivhether the input telephone number is of a
verification requesting person (that is, an operatdhe search terminal 3) or of a verification
target person (that is, a person of the face t@pistered), and a send button. It is more
preferable to display a face image of a verifiaatiarget person stored at S18, and display a
confirmation message that "when you press the battdn, feature value information of this
face is sent to the server together with a telephmmber or the like".

It should be noted that when the telephone nurabtire verification target
person has been acquired at S15, it may be digpiaye state of being input in the textbox. It
should be noted that the telephone number of th&oation terminal 3 itself is not acquired
automatically, because it is not particularly triagome to input it on the site by the operator.

Further, it is also acceptable to allow telephoambers of both the verification
requesting person and the verification target petsde input, and to allow additional personal
information (age, sex, other physical features,ieatlress, SNS account, handle name, office
(school), etc. of the verification target persanpé input arbitrarily.

When it is detected that the send button is pdeBsally, the telephone number,
the number type, and additional personal infornmati@ving been input at that time, are stored.
[0036]

At step S23, a feature value is extracted fronfdlke image of the verification
target person, and template protection is applethereby generate a "protected feature value"
to be transmitted to the server. To perform tingplate protection, as the random number
received at S21 is required, S23 is suspendedtbatdandom number is obtained. It should be
noted that the data size of the protected featalge\vs about 100 octets. Regarding the
processing at S23, it is desirable to be procesgednative code via JNI (Java Native Interface)
or the like in order to complete it within sevemaihutes and for obfuscation. Those available
from a native library include openCV for AndroidAPI for native (C/C++) is also disclosed
besides API to be used from Java.

[0037]
When steps S21 to S23 are completed entirely, agxdtep S24, the telephone
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number, the number type, and the like input orstitreen at S22 and the protected feature value
generated at S23 are transmitted to the portaés@rusing HTTP/TLS protocol or SMS (Short
Message Service). In the case of using a shorsages the feature value is Base64 encoded.
[0038]

Fig. 4 is a block diagram illustrating the featustue extraction processing at
S23in Fig. 3. A size and resolution normalizatimit 41 resizes a received face image to be in
a predetermined size (width and height), and nameslthe resolution and contrast. The
resolution immediately after resizing depends @ndilze or the resolution of the original image,
and it varies. As such, a feature value (or feapmints) to be extracted also varies. As such,
by constantly removing components of a certaindesqy or higher by LPF such as a Gaussian
filter or detecting an edge or the size of a higggfiency component, a sharpening/blur filtering
process corresponding to the value is applied. thEgra luminance histogram is calculated as
required, and the contrast is normalized based ontishould be noted that such normalization
process can also be performed after the featuteeadtraction.

[0039]

The feature value extraction unit 42 extractsadifee value from a normalized
image from the size and resolution normalizationh 4.  As the feature value, various types of
publicly-known ones, as described in Non Paterdrhiure 2, can be used. In this example, a
normalized image is divided into small blocks, dggam regarding frequency of edge patterns
of each small block is obtained, a column vectdamied by aligning respective bin values of
the histogram in a line under a predeterminedisulesed as a feature value, and the dimension
thereof reaches about 1000.

[0040]

A dimension compression unit 43 accepts an inpatfeature value from the
feature value extraction unit 42, converts it iatfeature value of a smaller dimension, and
outputs it. Basically, a method such as princgmhponent analysis (PCA), linear discriminant
analysis (LDA), or independent component analyi§lé\f is used. This means that from
feature values having been extracted from facggople (samples), a variance-covariance
matrix or the like is obtained, and a transfornratieatrix (projection matrix) A composed of the
eigenvector thereof is prepared. In the transftionanatrix A, a coefficient for causing the
scale of each main axis after transformation tadrestant is multiplied. The dimension
compression unit 43 simply multiplies the inputtéea value by the transformation matrix to
thereby obtain a normalized lower-dimensional featalue. The number of rows of the

transformation matrix A (dimensions of the loweménsional feature value) is considered to be
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sufficient if it is about 100 for PCA or LDA and @it 20 to 30 for ICA, although it depends of

the number of samples.

The transformation matrix A is common in the engiystem, and it is not
changed during operation, basically. Further, radization by the dimension compression unit
43 is not prerequisite.

The main axis obtained by ICA is similar to thgp@grance features that a person
is aware of when he/she tries to remember thedhaaother person. For example, there is an
axis well reflecting presence or absence of bgaekence or absence of glasses, or the like.
Such an axis having no invariant feature may b&\Wesghted or removed.

The transformation matrix obtained by PCA or ke has a normal orthogonal
base, and a distance relationship is well kept #fieedimension compression. As one having
such a characteristic, RP, described below, cantesised, and LSH (Locality Sensitive
Hashing) can be used auxiliarily.

[0041]

A template protection unit 44 applies a one-waycfion, random projection
(RP), public key encryption, or the like to the Eradimensional feature value from the
dimension compression unit 43, and outputs a featalue (or code) encrypted for
confidentiality.

Figs. 5 and 10 illustrate five variations of tlenfiguration of the template
protection unit 44.

A template protection unit 44a in the example igf B(a) shows implementation
in which Anoymous biometrics (see Non Patent Litee7) is simplified considerably. The
template protection unit 44a includes a quantidefos quantizing a lower-dimensional feature
value, a hash calculator 52 which performs cry@pbic hash processing on the quantized
feature value, and a subtracter 53 which subtthetgjuantized feature value from the lower-
dimensional feature value before quantization.

The quantizer 51 is configured to discretize tiput lower-dimensional feature
value more roughly, using LSH, for example. Irstexample, as the lower-dimensional feature
value has been processed by PCA and the scalenmlized, it functions as a type of PCH
(Principal Component Hashing). Simply, it is ongcessary to equally divide the component
value of each axis into a plurality of sectionsjekihcan be achieved by extracting the high-order
digit (high-order bit) of the component value. @m@vent information loss, while the bit length
By of a discretized feature value may preferablydss than the bit length,Butput from the

hash calculator 52, there is little difference ragtice. Rather, the bit length Bhould be
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selected such that the bit length Bt (sum of théeigth Br of the residual output from the
subtracter 53 and the bit length) Butput from the template protection unit 44a lrees a
desired value.

The hash calculator 52 outputs the discretizetlifeavalue as a hash value of a
certain bit length B according to an algorithm such as SHA-1.

In the case where the input lower-dimensionaluiesatalue is near the boundary
of quantization (there are a plurality of quantiz@tlies having quantization residuals of the
same size), the template protection unit 44a m@yudsets of a hash value and a residual
corresponding to the quantized values).

The discretized feature value corresponds to helgi&a of Anoymous biometrics.

It should be noted that the template protectioh4da does not use the random
number of S21 in Fig. 3.

[0042]

Fig. 5(b) illustrates an example of cancelabler@trics using RP. A template
protection unit 44b of this example includes a @sion parameter generation unit 54 which
generates parameters from the random number recaiv&21 of Fig. 3, under a predetermined
rule, and a conversion unit 55 which converts tveelr-dimensional feature value based on the
generated parameters.

The conversion parameter generation unit 54 obt@irandom projection matrix
by exchanging rows or columns or performing negatin a prepared matrix;8By4 according to
the random number under a predetermined rule x@mele. It is also possible to receive this
RP matrix from the beginning as random numbers.e @repared matrix is desirably a unitary
matrix, or it may be a unit matrix or an RP matrnxvhich normal random numbers or uniform
random numbers are used for each element.

The conversion unit 55 multiplies the lower-dimensl feature value (column
vector) from the dimension compression unit 43He/RP matrix, and outputs the result to the
template protection unit 44b.

While the template protection unit 44b has beestdeed here that it does not
perform dimensional compression, it is the samth@slimension compression unit 43 in that it
only performs multiplication of a matrix. = As sudhis possible to integrate these processes.
This means that it is only necessary to excharmes of the transformation matrix A based on
the random numbers, for example.

In the cancelable biometrics, when a secret ranglamber or a protected feature

value is leaked, impersonation or the like causethb leaked information is prevented by
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updating the random number and performing RP agaiall of the stored feature values with
the new random number.

With only RP, there might be an attack to estintaéecomponent by applying
PCA to the sample after RP to restore the origeatiure value or a face image. However, in
this example, as PCA and normalization are perfdrbefore RP, each component seems to be
independent, whereby it is more difficult to perfosuch analysis.

As the RP of the present embodiment is unitarywewsion or conversion similar
to it, the distance relationship is kept well atteg conversion.

[0043]

Fig. 5(c) illustrates an example of RP havingaiertonfidentiality if a secret
random number is not given. A template protectioit 44c of this example includes, in
addition to the template protection unit 44b, aiegdinit 57 which performs at least one of hash
function, error correction decoding, vector quaatian, distance preserving run length limited
code, permutation code, distance preserving magpiR1), rank modulation decoding, and the
like. It may also include another mapping unitifs@cessary. The template protection unit
44c performs random projection using an RP mathictvis randomized using a tuple (code,
vector, or the like) uniquely determined from tbevér-dimensional feature value, rather than a
given random number.

The tuple can use a roughly quantized featureev@dash value), similar to the
case of the template protection unit 44a, for edampFor example, a tuple is cut out each 8
bits, and a row designated by the value of an ashdber word (0 to 127) and a row designated
by the value of an even number word are exchangeel,eby the RP matrix is randomized. As
lower-dimensional features quantized to the sancidiueceive the same random projection,
the distance relationship is preserved. HoweWerdistance is not preserved if the buckets are
different. This method is advantageous if the iEnftiality is considered important.

The fact that the RP matrix corresponds to thentipeed feature value one to one
suggests that the RP matrix may be presumed freraitie of each component of the protected
feature value. However, if sign inversion openmai®included in randomization, presumption
can be more difficult. Randomization of the RP natan include any operation to maintain
unitarity (approximately), besides exchange betwears and columns or sign inversion, and
these operation is kept secret as much as possible.

[0044]
Here, a method of mapping adjacent buckets iate sf being adjacent to each

other, while maintaining a random projection methwill be considered. One answer is,
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regarding RP matrixes of adjacent buckets, allowdagiming distance between tuples thereof
to be the smallest (1) so as to have a relatiorishighich any two rows (or columns) are
exchanged. Spectral Hashing which is derivatiobhSH realizes it. In Spectral Hashing, a
concept of a space frequency (mode) is introduaed a space between the maximum value and
the minimum value of the main axis is divided itlte number twice as large as the number of
modes, and they are coded to either 0 or 1 of arpicode alternatively, whereby binary codes
having a bit length which is the same as the nurabarain axes are obtained. More simply, it
is only necessary to binarize the components ofdbpective main axes of PCH (LSH), and in
the case where it is desirable to express the cagpeomponents multiple values, Gray code is
used.

[0045]

In the field of coding theory, codes for presegvar enhancing hamming length
has been known, including distance preserving emgth limited code, permutation code,
distance preserving mapping (DPM), and the likeurtlter, Rank Modulation developed for
error correction in a flash memory of a Multi-Le@tll type can also be used recently. As
these are ones handling binary codes basicals/ngcessary to convert the lower-dimensional
feature value, which is binary-expressed multigtig information, into binary codes.

The mapping unit 58 performs this conversion, padorms mapping using Gray
code, for example.

[0046]

Fig. 5(d) illustrates an example using public kegryption. A template
protection unit 44d of this example includes a pukéy encryption unit 60 which encrypts the
lower-dimensional feature value based on the rand@mber (public key) received at S21 of
Fig. 3.

The public key encryption unit 60 encrypts thedowlimensional feature value
with McElice cryptosystem or Niederriter cryptosyst using Goppa code, Low-density parity-
check code, for example. MCcElice cryptosystem Us@sgenerator matrix G, kxk regular
matrix S, and nxn transposed matrix P as a seeygtahnd uses G' = SGP as a public key.
While this cryptogram has vulnerability in partaopolynomial expression serving as a code,
there are advantages that the computation cosinfmyption and decryption is low and it is less
likely to be decoded by a quantum computer.

[0047]
Fig. 10 is a configuration diagram of a templatatg@ction unit 44e. The

template protection unit 44e is one in which randtata alteration and error correction are
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combined with the idea of the template protectinitsui44a to 44c.

A bit divider 101 divides the input lower-dimensa feature value into the
highest 1 to 2 bits in the binary expression amdrésidual bits, and outputs them as a quantized
feature value and a residual feature value, resjgdet They corresponds to outputs from the
quantizer 51 and the subtracter 53 of the templadtection unit 44a.

A Gray-coding device 102 applies Gray-coding ® dantized feature value. It
should be noted that it is unnecessary if theibitldr 101 extracts only one highest bit.

A random number generator 103 generates randorbensnfrom time to time.

A data alteration device 104 performs alteratipmdyersing one bit at a
predetermined position of the Gray code, underedgiermined rule corresponding to the
random number from the random number generator 103.

A previous alteration device 105 alters a pathefresidual feature value, under a
predetermined rule corresponding to the random rusnibom the random number generator
103. For example, with respect to a componentehéed by the random number, it applies
sign inversion, a template protection method swschlack scramble, morphing, or the like, for
example. It should be noted that in the initialget of searching, as rough similarity search is
performed with a feature value altered by the mewialteration device 105, the amount of
alteration at this point should be larger (tharifemvalue dispersion of a single person) to the
extent that it is difficult to identify a persomdasmaller to the extent that it can be found
through rough similarity search.

An RP (Random Projection) processor 106 geneeatd®P matrix, under a
predetermined rule corresponding to the altereqy Gode from the data alteration device 104,
and performs multiplication on the input lower-dim@nal feature value. An RP matrix is
required such that even if an RP matrix is knowe,driginal Gray code or the lower-
dimensional feature value is less likely to bereated, and alteration of Gray code contributes
to this requirement.

An error correction coding device 107 is a RS @RBelomon) encoder, for
example, and outputs a redundant symbol.

A coupler 108 couples a feature value to whichis&képplied by the RP processor
106 and the redundant symbol, and outputs it astagied feature value.

[0048]

Fig. 6 is a functional block diagram of the podatver 4 of the personal safety

verification system 1 of the present embodimenthe portal server 4 of the present

embodiment is constructed in LAMP/LAPP environment.
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An http server 61 is an Apatch HTTP server andr@gle for example.

Basically, it provides static content such as aegagoducing the website on the Internet stored
in a content storage unit 62, and receives anrhégsage for requesting face registration from
the search terminal 3.

Further, in response to a request from the fietdes 2, the http server 61 sends
snapshot of DB described below or difference patdht that time, it is desirable to use SSL
communication at least a normal time. The httpese81 has a server certificate acquired from
public CA in advance.

[0049]

The content storage unit 62 stores, in additioiméatop page, static content
prepared in advance, such as a page for facenagstto be executed and displayed by a web
browser of the search terminal 3, a page guidirthegrovider of a face registration application
which should be downloaded to the search terminah8 snapshots of DB 66 and difference
patch described below.

[0050]

A server side processing unit 63 is a Java (tradkenservlet, for example, and
governs operation as the portal server 4. For pl@nt divides the main body of an http
message of a face registration request into pergtfioamation such as a telephone number and
a protected feature value, and preforms processinggister them in the DB 66 by controlling a
clustering unit 65 described below. Further, lib\as the DB 66 to create snapshots or the like,
and stores a file in which they are compressetarcontent storage unit 62.

The server side processing unit 63 is further eblgerform a higher order
function operating on a Java virtual machine, anabie to perform distribution using server
oriented P2P technology such as BitTorrent DNATBItent is a trademark).

[0051]

A private certification authority (CA) 64 is a paf an Openssl function, for
example, and issues an original certificate, inolwlthe private CA 64 is the root, to the field
server 2 not having a certificate. If possiblpublic CA is desirable. The case where a
certificate is given to the field server 2 is tha server is managed by a public institution such
as a government office or municipality, an edugalonstitution, or other organization with
high public characteristics (designated publiciingbn, etc.), by an online method that an IP
address is found through whois service or an @ftimethod that application is made by a
document or the like. An issued certificate carubed continuously even if the IP address is

changed in disasters.
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[0052]

The clustering unit 65 classifies the protecteduee value to any of a plurality of
clusters in a state of being protected or by rabgahe protection, and outputs the cluster ID.
A cluster is a group of feature values in the pmoky to each other. In order to realize
similarity search (pseudo nearest search) with ©@dn) relative to the number of face
registrations n, the respective clusters are reduiv be controlled such that the numbers of
registrations (cluster size) are equalized as naggbossible. In most of well-known clustering
methods, a distance between clusters or insidesteclis measured, and based on it, performs
integration or division of the clusters is perfodra classification criteria of the clusters is
updated. The clustering unit 65 of the presentaatimbent stores statistical information or
classification criteria of clusters necessary figstahce calculation in the DB 66 as required, and
updates the classification criteria at predeterchimaing.

[0053]

The DB 66 stores a cluster table 67, feature viahkes 68 of the same number as
the number of clusters, personal tables 69, antikbén a storage medium such as a hard disk,
and executes registration, update, deletion, amdikb of data with respect to the tables.

The cluster table 67 holds the location (leadiddrasses) and attributes (the
number of registrations, statistical informatiorthie cluster, classification criteria, etc.) of leac
cluster, with an actual cluster ID being used asain key.

The feature value table 68 is an entity of eaaltek, and holds a feature value
classified to the cluster, with a face ID beingdias a main key.

[0054]

The personal table 69 holds a personal informaifdhe person (verification
target person) of a face and personal informatfanregistrant, with a face ID being used as a
main key. The personal information includes apletge number or an email address of a
registrant for making a contact with the registranh face ID is an ID uniquely given to each
registered face.

It should be noted that as a function of the DBt§élf, those tables may be
encrypted to be recorded.

[0055]

Fig. 7 illustrates an exemplary configurationtwé tlustering unit 65. The
clustering unit 65 has a plurality of variationsresponding to the variations of the template
protection unit 44.

Fig. 7(a) illustrates a clustering unit 65a copasding to the template protection
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unit 44a. A separator 71 separates a protectégrée@alue input therein into a cryptographic
hash value and a quantized residual. The cryppbgrdnash value has no distance preserving
property at all, and it is impossible to perforrstdhce measurement between feature values of
different hash values. As such, a boundary of tizatiion and a boundary of cluster in the
template protection unit 44a must conform to eablero In this example, an aspect of
associating one hash value with one cluster (om&é) is used as a basis, and an aspect of
associating one hash value with a plurality of idts(one to many) is used exceptionally.

A cluster dividing unit 72 is used for dividing arcessively large cluster. The
cluster dividing unit 72 acquires the size fromuster table 67a, and when it is a prescribed
size, divides the cluster into clusters of the nanthat (current size/prescribed size) is converted
to an integer by using a well-known clustering noeth As a clustering method, hierarchical
clustering such as a k-means method, a divisiemmmdthod, or a Ward method, or one class
SVM (only dividing into two) can be used. Thengtach cluster after division, a division index
is given and an attribute of the cluster such asctnter of gravity is recorded on the cluster
table 67a.

[0056]

A shortest search unit 73 searches for a hasle walit of a cluster ID from the
cluster table 67a with the hash value of the featatue to be registered in the DB66, and
acquires the cluster ID thereof and the like. Wtiname are a plurality of clusters of the same
hash value, the shortest search unit 73 determaicisster to be classified based on the readout
cluster attribute (the center of gravity), and am$pthe cluster ID thereof. When only one
cluster matches, the shortest search unit 73 autpdivision index of the cluster. When there
is no cluster corresponding to the hash valuesiioetest search unit 73 creates a new cluster.
At that time, the division index is O.

Assuming that one in which a hash value and aidiriindex are linked is used
as a cluster ID and a bit lengthpBs 128, even if there are one million items ofefac
registrations, necessary recording capacity otthster table 67a is about 24M bytes at most,
which does not disturb the on-memory DB. Searchbinipe cluster table 67a can be performed
easily by binary search if it is sorted by cludes.

[0057]

Fig. 7(b) illustrates a clustering unit 65b cop@sding to the template protection
unit 44b. The protected feature value input thrergiapplied with random projection by a fixed
RP matrix, which can be deemed as equal length mgpgubstantially. Accordingly, any

clustering method can be used. For example, LSH;ldescribed in Non Patent Literature 6,
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isused. LSH-Link is a kind of hierarchical clustg, and LSH is used for approximate
calculation of an inter-cluster distance (shortistance). This is applicable to a complete
linking method, besides a single linking methodn LEH-Link, distance calculation is
performed focusing on elements (feature valuebigméxample) of the same hash value
belonging to different clusters.

An LSH unit 74 reads hash function informationressgnting the roughness of
LSH stored, as one type of the attribute infornmgtiato the cluster table 67b of the DB66, and
calculates the hash value of the protected feamitee to be input according to it.

[0058]

The cluster table 67b has a dictionary in whit¢tash value (bucket) and an ID of
a cluster to which the hash value belongs are agsdowith each other. By using the hash
value as an argument, a cluster ID can be readwimhe dictionary includes a plurality of
versions in which the roughness of LSH is differenDuring trial of clustering, the dictionary is
configured to be able to, for each hash value, giturality of cluster IDs (immediately
previous version) from which the hash value is imaté and the feature values thereof, and use
them for distance calculation.

A distance calculator 75 calculates a distancenfMé#an distance) between the
feature values of the same hash value.

[0059]

An update unit 76 compares the distance obtaigetddistance calculator 75
with the roughness of LSH, determines whether otm®cluster to which the feature values
having the distance belongs should be merged,es@atlictionary of a new version, and updates
the cluster table 67b.

It should be noted that in the template protectioit 44b exemplary shown, in a
usage that a face of the same person is registemachber of times, it is desirable to perform
clustering corresponding to feature value distrdoubf each person actually registered in the
DB 66 so as to reduce the case of classifyingg@esimerson in a plurality of clusters as much as
possible.

[0060]

As a clustering unit 65c¢ corresponding to the tietepprotection unit 44c is the
same as the clustering unit 65a or the clustenmgbb, it is not shown. The clustering unit
65b may be used if it is expected that adjacenhiiged lower-dimensional feature values are
projected in a state of being adjacent to eachr dith@ similar RP matrix, while if not, the

clustering unit 65a may be used.
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[0061]

Fig. 7(c) illustrates a clustering unit 65d copasding to the template protection
unit 44d. The configuration of the clustering usid is that an encryption decoding unit 78 is
simply added to the clustering unit 65b, so thatdhtails thereof is not described herein. This
means that a protected feature value is tempomdeitpded to a lower-dimensional feature value
by the encryption decoding unit 78, and based erndWwer-dimensional feature value, by
applying an arbitrary clustering method, a clufifeto which the protected feature value should
belong is determined. It should be noted thahe@B 66, the feature values are registered in
clusters.

[0062]

A clustering unit 65e corresponding to the tengfabtection unit 44e can be
realized in a similar manner to that of the clusggunit 65a or the clustering unit 65b. When
based on the clustering unit 65a, the clustering@id uses a redundant symbol included in the
t protected feature value input thereto as arainiuster ID. A large cluster may be divided
appropriately. Even when based on the clustenmiig8bb, a redundant symbol can be used as
a part of a hash value (not affected by RP).

[0063]

Fig. 8 is an activity diagram of a function of sgang for a similar face in the
field server 2. This searching function is confeggliof a driver for connecting with a video
camera and extracting a moving image frame, argic application program. In this
application, a code of the part for template pricdecprocessing and similarity search is
encrypted by a cracking prevention tool, and dymaemialysis by disassemble or soft debugger
is made difficult. When the application is firsaked, a snapshot in the DB 66 is downloaded
from the portal server 4 using a certificate, areteafter a difference patch is downloaded
periodically to update a local DB 80. Furtherhamacter string indicating the location where
the camera of the field server 2 is installed éample, "XYZ primary school shelter in ABC
town") is set.

[0064]

The activity diagram shows that a core procesgeafching beginning from step
S81 and a process in appearance such as a ustadateeginning from S89 always operate in
parallel.

First, at step S81, the latest one frame, captoyealvideo camera, is taken.

Next, at S82, face detection is tried from the fsame image using a publicly

known algorithm such as AdaBoost. When one or rfawres are detected, the images are cut
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out and are output together with attribute inforieratsuch as a position in the frame and
reliability.

Next, as S83, for each of the detected facesp@eps which is the same as that
performed by the feature value extraction unit 4@ the dimension compression unit 43, shown
in Fig. 4, is performed.

[0065]

Next, as S84, a tracking process is performedyusitnacking target personal
table. In the tracking process, for each of a geaxtracted feature value and the attribute
information thereof, matching is performed using tfacking target personal table to check
whether or not they are similar to the feature @aland the attribute information extracted
previously (within several seconds, for exampleéjvVhen there is no similar one, the feature
value is added to the table along with the redistnaime. If the reliability of the new feature
value is a predetermined value or higher and tieubdlag in the tracking target personal table
is false, the feature value is output and the dutpg is updated to true. The feature value
having an old registration time in the table iseted.

By the tracking process, a searching process fielfermed subsequently can be
narrowed down to the frequency of a level thatehi&re number can be processed.

[0066]

Next, as S85, it is determined whether or notragrewho should be searched for
Is output in the tracking process of S84, andeféhis no output, the processing on the current
frame ends.

Next, as S86, template protection is performe@iogessing which is the same as
the processing by the template protection unithbs in Fig. 4. The protected feature value
Is used as a search query. It should be notedithia¢ case of the template protection unit 44e,
iterative processing described below is performetivben S86 and the following S87.

[0067]

Next, as S87, a (nearest) feature value similénéayuery feature value given at
S86 is searched from the DB 80. The DB 80 incldeluster table 91 having the same
content as that of the DB 66, a feature value t8B|leand a personal table 93. The cluster
structure in the portal server 4 is maintained & i Similar feature values are aggregated in a
cluster. Multi-stage searching is performed inhsagnanner that one to several pieces of
search target clusters are searched, and seaistiumther performed in the clusters. As such,
searching can be made at a high speed even thbeghdre several hundred thousands or more

registrations. Further, as the size of one featahee is as small as 128 bytes, even if there are
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eight million items, it is as small as 1G byte. Agh, super-high speed searching on memory
is also realistic. Hereinafter, the details of B&arch will be described for each type of
template protection.

[0068]

Figs. 9 and 11 illustrate variations of DB seaat!$87.

A DB search means 87a of Fig. 9(a) is configuoesitarch for a feature value
which is protected by the template protection ddé and is clustered by the clustering unit 65a.
The protected feature value is configured of a vadhre and the residual, and is extracted by the
separator 71. Further, clustering is performed 1 with respect to the hash value basically.

A cluster table 91a has the same content as thie @luster table 67a in the DB
66. When a hash value is given as a cluster Bature value table 92a of the corresponding
cluster is accessible.

[0069]

The feature value table 92a is the same as thiheiDB 66, in which the residual
in the protected feature value is held.

A mimimum distance search unit 93 finds one havirggsmallest distance
(Manhattan distance) with the residual of the femattalue given at S86 in the feature value table
92a of the corresponding cluster, and outputsahe fD of the feature value. When the size of
the cluster is small, linear searching may be used.

[0070]

A DB search means 87b of the example illustrateéig. 9(b) is configured to
search for a feature value which is protected bytéimplate protection unit 44b and clustered by
the clustering unit 65b. Regarding the featurei@atlistance preservation is made in the entire
feature value space, and an arbitrary clusterinpogecan be used regardless of template
protection.

A cluster table 91b has the same content as tliaecluster table 67a. When a
hash value is given as a cluster ID, the featuhgeviable 92a of the corresponding cluster is
accessible.

[0071]

A cluster table 92b is the same as that of theteiuiable 67b, and holds a
dictionary which links a hash value and a clusierdnd hash function information used for
clustering.

An LSH unit 94 reads the hash function informatiothe cluster table 91b, and

outputs a hash value of the query feature valueene@lly, one cluster ID is obtained by
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referring to the dictionary with this hash value.

Then, similar to the case of the DB search me&astBe shortest distance search
unit 93 performs searching in the cluster.

The DB search means 87b can also be used fohsegfor a feature value
protected by the template protection unit 44c. hSaéeature value is deemed that the distance
is preserved macroscopically (sufficiently lardeaurt the cluster).

[0072]

As a DB search means 87c for searching for afeatlue protected by the
template protection unit 44c and clustered by thstering unit 65c is similar to the DB search
means 87a or 87b, the description is not providedih.

[0073]

A DB search means 87d for searching for a featahge protected by the
template protection unit 44d and clustered by thstering unit 65d is configured such that an
encryption decoding unit 94 (having the same caméigon as that of the encryption decoding
unit 78) is simply added to the DB search means 8A% such, the description thereof is not
provided herein.

[0074]

A DB search means 87e of an example shown inlHigs configured to search
for a feature value protected by the template ptmte unit 44e and clustered by the clustering
unit 65d. The feature value handled here inclildesnain body of the protected feature value
and a redundant symbol. The clustering unit 65dlnes the redundant symbol LSH and a
hash value to associate them with a cluster ID. DBssearch means 87e also performs iterative
processing, the means for template protection 6fiS8lustrated together.

[0075]

A configuration from a bit divider 111, a Gray aogldevice 112, a data
alteration device 114, to the error correction ngdinit 117 constitute a template protection
means for generating a query and have the samguoatfons as those of the bit divider 101,
the Gray-coding device 102, the data alterationogei04 and the error correction coding unit
107 shown in Fig. 10, respectively.

However, the gray coding device 112 is able tpouGray code, before applied
with data alteration, to the DB search means 8Frther, a previous alteration device 115
performs alteration according to a correction laig fgiven by the DB search means 87e, rather
than a random number. Further, an RP processopdriérms RP according to the corrected

Gray code given by the DB search means 87e.
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A random number trial controller 113 is configuteccontrol trial operation for
the entire sets of random numbers. The random autnikl controller 113 sequentially
provides the data alteration device 114 with ngseaf numbers corresponding to the length (the
number of bits) of the Gray code. Accordingly,nfréthe template protection means, n sets of
protected feature values (including redundant syjrdve output at maximum. The n times of
trial are performed for searching for a redundgntlsol which would be obtained at the time of
registration if there is a registration similarth@ query in the DB 80, which can be searched
without distinguishing whether it is caused becatsehash value is slightly different or due to a
random number.

[0076]

An error correction decoding device 119 appligsrezorrection decoding to the
non-altered Gray code from the gray coding devit2 ldy using a redundant symbol from the
error correction coding device 117, and when céioecan be made normally, outputs the
corrected Gray code and a correction bit flag iating the position of the corrected bit. When
there are a plurality of correction bits, a con@tbit flag is output for each bit, and trial is
performed. This means that it is considered thataf the correction bits is altered by a
random number and the residual is due to a slidfetrence of a hash value caused between the
time of registration and the time of searching.

As a result, previous alteration is made basethertorrection bit flag, and a
protected feature value, which is applied with RBdal on the corrected Gray code, is obtained.

An LSH unit 119 calculates a hash value of theqmted feature value by a hash
function which is the same as that used by thdelubviding unit 72.

[0077]

A cluster table 91e is the same as the clustés 8llb. For each cluster, when
an access is made by using a set (cluster ID)eofatiundant symbol input to the error
correction decoding device 119 and the hash vatme the LSH unit 119 as an argument, an
address for accessing the feature value tableedfltister and a cluster attribute are returned.

In this example, as a cluster attribute, it is assdi that arbitrary one or more feature values
(representative feature value) classified to thister is usable. Even when a cluster attribute is
unusable, it is only necessary to take out oneifeatalue appropriately by accessing the feature
value table 92e each time.

It should be noted that as the cluster table 9bé a dictionary type, when it is
not in the dictionary (cluster does not exist), titie moves to the next one.

[0078]
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A distance calculator 120 is one similar to th&tafice calculator 75. The
distance calculator 120 calculates a distance fetwree feature value of the cluster returned
from the cluster table 91e and the protected featalue of the query, and during n times of
trials, each time a distance of a predeterminegstiold or less is obtained, outputs a trial break
signal to the random number trial controller 1118] @rovides the shortest distance search unit
121 with the address of a feature value table 92ieeccluster. The threshold is determined
based on the roughness of the LSH. To realizeigtance being the threshold or less, it is not
enough that a redundant symbol matches accidentallyquery similar to the feature value
registered along with the redundant symbol mugirbpared.

It should be noted that when there are a pluralityegisters of the same person in
the DB 80, the distance may take the thresholéss & number of times.

[0079]

The shortest distance search unit 93e performigasity search to the protected
feature value of the query in the feature valuéet8Be of the provided address at a level that a
person can be identified. Then, it outputs a fécef the most similar feature value or a
feature value in which the distance takes the peedened threshold or less first.

Finally, the DB search means 87e returns onelfa@® information representing
not applicable, as a search result.

[0080]

Again returning to Fig. 8, at S88, when a simgarson has been found by the
searching at S87, the result (face ID, source inodgiee feature value, etc.) is transmitted.

It should be noted that at S89 in which operaltias been started first, reception
of the search result is always waited. A recesearch result of one time can be held, and
when the search result is held or a new one iswedgethe processing proceeds to S90.

[0081]

At S90, a synthetic sound for stopping a persoa istgoing to pass by the
camera is played, and a screen asking the pergmerfiarm identity verification is displayed.

At that time, by using the face ID as an argumaiutersonal table in the DB 80 is acquired as
personal information, and the content of identiyification screen is selected depending on
whether the telephone number included in the patsaformation is a telephone number of the
person of the face (verification target personthet of the registrant (verification requesting
person).

[0082]

Fig. 12 illustrates an example of an identity freation screen.
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Fig. 12(a) is an identity verification screen J#&senting a telephone number of
the person. The screen 121 includes an agreenbigeéarched-for person button) 122 to be
pressed by a person in front of the screen whepehson recognizes that the presented
telephone number is his/her own one, a disagrderb(different person button) 123 to be
pressed when the person recognizes that the telephanber is not his/her own one, and a
withholding button 124 to be pressed when the pevdashes to withhold the determination.

Fig. 12(b) is an identity verification screen J@@senting a telephone number of
a registrant, including three buttons similarly.

[0083]

When the identity verification screen is displayegeration is performed at S91
and S92 in parallel.

At S91, operation of a human I/F by a person idega

At S92, a timer is started. The timer is firedentthe timeout time (30 seconds,
for example) for pressing a button comes, wherbyptrocessing can be proceeded to the next
processing even if no button is pressed.

[0084]

At S93, it is determined which button is presse@hen the withholding button
124 is pressed, nothing special is performed.

When the agree button 122 is pressed, as S94naih@ a short message
indicating that the person (verified person) isifdwo the email address or the telephone number
of the verification requesting person shown ingkesonal information acquired at S88. Itis
also possible to request the portal server 2 egdehmunication carrier, or the like to perform
such transmission. An email or the like includ#simation showing the place where the
image of the verified person is captured. As theepossibility that the terminal of the
verification requesting person is set to rejeception of an email or a short message, when
transmission failed, it is desirable to transmégain using another method or from another
server.

[0085]

At S89, when it is determined that the agree loutf2? is pressed, as S95, the
face ID record is deleted from the feature valldetar the personal table in the DB 80 such that
the person will not be searched again even if legfsisses by the camera again.

[0086]
As described above, in the detection applicatimym@mm of the field server 2, as

the DB 66 can be used only by an authorized man#agedifficult to use it for an object other
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than the original object. Even if it is used bsalicious user, as the search frequency is
limited, no performance can be achieved althoughuter tries to obtain a search result by
preparing video images in which face images aréched by the frames, for example. Further,
in the case where a similar person is found, atjhdhe personal information might be
disclosed, it is limited to a telephone number. lepbone number is less likely to be used for
cracking act on line, and in the case of a telephmimber of the registrant who is not the
searched-for person, it may be worthless as pergdpamation. It is also acceptable to use a
secret password or the like which can only be wtded between the searched-for person and
the registrant, rather than a telephone number.

[0087]

As described above, with the personal safetyicatibn system 1 of the
embodiment 1, it is possible to search for a veatfon target person without any active work by
the verification target person in times of disastethe like.

The personal safety verification system 1 of tresspnt embodiment can be
carried out in various variations. In the presanbodiment, while a DB downloaded to the
field server 2 is the same as the DB 66 of thegbsdrver in consideration of instability of the
communication environment, it is possible to usky arcluster table or only a cluster table and a
feature value table, and acquire necessary infeom&iom the portal server each time according
to success or failure of similarity search.

Further, in the case where there is no requestdotinuation of registration
within a predetermined time from the verificatiG@guesting person who received a notification
at S94, or when predetermined days elapsed frometiistration, such a registration may be
deleted from the DB 66.

[0088]

The personal safety verification system 1 of tresspnt embodiment is applicable
to various uses. While the present embodimerasedh on the premise that a searched-for
person is alive, it may also be used by the potigdpmatic establishments abroad, or the like,
for estimating the identification from the facetpie of a dead body. The point of contact (raw
data) of the registrant of the face which is recogmh to be similar is provided to the police, and
is used for asking the relatives, a dentist, oditeeto perform identity verification.

It is desirable that registration is performecetafiresenting, to the registrant, that
to whom the registered content is disclosed andih@wused, so that the registrant can
recognize them.

Alternatively, it is also possible to register thee of a dead body and use a
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safety verification request as a query.
[0089]

Here, the configurations such as systems and elewicthe present invention are
not limited to those described above, and variandigurations may be used. Further, the
present invention may be provided as a methoddavice for executing processing according to
the present invention, a program for causing a eagero realize such a method, and a non-

transitory tangible medium storing the program,deample.

INDUSTRIAL APPLICABILITY
[0090]

The present invention is widely applicable to side for performing similarity
search on data encrypted for confidentiality, ansluitable for a biometrics authentication
system, CCTV (Closed-Circuit Television) systent #me like.

REFERENCE SIGNS LIST

[0091]

2 video image accumulation server

3 similar face image search server

4 display terminal

5 management terminal

6 LAN

11 facility

12,12a,12b,12c, 12d surveillance camera

13 database (DB)

14 white list

15 suspicious person appearance list
16 selection and thinning unit

17 grouping unit

18 suspicious person candidate search unit
19 suspicious person determination unit
21 camera I/F

22 recording and distribution control unit
23 Web server unit

24 storage
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setting holding unit 25

image acquisition I/F

face detection and feature value calculatiah un
face registration and search unit
face feature value DB

Web service unit

search trigger unit

setting holding unit

failure notification unit

person ID table

final search date/time list

black list
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CLAIMS

[CLAIM 1] A personal safety verification system cprising:

a portal server that provides a database in wéiglurality of sets, each including
a feature value of a face of a missing persongpatanformation of a verification requesting
person or the missing person, and a point of coofabe verification requesting person, are
accumulated; and

a field server that acquires a copy of the dambadracts a feature value from a
face image of a person captured by a camera, andnss for a similar feature value from the
copy, wherein

the portal server accumulates and provides therieaalue of the face in a state
of being applied with template protection, and

when the field server succeeds in searching o$itindar feature value, the field
server presents the personal information correspgrd the similar feature value to the
captured person and asks for verification, and wadwepting a verification operation from the
person, notifies the point of contact of the veafion requesting person.
[CLAIM 2] The personal safety verification systercarding to claim 1, wherein

the personal information is a telephone number,

the point of contact of the verification requegtperson is an email address or a
telephone number, and

the feature value of the face is vector data &f ditnensions or less or having a
data size of 128 bytes or less, which is reduceatinrensions by main component analysis,
independent component analysis, or linear discamimnalysis, and is applied with template
protection by using at least one of random projecta one-way function, and public key
encryption.
[CLAIM 3] The personal safety verification systercarding to claim 1, wherein

the portal server is connected with Internet awtives the set including the
feature value, to which the template protectioagplied, from a terminal of the verification
requesting person, and when the field server hasegtronic certificate or is reliable, or only in
a case of emergency, the portal server provideddtabase, and

a notification to the point of contact of the Vigation requesting person includes
information indicating a place where the person vgheerified is captured.
[CLAIM 4] A similarity search method performed oatd encrypted for confidentiality, the
method comprising:

a first step of encrypting a plurality of unitssg#mpled data for confidentiality by
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mapping in which a distance is preserved at leastlly in a sampled data space;

a second step of clustering and recording a pdireosampled data encrypted for
confidentiality and arbitrary data, based on the@ad data encrypted for confidentiality itself;

a third step of encrypting query data for confiitdity by a method same as the
method used for the sampled data;

a fourth step of identifying a cluster in whichrg@led data similar to the query
data is recorded, based on the query data encrigtednfidentiality; and

a fifth step of identifying, from the identifieduster, a unit of sampled data
similar to the query data, by calculating a disteabhetween the sampled data encrypted for
confidentiality and the query data encrypted fanfatentiality, and accessing arbitrary data
paired with the unit of the sampled data.

[CLAIM 5] The similarity search method performed the data encrypted for confidentiality,
according to claim 4, wherein

the encrypting the data for confidentiality in fivet step and the third step
includes:

a sub step of quantizing the data on a data gpaceof;

a sub step of subtracting the quantized data thendata to obtain a residual; and

a sub step of inputting the quantized data toyptographic hash function to
obtain a hash value,

wherein a set of the hash value and the residualtput as data encrypted for
confidentiality, and

the clustering in the second step includes, basgghrt of the hash value of the
sampled data encrypted for confidentiality, asdowehe hash value and a cluster one to one or
many to one.

[CLAIM 6] The similarity search method performed the data encrypted for confidentiality,
according to claim 4, wherein

the encrypting the data for confidentiality in firet step and the third step
includes:

a sub step of generating a random projection (R&jix having a number of
columns corresponding to a number of elementsentittia, based on a given specific number;
and

a sub step of supposing the data to be a coluriorvand multiplying the RP
matrix from a top to obtain data encrypted for odertiality, and

the data is mapped to a space of the data endrfgteonfidentiality in which a
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distance is preserved substantially in an entictorespace.
[CLAIM 7] The similarity search method performed the data encrypted for confidentiality,
according to claim 6, wherein

the RP matrix is a unitary matrix.

[CLAIM 8] The similarity search method performed the data encrypted for confidentiality,
according to claim 4, wherein

the encrypting the data for confidentiality in fivet step and the third step
includes:

a first sub step of supposing the data to be @nwolvector, and encoding the data
such that a hamming length becomes shorter agandésis shorter locally in a vector space
thereof;

a second sub step of, based on the encoded da&rating a random projection
(RP) matrix randomized under a predetermined arl€;

a third sub step of multiplying the data suppasede a column vector by the RP
matrix from a top to obtain data encrypted for edexfitiality, and

the clustering in the second step is performet siat units of sampled data
encrypted for confidentiality, having a short drsta with each other in a space of the sampled
data encrypted for confidentiality, are in a sahuster.

[CLAIM 9] The similarity search method performed the data encrypted for confidentiality,
according to claim 8, wherein

the encoding in the first sub step uses one @flitycsensitive hashing, vector
quantization, error correction code, distance pr@sg run length limited code, permutation
code, distance preserving map code, rank modulatide, and Gray code, or a combination
thereof.

[CLAIM 10] The similarity search method performen the data encrypted for confidentiality,
according to claim 4, wherein

the encrypting the sampled data for confidentiafitthe first step includes:

a first sub step of dividing the sampled data tato by a method of separating a
high-order bit and a low-order bit in binary remetation of each element;

a second sub step of Gray-coding data of the bider bit obtained through the
division into two for each element;

a third sub step of generating a random number;

a fourth sub step of altering a part of the Gragecunder a predetermined rule

based on the random number;
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a fifth sub step of altering data of the low-ort@robtained through the division
into two, based on the random number;

a sixth sub step of supposing the altered datiaeoliow-order bit to be a column
vector, and multiplying a random projection (RP)mxagenerated based on the altered Gray
code, from a top, to obtain data of the low-ordétdwhich random projection is applied;

a seventh sub step of applying error correctiatirgpto the altered Gray code to
obtain a redundant symbol; and

an eighth sub step of linking the data of the tmer bit, to which the random
projection is applied, and the redundant symbalii@in data encrypted for confidentiality.
[CLAIM 11] The similarity search method performen the data encrypted for confidentiality,
according to claim 4, wherein

in the encrypting the query data for confidentyaiin the third step includes:

a first sub step of dividing the query data ino tby a method of separating a
high-order bit and a low-order bit in binary remetation of each element;

a second sub step of Gray-coding data of the bider bit obtained through the
division into two for each element;

a third sub step of determining, from among nuraloéentire sets having a
possibility to be generated as random numberspanehich a trial is to be performed,;

a fourth sub step of altering a part of the Gragecunder a predetermined rule,
based on the one number on which the trial is tpdsormed,;

a fifth sub step of applying error correction cgglto the altered Gray code to
obtain a redundant symbol;

a sixth sub step of applying error correction dieg to the Gray code before
alteration by using the redundant symbol,

a seventh sub step of altering data of the lovewobdat obtained by the division
into two, based on a position of a bit correctedHzyerror correction decoding;

an eighth sub step of supposing data of the altere-order bit to be a column
vector, multiplying a random projection (RP) matigenerated based on the altered Gray code,
from a top to obtain data of the lower-order bitioich random projection is applied, and

a ninth sub step of linking the data of the lowlerbit, to which the random
projection is applied, and the redundant symbalii@in data encrypted for confidentiality.
[CLAIM 12] The similarity search method performen the data encrypted for confidentiality,
according to claim 11, wherein

the error correction coding in the fifth sub skggs an error correction capability
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of not less than a number obtained by adding 1doudle number of the number of bits having
a possibility that the Gray code is altered, and

the identifying the cluster in the fourth steplutes narrowing down clusters
having a possibility that sampled data similar® query data is recorded, to a number less than
a number of times of trials in the third sub step.
[CLAIM 13] The similarity search method performen the data encrypted for confidentiality,
according to claim 4, wherein

the units of sampled data are an image featuresuwadctor in which
dimensionality is reduced by main component anglysdependent component analysis, or
linear discriminant analysis, or biometrics infotroa.
[CLAIM 14] A computer-readable tangible medium stgra program capable of causing a
computer to execute:

a first step of encrypting a plurality of unitssg#mpled data for confidentiality by
mapping in which a distance is preserved at leastlly in a sampled data space;

a second step of clustering and recording a pdireosampled data encrypted for
confidentiality and arbitrary data, based on the@ad data encrypted for confidentiality itself;

a third step of encrypting query data for confiiedity by a method same as the
method used for the sampled data;

a fourth step of identifying a cluster in whichrg@led data similar to the query
data is recorded, based on the query data encrigtednfidentiality; and

a fifth step of identifying, from the identifieduster, a unit of sampled data
similar to the query data, by calculating a distabhetween the sampled data encrypted for
confidentiality and the query data encrypted fanfaentiality, and accessing arbitrary data

paired with the unit of the sampled data.



