A content key, an authentication key, and a programdata etc. are

transmtted with an enabling key block (EKB) in an encrypted key
constitution of a tree structure. The EKB has a constitution in which a
device as a |eaf of the tree holds a | eaf key and a limted node key,
and a specific enabling key block (EK&} is generated and distributed to

a group specified by a specific node to |imt devices that can be
renewed. As the devices that do nABSERA(Ito the group cannot perform
decryption, the security for distributing keys etc. can be secured. Thus,

distri butiOOAconfefntmgi 2 ultienfidaibn kY Satd agﬁbgrdn%dﬁ &tet Gft tringthitted
encyptlon key constit ’[ tdre“to reall ze an I nformati on

' lon of a tree struc
Pr0CesSy 0 Y SHaBLAEKIF H1atk TEAEB) M 48 encryBled Kby ichsfRico dF §1480¢ 1Y

structure. The EKB has a constitution in which a device as a leaf of the tree holds a
leaf key and .a limited node key, and a specific enabling key .block (EKB). is
generated and distributed to a group specified by a specific node. to:limit devices: .-
that can be renewed. As.the-devices that do not belong to the group cannot perform - - -
decryption, the security for distributing keys etc. can be secured. Thus, distribution . -

- of various kinds. of keys .or data is executed in.an eneryption key .constitution of a -

. -.-tree structure to-realize an- information processing ‘system'and :method enabling to .

- «distribute data efficiently and safely. -




