SPECI FI CATI ON  AUTHENTI CATI ON VERI FYI NG METHOD, AUTHENTI CATI ON VERI FYI NG
MEMBER AND AUTHENTI CATI ON VERI FYI NG MEMBER PRODUCI NG METHOD Fi el d of
The Invention [0001] The present invention relates to an authentication
judgi ng nmethod of an object, which is often counterfeited and/or forged,
and for which authentication verification is needed to find out as to
whet her the object is counter fSREREEFIOANTION. The invention also rel ates
to a nmenber used for the authentication judging and a reading device for
reading a chip to be used for the authentication judging. Background Art
[ 0002] Conmodities manufactured by influential manufacturers, so-called
bi g- name br ands aréﬂﬁﬂHEhHHCdGHBéHVEEHF¥BYGIﬁﬁTﬁHED,copied or in simlar

formwith brand nanes b others. This distribution of the false

br and- name pr oductAUTHENBIGARFION VETIEYANGHIMEMBER ANDyr obl em  Anong t he

of ance 1t nAU BN AES THON YR RAETRVe NP RIS PRERTCIRGME 0D ranut act ur e
so elaborately that it is often difficult to identify that these products
are not authentic. [0003] Also, in some area, consuners are not very

consci J sl lzing that the Use brand-nanme products are
iIIegil?llléﬁda%fgﬂéﬁoduglpél,1 and the fal se brand-nane products are distributed

in thewmq?et whi | e peopl e know that these are fal se brand-nane
products. Tn recent years, nore and nore such types of fal se brand-nane

producTge padsent ifeaash pabtessola Aith@gidadon En%h% SRAIMET & hjactl nt er net
not through the -1 distribution channel. 000 Further, there are cases
wher e whish Qs eften ebusteefeitsd andyol dorigkd, anddios diddavkbntidation verification

1s needed to find out as to whether the object 1s counterfeited or not. The

invention also relates to a member used for the authentication judging and a reading

device for reading a chip to be used for the authentication judging.

Background Art

[0002]

Commodities manufactured by influential manufacturers, so-called big-name brands
are often produced and sold by just copied or in similar form with brand names by
others. This distribution of the false brand-name products in the market creates big
social problem. Among the false brand-name products, some of them can be
identified at a first glance that they are not authentic products, while some are
manufactured so elaborately that it 1s often difficult to identify that these products
are not authentic.

[0003]

Also, in some area, consumers are not very conscious in recognizing that the false
brand-name products are illegitimate products, and the false brand-name products
are distributed in the market while people know that these are false brand-name
products. In recent years, more and more such types of false brand-name products

are increasingly sold directly to the consumers via Internet not through the



nunber is altered, exported overseas, asserting that it is not a stolen
vehicle. [0005] To cope with such situations, the manufacturers or the
sellers of authentic products prepare a certificate to certify that it
is an authentic product and delivers the certificate together with the
product _.to, the p}LlJrch ser. In the worst case, however, the certificate
itself qI@PBP%‘éH.aIID@SOG] Anot her method to prevent the forgery is to
attach [?? hﬁg wi th an enbossed hologram which is difficult to copy, to
t he aut Q Cc product to facilitate the confirmation of the product

bei ng t] , C L ¥ 3 i rely very
di 11 ooy e, e SPLEHES kel AR Rle Jo Sl ROFGRol RPraBaTE R Y e
conf i r RGAIRG (9hibRA, Eﬁh&‘é’é@&é_r§ea‘éh§%‘?ﬂn£ﬂaa§'iLS}é%{ot'a“s‘?tBFe%Wéh'ible.' . €., by
human sense. Because the confirmation is nmade by human sense, there are
vari atifgpgspue to the ability of each individual to confirm And further,
even in case of the sane person, there nay be variation due to

envi r orffeadpd withrsdth sitastionsp shcimahogetuaérsanmdie tsetias, ofauthdntii mratiucts
conditions, and accordingly, its reliability is not high. [0008]

Fur t herprepdrera eergfigate tokestify shasiif isseh hathegtiaproductrand tlelivers the pr oduct, it
is alnost  _inpossible to confirmthe authenticity of the product by human
abi | i t wertiipptoiogether; with they pyaduet fcte purskaser |10 thRiyorst cage; heweweon an
aut hent | c product, d the  authenticity is confirnmed by the digital data
st or ed the CeRHicRe ‘&ﬁ? S fokgidver, by reading the digital data stored in

t he cor[rﬁﬁ@dlc chip and by witing this in another 1C chip, it is not
very di]O It to falsify the IC chip for confirmation. -2 [0010]

Sepanest BBl PR BHP A BB B 2ot 0 carc
by usi fgdRhf! W@ d@Sicult to copy, to the authentic product to facilitate the
confirmation of the product being authentic. However, the copying of the hologram
tag is merely very difficult, and it is far from impossible to copy.
[0007]
Moreover, the confirmation of the hologram is checked by visual inspection, i.e., by
human sense. Because the confirmation i1s made by human sense, there are
variations due to the ability of each individual to confirm. And further, even in case
of the same person, there may be variation due to environmental conditions,
psychological conditions, or physical conditions, and accordingly, its reliability is not
high.
[0008]
Further, when a skillfully falsified hologram 1s mounted on a product, it is almost
impossible to confirm the authenticity of the product by human ability.
[0009]
It 1s also practiced that an IC chip is attached on an authentic product, and the
authenticity is confirmed by the digital data stored in the IC chip. However, by
reading the digital data stored in the correct IC chip and by writing this in another
IC chip, it is not very difficult to falsify the IC chip for confirmation.



m xed in a transparent nedium [0011] Japanese Patent Lai d-Open
Publ i cati on No. 2003-29636 di scl oses another authentication verifying
chip to verify the authenticity of a card by using fibers mxed in a
transparent medium [0012] A nethod to verify the authenticity of a card
autonatb&gi y and not by human sense is described in the International
Pat ent cation W2007/072793 filed by the applicant of the present

invention. [0 n .aut hept.i.cat.i on, verifyj hi an ayt henti.cation
ver s fyi fgeesrbartan R A PR RRLE N LR G Gies RO RARS | he
aut hentj ci: : US| . ri.bed in
the 1 nt Sl BEEA yRBtE M a e SIRERE R Er ARy R AT R 3R itke

appl i Caﬁﬁxéafiﬁtz{‘ﬁtaﬁéﬁ?&ﬁtméﬁlﬁ ition. [0014] An authentication verifying
chip, an authentication verifying nethod and an authentication verifying
device fgymérify the authenticity of a card by using fluorescent

granul es are described in the International Patent Publication

WR007/ pipai&e PitbedLiyg-Ofen BufichiemNoo 200329686 declosénathéon. [ 0015]  An
authentication verifying chip, an authentication verifying method and an
aut hent authentoratior nviet§ying ctipvioceerify the aithenticity efis kawd hciising dibees car d by
using radioactive granules are described in the International Patent

Publ i cafixgd inlenspaoatagedifiin. ed by the applicant of the present
inventifn. 0016] According to these prior inventions, it is possible to
verify M Zaut hent i ci ty of a card -3 where authentication verifying chip

5 TP S RBER, LG S 5 B L
aut hent SR E Qe Me%?&ngﬁéﬁl tﬁﬂﬂa%t 'ﬁﬁ%ﬂ&ﬁﬂ)ncﬁ"bz%ﬁﬁﬁ% filed by the
applicant of the present invention.
[0013]

An authentication verifying chip, an authentication verifying method and an

authentication verifying device to verify the authenticity of a card by using an
embossed hologram are described in the International Patent Publication
WO02007/072794 filed by the applicant of the present invention.

[0014]

An authentication verifying chip, an authentication verifying method and an
authentication verifying device to verify the authenticity of a card by using
fluorescent granules are described in the International Patent Publication
WO02007/072795 filed by the applicant of the present invention.

[0015]

An authentication verifying chip, an authentication verifying method and an
authentication verifying device to verify the authenticity of a card by using
radioactive granules are described in the International Patent Publication
WO02007/072796 filed by the applicant of the present invention.

[0016]

According to these prior inventions, it is possible to verify the authenticity of a card



[0017] However, it is actually inpossible to nount an authentication
verifying chip, where the digital data therein can be read, on a
product, which is an object for the falsification. Thus, the techni que
to verify the authenticity of a product is not practically realized.

[0018] [Patent Docunent . Japanese Patent .Lai d- Open Publication No.
H10- 446%t5Te PPECaRiCatit Uring i aspﬁlﬁggt@dpaitéﬁﬁ)aﬁ D e ASSHHIIAMaRbN No.

102007 105 Sy E iR TEE i FBIE AR A BlkalbR 66 ot on

WOo2007/ : > t t tignal Patent publication
szoowaﬁ%atn{xﬁ%%@lﬁpg&%gﬁ %t mgknﬁeﬁtcgbﬁtéegﬁ'al Pat ent publication
V‘DZOO?/@%%]}% Di scl osure of The Invention bject of The Invention

[ 0019] e present invention provides a nmethod to easily and reliably

di sti nQiwdveRDit iHENEIN ifipsRivge to foant an hattentitatbd Ve ¢ evBijeect and
to certify the verification of the object thus distingui shed. The

i nvent ithe digditead dpm aliedkds caebe reahbhenprdacts whiclbs anusigdcti for tie s net hod,
and a nethod for producing the verification nmeans. [0020] According to
t he i ni¥asificationof Tthine, flwedsehmiqegpp vexalyi tha authentiotth e tipradudns wet i f yi ng

chi p having copy-unabl e authentication verifying information is

non- r epsycishly remdiged.ed on a certificate issued by the authorities, which
are authorized to issue the certificate. Then, the authentication

veri fyil818hf ormati on of the authentication verifying chip is read as

?LELLE‘{EA’%?%H? Detmh 34 eyl Laic o PR ERoRane H ARG age et um
an- aut naie DosgpEak B STahe: PhERERSTRLL BUb AR By = "

[Patent Document 3] International Patent publication WO2007/072793

[Patent Document 4] International Patent publication W02007/072794
[Patent Document 5] International Patent publication WO2007/072795
[Patent Document 6] International Patent publication WO2007/072796

Disclosure of The Invention

Object of The Invention

(0019]

The present invention provides a method to easily and reliably distinguish an
authentic object from a falsified illegitimate ohject and to certify the verification of
the object thus distinguished. The invention also provides verification means to be
used in this method, and a method for producing the verification means.

[0020]

According to the imnvention of the present application, an authentication verifying
chip having copy-unable authentication verifying information is non-removably
mounted on a certificate issued by the authorities, which are authorized to issue the
certificate. Then, the authentication verifying information of the authentication

verifying chip is read as digital data, the digital data is encrypted by using a crypt



In order to confirmwhether the object to be certified is authentic or
not, the encrypted digital data is read fromthe storage nedi um
non-renovably nmounted on the object to be certified, the encrypted
digital data thus read is decrypted by using a crypt key, the

i nf ti t .aut ticati \ j i K hi p. ted th

cor 1 f RE4 6 HSa{aHOGS W G AP AT LRt By SEEHDHT § AL eMe TN SHCMat a

d ted f -n t ' f ' to b tified with th
ai g1 ¢ ar Anc Lol Bpufe RER MR, hOFoRb S HRuhfe P b Bl ponds
to th ' . L L ' [ d. 0022] G h i se, it b
sg ar sgngggﬁg‘%??ﬂ%etaﬁsglﬁl agggcrd?%‘{l:&ﬁ '!t[]geencrglpt ed] di gi S;}M Zzt al, ?ﬁg ©

di gitalfogiagla read fromthe certificate is encrypted by using a crypt key
of the authorities, and the encrypted digital data is conpared with the

encr ypledrdirgbtoahfirg abigethéofhedbject tth desdeptifgbismahertiomuns e thon t he
object to be certified. [0023] Also, a storage nediumis nounted on the

certi f ienatypted digitalndata mataadrroi théetorage medivune abn-evemveabl§ yogmtedhon i s
encrypted by a crypt key of the authorities and is stored in the storage
medi umtlf objhet todve cdritifiad etheancaypted digital dataitbuposssli isidectyptedby fugingt he
authenticity of the certificate itself. [0024] . I n case of the above, the

crypt ReyyRISksy, thy indpranafion; onythenauthentication yerigting elipi mowned ogttdeage

T £ BRI Bl R SRRt e
e S, Wl Ly RS ] B AT 0
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to be ¢gigdified is confirmed by using the encrypted digital data stored
in the storage nmedium nounted on the certificate. The information of the

aut henOtRatied) iV B2y THE siaeiided By REgHue AetRptifethé Bhedbted @gh@nddtd, med by
using the encrypted digital data stored in
the digital data read from the certificate is encrypted by using a crypt key of the
authorities, and the encrypted digital data is compared with the encrypted digital
data stored in the storage medium mounted on the object to be certified.
[0023]
Also, a storage medium is mounted on the certificate, the information of the
authentication verifying chip is encrypted by a crypt key of the authorities and is
stored in the storage medium of the certificate. As a result, it is possible to verify
the authenticity of the certificate itself.
£0024]
In case of the above, the crypt key used for encrypting the data to be stored in the
storage medium of the certificate and the crypt key used for encrypting the data to
be stored in the storage medium of the object to be certified may be the same or
different from each other.
[0025]
Also, an authentication verifying chip 1s mounted on the object to be certified and a

storage medium where the encrypted digital data is stored i1s mounted on the



the storage nmedi um nounted on the object to be certified. As a result, it
is possible to verify the nmutual authenticity of the certificate and the
object to be certified. [00261 |In case of the above, the crypt key used
for encrypting the digital data to be stored in the storage nedium

whi ch i d h I fi . and. t he . key for.
encr ypCPHICEITe o ghe AROSARERtSD et EPgnBIIMAo B Liesn e (s SIS ch i s
ted t he .0bject to Db ti.fied be. th iff t f
each oA 1USIE, HE SHaHPE ikl ot Ponebing BEEPge BHlh ke oy be
dded I GH b ; j : g, [00281
o cSRuniELDh the BenfifoR, ThQifonBadey B el Mo AlchBEn SRARAL Y nhched

val ue gf5unt&ioflitee E@J;i s aisic%?ﬁﬁﬁéd’% %@m@&ﬁe%n@f@ﬁ%d g%?cg%ata&&emﬁh

val ue i s encrypted ey of the authorities, can be used for

the diggd tRiragd Sieaiudi touhBIBEH thd-abjett® RUEHEBALACaAS QReMBE iif W Ng
information, the follow ng can be used: netal granules scattered in a

t r ans pabegiblerte dicvifiy tiid atsal aaticheiried of theacdrtifinspamedrihe ofspdt dorbe embossed
hol ogram of pits regularly arranged and formed by nmere chance; enbossed
hol ogr aartdfedpi t s regul arly arranged and arranged by random nunbers;
enbossed hal ogram fornmed by scattering or by etching; multi-color
embosseé8026ol ogram of pits regularly arranged and forned by nere chance;

o B See laB heS e LAR 230 g 05,
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on the object to be certified, may be the same or different from each other.

[0027]

Data such as a certificate number or the like may be added to the digital data before

encrypting or after encrypting.

[0028]

In a case where the storage medium has not a large capacity, the hashed value of

the digital data is encrypted and stored.

[0029]

The hash value is encrypted by a key of the authorities, and this can be used for the

digital signature.

[0030]

For the authentication verifying information, the following can be used: metal

granules scattered in a transparent medium; fibers scattered in a transparent

medium; embossed hologram of pits regularly arranged and formed by mere chance;

embossed hologram of pits regularly arranged and arranged by random numbers;

embossed hologram formed by scattering or by etching; multi-color embossed

hologram of pits regularly arranged and formed by mere chance; multi-color

embossed hologram of pits regularly arranged and arranged by random numbers;



etching; or iridescent substance forned by coating. [00311 1In order to
accurately read the authentication verifying information fromthe

aut henti cation verifying chip, the reading is controlled by using a mark
for positioning, aline to start/finish the reading in noving direction,
aline to jndicate the end portion and a nark for synchronization.

[ 00321 MyKCcolpr ﬁ@h@fﬁ%&th@i@%@rt{m}}%QY@ﬁatﬁem%gj%hy s Edlussesert |y on the

tificate, .b th tidf £ f th ificate. [00331
' ¢ he FAPIEs SEHLEEl RS S AL Bt BRI RS SRS BHerERCE: 111 oat e

% e R0 SR R Ao A i s R LR Mot o
i n add'éﬂaﬁfgb;tiﬁdé&%nf gﬁﬁs%ﬁeeffoﬁﬁlﬁ Eféédt{érﬁlgtcﬁ-- irkd@93%de fdidERy the

aut henticati'on veritying chip, there iI's neans to use a canmerda or wthout
usi N aetERIB! 6r irldRQdGt subbiancd Remea i @atiigused, the conbination of the

| ighting source and the canera is: & neans to use a white lighting
source f@odla color canera; a nmeans to use a lighting source emtting the
RGB lights sinultaneously and a col or canera; or a neans to use a

| i ghti nip erder teaenidtelyngad ke RARehiicition wdrifgingahfermatond frmmrtieochr one
caner a. !00_371 Wien not to use a canera, there are neans to read under
st opped jcatiom vhpifyingclupi thg reaftinghs cemtrellechy demgatmagk Srements matri x
with the sange area as that. of the authentication verifying chip; a neans
tor eaop%ﬁuwngwﬁd%t%@mjfxm%hﬂwea@mﬁgn anoving direehiam: @ Ijg Weandishieng
elements matrix .wth.the Wi dth .as.the authentication verifying chip
and a Q@dtmql%én%im@izfggﬁw OGP ngl e | i ght

[0032]

The authentication verifying chip may be mounted partially on the certificate, or
may be on the entire surface of the certificate.

[0033)

In the latter case, the items described on the surface of the certificaté may be used
for controlling the reading.

[0034]

When the storage medium is mounted on the certificate, it can be mounted inside
the certificate in addition to the surface of the certificate.

£0035]

To read the authentication verifying chip, there is means to use a camera or without
using a camera.

100361

When the camera is used, the combination of the lighting source and the camera is:
a means to use a white lighting source and a color camera; a means to use a lighting
source emitting the RGB lights simultaneously and a color camera; or a means to
use a lighting source emitting the RGB lights alternately and a monochrome camera.
[0037]

When not to use a camera, there are means to read under stopped condition by



emtting/detecting element. [0038] In addition to the mechani cal
scanning, there is a neans using a cylindrical paraboloidal mrror and a
pol ygonal pillar mrror. [0039] The authentication verifying information
of the authentication verifying chip is generally read as anal og
informatjon, while it js necessary to caonvert it to digital data for the
subseqUeWe apkﬁfééégnt%@g/d¢tﬁcta% lemshts i vidhdieatammated g dingt phine

R o R e
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To pr e aut hentication verifying
nount e ]fc‘%% tiqat 4 FlaMi j ty ' d over the entire
surfacg'elcﬁ)l t gﬁgr@g%nfgﬁﬁn%ﬁg{égﬁgﬁﬂ %éhgegagfe@?iﬂgio %gftnglé::o Hrifgspondi ng to an

area ofpndttigiietbdting Qfémept.tificates. Then, these are divided to the size
of each certificate. The authentication verifying information may be

f ormed [@D38]jover the surface of the certificate or may be forned on a
part of the certificate. This nmethod can be applied for producing the

aut henfn eddition tv ¢hé frdchaniciispanmngehermisra pdanhusing acelindficalat e.

Advant ages of The Invention [0041] The encrypted digital data stored in
t he st paaeloralimimornsndaawlygonghpllabingger.t o be certified is decrypted.
The de&rg&tjed digital data is conpared with the digital -8 data read
from tré thentication verifying chip nounted on the certificate. If the

PTG RSB B P 1
At et e pbiEss SAAEHRGAFLDR, FRIEYLAhRIIRY P RoRelt el |

data for the subsequent processing. In addition to the general analog/digital

conversion process, the authentication verifying chip is divided to a plurality of
overlapping regions, and the reading is carried out by determining the amount of
information included in each region.

[0040]

To produce a certificate, where the authentication verifying chip is mounted,
authentication verifying information is formed over the entire surface of the original
plate of the certificate corresponding to an area of a plurality of certificates. Then,
these are divided to the size of each certificate.

The authentication verifying information may be formed all over the surface of the
certificate or may be formed on a part of the certificate.

This method can be applied for producing the authentication verifying chip to be

mounted on the certificate.

Advantages of The Invention

[0041]

The encrypted digital data stored in the storage medium mounted on the object to
be certified is decrypted. The decrypted digital data is compared with the digital



[0042] When the encrypted digital data stored in the storage nedi um
nmounted on the object to be certified is read, if there is no crypt key
used for encrypting, it cannot be decrypted to conpare with the

aut hentication verifying information of the authentication verifying
chip. For this reason, only the one which is authorized and knows the
crypt lisja read feonfthe putheatigatioreyrrifyingychip mayateshprethe certihigateer Ifitheed. | n
ot her words, a_person who cannt%t confirmthe authenticity of the object

to be COBESPPRARE relatien batwesnthe cerdirabepnd e phpddp bagtiedds key used
hedi umeoanibrat Soideed e pBEEGBh Sidied i HBHRIBE " HE thon &1 os 1 oo
docr ypioatresaiPk PeifO0k Flnot B cobRSnEd HEOMAReS 1P 388 oBRMEHERTY' (et the

obj ect : j .liegitimte key has been used is a falsified
obj ect .Cfe%%%isqmt%ﬂghéé@scé where the encrypted digital data is nounted on

the cerfigpfiprate, authenticity of the certificate can be confirned.
[ 0045] Further, when copy-unable information is given on the object to

be cer tWheeth@bacrybted dgicd] atestotidyint thle slatage iSedidunheented onhe
certificate, the confirmation of the authenticity is further secured
becaus ebjdre tabe wentficad isyread, if tieere és ho forgrtleyamddtfbe enalgpeng, it carmt
certified is confirnmed with each other. [0046] = \Wen configured by

i nt egr dei rigcripged o compaugtwthithe aldeobiason vesifpegceformatiedof the is -9
possible to verify the authenticity of a card, which is often falsified,
such aduthasdisrtion ¥ertving enpq Korcthisgreasemn ongy fher o whichyis jagghoriged pRd

R‘)a\é\nén 3 | ?t?lég:l'ﬂgt: l%a' %nsc%% rmE e%gichrg%?itcit% o?iheaol%g(rzg tiof ti)ecgér%ﬁgg.d i obj ect
other words, a person who cannot confirm the authenticity of the object to be
certified is not an authorized person.

[0043]

When the key used for the encryption of the encrypted digital data stored in the
storage medium is not a correct one, even when the authorized person tries to
decrypt by using a correct key, the encrypted digital data cannot be decrypted
correctly. Those who know the correct key can specify that the object for which an
illegitimate key has been used is a falsified object.

[0044]

In a case where the encrypted digital data is mounted on the certificate, authenticity
of the certificate can be confirmed.

[0045]

Further, when copy-unable information is given on the object to be certified and its
encrypted digital data is mounted on the certificate, the confirmation of the
authenticity is further secured because the authenticity of the certificate and the
object to be certified 1s confirmed with each other.

1.0046]

When configured by integrating the certificate and the object to be certified, it is



crypt key; Fig. 2 is a flowhart to explain a process for verifying
authenticity according to the certificate and the object to be certified
of Enbodinment 1; Fig. 3 shows Enbodinent 2 of a certificate and an obj ect
to be certified using two crypt keys; Fig. 4 is a flowhart to explain a
process fqr verifying authenticity according to the  certificate and the
obj ect PPESIRE to crerify e elﬁl‘ﬁ’é@dﬁ’fr%?&fdaz?’hﬁhg‘g offeB Hehietntisdi 3eh Pank of a
certifi&&te aqg an ob{ect to be certified using two crypt keys; Fig. 6
is a fCkR&EUt Gk piCai n a process for verifying authenticity according
to the certificate and the object to be certified of Enbodi ment 3; Fig.
7 shows Enbodi nent 4 of a certificate and an object to be certified using

certifi ac o El o i fLkowhart to explain a process for
FER DeBlftions Tk Disfiog:

verifying aut g tothe certificate and the object to be
certifiggygf Enbodi ment 4; Fig. 9 shows Enbodinment 5 of a certificate and
an object to be certified using hash value; Fig. 10 is a flowhart to
expl ai Fig@ 1psiasesEmbodinyeitilf off Ngergifitdre inidcint objea aod degtified Lbiag a
certificate and the object to be certified of Enbodinment 5; Fig. 11 shows
Enbodi et kéypf a certificate and an object to be certified using the
digital signature; Fig. 12 is a flowhart to explain a process for

veri f yiFigy ZastahBewcheirt {0 expandi prgeess foneerifyeng adtbeatiatamtording dhjtkect to be
certified of Enmbodinent 6; -1 13 shows drawi ngs, each show ng an

; 0 Fiag.
ar rangéﬂ@ﬁlca@fa@nthﬁpﬂmﬁfﬁtt@ @ﬁtqeé‘ihtliﬁ%e@ﬁ Evlbﬁ@lme@ﬁilp and a confirmation chip;
A T e e A

Enbodi msnt;C 2 of an authentication verifying chip by using fibers
di sper SB® i*Y¥ transparent nedium

Fig. 4 is a flowchart to explain a process for verifying authenticity according to the
certificate and the object to be certified of Embodiment 2;

Fig. 5 shows Embodiment 3 of a certificate and an object to be certified using two
crypt keys;

Fig. 6 1s a flowchart to explain a process for verifying authenticity according to the
certificate and the object to be certified of Embodiment 3;

Fig. 7 shows Embodiment 4 of a certificate and an object to be certified using
certificate data;

Fig. 8 is a flowchart to explain a process for verifying authenticity according to the
certificate and the object to be certified of Embodiment 4;

Fig. 9 shows Embodiment 5 of a certificate and an object to be certified using hash
value;

Fig. 10 is a flowchart to explain a process for verifying authenticity according to the
certificate and the object to be certified of Embodiment 5;

Fig. 11 shows Embodiment 6 of a certificate and an object to be certified using the
digital signature;

Fig. 12 is a flowchart to explain a process for verifying authenticity according to the

certificate and thé object to be certified of Embodiment 6;

-10 -



Fig. 16 shows Enbodi nent 3 of an authentication verifying chip of

uni col or enbossed hol ogram by the regul ar arrangenent and fornmed by
chance; Fig. 17 is a drawing to explain a nmethod for preparing an

aut hent i cati on verifying chip of the unicolor enbossed hol ogram based on

t he regul ar_ayrangenent and andom nunber s i 18 shows  Enbod rrent 4
of an aki€hdhe %‘3% awg%.qayh ﬁéowmg@%m%naﬁﬂt A8 ruthenbisaday v

arrange and chance; Fig. 19 shows Enbodi ment 5 of an

aut hent§ %Cﬁé IHPI’I p of the nmulti-colored enbossed hol ogr am

arran a '
aut heg'?l?i I gﬁé‘ggr |n?[9]| ng I@ﬂf‘% yaggﬁ%ﬁgg% uoréggfgﬁ%%%gpg llng Iﬁél spersed in
a transpargng d[g?gfééﬁlmlal @ans%;reitﬂqﬂ@hgﬁbodl ment 7 of an authentication

y

verifying chip usi ng radioactive granules dispersed in a nmedium Fig.

22 shovgigEM e we Bmbbdafhiest 2 6f 80 bh@theatibdtimt ve‘rﬁyingrth by(]fu,\ﬁn@%éhs p by
usi ng |r| descent pieces arranged by chance; Fig. ows Enbodi nent 9

of a undiggdresd avi hensparadt mediwear;i f yi ng chip by usi ng iri descent pieces
regul arly arranged; Fig. 24 shows Enbodi nent 10 of an authentication
veri f yiFig. thishows Enibodahented obgn autiengcitrindesifeing ghireofsnieslonnged by
chance; Fig. 25 shows Enbodi nent 11 of an authentication verifying chip
pr epar e@nlmsse%éolqgrarﬂéwdbm*@gldaramenmrg angdognehby Eheagi ment 12 of an
aut hentjcation verifying chip nulti-colored.of iridescence forned by
sprayed'igi §(i%? dFapag to eznlamn:il gretbad daxépaarmge%aa#lﬁ@mat@n eEHKBL T or

positio WS di ment certlflcate a rt of which
P an ot S dhr SPBFses bt based gn e SeRUE SERBIRIID: of
Certifin]% k& t‘lglﬁ3 itire surface of which is the authentication verifying
chi p; @ i) Enbodi nent 3 of a certificate, the entire surface of

whi ch i gig! 1€ shows Embodiment 4 of an authentication verifying chip of the unicolor
embossed hologram arranged and prepared by chance;
Fig. 19 shows Embodiment 5 of an authentication verifying chip of the multi-colored
embossed hologram arranged and prepared by chance;
Fig. 20 shows Embodiment 6 of an authentication verifying chip by using fluorescent
granules dispersed in a transparent medium;
Fig. 21 shows Embodiment 7 of an authentication verifying chip by using radioactive
granules dispersed in a medium;
Fig. 22 shows Embodiment 8 of a unicolor authentication verifying chip by using
iridescent pieces arranged by chance;
Fig. 23 shows Embodiment 9 of a unicolor authentication verifying chip by using
iridescent pieces regularly arranged;
Fig. 24 shows Embodiment 10 of an authentication verifying chip multi-colored by
using iridescent pieces arranged by chance;
Fig. 25 shows Embodiment 11 of an authentication verifying chip prepared by the
iridescence coating;
Fig. 26 shows Embodiment 12 of an authentication verifying chip multi-colored of

iridescence formed by sprayed liquid drops;
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aut hentication verifying chip; Fig. 31 shows Enbodi nent 4 of a
certificate, the entire surface of which is the authentication verifying
chip; Fig. 32 shows Enbodinment 5 of a certificate, the entire surface of
which is the authentication verifying chip; Fig. 33 shows Enbodi nent 6
of a certificate, the entire surface of which is the authentication

veri fyilng. BﬁstWFlag enbbdghavisofanarkafodpeminoniog; a certificate having a

storage rredl um 5 shows a next enbodi nent of a certifjcate having
a st or a8 A®ahews En%?rqglmem Lrbawscrtifisats, deniet of which ip gadutheidisolion using a
caner a; F| %E shows Enbodi nent 2 of a reading device using a canera,
Fig. 38V Hodi nent 3 of a reading deV| ce using a canera; Fig. 39

cnbodi oAy %Eﬁw Exliodfnbils ob7 sEtisERngi SRR TR g g KitBne 5 2na
enmbodi elﬁk glﬂ gﬁéj ce not using a canera; Fig. 42 shows a 3rd
enbodi rren At ea M% ice not using a canera; Fig. 43 shows a 4th

enbodi ngypt 3@%h@w§ eRcHodemERVS 68, ReLifitaH) $h cARAES ce%fgv i i Stws

drawi ngs“to explain the reading process; Fig. 45 ows drawm ngs to

f urt hergygx@itrhtion Rerifyedgehig; process of Fig. 44, F| g. 46 shows draw ngs
to yet further explain the r eadi ng process of F| g. 44; Fig. 47 shows

Enbodi rigigt 31 shéwa Bagiddadeiitot ops edrificag:, she entird siaddce;of Ritgch &Bthehows

Enbodi ment 2 of a nethod for producing a certificate; Fig. 49 shows
Enbodi remheBicafionm vaefyiggiclipy producing a certificate; -12 Fig. 50 shows
Enbodi nent 4 of a nethod for producing a certificate; gh 51 shows
Enbodi nigigt 35 shews Emhadogentoy oga saidicats, she entire surface of avhich i e 52 shows
Enbodi ment 6, of, a ne{ hod for producing a certificate. Brief Descriptions
of the dRENEAQN NEFHERg iPpo48] 1, 5, 11, 21, 31, 38: a certificate

Fig. 33 shows Embodiment 6 of a certificate, the entire surface of which is the
authentication verifying chip;

Fig. 34 shows an embodiment of a certificate having a storage medium;

Fig. 35 shows a next embodiment of a certificate having a storage medium;
Fig. 36 shows Embodiment 1 of a reading device using a camera;

Fig. 37 shows Embodiment 2 of a reading device using a camera;

Fig. 38 shows Embodiment 3 of a reading device using a camera;

Fig. 39 shows Embodiment 4 of a reading device using cameras;

Fig. 40 shows an embodiment of a reading device not using a camera;

Fig. 41 shows a 2nd embodiment of a reading device not using a camera;
Fig. 42 shows a 3rd embodiment of a reading device not using a camera;
Fig. 43 shows a 4th embodiment of a reading device not using a camera;
Fig. 44 shows drawings to explain the reading process;

Fig. 45 shows drawings to further explain the reading process of Fig. 44;
Fig. 46 shows drawings to yet further explain the reading process of Fig. 44;
Fig. 47 shows Embodiment 1 of a method for producing a certificate;

Fig. 48 shows Embodiment 2 of a method for producing a certificate;

Fig. 49 shows Embodiment 3 of a method for producing a certificate;
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2, 6, 12, 22, 32, 37: an object to be certified 3, 7, 13, 14, 23, 33, 38,
101, 103, 105, 107, 109, 111, 120, 130, 140, 145, 150, 180, 185, 190,
195, 200, 210, 222, 227, 231, 236, 241, 252, 253,254: an authentication
verifying chip 4, 8, 9, 15, 16, 24, 26, 34, 39, 102, 104, 106, 108, 110,
112: a confjirpmati chj, 25: _a certificate number 121, 131, 143, 155,
161, 184 Ebéﬁgwaﬁmmfuﬁ@m% Oiézneth@@éwrlgrp ReIng 8 CEEBicaEher pi eces 141,
147, 152, 3, 15 187. a pi 14 71,186, 188, ..196, 201: resin 144,
Tag, 155 EShoySEmuidinef B of p thag Tomarptting ALE RS 48D. 11 uor escent
gr anul eg: 1 'gﬁﬁﬁ' r . .an iridescent

pi ece e@§7$5§89&§g!resﬂﬁgﬁ% 8??g+&§9%§%§H#§%%n%§%£g@glt?oning 212: a line

to start the reading in noving direction 213: a line to finish the
reading in noving direction 214, 215: a line to indicate the end portion

216: a Bﬁéﬂ(})ég{ﬁgﬂ(,ﬂgl@f@}m Rafdremtre Nigdmedals an aut hentication verifying
carrier 220, 225, 230, 235, 240, 245, 250: a certificate 221, 251, 226:

a base [aBe 223, 247, 252: a surface plate 224: letter information 238,
243: a frame 246: a resin material

1,5, 11, 21, 31, 38: a certificate

2,6, 12,22, 32, 37: an object to be certified

3, 7, 13, 14, 23, 33, 38, 101, 103, 105, 107, 109, 111, 120, 130, 140, 145, 150, 180,

185, 190, 195, 200, 210, 222, 227, 231, 236, 241, 252, 253,254: an authentication

verifying chip

4, 8,9, 15, 16, 24, 26, 34, 39, 102, 104, 106, 108, 110, 112: a confirmation chip

25:  a certificate number

121, 131, 143, 155, 161, 181: transparent resin

122: metal granules

132: fiber pieces

141, 147, 152, 153, 154, 187: a pit

142, 171, 186, 188, 196, 201: resin

144, 148, 156, 157, 158: a protruding

146, 151: a base plate

162: fluorescent granules

172: radioactive granules

182, 191, 192, 193: an iridescent piece

197, 202: a resin maternial

211: a mark for positioning

212: a line to start the reading in moving direction

213: a line to finish the reading in moving direction

214, 215: a line to indicate the end portion

216: a mark for synchronization
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253, 254: a confirmation chip 260: a card body 261: a base plate 263: a
surface plate 262: an authentication verifying chip 264, 265, 273. a

| ighting source 266, 270, 271, 272: a camera 267: a red LED 268: a
green LED 269: a blue LED 275: light emtting/detecting el ements matrix
276: a light em¢tting/detecting element 278: a red |ight
enittinél%eﬁ€b¥ﬂh@ﬁéﬁgﬁ%H?§ﬁ@%¥ﬁyn6279: a green light emitting/detecting

el enent rr.ay 8(). I l,Lght em tting/detecting elenments array 281:
a |light a%@li%l’ %&'oﬁ%gf@n%ﬁelzéﬁerﬁc Cate reflecting mirror having a

par abol i [ " ; hole 287: a light emtting/detecting el enent
288:. a %%}’%&hggﬁpial ﬁ%? leiﬂFror 289, 290: areflecting mrror having a
hal f - cybi ' Pay ahelQi 300, 305, 310, 315: an original plate -14
302, 302?§%4f?2§%'7?ara cecrgtrﬁtlecate base plate with authentication

veri fyi pgy.i nE@EM R, Btioa03: an information carrier 306, 311, 316, 326: a
certificate base plate 307: an authentication verifying chip

Descri pp3®sid3ef 3 haed nvention [0049] Description will be given bel ow on

enbodi nents of the invention relating to the
246: a resin material

253, 254: a confirmation chip

260: a card body

261: a hase plate

263: a surface plate

262: an authentication verifying chip

264, 265, 273: a lighting source

266, 270, 271, 272: a camera

267: ared LED

268: a green LED

269: ablue LED

275: light emitting/detecting elements matrix

276: a light emitting/detecting element

278: a red light emitting/detecting elements array
279: a green light emitting/detecting elements array
280: a blue light emitting/detecting elements array
281: a light emitting/detecting element

285: a reflecting mirror having a parabolic cylinder
286: a hole

287: a light emitting/detecting element

288: a polygonal pillar mirror

289, 290; a reflecting mirror having a half-cylindrical paraboloid
300, 305, 310, 315: an original plate
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present patent application. In the enbodi nents descri bed bel ow,

crypt ography technology is used. First, brief description will be given
on the cryptography technol ogy. The cryptosystemused in practical
application is roughly classified in a secret-key cryptosystem and a

public ypt osyst em t he |nv iqn of the present pate

appl i ca:ﬁ(?zvm?’%-b"gg]h 3é1% ] ﬁ@@&c é‘ﬁg’ gtgheggcqglggdrer{fggg@qlt%rm@@@} di ng
to i publlshed by the Institute of Electronics,

| nf or rra:% n? r’l’gtI @g?ﬁ‘r‘g‘h %}EFFon Engi neers (Japan), a process to obtain

enCr ypt t by ain text Message [M by using a
crypt @ Pﬁ?sﬁé %?es%gg ﬁ%&%lﬁg%% M and a process to obtain a plain
t ext rrﬁﬁﬁag e &%rf Crypt ed digital data [C] by using a
crypt Key KgPts%ﬁtel%(preétg(g{d{]as HI%edﬁ%(K C). [0051] Here, according to
this practice, a process to encrypt the plain text digital data [M by
using a Secret-Key (a common key) Ks of the secret-key cryptosystemto
obt ai n Dbgriptiony pf @hedhgéritin data [Cs] is expressed as Cs = E (Ks, M and
a process to Decrypt the encrypted digital data [Cs] by using the
Secret-KHiM9Ks to obtain the plain text digital data [M is expressed as
M= D (Ks, Cs). [0052] Also, a process to encrypt the plain text digital
dat a [ MPesgyiptionrgillcbergiven bekzeyompmbosi_mleﬁts ohéhepuknigok eglating pa Bsyst em t o
obtain the encrypted digital data [Cp] is expressed as Cp = E (Kp, M,
and a p@f@é@ﬁspatt@lto@@h%tont he encrypted digital data [Cp] by usi ng a

M '—V‘EBt ?w% hodes: eESéEtﬂgér‘a% S5 PPHERH e RROBRLI ek Pt bSSSt a
the onclopnditRal bR [ Ppoaibiehinof E(ﬁép BRI oo

processint g, dGSH ¥iichfisn K usRledadliftid il a Sa%& k&Y bryB¥osystem and a
public-key cryptosystem. In the invention of the present patent application, both of

»—3

these cryptosystems can be used.

[0050]

According to "Modern Cryptography" published by the Institute of Electronics,

Information and Communication Engineers (Japan), a process to obtain enCrypted

data [C] by Encrypting a plain text Message [M] by using a crypt Key K is

expressed as C = E (K, M) and a process to obtain a plain text message by

Decrypting the enCrypted digital data [C] by using a crypt Key K is expressed as

M=D (K, C.

£0051]

Here, according to this practice, a process to encrypt the plain text digital data [M]
by using a Secret-Key (a common key)} Ks of the secret-key cryptosystem to

obtain the encrypted digital data [Cs] is expressed as Cs = E (Ks, M) and a

process to Decrypt the encrypted digital data [Cs] by using the Secret-Key Ks to

obtain the plain text digital data [M] is expressed as M = D (Ks, Cs).

[0052]

Also, a process to encrypt the plain text digital data [M] by using a Public-Key Kp
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using a public-key Kp to obtain the digital data [A] is expressed as A =
D (Kp, Cv). Dgital signature is carried out in this manner. [0054]

Now, referring to Fig. 1 to Fig. 14, description will be given below on a
menber to be used for authentication for an object to be certified, and
on a process to judge the authentication. [0055] <Enbodinment 1 of the
aut hent ¢fchieinublienke eryripeystem tewbtam the erirygptegrdigitl stata Repérigi ng to Fig.
1 and Fig. 2, Enbodinent. 1 is described, mgich is a basic exanple of the
aut hent $P%€556H 38dP @@,é\fﬁ » 4l Preceps 9 dedryrithy encreplsdsligitabddtier t o

be used.for the authentigation d FLg. .2 sho proc to verify the
authentﬂ@%k%Hﬁmnﬁ@aﬁgﬁﬁﬁ*gﬁ% ﬁbﬂ%@W&ingQH3@?3%8&@é£@%§§fhﬂs1 as shown
in Fig. r epresent s-.a rtificate to be used for the
authent?%ﬁég%ﬂfggﬂd'ﬁzé%WéF%ﬁénce nunmeral 2 shown in Fig. 1 (b) is an

obj ect 3pe certified such as a coormodity. [0056] On the certificate
1, an a entication verifying chip 3, which is prepared by the

aut hor i 4 ieSees@ @b Relcipt IR pafd® dstal thth, [Mg "byPUGHR hprivatSRLY &y of S

non-renovably nountéd on a certificate bod e aut hentl cati on

verifyithg miblig-k3y ce@mysysbanlte obtui flenehagbicandivedli dayd NGvi ik ekpRissed [ Al
such as artifact-netrics is stored. This certificate 1 is issued by the
aut hor i 4s €¢.= EL6K{,0MB7hnd ©prodess ebjdectyp? theoeheaypedtdifitd databCv] by
authentication confirmation chip 4 is non-renovably nounted. The digital
dat a ofusihea pubhekey & fooebtainrthe wigitpl dataf ok has exprepadd af AthdD (Kp,

aut henticatign verifying chip 3 is encrypted to the encrypted data [(]
by usi gV dhgital sigatyne]is sarnageoyfuntibis MprEerand is stored in the

confi rrrﬁtpi 2? chip 4. [0058] Referring to Fig. 2, a process of

aut hent {8t on veri fying is described bel ow.

Now, referring to Fig. 1 to Fig. 14, description will be given below on a member to
be used for authentication for an object to be certified, and on a process to judge the
authentication.

[0055]

<Embodiment 1 of the authentication member and the authentication process>
Referring to Fig. 1 and Fig. 2, Embodiment 1 is described, which is a basic example
of the authentication for the object to be certified. Fig. 1 shows a member to be
used for the authentication, and Fig. 2 shows a process to verify the authentication
by using these members.

The reference numeral 1 as shown in Fig. 1 (a) represents a certificate to be used
for the authentication, and the reference numeral 2 shown in Fig. 1 (b) is an object
to be certified such as a commodity.

[0056]

On the certificate 1, an authentication verifying chip 3, which is prepared by the
authorities, being authorized to certify, for example, a seller, is non-removably
mounted on a certificate body. In the authentication verifying chip 3, copy-unable
authentication verifying information [A] such as artifact-metrics is stored. This

certificate 1 is issued by the authorities.
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(1) The authentication verifying chip 3 is prepared, in which the
copy-unabl e authentication verifying information LA] is stored. Exanples
on the structure of the authentication verifying chip 3 will be
expl ai ned below by referring to Fig. 14 to Fig. 26. [0059] (2) The
aut hent i catl on verifying chip 3 is nounted in a non-renovable structure
to the tMbfificate body, and a certificate 2 with the authentication
veri fyi g chi [ 0060 The aut henti cati.on verifying
! nf or e dhe E]e 3t92>§&erﬁlt§edz@§@u{4@t§a%%ﬁ?n 0GR gt i ng i nformation
[A] is ana or mat , It t.he authentication
verifyi ed: t
tyi R v %Paéeﬁ JThi diiay oo B G BREry R SR
aut hent fter
the autHEArae 3 VPl RERIAREh bl chb 4 s ?iﬁtéﬁ‘?a?}eé Frbgpeed
[0061] 4 h ety kP IRY €51 th¥iAth At diflis isforAGh YRS €d by using
t he crypaité)lgg; ﬁfﬂfﬁ’g rkg afﬁ%ﬁﬂ ties, 4 (gﬁt he enltszrsypt eg au% henti cation
verifyi pafidabfon chipig4 obtai ned. [0062] (5) The encrypted authentication
verifying data [(C |s stored in the confirmation -17 chip 4, and the
confirngjs8h chip 4 is non-renovably nounted on a body of the object to

be certified 2. [0063] (6) Wien the authenticity of the object to be
certifiRefefringtd Bigh&, a gentass iof duthehtcatemt veerfyingas idescribedi Helowg
information [ Al of the authentication verifying chip 3 nounted on the
certifi clt eThejagthesgigation verifying g8 i ls pecnaue antwhieh flencapyrimapleng
information [A]. is a,naloglnformaf it is Egilgltlzed [ 0064

authentication verifying mformation 1s stored. Examples on the structure of

the authentication verifying chip 3 will be explained below by referring to Fig. 14 to

Fig. 26.

[0059]

~ (2)  The authentication verifying chip 3 is mounted in a non-removable structure

to the certificate body, and a certificate 2 with the authentication verifying chip is

obtained.

[0060]

(3) The authentication verifying information [A] is read.

In case the anthentication verifying information [A] is analog information, it is

digitized, and the authentication verifying data is obtained.

In order to accurately read the authentication verifying information [A], it is

desirable to read after the authentication verifying chip 3 is mounted on the

certificate 1.

[0061]

(4) The authentication verifying data [A] is encrypted by using the crypt key

[K] of the authorities, and the encrypted authentication verifying data [C] is

obtained.

[0062]

(5) The encrypted authentication verifying data [C] is stored in the confirmation
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(7) On the other hand, the encrypted authentication verifying data [C] is
read, which is stored in the confirmation chip 4 nounted on the object
to be certified 2. [0065] (8) The encrypted authentication verifying
data [C] is decrypted by using the crypt key of the authorities, and
plain text authentication verifying data [A'] is obtained. 0066] (9)
The autdhind;j aud thencandirmatiom ghipat & on-Teraevabht aoneiedamda bedy ppthed from the
conflrnatlon chip 4.is_conpared with the data obtained fromthe

aut hentobjegtite e ceatified,2ng i nformation [A] of the certificate 1. [0067]

As a refqlb %] if these are equal with each other, it is judged that the
combi nat4¥8 t he authentication verifying chip 3 of the certificate 1

and i1 O”@Jﬂ bl PGB o b bRBR OB bk 2 B b i B ™ ooeey
|1 thesg At SaRhn %er‘."l’{@‘?ﬁ’ QA1 gnd bulBnbh B eRhg i §OT! nat o

of the |cat| e certiflicat a

confi r MRbIRB OB tuaeﬂce%ﬁéat& lg?éaepﬁrsto RQaS€d hiht@Entcdton! veydihg, and it
is identified that the object to be certified is not authentic. [0069]

- 18 Whenfdrimaties T f Iscaiabginfrmatibe, ieu bigitidegat i on verifying chip is
nmounted is integrated with the object to be certified where the

confi rne)6eh chip is nounted, the authenticity of the certificate (and
the object to be certified) can be certified. [0070] In the

af or enetiti oBedhe wblvati mad; thet ¢rervipted aijentisatinverifymg date [&dt Iserendcat i on
verifying chip 3 is conpared with the data [A b@as decrypted fromthe
conf i r MERICk &S sf@wbnsthe@onﬁﬁl@a%rh@htar@mqumq@a@n ehiectrtpdiegeartifind £. ¢ he
encryptﬁg giut hentication verifying data [C obt ai ned by encrypting the
aut hent i%491 on verifying data [A]

(8) The encrypted authentication verifying data [C] is decrypted by using the
crypt key of the authorities, and plain text authentication verifying data [A'] is
obtained.

[0066]

(9) The authentication verifying data [A'] as obtained and decrypted from the
confirmation chip 4 is compared with the data obtained from the authentication
verifying information [A] of the certificate 1.

[0067]

As a result, if these are equal with each other, it 1s judged that the combination of
the authentication verifying chip 3 of the certificate 1 and the confirmation chip 4 of
the object to be certifted 2 is valid, and it is verified that the object to be certified is
authentic.

[0068]

If these are different from each other, it is judged that the combination of the
authentication verifying chip 3 of the certificate 1 and the confirmation chip 4 of the
object to be certified 2 is invalid, and it 1s identified that the object to be certified is
not authentic.

[0069]
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read fromthe authentication verifying chip 3 is conpared with the
encrypted data [C] as read fromthe confirmation chip 4. [0071] To set
up the non-renpovabl e nmounting structure of the authentication verifying
chip and the confirmation chip, there are nethods such as a nmethod to

adopt infegrated structure or a.nethod .o use wel ding. Instead of
mountin Fﬂéf’e gﬁ‘ftﬂ’gﬂ'{q\‘f ?’ieo'ilﬁ‘e ]?Efrﬂﬂcg\go%ﬁﬁﬁ%yg?’ﬂjc IRdS B¥RAEednst i on chip for
the obj.ect to . be .certif.i t he. .i.nfor. i,on he. recorded on t.he

cort Bty O%ﬁ&td‘i‘?ebeo%"jr&@?é SER R o pigh RABLI moyRigdn) A

t he st ' : r k i I,y mati on
chi p, ARl o fhe bORiEERE KR R)dts cbe oHECay, Sal BE sERMSH T
optical [goggfli ng and recording means, magnetic recording neans, RFID tag,
etc. may be adopted. [0073] Wien an IC chip is used for the confirmation
chi p, ansipecidremenBohsd afPedinicnt ! thiesdat4-[ AGhadreddrfidif thd uhegtdbfisid and
when this specific IDis incorporated in the data for the authentication
certi f wWarffyingtchips3 isrpeapidet evitlo tleogdata t[iie] aenfecrypeéd HomcthiepcohfirmpOer4] | f
it is so designed that the crypt key is stored in a DRAMin an apparat us
carri ngchipdt ©hdhawontzaty, danapheserarfangad ithat, tha reaictyipted aythentteationt ored i n
the DRAMw || be _|gst when the power to the apparatus is cut off_because
t he appertying daga bestlr eptained oengrypting e authentacagionivesifiong da@ Al pt key
can be prevented. 0075], These .poipts_are co n.to.the other

enbodi reAR §rom {he %ﬂtﬁl%@%]t@gaf@ﬁ:aﬁac Pep sscompyegipinthe enqrepted datte ot her
enbodi ms and get a{'hI ed descripti.on will not be given in the other
enbodi s TEh B therRBHnARO] SBP6k t he aut hentication menber and t he
aut hent'(ﬁﬁﬁ on process> |If the certificate is not authentic, it is not
possi ble 10 assert that the object to be

To set up the non-removable mounting structure of the authentication verifying chip

and the confirmation chip, there are methods such as a method to adopt an
integrated structure or a method to use welding. Instead of mounting the
authentication verifying chip and the confirmation chip for the object to be certified,
the information may be recorded on the certificate itself or on the object to be
certified itself.

[0072]

As the storage medium for the encrypted data [C], which is the confirmation chip,
adequate means such as barcode, two-dimensional barcode of the optical reading and
recording means, magnetic recording means, RFID tag, etc. may be adopted.

[0073]

When an IC chip is used for the confirmation chip, a specific ID is added to this IC
chip during the producing and when this specific ID is incorporated in the data for
the authentication certifymg, it is impossible to copy the confirmation chip 4.

[0074]

If it 1s so designed that the crypt key is stored in a DRAM 1n an apparatus carring
out the authentication verification, and the crypt key stored in the DRAM will be

lost when the power to the apparatus is cut off because the apparatus is destroyed
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certified is authentic. Description will be given now on the Enbodi nent 2
where it 1is possible to also confirmthe authenticity of the
certificate. Fig. 3 shows nenbers to be used for the authentication, and
Fig. 4 shows a process to verify the authentication by using these

menbers. [0077 Fig. 3 sho a certificate, 5, which is referred for
t he aut‘PFe#FP%Eab?eoﬁteglé?g p{%qr&t\ﬂﬁqnaaq:ﬁ%pr@/eptgd.shom an object to be
‘certifiﬁfbgs, such as a conmodity which is the subject to the

aut hentrc pon verification. [0078] On the certificate 5, an

aut hent’i‘ﬁ%s;ei L?ﬁnt\é%é I ¥hiMbrP Y fhe/otBOH e@bgﬁ’iﬂ{én&é’fatﬂ @;gﬁ@ﬁlg?cﬁn? ‘ﬁg& GleREE

prepar ed e authorities are nounted non-renov

aut hent joCalni AR t18'ih fté Bethek inthofiimERRYmUNRPAIRdOdtsBAPHidE R41 At ¥ ;g:herli ng
information [A] such as artifact-nmetrics is stored. In the confirmation

chi p 8, pemerothéreempadimentd.], which is obtained by encrypting digital
data of the authentication verifying information [A] by using a first
crypt kE¥76] K1l of the authorities, is stored. [0079] On the object to
be certified 6, the confirmation chip 9 is non-renovably nounted. In the
conf i r néltibedisienp 29f the enthenbeatat menber anghe huthenoeatminrmedcess” encr ypt i ng
t he dia]?i tal data of the authentication yerifying information [A] by

usi ng all $be eeditisptpgs nok aythertir, bas pelePeRSIHlR £ BFsest that the ebieet tab® [ 0080]

10 Sesbiable ot st eutnl Sl L aent Lam it
o a0t et HESFERBYTD b BT, o 2,505 25, o
copy- Uil & shalt AeIhhGRth He VRE' by IS REMTRLA Cthd M. 4Ssndh EhtoctQ082]

to verify the authentication by using these members.

[0077]

Fig. 3 (A) shows a certificate 5, which is referred for the authentication verification

and Fig. 3 (b) shows an object to be certified 6, such as a commodity which is the

subject to the authentication verification.

[0078]

On the certificate 5, an authentication verifying chip 7 and a confirmation chip 8

which are prepared by the authorities are mounted non-removably.

In the authentication verifying chip 7, copy-unable authentication verifying

information [A] such as artifact-metrics is stored.

In the confirmation chip 8, encrypted data [C1], which is obtained by encrypting

digital data of the authentication verifying information [A] by using a first crypt key

[K1] of the authorities, is stored.

(0079]

On the object to be certified 6, the confirmation chip 9 is non-removably mounted.

In the confirmation chip 9, encrypted data [C2], which is obtained by encrypting the

digital data of the authentication verifying information [A] by using a second crypt

key [K2] of the authorities, is stored.
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(2) The authentication verifying information [A] is read. In case the
aut hentication verifying information [A] is analog information, it is
digitized and the verifying data is obtained. In order to accurately read
t he aut hentication verifying information [A], it is desirable to read
after t@% thentication verifying chip 7 is nmounted on the certificate
5. [008 8 3) The authentication verifying information [A] is encrypted

dat o [ oS OESBe HHEARE Aot ke L) Ga e R b e BB P
[ 0084] Kél]) Whe st hen lli%ﬂqagrbe"@ge'df "ﬁge%ﬁéﬂgﬁrﬁﬁﬁ%ﬂt | EmbhE authentication

verlfylng i nformtion store on chip 8 where
the encfoopygd data [C] is stored are nounted non-renovably on a body of
the certificate 5. [0085] (5) On the other hand, the authentication

veri fyi NgwdaésripAbn iviill &ecgiyer ed alprocessi asghowsdadng, £rypt key [K2] of the
authorities snd the encrypted data [C2] is obtained, and this is stored
in the €tOnf Anmethamnicatiomp verfyi@0&6) 7 isprefrired,dasehichlicopeunatile keys may be
used as the first crypt key [K1l] and the second crypt key [K21l, or the
sane keﬁ,uthmtlda@OmS’@d%/YQOlf?@wlp}l [AbYys sisedonfirmation chip 9 where the
encrypted dita [C2] is stored is nounted non-renpbvably on a body of the
obj ect certified 6. [0088] (7) For the authentication verification

et L R st
the 15k Carsg REE gutgn 8ca[t1%ln verﬁymﬁz%gfonhg&%? kA] is analog information, it is

digitized and the venfying data is obtained.
In order to accurately read the authentication verifying information [A], it is
desirable to read after the authentication verifying chip 7 is mounted on the
certificate 5.
[0083]
(3) The authentication verifying information [A] is encrypted by using a first
crypt key [K1] of the authorities and the encrypted data [C1] is obtained, and it is
stored in the confirmation chip 8.
[0084]
(4) The authentication verifying chip 7 where the authentication verifying
information [A] is stored and the confirmation chip 8 where the encrypted data
[C1] is stored are mounted non-removably on a body of the certificate 5.
[0085]
(5) On the other hand, the authentication verifying data [A] is encrypted by
using s second crypt key [K2] of the authorities snd the encrypted data [C2] is
obtained, and this is stored in the confirmation chip 9.
[0086]
In this case, different keys may be used as the first crypt key [K1] and the second
crypt key [K21, or the same key may be used.
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(8) The encrypted data [Cl] is decrypted by using the first crypt key
[KI] of the authorities and the decrypted data [AI!] is obtained. [0090]
(9) The authentication verifying data [A] is read fromthe verifying chip
7 on the certificate 5. [0091] (10) The decrypted data [Al!] thus
decrypted is conpared with the authentication verifying data [A]. [0092]
As a redBf] if these are equal with each other, it is judged that the

conbi nat jjon_of the verifyi chip,7 and the confjrmation chip 8 i

val i d, bl The icontpnaianeeitp ﬁgwhqrﬁethe@élﬁmpmfﬁgatér@%]slsa%tpmlﬁ Iaomptsags]

If these are different from.each other, it..l$, udged that the conbination
of the “%‘F‘%“F‘@)’laﬁb’ o poat S Rled diile carlified 6L p8isinvalid andit
is identdog'? d that the certificate 5 is not authentic. [0094] Next, the
aut hent1<Ci $ of the object to be certified is identified. (11) For the

aut hent (gat FQf‘t}Eéecﬁzl%tﬁéﬂ%aﬁ@H .vEHEﬁétﬂﬁl fa?itﬁ@ b R)gt?]é B&rifkh g tRe the

encrypted data stored in the confirmat’ion Ip 9 1s read. [0095] -22

(12) ThatkasiaRtdndabaiflcerd 5 isidaafivPhetsrdy Bonhthd BenhfFBRO0E R/t key
[K2] of the authorities and decrypted data [A2'] is obtained. [0096]

(13) Then tleceerfifiede Gatlee piRyptedfdatheCedribireadat i on chip 8 is conpared with
the authentication verifying data [A] of the verifying chip 7. [0097]

As a reldMB®] if these are equal with each other, it is judged that the
conmbi nation of the authentication verifying chip 7 of the certificate 5
and t he(®@onThe eaetypted-ditp [€1of1s decrypted by using the first crypt key [K1] of

the authorities and the decrypted data [A1'] is obtained.

[0090]

(9) The authentication verifying data [A] is read from the verifying chip 7 on the
certificate 5.

[0091]

(10) The decrypted data [A1'] thus decrypted is compared with the
authentication verifying data [A].

[0092]

As a result, if these are equal with each other, it is judged that the combination of
the verifying chip 7 and the confirmation chip 8 is valid, and it is verified that the
certificate 5 1s authentic.

[0093]

If these are different from each other, it is judged that the combination of the
verifying chip 7 and the confirmation chip 8 is invalid, and it is identified that the
certificate 5 is not authentic.

[0094]

Next, the authenticity of the object to be certified is identified.

(11) For the authentication verification for the object to be certified 6, the
encrypted data [C2] stored in the confirmation chip 9 is read.

[0095]
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the object to be certified 6 is valid, and it is verified that the object
to be certified 6 is authentic. [0098] |If these are different from each
other, it is judged that the combination of the authentication verifying
chip 7 of the certificate 5 and the confirmation chip 9 of the object to

be certj fi 6 IS inv is identified that the ob be
cortiti b6 i eRayPit i Fel i 1P6‘6§’§’P fﬁﬁ)éueegﬁeﬁtsmﬂ GHPUBEY £20g chi p,
t he conf.i on: chi t reI the confirmation chip
are corfiighe hp%@gaﬁg%ﬁy@ge{l&zﬁ %@E t 1 and further

expl ana{Itd gg] is not given here. [0100] The procedures of encryption and
decryptio and the matters relating to controlling the crypt keys are

the sang3as ThoaErisRATdREIALY i RRRRHLARA ctlip 8%@4:0&%?&& fth the

description is not given here. [0101] <Enbodi nent 3 of

aut hentguﬁ@éntﬁgtlma@ﬁfyl@ahtgr[g]aufﬂ@n&erﬁﬁhgqmlp)vocesw In or der to further
secure the authentication verification, description will be given now on

t he Enbl@dpient 3 to verify the authent|C|ty of the certificate and the
object to be certified by each other, referring to Fig. 5 and Fig. 6.
Fi g. 5 Ahowesulenbthese atoedual wgtidedabrothém itistjhdged tat tuncerbinttiomof on.
Fig. 6 shows a process_to verify the -23 authentication using these

nmenber ghe euglenecategn wmgapm@ F tqffth% sedificate Hané khe sonfsmatips Fhiwy of he

12, "suche abest i seritsd Gin Yok Sid Rod Shefied tiacdbe REIcaLinBRCPETh

verificati LOlOZ] On the certlflcate 11, a first authentication
verlfylﬁ @WB 13 is non-renovably nmounted. In the first verifying chip

@fble first authentication verifying information [A] such as
artlfac rics is stored.

If these are different from each other, it 1s judged that the combination of the
authentication verifying chip 7 of the certificate 5 and the confirmation chip 9 of the
object to be certified 6 is invalid, and it is identified that the object to be certified 6
is not authentic.

[0099]

The authentication verifying chip, the confirmation chip and the details relating to
the confirmation chip are common to those described in the Embodiment 1, and
further explanation is not given here.

[0100]

The procedures of encryption and decryption, and the matters relating to controlling
the crypt keys are the same as those described in the Embodiment 1, and detailed
description is not given here.

[0101]

<{Embodiment 3 of the authentication member and the authentication process>

In order to further secure the authentication verification, description will be given
now on the Embodiment 3 to verify the authenticity of the certificate and the object
to be certified by each other, referring to Fig. 5 and Fig. 6. Fig. 5 shows members

to be used for the authentication verification. Fig. 6 shows a process to verify the
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[0103] On the object to be certified 12, a second authentication
verifying chip 14 is non-renovably nmounted. In the second verifying chip
14, copy-unable first authentication verifying information [A2] such as
artifact-metrics is stored. [0104] On the certificate 11, a second
confirna%hon.chig 15 is further non-renovably nounted. Digitized data

[M2] of aYthentitign disHi% HeRe MSMRSH verifying information [A2] of the
bj ect tified i ted i th t..k K2 f
Che aut Fil Py oy REedfi PR Gmidl et btk dufinines) ook Phi s

is stored:4n,.. I hexse [ ] i : ect to
be cert‘?%lfg%ugg, epa@ﬂgggf Sglgﬂ;fs if{nma ‘I%%Eogﬁl ép%r%gec;l ég’flﬁg: bhagg]cc'inrﬂ@p g@ovabl y
nount ed Neoun : i Mt henti cation verifying

i nfor na‘t@%qu%lfgg?ﬂﬁg téi:lglra%llt inggfﬂg()ﬁlg&ﬁﬁscaggg'rypt ed by using the crypt
key [KIJowP] the authorities to the encrypted-by-first-crypt-key data
[A], and this is stored in the first confirmation chip 16. [0106] It
i s desi Qahhe cefificatehdl fa fisst aathepticken ydtiffinigschip 13 és eod-rémovatiyie second
crypt key [K2], while the sane key may be used to have sinpler

ar r angementted] Olothe fuBesemnfyptg dnp i3} cogyeunpbleefirst authemtigatproeesfyifgor t he
aut hentjcation verification as -24 shown in Fig. 6. (1) The second

aut hent infarmatian\idvlilf yaehgascatifact-anetsicpisepiares where the ~ copy- unabl e
second aut hinti cation verifying information [A2] is stored. [0108] (2)
The sec Saut hent i cati on verifying information [A2] is read. In case the

ot or mephot opit b B g Eitegr § o BRBRANAORSR PURR B VLR Ty ng dat o

[Me]. é&%?e%ovably mounted. In the second verifying chip 14, copy-unable first

authentication verifying information [A2] such as artifact-metrics is stored.
[0104]

On the certificate 11, a second confirmation chip 15 is further non-removably
mounted, Digitized data [M2] of the second authentication verifying information
[A2] of the object to be certified 12 is encrypted by using the crypt key [K2] of
the authorities to the encrypted-by-first-crypt-key data [C2], and this is stored in
the second confirmation chip 15.

[0105]

On the object to be certified 12, a first confirmation chip 16 is further
non-removably mounted, Digitized data {M1] of the first authentication verifying
information [Al] of the certificate 11 is encrypted by using the crypt key [K1] of
the authorities to the encrypted-by-first-crypt-key data [ C1], and this is stored in
the first confirmation chip 16.

[0106]

It is desirable that the first crypt key [K1] is different from the second crypt key
[K21, while the same key may be used to have simpler arrangement,

[0107]

Description will be given now on a process for the authentication verification as
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(3) The second authentication verifying information [A2] is encrypted by
using the second crypt key [K2] of the authorities. The encrypted second
data [C2] is obtained, and this is stored in the second confirnmation
chip 15. [0110] (4) The first authentication verifying chip 13 is
prepared where_the copy-unable first authentication verifying

i nfor 8ﬁ1P§ﬁ¥°§s stored. [0111] (5) The first authentication

ver i 13ig iﬂlfe%%%a?oﬁﬂﬁ%%ﬂﬁéﬁﬁticaﬁén i PHERS bR TP T <G L,??ijzgd.
eri | " dnArSY THege ™ T
usi ng. (REVPRE <Cebt p bRV FAInY Fibinkoth PRRT Rfldrels, ot el first

data [Glgipgp obtained, and this is stored in the first confirmation chip
16. [0113? In this case, different keys may be used as the first crypt
key [ K12)anthé beconac@iisbntichtion visetyilgd@forntitioh e\ Zlanerdedy may be used.
[0114] (7) The second verifying chip 14 and the first confirmation chip
16 ar e Inwdsd etk sevond antirentieaimabdrifyiigriufrimegon i AN eisodnatogt infagebe
certified 12. [0115] -25 (8) The first authentication verifying chip 13
and t hanfoemotion,db ¥ digived ¢o thdsecond authentication werifyimgdateriM2hovabl e
structure on the certificate 11. [0116] (9) For the authentication
verifi for the object to be certified 12, the encrypted first data

109h
arj, ichjs stored in the first.confirnati hip 16 noynted. on the
L) oot O0° Dehe bt idhepsichiian ¥ eStinG M ARORIAZ] 1 oHCr KRRt by, ffing

encr ypttﬁg sfe'cc)rn%lt cr?zf)l’} Ee)[ %} 'oF tﬂg %h 05‘1%%3.byTHés EH&yE)Pe% §éc5§& dgtrayREZJK %
obtained, and this is stored in the second confirmation chip 15.

[0110]
(4) The first authentication verifying chip 13 is prepared where the copy-unable

first authentication verifying information {Al] is stored.

[0111]

(5) The first authentication verifying information [Al] is read.

In case the first authentication verifying information [Al] is analog image
information, it is digitized.

[0112]

(6) The first authentication verifying data [Al] is encrypted by using the first
crypt key [K1] of the authorities. The encrypted first data [C1] is obtained, and
this is stored in the first confirmation chip 16.

[0113]

In this case, different keys may be used as the first crypt key [K1] and the second
crypt key [K2], or the same key may be used.

[0114]

(7) The second verifying chip 14 and the first confirmation chip 16 are mounted in
a non-removable structure on the object to be certified 12.

[0115]
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[ KI] of the authorities and first plain text data [Al'] is obtained.
[0118] (11) On the other hand, the second authentication verifying
information [A2] of the first authentication verifying chip 13 on the
certificate 11 is read. In case the first authentication verifying
information [AI] is analog image information, it is digitized. [0119]
(12) Net®, The fiestcangherdtaten ondfyiag ehip @3] aridstheeecypd eohfhmation i he
second crypt key [K2] of the authorities and _second plain text data
[A2'] iasesnewitedin a nppsreojovphle)strpsturejonstheertikeste ddt i on verifying

i nfor ion. [Al] of the first verifying chip 13 on the certificate 11 is
r ead. i (14) The second authentication verifying information [A2]

[ P12
th d i.fying .chip .14 he obj.ect to b tified 12 i

nae BT3P0 SR B R Ses BREGLIR, PR W 57 12 o
th e . ' . g : ' : ¢
the oo et Best et CEERRERGs Mokl HBCRR B S dpnited o

i nf j fhet REHAL] 8 t; tified 12 i dwithth
docrypren e e BN TEis BB Care. [0153) 26 Ac a resulf
if thesgiaye equal with each other, it is judged that the conbination of

the first authentication verifying chip 13 of the certificate 11 and the
first QonfiNeg| tlencsdrypieddiref dithd 010) Batectyptdd bg esingf thedirs2 cgmpe kehe
conbi nati on of the second authentication verifying chip 14 of the object
to be cldl]i bf e Aithanded wed first plain ¢erifdatardAll dnisodtitpndd of t he object to
be certified 12 are valid, and it is verified that the object to be
certifildd1fs authentic. [0124] |If these are different from each other,

it is judged. that the conbination of the fjrst . . . )
: (ul19 On the other hand, the second authentlcatljon verifying information [A2] of

the first authentication verifying chip 13 on the certificate 11 is read.

In case the first authentication verifying information [Al] is analog image
information, it is digitized.

(0119]

(12) Next, the encrypted second data [C2] is decrypted by using the second
crypt key [K2] of the authorities and second plain text data [A2'] is obtained.
[0120]

(13) The first authentication verifying information [A1] of the first verifying chip
13 on the certificate 11 is read.

[0121]

(14) The second authentication verifying information {A2] on the second
verifying chip 14 on the object to be certified 12 1s read.

[0122]

(15) The first authentication verifying information [Al] of the certificate 11 is
compared with the decrypted first data [A1'] of the object to be certified, and the
second authentication verifying information [A2] of the object to be certified 12 is
compared with the decrypted second data [A2'] of the certificate,

[0123]
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aut hentication verifying chip 13 of the certificate 11 and the first
confirmation chip 16 of the object to be certified 12 and the

conbi nati on of the second authentication verifying chip 14 of the object
to be certified 12 and the first confirmation chip 16 of the object to
be certified 12 are invalid, and it is identified that the object to be
certifi e i sedulf ifiebeaid equd Qd@b¢achThtBe it Rgalgaibthad they eshbimbfian ehi p,
the confirmation chip and matters relating to the confirmation chip are
t he sanghadirsthmskerdestion vedfyiimg tip 1Bndfatie rertifichte dhdnd dis¢ fidted
description is not given here, [0126] Also, the procedure of encryption
and decroppfifoaticanchip 6 afghe ebject t be coified 12canst thel domridnatioa efrthpt keys
are the sane as those described jn the Embodi nent 1, ..and detail ed
descri ptSeeend authemrtiGion yepénag chup1btypf thepbireditpdgcertifigd 14and the first

aut henti cati on. nenber, .and, t he. aut hent i i rocess> ., Cenerall t he
urber  SAALIBT HEb dGrthans EFiedt Tb bertlied RAe SR et as Veghedithhg t he
nunber t he rijfi 10 Lhe..object to be certified, the relation

bet \/\/een%‘la‘lé’gﬁﬁfgoct’e P‘S‘%ﬁﬁt&%&%fiﬁ*ﬁf’gg and the certificate can be identified.
However,[ ﬁ the certificate nunber is shown on the object to be
certifieg, %]he object to be certified can be easily forged. To cope with

this pr QPJF]}%{%E afe AHPeNBER dabR ofRIC IR ke dhit fHeCRinfoifdtiiResf the ftered is

nount ed o e object to be certified in™-27 the enbodi nent as descri bed

bel ow.  alsfheABlatiOverlfyizdchip 43 of thdhevrtifiagteenbs {iRNfirst confiiatidntdnep

certificate nunber given to the certificate is used. Fig. 7 shows
menber s Iwflike whpdt tobe cheifdt 1emtd thet dombimatibnFofghe Seshmhsuthepicat®as to
verify the authentication by using these nenbers. [0129] Fig. 7 (a)
shows a veeifiting chipt B fithevdbjesh to derceftefiadet? fnd thehbrsh wonfmdtet ¢hop 16 of

the object to be certified 12 are invalid, and it is identified that the object to be

certified is not authentic.

[0125]

The authentication verifying chip, the confirmation chip and matters relating to the
confirmation chip are the same as those described in the Embodiment 1, and
detailed description is not given here.

[0126]

Also, the procedure of encryption and decryption and the matters relating to
controlling the crypt keys are the same as those described in the Embodiment 1,
and detailed description 1s not given here.

[0127]

{Embodiment 4 of the authentication member and the authentication process>
Generally, the number added by the authorities is put on the certificate.

By adding the number of the certificate to the object to be certified, the relation
between the object to be certified and the certificate can be identified. However, if
the certificate number is shown on the object to be certified, the object to be
certified can be easily forged. To cope with this problem, a chip where the

encrypted certificate number is stored is mounted on the object to be certified in
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verification and Fig. 7 (b) shows an object to be certified 22, such as a
comodity which is the subject to the authentication verification.

[0130] On the certificate 21, an authentication verifying chip 23 is
non-renovably nmounted and a specific certificate nunber 25 assigned by
the authorities is non-renovably further mounted. [0131] 1In the

aut hent itgatdnfivdieents 38 dgscabeéPbdlowcopy- unabl e aut henti cation verifying
information [A] such as artifact-netrics is stored. [0132] On the object
to be cei(Xl28] ed 22, a confirmation chip 24 is non-renovably nounted. The
aut henti cation verlf ying information [A] stored in the verifying chip 7
is encriigt édndyigish ﬁgavatlmacmhddlmepgt mislyich ik cortifichte mumber giver o the
encrypted data .[C] and this is stored in the confirmation chip 24.

[0133] CoRtiiGaée BHi¥e: to be certified 22, further a chip 26 where the

certifi tennber ncr ed, by fir rypt ke of
the aut HIEi 77 %lee@%ﬁ%?@ éﬁﬁf?ﬂh@ﬁ@ﬁﬂﬁ%ﬁﬁ% TS P 4 PFOCESS or ed
t herei n non-se s desirable that the first
crypt kéfﬁ?VFEﬁ ‘ff#’%?%%ﬁﬂ{l%ryr%sﬁﬁﬁlﬁbek‘é heérypt key [K2], while it is
al so pos Qb]e to sinplify the arrangenent by using the sane key. -28
[0135] t is al so possible to arrange that a single chip is used for the

conf | T megipon (§hishodd a @Rtlidie 280 uhickls helkRa fob tenguntiedioger LI fi cate

nunber, and further, that t certification data [C] and the certificate
nunber  afegificiticosat Bfg Togpt Sigswamd objetstd e c&figied PReduct 8538bmmodity

Description will be given now on a process for the authentication
veri f i cathiolnisathe subgead to thé-hgtheBtication verification.
[0130]

On the certificate 21, an authentication verifying chip 23 is non-removably mounted
and a specific certificate number 25 assigned by the authorities is non-removably
further mounted.

[0131]

In the authentication verifying chip 7, copy-unable authentication verifying
information [A] such as artifact-metrics is stored.

[0132]

On the object to be certified 22, a confirmation chip 24 is non-removably mounted.
The authentication verifying information [A] stored in the verifying chip 7 is
encrypted by using a second crypt key [K2] of the authorities to encrypted data
[C] and this is stored in the confirmation chip 24.

[0133]

On the object to be certified 22, further a chip 26 where the certificate number 25 is
encrypted by using a first crypt key [K1] of the authorities to encrypted certificate
number [Cn] and this is stored therein non-removably mounted.

[0134]

It is desirable that the first crypt key [K1] is different from the second crypt key

[K21, while it 1s also-possible to simplify the arrangement by using the same key.
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(1) The authentication verifying chip 23 is prepared where the
copy-unable authentication verifying information [A] is stored. [0137]
(2) Acertificate 21 is prepared where an altering-unable certificate
nunber 25 is attached. [0138] (3) The authentication verifying chip 23
is nounted non-renovably on the body of the certificate 21 where the
certificmyygshunber 25 is attached. [0139] (4) The authentication
verifying information [A] is read. In case the authentication verifying
i nf or matlk ¢hals@possiblental niga frhatratingle, chip id 8seddogithé zestirmatioarahés 24 0
accurately read the authentication verifying information [A], it is

desi r ablandtthe rchgd26 hawhg ¢he eheryptad deytificate mumb2s, drsl fuotiet citiabthe he
certificate 1. [0140]_(5) The authentication verifying data [A] is

encr ypt exgrisfication sigta Hel fandsthe gertificatecsympen jrepmtegrated fopether ped this i3 he
encrypted data_[C]. The confirmation chip 24 is prepared where the
encrypt é’dlcﬂd%tﬁd-[ Cl] is stored. The certificate nunber 25 is encrypted by
usi ng th@tlégﬁond crypt key [K2] of the authorities to the encrypted
certific unber [Cn]. The chip is prepared where the encrypted

24 and thecoRnEh 8! Hedtre et e ool bt g AR & o) ect
to be Cesrhbln@!i‘ﬁ*i 2¢ As the storage nediumfor the encrypted data [C], an
optical reading and recording method such as barcode, two-dinensional

b code s sy gt usl G 01 e
t he obj Ea@thérmicbigom eéﬁfyiﬂgeﬁhf&ﬁxatibhr[s’ﬂ ishetored.
[0137]
(2) A certificate 21 is prepared where an altering-unable certificate number 25 is
attached.
[0138)
(3) The authentication verifying chip 23 is mounted non-removably on the body of
the certificate 21 where the certificate number 25 is attached.
{0139]
(4) The authentication verifying information [A] is read.
In case the authentication verifying information [A] is analog information, it is
digitized.
In order to accurately read the authentication verifying information [A], it is
desirable to read it after the verifying chip 23 is mounted on the certificate 1.
[0140]
(5) The authentication verifying data [A] is encrypted by using the first crypt
key [K1] of the authorities to the encrypted data [C]. The confirmation chip 24 is
prepared where the encrypted data [C] is stored. The certificate number 25 is
encrypted by using the second crypt key [K2] of the authorities to the encrypted
certificate number [Cn]. The chip is prepared where the encrypted certificate

number [Cn] is stored.
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encrypted data [C], which is stored in the confirmation chip 24 on the
object to be certified 22, and the encrypted certificate nunber [Cn],
which is stored in the chip 26, are read. [0143] (8) The encrypted data
[C] is decrypted by using the first crypt key [Kl] of the authorities
and decrypted plain text data [A'] is obtained. Then the encrypted
certific@iglihunber [Cn] is decrypted by using the second crypt key [K2]
of the authorities and the decrypted certificate nunber [n'] is

obt ai ned(6)[ OThé]confﬁtﬁ)at'fm dhie 24 tahé thé ahig, 26 fre mouhted tionatehmvablgrorf glieng

i nformation of the authentication verifying chip 23 and the

certifi ddeQf ebjegbtabe ﬁﬂlﬁlﬁeécﬂ%n t he certl ficate 21 are read. In case

the authentication verify %h%nformatlon Fihls anal og information, it is
digitizeds tf[eoqt@age rp@@t}lmrm eacyated &ita %Joeaﬁaltréacbég aad tfﬁ(qué@gzz is

conpared w.t ut hent i cat.i on ver i n of the.certificate
5 hnd dAEodsuFk ae BoRar e dimsional b k. o oS ARSIy ¢ he
encrypted certifijgat rd S with the certificate nunber [N
of the JBFETY 053{13620%113 Fgﬁ%ﬁtkeg@lgg?@;ﬁgq if these are equal with each
ot her |n0§ b] it is judged that the -30 conbination of the certificate
and the E) ject to be certified is valid and it is verified that the

obj ect tg)bemeﬂfel :Idtﬁ&ltk%t@l%l@ﬁﬁ&dtfbn fBP # bbjedtf totﬁl%énﬁ%éd 3Dy ifd fther ence,
it is judged that the conbination of the certificate and the object to

ggr ;::e][ It ; %ﬂc{ag:.te% S?@;Ei‘{]hi‘“;}??*{l% stbrddsini therdonfitragtidmetiip tAeoroticest fjeétctolb% _
[0148] The authentication verifying chip,
t he confdertified B2y anidi the andrypd¢d eersificateatunmeert [(Crilhavhich is stored in the chip
26, are read.
[0143]
(8) The encrypted data [C] is decrypted by using the first crypt key [K1] of the
authorities and decrypted plain text data [A'] is obtained. Then the encrypted
certificate number [Cn] is decrypted by using the second crypt key [K21 of the
authorities and the decrypted certificate number [n'] is obtained.
[0144]
(9)  On the other hand, the authentication verifying information [A] of the
authentication verifying chip 23 and the certificate number 25 as mounted on the
certificate 21 are read.
In case the authentication verifying information [A] is analog information, it is
digitized.
[0145]
(10) The data [A'] of the object to be certified 22 is compared with the
authentication verifying data [Al of the certificate 21 and the certificate number
[N'] decrypted from the chip 26 having the encrypted certificate number is
compared with the certificate number [N] of the certificate 21.
10146
As a result, if these are equal with each other in all, it is judged that the
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confirmation chip are the sanme as those described in the Enbodi nent 1,
and detailed description is not given here. [0149] Also, the procedures
of encryption and decryption and the matters relating to controlling the
crypt keys are the sane as those described in the Enbodinent 1, and
detail ed description is not given here. [0150] <Enbodinent 5 of the

aut hent i wathieniomesfiibe cartificatreamlitieesiijectatibencartifed ssvalidwndnt 1§ oerifitie
confirmation chip nounted on the object to be certified, an IC chip is
used, a thatr ge ehpeuinto befcegtfied waathentysed, but if the other barcode,

t wo- di nensi opal barcode, magnetic stripe, or the like is used, it is

di fficul 144! store a | arge anmobunt of data. In the Enbodinent 5, typical

Qfégr f hrfi%;? q‘%lﬁeh'z Eéﬁeé?’slééjl, Ni"é?@fg%% tﬁéxﬁﬁ%éqo%@%ﬁ&%fc@%ﬁ%‘ ‘et«?‘é‘i{fﬁlﬁe
16- f i q. i
rai o) 11 ot e Eobfal iR Sho iGN IiChl B b s weaBe e, 11

this is i hfeﬁ stored data anount of the server and conmuni cation
dat a armdtﬂ)trtltahvm ﬁc'not be so big. In order to alleviate the burden of
encrypti[?jagi]acrypti on, the amount of the data to be stored can be
reduced by using the hash algorithm [0151] Fig. 9 and Fig. 10

i1l ustrare: anhendetivierbiiying chipl te: datfematohehioaid Rditers tdlfing @lthe
certificate is reduced. Fig. 9 shows the nenbers to be used for the

aut hent icpafirmatianchifiage it stmevas shoserdesesbed m ther Efppodienads hedit i cati on
by using these nenbers. [0152] Fig. 9 (a) dhows a certificate 31, which
i s ref erdetailefloteschpticruishenitgieeat hee. verification and Fig. 9 (b) shows an
object to be certified 32, such as a commobdity which is the subject to
aut hent i [&149] i dent i fication. [0153]

Also, the procedures of encryption and decryption and the matters relating to

controlling the crypt keys are the same as those described in the Embodiment 1,

and detailed description is not given here,

[0150]

{Embodiment 5 of the authentication member and the authentication process>

When, for the confirmation chip mounted on the object to be certified, an IC chip is

used, a large amount of data can be used, but if the other barcode, two-dimensional

barcode, magnetic stripe, or the like is used, it 1s difficult to store a large amount of

data.

In the Embodiment 5, typical hash algorithm, 1.e., MD5 (Message Digest 5), SAH-1

(Secure Hash Algorithm-1), SAH-2, etc. are used and data can be converted to the
- 16-byte hash value regardless of how big the data amount is, and the falsification of

original data is always reflected in the hash value. If this is utilized, stored data

amount of the server and communication data amount will not be so big. In order

to alleviate the burden of encryption/decryption, the amount of the data to be stored

can be reduced by using the hash algorithm.

[0151]

Fig. 9 and Fig. 10 illustrate an embodiment where the data to be mounted on the
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On the certificate 31, the authentication verifying chip 33 prepared by
the authorities is nounted non-renovably. In the authentication
verifying chip 33, copy-unable authentication verifying information [A]
such as artifact-nmetrics or the like is stored. [0154] On the object to
be certified 32, a confirmation chip 34 is non-renovably nmounted. The
aut hent i @afifi@Re Werddiwyédig i nformation [A] stored in the authentication
verifying chip 33 is hashed and the hash value is encrypted by using the
crypt kefig] Kshows thdimembciots be esed doretherayphedichish avdFigl¢ €hgws and thi s
is stored in the certifying chip having the hash-value 34. [0155] Now,
descri ptroceseithvebiéy thevaurtheniidabien hyotsess tifase membérgi ng t he aut henti cati on
shown |n F . 10. (1) The authentication verifying chip 33 is prepared
where t hé y-unable authentication verifying information [A] is

ﬁéﬁ;?ﬁmﬁh s igapiRe Alnsti s longh 5?%%%?1(:&?0@)”“?226"
aut hent (eReERPER il ﬁ%) rvk‘%%r% Bietafo bE et bt e Commadity o
-32 di glvBﬁléE?SA‘jhe Q{b?éc‘i’%(ﬁhﬁleﬁﬁgﬁﬁﬁ&lﬂﬁcﬁﬁﬁg t he aut hentication verifying

i nfor mati1'on 0 rea fter the verifying chip 33 is
nount ed séhe certificate 32. [0158] (4) The authentication verifying
information JA] is hashed in one way and the hash value [H is obtained.

E g 259] @b thelbartifiage MakmeabthbniicatRAGHYIHag chip 35 pRGatdiebE Pt key [K] of
authorities 1s mounted non-removably.
In the authentication verifying chip 33, copy-unable authentication verifying
information [A] such as artifact-metrics or the like is stored.
[0154]
On the object to be certified 32, a confirmation chip 34 is non-removably mounted.
The authentication verifying information [A] stored in the authentication verifying
chip 33 is hashed and the hash value 1s encrypted by using the crypt key [K] of
the authorities to encrypted hash value [Ch], and this is stored in the certifying
chip having the hash-value 34.
[0155]
Now, description will be given on the process for verifying the authentication shown
m Fig. 10.
(1) The authentication verifying chip 33 is prepared where the copy-unable
authentication verifying information [A] is stored.
[0156]
(2) The authentication verifying chip 33 is mounted non-removably to the body of
the certificate 32.
[0157]
(3) The authentication verifying information [A] is read.

In case the authentication verifying information [A] is analog information, it is
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authorities and the encrypted hash value [Ch] is obtained. [0160] (6)
The encrypted bash value for certification [Ch] is stored in the
certifying chip having the hash-value 34 and this is nounted
non-renovably on the body of the object to be certified 32. [0161] (7)
For the authentication verification for the object to be certified 32,
the enqiyphefl hash value for certification [Ch] is read fromthe
confirmation chip 33 of the object to be certified 32. [0162] (8) The

encrypt dd drdshtovalcugatélghad shedeohypiietionwariying itfoematiorpt Akeit if K] of the
authorities and the hash value [H] is obtained. [0163] (9) Fromthe
veri fyi rdgsiriblp t83ead aftdretheerariffing ahwp 3 s mountedtdretite ceatificate B8r i f yi ng
information [A] is read. [0164] (10) The authentication verifying

infor matﬁOdﬁS{A] is hashed in one way to obtain the hash value [H].

[ 0165] 1), The hash value [H ] .thus decrypted apd, obtained fromthe
certifyi cﬁ%a@wentl@t@aﬂﬁaﬁﬂaﬁmgﬁn@w hAd hlsaaﬁﬁ@i [Hpng Wa¥ 2Rddhed and
obtainedq fromthe 33 authentication verifying information of the
verifyi ﬂ@sﬂﬁ%%@%ﬁspﬁ@lr@ati ficate. [0166] As a result, if these are
equal Wl[@g %ch other, it is judged that the combination of the

aut hent i ? n verifying chip 33 of the certificate 31 and the

cont LTRSS EETH e SR L g LRl 8 o0,
t hese argugidtiearaattht V&B}ﬁ@&ﬁh@lh@dlue [Chi Sisioweigeet.t hat the conbi nation of
e [0160]
(6) The encrypted hash value for certification [Ch] is stored in the certifying
chip having the hash-value 34 and this is mounted non-removably on the body of the
object to be certified 32.
[0161]
(7) For the authentication verification for the object to be certified 32, the
encrypted hash value for certification [Ch] is read from the confirmation chip 33 of
the object to be certified 32,
[0162]
(8) The encrypted hash value [Ch] is decrypted by using the crypt key [K] of
the authorities and the hash value [H'] is obtained.
[0163]
(9) From the verifying chip 33 of the certificate 31, the authentication verifying
information [A] is read.
[0164]
(10) The authentication verifying information [A] is hashed in one way to obtain
the hash value [H].
[0165]
(11) The hash value [H'] thus decrypted and obtained from the certifying chip 34
is compared with the hash value [H] thus hashed and obtained from the
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aut hentication verifying chip 33 of the certificate 31 and the
confirmation chip 34 of the object to be certified 32 is invalid, and it
is identified that the object to be certified is not authentic. [0168]
<Enmbodi nent 6 of the authentication nenber and the authentication
process> As the technique to apply the hash value as used in the

Enbodi mesgifthéntidatien eedifyisy infeingitRinusiaht yeldfgd chiprbd Ge tith eérkidikatel gnat ur e,
one-way hash value of the data to be executed is encrypted by using a

pri vat e- KHg6] whi ch is known only to the signer, and it is provided
together with the signed data. To confirmthe authenticity of the data,
t he encripuedsiigghthest ace egual owitly pachdotbyr, 1tis8 judged pbithe ckapination lod
signer. Then, the data is.turned to the hash value, If the decrypted
hash valtle qushesgigation serityanhen 33t dhe certitisatendt Ard e eontgmakion @él,p s

confirnme hat.the data i hent.i.c, i.ch i. t falsified. If it is
ot cquait the evjcst b bR Prad B vain and if derifiedhas the Phierf Biberar o,
Further, t dSiQ%J% annot assert that the data confirmed as authentic is
i |1 egi ti%ﬁﬁ‘? I8 "By repl acing the hash val ue of the Enbodi ment 5

wth thegﬁifsgﬂ tal signature, the authentication verification is assured.
[0170] I"”g. " 11 and Fig. 12 show an enbodi nent, which uses the digital

S1 Nl Urt she e Fiflero i 0NN TRGE SisiBa WaPthd OSmbBiAHEDAR! | cal T on.

Fig. 12 shows a process to veri t he "aut henti cation by using these

menber s. aftRdntichtiof verifyldg (i) 33hsWhe @efiffichid BT ah@ tikScontriralioh Thipes£bf ed

for the authentication and Fig. 11 (b) shows an object to be certified
37, suchhasbiect corbredettyfisthdZly insalidyand ubjsadentified that tendhjeet iodse
verification. [0172] On the certificate 36, an authentication verifying
chi p 38 gerefet sondyauthentwut horiti es
[0168]
<{Embodiment 6 of the authentication member and the authentication process>
As the technique to apply the hash value as used in the Embodiment 5, the digital
signature is known.
In the digital signature, one-way hash value of the data to be executed is encrypted
by using a private-key, which is known only to the signer, and it is provided
together with the signed data.
To confirm the authenticity of the data, the encrypted hash value is decrypted by
using a public-key of the signer. Then, the data 1s turned to the hash value. If the
decrypted hash value is equal to the hash value to which the data is hashed, it 1s
confirmed that the data is authentic, which is not falsified. If it 1s not equal, it is
confirmed that it is illegitimate falsified data.
Further, the signer cannot assert that the data confirmed as authentic is illegitimate.
{0169]
By replacing the hash value of the Embodiment 5 with the digital signature, the
authentication verification is assured.
10170]
Fig. 11 and Fig. 12 show an embodiment, which uses the digital signature.
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is non-renovably nmounted. [0173] |In the authentication verifying chip
38, copy-unable authentication verifying information [A] such as
artifact-metrics is stored. On the object to be certified 37, a
confirmation chip 39 is non-renovably nounted. The authentication
verifying information [A] stored in the verifying chip 38 is hashed to

t he haslpig aliugowsSmenbepPicest Byedi i iBe aufienvadtimk e Fid. NPl stdfwst Dfrocess
authorities and the digital signature [S] is obtained. This is stored in

the coud veriftthemuthdntic3fol 0 1élng tNeve nubmsiwars.pti on will be given on the
process for verifying the authentication as shown in Fig. 12. (1) The
aut hent il0KTllon verifying chip 38 is prepared where the copy-unable

aut henti cation verifying information [A] is stored. [0175] . (2) The
verifyi meg-dii ) 38haves aseritisatensth-wiighvapiorred foride nyfcatipe ag@Aig.f i cat e
36. [0176],. .( The aut henti cati.an rifying information [A] (is read. In
case. thaldi scaa}&aﬁct\;@rb@r%rﬁgedﬁ% taso%]c?mjncﬂ@ymﬂégs ther siigeti on,
it is ﬁi gitﬁ#zgd..-% lfn torder to accurately read the authentication

veri fyi HyTBEBRGALIORSETHIARION.t i s desirable to read after the verifying
chip 38 'fmqnunt ed on the certificate 36. [0177] (4) The authentication
verifyi r[lg I'mformation [A] is hashed in one-way and the hash value [H is

b 1 ety b P aesR S i 1B A U AP
obt ai negs non-removably mounted.
[0173]
In the authentication verifying chip 38, copy-unable authentication verifying
information [A] such as artifact-metrics is stored.
On the object to be certified 37, a confirmation chip 39 is non-removably mounted.
The anthentication verifying information [A] stored in the verifying chip 38 is
hashed to the hash value, is encrypted by using a private-key [Kv] of the
authorities and the digital signature [S] is obtained. This is stored in the
confirmation chip 39
[0174]
Now, description will be given on the process for verifying the authentication as
shown in Fig. 12.
(1) The authentication verifying chip 38 is prepared where the copy-unable
authentication verifying information [A] is stored.
[0175]
(2) The verifying chip 38 is mounted non-removably on the body of the certificate
36.
[0176]
(3) The authentication verifying information [A] is read.
In case the authentication verifying information [A] is analog information, it is

digitized.
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[0179] (6) The digital signature [S] is stored in the confirmation chip
39, which is nounted non-renovably on the body of the object to be
certified 37. [0180] (7) For the authentication verification for the
object to be certified 37, the digital signature [S] is read fromthe
confirmation chip 39 of the object to be certified 37. 0181] (8) The
di gi t al Isiaydet to scchsitilyi mad dbe ymmedtitr;xianssrarijyiag;imﬂormmm&A[] Kif]isof t he
authorities and the hash value [H] is obtained. [0182]  (9) The

aut hent idsatribla togead gitergthentasiyingicbep PAJs mountesdor theneartiicater36t yi ng chi p
38 of the certificate 36. [0183] (10) The authentication verifying
infornat{Bﬁ7i is hashed to the hash value [111. [0184] (11) The hash

Al
value [H ] thus ohtaj.ned fromthe digital -siignature,of the confirmtion
chip a0 ) +hBS aRheatcaiymuctung ot (81 35 Hshen Moo labh al e
[H thus. _obtaj ne r. he aut hentication verifying information in the
verifyi 35588’%1% @gj c}?%})%éne ertificate 36. [0185] -36 As a result, if
t hese ar[(m(?g]Jal with each other, it is judged that the conbination of
the authentication verifying chip 38 of the certificate 36 and the

confir ”H(ﬁﬂ)orrrﬁ@msrﬁﬁalu@f[mhes ORirgftedy RenE &phivhicere3TKLD ofahéd and it is

verified that the object to be certified is authenti'c. Because the

aut hor i tjuglforirannaid theskgital tshatatdrbe Jibjsestainedbe certified is not
aut hentic, even when it nmay be of poor quality, the authorities cannot

deny own01#8ponsibility. [0186] If these are different from each other,
A u(cé edTi[IQ %;[gigalhgigggtg?é ?gﬂ ii(s) r;t(g'fedtilrll %he confirmation chip 39, which is
mounted non-removably on the body of the object to be certified 37.
£0180]
(7) For the authentication verification for the object to be certified 37, the digital
signature [S'T is read from the confirmation chip 39 of the object to be certified 37.
[0181]
(8) The digital signature [S'] is decrypted by using a public-key [Kb] of the
authorities and the hash value [H'] is obtained.
[0182]
(9) The authentication verifying information [A] is read from the verifying chip
38 of the certificate 36.
[0183]
(10) The authentication verifying information [A] is hashed to the hash value
[H].
[0184]
(11) The hash value [H'] thus obtained from the digital signature of the
confirmation chip 39 of the object to be certified 37 is compared with the hash value
[H] thus obtained from the authentication verifying information in the verifying

chip 38 of the certificate 36.
[0185]
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aut hentication verifying chip 38 of the certificate 36 and the
confirmation chip 39 of the object to be certified 37 is invalid, and it
is identified that the object to be certified is not authentic. [0187]
<Enbodi nent of the arrangenment of the authentication verifying chip and
the confirmation chip> An authentication verifying chip and a

Fro. 3 onadrebll Pie2he 20090 RACOEE Jf FojodRBL M 0 P8O 0,
Fi g. 5 %u‘?ﬁbr&f& nggrgjv&q 1ﬁg0<\:,3ﬁ 388t tthé c@ﬂle%gtes@@ 'tﬁh 56 Etloﬁ Qﬁﬁﬁi‘&)

Fi g. ows an e rethe ver ylng econlrmatlon
chip ar@f tﬁér {&?@o Ba céf‘cﬁie@ie:}’fl isfvaGidtdanty %nﬂéﬂlethﬁpt&cébjé& toepecertified.
In Fig. 13, ters of solid type print represent the data which is

stored i@mﬁ@j Ghaphettic. t he upper portion, and letters of outline type
print represent the data which is stored in the chip on the | ower

por ti on. B¢@i8O}he Fthorifi8s Canot labsest tizt éhe bhectrosbe bedifiedas mahgethentic, The
verifying chip 101 where the authentication verifying data [A] is stored
and t he evenfwhemitinay beiop pa@2quahir,dhe ahthashiesyopneet deayoWiCrespossihilitanged
si de by @Ide as separated. [0190] Fig. 13 (b) illustrates the

arrange In which a veri fying chip 103 where the -37 authentication

e
o anged gl LA LGRS ARG AR, il SRR 1
02901 Beitpick?uf B olUpBLEPhSrE B 1A mmaedt@lam CBhigeeBie ¥i N9 chi p

105 wher i'Ts entication veriftyrng YesPored and a

confi rrr? Qe cFl’s'IEbt]ang-l re the second encrypted data [C2] is stored are
di sposed as separated side by side on the

(0187]

<Embodiment of the arrangement of the authentication verifying chip and the
confirmation chip>

An authentication verifying chip and a confirmation chip are arranged on each of the
certificate 5 shown in Fig. 3, on the certificate 11 and the object to be certified 12
shown in Fig. 5, and on the object to be certified 22 shown in Fig. 7.

[0188]

Fig. 13 shows an embodiment where the verifying chip and the confirmation chip
are arranged on the certificate and/or the object to be certified.

In Fig. 13, letters of solid type print represent the data which is stored in the chip
on the upper portion, and letters of outhine type print represent the data which is
stored in the chip on the lower portion.

[0189]

Fig. 13 (a) illustrates the most basic arrangement. The verifying chip 101 where
the authentication verifying data [A] is stored and the confirmation chip 102 where
the encrypted data [C] are arranged side by side as separated.

[0190]

Fig. 13 (b) illustrates the arrangement in which a verifying chip 103 where the
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certificate, and a verifying chip 107 where the second authentication
verifying data [A2] is stored and a confirmation chip 108 where the
second encrypted data [Cl] is stored are di sposed as separated side by
side on the object to be certified. [0192] In the arrangenent of Fig. 13
(d), on the certificate, a verifying chip 109 where the first

L ent i ot L cat g ¢ : o 110,
ohi cn - ATt e &R FAl RS SRR LR SRR S P
stored. GhithfiRbIRE WwhePe bk 6ﬁ'€r§rbﬂéeid6lﬁta %g}fei_rsisftb‘ﬂeﬂg chip 111 where the

second authentication verifying data | is stored is placed on an IC
chip 112t mapitehsd srrangedrthht thet dudhentiatipn Wheifieng Hetafdfihé vergivptiEg 193t a
[Cl] is stored. It may be so arranged that the authentication verifying
dat a of i$ beredin & pacigge hif phée $C chipotEdby meanpauklage paftihgre | C chi p by
means such as printing. [0193] Referring to Fig. 14 to Fig. 30,

descri ptl0d%Lhi I | be gi ven bel ow on enbodi ments of the authentication
verifying chi EP)to be used for storing a_carrier_containing copf]/‘-éunabl e

aut hent ité&t i%ok0)v Elustipiesgherrsmgameshin Whidhreseifyingshag 10p ayherephedesit s a

Dot0a) aMdeBHE oty dais AT AR 510788 Shd autonRpmilen cpip LBV istsdicon ¢ he

vornot BocRl o B ParL o0 0l R BRI Bl L) g B0t o
ot U e L . <Erit toLoof K

Shown | (ERicAR, Y verlteing hi” 0 Erete HRICEA plihelfELION AT RS 20,

cont ai nifpg] NGk £Atd Qhfiv@htiby chl iosf@ﬁ@%tﬂhgzsegg@ BfcrBlal deR] LiLe! es.

As shown in the cross-sectional view of Fig. particles 122
are di spesmeet bye degskedSMGRpAStECEté BYisite o tike bbjatsipaendrtifiedi n 121.

[0196] The netal particles 122 arrangenent in the transparent resin 121,
whi ch i §019%
In the arrangement of Fig. 13 (d), on the certificate, a verifying chip 109 where the
first authentication verifying data [Al] is stored is placed on an IC chip 110, which
is a confirmation chip where the second encrypted data [C2] is stored.
On the object to be certified, a verifying chip 111 where the second authentication
verifying data [A2] is stored is placed on an IC chip 112, which is a confirmation
chip where the first encrypted data [C1] is stored.
It may be so arranged that the authentication verifying data of the verifying chip is
stored in a package of the IC chip by means such as printing.
[0193]
Referring to Fig. 14 to Fig. 30, description will be given below on embodiments of
the authentication verifying chip to be used for storing a carrier containing
copy-unable authentication verifying information.
In these figures, (a) represents a general view, and (b) and (c) each represents a
cross-sectional view.
[0194]
Referring to Fig. 14 to Fig. 26, description will be given on the verifying chip, which

is used for authentication verification and which cannot be copied or falsified.
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aut hentication verifying information carrier, is three-dinensional and is
formed by nere chance, and it is inpossible to copy the authentication
verifying information. [0197] <Enbodi ment 2 of the authentication
verifying chi p> The authentication verifying chip 130 as shown in Fig. 15
(a) and Fig. 15 (b) illustrates an exanple of a carrier containing the
authentiﬁﬁggpn verifying information wusing fiber pieces. As shown in the
cross-sectional view of Fig. 15 (b), fiber pieces 132 are dispersed by
neans sughnBsdigeat I &f ithd aiithedtitdtRAsealfgng chgsl n 131. [0198] The fi ber

pi eces 132 arrangenent in the transparent resin 131, which is the

aut hent i Tigd ngthengedtioni vegifying ehipall anskawn ieFig.ild (Hr aed Bigrads{pnal and is
formed by nere chance, and it is inpossible to copy the authentication
veri fyi njustndtes patexample $iof @BtieEachtaning wethauti¢adoni veaifyiog iverinfitiomg chi p
shown in Fig. 16 to Fig. 19 represents an exanpl e where an enbossed

hol ogr arhising mséal pasticless At Shewm ahe srossesactipnalgriew of dvigrakd O ametal er. 1n
t he enbossed hologram only the incident |ight epntering to the edge of a
pit haviargclehd2aep H%SE%IESF? SYIREANISUCH 28 /56akheRIRg th tROFRATRRETESNA ddbossi ng
IS selﬁggbgﬁly not reflected. [0200] <Enbodi ment 3 of the

aut hent i n verifying chip> -39 In the authentication verifying chip

0 o Ak BB P S . g o
The. bot OO CERET sPREUERRMIEH At Rl dMhepdg pl i RARedIPT, "

enbossedneROHRGEANN TIPS IFSREBRCR) SpFathalaulichticBRée $6fynd nfiaRAiant
resin which covers the total surfacé. [02011 The position of the edge

of the pie7IL41l, which serves as the authentication

<Embodiment 2 of the authentication verifying chip>

The authentication verifying chip 130 as shown in Fig. 15 (a) and Fig. 15 (b)
illustrates an example of a carrier containing the authentication verifying information
using fiber pieces. As shown in the cross-sectional view of Fig. 15 (b), fiber pieces
132 are dispersed by means such as scattering in a transparent resin 131.

(0198}

The fiber pieces 132 arrangement in the transparent resin 131, which is the
authentication verifying information carrier, is three-dimensional and is formed by
mere chance, and it is impossible to copy the authentication verifying information.
[0199]

Each of the authentication verifying chip shown in Fig. 16 to Fig. 19 represents an
example where an embossed hologram is used as the authentication verifying
information carrier.

In the embossed hologram, only the incident light entering to the edge of a pit
having the depth corresponding to 1/4 wavelength formed by embossing is
selectively not reflected.

[0200]

<Embodiment 3 of the authentication verifying chip>
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verifying information carrier, is produced by chance. If the quantity of
the sprayed resin 142 is not sufficient or excessive, the edge of the
pits does not function as the enbossed hologramfor incident |ights, and
accordingly, even when it is copied, it does not fulfill the function as
t he aut hentication verifying information. [02021 Referring to Fig. 17,

descri pp @he WithenfiSatfn @éﬁfﬁagachmmgl%éwn aPFRL N6t (g SitbPased ()okagham of

aut hentication verifying information by using a conputer. In the enmbossed

hol ogr amyg hirphé dke deitilledin pas 1D, weich fare atrafged Fi@1LIOBS aRANs Ol ogr am
conprising 1024 binary data disposed in 32 x 32 matrix arrangenment. In
Fig. 17 spayimpsad stowmbethe ¢rols-edctivhalavigwddtRigi B Wb) ,tandrtheupporiedgd ed in
bl ank and a position where "1" of binary data is witten is indicated by
t he mar landl 2@ Battomte the wets ywhtkae dhe whsinhs net Hikedrifweatiopyasabeanhosged
radiation ray irradiated as a result of nuclear fission of radioactive
mat er i ahploggams ubhe yefprenge daunaral 149erepsesents transdaseiddiesm Whightseverssj nary
data of 1024 bits is the hexadeci mal nunber of 256-digit. [02041 When
the 25616 §tal fleci mal nunber is substituted by 4-digit binary and
this is g@ﬁanged in 32 X 32 matrix form the pattern of the enbossed

hol ogran[10 shown in Fig. 17 can be obtai ned. Wen these are substituted

by th i m Ns, 4> - d hol

of bl aci PoRep ko W ee B o5 By 2in AR <elystidn Yoo RIS G "Thas
bl ack-Tdd=greefl- B e Ean sy SEMHOGTHERC ™ of the

Chown | §CRPORE S A B LRI PTChARE: | B el (OB RoRliR

prot rudirags 1upricant siffivient bRBgRGsivENtHe Qigead thoitedes aedfunabRasame | n
t he cross-sectional view of the authentication verifying chip as shown in

Fi 9. 18 enfbopsedohdlogrady forrigcidemtdiahes] and acesrdinglygrevan valaeentofiyd,gt chi ng
t he upper surface of
does not fulfill the function as the authentication verifying information.
[0202]
Referring to Fig. 17, description will be given on a method to obtain the embossed
hologram of authentication verifying information by using a computer.
In the embossed hologram chip for authentication verification, the embossed
hologram comprising 1024 binary data disposed in 32 X 32 matrix arrangement.
In Fig. 17, a position where "0" of binary data is written is indicated i blank and a
position where "1" of binary data is written is indicated by the mark "*".
[0203]
The binary data, which is obtained by detecting a radiation ray irradiated as a result
of nuclear fission of radioactive material, is usually provided in the form of
hexadecimal number. Binary data of 1024 bits is the hexadecimal number of
256-digit.
[0204]
When the 256-digit hexadecimal number is substituted by 4-digit binary and this is
arranged in 32 X 32 matrix form, the pattern of the embossed hologram as shown
in Fig. 17 can be obtained.

When these are substituted by the quaternary number by similar means, 4-color
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a base plate 146, and edges for the enbossed hologramare fornmed. In the
cross-sectional view shown in Fig. 18 (c), protrudings 148 are fornmed by
scattering on the base plate 146, and upper edges for the enbossed

hol ogram are fornmed. The reference nuneral 143 represents transparent
resin to cover the entire surface. [0206] The position of the pits 147

or the pagbhdssen hefoggznﬁ o?ﬂﬂl%%&éd-rgg@erpﬁl%rc'dﬁ“b@%tﬁiﬂ@d. whi ch serves as the

aut hentication verifying information carrier, Is produced nerely by
chance. [ggosher, the enbossed hol ogram has three-di nensional structure,
and even when it is copied by photographing, it does not fulfill the

f unct i onExfibdédimentdtofiehd hothenticationrvenfiing chiyf>or mati on. [ 0207]

<Enmbodi ment 5 of the authentication verifying chip> In the authentication
veri fyi g thhiapttesticatsors herifyingnclip ¢45 sBown he Fagpk8h tiuf uppearsedge anidethehei ght
of protrudings are not the same. As a result, the function of the
enbossedottogl ehpisor of pratrudingsarmegulanly arragged fengionast thegmmbospediral ity of
wavel engths. In the cross-sectional view shown in Fig. 19 (b), pits 152,
153 and wWth different depths are formed on a base plate 151, and

cross- CaiPe RS echP U Sl o6 it ot gaticipn N ERBRE chim i imy . 3 157
the enbotel gt dhe M afebilsl nRenfe & Bichih el BiMHeEPOCE
transparaeﬁﬁseﬁﬁ%t%rl%?a&?t%géeﬂ@?tl‘i‘é‘&ﬁl‘bﬁss%ﬂ.rl{ am tfhxgﬁﬁﬁ] 1n the Position

and the depth of the pi : or the positio . hei ght of the edge
of the piredssttingd vid® shwlhnGh ISEr M (88 prigudingens heafdraRdMRr édatefidy

information carrier, are produced nmerély by chance. Further, the
enbossehmhledgsapldiad46; ddeeppdir redgss wrahe snihosted Rologiath emeformddn it is

copi ed by photographing, it does not fulfill the function of the
aut hent i 'Hat referenee infiyneng 143f representsntrafi@asait resiirtb advertite éntot duinkace.
aut henti cation verifying chip>
[0206]
The position of the pits 147 or the position of the edge of the protrudings 148,
which serves as the authentication verifying information carrier, is produced merely
by chance. Further, the embossed hologram has three-dimensional structure, and
even when it is copied by photographing, it does not fulfill the function of the
authentication verifying information.
[0207]
<Embodiment 5 of the authentication verifying chip>
In the authentication verifying chip 150 as shown in Fig. 19, the depth of pits or the
height of protrudings are not the same. As a result, the function of the embossed
hologram is fulfilled by the light components of a plurality of wavelengths.
In the cross-sectional view shown in Fig. 19 (b), pits 152, 153 and 154 with
different depths are formed on a base plate 151, and upper edges of the emhossed
hologram are prepared. In the cross-sectional view shown in Fig. 19 (c¢),
protrudings 155, 156 and 157 different in height are formed on the base plate 151,

and upper edges of the embossed hologram are prepared. The reference numeral

143 represents transparent resin to cover the entire surface.
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Fig. 20 illustrates an exanple of the authentication verifying chip of an
aut hentication verifying information carrier using fluorescent granules.
In the authentication verifying chip 160 shown in Fig. 20 (a),

fluorescent granules 162 are disperced in the transparent resin 161 as
shown in the cross-sectional view Fig. 20 (b). By selecting the
quorequQQ&Pubstance material, it is possible to have a plurality of
fluorescent colors. [0210] The arrangenent of the fluorescent granules

162 in the fdamiPaiEte dh bf 4Rlpiedda7 bl v BGA ar@U heBhabN e’ ediai Ch

serve as the authentication verl}f)yl ng information carrier, are produced

nerely by tihpitridis PISS wiidteSerte e NEE antlentigftibrt Verifyigtiifitinatiah i on
verifying information cannot be copied. [0211] <Enbodinment 7 of the

aut hent icaafdrparevodbyadngendiy py dibnee. 2 Fuirthenstheadneisossad asapdne hag t he

aut hentication verifying chip of an authentication verifying information
carri er tiuserjmensionalcttinctungy andibeen whantihes enpidiebyt phetogephing itfddesg chi p
170 shown in Fig. 21 (a), radioactive granules 172 are dispersed in the
resi n 170t YR segAcHOR |96 the sutberfsatiopngriingwlmmgations (p). [0212] The
arrangeggg@of the radi oactive granules 172 in the transparent resin 171,
whi ch s as the authentication verifying information carrier, is

d | d_i.s three-di [ I, dth
Bt hont RERgGRy of IRGAEARDIALo S BEAEED 02 b0 coprea.  [0213) Fig
aut hent I E4T 61 be copied. [0213] Fig.
the  aut Rt apRS TR FrfRRTBLER, Mpbl LR YERELBROAR. LY, Snce. The

| 11 descanaryBRid erdiphadhRinafoh EARrRASNOMEIRscal gflhgppear due to the

light interference in"atransparent nmedium The p onenon by the

enbossedy tﬁ@b@&éﬁﬂtﬁﬁﬂ&%&i{%&h@cﬁiﬁ 160 Sh@itt i Figheh (a@f figsresebnii@iules
interfered at the edges. e phenonenon by the iridescence appear where
speci fi a6f iaghdisperednenhs transparent resin 161 as shown in the cross-sectional view
Fig. 20 (b). By selecting the fluorescent substance material, it is possible to have
a plurality of fluorescent colors.
[0210]
The arrangement of the fluorescent granules 162 in the transparent resin 161 and
fluorescent color obtained, which serve as the authentication verifying information
carrier, are produced merely by chance and are three-dimensional, and the
authentication verifying information cannot be copied.
[0211]
(Embodiment 7 of the authentication verifying chip>
Fig. 21 illustrates an example of the authentication verifying chip of an
authentication verifying information carrier using radioactive granules.
In the authentication verifying chip 170 shown in Fig. 21 (a), radioactive granules
172 are dispersed in the resin 171 as shown in the cross-sectional view Fig. 21 (b).
[0212]
The arrangement of the radioactive granules 172 in the transparent resin 171, which
serves as the authentication verifying information carrier, is produced merely by

chance and 1s three-dimensional, and the authentication verifying information cannot
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reflected strongly due to the interference on plane. In this way, the
types of the phenonena observed are different. In case of the
iridescence, when the incident light angle varies, the path length is
different even when used the same iridescent piece, and the iridescence
appeared varies. Therefore, it is inpossible to falsify the sanme. [0214]
<Enbodiq§p£ an the authentication verifying chip> In the authentication
veri fying éﬁ}p'l80 as shown in Fig. 22 (a), iridescence pieces 182
having thgigjructure of the resin piece coated a thin filmthereto are

di sperse I'n the transparent resin 181 as shown in the cross-sectional

vi ew Fi grig282 ¢0Fig. 60R&Skatekranplaesiithd aafhednbieatiot henfyimgadtipos vias i fyi ng
chip> In the authentication verifying chip 185 shown in Fig. 23 (a), pits
187, eaciuthenticaion wbafydeptirref usinguin itidésowan substghde. of the |ight used,
are arranged regularly and resin 188 or the like is filled therein as
shown i nThé &ridasosmesaxt therimlogramundicete @npmena, whicl eppearcdueaiopidigr s by
the resin 188 filled in and/or the resin 186 to cover the entire

sur f ace. light ntgferermetindi renfpanant grediwg. alhf ohenemenghby ¢ embagsashi p> I n

o oo SR ok R Rt DR i e g AT oo
in a transparent - resi n nedi um as,shown i Cross-secti onal view
H o 24 THEROMERDR b din it e apens hErs Sheciic Half o beReR e g on t ho
hi ek i e di

bt ont | SLPHH GebEpCRRCEIAR IBRuce ARPRAL TRMRCWAT Bheiodl of e 1o

shown i rbﬂzelcl} mef Opséci}v??g?&ﬁf&éﬁt 197 such as resin having fluidity is

spread, and 1's so t erea’fter_ inirregular formng, and the
entire sprda36ef tife FRIESEGIPWhERNEhS BRIdENE %8ht Akdld9aHES)GRe PRRERNSLIPY thi's

arrangenent by chance.
different even when used the same iridescent piece, and the iridescence appeared
varies. Therefore, it is impossible to falsify the same.
[0214]
{Embodiment 8 of the authentication venfying chip>
In the authentication verifying chip 180 as shown in Fig. 22 (a), iridescence pieces
182 having the structure of the resin piece coated a thin film thereto are dispersed
in the transparent resin 181 as shown in the cross-sectional view Fig. 22 (b).
(0215]
<Embodiment 9 of the authentication verifying chip>
In the authentication verifying chip 185 shown in Fig. 23 (a), pits 187, each having
the depth of about 1/4 wavelength of the light used, are arranged regularly and resin
188 or the like is filled therein as shown in the cross-sectional view Fig. 23 (b).
Iridescence appears by the resin 188 filled in and/or the resin 186 to cover the
entire surface.
102161
<Embodiment 10 of the authentication verifying chip>
In the authentication verifying chip 190 shown in Fig. 24 (a), iridescence pieces

191, 192 and 193 having a plurality of thicknesses are dispersed in a transparent
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[0218] <Enbodi nent 12 of the authentication verifying chip>In the

aut hentication verifying chip 200 shown in Fig. 26 (a), a material 202
instead of the iridescence pieces, which has fluidity, is sprayed and is
solidified thereafter as shown in Fig. 26 (b), in formof |iquid drops,
and the entire surface is covered by the resin 201. Iridescence appears

Pgafjm];;%'%{ngﬁggﬁﬁﬁg%s ah5n Y 1185 E se t[o&é%g%i\niﬁ%i(wmhﬁesgﬁﬁy ol of the

OWs an arrangenen to accurately read the

aut hent i@@f:ﬁ@fln dfﬁér{ahmaanﬁﬂiéi?ge@&n@sﬁlfﬁ@ttﬁhunés%aﬂ thEFidRLbhdd gc&i P, it

is desir e to have a nar or  positioning on the authentication
verifyingaehi p 210. Only one mark 211 for positioning may be used in the
sinpl est case, while a plurality of nmarks may be provided to ensure nore
accur at e(Crabodiment by of Tieaphenti¢atonngrifgng chip>useful not  only in |inear
readi ng but also in planar reading using an image pickup device. [0220]

| n or derIntthe emshandicatien wemfymm chip d9@ishgwniin Fagldds (on atoatehial 187 kudids f or
positioning, sone types of marks, fqr _exanple, a line to start the

r eadi ng tesnnvingilariteds seread,caml 15selidified haereattes ini sregulus fowamenand n

noving directjon 213 are given gt the _initiating position and the
fini shi f§esasie (feolﬁ(}oé‘glfﬁdﬁ@j’ &Wereém 6r?and further lines -44 214 and

215 indicating the end tion are vi ded. [ 0221] To ensure the
accuratJ%%sﬁﬁgﬁ%aBW%FﬁégﬁhFd¥ﬁﬁBFHﬁB£ﬁYF #erifying chip, it is
necessarmgﬁg]synchronize the nmoving of the verifying chip and the reading
devi ce. this purpose, if marks 216 for synchroni zation signal are

02559 SLABRHER, LLore b PSR P 0 Synehon e (he moveren
In the authentication verifying chip 200 shown in Fig. 26 (a), a material 202 instead
of the iridescence pieces, which has fluidity, is sprayed and is solidified thereafter as
shown in Fig. 26 (b), in form of liquid drops, and the entire surface is covered by
the resin 201.

Iridescence appears by this arrangement also by chance.

[0219]

<Embodiment of control of the reading>

Fig. 27 shows an arrangement embodiment to accurately read the authentication
verifying chip.

To accurately read the verifying chip, it is desirable to have a mark 211 for
positioning on the authentication verifying chip 210. Only one mark 211 for
positioning may be used in the simplest case, while a plurality of marks may be
provided to ensure more accurate positioning. The positioning mark is useful not
only in linear reading but also in planar reading using an image pickup device.
[0220]

In order to ensure the accurate reading, in addition to the mark 211 for positioning,
some types of marks, for example, a line to start the reading in moving direction
212 and a line to finish the reading in moving direction 213 are given at the

initiating position and the finishing position for reading the chip, and further lines
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The reading start and finish lines and/or the mark for synchronization
signal can be also used for signal normalization in the signa
processi ng. These nmarks for positioning, the reading start/finish |ines
and/or the marks for synchroni zation signal can be prepared by adequate
printing neans such as an ink jet printer. In this figure, the reference
nuner al 4 i ifying information carrier
conprisPﬁé%P?%@?qﬁﬁgéggfﬁﬁﬂ%ggéggbﬁ%P%g?g#?&%Iuorescent gr anul es,

radi oactrpyg)gr anul es, iridescent substance, etc. [0223] <Enbodi ments of
the certificate (a guarantee card) arrangenent> Referring to Fig. 28 to
Fig. 33 Todasuié piid acturdterebdingioy efe hebroviton @rtediariping cbip, ialsr angenment s
of the authentication verifying chip where only the verifying chipis
mount ed necesshey twesynchranadecthienmotiag af ainé merifyiggnchip anfithe rdBlingHeviver i f yi ng
chips shown in these figures use iridescence pieces as an authentication
veri fyi digrithisqurmpeseo f roanksiZd6, fonkyndiremeatsmhegnal @re placed oohhe yenfyisgown
in Fig. 14 to Fig. 21 can be used. [0224] <Epbodinent 1 of the
certifi €BlPeltap PaRsjBlodarsynFgpnizeghe gpovementgf fe seadpmepdevee phengeprdingi cat e
(guarantee card) where the authentication verifying chip is nounted and
Fig. 28M$Mmars.its cross-sectional view At the center of the surface

pl ate 2ig2gﬁunted on a base plate 221 of a guarantee card 220, the

veri fyi ip 222 is non-renovably nmounted. If it is necessary to -45
pr ot ect WAV I | . ire
Sur' ace JiyrepShk stistinf ShRyties AdRALE Bark TP bR gk Saff

| nf or nagls%s%aéfoﬁsi@ﬁal%ﬂn%ﬁiﬁro% in!tﬁéls@m Prbckfighe.| tTHeSe thakSGHt I T cate is
provided. In the arrangenment as given here, a small type veritying chip
222 is @bﬁﬁ@ﬂinﬁﬂtﬁeh@adﬁgrﬁil@ﬁnﬁﬁrline@fanﬂhﬁ themhake fof dinehRddatiohidighat he
position and the size of the verifying chip are not limted to this
exanpl ecambd prépaad bhadpdiate griatingmyeape suth as aasnklgtipreder. [ 0225] The
certificate shown in Fig. 28 has a small type verifying chip 222, which

i s pl acdulthis figure, the reference numeral 217 represents an authentication verifying

information carrier comprising fiber pieces, embossed hologram, fluorescent
granules, radioactive granules, iridescent substance, etc.

[0223]

{Embodiments of the certificate (a guarantee card) arrangement>

Referring to Fig. 28 to Fig. 33, description will be given below on embodiments of
arrangements of the authentication verifying chip where only the verifying chip is
mounted on the certificate in the drawing shown in Fig. 13.

The verifying chips shown in these figures use iridescence pieces as an
authentication verifying information carrier, while the other verifying chips as shown
in Fig. 14 to Fig. 21 can be used.

[0224]

{Embodiment 1 of the certificate arrangement>

Fig. 28 (a) is a general view of the certificate (guarantee card) where the
anthentication verifying chip is mounted and Fig. 28 (b) is its cross-sectional view.,
At the center of the surface plate 223 mounted on a base plate 221 of a guarantee

card 220, the verifying chip 222 is non-removably mounted. If it is necessary to
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at the center of the surface plate 223, while in case of the certificate
shown in each of Fig. 29 to Fig. 33, the authentication verifying
information carrier is arranged over the entire surface of the
certificate. Thus, total surface of the certificate, i.e., the
certificate itself, serves as the verifying chip. For this reason, the

certifi ?‘%ﬁ%gta %%%ﬁge%@n?%iilg.?%l"oﬁ%%iv?gﬁﬂtfeitS%ovépﬁl%Ge}ntiréFsﬁPﬁ?é gﬁ&tbez of

t he cer IS a general view o

certifi ¢abBda@nd Om the KRfAcB)f iife bhfraffeesGrd Safor@adbn 274 QUeh &¥ 1dthes
guarantee card 225, the verifying chip 227 is non-renovably nounted on

the entindieatiigrthacs iothd bertiiese iplpavdde®6. If it is necessary to protect
the verifying chip 227, a protective plate to cover the entire surface
may be fin oké dedngénentios gverd dexe, acimdlhypguarifying ehipa2?, isipldadmatthen 224
such as letters indicating that it is the certificate is provided. To
read t heentwalhesme pthe vafage platgi2dg, whilothmppunon and thnmsize of se verlying t he
veri fyi ng, chip 227 including the letter inf?r tion 224 shoul d be read.
[0227] chip #pglot Jmites o) s ermplpeand 5$30 PeRlIcsHAL 20V PRSTHONAStdegiredn,
<Enbodm$é§]3 of the certificate arrangenent> On the guarantee card 230
as sho Fig. 30, the verifying chip 231 is non-renovably nounted on

shown 1 e GHEGERE oo W FREZB B Gt Bpsteati bR 2t ShRE L hlebdat o
Protect oy Pl ey hPUEAYRck EnEDOLT ENAUL PER MK BECIEINEIoWT ALgled. O

the surface o e guar ant nformation

letters qf pey. %ttbrm%ﬁ $Rlthe iahtﬂeﬁﬁkﬂﬁ)rﬁﬁéﬂﬁzfdfﬁf(ﬁrﬂaﬁpﬂ c@icd98 arfdibide the
case of Fig. 28, the letter information 24 is given wthin a franme 232

6, el gueitoakominfatiioen T otrieshiow o shton L
| i nes 21iMe andifiedis itsedl] sextvengs the venfyingochip.onF@asthshoeason, thEicgrtiftate
cannot be falsified nor modified.
(0226
<Embodiment 2 of the certificate arrangement>
Fig. 29 (a) is a general view of a certificate and Fig. 29 (b) is its cross-sectional
ViEW.
On the guarantee card 225, the verifying chip 227 1s non-removably mounted on the
entire surface of the base plate 226. If it is necessary to protect the verifying chip
227, a protective plate to cover the entire surface may be provided. On the surface
of the guarantee card, information 224 such as letters indicating that it is the
certificate is provided.
To read the authentication verifying information, the entire surface of the verifying
chip 227 including the letter information 224 should be read.
[0227]
In Fig. 30 to Fig. 33, the cross-sectional view is not given.
<{Embodiment 3 of the certificate arrangement>
On the guarantee card 230 as shown in Fig. 30, the verifying chip 231 is

non-removably mounted on the entire surface of the base plate similarly to the
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In this case, when the authentication verifying information is to be
read, the entire surface not including the letter information 224 or an
i nside portion where the letter information 224 is given on the surface
is to be read. [0228] <Enbodinent 4 of the certificate arrangenent> On

t he guarantee card 235 as shown in Fig. 31 (a), the verifying chip 236 is

non-re ?B#ﬁ,&ﬁa e gnti.r Q%?ﬁy' pmil arly
to thengéfégi C)é% “the glelri,%' ??'ca?gg fgh’%\%ﬁ%ﬂrﬁ?Bp&S‘%mﬁ I't lﬁg%lr}g)c%gslégry_ to
prot ect ghh@cyed phavd Acayelr Rhe 23fire SuPARIRS b¥ SuRhé! SrovRiedOVeR thee entire
surface may be provided further. On the surface of the guarantee card

235, t heuiéonimiei @araidde sueR30s theinfemsationniidcaichng lehats inklicafing fat
certificate is provided. A lower end of letterds given on the upper
porti on iaischaremifiate snprovfdetheUhldta trescage \f Fipr2d; hiee ladteerinfoomtiion
function as the lines 214 and 215 indicating the end portion shown in
Fig. 27224nel giveorwiting adraime 204 sa thaick wan e ehstingrushied ffam the s function as
the reading start/finish lines 212 and 213 as shown in_Fig. 27. [0229]
In Fig. ifermatjon of fheigsifping chy. c §oF Eup dyapass, theehoundayy bnes cangserys

i ndi catiéﬁg t he %rt]d portion and the reading start/finish lines 212 and
213 is SMORMCUGRIAe it is not actually displayed. The letter information

224 can .be giyen be..di,sti nqui shed .from.the i.nfor ion of the

ver yi Hgeephd 208 WA B SnBli bt AF shog itk Fen " he

aut hent i i i fyi ' i Y t.d Lnsi de
the fr dichis Fs Sl RlcRbn QPribnd BERRHARRTS 135 PR OIS
Fig. 31 - t i os AR AYA jJaf i ad in
Fi g a1 (e PaRg g SRR Ifthloin 2 oA BpldR REITGH MHRed TR e
guar ant @eofAskb2Af RNEWh b thé Gurfid i6ab betfeadveri fying chip 241 is
non-renovably nmounted on the entire surface of the base plate simlarly
to the d@gz8] of the certificate shown in Fig. 29. If it is necessary to

protect the verifying chip
<Embodiment 4 of the certificate arrangement>

On the guarantee card 235 as shown in Fig. 31 (a), the verifying chip 236 is
non-removably mounted on the entire surface of the base plate similarly to the case -
of the certificate shown in Fig. 29. If it is necessary to protect the verifying chip
236, a protective plate to cover the entire surface may be provided further.

On the surface of the guarantee card 235, the information 224 such as letters
indicating that it is the certificate is provided. A lower end of letterds given on the
upper portion and an upper end of the letters given on the lower portion function as
the lines 214 and 215 indicating the end portion shown in Fig. 27, and a forward end
and a backward end of the letters function as the reading start/finish lines 212 and
213 as shown in Fig. 27.

10229]

In Fig. 31 (a), a frame 238 to correspond to the lines 214 and 215 indicating the
end portion and the reading start/finish lines 212 and 213 is shown, while it is not
actually displayed.

The letter information 224 can be given to be distinguished from the information of

the verifying chip as in the case shown in Fig. 30.
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241, a protective plate to cover the entire surface may be provided
further. On the surface of the guarantee card 240, the information 224
such as letters indicating that it is the certificate is provided. The
upper end of the letters given on the upper portion and the upper end of
the letters given on the | ower portion function as the lines 214 and 215

10, o B SPGB o Rl B8 O, B AR
By MY e M 1 AR DR

readi ng tﬁ&%&ﬁéﬂﬁ&hﬁ&h Ve ikoringion 13 Ue%‘eﬁﬂ‘%"'ﬂ‘ig Wil{6.it is not

actual ly displayed. The letter information 224 can be given to be

di stinguigBe fromthe information of the verifying chip as in the case
shown in Fig. 30. Wien the authentication verifying information is to be
read, th&Embodiinent brdithie cetidicafer anangea@ntncl udi ng the letter information
224 is to be read. Fig. 32 (b) shows the authentlcatlon verlfyl ng

i nf or matQoithe guareniesaaird R4fishowam Fag. 37 (R3the verslybsichip 241 es of t he
certificate arrangenent> In the guarantee card 245 shown_in 33, a
mat er i alNoM4RIRQYER a@owggﬂrpm{&@.ervglre SHEReH @@@&@%m@é@n Saﬂ%misgtq ase

The residit d:léggﬁff?cg st g Bl g0, e istipeEiny f@ﬁfcﬁéﬁﬁﬁea@%fﬁﬁée e Ey
o ovi ded it dnaselifl BREHA KRB B Sptitd R min B P0G RIEGT Tl T gn 224
such as hetfe Eﬁrféd%défctﬁ& [gggrahlf'@é carll 249 Pl?—%in kibh %ﬁesbﬂé@ ﬁ@éﬁé{f ded.

| ri descence appears I's arrangemneh nce erring to

R R e
on the upper portion and the upper end of the letters given on the lower portion
function as the lines 214 and 215 indicating the end portion shown in Fig. 27, and
the forward end and the backward end of the letters function as the reading
start/finish lines 212 and 213 as shown in Fig. 27.

[0231]

In Fig. 32 (a), the frame 243 to correspond to the lines 214 and 215 indicating the
end portion and the reading start/finish lines 212 and 213 is shown, while it is not
actually displayed.

The letter information 224 can be given to be distinguished from the information of
the verifying chip as in the case shown in Fig. 30.

When the authentication verifying information is to be read, the portion inside the
frame 243 including the letter information 224 is to be read. Fig. 32 (b) shows the
authentication verifying information to be read in Fig. 32 (a).

[0232]

<Embodiment 6 of the certificate arrangement>

In the guarantee card 245 shown in Fig. 33, a material 246 such as resin having
fluidity is spread and is then solidified in irregular forming, and the entire surface is

covered by the resin.
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confirmation chip is nmounted on the certificate as shown in Fig. 3 and
Fig. 5. Concerning the authentication verifying information to be read
is the sane as in the cases of the certificates shown in Fig. 28 to Fig.
33, and detailed description is not given here. [02341 When the
encrypted data for confirmation is correctly decrypted, it neans that

TSR R TR i U P BN,
S, e SEEHHA0E DN By RS0 i P e ¢

certifi Gal@nRdcdrl Ginfdhatibh 222 dukh aSNaSSrsSBGich@Athat W 8Whe GRriif@te is
guarant €e card 250, the authentication verifying chip 253 and the

confir mpkdEdedhi p 254 conprising col ored two-di nensional barcode or the
| i ke where the authentication verifying information of the verifying
chi p 253ridesceng appears by dhis enmnyg@nent ndhargest ored are non-renovabl y
nounted at the center of the surface plate 252 nounted on the base plate
251. |f [0233]s necessary to protect the verifying chip 253 and the
confirmation, chip_ 254, a protective, ﬁl ate to cover the entire surface
my be gresemagdorkigs band Big. Bhedeseription il hergiven helaw: eembpdiments of
information 224 such as letters indicating that .-49 it is the
cort1 {1 AHRBETRHRGVRCIEID AtoRdo 4R AEhenBrat ViR dhdher e veri fyi ng
chip 253 and the confirmatiagn chip 254 are unt.ed.. at, t he,.center of the
surf acecﬁﬁ?@?@tlﬁ’&f&m Wgu?gr(? %&etqe(gﬁé%ﬂli% ap ﬁggwgillig“l%fg %IFFEF% ffying chip
are not A i m i : - iiflon as
o2, %, O b A SRR N g LSR5 e e 03P
(a) is %aéé%rlﬁrtf}é céh s HRnCRtikf 288 £i2Rd, Fddetdned BésdrdtBn is not
cross-sectiona

given here.

[0234]

When the encrypted data for confirmation is correctly decrypted, it means that

authentication verifying information of the authentication verifying chip corresponds -

to it. Therefore, the legitimacy of the certificate itself can be certified by using the

confirmation data.

[0235]

<{Embodiment 7 of the certificate arrangement>

Fig. 34 (a) is a general view of the certificate and Fig. 34 (b) is its cross-sectional

view,

On the guarantee card 250, the authentication verifying chip 253 and the

confirmation chip 254 comprising colored two-dimensional barcode or the like where

the authentication verifying information of the verifying chip 253 is digitized and

encrypted and is stored are non-removably mounted at the center of the surface

plate 252 mounted on the base plate 251. If it 1s necessary to protect the verifying

chip 253 and the confirmation chip 254, a protective plate to cover the entire surface

may be provided further.

On the surface of the guarantee card, information 224 such as letters indicating that
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view. On the guarantee card 250, the authentication verifying chip 252 is
non-renovably nounted on the entire surface of the base plate 251. In
case it is necessary to protect the authentication verifying chip 252, a
protective plate to cover the entire surface is further provided. On the
surface of the certificate, the letter information 224 or the like to

i ndi cat b d : ifcate is described. At an adequate position
on the Etafggﬁélcg{‘téﬁc%géisﬁgog@fﬁ?i rmati on chip 253 such as an IC chip is

mount ed f, k02 Q&P?g%ﬁ@ﬁ_dds@v&?%ﬁe? ﬁeﬁ%ﬁfﬁdﬂgﬂ)ig 9551394 tRE chRfirthfiontchi

description w e given on a reading devic Aut henti cation verPfyi ng

i nf or maEeRrE a{dunesdatt MeR@ntisest 8O shlfecaplbend7, Gatiiicothe pRitidiyAMDIehi p can
be all optically detected. Wth regard to the I'ighting source and the

| i ght deizecifede veasdng phipane wot limiedgovhis eaniphe anddt usi bg pldeed iat agescent
substance as the authentication verifying information carrier, as a case
usi ng t Ipesitioniadeleewed. substance is the sinplest to explain. On the other
cases of the authentication verifying information carrier, only the
featured08¥Gferent fromthe features when the iridescent substance is

used wil|. he described. In . these figures, the reference nuneral 260 shows
a base B&mpodupentss ngl@ %ﬂrﬁfg@te aﬁﬁgg%lﬁeﬁtﬁper plate; and 262 an

aut henti cat,jon.verifying chip.. [0238].-50 < odi t.1 of the reading
Govi cos i g5 B Sbathdd B ot b8 SeTtica o it Btas) ol hrostpedivite
which is.the nost basic arrangenment to read the authentication verifying
chip asvhevfil ane. Reference nunerals 264 and 265 each represents a white

o0t 0P ek A ARSI Ry RS IGREY o
such as ffigit&eChbh CREBRGred SurtiR8®f thd Blisd MatedPE. Th RaddtSs GAGRsa® thhi te LED
is used as the lighting source. The type of the lighting source is not
l'i mi t ed ptgtetthevduitichtickon Petifydidéliip 28804 dttective plate to cover the entire

surface is further provided. On the surface of the certificate, the letter information

224 or the like to indicate that it is a certificate is described.

At an adequate position on the base plate 251, a confirmation chip 253 such as an IC

chip 1s mounted.

0237]

{Readmg device>

Referring to Fig. 36 to Fig. 43, description will be given on a reading device.

Authentication verifying information carriers to be used on the authentication

verifying chip can be all optically detected. With regard to the lighting source and

the light detected, description will be given on the one using the iridescent

substance as the authentication verifying information carrier, as a case using the

iridescent substance is the simplest to explain. On the other cases of the

authentication verifying information carrier, only the features different from the

features when the iridescent substance is used will be described.

In these figures, the reference numeral 260 shows a base body; 261 a base plate;

263 an upper plate; and 262 an authentication verifying chip.
[0238]
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i ghting source may be used. Al so, the nunber of the lighting source is

not limted to one, but two or nore lighting sources nay be used. [0239]

The white LED gives quasi-white color through the conbination of

ultra-violet LED wth fluorescence of R (red), G (green) and B (bl ue),

t hrough the conbination of LEDs of R G and B, or through the

conbi nakﬁ?ﬂboﬁm&ﬁﬁfoﬁﬁ% Wbt igies! | ow  fluorescence. On the other hand,
or canera, C §

in the co olors are separated by using a color filter.
[0240] phecqy sHoR@ ¥ reddiny eli@ctd Qg i irﬁa%é giekupaedrdivwkick & themost

conmbi nation of the white LED and the color canera is limted to the

col or, Wwhiichreagementist eatiete ththentbatidieveriioindi dhi boa planeuse of the
emtting color and the color filter. [0241] Wen the enbossed hol ogram
i s used Referehee autbesls R64nnd 265 eact yéprgsents arwimte bghtimpsairee to light the
desirable to use a | aser elenent for the lighting source. [0242] When

t he fl uorsfuehchipoL: amt 866 senresentag camerabe bbotogeahitbn veri fyi ng
information carrier, UVLED can be used for the lighting source. [0243]
Wien t hdsrthgicgmers fo photegrpphing,st cRlaycaBeraraich e b G (A crmeTa, i ned ng

informatiion carrier,.the lighti ource, i s.not .used. A fluorescent
ot SO gHAS 8 dhiecdSert Vhie TH % BSed 45 HE ERIBE St ol | ot

Caken' i e 0% 2k e BB eGSRy Suieed BB AR LB i FergRiotng sz <
| S B TR EUEC e ARORP o YR O REE

the came e au fon verityin
verifyi Rgo6RiMit38 drSmbRARghtliR2dRkcesEIPBdiyRAL 2 of the reading device>
[0239]

The white LED gives quasi-white color through the combination of uitra-viclet LED
with fluorescence of R (red), G (green) and B (blue), through the combination of
LEDs of R, G and B, or throtugh the combination of blue LED with the yellow

- fluorescence. On the other hand, i the color camera, colors are separated by using
a color filter.
[0240]
Accordingly, the detection of a light according to the combination of the white LED
and the color camera is limited to the color, which can be detected through the
combination in use of the emitting color and the color filter.
102411
When the embossed hologram is used as the authentication verifying information
carrier, it 1s desirable to use a laser element for the lighting source.
[0242]
When the fluorescent substance is used as the authentication verifying information
carrier, UVLED can be used for the lighting source.
[0243]
When the radioactive matenial 1s used as the authentication verifying information

carrier, the lighting source is not used. A fluorescent plate is tightly mounted on
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Fig. 37 shows Enbodi nent 2 of the reading device, which is a variation of
the reading device shown in Fig. 36. In this Enbodinent 2, the white
color is obtained by using a red LED 267, a green LED 268 and a bl ue LED
269 instead of the white LED, and a camera 270 of color camera or a
nonochrome canera is used. The types of lighting sources are not limted

ot r eayLyaes, ol chadnd B, 1ORESRiekER Al L BRecAb@o. the position

of the arrang are erm ned as appropriate.
[0246] {(gpalhe Enbodinent 1 and in the Enbodinent 2, an area to be
lighted is not limted, and a detection area is |limted. In addition, it

is al so Wwaesithe Baéeob(ﬂfgf%m@ thRed 1rtd & reliding la %ﬁtﬂ%garﬂri.@%t@gfédpﬂie to limt
the detecting area. [0247] <Enbodinent 3 of the reading device> Fig. 38
shows Enfegifying rhip326d istlighted b ithe ligketing souredd 264 nnd 26¥,amidait ion of the
readi ng device shown in Fig. 37. For the readi ng device, a nonochrone
camer a Jhbtograpisekby tet erankrof266, sl the adhentzcatipd Gerifiheg infpesatofn o tig | ng
sources are not limted to three types of red LED, green LED and bl ue
LED. Thevepdgingichip 42 1sHgadr r angerment and number of LEDs are det erni ned
as appropri aj"e. -52 A field-sequential-color systemin which each of LEDs
does not Q2i4§ t at the sane tine but emts per color in sequence nmay be

adopt 6. | AR EOdi L padiLn, (e Eroodiront . an area robe
S R SPBRH BB ONRLR d b oS, VDR R D, .
{:Lgt g? r%QéﬁY}@ d@vfc@%%&ﬂ igq){'g'%_mhi ch is based on a concept different from

In this Embodiment 2, the white color 1s obtained by using a red LED 267, a green

LED 268 and a blue LED 269 instead of the white LED, and a camera 270 of color

camera or a monochrome camera is used.

The types of lighting sources are not limited to three types of read LED, green

LED and blue LED. Also, the position of the arrangement and number of LEDs are

determined as appropriate.

[0246]

In the Embodiment 1 and in the Embodiment 2, an area to be lighted 1s not limited,

and a detection area is limited. In addition, it 1s also possible to arrange to limit the

lighting area and not to limit the detecting area.

£0247]

<{Embodiment 3 of the reading device>

Fig. 38 shows Embodiment 3 of the reading device, which is a variation of the

reading device shown in Fig. 37.

For the reading device, a monochrome camera 271 is used instead of a color camera

270.

The types of lighting sources are not limited to three types of red LED, green LED

and blue LED. The position of the arrangement and number of LEDs are

determined as appropriate.
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t he readi ng devices shown in Fig. 36 to Fig. 39. The authentication
verifying information of the verifying chip has three-di nensi onal
structure in many cases. Therefore, it is possible to obtain different
types of information by photographing fromdifferent directions. In this
readi ng device, the lighting source 272 and two caneras 273 and 274 are

used forg E@Rﬁgaftleﬂﬁmrtgﬂorm@tém NG SRU'FLITR dbSs %ﬂ%&%ﬂh@@h@s used
in Fig. 36 or LEDs such as red LED, green LED, blue LED, etc. as used in

Fig. 37 tand bt @mits3fr cohg ipGeytéme miy bbadegtedngenent, the type and the
nunber are determ ned as appropriate. [0249] <Enbodinent 5 of the

r eadi ng Iddhe dembddimen#t D antiomsha Endadimentds\ancares oo be dgthtdtkisandt Hmmitéd; at i on
verifying chip as a plane.  Fig. 40 (a) shows a general arrangenment of a
det ect i r@dahetdebﬁctranra@aansignu@g.i de addition; Has @ksodpassibleetn arangeote Nmiti f yi ng
and Fig. 40, gb) is an enlar ged_ view to show the corresponding relation
bet ween thadighting agergand ety tedan he dotesENE AT6% anar reading. [0250] The

r ef erencmggﬂmal 275 represents a light emtting/detecting el emrent

mat ri x a light emtting/detecting elenents 276, based on the

oo AT SBEE | e P01 ST Sl e o
conti gungd ThSB EReddlEs 4EHOE HBRh, SIrbe@ oFE unCeby aBbiRe S5 kg3 ©
verifyii %ggcj%(gn%ﬁe i{:%??hévyrpgi p{g@l%l}g F?%n r of the lighting sources are

not lim ‘three re green, ( bl ue LEDs. [02511 When the
embossedr{io} geEmRation gzl%?i@yiﬁg iﬁfbﬁnﬁwm@frﬂ:bl%&ifﬁﬁg V81 K4 thged-BinReSidaPn

carrier, it is desirable to use a |laser elenment for the Iighting source.
[02521 JMhefurehf rdnyocees.eTheyufosd,dn tepdssibles sl omgirt Miffefiit hgpdd 6fat i on

verifying information
information by photographing from different directions.
In this reading device, the lighting source 272 and two cameras 273 and 274 are
used for photographing. The lighting source 272 is a white diode as used in Fig. 36
or LEDs such as red LED, green LED, blue LED, etc. as used in Fig. 37 and Fig.
38. The position of the arrangement, the type and the number are determined as
appropriate.
[0249]
{Embodiment 5 of the reading device>
Fig. 40 shows a reading device to read the authentication verifying chip as a plane.
Fig. 40 (a) shows a general arvangement of a detecting unit of a reading device for
the card authentication verifying and Fig. 40 (b) is an enlarged view to show the
corresponding relation between the card and the reading device in planar reading.
[0250]
The reference numeral 275 represents a light emitting/detecting element matrix
where a light emitting/detecting elements 276, based on the combination of smail
type light detecting elements such as the photodiode, photo-transistor, CCD, light
detecting elements, etc., with the lighting sources including red LED, green LED,

blue LED, etc. are configured in a planar shape and in such a size to cover up the
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carrier, UVLED can be used for the lighting source. [02531 Wen the

radi oactive material is used as the authentication verifying information
carrier, the lighting source is not used. A fluorescent plate is tightly
nounted on the verifying chip, and the light emtted is detected by
scintillation. [02541 Wen the card 260 is taken into the reading

appar at werifymg cp68pped, the verifying chip 262 is positioned under the
light emtting/detecting element natrix 275 in planar shape. Under this
condi t i dite tvpe and ghe number phedeghdig; seyreaseare mos Linvtaertosig three fade | i ght
emttin /detec&bﬂgéﬁhgnent matrix 275 and arranged in planar shape

det ect SHED 2B €ted fromthe iridescent substance di sposed in the
verifyigg :@hip 262, and the authentication verifying information is
read. [ %% The pattern of the electric signals obtained depends on the

arrangergnt, of. f%rpﬁoss-éfl 'hgﬁ%% eti% g%‘&fﬁé‘ sat{tﬁén’f?éég’?@w(%ﬁgiﬁgﬁfb%ﬁﬁpt | on

t hus obtdined, i'S poOsSs verl errfyrng chip

262, 1. Rarricpafths AbsikdMfe 6RUSSa 288y el TBH RN ffurE€adi ng of the
arrangenment pattern of the iridescent substanceé on the verifying chip

262 depepghszlon the resolving capability of the light emtting/detecting

el ements matrix 275 di sposed in planar shape. By adopting a

fiel d- s&hantheafluozedoent syistamevbased ef ¢ine attheptitdtionherifyightinfoematdod or i n

sequence, the nunber of the light detecting elenents can be reduced

ext ensi vatrier, UVBEI} 0abbg usedfivdlie hghting sefrcehe readi ng device> Fig. 41

shows a readi ng device for reading a plane of the authentication

verifyi h6825%hi p as an assenbly of lines. Fig. 41 (a) shows general
device_for, .the verifying

o engogit, 8L GBS IS o LG e YL s Lo
bet ween cgm%%r gleal?g%tﬁlglsiogpée ig(ai{[o (1:1%53(519 A ﬂiug)rgsger:ntl ﬂlzr&%alg t%%h}? %(i)unrﬁéd %9257]
the verifying chip, and the light emitted is detected by scintillation.
[0254]
When the card 260 is taken into the reading apparatus and is stopped, the verifying
chip 262 is positioned under the light emitting/detecting element matrix 275 in
planar shape. Under this condition, the light emitting/detecting elements comprised
in the light emitting/detecting element matrix 275 and arranged in planar shape
detect the light reflected from the iridescent substance disposed in the verifying
chip 262, and the authentication verifying information is read.
[0255]
The pattern of the electric signals obtained depends on the arrangement of the
iridescent substance. By comparing the information thus obtained, it is possible to
verify the individual verifying chip 262, i.e., each of the cards 260.
The accuracy of the reading of the arrangement pattern of the iridescent substance
on the verifying chip 262 depends on the resolving capability of the light
emitting/detecting elements matrix 275 disposed in planar shape.
By adopting a field-sequential-color system where elements emit the light per color

in sequence, the number of the light detecting elements can be reduced extensively.
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In a container having a width slightly |Ionger than the width in noving
direction of the verifying chip 262, a red |light emtting/detecting

el enents array 278, a green |light emtting/detecting elenments array 279,
and a blue light emtting/detecting elenents array 280 are pl aced.
[0258] These red light emtting/detecting elenents array 278, the green
| ight &08%6tdi ng/ detecting el enents array 279 and the blue |ight
emtting/detectin el enent,s array 280 are given here as exanples, and
any co ﬁl@?dlmfiﬂé% Qfghereading depeeysed. [0259] When the enbossed

hol ogram i s used as the authentication verifyi information .carrier, it
o Gos: Fiait Shivs oreatiig ice lonscinor bbhe o i el ngHcrerfi5B80] * nen
t he flugr.escent sub 1ta e I s used as the authentication verifying

i nf or mat''BA° aBaﬁSP?IBﬁ?’ %@ﬂ% of one row can be used for the Iighting

sour ce. F%gtﬁ? é@}a) éﬁ%ﬁ% yée%gr;? %?%ﬁlgg{n%egﬁoﬁht@{écﬁhg iuflﬁéb?%ﬂe E?aéri] device for.

aut hent1 verl carri er; I gnti source 1s not

used.  Aufd uaiegenty BRRR, 3 0B NHOLEOP opd BBLESRHQIARP anc

the light em I's detected by scintilTation. [0262] = Unlike the

r eadi ngh&lGxiesi @Scazdl and ailixhEidetecBfg lditHod lindd: détectidye readi ng devi ce of
this -55 enbodinent, the authentication verifying information on the

verifyi pgeodhip 262 is read - not after the verifying chip is taken into
the reading apparatus and is stopped - but during the time when it is

t aken i bt @ cotteinceddving aawiish shightly longesthan\the rwitlitheincaouingalirdcsion aken i nt o
the readi ng apparatus, it passes under the light emtting/detecting

el enent theavardymg xhe 26% 9 reddighgemiimg/datec ARIENESATRY ﬁg%ral $reeqr r anged

oL Otk o SR RS, B 100 LTS SR oo
262. H gl%ltnrein S z?r'rgsp %(? are placed.
[0258]
These red light emitting/detecting elements array 278, the green light
emitting/detecting elements array 279 and the blue light emitting/detecting
elements array 280 are given here as examples, and any combination of colors can
be used.
[0259]
When the embossed hologram 1s used as the authentication verifying information
carrier, it is desirable to use a laser element for the lighting source.
[0260]
When the fluorescent substance i1s used as the authentication verifying information
carrier, UVLED of one row can be used for the lighting source.
[0261]
When the radioactive material is used as the authentication verifying information
carrier, the lighting source is not used. A fluorescent plate is tightly mounted on
the verifying chip and the light emitted is detected by scintillation.
[0262]
Unlike the reading devices shown in Fig. 36 to Fig. 40, in the reading device of this
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generated in association with the novenent of the verifying chip 262 are
detected continuously in analog manner by each |ight detecting el enent
or discontinuously in digital manner, or scanned as an inmage |ike using
a facsimle machine or a scanner, and then, the authentication verifying
information_ of the verifying chip 262 is read. 02641 .-The_accuracy of
the readinbefligent the arlﬂl&ﬁé@m& vesdymgIptogmatipg Oilrt[i@é@@éﬁ@g §hipsttnise” in

e s R R e S MRt el
Sequenc’eﬁﬂtcﬁ}é-l"?u@%;{#ﬁéﬂeﬁﬁﬁ EX%?fl g%tt%etggﬁ%&g ?Préanr%{sh%t angbe Iroeduced

extensimc,?lﬁg] [ 02651 <Enbodi ment 7 of the reading device> Fig. 42 shows a
readi ng devi ce, which reads a plane as an assenbly of dots. Fig. 42 (a)

shows ogRen ahe dirderBiEiRAkePintd fife F@ldaid HipabRYEE Badtes dndeAR: Bt _
aut hentication verifying chip reading device and Fig. 42 (b) is a draw ng

t o expl@hittingdéteethg glemeintodrraf O 266 L279Thel 286 eenhe momenglthefhearly
represents a light emtting/detecting elenment, which noves in a
di r ect i avranged perayeridhe light Emittingslstaching tehan chits eletéabs thdAghtt feflected by260 i s
taken into the readi ng apparatus, t51732671 -56 For the novenent in the

¢

di r ect i tha iridédceht pehspaneas dispased/inctheseedyingehdi 26%t iHectrinsignalshe card 260

is taken into_the apparatus, either of %p roprijate npethods, for instance,
a pseuddTErHedin AsPEREAR WHHES e BAVERent ot e verigAZ 6RW #% e detedted ul cr um

o aonL base oL he SOTNELl o0 Lo ot Py et Lo, | nea
?ggg} ﬁgdi%%%(,i %@%‘Pﬁg{ftﬁﬁ%@\%g& :F\'% %13 érﬁ@,égé ﬂl?e ﬁgﬁg'anﬁcgﬁl\ﬂ'eclﬁfch'l:ﬁg br g'?écflpn%\?',s a
and then, the authentication verifying information of the verifying chip 262 is read.
[0264]
The accuracy of the reading of the arrangement pattern of the iridescent substance
in the verifying chip 262 depends on the resolving capability of the light
emitting/detecting elements arrays 278, 279 and 280.
By adopting a field-sequential-color system where elements emit the light per color
in sequence, the number of the light detecting elements can be reduced extensively.
[0265]
{Embodiment 7 of the reading device>
Fig. 42 shows a reading device, which reads a plane as an assembly of dots.
Fig. 42 (a) shows general arrangement of the relation between a card and an
authentication verifying chip reading device and Fig. 42 (b) is a drawing to explain
a reading method.
[0266]
The reference numeral 281 represents a light emitting/detecting element, which
moves in a direction to perpendicularly cross the the direction that the card 260 is

taken into the reading apparatus.

[0267]
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Optical scanning nmeans to use the reflection of the |aser beamby a
rotating polygonal pillar mrror is adopted in the device such as a

| aser beamprinter. In this scanning nmeans, optical scanning can be
performed only by the rotating novenent of the polygonal pillar mrror
(polygonal mrror). [ As, neans_for obtaining parallel beans

par abol Binathesmag%taenhi%it%r%éﬁre@&lpn,nﬁhica|R9§E¢61§@ulag}ydcr@8§%ﬁ thedlirechiondhata.

% i ottiertagd BB ke s imeszbpaa S GHer St B OPaHa TrBody Habmsince,

szg T . Phafdidar ® tv*r‘e%ﬁe%?%éa%{g@?%%%@@fa@ %ﬁﬁﬁ%ﬁﬁf’% aﬁ&%&ﬁéﬁ%}%ﬁrﬁe? ]
@v?ﬁéﬁﬁ%s@dgﬁtsﬂﬁ%Joﬂ@&lsmnpﬁblﬂ rofard m@vq?l?eeﬁ‘lt t?%%% Bldvetient Ind

-1/ 4. al Ines running I n “para -axls are

concent § §hed dhByéhent BEAleaR9bhh liﬁeMBterfah%tzR@R@d.the parabola P. On

the contrary, the strdaight lines starting fromthe focal point Fruns in
paral | e[0268] Y-axi s when reflected by the parabola P. [02701 Fig. 43 (b)
shows a basic arrangenment of the reading device based on this principle.
| n Fi g. <Babodiment Beofrthé ecahog deviowr al 285 is a reflecting mirror in form
of a paraboloid. It is designed in a cylindrical shape with its |ength

r unni ngFign43 shdws eceading slevise rdiacueiva pfryngamerdi ng t he drawi ng surf ace.

Al so, at a position to -57 correspond to the origin of Fig, 43 (a), a
hol e 288pieal SEHHERE MGINS KO Hp¢ %rttfféétwm ghthe lagerhean hy aaf%%ﬂl& ion to

L I N
3 3205CH o NS (LA OE ST PR BT S g
e o R APSEREDS Ryl Al A (SLI Sfpe o oo 20 262 &

10269]

As means for obtaining parallel beams, paraboloid is used in a reflecting telescope

and a parabola antenna.

Fig. 43 (a) shows the relation between the paraboloid and parallel beams. In this

figure, the symbol X represents X-axis and the symbol Y is Y-axis, which is

orthogonal to X-axis and the symbol O represents the origin. The symbol P

represents a parabola, which is expressed as: Y = -X2. This parabola has a focal

point F at a position where X = 0 and Y = -1/4. All the straight lines running in

parallel to Y-axis are concentrated to the focal point F when reflected by the

parabola P. On the contrary, the straight lines starting from the focal point F runs

in parallel to Y-axis when reflected by the parabola P.

[0270]

Fig. 43 (b) shows a basic arrangement of the reading device based on this

principle.

In Fig. 43 (b), the reference numeral 285 is a reflecting mirror in form of a

paraboloid. It is designed in a cylindrical shape with its length running in a

direction perpendicularly crossing the drawing surface. Also, at a position to
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The light emtted in parallel to Y-axis in Fig. 43 (a) fromthe |ight
emtting/detecting el enent 287 as shown by a solid |line passes through
the hole 286 and enters the polygonal mrror 288, which is disposed at
the focal point of the reflecting parabolic cylinder mrror 285. After
entering the polygonal mrror 288, the light enters the reflecting

par abol ¢arraspbndttethewrigiorof 388 45 (@s sldmlet288ms firmed: whichr glosts e lghtt he
pol ygonal mrror 288. Then, it is reflected in a.direction, which is in

par ﬁ' | o Rags ¢t améltllézﬁctoma;tmém engweofvl‘e& iy cl?ﬂrlgllez?@t thegfpgaljpointh e
Y- Fi
45 (%) | f ﬁ%ﬁﬁﬁ@%@gnah lhgc?ahq’feaarggiér?ziéi armbthcBa %w&aéé’w%‘ﬁés%eg” o
8
B s pocciisf fahd Plain 4 in FEAMW FHbR it %n§ﬁs§%%§€%@ P{,ﬂﬁﬁﬁﬁ‘sh
o o Bvkg) SAEEDE RS e BAGUAR. hORCRIRr WresBd o FBNETS L0e
a di re&ﬁmlﬁg/éetfef;ﬁﬁ Blenfdr@Mntt 264 §n Eﬁ@l@hﬁtﬁlo‘ﬁe\!‘érffyﬂnggsh?ﬂ‘ Iphidb % gpes not

enter the polygonal mrror even reflected at the réflecting parabolic
cyl i ndedhjett fof elie 2&kling. [ 0273] As it can be understood fromthe description
as given above, anmong the l[ight conponents reflected fromthe verifying
chip 26[21276)th the light running in paraIIeI to Y-axis enters the

pol ygonal mrror 285. Accordingly, rotating the polygonal mrror 285,
t he i ghhe Bghteernitted: ineparallphto ¥raxis IIh i dBe@ | gmeuhemht is sel ected, and
the light reflected condition on the verifying chip

i dent i fer@@tmg/g@e[:@@ga!emqnﬁ 28jqas rSEQWH?;’ HEYIE NG BAAES |ﬂi#1‘0I'1§g thaéloteb%ﬁ t he
i 11 or BReEnE SEPoRaRTL AT 2L "BHER 1 Agpencict ttﬁ%gﬂcaﬂ)%‘ﬁ‘gﬁﬁ 85577 Cannot
e ende g'séqrfgzaaraw i i e
P9 1 OB 0 ch Oyt SARBBTERL e SRR 40 FiboBhSugeleF o
Pol Y godhatith'dfthe Bfy ol dnfitdr 298. t Theh H 96 FeHldcRM % Wirédtldhi) viich Refn" ead

parallel to Y-axis and incidents the verifying chip 292.

[0272]

The light shown by a solid line in a direction in parallel to Y-axis in Fig. 43 (a)

from the verifying chip 262 is reflected by the reflecting parabolic cylinder mirror

285 and enters the polygonal mirror 288 disposed at the focal point. The light, thus

entered the polygonal mirror 285 is reflected, passes through the hole 286, and

enters the light emitting/detecting element 287. In contrast, the light reflected in a

direction different from Y-axis from the verifying chip 262 does not enter the

polygonal mirror even reflected at the reflecting parabolic cylinder mirror 285.

[0273]

As it can be understood from the description as given above, among the light

components reflected from the verifying chip 262, only the light running in parallel

to Y-axis enters the polygonal mirror 285. Accordingly, by rotating the polygonal

mirror 285, the light entering the light emitting/detecting element is selected, and

the light reflected condition on the verifying chip 262 can be identified.
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[0275] Fig. 43 (c) shows a basic arrangenent for this purpose, and
one-half of the reflecting parabolic cylinder mrror is used. In this
figure, the reference nuneral 289 represents a reflecting mrror in form
of a paraboloid. It is formed in sem-cylindrical shape having its
length in a_ direction, which runs perpendicularly to the draw ng surface
only onﬂﬁﬁé]portion where the value of X is negative in Fig. 43 (a). The
hol e shown in Fig.

L AN MR 1 S AN TR e
o e S e g A SR e

surt 2 cchepfogPasEilale 108,153 1ROUMhe S5l LG Nirrhalg porobol 1
Shown i0tgruEh RN SRRk o 804 jatheciRary Sforntd A 1€ nder B ik | TTO. 1 OT

Fig. Asfign A&c@@aﬁzl %0 lth® Mragidrhéitng siRfech Mg, 8 %wnlda&é, gyt@ys the

pol ygonal mrror , Wwhich is positioned at the focal point of the

ref | ectthege fvahd ppaioabwhick coptespules tothe rear 18O of tid poly gofak fiiftor 288

pol ygonal mrror 288, the light enters the reflecting half-parabolic

cyl i ndeandnll ofothe28frination as girdtérocanibe headhamitr ot ati on of the pol ygonal

mrror. Then, it is reflected in the direction in parallel to Y-axis and

i nci dent@®@7bhe verifying chip 262. [0277] -59 The light reflected in a

directign in parallel to.Y-axis in Fig. .43 (a) at the verifying chip 262

is ref|8gt &4 (Gt SPAES AAASKCATINFCRmAnt ftefa%avﬁp@s‘émdrm@rhﬁ{ ot e 930" and
d.at .t he focal_ point. After

et or S TEREEBg B Ref T s on BN ol HNERG: (87 [YERBHe SHGH er s ¢ he
O S R LA PR 380 o BBl N BrmpRpn S oo
pol ygonalny;iyiih fic $RapShaasg it 191Bch 1% ol dittiof Which MahS BEAfhiR ISl Fe Nt

the drawing surface only on the portion where the value of X is negative in Fig. 43

(a). The hole shown in Fig. 43 (b) is not formed here because it is not necessary.

Further, a polygonal mirror 288, which has a rotation axis running in parallel to the

axis in extending direction of the reflecting half-parabolic cylinder mirror 289 and

has a polygonal reflecting surface, is disposed at the focal point of the reflecting

half-parabolic cylinder mirror 289. The reference numeral 253 represents a light

emitting/detecting element; and 262 the verifying chip.

[0276]

The light shown by a solid line as emitted in a direction in parallel to Y-axis in Fig.

43 (a) from the light emitting/detecting element 287 enters the polygonal mirror

288, which is positioned at the focal point of the reflecting half-parabolic cylinder

mirror 289, After entering the polygonal mirror 288, the light enters the reflecting

half-parabolic cylinder mirror 289 in association with the rotation of the polygonal

mirror. Then, it is reflected in the direction in parallel to Y-axis and incidents the

verifying chip 262.

[0277]
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287 is only its end portion. Accordingly, the portion which cannot be
read has little influence. [0279] Further, as shown in Fig. 43 (d), by
adopting an offset arrangenment to reduce the central portion of the
reflecting partial paraboloid cylindrical mrror 290, the portion not
readabl e by the polygonal mrror 288 can be totally elimnated, and al
the i nThe dight veflegtednni a disection ial parglel to draxinin Fige 43ea) f ¢4 thg whrifping62 can
be read qut. .[0280] <Authentication verjfication> Referring to Fig. 44

to Fig. chyp 269 & g@ﬂ T(tbai el neﬂﬁ@tlrg] hahppebd @ﬂiﬂﬁﬁremaﬂ'ﬁh énd iag_éten‘@ﬁgs o
R L
won 1 ol P8 LRE oAl RscleB b ol e ot Ryl by Sataf Vot o

w |l besgd ven on the one using the iridescent substance as the
aut hentication verifying information carrier, as a case using the

i ri descggpyggubstance is the sinplest to explain. [0281] |In Fig. 44, the
figure |noTi cated as W (Wi te) shows an exanple where the authentication

verifyi g taiti Rading ieicegfirPAgHedtiatus RetiRenge oRibi 62t drotheOporfiowdint i@ar LED
and a color canera and where iridescent substances of all colors

i ncl udi side Bf tle pdOgandl nBriar €38 @t et dronT Hee Hglvémiging/detiecdhedldmyer®, G and
B underneath show conditions of iridescent substances, show ng each of

t he col 2¥%issepartatend fwytiomansccotdivgly otherpdriipn evhidf carmot beaned has [iGRB2]

In Fig. 45 and Fig. 46, each synbol of W R G and B corresponds to W R,
G and Bnflgengs. g, 44 respectively. In each figure, the image is divided in
f our potéigTs: the first quadrant is referred by a nuneral 1; the second
guadr an 4781y ef erred by a

Further, as shown in Fig. 43 (d), by adopting an offset arrangement to reduce the
central portion of the reflecting partial paraboloid cylindrical mirror 290, the portion
not readable by the polygonal mirror 288 can be totally eliminated, and all the
information as written in all portions of the verifying chip 262 can be read out.
[0230]

{Authentication verification>

Referring to Fig. 44 to Fig. 46, description will be given below on the authentication
judging method by taking an example in a case where the reading device of Fig. 36
1s used.

Authentication verifying information carriers to be used on the authentication
verifying chip can be all optically detected, With regard to the lighting source and
the light detected, description will be given on the one using the iridescent
substance as the authentication verifying information carrier, as a case using the
iridescent substance is the simplest to explain.

[0281]

In Fig. 44, the figure indicated as W (White) shows an example where the
authentication verifying chip is photographed through the combination of a white

LED and a color camera and where iridescent substances of all colors including R, G
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nuneral 2; the third quadrant by a nuneral 3; and the fourth quadrant by
a nuneral 4. [0283] As the other manner of dividing, divided by a

di agonal line nay be adopted, or further, subdivisions can be conceived
when necessary. [0284] In this nethod, a pattern of the inmages divided
is not detected. Instead, an average |light intensity of the iridescence,

i.e., aandBare|detgeted.ntensity, is detected. In these figures, the synbol

[-A] indjcates, the t,ota(* i r& intensjty o he color in_.all portions of
the aut hBadragngs mdats pm% Andh B yneragath shoy-copditions of dadescpt ¢ ot al

i ght intensit f the colagr.in rhe upper .half of the authentication

ver! fyi SySEaes. SPoRGE gDt the dplors spRRrad W motis o1 S 6t RFEAERE “or (e
col or |Jc:hni%§ | ower half of the authentication verifying chip, the synbol
[-R] in es a total light intensity of the <color in the right half of

t he aut bihcation verifying chip, the synbol [-L] indicates a total
light intenSity of the color in the left half of the authentication

veri fyi ROFRhUH and I8, 4018y 5REHE df-W] Rt G dnd*B @aelpbitl 9WeR & hd B

light intensity of the color in each of quadrants of the authentication
veri fyi sfoFighiip redp226odly. By dabk figuas ete images iddisiled ie dowbmrtiond:tthe s
possible to identify information of the total light intensity, i.e., 9

t ypes ofirst qiimiremt isaefdroed bpamunferthk thelsecendRquadrantds Befersaldhy?2d t ypes of
information in total can be identified. -61 Through the conparison of the
total |imgneral g gresthingd quadsanidryi onumerabidt anch sk f qupglrand hiyhe nuinesgali on
verifying chip at the tinme of producing and the total light intensity

i nf or medi on as obtained fromthe veri fying chip when the verifying chip
is read ?égi authenticity of the authentication verifying chip can be

j udged. “{ 61 The white color obtained by the white LED is a

5o MOAE ok o8 g AU 50 e AL B A corera
further, subdivisions can be conceived when necessary.
[0284]
In this method, a pattern of the umages divided is not detected. Instead, an average
light intensity of the iridescence, 1.e., a total light intensity, 1s detected.
In these figures, the symbol [-A] indicates the total light intensity of the color in
all portions of the authentication verifying chip. The symbol [-T! indicates the
total light intensity of the color in the upper half of the authentication verifying chip,
the symbol [-B] indicates a total light intensity of the color in the lower half of the
authentication verifying chip, the symbol [-R] indicates a total light intensity of the
color in the right half of the authentication verifying chip, the symbol [-L] indicates
a total light intensity of the color in the left half of the authentication verifying chip,
and the symbols [-1] to [-4] each indicates a total light intensity of the color in
each of quadrants of the authentication verifying chip.
[0285]
By the procedure as described above, it 1s possible to identify information of the
total light intensity, i.e., 9 types of information for each of the colors R, G and B,

and 27 types of information in total can be identified.
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Accordingly, the detection of the light through the conbination of the
white LED and the color canera is limted only to the light, which can
be detected by the conbination of the light emtting color and the col or
filter. In this respect, care nust be taken as to which type of white
LED is used or which type of color camera is used. [02871 To satisfy
and def iThrouglethst comparsos oftthe betaklghdriniepedy mformatiateay obthinedtfoornghe col or
information, not as a type.of infqormation based on visual sense, but as a
physi calauthegtigatiomyesidiitg Gwp at the timef praditarmanhtiedtosd lighs migosibengt h.
[02881 .In addition to g visiple ljight LED useq as gn LED,for a _|ighting
Sour ce, IHREAAGAN 23, PPRIEgi T e REFIFARE §hiD IS IS AT ng <Bin Beigatthe

conbi nati gn or. selectively. illeqgit.imte reading can be excluded. [02891
Furt her ,auﬁl%@fn%é’ S Wtﬁﬁl\f%qappgrvgﬁlpna%\géﬁpe%&aq%mgge non-1i near device
may be ﬁ?g@ and the light of the frequency, which is obtained as a

di fference between frequencies or a sum of frequencies, can be used.

[02901 A% ghite e?lio} ShBifed MeteseHit QED kge% i#gélgﬂseghﬁe tcbfo&.e A8 fh[%e val ue

of the highest um nance 1I'n each area, n er of pixel's where |uni nance

i s hi ghehitch@lodetBERd Dy the kol cifherd WP setfo-REDE Oblok Decfse W ¢
pi xel s, length of contour of bright -62 pixel, characteristics of bright

pi xel , ‘figeghd askdooi nt of di spersed bright points, peak position and peak
value in longitudinal and |ateral histogramon an binarized inmage, and
hi st ogr dwcofdirghythpidetdctionrad by hghli girvugly thef cdmbmatzorcef thef white LiEdh.
[02911 <Method for producing the certificate> Referring to Fig. 47 to
Fig. 52andékeeolpr comerd isilimigcdpalgriodhe ighbrHueh £ar bpdetistetby the
O finanon o WS SRS 3o hnd Fhd Pkl SRR 20ps, et o0

must be taken as to which type of white LED is used or which type of color camera

15 used.

[0287]

To satisfy and define the strictness of the color used, it is desirable to use color

information, not as a type of information based on visual sense, but as a physical

color information, i.e., information based on the wavelength.

10288]

In addition to a visible light LED used as an LED for a lighting source, when an

ultra-violet LED and an infrared LED are used in combination or selectively,

illegitimate reading can be excluded.

[0289]

Further, laser beams with different wavelengths or a non-linear device may be used,

and the light of the frequency, which 1s obtained as a difference between frequencies

or a sum of frequencies, can be used.

[0290]

As other items to be used for the judgment, there are the value of the highest

luminance in each area, number of pixels where luminance is higher than a

predefined value, number of assemblies of bright pixels, length of contour of bright
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<Enmbodi nent 1 of the nethod for producing the certificate> Fig. 47 shows
a nethod for producing a certificate where the information carrier is
arranged over the entire surface as shown in Fig. 29 to Fig. 35. This
produci ng nmet hod can al so be applied when the authentication verifying
chip 222 shown in Fig. 28 is produced. In Fig. 47 (a), the reference
numer al pi3el chagelesishics ohbrighti pkelawepthaed poii iog Hishersed bright peintspeak

certificates. The informatjion . carrjer 303 js. scattered over, thjs original
pl ate 3DEPitGTandpeafi valne H ngitagealanst BreTabRisEEA D BhbRARFebInaLss | s

scattered, s, cut out as .shown in Fig..47 (b).and a base.plate 302 of the
corti 11 o bidtgeaim ot endh el Bt weidhcstr o it ie SRORRFT N epar od. By

perfornt(g% [j)ri nting or enbossing on this certificate base plate 303, the
certifi é is prepared. [02931 The information carrier 303 is scattered

over th?M%Eﬂchifaf‘ réﬂ&h@&gc&eﬁffﬁkartﬁ scattering is determ ned by chance.
in rei

In the ormati1 on ca er showmn 1n Fig. 14 to Fig. 25, which has

thr ee- dRERREHE &@!F‘_i%s. Wruet R e5 RSt Rl be Fnzeaamt 4 SlEtREd foriRbdudies 0gr am
or iridescence utilizing the interference of light as shown'in Fig. 16 to
Fig. 28 cesifiesedwheepthengticaticatioheerifyiiey yoriesioa is utdunésd. phot ogr aphi ng.
There is no other nmethod than transcribing to obtain the sane
scatter {0892]but it is not possible to transcribe the same. -63 [02941
The base plate, obtained by cutting, my be set smaller and it can be
used as<Bmbodimanédtofdhei O‘éi@ﬁ@rpggcmﬁﬂpﬁ CeWEGHE> <Enmbodi nent 2 of the
nmet hod for producing the certificate> Fi 48 shows.a net hod faor

[

produci Kig- ¢h&hews @i rded donadycinga %ﬁﬁlﬁ%ﬁ? VEREEE SRE IVRFMNATHEATERT 5 i
SR G AN NN ISR L e ] RO
This producing method can also be applied when the authentication verifying chip
222 shown in Fig. 28 1s produced.
In Fig. 47 (a), the reference numeral 300 represents an original plate, which has an
area for 16 certificates.
The information carrier 303 is scattered over this original plate 300.
The original plate 300 where the information carrier 303 is scattered is cut out as
shown in Fig. 47 (b) and a base plate 302 of the certificate with authentication
verifying information is prepared.
By performing printing or embossing on this certificate base plate 303, the
certificate 1s prepared.
[0293]
The information carrier 303 is scattered over the original plate 300 and the
scattering is determined by chance. In the information carrier shown in Fig. 14 to
Fig. 25, which has three-dimensional structure as scattered - in particular, when
hologram or iridescence utilizing the interference of light as shown in Fig. 16 to Fig.
26 is used, copying cannot be made by means such as photographing. There is no

other method than transcribing to obtain the same scattering, but it is not possible

to transcribe the same.
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area for 16 certificates. By scattering the information carrier on a part
of the original plate 305 using a nmask or the like, the original plate
of the certificate with the authentication verifying chip 307 can be
obtained. By cutting this original plate as shown in Fig. 48 (b), the
certificate base plate 306 with the verifying chip 307 can be obtai ned.
By perfdOB9hlg printing or enbossing on this certificate base plate 306,
the certificate is prepared. [02961 Because the information carrier is
scat t er écheohase Hlate, ovtaigeddy qutang mahbe selesmallertandrif gan be uged @p dined by
chance. In the informpation . carrier shown in Fig. 14 to Fig. 25, which has
t hr ee- didpHEIeBtEHIIN VYN iR as scattered - in particular, when hol ogram
or iridﬁégﬁife utilizing the interference of light as shown in Fig. 16
to Fig. i-s used, copying cannot be nade by neans such as

onol 00" 5D IAGS i ik ABURMIGE NG BRADifaerr Ping Lo obtaln (e
<Enbodi g'.t483sﬁ?i°wd4 Den iR RA ﬁ?ﬁuo%%’%i@?é%ﬁ%ﬁ@ Rﬁﬁ%‘& itht SatreRtiEltfbn 49 Shows

a net ho or producing a ce I ca I C e arrangenent of the

i nfor Watv!eﬁﬂziggl&ﬁﬂpqs ah%n%éd(@ﬁi adRet OMit s ishewhh digegd, on of the information
carrier is eterm ned by chance. In Fig. 49 (a), the reference nuneral

310 repisfnt4d &), ohé gefopdncp Inairesrav3isciepbesenénan ofidinal platd havid an
certificates. On the original plate 310, pits as shown in Fig. 16 or Fig.
22 are regufoarlbyceatificabged over the entire surface. [02981 On this
original plate, transparent yet-to-be-solidified resin is scattered and
it is disatteriag the ifpapaticn easenpn @it opthet eignalimecdbtusingamaski t h
D e o % b LB o TP Sab S 22
aut hent i3%9tci::1r? %evo%rtailiflgé.n%yi ggtaﬁﬁﬁig%?igiinsal p?a% %is %ﬁgwn in Fig. 48 (b), the

certificate base plate 306 with the verifying chip 307 can be obtained.

By performing printing or embossing on this certificate base plate 306, the

certificate 1s prepared.

[0296]

Because the information carrier is scattered over the original plate, and the

scattering is determined by chance.

In the information carrier shown in Fig. 14 to Fig. 25, which has three-dimensional

structure as scattered - in particular, when hologram or iridescence utilizing the

interference of light as shown in Fig. 16 to Fig. 26 is used, copying cannot be made

by means such as photographing. There is no other method than transcribing to

obtain the same scattering, but it is not possible to transcribe the same.

[0297]

<Embodiment 3 of the method for producing the certificate>

Fig. 49 shows a method for producing a certificate, in which the arrangement of the

information carrier is fixed and only the information of the information carrier is

determined by chance.

In Fig. 49 (a), the reference numeral 310 represents an original plate, which has an
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Printing or enbossing processing is perforned on the certificate base
plate 311, and a certificate is prepared. [02991 <Enbodinent 4 of the
met hod for producing the certificate> Fig. 50 shows a producing nmethod in
anot her arrangenent of the certificate as shown in Fig. 49. In Fig. 50
(a), the reference nuneral 315 represents an original plate having an

ar ea f oareador s reftificatess . Omihe loeigmal plateaB1(| ratseas3st®wnpint Bigad6 ondug. i n
Fig. 16 or Fig. 22 are regularly arranged over the entire surface except
t he nos#2 aif wgubsly Framgedgiver theeptare fasdt e. [03001 On this origi nal

pl at e, t@g@ﬁparent yet-to-be-solidified resin is scattered and it is
solidif 2dln this way, the original plate of the certificate with

N L
1 OSRROBEROR BT Y e of MEEIESEAR 1 O QBRI 19 O

the cerfddd a@tiRfdria Bﬁ.aimgoﬁhﬁﬁ%ﬂate reReodi S iR Mk, &@%bgﬁinlaoc@lef or

pr oduci ng € certificate> Fig. 51 shows a producing nethod 1 n yet

anot herpaerngaradf thé cbRfficagy withithahetiRaticatidn g iAfdri@itiod9s 1n Fi g.
51 (a), the reference nuneral 320 represents an original plate having an

area fogbtihedertificates. On the original plate 315, the pits as shown in
Fig. 16 or Fig. 23 are regularly arranged over the entire surface of the
certi f i Bankng Thembiossing pypessng inpetiernzadeen thy certifioaidihage plata 3pdyandof t he
out ernost peripheral portion of the certificate are filled by

non- sol 4 EERFICHE 18 PEERRIESr t hey are nmasked. [03021 On this ori gi nal

pl at e, [Orz%g?par ent yet-to-be-solidified resinis scattered and it is

{Embodiment 4 of the method for producing the certificate>

Fig. 50 shows a producing method in another arrangement of the certificate as

shown in Fig. 49.

In Fig. 50 (a), the reference numeral 315 represents an original plate having an

area for 16 certificates. On the original plate 315, pits as shown in Fig. 16 or Fig.

22 are regularly arranged over the entire surface except the most outer periphery of

the certificate.

[0300]

On this original plate, transparent yet-to-be-solidified resin is scattered and it is

solidified. In this way, the original plate of the certificate with authentication

verifying information is obtained. This original plate is cut as shown in Fig. 50 (b)
and the base plate 321 of the certificate with the authentication verifying

information is obtained.

Printing or embossing processing is performed on the certificate base plate 316, and

the certificate is obtained.

[0301]

<Embodiment 5 of the method for producing the certificate>

Fig. 51 shows a producing method in yet another arrangement of the certificate as
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then solidified, and an original plate of the certificate wth the
authentication verifying information is obtained. This original plate is
cut as shown in Fig. 51 (b) and the base plate 321 of the certificate
with the authentication verifying information is obtained. Printing or
enbossing processing is performed on the certificate base plate 321, and
the cershomncuy Bigi 490bt ai ned. [03031 <Enbodi ment 6 of the method for

prod_ucilglgl?.t hg}lce tificate> Figqg. 5% Sovvs a met hod. f.or producing the

g Rhdal traefieasntgnl 320 PrareSens 2 igisdalae davingear,
gﬁnlaf:le a srh L Fig. @r?t TB h%c- tpk}@gg%%n %I-s .Ee Bnlt::ag
when LS it eeerisy (2t ﬁf?ﬂ%L?% 158 R PR sEPH R Jridol0 P
produccfly b o Bl Branddeolcfh6E GHER, DR AgRerapagsents an

ori gi nafh@bat Aispbs@NEPHeREa ¥6kresfmaBeSR) 4 fark i@ ¢hd BRfePmdOpéspiReat t er ed

or spread, and it is solidified, and then, the original plate of the
certifigation of tie toeificatetdre Hiled dyi rom-3edidiff e gsin bo et dAremmaskedbt ai ned.
This original plate is cut as shown in Fig. 52 (b) and the base plate
327 of tOg®2¢ertificate with the authentication verifying information is
obtained. Printing or enbossing processing is perfornmed on the

certi f i Ontthishaiging) ipdate, Bawsparand yet-6&heiselidibed résinas ecateeredhand neid. [ 03051
The yet-to-be-solidified resin 326 is scattered or spread on the original

pl at e 3thsn solidiiedandsimpagingl platcerfiha cgripficathwithdhe jauthenticaerssi bl e to
the sh f th in, whigh is.scat d d. by, h
Y ot GarupR G HER & ity T HGDNES & eregein BitoBT dPh 1 he
ttering/ but, it i i L.l transcribe th . F
This. roqugne s BE Rz B IncoorbBeitEOOL Ui Rub P BPR Sektlak ence
uti bizing tf6on is obtained.

Printing or embossing processing is performed on the certificate base plate 321, and

the certificate is obtained.

[0303]

{Embodiment 6 of the method for producing the certificate>

Fig. 52 shows a method for producing the certificate where the information carrier
is disposed over the entire surface as shown in Fig. 35.

This producing method can also be applied when the authentication verifying chip
195 as shown in Fig. 25 is produced.

In Fig. 52 (a), the reference numeral 325 represents an original plate having an
area for 16 certificates.

[0304]

On this original plate, transparent yet-to-be-solidified resin 326 is scattered or
spread, and it is solidified, and then, the original plate of the certificate with the
authentication verifying information is obtained. This original plate is cut as shown
in Fig. 52 (b) and the base plate 327 of the certificate with the authentication
verifying information is obtained.

Printing or embossing processing is performed on the certificate base plate 326, and
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interference of light as showmn in Fig. 16 to Fig. 26, and it is

i npossible to falsify or forge the certificate itself. Industrial
Applicability [03061 The authentication verification based on the

conbi nation of the certificate and the object to be certified as

descri bed above can fulfill functions to find false or forged brand-nane
pr oduct the artifiente gepbtaingdst ol en goods. By using the functions to certify
the authenticity of the certificate itself, the nethod can fulfill

functi 05@0@5;5 verify the authentication of a card such as a bank card and

Cor S5 b S vt ARl AL AT B TS
by DTS AT AP LT S R o
e PSR ADANRL O PUEDUR RS, SIS Bty bkl

i's put Lpereiivh WiidRbdrapsiaizd Thérstis AR WarbiPfb ¥ahédrite® dHphiar mat i on

. a
is read; said encrypted I?lrst aut hentication veritfying information is

decryptgd dmeisdatt@rinBSpready bit i€ ﬁS’ﬁﬁdp(i@@ibl@fQ tiagsaibeN@eishives; and the
corresponding rel ation between said certificate and said object to be

certifiPBe thés reaaof,iit iedetyyeffeotipato nge halogrdm ros tiridescbred utikdingwheseri fyi ng
information thus read with decrypted said first authentication verifying
i nf or neiniaxference ghlighitaseshpivaanifog. Ketd Fig. 26, anet Htosl impessitde ng falsificomi m 1,
wherein said certificate and said object to be certified are integrated.
3. An dargeethe eastifigie Wself yi ng net hod according to claim 1, wherein said
certificate and said object to be certified are separated from each
other. 4. An authentication verifying nmethod according to claim1,

\\I/me(rair ?;P’f‘?ﬂafﬂlﬁ'ﬂbgﬁéﬁéﬁhhﬁige has further encrypted first authentication
[0306]
The authentication verification based on the combination of the certificate and the
object to be certified as described above can fulfill functions to find false or forged
brand-name products, or to identify stolen goods.
By using the functions to certify the authenticity of the certificate itself, the method

can fulfill functions to verify the authentication of a card such as a bank card and a

credit card itself.
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which said first authentication verifying information is encrypted by
using a second crypt key of the authorities; said encrypted first

aut hentication verifying information is decrypted by using the second
crypt key of the authorities; and the corresponding rel ati on between said
certificate and said object to be certified is confirmed by conparing
the fir€LARBMbhentication verifying information of the -68 certificate
with the decrypted first authentication verifying information. 5. An

aut henti cation verifying nethod according to claim4, wherein said first

crypt k and sajd second ¢ t Kk re the. same crypt key. 6. An
au%lﬁent '%:/at %@”@é@qtﬁ?%v é’ﬁfﬁjmﬁﬁ{%f&?lﬂaﬂ?@ga ai m Zp Wne?/ei n said first
crypt k a j o C ypt keys different from each
ot%gr. gg&A%ﬁ%h@ﬁ%?%%ﬁggn&ﬁ#itgﬁn%ﬁn%‘%%gg accgr ding to claiml1,
wher ei n..: sal.d:-abi : j £ : : B -2 _second

aut he n'?sl aé(g?\‘;: Iglrf11 v g ﬁlﬁv;/ |gg%®?|"§ﬁ8frén%ﬂts? gﬁﬁﬁggﬁé&f&ggﬁ@?@gﬁ{lfﬁﬁgés%n crypted

second @i BERE foAbd Sdrtiied iih Yhich §4i anfRhtieatidroveriy i3 infrindtise ¢ond
aut henticati'on verifying information is encrypted by using a second

crypt kencrppted dycisind hrdttorgst kepbithunhiitds tooemeypred thirki adhbmdcagioar ypt ed
authentication verifying information to which said first authentication
ver i f yi varifyingdnfoemanon asd enputythesdnpyheisimg a first crypt key of said
authorities; said encrypted second authentication verifying information
i s decr3ad Estpthentigaticevemiyng piarmabgn is a¢adl; encrypt ed first
authentication verifying informatign i s decrypted by using said_ first
crypt kid cBgypted $r§¥ agthenasation aterdring anformatien isrdestyrted bx ustngdepar ed
with the decrypted first authentication verifying information; said
second Fﬁ’é’rﬁ%iﬁ)‘éﬁﬂf %‘ihpflt}lpﬁganidnf ormation is conpared with the

cor r sopIorE SRy bR RENRD ARl bt MRS g WioekbBeq i be
certifigfflfed by comparing said first authentication verifying information thus read with

decrypted said first authentication verifying information.

2. An authentication verifying method according to claim 1, wherein said

certificate and said object to be certified are integrated.

3. An authentication verifying method according to claim 1, wherein said

certificate and said object to be certified are separated from each other.

4.  An authentication verifying method according to claim 1, wherein:

said certificate has further encrypted first authentication verifying information to
which said first authentication verifying information is encrypted by using a second
crypt key of the authorities;

said encrypted first authentication verifying information is decrypted by using the
second crypt key of the authorities; and

the corresponding relation between said certificate and said object to be certified is

confirmed by comparing the first authentication verifying information of the
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confirnmed. 8. An authentication verifying nmethod according to claim?7,
wherein said first -69 authentication verifying information and said
second aut hentication verifying information are the same authentication
verifying information. 9. An authentication verifying nethod according to
claim8, wherein said first crypt key and said second crypt key are
crypt kepstifiliatd srtbrthefdesrypeet firsdtangrenticaifon verifyitghisfirineéionon veri fyi ng
nmet hod according to claim@8, wherein said first crypt key and said
second crypt key are the sane crypt key. 11. An authentication verifying
to.claim?7, wherein said . first

met hod accordin , .aut hepti cati.qQn verifying
"t or it on AU O RIS 3 SAER q3jfihgy Weded SSIBH ar e t he
di fferent t hentjcation verifwing information., 12. An authentication
verifyi r@’ﬁ;\f‘ﬂé’o@da%aé PR Wtclfeé’?%e%i}? SAREr Sy Rt %@f‘d first crypt key and
said second crypt key are crypt keys different fromeach other. 13. An
aut hentication verifying nethod according to claim 12, wherein said first

crypt key angh a&éhfénﬁ&&mdvﬁfyﬂﬁg &0 Bedrif _r@aigmt,g@%&% saift fir&

certificate, wherein an authentication verifying avi ng copy-unabl e
first qudtant Gt dadse@ntforyptddyndrerdimpt iy si differet FRRP¥AN sthepunt ed. 15.
The certificate according to claim 14, wherein said authentication
verifying chip is a part of a surface of the certificate. 16. The
certificate according to claim14, wherein said authentication verifying
chip is7all A aathentitadma wirifying method facoatling thxlaim Lewhéreircat e where an
aut hentication verifying chip having copy-unable first -70

aut hent isgisk ohgect\te ief d hasoturiher sapetaada segpdeanthertenation veRBARE cat i on
verifying information to which the second authentication verifying

i nf or matMEAMARCENcrypted are non-renovably nounted. 18. An

2t hont 56 <GHEE? 1Y FRG PRGRRARY B GRHCLA e Be ko Aa PO Rt
ver i 11 igia 4608 TRERRcAIR difying TEoRMARADIY SR M8 Y5 I Ddcldior mati on

crypt key of said authorities;

said object to be certified has encrypted authentication verifying information to
which said first authentication verifying information is encrypted by using a first
crypt key of said authorities;

said encrypted second authentication verifying information is decrypted by said
second crypt key;

said encrypted first authentication verifying information is decrypted by using said
first crypt key;

said first authentication verifying information is compared with the decrypted first
authentication verifying information;

said second authentication verifying information is compared with the decrypted
second authentication verifying information; and

the corresponding relation between said certificate and said object to be certified is

confirmed.

8.  An authentication verifying method according to claim 7, wherein said first
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19. A certificate according to claim 18, wherein the first crypt key and
the second crypt key are crypt keys different fromeach other. 20. A
certificate according to claim 18, wherein the first crypt key and the
second crypt key are the sanme crypt key. 21. A certificate according to
claim17, wherein said first authentication verifying information and
sai d secoticendicatienvedtyiigpmiorerakibyiang sark sacond Avtheatieatidveverdyingent i cat i on
verifying information different fromeach other. 22. A certificate

accor di ngformademprg the saptepethanti¢élon esyig yiformaljomand t he second crypt
key are different crypt keys. 23. A certificate according to claim 22,
wherein the first crypt key and the second crypt key are the sane crypt
key. 24.. An authenti.cation verifying.information.readi met h

copr ai%hg AR edftepkieRign Ves! s it Ada B okt WAk shg Brsc

i nformat] I f t t] o) AT I D Lnto lurality
o pl ance Ry, ARG SRR B s b st B enE Bt bRSnEo el
plurality of planes; -71 repeating the dividing procedures; detecting
colors of a plurality of planes thus divided; and reading the

aut hent ijgat i O ai@iehtivitte wiré}_ff%%ﬁﬁhémﬂd RbagingYtoldiinCY) Wheretiet el 25 A
met hod for producing a certiticate, conprising the steps of: preparing

an ori gicagt kuyadrel i ke@ndrrapteleeyt eqh¥eame g@lpyledyi.ty of certificates;
scattering authentication verifying information carriers over the entire
surface of said original plate; cutting the original plate where said
aut hentication verifying information carriers are scattered and

obt ai ni Ag. a A% euihentieatonbersdyipe anethod agcqdagaei dyma7,ceherefn said dirpfased on
said certificate base plate. 26. A nethod for produycing a certificate,
conpr i siddthanfigatapperiying minragtien agd saidssecench anthenteatioRRarHEINEN area to

ot or madbenaen s eglirept ATERGm R g @ingRtn. oo !0 vertiyine

12.  An authentication verifying method according to claim 11, wherein said first

crypt key and said second crypt key are crypt keys different from each other,

13. An authentication verifying method according to claim 12, wherein said first

crypt key and said second crypt key are the same crypt key.

14. A certificate, wherein an authentication verifying chip having copy-unable first

authentication verifying information is non-removably mounted.

15. The certificate according to claim 14, wherein said authentication verifying

chip is a part of a surface of the certificate.

16. The certificate according to claim 14, wherein said authentication verifying

chip is all of a surface of the certificate.

17. A certificate where an authentication verifying chip having copy-unable first
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original plate; cutting the original plate where said authentication
verifying information carriers are scattered over the limted surface
and obtaining a certificate base plate; and preparing a certificate
based on said certificate base plate. 27. A nethod for producing a

certificate, .conprisjng the steps of: preparing an original plate having
an ar eaalﬂtaeewnareﬁqu&wfpgm@tﬂowm ﬁlﬁqr@aﬁeésseco%a@ﬁhﬁatl%atxom eIy g of

aut hent i atlon veri f. rrlerﬁyﬂover th entire g face of

251 d or iematiop) G eaith i sk PR thsdigh MATOG; 13 CHCMRERA | cat i on
corti 11 Bk e OB  epar i ng & certificate based on said
certificate base plate. -72
18.  An authentication verifying method according to claim 17, wherein said first
authentication verifying information and said second authentication verifying

information are the same authentication verifying information.

19. A certificate according to claim 18, wherein the first crypt key and the second

crypt key are crypt keys different from each other.

20. A certificate according to claim 18, wherein the first crypt key and the second

crypt key are the same crypt key.

21. A certificate according to claim 17, wherein said first authentication verifying
information and said second authentication verifying information are the

authentication verifying information different from each other.

22. A certificate according to claim 21, wherein the first crypt key and the second

crypt key are different crypt keys.

23. A certificate according to claim 22, wherein the first crypt key and the second
crypt key are the same crypt key.

24. An authentication verifying information reading method, comprising the steps
of:

- dividing an authentication verifying information plane of an authentication verifying
chip into a plurality of planes;

dividing each of said plurality of planes further to a plurality of planes;

- 71 -



repeating the dividing procedures;
detecting colors of a plurality of planes thus divided; and

reading the authentication verifying information plane by the colors detected.

25. A method for producing a certificate, comprising the steps of:

preparing an original plate having an area to cover a plurality of certificates;
scattering authentication verifying information carriers over the entire surface of
said original plate;

cutting the original plate where said authentication verifying information carriers are
scattered and obtaining a certificate base plate; and

preparing a certificate based on said certificate base plate.

26. A method for producing a certificate, comprising the steps of:

preparing an original plate having an area to cover a plurality of certificates;
scattering authentication verifying information carriers over a limited surface of said
original plate;

cutting the original plate where said authentication verifying information carriers are
scattered over the limited surface and obtaining a certificate base plate; and

preparing a certificate based on said certificate base plate.

27. A method for producing a certificate, comprising the steps of:

preparing an original plate having an area to cover a plurality of certificates;
coating a thin film of authentication verifying information carriers over the entire
surface of said original plate;

cutting the original plate where said authentication verifying information carriers
thin film 1s coated and obtaining a certificate bhase plate; and

preparing a certificate based on said certificate base plate.
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