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AUTHENTICATION SYSTEM, AUTHENTICATION METHOD, AUTHENTICATION

APPARATUS, AND AUTHENTICATION METHOD THEREFOR

BACKGROUND OF THE INVENTION
1. Field of the Invention

The present invention relates to authenticatidn systems,
authentication methods, authentication apparatuses, and
authentication methods therefor, and more particularly, to
an authentication apparatus which efficiently uses
advantages of different tYpeé of ehcryption methods to
perform éncryption.
2. Description of the Related Art

As authentication and signature methods in
authentication systems, there ﬁave been conventionally used
a common-key encryption method and.a public-key encryption
method. |

'In the common-key encryption method, one encryption key
called a common key is used and information encrypted by the
common key is decrypted by the same common key. Since the
common-key encryption method performs encryption and
decryption within a short period, it is used in cases where
information which requires high-speed processing is
- processed, such as electronic money or commutef-paés
information stored in an IC card.

In the public-key encryption method, two encryption



-

keys called a public key and a private key are used, and
information encrypted by one encryption key is decrypted by
the other encryption key. The public-key encryption method
has a higher safety in terms of information leakage but has
a lower processing speed than the common-key encryption
method( and is used in cases where anonymity is required,
such as a case in which a financiai transaction is achieved
on a network, such as the Internet.

When the public-key encryption method is used, an IC
card stores a certificate for certifying the user who uses
the IC card and a public key, and is used as an encryption
module.

Depending on fields to which authentication systeﬁs are
applied, the common-key encryption method or the public-key
encryption method is used.

It has been demanded these days, however, that an
encryption method be created which has both safety provided
by the public-key encryptioq method and quickness provided
by the common-key encryptioﬁ method, in order to allow one
IC card to enable efficient authentication and a finanéial
transaction.

Authentication systems have means for checking the
legitimacy of a certificate stored in an IC card, but do not
have means.for checking whether the IC card is actually used

legitimately.



In authentication sYstems, if an IC card is iost, since
procedures for authentiéatioh and a financial transaction by
the use of the IC card is stopped according to a certificate
invalidation list periodically issued from a certification
authority provided on a network, the use of the IC card
performed real time at any points on the nétwork cannot be

stopped immediately.

SUMMARY OF THE INVENTION

The present invention has been made in consideration of
the fdregoing points. It is an object of the present
invention to provide an authentication system, an
authentication method, an authentication apparatus, and an
.authentiéation method therefor which has improved safety and
quickness for authentication.

The foregoing object is achieved in one aspect of the
present invenfion fhrough the provision of a user
authentication system including a data holding medium for
holding the common key ﬁnique to a user, used in the common-
key éncryption method; an authentication apparatus for
holding the common key used in the common-key encryption
method and the private key used in the public-key encryption
method, each unique to the user; and an information
processing apparatus connected to the authentication

apparatus in an always-communicable manner and provided with



a function for performing authentication by the public-key
encryptidn method; wherein the authentication apparatus
performs authentication by using the common key held by the
data holding medium and the common key held by the
authentication apparatus, in response to a user
authentidation-request sent from the information processing
'apparatus, and. only when the user has been authenticated,
performs processing for making-the information processing
apparatus authenticate the user by using the private key
.corresponding to the user. As.a result, according to this
"authentication system, user authentication is performed with
safety provided by the public-key encryption method and
quickness provided by the common-key encryptidn method.

The foregoing object is achieved in another aspect of
the present invention through the provision of a user
authentication method for a user who carries a data holding
apparatus for holding a common key used in the common-key
encryption method, indluding a'step of authenticating the
user by the common-key encrthion method by using the common
key held by the data holding apparatus of the user in
response to a user authentication request; and a step of,
only when the user has been authehticated, performing
processing for authenticating the user by the public-key
encryption method. As a result, according to this

authentication method, user authentication is performed with




safety provided by the public-key encryption method and
quickness provided by the common-key encryption method.

The foregoing object is achieved in still another
aspect of the present invention through the provision of an
authentication method including a step of holding a common
key used in the common-key encryption method and a private
key used in the public-key encryption method, for each user;
an authentication step of, in response to a user
authentication request sent from an external information
prodessing apparatus, authehticating the user by using the
held common kéy for the user and a common key used in the -
common-key enCryption method which the user has and is held
by a data holding apparatﬁs; and a step of,_only when the
user has been authenticated.in the authentication step,
performing processing for making the information processing
apparatus authenticate the user by the public-key encryption
method by using the private key corresponding to the user.
As a result, according to this authentication method, user
authentication is performed with safety provided by the
public-key encryption method and quickness provided by the
common-key encryption method.

The foregoing 6bject is achieved in yet another.aspect
of the present invention through the provisibn of an
authentication apparatus including holding means for holding

a common key used in the common-key encryption method and a



public key used in the public-key encryption method, for
each user; and means_for, in response to a user
authentication request sent from an external information
processing apparatus, authenticating the user by using the
~ common key for the user held by ﬁhe holding means and a
common key used in the common-key encryption method for the
user held by a data holding medium of the user, and for,
only when the user has been. authenticated, performing
processing for making the information processing apparatus
authenticate the user by the public-key encryption method by
using the private key corresponding to the user. As a
result, according to this authentication apparatus, user
authentication is performed with safety provided by the
public-key encryption method and quickness provided by the
common-key encryption method.

As described above, according to-the present invention,
an information holding medium stores the common key of the
user used in the common-key encryption method, and, in
response to a user authentication réquest sent from an
information processing apparatus, the user is authenticated
by the common-key encryption method by using the common key
stored in the information holding medium of the user. Only
when the user has been authenticated, predetermined
processing for making the information processing apparatus

authenticate the user by the public-key encryption method is



performed. Therefore, user authentication provided with
quickness given by the common-key encryption method and
safety given by the public-key encryption method is
performed. Thus, an authentication system, an
authentication method, an authentication apparatus, and a
method therefor which have improved safety and quickness for

authentication are provided.

BRIEF DESCRIPTiON OF THE DRAWINGS

Fig. 1 is an outlined view showing the structure of a
network system according to an embodiment of_the present
invention. | |

Fig. 2 is a block diagram showing the structure of a
user terminal. |

Fig. 3 is a block diagram showing the structure of an
IC card.

Fig. 4 is a block diagram showing the structure of a
WWW server.

Fig. 5 is a block diagram showing the structufe of a
security server.

Fig. 6 is an outlined view showing authentication.

Fig. 7 is a flowchart of an authentication procedure
achieved by the user terminal.

Fig. 8 is a flowchart of an authentication procedure

achieved by the security server.



Fig. 9 is an outlined view showihg the structure of a
common-key data base.

Fig. 10 is an outlined view showing the structure of a
user-certificate data base.

Fig. 11 is an outlined view showing-the structure of a
certificate.

Fig. 12 is an outlined view showing writing.

Fig. 13 is a flowchart of a writing procedure achieved
by the user terminal. |

Fig. 14 is a flowchart of a writing procedure achieved

by the security server.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

An embodiment of the present'invehtion will be
described below in detail by referring to the drawings.

(1) Structure of a network system according to an
embodiment - -

Fig. 1 shows a network system 1 according to an
embodiment as a whole. The ﬁetwork system 1 is formed of a
world-wide-web (WWW) server 3 installed in a service
provider 2, a user terminal 4, and a security server 6
installed in an authentication center 5 all of which are
connected via the Internet 7.

The user terminal 4 is a general personal computer, as

shown in Fig. 2, in which a central processing unit (CPU) 10,



a read only memory (ROM) 11 storing programs for executing
various types of processing, such as that described later, a
random access memory (RAM) 12 serving as a work memoxry for
the CPU 10, and an input and output section 14 serving as an
.input and output interface are connected via a bus 13, and a
network interface 15 formed of a modem, an IC-card reading
and writing unit.9; a console 17 formed of a keyboard, a
monitor, a mouse, and the like, and a storage unit 18 formed
of a hard disk unit are connected to the input and output
section 14. |

The storage unit 18 étores a WWW browser program 19, an
encryption library 25 formed of programs which manage
encryptioﬁ according to the'common-key encryption method and
the public-key encryption method, and an ic-card driver 21
for the IC-card reading and writing unit 9.

When the CPU 10 develops the WWW browser program 19
stored in the storage unit 18, on the RAM 12 and executes it,
the CPU 10 functions as a WWW browser 22 (Fig. 1) and is
allowed to send and receive information on the Internet 7
through the network interface 15.

When the CPU 10 develops a program of the encryption
library 20 stored in the storage unit 18, on the RAM 12 and
executes it, the CPU 10 functions as an encryption module 23
(Fig. 1) to manage encryption.

Between the WWW browser 22 and the encryption module 23,
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an application program interface (API), such as that
conforming to a public-key cryptography standard #11 (PKCS
#11)-24 standard provided by RSA, is provided to make
information exchange easy between the WWW browser 22 and the
encryption module 23.

'In addition, the CPU 10 develops the IC-card driver 21
on the RAM 12 and executes it to operate the IC-card reading
and writing unit 9.

The IC-card reading and writing unit 9 is provided with
a radio function confdrming, for example, to a Bluetooth
standard to send information read from an IC card 8 by radio
to the storage unit 18 and to write information received
from the storage unit 18 into the IC card 8 by radio.

The IC card 8 is formed, as shown in'Fig; 3, of a CPU
27, a ROM 28, a RAM 29, a radio-communication interface 30
for radio communication with the IC-card reading and writing
unit 9, and an electrically erasable progrémmable ROM
(EEPROM) 31 which stores wvarious types of information, such
as a user ID assigned to the IC card 8, all of which are
connected via a bus 26.

The EEPROM 31 has a user-ID area 32, an electronic-
priced-information area 33, and a common-key area 34. A
user ID, electronic priced information, and a common key for
allowing an external access to be made to the user-ID area

32 and the electronic-priced-information area 33 are written



into the corresponding areas.

The CPU 27 develops an encryption processing program
stored in the ROM 28, on the RAM 29 and executes it to
.decrypt information (hereinafter called common-key-encrypted -
information) éncrypted by a common key obtained through the
radio interface 30, by using the cdmmdn key read from the
EEPROM 31.

‘When the common-key-encrypted information is
successfully decrypted by using the common_kéy read from the
EEPROM 31, the CPU 27 permits access to each area of the
EEPROM 31, and, for example, writes-electronic priced
information qbtained through the_radio_interface 30 into the
electronic-pricéd-information area 33 of the EEPROM 31.

The WWW server 3 installed in the éervice provider 2 is
formed, as shown in Fig. 4; of a CPU 36, a ROM 37, a RAM 38,
and an input and output section 40 all of which are
connected via a bus 39, and a network interface 41 formed of
a router for connecting the input and output section 40 to
the Internet 7, a management console 42 formed of a keyboard,
a monitor, a mouse, and the like, and a storage unit 43 all
of which are connected. The storage unit 43 stores a WWW
server program 44 and service contents 45, such as
electronic priced information.

When the CPU 36 develops the WWW serverlprogram 44

stored in the storage unit 43, on the RAM 38 and executes it,
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the CPU 36 functions as the WWW server 3 (Fig. 1) and is
allowed to offer the service contents 45 th:ough the network
interface 41.

In dontrast, the security server 6 installed in the
authentication center 5 is formed, as shown in Fig. 5,.0f a
CPU 46, a ROM 47, a RAM 48, and én input and output section
50 all of which are connectéd via a.bus 49; and a network
interface 51 formed of a router for connecting the input and
output section 50 to the Internet 7, a management console 52
formed of a keyboard, a monitbr, a:mod§e, and the like, and
a storage uhit 53 all of which are connected. The storage
unit 53 stores a security server program 54, a user-
_certifiéate data base 55; described ;atet, and a common-key
data base 56, described later. _

When the CPU 46 of the security server 6 develops the
security server program 54 stored in the storage unit 53, on
the RAM 48 and executes it, the CPU 46 functions as the
security server 6.

(2) Authentication proéedures

In the network system 1, as shown in Fig. 6, the user
terminal 4 performs authentication according to an
authentication procedure RT1 for authenticating itself shown
in Fig. 7 and the security server 6 authenticates the user
terminal 4 according to an authentication procedure RT2

shown in Fig. 8, so that the user terminal 4 proves the
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legitimacy of itself to the WWW server 3, which provides
electronic priced information. |

In this case, the user terminal 4 first operates the
WWW browser 22 to request the WWW server 3 to send
electronic priced information to the user terminal 4.

The WWW server 3 generates trial characters formed of a
random character string, and then; sends an authentication
request command Cl for authenticating the user terminal 4 in
order to check the legitimacy of'the information request
source, together with the generatéd trial characters to the
user terminal 4.

.When the CPU 10 of the user terminal 4 receives the
authentication request command Cl, the CPU 10 starts the
authentication procedure RT1 (in step SP1), and sends the
received authentication request command Cl and the trial
characters to the encryption module 23 (in step S2).

Then, the CPU 10 reads a user ID from the IC card 8
through the IC-card readihg and writing unit 9, and sends
the authentication request command Cl and the trial
characters received by the encryétion module 23, to the
security server 6 together with the read user ID (in step
S3).

. When the CPU 46 of the security server 6 receives the
authentication request command Cl, the CPU 46 starts the

authentication procedure RT2 (in step SP1ll), reads the
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common key corresponding to the received user ID from the
common-key data base 56 shown in Fig. 9, stored in the
storage unit 53 (in step SP12), and generates common-key
encrypted information by the use of the read common key.
Then, the CPU 46 sends an IC-card authentication request
command C2 together with the common-key-encrypted
information to the encryption module 23 of the user terminal
4 (in step SP23).

| The CPU 46 reads the certificate 58 correqunding to
the user ID from the user-certificate data base 55 shown in
Fig. 10, stored in the storage unit 53, and sends it in
advance to the encryption module 23 of the user terminal 4
and to the WWW server 3 through thé WWW browser 22.

In the certificate 58, if it is, for example, for a
user ID 0001, information is written such as a certificate
serial number, expiration-date information of the
certificate, the-user ID, - a public.key generated as a pair
with the private key, an electronic-mail address, and the
contact information of the user, as shown in Fig. 11. 1In
addition, the certificate 58 includes a digital signature of
a certification authority which generates the private key
and the public key (hereinafter, a pair of these keys is
called encryption keys) to assure the legitimacy of the
certificate 58.

When the encryption module 23 receives the IC-card
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authentication request command and the common key, the CPU
10 of the user te;minal 4 activates the IC-card driver 21 to
operate the IC-card reading and writing unit 9 (in step SP5)
to send the IC-card authentication request command C2 and
the common-key-encrypted information to the IC card 8
through the IC-card reading and writing unit 9.

When the IC card 8 receives the IC;card authentication
request command C2, the IC card 8 authenticates (decrypts)
the common-key-encrypted information by the common key
stored in the EEPROM 31 provided inside, and sends the
résult'of authentication to the security server 6 through
the encryption module 23 (in step SP5).

When the CPU 46 of the security server 6 confirms (in
step SP15) from the received result_of authentication that
the IC card 8 has been successfully authenticated, the CPU
46 obtains the private key corresponding to the user ID (in
step SP16) from the user-certificate data base 55 (Fig. 6)
in response to the authentication request sent from the WWW
server 3, generates a digital signature sheet (in step SP17)
in_which a digital signature has been applied to the
received trial characters by the private key, and sends it
(in step SP18) to the encryption module 23 of the user
terminal 4.

Conversely, when the CPU 46 confirms (in step SP15)

from the received result of authentication that the IC card



- 16 -

8 has not been successfully authenticated, the CPU 46 again
receives the user 1D, generates new commdn-key—encrypted
information by using the coﬁmon key corresponding to the
user ID, and sends it to the IC card 8. The CPU 46 again
receives the result of authentication from the IC card 8.

When the encryption module 23 receives the digital
signature sheet from the secﬁrity-server 6 (in step SP7),
the CPU 10 of the user terminal 4 sends it to the WWW
browser 10 through PKCS#11-24 (in step SP8). Then, the CPU
10 sends the received digital signature sheet to the WWW
server 3 as the acknowledgement of the authentication
request (in step SP9).

When the WWW server 3 receives the digital signature
_sheet, the WWW server 3 decrypts the digital'signature by
using the public key written into the user certificate
received in advance. When the decrjption is successfully
performed, it is determined that the legitimate user
terminal 4 has requested the electronic priced information.

The WWW server 3 prepares for sending the electronic
priced information'to the user terminal 4. The WWW server 3
encrypts the electronic priced information by the public key,
and sends the encrypted electronic priced information to the
user terminal 4.

In the network system 1, as shown in Fig. 12, the user

terminal 4 performs writing according to a writing procedure



RT3 shown in Fig. 13 and the security server 6 decrypts the
encrypted electronic priced information according to a
writing procedure RT4 shown in Fig. 14, so that the user
terminal 4 writes the electronic priced information into the
IC card 8.

The WWW server 3 sends the encrypted electronic priced
information to the WWW browser 22 of the user términal 4.

When the WWW browser 22 receives the encrypted
electronic priced information, the CPU 10 of the user
terminal 4 stafts the writing procedure RT3 (in step SP21),
and sends the received encrypted electronic priced
information and a decryption request command C3 to the
encryption module 23 (in step SP22);

Then, the CPU 10 sends the user ID read frém the IC
card 8 through the IC-card reading and writing unit 9, to
the security server 6 together with the encrypted electronic
priced information and the deéryption request command C3
received by the encryption module 23 (in step SP23).

When the CPU 46 of the security server 6 receives the
decryption request command C3, the CPU 46 starts the writing
procedure RT4 (in step SP41) to authenticate the IC card 8.-
The CPU 46 reads the common key corresponding to the
received user ID from the common-key data base 56 (in step
S42), and generates common-key-encrypted information by

using the read common key. Then, the CPU 46 sends the



common-key-encrypted information and an IC-card
authentication request command C4 to the encryption module
23 of the user terminal 4 (in step SP43).

When the encryption module 23 receives the IC-card
authentication request command C4 and the common-key-
encrypted information, the CPU iO of the user terminal 4
operates thé IC card driver 21 (in step SP24) to send the
IC-card authentication request command C4 and the common-
key-encrypted information to the IC éard 8 through the IC-
card reading and writing unit 9.

When the IC card 8 receives the IC-card authentication
request command C4, it authenticates (decrypts) the common-
key-encrypted information by using a common key stored in
the EEPROM 31 provided therein, and sends the result of
authentication to the security server 6 through the
encryption module 23 (in step SP25).

The CPU 46 of the security server 6 receives the result
of authentication sent from the encryptioh module 23 (in
step SP44). When the CPU 46 confirms (in step SP45) from
the result of authentication that the IC card 8 has been
successfully authenticated, -it obtains the private key
corresponding to the user ID froﬁ the user-certificate data
base 55 (Fig. 6) (in step SP46), and decrypts the encrypted
electronic priced information by using the private key (in

step SP47) to generate the electronic priced information.
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Then, the CPU 46 encrypts the generated electronic
priced information by using a common key read from the
common-key data base 56 to generate common-key-encrypted
electronic priced information.

When the CPU 46 confirms (in step SP45) from the
received result of authentication that the IC card 8 has not
been successfully authenticated, it receives the user ID
from the user terminal 4, applies authentication to the
"common key corresponding to the user ID within the IC card 8,
and receives the result of authentication.

When the encryption module 23 receives a writing
requeét command C5 and the common-key-encrypted electronic
priced information from the security server 6 (in step SP27);
the CPU 10 of the user terminal 4 sends the common-key-
encrypted electronic priced information to the IC card 8
through the IC-card reading and writing unit 9.

The CPU 27 of the IC card 8 decrypts the received
common-key-encrypted electronic priced information by using
a common key read from the common-key area 34 of the EEPROM
31, and writes the electronic priced information obtained by
decryption into the électronic-priced—information area 33 of
the EEPROM 31.

The CPU 10 of the user terminal 4 sends the electronic
priced information received'by the encryption module 23 to

the WWW browser 22. In this way, the WWW browser 22 obtains
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decrypted electronic priced information from the WWW server
3.

(3) Operations and advantages in the present
embodiment:

With the foregoing structure,.in the network system 1,
the security server 6 authenticates the user by the common-
key encryption method by using the common key maintained in
the IC card 8 which the user carries, in response to a user
authentication request sent from the WWW server 3, and
performs, only when the user has been authenticated,

- predetermined processing for making the WWW server 3
authenticate the user by the public-key encryption method.

Therefore, according to the network syetem i, since the
security server 6 authenticates the user by the common-key
encryption method in response to a user authentication
request sent from the WWW server 3, and performs, only when
the user has been authenticated, predetermined processing
for making the WWW server 3 authenticate the user by the
public-key encryption method, quickness given by the common-
key encryption method and safety given by the public-key
encryption method are together provided.

According to the foregoing structure, in the network
system 1, since the security server 6 authenticates the user
by the common-key encryption method in response to a user

authentication request sent from the WWW server 3, and
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performs, only when the user has been authenticated,
predetermined processing for making the WWW server 3
authenticate the ﬁser by the public—key encryption method,
qﬁickness given by the common-key encryption method and
safety given by the public-key encryption method are
together provided. Thus, the network system 1 has improved
quickness and safety for authentication.

The user terminal is not limited to a personal computer.
It may be a mobile communication apparatus, such as a
portable telephone, a satellite telephone, a personal
handyphone.system (PHS), and a portable information terminal
unit. The data holding apparatus is not limited to an IC
card. It ﬁeeds fo hold a common key used in the common-key
encryption method, but it does not necessarily have a card
shape. It is preferred that the data holding apparatus be
portable. The data holding apparatus and the user terminal
may be integrated. The data holding apparatus may be a
mobile communication apparatus in Which an IC chip for an IC
card is built in. In this case, the mobile communication
apparatus may have a browser function for accessing
information on the Internet and a reader/writer function for
reading and writing an IC card.

‘(4) Other embodiments

In the foregoing embodiment, a case has been described

in which the IC-card reading and writing unit 9 and IC card
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8 send and receive information to and from each other by
radio. The present invention is ﬁot limited to this case.
The IC-card reading and writing.unit 9 and the IC card 8 may
be physically connected to send and receive information to
and from each other.

In the foregoing embodiment, a case has been described
in which authentication is first performed between the
security server 6 and the IC card 8, and when electronic
priced information decrypted by the security server 6 is
stored in the IC card 8, authentication is again performed
between the security servef 6 and the IC card 8 and then the -
eléctronic priced informatiéﬁ is stored in the IC card 8.-
The present invéntion is not limited to this case. Until a
connection made between the security server 6 and the IC
card 8 is broken, authentication may be performed only once
between the security server 6 and the IC card 8.

In the foregoing embodiment, a case has beén described
in which, when the user terminal 4 sends a request for
authentication to be performéd with a common key to the
security server 6, the IC card 8 is authenticated. The
present invention is not limited.to this case. The IC card
8 may be authenticated in ad#ance when the user terminal 4
is connected to the Internet and then to the security server
6.

In the foregoing embodiment, a case has been described
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in which electronic priced information such as electronic
money and commuter-pass information is handled. The present
invention is not limited to this case. Free information
such as free software may be handled.

In the foregoing embodiment, a case has been described
in which electronic money and commuter-pass information are
handled as electronic priced information. The present
inventioﬁ is not limited to this case. Music information
and book information may be handled as electronic priced
information.

In the foregoing embodiment, a case has been described .
;in which an IC card is used as an information holding medium.
The present invention is notllimited to this case. A medium
having a calculation function and a memory function can be
used.

In the foregoing embodiment, a case has been described
in which encrypted information generated by the security
server 6 by using a common key is decrypted by the IC card 8
to authenticate the user. The present invention is not
1imited.to this case. Encrypted information generated by
the IC card 8 by using a common key may be decrypted by the

security server 6 to authenticate the user.
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WHAT IS CLAIMED IS:

1. A user authentication system comprising:

a data holding medium for holding the common key unigue
to a user, used in the common-key encryption method;-

an authentication apparatus for holding the common key
used in the common-key encryption method and the private key
used in the public-key encryption method, each unique to the
user; and

an information processing apparatus connected to the
authentication apparatus in an always-communicable manner
and provided with a function for performing authentication
by the public-key encryption method:;

wherein the authentication apparatus performs
authentication by using the common key held by the data
holding medium and the common key held by the authentication
apparatus, in response to a user authentication request sent
from the information processing apparatus, and only when the
user has been authenticated, performs processing for making
the information processing apparatus authenticate the user

by using the private key corresponding to the user.

2. An authentication system aécording to Claim 1,

wherein the data holding medium is portable.
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3. An authentication system according to Claim 1 or 2,
wherein the information processing apparatus is a mobile

communication apparatus.

4. An authentication system according to Claim 1, 2 or 3,
wherein the data holding medium and the information

processing apparatus are integrated as a unit.

5. A user authentication method for a user who carries
a data holding apparatus for holding a common key used in
the common-key encryption method, comprising:

a step of authenticating the user by the common-key
encryption method by using the common key held by the data
holding apparatus of the user in respbnse to a user
authentication request; and

a step of, only when the user has been authenticated,
performing processing for authenticating the user by the

public-key encryption method.

6. A user authentication method according to Claim 5,

wherein the data holding medium is portable.

7. A user authentication method according to Claim 5 or 6,
wherein the user authentication request is sent from an

information processing apparatus.
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8. A user authentication method according to Claim 7,
wherein the information processing apparatus and the data

holding apparatus are integrated as a unit.

9. A user authentication method according to Claim 7 or 8,
wherein the information processing apparatus has a

communication function.

10. A user authentication method according to Claim 5 or 6,

wherein the data holding apparatus is an IC card.

11. A user authentication method according to Claim 7, 8 or 9,

wherein the data holding apparatus is an IC card.

12. A user authentication method according to Claim
11, wherein the information processing apparatus has a
brqwser function for accessing information on the Internet
and a reader/writer function for reading and writing the IC

card.

13. An authentication method comprising:
a step of holding a common key used in the common-key
encryption method and a private key used in the public-key

encryption method, for each user;
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an authentication step of, in response to a user
authentication request sent from an external information
processing apparatus, authenticating the user by using the
held common key for the user and a common key used in the
common-key encryption method which the user has and is held
by a data holding apparatus; and

a step of, only when the user has been authenticated in
the authentication step, performing processing for making
the information processing apparatus authenticate the user
by the public-key encryption method by using the private key

corresponding to the user.

14. An authentication apparafus comprising:

holding means for holding a common key used in the
common-key encryption method and a public key used in the
public-key encryption method, for each user; and

means for, in response to a user authentication request
sent from an external information processing apparatus,
authenticating the user by using the common key for the user
held by the holding means and a common key used in the
common-key encryption method for the user held by a data
holding medium of the user, and for, only when the user has
been authenticated, performing processing for making the
inforﬁation processing apparatus authenticate the user by

the public-key encryption method by using the private key
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corresponding to the user.

15. An authentication apparatus according to Claim 14,
wherein the authentication apparatus has a private key used

in the public-key encryption method.

16. An authentication apparatus acgording to Claim 14 or 15,

wherein the data holding medium is an IC card.

17. An authentication apparatus according to Claim 16,
wherein the information processing apparatus has a

reader/writer function for reading and writing the IC card.

18. An authentication apparatus according to any one
of Claims 14 to 17, wherein the data holding means is
integrated with the information processing apparatus as a

unit.

19. An authentication apparatus according to any one
of Claims 14 to 18, wherein the information processing

apparatus is a mobile communication apparatus.

20. An authentication apparatus according to any one
of Claims 14 to 19, wherein the information processing
apparatus has a communication function, and a browser

function for accessing information on the Internet. .



