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(54) Title: SYSTEMS AND METHODS FOR MANAGING ACCESS CREDENTIAL REQUESTS
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Receive a first user request to modify a current set of
requirements for authorising modifications to access
credentials for a user
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Modify the current state of the set of requirements to the
propased set of requirements
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Receive an access credential modification request to modify
access credential(s) for a user
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Transmit, to an event logging engine, an access credentials
read request associated with the user
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Receive, from the event logging engine, access credential
value(s) associzted with the access credential identifier(s)
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Determine whether the madified value(s) for the respective
one or more access credentials comply with the modified
current state of the set of requirements based on the.
received access credential value(s)
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Respansive te determining that the modified value(s) for the
respective access credential(s) comply with the modified
current state of the set of requirements, authorise the access
credential modification request
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Responsive to determining that the modified value(s) for the
respective access credential(s) do not comply with the
madified current state of the set of requirements, refuse the
access credential modification request

Fig.5

(57) Abstract: Described embodiments relate to a computer-implemented method com-
prising: receiving, from an authorization server, an access credentials read request asso-
ciated with a user. The access credentials read request comprises one or more access cre-
dential identifiers and one or more parameter values, wherein the one or more parameter
values are derived from a current state of a set of requirements for authorizing modifi-
cations to access credentials. The method further comprises traversing a first event log
associated with the user to determine one or more access credential values associated
with the respective one or more access credential identifiers based on the one or more
parameter values and transmitting, to the authorization server, the one or more access
credential values.



