A

Acquire a feature matching result between the face image and at least one
pre-stored face image in a data set of the vehicle

If the feature matching result indicates that the feature matching is
successful, control vehicle actions to allow the user to use the vehicle
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Detect at least part of a face region of the face image to obtain state
information of the at least part of the face region

A4

Acquire a parameter value of an index for representing a user fatigue
state according to the state information of the at least part of the face
region within a period of time

Y

Determine the result of the user fatigue state detection according to
the parameter value of the index for representing the user fatigue
state

FIG. 2
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Perform face orientation and/or gaze direction detection on the face 302

image to obtain face orientation information and/or gaze direction — ~_~/
information

Determine a parameter value of an index for representing a user 304

distraction state according to the face orientation information and/or | —
the gaze direction information within a period of time

IDetermine the result of the user distraction state detection according to| 306

the parameter value of the index for representing the user distraction |, —
state
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Perform target object detection corresponding to a predetermined 402
distraction action on the face image to obtain a detection frame for a —~_“
target object
v
Determine whether the predetermined distraction action occurs 404
according to the detection frame for the target object N
if the predetermined distraction action occurs, acquire a parameter
value of an index for representing the user distraction degree 406
according to a determination result indicating whether the L~
predetermined distraction action occurs within a period of time
Determine the result of the user's predetermined distraction action 408
detection according to the parameter value of the index for L~

representing the user distraction degree

FIG. 4
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Perform user fatigue state detection, user distraction state detection,

and user's predetermined distraction action detection based on the face 502
|monn ta ohtain the recanlt af the nicer fatione qgtate detectinn the result /\—/
luusv LU UvULwdlill UiV 1VOouUlIl U1l uiv uowvil luusuv oLralv UVEUULIUII
of the user distraction state detection, and the result of the user's
predetermined distraction “action detection
Determine a user state level according to preset conditions that the 504
result of the user fatigue state detection, the result of the user —~_/
distraction state detection, and the result of the user's predetermined
distraction action detection satisfy
Use the determined user state level as the result of the user state 506
detection. N
FIG. 5
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Receive a to-be-recognized face image sent by a vehicle

/710

A 4

Obtain a feature matching result between the face image and at least one
pre-stored face image in a data set

/ 720

A

If the feature matching result indicates that the feature matching is
successful, send to the vehicle an instruction of allowing controlling the
vehicle.

/ 730

FIG. 7
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