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works by first recording or "burning

15%£¥8§%Piéqmg}é%% or other data into nenory in the

RFI D device. Thereafter, the RFID sends the recorded

i dentification or other Fieldofdmtdntiont o an RFI D readi ng

device. A particular advantage of RFIDs over bar code,

optic % ?x{@ﬁiﬂﬁxtr@fa&s 'ﬁﬂqem H's&‘ste?ltlsogo ngcfﬁlt{) He Qoﬁ'&ﬁtl&ﬂﬁ secunty of
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dromriginpst crries)af shepniky/eirtond andamoabng thet infgmiationt foe tr@mssmn using

ar code readers, line of

‘gatélﬁtﬁ@i&gﬁ%@%ﬂﬁkgﬁéngt&hgﬁ%gfhe readi ng device to be

read. Some currently avail able active tags can be read

at di stances up to 3Backomeund dfitheityentien cal crates and

contai ners used during shipping. RFIDs conme in two

vari eRh,83’ ko XQd@}ﬁﬁcBﬁﬁstbé’se(hel‘%ﬁlaﬁg te¥&refRh Bs ""R?hb@?%re well-

a battery or ot ower source, and Is activated
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ent a
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RFIDs over bar code, optical characters and magnetic storage (such as the magnetic strip on

many credit cards) is that the RFID does not require physical contact, or as is the case with
optical character and bar code readers, line of sight, between the tag and the reading device
to be read. Some currently available active tags can be read at distances up to 300 feet
through typical crates and containers used during shipping.

RFIDs come in two varieties: active and passive. An active RFID includes a battery
or other power source, and is activated by a signal from a reading device. The activated
RFID then broadcasts its identification or other data, which is picked up by the reading
device. Some active tags have memory chips on which data can be written and received
remotely. An advantage of active RFIDs over passive RFIDs is that the inclusion of a

power source allows the active RFID to transmit to a receiver without entering into an
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power source allows the active RFID to transnmit to a
receiver without entering into anel ectromagnetic field

Wt)aoqsmamsm he tag circuit. Active RFIDs are al BOT/US2005/009380
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in the same housmg or side-by-side. The emitter sends out a beam of pulsed red or infrared

light which is reflected directly by the target (at any angle), it is diffused in all directions
and some light is reflected back. The receiver sees only a small portion of the original light,
switching the sensor when a target is detected within the effective scan range. Ultrasonic
Proximity Sensor: This device allows for alternate transmission and reception of sound
waves. The transducer emits a number of sonic waves which are reflected by an object,

back to the transducer. After emission of the sound waves, the ultrasonic sensor will switch
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light which is reflected directly by the target (at
any angle), it is diffused in all directions and sone

woigis093456r ef | ect ed back. The recei ver sees onPgTAS2005/009380
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tobangdee iCothe sicrser O AL FigEYHG event s Teepropmpiyable monitoring
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i f. cant s . . . )
e generate one egl%oélmel?t, a monitoring unit is mounted inside a shipping Container

suitable for long distance transport. The sensor is disposed so that opening and closing the
Container door creates a change in the sensor output which is detected as a triggering event
by the monitoring hardware. The triggering event can be used for tamper detection security.

The status and logged information contained in the monitoring unit can be read by RF



10

15

20

25

30

changes in the sensor outputs as a triggering event.
The programuabl e noni toring hardware includes nenory

woanosawsssng i dentification information for thecT/us2005/009380
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sensoVatiousmpdifications torthe Rreforiedgmpedizents, 6%‘10919% qy yill be readily

a@s&#ﬂﬁrtg FE%:;E%E%E)&I 71%\1/’% a%lllcﬁnﬁlél aR€ind HE Wclole HESERMARGN may be

Various nodifications to
tappliqableftor othet emivditnenimens dwieatiob avithentodepasting fpan the spirit and

&??p%l Olg)rﬁlbe ;E) E enﬁm%er{tﬁn talli]cp BE Inrl%lfeq eddeik iTlhlllS iﬂ% I;TQS%nt invention is
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GREuds opc §F B Mopermg 1’Esv%qtqqd OR% OH T lg%qgiFré %@ evyhlai are devices
f8f LeRdiRe ¥brhation from or communicating with the monitoring units 21 such as hand-
held/mobile devices 31, laptop computers 32, desktop computers 33 and/or dedicated fixed

position devices 34. Each Reader 30 is equipped with RF capability which for computers
can be a commercially available card (not shown) that plugs into a slot in the computer.
This card contains a transmitter, receiver, and an antenna. The Readers 30 preferably send
and receive radio signals to and from the Monitoring Units 21. The Monitoring Unit 21
includes one or more sensors 22 and an RF Transmitter/Receiver 25. The RF capability can
be limited to transmission only for some applications. The intelligence of the Monitoring

Unit 21 is built into the Monitoring Electronics 24 which includes a microcomputer,
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A system 20 according to the invention is described in
Figure 1. This system 20 i ncludes one or nore

wohmistoesdsng Units 2 1 and one or nore Readers BOTMS2m@E/009380
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Monitoring Unit 21 according to the invention include conventional devices that detect
various forms of energy including visible light, inured light, magnetic fields, radio
frequency energy and sound.

Figure 2 illustrates an embodiment the Monitoring Unit 21 using an RFID Tag 54.

This embodiment can be used as a tamper detection security. The sensor 22 is connected to
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envi ronnental factors such as the physica
characteristics of the Container, but typically

wdizetsaasss up to 300 feet are practical and t hecCcsiugzmbs/009380
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FACE AR M R  TI TE TIE

SRS tORY Qrs g QS chisdr ﬁEEtbaSi &1l arpihyisiagt @ﬁnadsﬂ @Selad‘ﬂroﬁhéel{hhlchbsxh&h The
recorded and recover ed alon% wth th ime tha

Serigr pilays thmihlt sondiiqggehichg delgerrd bg e A VhES tfaﬁb@ﬁ?rrf@ moved to

@t rddagied Qﬁfh a tindBhRCAcedsiB 16 RIFIIO fdgehekd 1 isSRB3Mo fof B8nsmission
faul t is stored on the volatile nmenory until it

é%ﬁPBEU?ﬂB%%ferred to the tineline in the
sel f - gR0isehdaes %angfe}a%%/ plz&'dsm ofse &)F@ﬁﬁl@ﬁ to the Door, cargo or other

monitoring target. The maximum distance is limited by the capability of the Sensor. The
Monitoring Unit 21 can be mounted with screws, magnets, etc. preferably on the inside of
the Container. The Sensor is preferably mounted with the energy emitter and receiver

aimed at the target with no impediments between the Sensor and the target. When the target
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can then be read by a Reader. In accordance with a
preferred enbodi nent of the invention, the invention
wonresicdese a net hod for using a Monitoring Unit PETAISE@®S/009380

SN g ArER ' Shof BT <o HE aned B ufoy e rtective

tdnergp @St off the taget! M diffarernt oo plesshddgofdBuigs eénditiling movement of the

recordin hat .i nformation_fofr i di ate or .subsequent .
oI Bl EHRETS SRl | T PSR Fectloht SEiBba (iogimmersially
edvailabl SSTORNEL OB & oPiy: tELdvdinfght &beled S I@ MecHn@ @ ElnYdrRgtiéh e

energy back .t a sensar . as it is reflected off the

door . Anpieeal ipdicagag @ fput @5@%@‘{6{0% by ke gycraRIpsRgsor 48 or other logic

r @26k iaRreOl i BRreIeMSRE nfRRRYSichaRsy Be kepakdie GORALL idfinal to the
occurs. The fault signal is then rebroadcast

i TR QRERE P OTARigras PP e B I Figkre Pe Rgeduse itgy useful to know when
rtﬁéalféutlt! ORulrbdasd ﬁ%lsgagq_ﬁoit ge@ er@hé Sﬂegtre]fataﬁ, ot rﬁﬁroprc%cgssor holds the

conmuni cati on si gna vi ce dependi ng on
rmfgpnth’tti@g dnoiba tfawdininaits olatile emdoountil down Yeangorded in its non-volatile

, - eni r :
R0 S rlTPL G BR50 0 o As fgfe o One i en
rvoiutilcomed onystha gnfarnéins on thenftk adacoéssibleptoytsi ead by dal RIAD tag 54.
el cfﬂgnecpaniqu swi__t@h,1 The device allows the . o 5
PRSP 108 SR 151 TSRO o RS VofRAIR P RRP By B BB RREE RS AS
tdordifdo0fromts ienedy tutd ib endeagain dedlabictibireaeitve thesieatpult.

accessihble to a REID tag re it _.i.s ayail abl 0

FF ane LR gk ot Brp setiderent phdmuiiEn R55ed Shove can be a
Rogheradllyyavell atellehtdc Sb10SEhs RIOSdriXh tHysctibed il ehd MRtiment Active UHF
car ga or_ot%gr monitoring target., The naxinun1dkitan

g e )
i2eliQrerisa BYe RED tagpatsdiin s Byentinn axsq sy andpppst have the capacity

VB Béde8Y thé GauihformationCiadludiBy THRUikieB@m dr s SE R Wase of the Identec i-Q
magnets, etc. preferably on the inside of the

demhbae icime-TREPBE £3pAbility Whichrie pepally RRSITRY tagisTRempfy capability.
GREMBY egﬂ)&iﬁﬁﬁt and &R Kagr taRbdTREL 3huit e ALASt A from the

no 1 npedi nents between t Sensor and the target. en
trhieroprpceseoIiY @8 obiside deadiand giotss dha fult Qaadtimeline i thgenarary of the

t [ - r.ef.l ] f
0 PG AR RSB Bl e
ithechineguti fying, effovierfeming o tidwices aithetenigy.aAhawdrhpleof this is as follows:
[ ri ent . .Thi Sen 22.can b imlar to th
B i Y00 vl SRERRerPiecRl 58 ladl cifrel 1212
leakaed @deddlings baahimetiat whith areams to cover A shipging tiniernd 3@ daysrigcan read
fault is en detected. the m croprocessor 48 or
Trahiar guire 2l fetats TR ade Tl R B iespgsor must be

\WitinGtBreRYntdfioSEPaF aileast 6@H) Suplendfekedvals. ihetwid to accomplish this is
M Ccr oprocessor or m_croconputer s. shown i.n_Fi gur

e 2.

Be dergik thet Vst s ssaidedFoRHodRhARA 1 fre tearniptile degparg dor over 20
ABnBEERASREM BOreb&AKT On tREncASHlatiltbforyt WRich is activated every 20
m croprocessor holds the ) i )

seconds by the Identec tag. The disadvantage of this method is that the time of the fault as
it is recorded is only accurate within 20 seconds. In this embodiment the sensor is always in
the on position as is the Identec tag. Because the sensor records a fault when no energy is
reflected back to the sensor a fault condition will always appear if the battery is

disconnected, removed, or goes bad. Likewise, proper function will be evident and indicate
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information on the fault in its volatile nmenory until
it can be recorded in its non-volatile nenory on a

woebmwmﬂi meline or using a tine stanp from BCT/US2005/009380

r eal | n.nan t
s oreT s BN durt 1 SR ol p oy sty can be rend
tahﬁ tcRFdd[asingg r&dler aﬁ‘]ﬁlﬁbetlrhdﬂef ihstallation.s recorded in

non-vaql ati f he rocessor.clears the..
rou v T 3t SR oot b b AP ERE Dhis 21 & i fnSntion the RFID
avd J4alebEndtBaveeC@hthelshiRageupabilByl In. thiREmBbdid@nth #hets@d triggering
in the err‘ooofLfl nt of invention described abaove can. he

I

LVeBrhtes fhg Sawﬂ frgmy the PRSPt cis SoradiamariEngling ogzgaj-Hme clock in

des ﬁ'feh}égj@ Bf thd 81 HAAEHAE DIt A¢ binkR IMERvIRBId to@heSRFIc@Suit to be read
The RFID tags used in this invention are active and

nRyst Reaslge Enhtbw@affatéfs jcrpprogRseqs eouldhee pragrammedstp mpaRitphHe sensor

' ﬁhﬂﬂg)luﬁg ok Iﬂﬁ'ntoh fﬂfé&ﬂw if? 'breﬁétex‘rﬁlnéchﬁte%?setoqr)oﬁ he af fault condition.
entec |-Q tag have a time-stanping capabi | ch

|‘é’hen:tau%ullt ;ﬂc@m tit whuldhlee tebepadease fromydietalyatyi telcoly'led ldmfecﬂy on the
t &ling Hlte EIQ% ?etm: elgﬁ%a&rc'ilﬁkgfs tﬁeh%u&%&lokessor The same

or ma | on I'rect romtfie mcroprocessor: via
auicmpdmedseaui'odd clsstppoade mhmofyazuidt anointegfadel wigh alrdalqgrc fon¢he RFID

rtcH% ﬂns et’rﬁbc%dn?%Q eecmltc ﬁoecesg%rnca ggéct%gsﬁ% ggecélg eVl'«% %fle &%&D circuit
rtagmoirgpﬂmigaceiﬁtioaal fuﬁétlcms slmy as wonigle WheCd®r Winbdt offmal gh. Reading the

P 555 hecitnipn S dBliipdl B S isRThatiprd e shegig g eein or

]sgnﬁtlﬁty&)tﬁﬂhé SerRbr fo%lﬂisﬂ gﬁce@libra@e thie ¥BdsbN@ueMal differdB@8Sn tHR sensors
cover snip

p s it can read the
JBHIGRE diiapse ’321319 e dgeier re%sctaﬁ Soerotin Episngent.
prot eg¢b} M3 Rk 8f BRPMvERRNSERSRE 11‘[‘1%&&11@@%@&' th®1dgh controlling,

conti nuously 'or at | east every couple of seconds. One
VeRg mopiterreolp penser andithe tieling qraeabtimerairekayeorptually part of the RFID

desit hiREH ROLUS oRRd Bﬁ’!ﬁ epatatd Iﬂeﬂl&? QL EbIE ha mﬁlrfeg RFID tag

over 20 seconds until 1t can be récorded on th
ol memnenyi sodongegsothy fanlfi infertationds repdileavadlolde ﬁorzoedlate transmission

So‘?%ﬁ?b%%ﬁ%’a Iﬁé’stahnﬁ):&lcfs%%ﬁeg@r %uaﬁgb‘a?g{t%%‘ﬁﬁ% @ge of this

|st aul't as it is recorded
| s onlAfteathe davditierespidad on e l@gd@nrdmembry asmcateémhdda mpettamp and

etﬁ E]ssagzgesm%]g%o \@haey I%FIH:mmm ’h or " Sel t%alngmnltte o a inaacg% 30 to be used.

ecause ecor
I’RFIBH@’s@yn bSreBdEhotB eitka flxad kr ha&nd—lhbk’l mmg rReadém ¢hi also work as re-

ondi ti.on wil earlf battery is .. . :
gﬁr%%BﬁH%%fi%"dces F%%‘?H\%tg HE8S Op ta%ia ‘59% ﬁéranii&?%’@rmf‘ma“o“
fma:toh%%n\gekdchmog@yl dent and i ndi cat ea successful
i nst al absence of

t wh t.h
i nf or AEAl t'sﬁgfe‘aerﬁ?@@d}ri%gofé\%a Mosdipars it %bﬂﬁlsiffaé%@rﬁ&%re 3 uses an

R85 isB®al Qhtet et 6 tAtrhRihit 18 Ak Abhehs abitBroedRQdEgRN the radio
of the Monitoring Unit 2 1 of the invention the RFID

TeagsSe eV S Whith can by ARY Phiiestlismatees a4 sieparibed yboven In this
RibaaiREROGH B Hiven¥hIe thel MBnitdiing AKHid #0is self-contained and does not rely

upon the capabilities that are supplied by an RFID Tag. All functional control, logic and
memory are contained within the Monitoring Unit 21 and its firmware and the radio is for

communication only.
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event occurs the fault signal fromthe Sensor 22 is
stored on a tineline or real-tinme clock in the nenory

wWo2005f09845¢ Monitoring Unit 2 1 where it i s avaPCahiSeoos5009380

the R ﬁl rl\ﬁom{o %\Bﬁlﬁ&ﬁ %&galgy m@mﬁiﬁfégaﬁ 1§ USCQ tC": %%OI% I?Iﬁgl%lﬁ 1n?ormat10n

m cr opr SCESSOY be progra
ae]aﬁﬂg toctha comtbinets bty:hcas otvuerMmanie, tdmalmmsmtbnts or 1nventory, and contact

determ erval for a.fa
R ot B el P iRty in Een, b8 Monitoring
i Uiedi abehivs @éta IR O Idegeddirdre ahd yensui(s),ncK bdTeei st Of the container
real -tine cIocK in the Iogﬂdc circuit of th

rHOCF éi?%%tés*’é"dfs SRR Ohidatr 3ol esg%ﬁwwﬁmauraug gandled by the

PEQYéESe THRETRY aﬁﬂh@atﬁ)‘ﬁ prﬁ%ﬁﬁi e ahyRedHe flst @@ypt tHRIdatd When it is
REID circuit, in this enbodinent the ni Croprocessor

cuitteneio fhe Moniering Vaié 21 r WHID g SRmemori r Bihis Wy, only authorized

ACLANP hh StkeAddyf 40 ﬁf@l da{auﬁﬁtth@%& W‘wﬁ@ aﬁp‘r'(g}ﬂia%um&?ity may make
door sensor off and Readi ng the val ués fromt

shargss t Batidater An enauthorlfﬁed ajteppisctoiabien the defa resaliy mya breach of the
C%&Prgfug %n@gi(gffe?gl? IQ:% t%eaédtltohf‘él ste%} i Brotkgl? t?e?inasﬁﬁlt cgndltlon is raised

adj ust or c e sensor to differences
tand apprpokrs miifmammlg @i sheamede. f r"ﬁm tdie cdodie, watten in a three-step

re?lfrlyﬁgé I V%cé/sgl lﬁr%t ?l% (!1atta th%{' It%%gr@ﬂgetn 1ls:%n%r$gt3e}gd %I%]%E R¥% -standard

PYVeEnt i'on
I ecngnyptmo algbnthh1sn@4—ban d28rbm arordzngmt pendins on thndotditey using the

or, real L-ti clock are act.uaglly part of the
RPPBUP Do SR i Eoiary Brter o ghe Y 8epie i8OS used upon
rR ey piyora €C e&ﬁf}bﬂﬁ datn Emralrd 133 afdcai Ned IRﬁihﬁ)lgt azgavm then preferably

nmenor solon as the fault g%mﬁtl read >Z/
£OBPFEStRdensing ri‘f’éo‘%r'éf%nﬂr?sé’n‘?grﬂ@ Yo g o] sany ttB QA W?tinﬁ & space in tag

trhdlsiy amenia@]l&sslu@ h®iifidhl rRfBENENdatd.r ansm ssi on.
After the fau is recorded on the Ion%;termmsrm

as s ocitRe8 deagingrhe datp dheay By loniaring Bl 2Lt the progessds &5vgrsed by the

tiRalide RF'tlQ @d)lfcﬁiéio‘h of‘ the 'Héé?p@&l bfoREe MHet &Qcﬁs@makey is tested for
Reader to be used. RFID fags can be read wt

eaahqiiéf, 1de|1%§@|8 thet the defa hes ia f@éh@?@ﬂ%‘fﬂmﬁé Holiés ayigingh staues &epending on
R éﬁq zaﬁ&{ﬁgﬁeqﬁéﬁ bogofleNiaf 83 ik 2ad flwa&efhe«aflerbﬁ@{orfﬁé Ty

e tag and then'transnmitting information via a
| ong- Pangebadisént of tigymetind ofl the myentionaismgiihel Mewtteringf Unit 21 is as

IO e SR Ty e .
tahd! using radpundiccdd Garstadi8ndrg) Réuder, s @ntainer is recorded as “closed” by the
an sm

/ recei.ver 235 n E g

P ha i LGS PAHEE pe Hetafith B0 h Sl LB misiasivaiag Cut ot
tlidgiteld AO)E Nthé @lite fahl@tlﬁib et @htaii@r Was tegﬁsteled & closed the user name logged
sel f hcont ai nedl? and d pes not rely upon ag(ﬁbl it
R 06 A, g oo BBy foRRRE YA ATTe] dhclRghgpmer iformation,
GRRh{o®) infbidehition, 3 dRAMEN 18¢2BoRO Tl PeRB@nWHigPinY Inff@mation. This
Monitoring Unit 2.1 and its firmmvare and the radio is
fdata is written to the Monitoring Unit 21 using the process described above. At this time,
the Monitoring Unit 21 initializes, calibrates itself and begins monitoring the sensor target:
door, cargo, etc. The device will self-calibrate itself creating an average baseline value and
then monitor changes in that value which will indicate a fault. All values, or a fault (values
that are not within set parameters) can optionally be recorded periodically in the memory of

the RFID tag along with a real time clock. Faults will sound an alert, or the recorded record
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conmuni cation only. The Monitoring Unit 2 1 contains
menory that is used to store inportant information

woeb@twsugot o t he contai ner, such as owner namePCT/US2005/009380

C ﬁﬁlgﬁl @1%181&% cﬁ 2{%1%8 %ccQs;éeJ‘ Qr %‘F}I?S? gflglgéfgtr;fehﬁt mBmIonéqg process
Fmiﬁhhm edtil fhe casldinti ©Aeceivhd b%l’vi/aty@bmﬂgl thiaiship@ing process. Upon the

O LA b SRS, LESTRS  RER0T Ay BB e o

Eine ra}Spﬁdaﬁﬂn abfidatka ahdakie bScrBRdgI frodess iid) ré\@tsed,ewith the application
handl ed by t.he Readers Thus, the applica

n r I any
 oitversethedesting ety &h éﬁ@ ﬁ{ eetch é)r%‘gfsast%eﬁkef gatla Es %%n available for

Welithesy 4 Qsdrner MenidypsinhB thin bﬁdpglnl oPtheRulphdn@G Wér may choose to
menory. In this way, only authorized Readers and Jusers

riggeieceibe eomdaipgic BY daig sprbe Monuernarlay i is reeisigsedi 0ae-

aut hory M’onﬁ@ﬁfn%‘@hﬁ 2¢hang @c?tmtngn(f Jé?%o WRkR it Iéﬂ'f)ymds and which can vary
unaut hor1 zed ts to alter the data results in a
baceerdingab thmpréllcetm olfich Menjteriop &nitatdhasricenigypeaddress to which it
e t

SLEELAETE 0L, ISR bORD Pl MO Lyl v
diateadediafor bdl Moniterery Unita TThe dmadeaspcammandstdagrinclude an otherwise
P %gss%ltsed &Ehrreg’st sucéaé'% %?’taﬁo dé}'&? atee:,]@lzrlt;ﬁ Igglljc]s 3l og%dfl%c%*?e the command.
(lﬁélwd‘ylet, ,thel @8ts hiotnoo resfi€iddo brdaddspemithags,awo 4 typicelousabf y broadcast

th t]
P RBLGE ah SPbe B re o o SRR Gl tggmands. A
OB @binhfajid Wi diRloditGingUoAits eddréss Iliiliha'létl cail ABo Ibe sitd fongake-up a

data is then preferably ¢ sed, us rio
T A S pdhe Séoegoqu}g Unit is

t-gQe e Mpy Yheaaeégﬁlnbd@spowepvg snsadel. t ISﬁﬁ@'vaﬁ@ﬁﬁW@éd/éiﬂ)ddfmems of
data. Upon reading the data fromthe Monitoring Unit

2Moquﬁ@g BHBIE 84510 e PgipRisd Pndentifigatiuquaiber wpich ggrresponds to the

CORE LR sHHoRhg Bt SRGIY BE 28Rl Q88 SBat BRI fRREGK akibdieshould be
i§ tested for validit |nd|cat|n% that the data has

i nadebletbylreeammandy(ege oetd nit B pissysidrhyl 2 Beaser . Amepairag i alter the
?ﬂlélfegf It g‘&rAc%i‘gésE 9o %EF% Mo 'Eon (UJH‘. &%n@é' 1s6&§!;1ra%fe The “Set

aval l able to t ser i ment
ohddrée” rmtrmdd ofant be hielpitd ninj @chusg ragdiekre cfliets.or Ragling out the

V\All#oﬁrngtl : I Y fau%fbf gtlcl os\Q?red '% g)k F/H)gftoﬁn %ﬁltallc %nﬁé’:}rc%%gd by a “Get

e arner “doors are c
amadpme hgomrriaﬂdld h’é]hed a(nountsd)faﬂata) nefuyed Regader pnit hell vary with the
conﬁ%#ner is recorded as "cl osed" by the Shipper. The

“Updates the Monitoring Unit 2 1 with a data
packetn additiotdion@crityt thfsdﬁvdntldiﬂ t'(mChlioOl)e. use €ordasdtoding and tracking
time the contaj ner. was clo

ed t.he yser .
S 9 Jra PRGOS SHENER o HE R A TBHE 4 rpplonitoring
V@it 2 ESjuiped RGthas afpropi@ie QMR car Shed B bieddhce bNMEGDs)they move
i nformati on, and docunent | ocations for pertinent

Sthqogsh ﬁguplﬂy Shaa ang proageasisthat information via the various Readers described
herein. Proximity sensors have long been used in the supply chain to monitor and trigger

events. Until now these sensors have been hard-wired into fixed locations. With this
invention the proximity detectors can be wireless, and therefore mobile, limited only by
radio range. The firmware programming in the Monitoring Unit 21 used for object tracking

or counting is different from that used for security applications. The triggering event does

10
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data is witten to the Monitoring Unit 2 1 using the
process descri bed above. At this tinme, the Mnitoring

WOIDE5/023456 | ni ti alizes, calibrates itself and begrms2005009380

TR0k ab it S5 RBDSRY b BRI B S By B o
tm@eéﬂ A& 1uadtna§daﬁomgﬂrem oenafpticatiohalbg €8s invehtivat wodl e to detect
i ndi cate a faul{.. AUval ues, a fault .
el £ SRS ROt SedHioHo B R bl o of container 72. o
?tﬁisl %Eﬁédtﬁsnbem&m%éi aflp@Rhi adiecald ¥ hdile tihe evaamnythefmobﬂe unit,
e

e Shio s alng wibie el fire cloc Tt il
avRkh ABbie diff thé 8HRESvaAGIRES ints I thiNippRediies R @8bile ubt8yould be
nDnltorlng process conti nues until the container |S

rass@pekwith gneoniagis spniersi 28 aimed & thqprenige 9f Beaaebileysyqr container.
t]ﬂl% I}@(Hllltt)lqﬁ Uglt b '\xyouﬁi ﬂaazg QMR trhﬁbnﬁ@&tﬁ%hu‘m fahnR rzlpphcatlon could

aut orlzed ea er ata is then read into t

dispttanorit iooky. $bke wapkisctaids Pheeddniorypednting Fosgassiniy sensor 22 in
r . D y
Sl UB,EPL AL LANE O LABEE SR 8t ot e
tie RFatraishitsk do faoReaden/ wdihbwowd weter the |spectfie objagtplesiing placed into

d hi . .
SgSCIP & co%t?% 03; ilom% hlS it %oﬁlg rﬁ%ﬂtbb géssﬂ&%tro t{%% ?l}%g}r??%goﬁjgcts as they

Uﬂd)\te idtohd ﬁdllV&@Ia]Sdoﬁtaﬁlérsasnd ﬁlfmefmfe traikModi vienfyi they thisyi how:d into the
as a co pﬁ 8 ich it res% nd§ aoﬁ whi ch can,

Ve som Rt By oS i Proniestis SRAR s A et b

Unit 2nlk Bﬁb‘ﬁerﬁbduﬁhﬁb&naﬁdﬂlesﬁoﬁlfbnﬁ@ldI‘hthbtsehﬁﬁ@(il@&Sprogrammable

but preferabl y it will also respond ﬁ’a sel ec

BB et

% t10 cUSHETRHESs WRAR oh tTEgesting, teé’ﬁlg greugeq- Every sensor and

'\@Bhéaﬁfn‘l B8/iroRintS-had BRtabl 1I0RAME S SHoise @f@ﬁiﬁﬂ&)ﬁ hidtiogé WAEs output that
an ot herwi se unassi gned address such as "00" to

998 beatcensideaad APTmabnil ord¥oln @Vl cEPrAInghand: SeReRiing irrelevant
HREY &on, pldEratitiabR ﬁ%lﬁh‘?&s E&SRARE foorilRE aRACAD output A default set
commands,” sO a typical use of a broadcast_command is

tof Paesieestan isawtitternintas thenMpricgsiae A{1idn negielagiifomen@ents a part of the

[

L SR DR GATEEs Py AR o
LmtntnanArvﬁtlﬁEE tpmsmitall te andragvdivedh b Hhe NoolteringeUnit 21. Examples of
S‘p'rrpameters 8re sellr}gort s%%pi\/bgalét)etn eolrv&c g%éllp%t nlglém\t/o?r ge@mt 2'1 ntalg]g reading),
tsymim/r@ndnoﬁ]rdmcﬂﬂ Spaedmelidas)i Guapit rigpel(setsor a)m@ut @odyeactive as an “On”
ant at ed, entification.

S5 EDBh SRS YL GF “hahi Doy 1RECLAY: ol ggeton (how

a&% ﬂ[éeﬁlleﬂnld théiafained eatdré iresmtting mIﬂUﬁ[’e@’rmghfmu|1d=xbeot1ﬁcatlon) and
rea ble by a conmand

BT Ra B 6 ARG, e Tt sdgtion fev, oo are

%@%%@efiul@ﬁlﬂé@h@thefalaﬁ voni toring Unit responds is
desirabl e. The "Set Address" command can be hel pful in

avoi diPFricralliribe Mewiring Vet ZkelaiiAgy sudecppgode in which power is
'J&B&mﬁt bRl F%ﬁd‘é $She ﬁk?oproc%is@f 8 i Mtd MELARR IS conserve

Uni t 1 1s pertorned
power. An interrupt driven tlmer 1s set to periodically wake-up the wake-up the

microprocessor to take readings and perform other tasks. Temperature, humidity, and other
static sensors are awakened at predetermined sample rates (see parameters above) and

measurements are then taken. Since temperature, etc. can usually be recorded over time, the

11



Response” conmand. The anount of data returned by the
unit will vary with the application. In addition to
weeaensrmwd4ss this i nvention can al so be used for PCT/US2005/009380
noni t oring..and tracking . v r a.
SRt meRoie R g LRl € MRk Bidhy TP YEpld RUEM Pt steeps 10
NoRbdrad paveer,Whérh wakds updo irgnoatitheictirend readippr Tiprlbg b Erecorded values is
sensor can sense the presence.of objects as they nove
{15 PAN SQIPBRS rgﬁeé‘feﬁ o K#d%dcast that infornation
via the various Readers described herein. Proximty
sensors have long been used in the supply chain to
nonitor and trigger events. Until now these sensors
have been hard-wired into fixed |ocations. Wth this
invention the proximty detectors can be wreless, and
therefore nobile, limted only by radio range. The
firmvare programming in the Monitoring Unit 2 1 used
for object tracking or counting is different fromthat
used for security applications. The triggering event
doesnot inply a fault condition and sinply needs to
recorded | ong enough to transmtted to the Reader. As
illustrated in Figure 4 one application for this
i nvention would be to detect objects 71, as they nove
fromone |ocation to another nobile |ocation, or
container 72. In this application it would be
i mportant to record or note the event on the nobile
unit, especially where there were nmultiple nobile
units, and therefore various possibilities as to which
nobil e unit the object was placed into. In this
application each nobile unit would be equi pped wth
one or nore sensors 22 ained at the opening of the
nobil e unit or container. Each Monitoring Unit 2 1
woul d have a radio transmtter 25 which in this
application could be transmt only. Wen an object 74
Is placed into the container the proximty sensor 22
in the Monitoring Unit 2 1 would see the event via a
refl ected signal and broadcast that event via RF
transmtter to a Reader which would note the specific
obj ect being placed into specific container. By doing
this it would then be possible to track individua
obj ects as they nove into the individual containers,
and therefore track, and verify that they noved into
the correct container 72 being placed there by
operators, automatic sorting equipnent, etc. In a
preferred enbodi nent the nonitoring of the sensors
uses progranmabl e paraneters to determ ne when a
triggering event has occurred. Every sensor and
application environnent has certain |l evels of noise or
extraneous variations in its output that can be
considered normal. In order to avoid recording and
transmtting irrel evant
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i nformation, progranmmabl e paraneters can be used to
filter the sensor output. A default set of paraneters

wO00srw345¢n i nto the Monitoring Unit's nonvol aPCiras2005/009380

menory as a part of the manufacturing process. The
sel ected paraneters for a particular sensor can be
d by a coonmand which is transmtted to and
received by the Monitoring Unit 21. Exanpl es of
dar amet mpsitaing upgreoprigzgipl e rate (how often the
Monitorin Un| 2 1 take a reading), sensitivity or
thresﬁ&og%lbapg%ters out put type (sensor output goes
act i ve sasoagentfing eoodpdti on or sensor out put goes
active as an "Off condition), alert signal duration
how | ong t.he t.aine f
EJV epa rrrllorl]ag 0%116% elact?cinticrﬁ Oc?nm?@iggtt? (‘g Q:npo qgl'([}ﬁt Ej}ﬁtﬁﬁl‘iﬁé Q%l&@ﬂocessor
phaned eremosyCdr sterimpax pregrpe rfat meemlqnwrocz@bﬁ@c Iend rdefdi mepory, the

d |
e PbE Bl Bt B YR Ak L Ry 4Tl o wiguoring

igvehtigiRls a sl eep node in whi ch povver is conserved.

Eiu [)iep%arflﬁlhe ﬁpagf%‘?tsr {‘og ?r&%ﬁl@ 8%6\% E\?fh‘$ ﬁ{gg%r?ﬁlﬁg%vaent supplied by

dné h’l@ﬂltdrin%%[eotr&u&ﬁ thetiffopfdtion ﬂicﬁﬂhlig/an\/l&d(ﬁﬁldlpfot the monitoring unit.
wake-up the m croprocessor to take readi ngs and

perform ot her tasks. Tenperature, hum dity, and other

st at i erpg 8RS RIofin@ it dtelen adfigthePERES BN RRIL SRBPEEfor receiving
rates S wdgar aneters above) and neasurenents are then
tREHNAS) ta feorpardsdeir e, etc. can usually be recorded

over tinme, theneasurenent itself is not necessarily a
triggering event to record, therefore it sleeps to

conserfhe powieringt ki efaklesn ub fughere somprisinge ragans dat placing the
rrgl%go n essl—pl%al 4 p%O({eea‘ﬁﬁ LA %ﬂeﬁ[ﬁ) fi¥en tﬁnér%gap;%]&loﬁﬁgﬂ‘y wakes the
co recelve froma rea ~Clains 1. Itoring
Lmictopmﬁspsbr sitngsleep tp ewentesupyibying zetisénsor generati ng

an output; nonitoring electronics connected to the

sensor output including a mcroprocessor, firmiare

ENDOI YThE @fionstbifig tmgt af Qaiogy ﬁmhéxo:rontplnieinginmaoqofom cesgoring the sensor

and dat.a nenor nmoni nics detec -
aqxllaoult BpS B?rﬁ@e%ﬁ ggcqnﬂ'ol: SugF& Lu eﬁe 1naesv%gaﬁle§' a%ges in the
t Julty@ 6 the gelﬁdﬁéﬁnstltaf&dt teigFedidl @vdnlf anbiews o réading the parameters from

transm tting jnf tion.on the triggering event
Si9ppmand ﬁr%?v?%@’tﬁﬁ?ﬁ%ﬁ’oﬁe?%&rel ectronics, the

information including an identifier for the nmonitoring

unit. 2. The nonitoring unit of claimy1 further .
conpr e ngoritariagi it et siajar3 flgither e%’é’ﬂ’@?‘ﬁé means for recording each

triggering event along with a timestamp on a timeline and means for transmitting the

timeline to the reader upon receiving a command.

6. The monitoring unit of claim 3 further comprising means for receiving data from the
reader as a container identifier, the container identifier being associated with a container to
which the monitoring unit is attached and means for transmitting the container identifier to

the reader upon receiving a command.
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conmands and data froma reader. 3. The nonitoring
unit of claim1 further conprising neans for placing

woOheosrmvssepr ocessor in a sleep node and an i nt BCTASL2005/009380

O RSt op B WP S e B ey pgpiin s
aidtritifiet 3. théreaddr@pb® RickiOnigngoniniand,ahe ednsdrridehtifier dpheifying a type of
conpri sing nmeans for nonitoring the sensor output

u8P §SPar amet er s whi ch control threshol ds used to

det erm ne whet her changes in the output of the sensor

constitute a triggering event and news forat{aegldi ng the,k .
par amsihe mronfipRg WHhefrE® % WERFFORPHYINg FgansAaY eranging the identifier

F §F i Widnitortng vt a8RiUnt OonfHehnt Rdcbived fr6hmai ad3r.f ur t her
conprising neans for recording each triggering event

along wwth a tinmestanp on a tineline and neans for

té ansmit.t | : y i t v ;
o o o liE it BELRRE I Bl ConBATRY rURBR-ERRIY Mbrmaron
conprh tiggeringeeye if eeltinecei vi ng data from the reader as

a container identifier, the container identifier being
associated with a container to which the nonitoring

urd. t  iZsmathbdofmdnifimobg we@n $n 4 shippingevatuirter corgprisireg the steps of:
container.identifjer to.the reader on Cel V] .
comma ﬁ?‘ Mg OIS Mg uH fnSI(C)él% T Fufg?emo %}eu %l}lfi}#gl?g Rontainer, the
Cabfiforig{ it IR gtarsamsfintidnitoingel @ansios andltendioftiagsmitter;

the reader upon receiving a co nd, the sensor. .
| dont {UPPEFCSRBE ARG SET SRR T1HbA Ao Eeeing Jogging data on
NEIBEdrRbicREntd! it 4 mefof & the dohittring @ihit AR fiBk BPmMPPansggering event
for changing the identifier f$r the nonitoring unit

ange 18 gRARAY At desies08 2 om a reader. 9. The

noni t Qb ekctiPing a3hdi6dPdeiebpdidé bdifharOfBh ia Sédder, WaAdSitting the data
transmtting informati on on each triggering event in
reettiggenag eYants ta thagesdsd of nonitoring cargo in a

shi ppi ng contai ner conprising the steps of: attaching

a monitoring unit to an inside surface of the shippin

cont aiThermethd ofioneniteringcragei in p ndippiigngerdainenaloelam 11 further
W%ﬂl%%%%ﬂ%sﬁ%?ﬁffonics and a radio transmtter; upon

recel vi g a radioed start command from a reader,

conmeniring alcaggidegtifietreceoied fir 4 gjoperidantjfienaommeanddroan the reader; and

menory_of the ni torid ng. uni 1.t.h a t g}%t
, = c d from th
e e P 2 B3 Pcphgns o e
seqder, and upon receiving a radi oed get-response

command froma reader, transmtting the data

12. The method of monitoring cargo in a shipping container of claim 11 further
comprising placing the microprocessor in a sleep mode, setting an interrupt driven timer to

wake up the microprocessor after a elapsed period of time to resume monitoring operations.

13.  The method of monitoring cargo in a shipping container of claim 11 further
comprising periodically measuring an environmental parameter, recording a value of the
environmental parameter in memory and transmitting recorded values of the environmental

parameter upon receiving a command from a Reader.

14



on triggering events to the reader. 11. The net hod of
nmonitoring cargo in a shipping container of claim1l
\VOQmBthﬁsonprising t he steps of : storing a CRCYWS2005/009380

enti.fier ei,ved.in a store-i
LRS" T s She SR B RSl el 2 Ry FpRTTEalE T futher
rRepiving gha stePadf i tehanhittiige s semaiﬁadﬁiltlﬁbxo Opdrh eecewanes read -sensor-
12. The net had, of _nonito car shi
it AndroR foP 2o e A SR i b REOf fspsor.
m croprocessor in a sleep node, setting an interrupt
driven tinmer to wake up the njcroprocessor after

e1I5ap sdde p@f,tp% ogfmqql’gqgng d:a}:gésm intgo?qnﬁagner of Cl%lm 11 further

Q)‘Bﬁfpﬁtslhgﬁ% step3 of I&@lvﬂﬁtéﬂ'&gmﬁindmm Ee%dr'lﬁra%férféiQaﬁd"'us%lg the sensor

shipping container of claim1 1 further conprising
raranesiire i Jojermimg Sthen adriggerias ¢y ad h@ﬁewpwedﬁmglmrthe sensor output

z@&g&&gqg%g Yalugof the environmental parameter in
menory-an Pransn1tt|ng recorded val ues of the
envi ronment al paraneter upon receiving a comand from

Reade : 0Lt Or | argo in a
?ﬁlpp?%%géé% %@ﬁ%gﬁ%gggfggﬁg%@k%gé%E%?Pconpr|S|ng t he
st eps auachingamsmmibrmg witsgnthe rpaidetot bef m@mitoned,nthe monitoring unit

ad- sensor.j dent.i fer . f ,

BIive R PhoRin BRI FE e eni S PRG LR hLE
S ensofuporl Sensirige a nabtdiged in0fin naoyiut arfi ﬂhg pra;ngmxyi fengor, transmitting an
shi ppi n ont ai.ner of, 11. f r cO i sing the
StufBe: e ditupite Sl pral ineh R R AR e et o s
and using the sensor paraneters to detern1ne when a
triggering event has occurred by filtering the sensor
out put according to the paraneters. 16. A nmethod of
nonitoring objects passing into a point: attaching a
nmonitoring unit at the point to be nonitored, the
nmonitoring unit including a proximty sensor,
nonitoring electronics and a radio transmtter; upon
sensing a change in an output of the proximty sensor,
transmtting an identifier for the nonitoring unit to
a reader using the radio transmtter.
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