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[0004] Currently, the exchange of information between
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relates to a method for performing data and message exchanges over a public network and to

a platform on which the data and message exchanges occur.

BACKGROUND

[0003] Credit and debit transactions rely on message and data exchanges between
participants (members, merchants, associations and cardholders). Traditionally, such
transactions are performed over private networks and use proprietary protocols, each of which
is used to reduce the likelihood that transactions will be compromised.

[0004] Currently, the exchange of information between a point of service terminal
(POS) and an issuer of a credit or debit financial instrument (such as a credit card) occurs

solely over such private networks. Even an e-commerce transaction receives cardholder



sponsoring credit or debit transactions requires a
separate private network infrastructure. Moreover,
we2awh/opmodvat e network typically requires diffeP&mnus2006/002214
protocols in order to performtransactions. As a
result, users nust subscribe to and use a plurality of
informatiorc fromethevoarkbolder a5 rdPES websitatand pyovidesiit tocustmbenrbablswer an
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Internet as a means for electronic transactions has continued to accelerate as improved
standards emerge in the areas of technology and business.

[0008] Accordingly, what is needed is a public network platform that provides
essential services related to financial transactions allowing participants to communicate and
transact with one another securely and efficiently.

[0009] A need exists for a public network platform that reduces product and service

costs for data exchanges related to financial transactions.



transactions. [0012] A still further need exists for a
public network platformfor perform ng data exchanges
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understood that this invention is not limted to the
stream1id8§ tafitdrancdyepdiatialsepid eserariniayst ens descri bed, as
these may vary. It is also to be understood that the
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claims. [0015] It nust also be noted that as used
hﬂnﬁm&mﬁeln and in the appended clains, the singular forns
"a," "an," and "the" include pIuraI ref erences unl ess
fdua2p oAt sﬂ?mtﬁlﬁhe&aiébd/ exists that epublic hetwark @latfbhmdor paforming data
exanpl e, reference to a "nessage” is a reference to
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hose skilled In the art, and so forth. Unl ess defi ned
t echni cal %nd scientific terns used
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%one of ordinary skill in the art._ Although any
13bddhepgsey §mé’ﬁ§1§1ilqiiﬁf‘ﬂ P dg?ct@hMSeﬁafISwgt%% more of

descri bed herein can be used in the practice or

these pilobRihisng of enbodi nents of the invention, the preferred
met hods and devi ces are now descri bed. Al
publ i cati ons nenti oned herein are incorporated by
reference. Nothing herein is to be construed as an

adm ssion that the invep v hot entitled to
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0016] _The present invention include stem f
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that this invention is not limited to the particular methodologies and systems described, as
these may vary. It is also to be understood that the terminology used in the description is for
the purpose of describing the particular versions or embodiments only, and is not intended to
limit the scope of the invention which will be limited only by the appended claims.

[0015] It must also be noted that as used herein and in the appended claims, the
singular forms “a,” “an,” and “the” include plural references unless the context clearly
dictates otherwise. Thus, for example, reference to a “message” is a reference to one or more
messages and equivalents thereof known to those skilled in the art, and so forth. Unless
defined otherwise, all technical and scientific terms used herein have the same meanings as

commonly understood by one of ordinary skill in the art. Although any methods and systems



financial transactions over a public network including

a public network, and a plurality of participant
wWEwplt®n1 syst ens. Each partici pant conputer SPSL/EN006002214

in conmuni cation with the public network. Each
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publi ¢ netvvork a a I|c i n comrunj cat.i gn
embodnwaqtﬁ ogthﬁé@@\ﬂgw %‘a feg%spp%tﬁ?ci yi]ﬁgsfﬁr{e a0y scnbeg. All
recei ves one or nore nessages to one or nore
publicativams tiepitipaett hereimpuetiscorpgratadriy referenses dlothing hearmigtis tnbe
related to a financial transaction. The gateway
construddr 2\anGamisicutthstdad thvemtictl & aseerftitled seatteduge st disclosure by
recei ving data between applications over the public
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The body includes data transmtted by an appl icati on
ﬁnmclavuenmmga@emmblmtwcﬁ&mrd@dlaaa@ubhc BatwEsk, and p plugality of
Mar kup Language (XM.) format. [0017] For purposes of
participirticompifek bys@inis0Bach Perticéyant cdrmmaacsystiemt is msmuhimmicitionayith
i ncl ude any exchange of val ue, which may be nonetary,
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val ue transactions, cash advances, or any other
more participafteompofer sga;tems tb perfoem fifmsttioncelotedtio @ Ginancial transaction.
secondaccount. In an alternate enbodi nent, financial
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to a person of ordinary skill that the present
informationesed oythe gaeyantd gerffriewte orendre furtstiphs. cBrecbadadaeiudes data

transaction or non-card based transactions (i.e.,
transmiRB@ b att RSHIIREESIE (TIRGASASe B/ B4y include data in an Extensible Markup
Language (XML) format.

[0017] For purposes of this application, the term “financial transaction” may include
any exchange of value, which may be monetary, credits, loyalty points, or other units of
measure, in a consumer, commercial, governmental or other transaction. In a preferred
embodiment, a financial transaction may include any exchange of value related to a consumer

transaction such as credit or debit transactions, exchanges of loyalty points, stored value

transactions, cash advances, or any other transfers of value from a first account to a second



other information can be accessed w thout the use of a
card). [0018] In an enbodi nent, a financi al

wo eaaszodi on may i ncl ude the exchange of anci | PEr/yS2006/002214
information related to the creation, nmintenance, use,

or. termination qQf an accaunt. Fqr example, in such an
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exchange of control lists, policies, new and/or

value inpefininensisbagovemmentab o amit otherdransaaiiontsuch asdke ppighass) salg or
an enbodi nent, the gateway perforns one or nore of

exchange @ifvastrhém gnsiruRasagenmeri cuhtngtiag essatiens; catieregpla
nessage, resolving nmessage header information,
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security, filtering a rnessage, and perform ng nessage
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determining one or _nore policies for, the nes %ge based
card basse tEaRGAGHAN OF RARTHH brgas| teansactions Gre-pYsys the drepdsdrageount and/or
gateway related to the nessage, resolving a transport
other infictdragien cimbe accessed piithntt the uschef aesd)age, appl yi ng one
or nore security features to the nessage, opening and
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he nessage via the channel. The security features may
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i ncl ydes receiving a nessage from.an applicatjon yia
For exapRle piBrshan RERkpdigent, o FATIA H@nS&ﬁ%mbmaﬁgw@dg&% gichage of
based on any information resident in or provided to
control fikts, prliceasapew endlormdodified paymerd spplicatians anéthedikei ng a
message object to the receiving application. Receiving

f00TOF S &98n BMYodithchi ee dabstaydRrfdfhEnSQGHbetof transmitting a
policyinformation to verify a digital signature and/or
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...other design.features. of the present.jnvention. [0020]
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server in comunication with the public network, a
perforntjag Bwasage comelation. bFrangmiitingromatsagcaey siwluderpceHag a message
gateway server, and at |east one application accessing
object et agappN@Yion,) debatininih$od yr Mok golieieg dsraheanessapt baset onnany
information resident in or provided to the gateway related to the message, resolving a
transport address for a recipient of the message, applying one or more security features to the
message, opening and securing a channel in the public network, and sending the message via
the channel. The security features may include one or more of a digital signature and
encryption. In an embodiment, receiving a message includes receiving a message from an
application via the public network, retrieving one or more policies based on any information

resident in or provided to the gateway related to the message, and delivering a message object

to the receiving application. Receiving a message may further include using security policy



progranmm ng interface. The gateway server queues

i ncom ng nessages, opens channels, and nai ntains
web@nnzdost The gateway client library interfackST/ub1006/002214

one or nore protocols. [0021] hi an enbodi nent, a

articipant..c uter s em further udes_a,.
informd3psh F ) AR Rlr 3 i iy B REign to decrypt
directory includes a storage device containi ng one
the mesypgee Thetnoliey magheiexpigsy § impbipd B thegiieerslesigp features of the present
identifiers and associated information, such as
inventiolessage routing data, netadata, and/or security policy
information. [0022] Channel security and nmessage
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certlflcate authority |s deS| ed to be used in a
and at 16356 A% ACRIQTAMCTNE LR BREY Hient HYBIyKia thesiemiseaplication
time basis, in the verification of channels and
programmgwrigesfacd hEhe gatewdy atee qaeitch ardoming mesmges, bpensiehanmels, and
aut hentication, integrity checks, encryption and

maintain® Bhdr@els. TheRateehal Cligatlibamy ﬁfter@t&@@ﬁ'ﬂh%n@ RE TS FRGRS]s.
[0023] hi an enbodi ment a participant conputer system
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renote gateway service that enabl es an application
more enthigs. Eachreatrytieclfdasont hemoze identifran endasspisted infgmmnagiont such as
access ot her gateways and applications, hi an

messag@ iOaighRi, metddRias wed/enasiyrith polibemfdhtltivge one or nore
consuner devi ces. Each consumer device may use the
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hon cel | rsonal . di .al . .
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personal conputer. The atform service may include a
certlﬁcme cuthetitt torimpiamegnt gharmﬁlg@dtm@sa@wp@mtys The eertifiegye authority is
nmessagi ng and manages distribution lists for broadcast

designgtiets Ha@ea] in Eheamlea ki thuidenssdaet bajnvohet usiea geal gink dbdis in the
nmessagi ng service that manages retransm ssion of
verification of channels and messages. The certificate authority is used for mutual
authentication, integrity checks, encryption and non-real time verification of channels and
messages.
[0023] In an embodiment, a participant computer system further includes a platform
service in communication with the public network. The platform service provides messaging
services for messages routed through the platform service. The platform service may include

a remote gateway service that enables an application that is remote from the participant

computer system to access other gateways and applications. In an embodiment, the system



nmessages, determnes recipients and the |ike. The
pl atform service may further include nessage | ogging

wo ooo6m79vedi at ed service or for auditing nmessagesT/uS2006/002214
[0024] hi an enbodi nment, a nethod for transmtting

data related to financi al, tran i ons ubl i ¢
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an identifier, such as a reference to a participant, a
remote galewny srvise fa/dasessthe aublic raiwed e caFunRededEramapinclide one or
and/ or a system conponent, generating a nessage from
more of NeelepREsA g ehilhestionedpa@sdriah dipfialessisant, abaadipid devies a set-top
for the nessage based on any information resident in
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'ving a Ion address for the nessage using
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public netmork to the destination address, and
platformysarvigeimay inglude a rehisblomessaging Se¥ICe Hiah managepigrgimission of

nore policies may include one or nore of a nessage
messagss deterhinepodcipigntamal thertiks s e platfotmn servie mayyfurtigranclude

public network may include one or nore of a nmulti-hop

messagte‘?«ﬁ’gglﬂggﬁbr adndiiReAREvieHOKRr hedAhOHEssageeer - t O- peer

opol ogy, and a fan- out topol ogy. The identifier may

one |
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identifier,.. certlflcate ayt horit |de%t|f|er
transachigravshe bHblisRSONPEY InclidpeieRety e aeneirage obecl dRgidiae an

identifier, and a policy identifier. The one or nore
identifier cuchi 4sya refeatnse és a pasticipant, adervinsesenvicerdate, aeustonatir @i the

signature and an encryption algorithm[0025] In an
serviceCBRPSH A BBlem @nifmeRd geierdtheal rﬁéd@%ed%rﬁ thieemaisage bisect,

financial transactions over a public network includes

determ%n%%a%s acc{}%&‘egg ?’1@9? r%g gsﬁ% lga%e@ofcl ‘f’érﬁ{atlon res1dent in or

ion Icati on rermt orrputer syst em
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providehigd %atﬁﬁ%f&?%?fio ‘ot MEFBERRIFTOONRE BAPUBALOR A A for the
prOV|ded to the gateway related to the nmessage,
messageppsingiangdentidienappiying enscumiary seruEisfeeresip hemessage, RRening
nmessage, generating a nessage object fromthe nessage,
and se@ithg S@NahRY it HpublRSEAGErkad fiecdestitation@ddress, and transmitting the
message via the channel. The one or more policies may include one or more of a message
security policy and a message routing policy. The public network may include one or more of
a multi-hop topology, a hub and spoke topology, a peer-to-peer topology, and a fan-out
topology. The identifier may include one or more of an organization identifier, an
organization member identifier, a financial account identifier, a certificate authority identifier,
a merchant identifier, a bank identifier, a service identifier, and a policy identifier. The one or

more security features may include one or more of a digital signature and an encryption

algorithm.



appl i cation, wherein the nessage object includes an
identifier. The one or nore policies may include a
wore®sag®osecurity policy. Applying one or nor ePGEUS2006/§02214
nmeasures may include verifying a digital signature
and/ or decrypting the nessage. The identifier may
(02511 d & emembedimsnie 2 sietled ofitgeriviraditemelpigd e fihgnoial an
organi zati on nmenber identifier, a financial account
transactiG@dvief b pliblicnetworkiihtlodésareediviig hiniessdgd@ietitd € a fimancial
merchant identifier, a bank identifier, a service
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ment I denti a Uni form Resource
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appliecith Tk pssife 15?5@ by indhniibf FsRleRe BT pterRakinhe Butpway
(XRI'). [0026] I n an enbodi nent, a nethod for
related fq ﬁmmssagen@pﬂmeﬂm ol meTCHREHHY MASUTes PHAY fothe Bagsprgea
renot e gateway service includes receiving, froman
generatipd meshoobjeqidroai the ngssager embeadingrthe meszagdt olgearto the
first network, financial transaction information by a

applicaliSABMSr8A HRVRYssBES Wj6R indWiRE A 3 fiel YTH Bhe'o? W18 policies may
gatemay servi ce, the flnanC|a transaction

rmation tr MLt b enpt
include 4 elinvzfsg%e seﬂ%’cy F?r gu@éssgﬁly*n oélr?m 1 CX? %etaéﬁnél{ asﬁreg %a@vﬁglude
__information to a destination over a second tﬁet wor.k,. hi
verifyingn dighalfigrstire andier drsrymbaefhs mewsags. nkhejdetifics mayinglgde one or
by the renote gateway service fromthe second network,
more ofian exgpuiAgteon identifeer,pmon gagzadiohimemizsr adentifien s dikahanl account
i nformati on, processing, by the renote gateway

identifieg Ea\ﬂeﬁﬂicaiefh@t}foﬁ%pﬂeﬁtﬁﬁeraﬁl thetdhamSifibitifienGy badk iddigifies Miefvice
gatemay service to the application operated by t he

iden‘“ﬁsf)%@%g B OENERE, h‘é@%ﬁi RE B it Bmgy Resg Urniform
7]..T
Resourpi GGPBBIALED | 1 A IR R AT Ot (e LG arY be ap Eafensible

illustrate various enbodi nents and, together with the
Resourdebisniifieti (BRD).serve to explain the pri nci pl es of the

vari ous enbodi ments. [0028] FIG 1 depicts an

o629 an ¥n sybbeimentdghethed for tRhahfttdigdfidmeiapghiisatfidmg

data exchanges related to financial transactions

inform AT Wreht Bt EMRPEREN fncludes receiving, from an application operated

By a remote participant over a first network, financial transaction information by a remote
gateway service, processing, by the remote gateway service, the financial transaction
information, and transmitting, by the remote gateway service, the processed financial
transaction information to a destination over a second network. In an embodiment, the
method further includes receiving, by the remote gateway service from the second network, a
response to the processed financial transaction information, processing, by the remote
gateway service, the response, and transmitting, by the remote gateway service to the

application operated by the remote participant over the first network, the processed response.



[0029] FIG 2 depicts an exenplary architecture for a

nmessage bus according to an enbodi nent. [0030] FIG 3
walepsot®oan exenpl ary architecture for a nmessaper/bsm06/002214

according to an enbodi nent. [0031] FIG 4 depicts an

exenpl ary gateway architecture according to an

enbodi nent. [0032] FIG 5 depicts an exenplary

directory inplenmentation within a transaction platform
accor di ng tﬁnﬁﬁﬁﬁwmmmpl cts

exenpl ary certificate authorities for nmessagi ng

(G023} eTht acanipanging idedwihgsaméiadt dre mcagorateld imganddonm a part of
enbodi ment. [0034] FIG 7 depicts an exenplary

the spe@fiddtloR! Skt vago duitodirferts Qﬁﬂs {RP withahd 8ésB¥iption, serve to
according to an enbodi nment. FIG 8 depicts an

ate erV| ce according to an
eXPlamzﬁ%gﬁ? %?C’F@% I'-ell%a gUGL%i ct's an exenpl ary nessage
fl ow using a renote gateway service accorgp ng.to
28l FtG 1 eprots EIEQCQBHE@?ISWFWT% gy o §8ﬁ"3°ﬂmng data
invention relates to nethods and systens for
exchangesrrélated to finoed s dpesaxiohaangesiingloanemtiodithéntanci al
transactions. The invention particularly relates to a
gﬁh@?d FIQ! 2 BESEQ LALRANSS hr ERRSRBS0R % GRRRHB Hus Y&ording to an
blic network and to ‘a platform on which the nessage
bodiSXghanges occur. [0038] FIG 1 depicts an exenplary
e M-em nodel for a platformfor perforning data
exchanges related to financial trapsactions accordi.n
100308 &G ohFpRisie an SXeTaaRPIFIRicEIUES Tof A THGiEAE U AFORUBBHO an

may be based on a nessage bus architecture for use by
embodiaremt.or nore of the

[0031] FIG. 4 depicts an exemplary gateway architecture according to an
embodiment.

[0032] FIG. 5 depicts an exemplary directory implementation within a transaction
platform according to an embodiment.

[0033] FIG. 6 depicts exemplary certificate authorities for messaging related to a
financial transaction according to an embodiment.

[0034] FIG. 7 depicts an exemplary platform service within a transaction platform
according to an embodiment.

[0035] FIG. 8 depicts an exemplary remote gateway service according to an
embodiment.

[0036] FIG. 9 depicts an exemplary message flow using a remote gateway service

according to an embodiment.



followi ng participants: an organi zati on sponsori ng
financial transactions, such as credit and debit
W e@eszodi ons, menbers of the organi zati on, neEPCITHSL1086/002214
governnents and other relevant entities. The
architecture may include applications (such as 102,
112a-c and 122a-b), which exchange nessages over the
network platform 110 via ggiqu&§ ésuch as 104, 114
and 124), one or BBETAIED QESCRIPIIONS t hat support
addressi ng and nessage routing, and the protocols and
[ousg] f Tteprashratinvtafion eslaeoundtheds and spsteme dor fehfesaing
conmponents. [0039] An application may use distributed
messag%%?%?ﬁ%ééqgg%rtg $Rafkif ih@lclibys. OFh PRV EdiohRARIcub¥ B8RS to a

a network platform 110. For the purposes

thi.s disclosure, an.application {ncludes the set.of
method s et SR itesisn *UrERB St & BB TP RS PR on
~ the processing steps on the one or nore conputer
which thgmessege exangsAcr¥e a function. [0040] A gateway may
provide a standard interface for sending and receivVving

0S8 RgE3Gi hdé¢dies ph atdnoplany k§O@em Angrted Ewanyplathyrnd for perdorming data
handl e nessage routing, reliability, security and

exchanSQEBleath FandifAthbachof 4R61dRY o ARMBRMiBEH! AlsRhORE iPFIG. 1,
nore identifiers or nanes to permt the sending,

recei yi.n nd. unj que i dentqfi N '
the systgiiods) Ay 1 bl Eene 50l PR oGRS RS gl M e
routing data, netadata and/or security policy )
following paytigipenisnan MspHaLR SBensPrias Snangialdragssetions, SHelygs qrefdit and
FIG 1, a plurality of directories nay be attached to
debit transpétitns omembaB of fi@etgdniAitianf merchpts tgoveinmentsyand oflieneclevant
the interface for comunication on the platform 110.

entitiesFthe QxR Bre MEPICRME SppTRYt SRS (sidh dsh®2PT e sndo)22akb)¢ Which
nmessages are sent bet ween gat eways, the interaction

b . Soni oty
et OS5 1 U L 00 B BROAR AR BL a 120)
which platformresources are identified and t

) h

one or MEIAHTACAEHeS 4O {6 SYRPOE A ST Hd FPERER TLHAR, Anqfee protocols

protocol s, when taken together with the functionality
and intgfacehthatidefewt conminesication datveea jisse nemperrents. de

applications with an environnent

[0039] An application may use distributed processing across a plurality of
participant systems attached to a network platform 110. For the purposes of this disclosure,
an application includes the set of interactions between one or more computer systems and the
processing steps on the one or more computer systems that realize a function.

[0040] A gateway may provide a standard interface for sending and receiving
messages in the platform 110. A gateway may further handle message routing, reliability,
security and correlation.

[0041] A directory 106 may contain one or more identifiers or names to permit the

sending, receiving and unique identification of messages in the platform 110. A directory
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that supports an entity's nessagi ng needs. [0043] A
nmessage is a discrete unit of data transmtted across

wo b@eprmvf orm 110. Application data i s convertRCI/U81006/002214
one or nore nessages when it is transmtted. A nessage

y.incjude two parts: a header and a body.. The header
may S s TP AL Ok 4TS GREL P P B BBy RO Raon
del i vering the nessage. The body includes the data
Althoughegriyjone dirraitary ieghov indiGehisaditigtimof ditgetories 51y de ghiegped to a
is formatted as Extensibl e Markup Language (XM.)
platforre@m0.ent . I n an enbodi nent, each nessage transmtted on
the platform 110 conforns to the SOAP specification.

L&ﬁéﬁ] Pﬁk@h{q%ﬁhg&g g@g?@gﬁe t‘:ﬁQ ST fhP&HAGnication on the

eer-to- peer, p fan-out and nedi at ed

i ng. Peer-to-peer sagi ng may i nclude a direct
platforeg 4 i Ror Skl peqt sl iay deuiaie HRbgos fyartiel gesshags arc sent
exanpl e, peer-to-peer nessagi ng occurs when one server
" betweer gatAVRYSe Bedntetictior betyegn gaoumistand dirgetoyiey and/praphHeptions, the
spoke nessaging requires all communication to be
syntax #reldeadntidy afugdssages gt famahbypwhivhgilafoeh repsseyiangidestifeed and
general i zation of hub and spoke nessaging in which at

the resdl@fstl o fAREres S8 MRALBENofBatl THE b¥R6LJ1d) viiRhitM&nithgktier with the
nmessage froma sender to a receiver.[0045] The

. under | yi inf-rastructure f I . :
funciolf Tt s AR O C 5 Furblaub PS5 RSO HRH sl vironmens
si nul at e, synchronous nessagi ng through the use of
that suppa¥te i gty 5 PessegBR 8Rd8gr anmi ng i nterfaces (APIs),
whi ch are described in reference to FIG 3 bel ow, and
PEEIShgdA mdssage fsiaadiscretGanit nhgata traysnzitisd geross the phdigem 110.
identifier to each nessage to permt gateways and

ApplicAtiBldafedit cOmeered 0 he bAinbrd MbRhed WwRhSAEeSnsiited. A message
exanpl e, in a requestresponse nessage pattern, the

. < o . i
oy nd PR35 o A0 AT G, 4Py FRARROS LRI o e
nmessage... Thus,. synchrongus ssagj n y pe achi eved
platformg 1 1P yn gelivegng th Besersfy ehodiiinstites ﬁé@%g@m& trapspitieg gln an
ii) having the gateway correl ate nessage identifiers.
embodiment, the message body is formatted as Extensible Markup Language (XML) content.

In an embodiment, each message transmitted on the platform 110 conforms to the SOAP
specification.

[0044] Platform messaging types may include peer-to-peer, hub and spoke, fan-out
and mediated messaging. Peer-to-peer messaging may include a direct communication
between a sender and a receiver. For example, peer-to-peer messaging occurs when one
server communicates directly with another server. Hub and spoke messaging requires all
communication to be routed through a central hub. Mediated messaging is a generalization of
hub and spoke messaging in which at least one intermediary is involved in delivering a

message from a sender to a receiver.
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[0046] The platform 110 may support a plurality of
nmessage patterns either in the APl directly or through
wore®sagwocorrel ati on. The nessage pattern typeBCTHF2006/002214
include, without limtation, fire-and-forget,
request -response, renote procedure call (RPC),
SHcEbe lyfngdafrasirctuee v dhespleiform mex gseatynoliirprous

mul ti pl e responses, and/or broadcast with nultiple
messagings Bloweeer, apfliddiddnsihey fimutatasnthchonged mossgiagehrpagh themse of

occurs when a sender sends a nessage to a single

gatewa$ g;gﬂllﬁétgdgf Bro MNinRRRb LASARE (AFM?, lyHi @SReRSRribed RPfeference to FIG.

of a fire-and-forget nessage pattern. [0048]

The.request-response, nessage pattern . n
3 belowg A BEER P ERRECERTEDT S ol EEPaE e oo messege
requires an application-Ievel response fromthe .
to permitegaaways andrppliceliqnsite perrelpte felated aressagee sy R¥ampls, fthrequest-
sender. [0049] The RPC nessage pattern is a form of
responst meessazg pesdrny the popsescnpessagganatdneaim it messrige hdeatifienaliwlralso
i nvokes a service by passing paraneters that are

the mes8&el iaédtARE of 1he QehclBESRYL. Mtus ! yANEIhSE I sidng ARy be
reci pient. The recipient then sends a response to the

e R S e b S
plurality of recipients. An application-|level response

Cmrdm?§“ﬁ§$eﬁ¥aﬁﬁP@d. [0051] The conversation nessage
pattern involves two participants engaged in a .
{006} aThe platform 1110 imay sappirtiz plurrality of mpssggepaiterns either in the
exchanges. [0052] The request with multiple responses

API dirH&t@Scﬁrgﬁroﬁ?K rREIAgO 6611 8tioM) EThean &R atiBRIEISesam LS REE, without
to a single recipient. The recipient returns nultiple

limitatiS, OGS fFe8e ge?]ggs(ﬁgrgs&ozo{l% ?{1&% pfcllce@ge dai SU[)@P Padcast

Iy, pl e responsés nessage

i SRS Sl SRS SERSS, S5 SRREak Sy Bl
return one or nore responses to the original sender.
Tesponses.

[0047] The fire-and-forget message pattern occurs when a sender sends a message to
a single recipient. An application-level response is not required for a fire-and-forget message
pattern.

[0048] The request-response message pattern occurs when a sender sends a message
to a single recipient that requires an application-level response from the receiver. The
recipient then sends a response to the sender.

[0049] The RPC message pattern is a form of the request-response message pattern

in which a sender invokes a service by passing parameters that are serialized into a message

for transmission to the recipient. The recipient then sends a response to the sender.
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[ 0054] The above-descri bed nessage patterns are nerely
illustrative of the types of nessage patterns that

woreaob®7900pl enented in the platform Applicati OPGT/IE3006/002214
i npl enent ot her nessage patterns using one or nore

| s and information su as_nessage
RS e bt s hon & tos e Pifect SrrUBscig apgpder sends 2
architecture for a nessage bus between applicatjons
message tecopliraiidy efreeinieatsh g atiomhlsvelgssnegee s wet EOpiredy
permt different systens or applications to
powsn nTaatenvermatiomsskape gatichd irvetves ool partivipaiits @ngapetima
Interface. The platform may include a nessage bus

transacPiMIl A ygﬁrvaaitlf;ﬁ&fﬁ&@%@émﬁmgegc ations 204-208 to

conmmuni cat one another 7 n a standard and secure

| O As sho inFlG 2 the nmessage bus
P e ey pln esrnsts et ase M Aeparsgtfion & sender
architecture. O her inplenentations are possible and
sends azpessagede Asmsleadcinienhi Hha Iseipicnbriuras MUKinIC BRSBRIISS SRgseages to the
[ 0056] Message busses are commonly used for
originalagepdi¢rcat i on and systemintegration within an
enterprise. The bus may be inplenented using products

agi ZM AMAiH 1B hesPBAeS nek tt h
%E]ru glsn}th%q%]?%ﬁ%{tggﬁ[ OOS?]ISW?S? Bleg nes il pattern ooours when a

| nt.ernet, the : hj t -
sender sBEA B btagt 85 15 T RED YR BE P LR oo Ry ST Bkt one or
However, the architecture typically requires that the
more regpenses Wdhe AgNRSeREE. adopt a single proprietary
product, adopt a single service provider, and/or
(0054] e Tht abaleer dbserimbdimgseagdeqmitesip eni thereht illostsativh af the types of
support a variety of conpeting vendor products and/or
messag® PhitdrASthRf MY} B8 fplemBnted irefHBQIHLFBRML A ppliestidns @@dyl iefpSement
defining a global trusted nmessage bus are inpl enented
other m%?éagg 8&‘( eri[?seﬁsji{%oﬁéec{}%%re %Et%%g t&PfI@ﬁgi igf’&ngﬁér? RR% & Ifessage
services to support a variety of product and service
. ..needs. [0058] One or nore standards, such as the
identifigfsner t ext Transfer Protocol (HTTP), SOAP, Transport
Layer Security (TLS), Wb Services Security
(055%e ElGi 2 gopicts e exdmiflaryraréReteoturafor hdeassageibas bEtwREN
t he Extensi ble Resource lIdentifier (XRl), the Security
applicaf68LAdcbfhg to an embodiment. The message bus 202 may permit different

systems or applications to communicate over a shared infrastructure with a common interface.
The platform may include a message bus architecture that enables applications 204-208 to
communicate with one another in a standard and secure fashion. As shown in FIG. 2, the
message bus architecture may resemble a computer hardware bus architecture. Other
implementations are possible and are encompassed within the scope of this disclosure.

[0056] Message busses are commonly used for application and system integration
within an enterprise. The bus may be implemented using products such as TIBCO’s

Rendezvous™ and/or IBM’s MQSeries™ products.
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Mar kup Language (SAM.), and/or sim |l ar standards, nay
define protocols used by the platform [0059] HITP is
w@2asareport protocol used by the Wrld Wde VeGI/ukane002214

defi nes how nessages are formatted and transmtted and
what actions Web servers and browsers should take in
(088 lo nWkth the wdivanbothe Bxiprmal d1e RSEREap dpehifgetatp has frequently
transmt, for exanple, SOAP nessages within the

been exfghdéd wrifterlefRfise H¥Raticn. aHbweit e githitdivire pypacadlyabquires
for the exchange of information in decentralized,

that the SFSdtEd Q%El%gisfgsnédobpi‘ﬂﬁélﬁ $ro PRMube adisiRd shigidREviee

the format of nmessageS and the nessagi ng nodel used by

.. the platfor ccor di to an. odi . 061]. T1L.S is
provide 4R Bt ToBfePs bl ARABHIRRL AR bupppH i ¥bkied ot
communi cati ons across, public platforns by using, data
competigg YERArPERAULHRNG|of Serxice Proydars:r Bisan eppdpentygpegidisations
secure connections between nessage senders and nessage
defining # glebalarsted héssagetive am iatflenented i$ng sompatingednda products and
ensure that no third party eavesdrops or tanpers with

region-spRYi IOREHARE 10\ iPPoR aSBAMGTof BRAIUE! drfierve@mBens.cat e. TLS
maybe conposed of two |ayers: the TLS Record Protoco

@ggg eOE% §r mgledsf]t%ﬁﬁ}edgﬁgu%h%g ?ﬂe‘ Hﬁle?tey‘lsi‘aﬁefgloﬁgtd:c’t{)?g-ﬁﬁfﬁ),

rovi de con security’using an encryp
nmet hod. _The TLS Record_Pr ot ocol .al e used .
SOAP, |ranseRft Layre ﬁyﬁm%ﬁﬁ AR B %gsemty Uniform
al l ow the server and the client to authenticate each
ResourastIfentifeen (URD), thedixtdnaibée Resosresrgerntifisn (ARothietSepurétyidissertion
cryptographi ¢ keys before data is exchanged. In an

MarkupStedhdeSIAMB), 6fd/bit Jiltlat QardlatdyOtal YefiseiplotarslstRed By the
604 as described belowin reference to FIG 6, nmay

platfomﬁ)ro"i de one or nore keys to one or nore gateways for
use in perform ng the authentication and/ or

iation steps. [0062], W5 Secur.i fi
FSHc Britis 5B Sionortac e Ay ofi i A Getdigines how
i nt egril ty and confidentiality. The specified
messagereash dorimsttsd ard) trismigesbandovies eeimansdi ele seavess arndibiopggergfshould
security nodel s and cryptographi c technol ogi es.
take in MEp&RE W Virjous commands. HTTP may be used to transmit, for example, SOAP

messages within the platform.

[0060] SOAP is a lightweight XML protocol for the exchange of information in
decentralized, distributed environments. SOAP may be used to define the format of messages
and the messaging model used by the platform according to an embodiment.

[0061] TLS is aprotocol used to secure and authenticate communications across
public platforms by using data encryption and digital signatures. VTLS may be used to secure
connections between message senders and message receivers within the platform. TLS is
devised to ensure that no third party eavesdrops or tampers with any message when a server

and client communicate. TLS may be composed of two layers: the TLS Record Protocol and
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may define nessage-level security within the platform
by defining nessage signatures and nessage encryption.

WO 0®68790URI s are conpact strings of charact er sSPCTEHS2006/002214
identify abstract or physical resources on a network:
docunents, images, downl oadable files, services,

the TLSeHImdshdecromoll Bcedkl,S ReardPragocol i predde capRpetion security
provide a common format for accessing resources using

using arfent@yptiohméhod) alheTPLS RBeora Pratochl acneds hretided ddthsutdnesption.
HTTP, FTP, and Internet mail. [0064] URLs (Uniform

The TL@eﬁé}Wsﬁaﬁ(eLI‘}St%Eglrrﬁﬁy ARy theSHRELIndOhe ‘cﬂnﬁ 16 BthettR@RIdaEN other

esources Vi a represent at i on Of their prl mary access

n sm i [
o REEHET Pt Bl Pt B Ol e
attribute(s) of that resour ce 0065 The X
an embegiment p ceftilisatequthionts suh as 984 or PP as %ﬁﬂb%‘?qlﬂg ipyeferpree to
URI specification. The XRl specification adds an
FIG. 6, an§tipkovidmbnesdrrmaiekiesd tol oy er niove geeneayscfotilesin padforming the
defines a resolution schene to make XRls usable in a

authent¢@idLin/ @ negOiMiRNtseps XRI S maybe usedto identify
resources (Such as part|C|pants sendi ng and receiving

RSO R 0K

i nformati on. SAM. may be used to ﬁeflne se urit
messagg ety arboqiidepialin g Ehe wreificd sreghamigms magy sﬁﬁ?dzfat i on
and authorization. Simlar frameworks may al so be used
accommwdabd apliraditys abypeudty nidvets andveyptogyaphi¢ G0BIGlogeG WS-Security
depi cts an exenplary architecture for a nessage bus

may del8d M@%ﬁ%@[&%’%} $eRHYRFEHIN et REmOR! RS MeHagSLiAghtikrds and

an enbodi ment. A gateway, such as each of 302-306, is

ent of the message bus architecture in the
messaggf:&%?%that may provide the interface for sending

and receij vi ng nessages and handlln e routi

Misho bR g7 CORPRF] K30es 0 LA B S PR “Garend Hapi

function in a manner simlar to a web server in that
resourcesa@tha peswierl: sloawpkits,dmagess dewaloadatl eiites .t seriees oeleasvopicd

fromthe details of connection
mailboxes, and other resources. URIs provide a common format for accessing resources
using a variety of naming schemes and access methods such as HTTP, FTP, and Internet mail.

[0064] URLs (Uniform Resource Locators) are a subset of URIs that identify
resources via a representation of their primary access mechanism (e.g., their network
location), rather than identifying the resource by name or by some other attribute(s) of that
resource.

[0065] The XRI specification defines an identifier that builds on the URI

specification. The XRI specification adds an additional structural layer to generic URIs and

defines a resolution scheme to make XRIs usable in a variety of contexts. XRIs may be used
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managenent, session managenment, etc. A gateway may

al l ow a nessaging application to be isolated fromthe
waleday®onf nmessage routing, security, channel PGEUS906/002214

and managenent, etc. Systens supporting the

.. functionality shown in Fl 3 be referred t.g.a
to identifaEOHGRRSCH BORBT RS PE HHlyCsOinF Besoagen v i e
recei ve messages using one or nore of the standards
platformescri bed above in reference to FIG 2. In addition
gateway functionality may include nessage routing,
[60B6] | BABLL {semOXMIi-Payed Remenoil RE cxdiRagiag ecurity information.
correl ation, secure nmessagi ng and/ or nessage

SAML hilal 58 ubdiBo dVRRS 888rify %sts@rfﬂ)ﬁ@fopﬂﬁésﬁ £Vl Sectl ?‘?Weﬁtﬁaﬁon
ref ect aul t

A
or register for particular nessages

ased on_palicies that consider, .far .exanple e. .
and auBGlpR SRRl Fafmiaifs meash BE bingonitiB R Rape of Bftjayention
data that the gateway can access. [0069] To send a
H063hgBIG.3 draicnary exrmplpyrfditestureder @ gsgaze bus between

follow ng operations: receiving a nessage object from
applicationsapglhding ohieways &icording ognaenfieldimsntf dr gdtdveayyesdicag@ach of
(i ncluding security policies and routing policies),

302-306,304 Wb} BienfOr BB IR HE aRth It TR tHeD14tEstR] M8t thileprovide the

ranspo dress for the recipient, applying the

. appropriate.security featur sj,gnat ures, encrypti
interracGY BR5R afd RECHTE Houin HABARIRE S iR T H b s
_connection to the recipient), securing a channel, and .
securitys@pidionglatine  Hhe gaigway may fHctien dhm Blannqisgatedo guydoesver in
may i nclude nmethods to sign nessages, verify
that eachi pprattuappdicationsesed agetsnt te e Kyypircedfpdm thet dedailsddcannection
and/ or decrypt application data. [0070] To receive a

managdiest? 38QiorPmSRoBMRNT, BRY AEitEWiinay Move ¥ aRMREing dplication to be
foll'owi ng operations: recCeiving a nessage from anot her

: Li i.on, rjevi I.Cl
isotate B Sk of A G 3Bl PREREP R Bl Bt O, e
security policies _and/or t recei ving,. applicat| fqr
Systems ﬁ@mgwég%ﬁmt}gm%y § ant%ﬁGpé maa;beir%ﬁesgﬁﬁq FopORE nodes.
verify signatures and decrypt the nessage, if
90981 c Abgagwandapsecdully seadiang receivessesrges bping tne or mhee of the
recei ving application. [0071] Applications my use a
standard8&sadedABové B REGEBRRAE FIEGSE A@edditioh Ngalevia! RNESonality may

include message routing, identifier resolution and caching, message correlation, secure
messaging and/or message filtering. Message filtering may permit a gateway to reject or
register a fault for particular messages based on policies that consider, for example, the
sender, the recipient, the message type and/or other data that the gateway can access.

[0069] To send a message, a gateway may perform, for example, the following
operations: receiving a message object from an application, retrieving a policy for the
message (including security policies and routing policies), consulting an appropriate directory

to resolve the transport address for the recipient, applying the appropriate security features
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In an enbodi nent, the API nmay be object-oriented and
defi ne nessages and channels. [0072] A channel may
W@ 0veeTI008 sender to one or nore recipients. TPET/US2006/002214
channel may include a | ogical path through which
) messages pass. Channel objects may include_nethods to,
(signatugesh @ncipptiane elei)yveperngsu geusing Dgpgpelgsuch ag ag & IdtSscappection to
exenpl ary gateway architecture according to an
the recipidhf)eoBivig a dHanA¢], Ardoediing iic massggd ewdye dhaaheldddessage objects
gateway APl 402, a gateway client library 404 and a
may I e Yo e S ol B pfbiieution
her sim l.ar .operations. The gateway client library
data an‘ifﬁﬁgwt%?"}hc@['}?l?ﬁﬁ%‘ gateway APl 402 to the gateway
server 406 and perform one or nore_ protocols. The .
HR78Na T o ApmeiveGMeRYE A GRicHEY Ay nst e 0k cxEriedhe Hilowing
or nore applications and the other conponents of the
operatigat evayvingh tressage frogedreiey apphator rttaieviog ©neay more policies for
distribute the functions of a gateway differently. For

the meB¥E i€ mal Be BLASHNAE defERAHMBN bscusity fifticidshad@r tiRWedeiving
client library 404 or the gateway server 406 nay

. _enc a r [ - '
appicaf ot P B oo SR S RO TR RO RIS oy B b nd
402, the gateway .client ljibrary 404, and the_ gatewa
decryptdhe Pepsago st 39 leM)e % wgeéﬁﬁ%&%e%mf%thg 55 RN
of ordinary skill in the art will readily appreciate
applicatibmt t he conponents may be logically or physically
distinct. [0074] FIG 5 depicts an exenplary directory

o1 m%ﬁ&amﬁs Wal is&a gafewan 2A®e td SfthRhgirhe¥ks e G diigvay.
to an enbodinment. A directory, such as each of

In an 61%9%(}11?1%9% F}ﬂéﬁ%ﬁgﬁ?}b llggr]r(]glﬂ %%?ogegféfiraﬁg %Hﬁé‘&e&ﬁéﬁ%ﬁ %ﬁ?ém‘iegs.

s information nmay~be use
nane, describe, |ocate and/or access system resources.

T 2h adechappelingifioppeed ¢ sPRAB i e%f‘sorrpaefeiyrﬁfeplalaté- The cliatricl may
participants, gateways, directories, applications and
includetshlegicakmth Byoughovtiich myssagespass.ethannet ehjeqie mey finpludapethods to

resources, the directory structure and the stored
send adddeddivd inedssggdBy i ntain the integrity of the

pl atform

[0073] FIG. 4 depicts an exemplary gateway architecture according to an
embodiment. In an embodiment, a gateway includes a gateway API 402, a gateway client
library 404 and a gateway server 406. The gateway server 406 may queue messages, open
and maintain connections, and perform other similar operations. The gateway client library
404 may connect the gateway API 402 to the gateway server 406 and perform one or more
protocols. The gateway API 402 may provide an interface between one or more applications
and the other components of the gateway. Alternate gateway implementations may distribute

the functions of a gateway differently. For example, in alternate embodiments either the

gateway client library 404 or the gateway server 406 may encrypt a message requiring
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[0075] hi an enbodinment, identifiers and their
associ ated data nay be stored in directories for the
w@epos®onf facilitating application-to-appli CBET/U82006/002214
nmessagi ng. The platformnmay be used to flexibly define
i dentifier namespaces. %0076 One or nore identifier
messagetdvehensTypaipnp ddduisaally, piheys FG: dchovy theieigstay &1 488, the
identifier schenme is a specification of the syntax and
gatewaysElioan lib@sy 404, aalbthci ghictray serfvor 4@asphlysicaltyheepifafERomponents, a
Uni f orm Resource Locator (URL) specification defines
person & rHﬁ’ﬁ%%kfil'l & th8 GRSR rfé&ﬁly'a?ﬁ%&iaf&th%{h@@&nﬂﬁﬁﬁ% rﬁzﬂ%e logically
resour ces. an enbodi nent, an
b ﬁ % % er schenme may be used. XRI's may be
°rp3“W6 APBAY ndependent “since the context of an XRl is
decoupl ed fromthe network | ocation of any data or
HW74] ¢ BIG asdapigtapeexamnlary directapeimpiementytionawiia ¢ tragsaption
resource associated with an XRI may not be limted to
platforna apaiding to ai epbadimentmA diredtoynsuzh ap eadhoafdH02{306 /Bihnadkes
nanmespace is a grouping of identifiers in which all of

1nforma&1|8ﬁ rbgedhk Eés@ﬁ&e@&/ﬁhl‘ﬁr’thagﬁtfﬂhﬁ hThﬁﬁ%ﬁhaﬁ&l Ba¢Pe R4086 name,
I'n an” embodi nent entl ers may be hierarchical in

descrivg o P it PO BT tRar TRRTR o dons reropsenmay

) organi zation) is_a mell-establlsheg qﬁﬁrltlcw

include 3@@99@&9 gatswaysy dretericspnnhigatons aae e ks, fRysre Vidpiggopsistent
for credit/debit cards are exenplary identifiers that

referenaes dotxuich résoercas, ¢ disdctam stragiegat ¢k steve@idintifigrsimeny thaintain
exanple, a 16-digit to 19-digit identifier including

the inte@ftyl STIREplatfohi t ution identifier (six digits) and a
cardhol der identifier (ten to thirteen digits). Issuer

i)(ﬂ)sltSLt Tlll Y me&ﬁﬁhﬁhtf ;cfehﬁ{ig%%nﬁ’ ﬁle{ﬁsa%k&'?ﬁgd B:Ra may be stored in

rgani zati ons I'n"an 1ssue
institution identjfier ﬁ |dent|fégan organlzatl

directorjerefos thsweRsh of facatiegipp datiop-1BaPReOp 1SS f eplatform

menber of the organization. A menber may then assign
may betuhed waftekildly defind idemtifidrnemesmmces. del egat e of the

organi zation. [0080] In an enbodi ment, an XR

NGO PTHR T WYor RleHEN & sORGfed Baf BE 1RTRMIThE dirdctory structure. An
identifier scheme is a specification of the syntax and semantics of identifiers. For example,
the HTTP Uniform Resource Locator (URL) specification defines an identifier scheme for
identifying web pages and other web resources.

[0077] In an embodiment, an XRI identifier scheme may be used. XRIs may be
location-independent since the context of an XRI is decoupled from the network location of

any data or services associated with it. Accordingly, accessing a resource associated with an

XRI may not be limited to a particular platform location or protocol.
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PAN. For exanpl e, an organi zati on nanmespace may occupy

the first portion of the XRI ("xri:(c)organization").
waeoosdegvi fy specific nmenbers, the organi zat i oPCT/US1006/002214

then extend the namespace to include a string that

uni quely identifies a nmenber

[0o78] - @neBBIpESS is rgg Biitiflers ilN@hicR ﬁﬁ'o@ﬁlﬁﬁ?é‘ﬁtlﬂeﬁeare
e

nanespace may then del egated to the nenber
umque%tgﬁrrglrgpd& ce tonlg E ; aen r géééiﬁ’rllg gﬁt%tﬁé% ﬁqug b% 5%5%{0111%1 n
i dentification, such as a cardhol der account
nture( Xri: @r gani zat i on/ somenenber / someaccount * ) . [0081]
In an enbodi ment, syntactic restraints are inposed
UP@T9]t Aelezaitiog af a@tnpﬂpactdszﬂne. ofntiusengeoniopatzportionesar e
consi stency across the platform For exanple, the

namespase (EACERUiatid s 4 W8llRktablikbed ane S piiBicd) F ot @fathpled
to match sone regul ar expressionor format, such as

pnmar&'&fc%g i e%f‘%%l@%e"f&ﬁoa(gﬁ/d@%ﬁ’&tﬁ %xe blﬁgdgitﬂie}ssthat are both

descrl

e AT, 5, R BB bl 1 GRER Bl i

wthin the platformmay support addressing and routin
includipg anrissuerdesiituijonsidentifey (i ér&ﬂis} s sscaadieplder ddantifier den to thirteen
data. For exanple, an application nmay send a nessage
digits).UBbug istiRAN idbsetifleediney be asivhed tedrgadibsticgal @haYirstdigit in an
use an XRI to query a directory, which returns a

issuer 1h§tﬁﬁ§6}9fdtenﬁﬁ|§ir Iﬁ%sld@ﬁhm}; BesadBladiof. OThé QsedRAPSYe dibfls may be

dition, data such as securlty po |cy i nformati on

used tongn%nqg}r e?motg thenogttgagl\?\%agfgrrlg 1881%1 IP%P? @ngm & ttlalﬁ cardholder

di rectaqries. The gat eway may perform i dentifier
identifiepasd dlpgnte ‘P%thepf%ﬁn%ﬁ‘l”} cation. In an enbodinent, a
resol ution protocol may be inplenented using a
r@884] v dn ah iehwbadimemn chinaXRIi naacdspacyg mafiie deesiopsdto doirfesgong to a
may be a part of the gateway that interacts with

PAN. ﬁbf@@ﬁ@né @ org2asAalish hafedpade Rey 8&b ?Yt%dﬁﬂé%cﬁgo@f)ﬁhem
nmore of the foll ow ng operations: passing a

(“xri: @io?g%r?%b?loﬁx’ f’loo id@nd ; égmﬁcp Blemﬁagrs tthhe atzgg@{ {:oucig il}]e& extend the

Ilbrary a rece|V|ng

exa ni ng.the designator,_ by the resolver library,
namesﬁaﬁe gmtgﬁ wquEbt detifiesie membari fi er aut hority)

contains t h e
(“xri:@organization/somemember”). The remainder of the namespace may then be delegated

to the member. In other words, the member may further extend the namespace to identify any
resource that requires identification, such as a cardholder account
(“xri:@organization/somemember/someaccount”).

[0081] In an embodiment, syntactic restraints are imposed upon the delegated
portion of the namespace to ensure consistency across the platform. For example, the

“someaccount” portion of the namespace may be required to match some regular expression
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informati on associated with the designator; iii)
sending, by the resolver library, a secure request for

w0 b@b/otmve to the directory; iv) opening, by tPEI/US2006/002214
gateway, a secure connection to the directory; v)

or formf et BUBECRHETAE §F Chakie Mo R anly . Other methods
contains routing and other information) associated

of describin neimeswes idgntifions aimenyireted ovithin fhe scepmefthe piesent infention.
descriptor docunent fromthe directory to the gateway
(ouR$i Didecivrias 502506 addeithih iy plht¥orin @ayg swppo)t addressing and
processing, by the gateway, the information in the

routmg%?‘?l%es a%tegfé% Q88H§Ed&uhé’rstaﬁgg BLibek Iagta @%n 1[3 %Ql%blication

manage epl oye alon

Ilcatlonsa th| S no
may sepbhTiorREe HOPE dil AL GE MRt %ﬂ}é? &M& WA Tpyense an XRIto
present invention. Directories na pul at ed and
query ardifentosy, vduch tetwog h tiengplodrd dreas Gadﬁ Eﬁ?flv)cf%@ﬁfsmalﬁbef In
may be inplenented on top of an exi stl ng data store or
additioB Q0] ®ich lay sévatityeolicyphfomaaticatmanise sugpored/ arthe directories.
directories may be |inked together through del egated

(051 h 5 cRBDERRAE Sh AL GUBAILAly kRl WIRNARERERL. The

ontro each participant. This,
in turn for ca ni ng_and
gatewaie s fEat MR e P AR Ta i de R smpBlhgt agesolution
cross-directory managenent tools or specifications

protocqlpEsse impEmatetyies & raslyppitiny 2 difepioay-eThe resolver library

authorities for data exchanges related to a financial
may bd 4 persafthé gaeway tirat imeratto with dinettod sreResoludionamdydieyacbieved
security features may be built into the platformto

using BB SHERrd Hethe KR Whabh&aHEaR) ﬁaﬁ.ﬂﬁ% @'ﬂl@s1§§a€t6ﬂ 162 a FESSiafEFom the

in a trusted fashion. To achieve this goal, the

gatewa&é%hqg %oMe(glﬁl evgg Igrl_%slvﬁlgg?rnieggar tl) éél\?llé 1? gfe%%lh%he designator,

h as WS- Securit
by the FopvaRmaR1 (h elmRng WhishITBT ) (e }‘ig}l?f@a&"g?m{’)d@%l}ns,&?e

the transport layer, the platformmay use nutually
informatitrhesodiated edthThSdengmatt iid sending, be thefrpsdlier library, a secure

authenticity of the gateways attenpting to communicate
requesiol thaP Bfta d1@lchirectolf) 8v) [dpeniieBIEGE ighte & afeysebutfetcbgfiection to the

mai ntain data integrity and ensure the authenticity
directory; v) performing, at the directory, a look up of the descriptor document (e.g., an XML
document that contains routing and other information) associated with the designator in
question; vi) transmitting the descriptor document from the directory to the gateway (possibly
via the resolver library); and vii) processing, by the gateway, the information in the descriptor
document to transmit the message.
[0084] Directories may be managed or deployed alongside applications and

gateways. However, this is not required for directories to function within the present

invention. Directories may be populated and maintained through implementation-specific
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of the nmessages transm tted over the connection.
[0087] At the nmessage | ayer, the platform protocol nay
wais@eeEoor ity specifications such as W5- Secur i PgT/UXNG6/002214
encryption and XM. digital signatures or simlar
protocols. Gateways may be responsible for app{ying
means andapapihe igwlementeroen pprdfen ckiting daa gorpogioapletgly native
i mpl enment message-| evel security. Additional security
implembptationse Moreyvdredisguinries dnaydetlnked tppthef thmesghadpdegafedridentifier
nore robust application-to-application security. For

namesp8&RMRbRing tbr RIREH thenRBehBNGANBHE ALt dti fiexst Bneish ayioidnt.
a platformis required, an application may perform

. ligation | £ pii.0 [

oo 0 5 RAARE Ly B P R TR I e
operation may be perforned for digital

does 10§ FegyiE GFsE drBY ey MitresH R BY Pﬁéﬁﬁgl, 13y nouss
participation in the platformis not pernitted.
F085] c PGt depiaty exaepledyfoprtifivetesathpsisics fir dgta exchanges related to
certificates in both transport-|evel and nessagel evel

a finan&8CGHhkdcfon BecRdiRatd bt bRBELIMRBY AKesanbf secutity Matures may be
certificate chain that is rooted in an organi zation

built inf bl G o BALAORA o Brorerm AHRY S ARLEEL R A usted
. certifjcates issued b or qn behal f of he .
Fashiong oy ASBIS R B S BN SR PSP TR SSHT By,
application or directory is authorized to use the
mechamp$ra(fuoh as TAS), houepsagenlevelsoriay meghanisya (ughes JFS-Hegurity), and a
host the root certificate authority 602, other
public R&fihfredtianis (MRl ilbsdingogtfitdtés. cat e authority 604 as
well. [0089] hi an enbodi nent, a gateway can attenpt
t S ' i HRR. TI
r[f@%&;ﬁ %%&r@%ﬁ?@?@ﬁ? RS 9G5S HaD 8k ﬁﬁﬂﬁﬁ? aftheh TS

ge nay I f an acknow edgnent nessage is

npot receipved within a predetermned tinmeou er.| A f
connecfifes o EE Ry B AL RO IE Glr TOR PR R R ChBEbAE with one
predet erm ned nunber of attenpts, a fault nessage rm;r/l ..
anothen éThecE Ty pravteetipns meaysfaribenigainiep dataintesty pboprerthe authenticity
pl atform may al so support failover routing. Failover
of the hedshgaR grapanitictl over the comteytigat eway to specify one or
nore backup gateways. |f a’nessage cannot be delivered
[0087] At the message layer, the platform protocol may use security specifications

such as WS-Security, XML encryption and XML digital signatures or similar protocols.
Gateways may be responsible for applying encryption and decryption to message bodies to
implement message-level security. Additional security features may be applied to the body of
messages for more robust application-to-application security. For example, if end-to-end
encryption that extends beyond a platform is required, an application may perform
application-specific encryption to message bodies before transmitting messages to a gateway.

A similar operation may be performed for digital signatures.
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to the primary gateway, the platformmy attenpt to

send the nessage to each of the backup gateways in a
w@pweiofdoed order. [0091] FIG 7 depicts an exen@l/a83006/002214

platformservice within a transaction platform

ding to, an_enbodi . w. f eat ur es hancenent s.
T0iRL5 L R wBRE BT Ry ealbineE0 G2 pu R RRR G AR itea.
. .the platformby creating service offerings called
Participags pgy ideatifythemsclves s gertiiteates in pothrepsnarslovel and mespage-
may i nclude a speci al - purpose application hosted only
level sebyrityh dasip parsioipmigmay grasent atvalith catifieatt chesn goht ishiopttd in an
party. A platformservice 702 may provi de additional

organiz8861Y EBEcAE a0 alAlL FatdwayRBspaeffont BAd dRERoH @UIsEE the
t hrough the service. For exanp1e, a platform service

o] YT R SO T2 ORI TR o S icion
o e S5 B 5 G o o

support the broadcast nessage pattern and the
Althougly iheispousaiing orgadizateraigeyrbest tlf ropheertificate ausherityr60R] ather
to which nessages are broadcast. [0092] An exenpl ary

participah®th B/ Hoss £ Eottifieate sutemiyadoadsiwellFl G 8. A renote
gateway service 802, 804 nmay provide enterprise

I9" 7ot Bod e kb .y S Bde bal hour

ng a gateway. e re eway Service

used, for ex le, b articipants that nerely wwsh to .
Predeteﬁpwﬂaam%smﬁﬁ% Shutree Y e deseBt it an pgFopdedement message is
participants may access the platformthrough the _

not rece peshwshinregpredejerniinet irneowd pgaed WHyhea0gssage hasmotibeenadejivered
ot her participant's gateway 804. [0093] In an

within heposict@mined anmber oMaietpts) ASuitEmeshayd £ag bovtuied useed sending
to send nessages to and receive nessages fromthe

applicaR4R! i ¢ network via a renote gateway service. Such
consunmer devices nmay use a renpte gateway service

A PR TE hGE BRSO il 2 R b

. full participant on the network. A consumer device nmay
primary gesewiaheto spedilyeotgrpp neore hackalp eptevmass. 1 agedskagepanyl byaleligered

personal digital assistant, a handheld device, a
to the psieiary gpteway thaplpdomomal; atanpitoaend e nassyagetidedch of the backup
gateways in a specified order.

[0091] FIG. 7 depicts an exemplary platform service within a transaction platform
according to an embodiment. New features, enhancements and extensions of existing
services may be added to the platform by creating service offerings called platform services,
such as 702. A platform service 702 may include a special-purpose application hosted only
by the sponsoring organization or a trusted third party. A platform service 702 may provide

additional services or functionality to messages that are routed through the service. For

example, a platform service 702 may implement a guaranteed message delivery service that
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el ectroni ¢ communi cati ons device used by a consuner.
[0094] FIG 9 depicts an exenplary nessage fl ow using
W@200en0TH0e1 gat eway servi ce according to an enmboRPCTESL006/002214
In an enbodi ment, an application operated by a renote
articipant 902 may send a nessage to _a renote, gateway
both oftsay ggogeaphiufailyyrs ape pravides Atshgupranigoy PEmespge Aelivers singaother
at the sponsoring organi zati on or another participant.
exampléhebroadmkieplgddraveyvise may seppdddherbgoajcat messagd pattons simtyhe
and transmt the nessage through a channel to the

provisi&igas hitbiafibarheyate BRGAR 1i¥lstd Wi HMesshdtB are broadcast.
destination application. Responses fromthe

i nation | i [.on . [ bV y A [
0P o R PREY SBROUR BN e R, 3 A B S BRb Gy
. participant application.[0095] It is.to be understood .
service 82+ 80draay prpdisteicalerprise metwarksivith dhg #pilitydo ypmihe platiogy without
to the details of construction and to the arrangenents
hostingaf gatdveayc ditponmntesgasatayfservide may bdissddfes exanmile,dry mrticipants
illustrated in the drawi ngs. The di scl osed net hod and

that meSal$ WA P20 EaP AR IRaBEnsAb AR plardiedi REAGES panitigahtsifiydcess the
practiced and carried out in various ways. nce, it

patn 3y b L 808 D3l 0500036708 BAGey g
. . description and should not be regarded as limting.
participagio®ggteway 80tth, those skilled in the art will
appreci ate that the conception upon which this
#0093 osu pe embodiasat] onayr mesdionyurber devides map basised loxsnd
for the designing of other structures, nethods and

messagsy ol Biredve MmagshydsTEbnd tHe JubBc ReRIIAY aRHeROELEt & ayt Rfvice.
present invention. It is inportant, therefore, that

Such ccgdgﬁl%qt%} aémes%af Rea1 66 Ee%&%%‘%ﬁ%&e@%%g t}?e%%lglﬂ{l&ﬁ%ices are

constructronsinsofar as t part from
et B B e e SO0k PP BT, on

financial transactions utili zi ngI:] a public network, the
network.y 4t comswnenptavisiemagy include, for example, a telephone, a cellular phone, a
personal digital assistant, a handheld device, a set-top box, a personal computer, or any other
electronic communications device used by a consumer.

[0094] FIG. 9 depicts an exemplary message flow using a remote gateway service
according to an embodiment. In an embodiment, an application operated by a remote
participant 902 may send a message to a remote gateway service 904. The remote gateway
service 904 may reside at the sponsoring organization or another participant. The remote
gateway service 904 may process the message and transmit the message through a channel to
the destination gateway 906 and, ultimately, the destination application. Responses from the

destination application may be received by the remote gateway service 904 and forwarded to

the remote participant application.
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a plurality of participant conputer systens, each in
comruni cation with the public network, wherein each
w@arobiordopant conmput er system conpri ses: one oOrPEDU2006/002214

applications for performng functions related to a
financial transaction, and a gateway in_comunicati
90981 biiin ta heupsiertteed thakthpinventien ismet Bméedin Fppmplication to the
appl i cations, wherein the gateway provides an

details bfttcmsiﬂ'lan'ﬂf)nfmld te tredirmgganahts eithe vompormbatsesebfetrihee this description
applications over the public network; and one or nore

or 111us9£tb&’ & t‘ﬁe ‘i‘lka[v@iﬁé@ rTIRSdisdlose@ MBay dCadl s%‘tefﬁ' 48 céﬂ&ﬁleﬁf@tﬁe@
ne wor k, wheréin the dlrectorles are effective for

t AR
emboch S LR LB BRRTENRG: OB HEDICR B i e
1v\here| n the ogne or_  nore vate di rectorl e re
undersigag B‘@gthsm@'r%ﬁqﬂygr #nd *ﬁemﬁp PpoYSH heein e aratﬁ? purpose of
conmput er systens. 3. The nethod of claim1 wherein the
descripooe at shootdngibevegaedadi asdintitng.es i dentify each of the
trusted resources available to the plurality of

COUYBYt A saYIS tBERR skifled T @ie B WAIAIChppFectat@int tlle\bbﬁd’e@tlﬂn tipen
trusted nessagi ng path conprises authorized

v S S A UARARE L ER Lr  Oo
wher ej finan transacti on ri ses.one or

structuffp TBSBP I YBPRFGTY HECR b0 oo PR AFS AL BFesey invention.
debit card transaction;a calling card transaction; a

It is impoyretdtheedfors, hetihs slimobe reganded as ingludingsuch sawselenton:;
and a coupon transacti on.

constructions insofar as they do not depart from the spirit and scope of the disclosed

embodiments,
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6. The nethod of claim1l, wherein the financi al
transaction conprises an exchange of investnent
w0 p@bomeent s. 7. The nethod of claim 1, whereiPCT/082006/002214
financial transaction conprises the delivery of
government benefits. 8. The nethod of claim 1l wherein
the financial transacti ri ses any exchange of
value. 9. The systemof claim 1l wherein the public
We clainet wor k conpri ses the Internet. 10. The system of
claim1 wherein the data i s exchanged using a nessage
i or mp SeBRIfos bittafeing asls relaed tRfiRaRial tehQcBo JillRing a
header includes informtion used by the gateway to
. r r . functions, wherein the body
pmﬂmIﬁﬁ%&%ﬂ@éggg?chgghgn tted by an application. 11. The

system of claim 10, wherein the gate . perforns one .gr
mor e BPIHLY PEPHBRIPAEE CoRPHHRS AYYETh GASH insouipmcation with the
receiving a nessage; routing a nessage; resolving

public nebgerigehéreimdach patioipant dommputgysysienicagprises age
reliability; perform ng nessage security; filtering a

nmessage; apaPel thefHppHcdtivEs &g Petrofniiap dnddions dfatedoaa financial
system of claim 11 erein transmtting a nessage

g%gg&gﬁpﬁhdreceiving a nmessage from an application;
etermning one or nore policies for the nessage based

on a hessaj %atteXJg}g ir{ Sommunication with both the public network and the one

or motre applica’gions, wherein the gateway provides an interface for sending and
receiving data between applications over the public network; and
one or more private directories in communication with the public network,
wherein the directories are effective for identifying a trusted messaging path between
the participant computer systems.
2. The method of claim 1 wherein the one or more private directories are
accessible only to the plurality of participant computer systems.
3. The method of claim 1 wherein the one or more private directories identify
each of the trusted resources available to the plurality of computer systems.
4. The method of claim 1 wherein the trusted messaging path comprises
authorized participant computer systems identified in the one or more private directories.
5. | The method of claim 1 wherein the financial transaction comprises one or
more of the following:
a credit card transaction;

a debit card transaction;
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the nessage; resolving a transport address for a
reci pi ent of the nessage; applying one or nore

W@ emaniwyl f eat ures to the nmessage; openi ng andPGEUS00610P2214
a channel in the public network; and sending the
nmessage via the channel. 13. The systemof claim 12
wher e 521IRE c¥EdPFa{iOReat ures conpri se one or nore of
a digital signature and encryption. 14. The system of
cl ai maitbreshered transed®nyi ng a nessage conpri ses:
receiving a nessage fromthe public network;
retrigtdyatlty 044 tRhsd®ibe; 4@l | ci es based on a nessage
type for the nessage; applying each policy to the

nessaggbm&gynggkh¥ﬁring the message to a receiving

appl i cation. e system of claim 14 wherein

ppl yi C ri.ses using securdty .policy information
Bo. v erif prethogias elatm 1o R, g inpoiblransdqjion cpmprises 25 m
14 wherein applying conprises using security policy
exchangqionwestinem insyrugnesisypt t he message. 17. The system of
claim1l wherein the gateway conprises: a gateway
ger verhe metdrofelaiatli, amewdin thetfiangplitingadi@hwordprises the
wherei n the gateway server queues incom ng nmessages,

deliverP PEEV AN BLRAANd Mai ntai ns channel s; a gat eway
client litbrary 1n communication with the gateway

erve wher ei he eway. ckient -library interfaces
Bt b e el olalP P BhE PR g RbEay BBl hHnPlceR ES
progranmm ng interface in comunication with the
eXChan@%‘? W-cl ient library and at | east one application.

18. The systemof claim 1l wherein a partici pant
Oonpuflae sysyeh eficlhinn 1 vdrerein the public network comprises the Internet.

10. The system of claim 1 wherein the data is exchanged using a message format
comprising a header and a body, wherein the header includes information used by the gateway
to perform one or more functions, wherein the body includes data transmitted by an
application.

11.  The system of claim 10 wherein the gateway performs one or more of the
following:

transmitting a message;

receiving a message;

routing a message;

resolving message header information;
providing message reliability;
performing message security;

filtering a message; and
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conprises: a directory accessible via the public
network, wherein the directory conprises a storage
wore@s/moeont ai ni ng one or nore entries, wherei PCEHESIN06/002214

entry conprises one or nore identifiers. 19. The
system of claim 18 wherejn the identifiers conprise
one oPerfsmangonesseeeswaielationt i ng data, netadata, and
security policy information. 20. The systemof claim1
Vher eThe systeat 6 daipahit wherjputansmitying e mdssage ltemprises:
conprises: a certificate authority in comunication
W th fRevRgbl hEs AR kn apPIRLBbR;, the certificate
authority provides one or nore keys to the gateway for
use i er.formn ne. of. Fmr, f t j '
or  crisiharae Fop g RO Rl 5. e s R bald G ESRE BB for
integrity checks for channels, integrity checks for

the messagesages, channel encryption and message encryption. 2
1. The systemof claim1 wherein a parti ci pant
conputesolvingst teamspart advizess donprecipeent ofthglnagskagem ser vi ce
in comunication with the public network, wherein the
pl at f gyyRiEL LN SEmPreQub RS fEmESa theniedage;ces for
nmessages routed through the platform service.22. The
syst egée%finéin Id n% avﬁgﬁﬁélri'nﬁﬂéj)umi@hg ot ShE V! ce
conprI'Ses renot e “gat eway serVi ce, erein the renote

gat eway servi ce provi des access to the public network
for a né‘B}ﬁlti{%ﬁ’leF ﬁef’ﬁéﬁe?@npgnote fromthe participant
conputer system 23. The systemof claim 22, further
tdnpr The sigtennel deinnb? whersisthemsecudity feaises appprise Aneaicmore of
consuner device uses the renote gateway service to

a digitabsig@feretafe eneipption. net wor k. 24. The system of claim 23

wherei n a consuner device conprises one or nore of a
14. The system of claim 11 wherein receiving a message comprises:
receiving a message from the public network;
retrieving one or more policies based on a message type for the message;
applying each policy to the message; and
delivering the message to a receiving application.
15.  The system of claim 14 wherein applying comprises using security policy
information to verify a digital signature.
16.  The system of claim 14 wherein applying comprises using security policy
information to decrypt the message.
17.  The system of claim 1 wherein the gateway comprises:

a gateway server in communication with the public network, wherein the

gateway server queues incoming messages, opens channels, and maintains channels;
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tel ephone, a cellular phone, a personal digital
assi stant, a handhel d device, a set-top box and a
w@egsormbl conput er. 25. The system of cl ai m 2 RCTAIS2066/602214

the platformservice conprises a broadcast nessage
service, wherein the broadcast nessage service )
suppoetgsiayaylienidibrary 4% sonmEnisARC A desssaieveay Jebiet virerein
lists for broadcast nessages. 26. A nethod for

the gatéwandient ibragy idtdfaceselith etk drandriepastocals; dndansact i ons
over a public network, the nethod conpri sing:

recei yidagw y’ﬁ%ﬁﬁéﬁ%m 9¥Hg?§rhmﬁr{gqme§faﬁé ﬁﬁéonh%ﬁ'xﬁ&ﬁ%n with the

part|C|pant erei n"'t e nessage object | es an

Ik nessage fromthe nessage
gmzwaXBr gﬁ” ?%&ﬁﬁ%’%ﬁn%%%&% #%re policies for the
nmessage; resolving a destination address for the
tsss ag‘éﬂe SYTEY of Kt dSHRGrein SrPaTEIRATY PRI WRESYSIehiFGer
security features to the nessage; opening and securing
compriseschannel in a public network to the destination
address wherein the destination address identifies a

secong difebi@ﬁ'ﬁﬁcc@é?sﬁﬁlb ¢1aRBOPubIRMEY 6 RN §Mbrletd 1A dirB&ory comprises
message to e second trusted participant via the

I
a stora%}ﬁ@cﬂﬁfg] clogxl?aérgﬁ Sn{Bf d@Q%negﬁ%eg ﬁ%é;?g%o o %ﬁrtgy &)1%12%69 Bfe & more
securlty policy and a nessage routing policy.28. The
7t hod of claim 26 wherein the one or nore policies
conprise one or nore of a multi-hop routing policy, a
HAb arddespskm of glaithi§ vekdin she idefears campréssrone oumongof
policy, and a fan-out routing policy. 29. The nethod
messagRfrotirgl dita) tnethis bild tderitydiicy iifefmAApri ses one or

nore of an organi zation identifier, an organization

Ther ; . L e
2R STt rRlima G ER AL AFEE bR Rklchl Rhthor

|dent|f|er a bank identifier, a service identifier, a
COmMprises

identifi

a certificate authority in communication with the public network, wherein the
certificate authority provides one or more keys to the gateway for use in performing one or
more of mutual authentication of channels, mutual authentication of messages, integrity
checks for channels, integrity checks for messages, channel encryption and message
encryption.

21.  The system of claim 1 wherein a participant computer system further
comprises:

a platform service in communication with the public network, wherein the
platform service provides messaging services for messages routed through the platform

service.
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service identifier, and a policy identifier. 30. The
nmet hod of claim 26 wherein the one or nore security
w0 e@bir®sl | ncl ude one or nore of a digital sigPEr/USM®06/002214
and an encryption algorithm 31. The nmethod of claim
26 wherein the first trusted participant and the
28condhe pypsera @f plaim 2¢ ivdwrain theelatthemt SefViegicqmprigea symote
nore private directories accessible to the first
gateway ketsice,dvipseiniths pandie grewinherdec progides dsdesstto the public network
participant. 32. The nmethod of claim 31 wherein the

for an a%)gfléattloh i3 §LbnRAE frbfil 8 BhrtiBtndafpRRs APerhr ust ed
ticlpant possess the nec ssary securlty
thord zation t.o ex
? ot VER YR 8 Pl oot B P i ooF % r“i‘%"é% CEpBRefigices
public network, the nethod conpr|3|n recejv
wherel%@éégesweé desice aprstihe rampse %e\z@ml@? areessiie B\H%Fé‘ieﬁ"mk
the nessage is directed to a financial transactlon
appl i Tatsystem o€ teimi2diwigrame consuner deyicd camnmsseappé ormore of a
to the nessage; applying one or nore security neasures

telephoﬁ@ R de@idlat Phérie a FBSEAM Qligie AR Istint, NithaAdRES 8€iEe, AeLp box and a
from the nessage; and sendi ng t he nessage obJect to

i cation, wherein the nessage object includes
personal%gmgﬂ {I fier.34. The nmethod of claim 33 wherein the

one Oor_nore p0| I1ClLe SSage Securl,
o1 i cyhesystertipd cwﬁ?ﬁéaﬁ&rml&%ﬁ?@w 169 fplamﬂ%ﬁh@oadcast

one or nore security measures conprises verifying a
messagdisgfivics) whérgimathe brad@st miekregerssrioel sufpors Aiqndest migssaging and
appl ying one or nore security measures conprises

managdbestiiPitiondisior bRsgagemességesThe net hod of claim 33
wherein the identifier conprises one or nore of an

26. A method for transmitting data related to financial transactions over a public

network, the method comprising:

receiving a message object from a first trusted participant, wherein the
message object includes an identifier;

generating a message from the message object;

determining one or more policies for the message;

resolving a destination address for the message using the identifier;

applying one or more security features to the message;

opening and securing a channel in a public network to the destination address
wherein the destination address identifies a second trusted participant; and

transmitting the message to the second trusted participant via the channel.

27.  The method of claim 26 wherein the one or more policies include one or more

of a message security policy and a message routing policy.
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organi zation identifier, an organi zati on nenber

identifier, a financial account identifier, a
w@egobiofdoert e authority identifier, a nerchant PCT/US2006/002214

identifier, a bank identifier, a service identifier, a

service identifier, and a policy identifier. 38. A

n8t hoTht efetiodanfetaimtIonghdreinabeoed ortmamn patitie®comprise one or

information using a renpte gateway service, the nethod

more oPQHﬁ[ﬂ ﬁb hutihg g@hé’}} B%ub ah@ %cﬁd@ SRR g iy, O pRRed- ﬁéﬁ%&ﬁhg

rempte partfci pant over first network, financial

acti.on_infornation by a renote gateway service;
pOhcy’ﬁ?‘g%zaé"s gﬁoutwptopfgyrermte gateway service, the

financial transaction information; _ and transmtting

BY. t hdhe awihas Qf#laimealp whereindhe 1depiifiesconpEisePT; OﬁélFR?P gf an

transaction information to a destination over a second
organizagidmidiektifi9an digeninsidmdemberdtiaitifieBd, fifancinhaacount identifier, a

conprising: receiving, by the renote gateway service

cemﬁcétregmhbﬂ?y ienand NAEMARK idehtTTRE RAASR iddatifiBe aReRERS8&ifier,
financial transaction information; processi ng, by the

service ifeltHEr, gﬁ&?é@ﬁ@iﬁr%ﬁﬁ&r the response; and

AN f e renote gateway serwcetothe
l'icati on oper at.ed t he
ﬁg f jTjhg im ﬁ’ila \%B?rs g g]gg q? gr[g:?éc tatlgr\ése include one

or more of a digital signature and an encryption algorithm.

31.  The method of claim 26 wherein the first trusted participant and the second
trusted participant are identified in one or more private directories accessible to the first
trusted participant and the second trusted participant.

32.  The method of claim 31 wherein the first trusted participant and the second
trusted participant possess the necessary security authorization to exchange messages.

33. A method of receiving data related to financial transactions over a public
network, the method comprising:

receiving a message from a remote trusted computer system, wherein the
message is directed to a financial transaction application;

determining one or more policies applied to the message;

applying one or more security measures applied to the message;

generating a message object from the message; and

sending the message object to the application, wherein the message object

includes an identifier.
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34.  The method of claim 33 wherein the one or more policies includes a message
security policy.

35.  The method of claim 33 wherein applying one or more security measures
comprises verifying a digital signature.

36.  The method of claim 33 wherein applying one or more security measures
comprises decrypting the message.

37.  The method of claim 33 wherein the identifier comprises one or more of an
organization identifier, an organization member identifier, a financial account identifier, a
certificate authority identifier, a merchant identifier, a bank identifier, a service identifier, a
service identifier, and a policy identifier.

38. A method for transmitting financial transaction information using a remote
gateway service, the method comprising:

receiving, from an application operated by a remote participant over a first
network, financial transaction information by a remote gateway service;

processing, by the remote gateway service, the financial transaction
information; and

transmitting, by the remote gateway service, the processed financial
transaction information to a destination over a second network.

39.  The method of claim 38, further comprising:

receiving, by the remote gateway service from fhe second network, a response
to the processed financial transaction information;

processing, by the remote gateway service, the response; and.

transmitting, by the remote gateway service to the application operated by the

remote participant over the first network, the processed response.
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