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Encrypting Apparatus 5 Technical Field This invention relates to an

encrypting apparatus) a decrypting appajatus, a nessage au i i code
generating unit, a nessage authentication code appendi ng um ml"ﬁﬂmmmm""mm'
integrity verification unit, and a radi o communi cation apparatus. used for

devi ces such as a cellular phone. 10 In particular, the i nvent 18R T el at es
to data confidentiality and integrity processing. Background Art Fig. 24

shows a conventi onal r ] nal interface) unit
510) a radi o comuni @mt&@mm@%mt&%@é ni cation unit
530 are provided to the conventiqgpal cellul ar. phone 500. The termnal IF
unit 510 perforns interface wi t h SERGHIATION cel | ul ar phone 500. The
radi o conmmuni cation control unit 520 perfornms conmunication cglmmlﬂm m m
whol e cel lul ar phone, 20 data dJdémewpsingrApparadusa processing ”mﬂ "lm m
protocol. The radi o comunication unit 530 nodul ates and denpdul at.gg,gat a
to enabl e radio comuni cati on. The radi o conmuni cation unit 530 supports

t he physical layer (layer 1), which is the | owernost |ayer of seven |ayers
defi ned byTdoBhidaDIteldSyst ens | nterconnection). A confidentiality processing
unit 540 is 25 provided to the radi o communi cation unit 530. The

confidenti al i ty Thid iRvOst6s rekhtedtd aﬁéacgmhygahppgfatde,_ca vetspdaig of the
physical |ayer to be processed by the radio conmmunication unit 530. As the

data sent/gffhv@s dPnesdagnheiidhtrdtionScode PeiekS¥n P Yaink¥, taVﬂ'n@b@%et he
confidentiality processing unit 540, w retappers are prevented from

onf i d proc i . | ent
broken. THaRSRURHbRTARE aBpb Ay Bhics Anll ThRRTIL RrARAKN BRI EHER o1 ©

The c nal | “Has’the o Y
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the data to e confidentiality processing un Dis
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sent/received by the cellular phone includes various kinds of data such as
user data ;P ling data, and it is required to performdata
confidentiality processing based on the data kinds, or to ensure data
integrity depending on the significance of the data. As shown in the
conventioggé archi&ecture, since 15 the confidentiality processing unit 540
is provid ¢kgroyn PYer 1) the data cannot be performed the

confidentiality processing nor the integrity processi ng based on the data
ki nd because it leg- 2%3?3455’: @QV@W@@iP&]W@Rﬂﬁ’@ ¥a kinds at the |ayer

1. Further, the conventional confidentiality processing has been 20

per forlfed by gerdbtermingl1F Grigsfacalinnitrd Kb quradie cepmpricatign opniiol
inputting data and by perform ng an XOR operation of the data and the

r andom nuriget 520 ansha eadipeomeyaiedtjorminit §3pare prayidebtaithes. Yet further,
t he conventional integrity [ﬁrocessi ng has been ﬁgrfgr med by generating a
message auoheentional calluledphpoe 568c h Thet termyinghBE knifg5 10 performs

interface with a user of the cellular phone 500. The radio communication
control unit 520 performs communication control of the whole cellular phone,
20 data conversion and data processing based on protocol. The radio
communication unit 530 modulates and demodulates data to enable radio
communication. The radio communication unit 530 supports the physical
layer (layer 1), which is the lowermost layer of seven layers defined by OSI
(Open Systems Interconnection). A confidentiality processing unit 540 is

25 provided to the radio communication unit 530. The confidentiality



25 integrity of the data for each data. 3 A preferred enbodi nent of the
present invention ainms to perform high-speed data confidentiality and
integrity processing. Further, another objective of the preferred

enbodi ment of the present invention is %o performthe data confidentiality
and integrity processing at a higher layer equal to or greater than |layer 2
(data link layer) of the seven |ayers of the OSI. Yet further, another

obj ective of the preferred enbodi nent of the present invention is to
performthe data confidentiality and integrity, processing w thout | oading
on the cerﬂrP%ﬁssﬁ%BBgsg%eWt%% ?Wéfpb‘ijg?tfﬂ@f @%Eh&%%ﬁlgaﬁ@’r thke | nventi on
According to the present invention, an encrypting apparatus includes: an
encrypt or Pregesgad gb’af{hierf@dép eRIREYIAAHOR runé,%ég@n s tﬁ@ data aemidraceiveder
sequence nenory for storing the random nunber sequence generated by the
encr ypt or ;bysanianteropeb4l ingnenyipted by propiding the porfiderdialityaprocessngor ni ng
an operation of the plaintext data input and the random nunber sequence

st or ed i n urht 546 retinetappdrerars gaaeentedrfeomr gbtamingutnyudighificanitpher t ext 20
data, and by previously storing the random nunber sequence in the random

nunber 5seduforaeaticaraniess gho ecafptivh odddshererolien) nunber sequence by the
encryptor and the operation of the plaintext data and the random nunber

sequence by t he TdredodivieRtional telilar phohesuBth aAstciydiantiality25 The
encryptor starts the generation of the random nunber sequence 4 before

the oper atjrhebdditig uhtPSEGwithin RhairBIR dorfiRlvicatiSn SRR 590, OTAdREBIA | east

an encryption key and a length of the plaintext data, generates the random

nunber seqHeNGea REBbMoldiRell BHYAHE Bhfidentiality processing unit 540 is stored
in the physical layer (layer 1). At the physical layer, it is impossible to
10 discriminate data between user data and control data. Data sent/received
by the cellular phone includes various kinds of data such as user data or
signaling data, and it is required to perform data confidentiality processing
based on the data kinds, or to ensure data integrity depending on the
significance of the data. As shown in the conventional architecture, since
15 the confidentiality processing unit 540 is provided to the layer 1, the data
cannot be performed the confidentiality processing nor the integrity
processing based on the data kind because it is impossible to discriminate
the data kinds at the layer 1.
Further, the conventional confidentiality processing has been
20 performed by generating a random number sequence synchronously with
inputting data and by performing an XOR operation of the data and the
random number sequence synchronously with inputting the data.
Yet further, the conventional integrity processing has been performed
by generating a message authentication code for each data or checking

25 integrity of the data for each data.



the plaintext data using the encryption key) and makes the random nunber 5
sequence nenory store the random nunber sequence generated, and the random
nunber sequence nmenory includes a buffer for outputting the random nunber
sequence stored in case that the operating unit inputs the plaintext data.
The operating unit inputs the plaintext data corresponding to plural 10
channel s; the encryptor inputs channel identifying information for
identifying a channel and generates the random nunber sequence for each of
the plural channels; th gggggonlnun?er sequence nenory, stores {he random

number 15 sequefiddedne dateng of Ehe pyeitest 1ngentier pims te erformy

channel s; and the operating unit inputs the random nunber sequence

cor r espondighyspescedatn emnfidentimlityandintageity procsssingi ch t he pl ai ntext data
is input and encrypts the plaintext data. According to the present

i nvention, a defuythdrngneihearobjecsiviera thd queferfedietdbodiment of thyener ati ng a
random nunber sequence; a random nunber sequence nenory for storing the
random nupbesens enuentien etepatforinithetdata donfidentialityland integratlyi ng unit for
i nputting ciphertext data) perform ng an operation of the ciphertext data

i nput &ndprdeessimpiana highiarlagerogugletoldr gleat@dtliah ladyer 2addealinkiager)
sequence nenory, and outputting plaintext 5 data, and by previously

storing t hetheasslemn layehesf graosNce in the random nunber sequence nenory,
generation of the random nunber sequence by the decryptor and the operation

of the ciphertexybt flatReRRhothér ?lﬁ@@l‘i% of thHThRIfe 36 WaRSdiMerityT thBEr at i ng

unit are performed asynchronously. The decryptor starts the generation of

the randopaumhehySRGUERes BEIDRS HoSARSHAKIRAGHRLY ahiRHdide of pherfext

data. The“decryptor 1nputs east a decryption th of the
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Disclosure of the Invention
According to the present invention, an encrypting apparatus
includes:
an encryptor for generating a random number sequence;
15 a random number sequence memory for storing the random number
sequence generated by the encryptor; and
an operating unit for inputting plaintext data, performing an
operation of the plaintext data input and the random number sequence
stored in the random number sequence memory and outputting ciphertext
20 data, and
by previously storing the random number sequence in the random
number sequence memory, generation of the random number sequence by
the encryptor and the operation of the plaintext data and the random
number sequence by the operating unit are performed asynchronously.

25 The encryptor starts the generation of the random number sequence



sequence nenory store the random nunber sequence generated) and the random
nunber sequence nenory includes a buffer for outputting the random nunber
sequence stored in case that the operatL{ ng unit inputs the ciphertext data.
15 The operating unit inputs the ciphertext data corresponding to plural
channel s; the decryptor inputs channel identifying information for
identifying a channel and generates the random nunber sequence for each of
the plural channels; 20 the random nunber sequence nenory stores the random
nunber sequence_generated by the decryptor for each of the plural channels;
and the oSl??%ﬁei‘ibﬁ QRerating e 1R s, ﬁdﬁﬂ%%ﬁﬁbé@ta&equence corresponding to
each of the channels fromwhich the ciphertext data is input and decrypts
the ciphertext d3teencrypirdapyts gt lanst aa enaryptionikeyeand adengthefdbege

aut henti cation code 6 generating apparatus includes: a data nenory for

i nput t i ng pamtexbdatay gEnedtes the rapdemasumber aéquems lmting dhe Yengtht ofol
signals; and a nessage authentication code generating unit for inputting

t he X 5 pithegdanftexiod@tsonsinghbe dnicayptiorkKkegrdridinadiegthe santdometuimberhe dat a
menory, generating X nessage authentication codes corresponding to the X

pi eces50f sdgtienceam@nirypitbid tig fdielot MRESb@Esajichesgeaatdted, sades toget her
as a group. The nessage authentication code generating apparatus is

connect ed 10 t 0 the @8AH6R nWMDEL 8EH WG b QHeldes Ausiffd@rdat a menory
inputs the X pieces of data and the data of control signals together as a

group fromuthettsse thékaRIARSREhBer Y6y dercBPoA i@ sBUhat ERdl op B tIES Sage

aut henti cation code generating unit outputs the X 15 nessage aut hentication

codes geng[at ﬁt@&ﬁ%*}ﬂﬁirﬁéx@dﬂf&?“p to the central processing unit through
the bus. According to the present invention, a nmessage authentication code

The operating unit inputs the plaintext data corresponding to plural
10 channels;
the encryptor inputs channel identifying information for identifying
a channel and generates the random number sequence for each of the plural
channels;
the random number sequence memory stores the random number
15 sequence generated by the encryptor for each of the plural channels; and
the operating unit inputs the random number sequence
corresponding to each of the plural channels from which the plaintext data is
input and encrypts the plaintext data.
According to the present invention, a decrypting apparatus includes:
20 a decoder for generating a random number sequence;
a random number sequence memory for storing the random number
sequence generated by the decoder; and
an operating unit for inputting ciphertext data, performing an
operation of the ciphertext data input and the random number sequence

25 stored in the random number sequence memory, and outputting plaintext




appendi ng apparatus includes: a data nenory for inputting and storing X
(X(err)2) pieces of data and 20 data of X control signals; a nessage

aut henti cati on code generating unit for inputting the X pieces of data and
the data of X control signals stored iR the data menory, generating X
nmessage aut henticati on codes corresponding to the X pieces of data, and
outputting the X nessage authentication codes together as a 25 group; and
7 a nmessage authentication code appending unit for inputting the X nessage
aut henti cati on codes output together as the group by the nessage

aut hent i cdatarardde generating unit, appending X nmessage authentication
codes to the X pieces of data, and outputting the X pieces of data having
the 5 X message bsmreeionisbasiosmgdrera m@&)erwncﬁyl the rardemesent
invention, an integrity verification apparatus includes: a data nenory for
i nput t i ng nambext segiuegcX niothery; gEhexsitemesf die xhatdonh avinmopréeameheabycat i on
codes appended and data of X control signals; 10 a nessage authentication
code generhéidegryptoi ahdrthe mpeidtiog of tise dphieetxs data dadathendnidoen dat a of X
control signals stored in the data nenory, generating X nessage

aut hengi cahundberCst@REnEe byahe Updrating ariharepeifeeasd @lsydealhmnoasly. out put ti ng
the X nessage authentication codes together as a group; and 15 an integrity

verification un%efdﬁcr%pmtsftaftg thE GeXe FRISRBL 1 AVedUrh GAIh Bér S§QfiRMceUt put
toget her as the group by the nessage authentication code generating unit)

conpari ng I gatihen; j t and the X nessage
b%ﬁﬁe%h@?@%?&ﬁggﬁggg{}%ﬁoﬁg the RifiRdesxt dpul

aut henti cati1on codes ap X 'pieces of data to verify integrity

of b X P! el 8t ATy EOA gt UL RO Y Y MR e 20

conmuni cat i on appar I'nc rrace u I'nputting
data; a radi;0.co ication.control it f i t1i e ta.l by
the term SHREORakec o redh fhe Pindih hukhor AAbELL Rallfe G R BRYE
and 25 outputti.ng,a result .of ih rocessi ng; 8 confidentialilt
pr oceigi néﬁﬁ r‘fmhefgrf)‘?"ti gt45ng tée ?8%@3’@%1‘@&wdﬁaﬁ?%g"%sﬁ‘%@?%ﬁ%‘?ﬁ? radi o
conmmuni cation control wunit erformng canfidentialit rogessing by
encrypti n@eﬁﬂ@%&mqﬁﬁog’a@w%ﬁﬂﬁg rr%ﬂq%Pﬁ?lng?’%ﬁﬁﬁ’, a%ﬁ.d out putti ng
the data processed to_the radi o communi cation 5 C(&gtr | ynit; and a radio
communi cati on ufhe rf‘B@‘F‘ﬁb‘m‘gPﬁ@?qWI%?%}’ igelydes RIQE data out put
by the radi o comuni cation control unit, and the conf] denhtai ality, processing
unit incl euéputting the randyn mwnber sequenge gtoredan; ease dhah the AReFAtHEHer
sequence to 10 be used for encrypting the data before the data is input,
and out putunitiinpute the ciphertext data.
15 The operating unit inputs the ciphertext data corresponding to plural
channels;
the decryptor inputs channel identifying information for identifying a
channel and generates the random number sequence for each of the plural

channels;
20 the random number sequence memory stores the random number
sequence generated by the decryptor for each of the plural channels; and
the operating unit inputs the random number sequence
corresponding to each of the channels from which the ciphertext data is
input and decrypts the ciphertext data.

25 According to the present invention, a message authentication code



random nunber sequence generated; a random nunber sequence nenory for
tenporarily storing the random nunber sequence output by the encryptor
before the data is input; and 15 an opgating unit for inputting the data
and encrypting the data by performng operation of the data input and
t he random nunber sequence stored in the random nunber sequence nenory.
According to the present invention, a radi o communi cation apparat us
includes: 20 a terminal interface unit for inputting data; a radio

conmmuni cation control unit .fo nputting the data input by the term nal
interface gi?ﬁ?fatéﬂ&aﬁpeﬁ%téﬁlﬂﬁf & outputting the data based on a protocol ;
an integrity processing unit for inputting a control signal and the 25 data
fromthe radio @dtatarinemarydorsnuttingand stosing Xr(%=2) rieves gf daja and
processi ng by generating a nmessage authentication code for the data input
to detect dasapeX eantrelsegnals; ahd control signal input, and outputting the
data processed to the radi o comunication control unit; and a radio
communi cat i on umi meésage ayhlienticgtionwddé genary timg dnstefodiinputtiveg dhaé X out put
by the radi o comuni cation control unit, and the integrity processing unit
i ncl udés: paecatod detamnd therddtapftX cogtrahsighahpstosed irytlsd datanmephoyal
control signals and plural pieces of the data together as a group; and a
message ageherdtingX mRssaficagiieatRatios dodes chbiespaidihgttorthe X pictes b0
nmessage aut hentication codes for the plural pieces of data stored in the
data nmenoigytalsind otifyRuteRiY £l Xhékialgk aAtHe RHERSH chded (iePhel & aMESSAgE
aut henti cation codes together as a group. According to the present

i nventi on,gr@uﬁ_adi 0 comuni cation apparatus includes: 15 a radio

conmmruni cat1on unit for receiving and denodul ating data; a radio

commun! cat{ on caie kel ol erk A ile Wi R AFFRALALE Lofiodth 7201 o

communi cati on unit, rocess

10 to a central processing unit through a bus;

the data memory inputs the X pieces of data and the data of X control
signals together as a group from the central processing unit through the bus;
and

the message authentication code generating unit outputs the X

15 message authentication codes generated together as a group to the central
processing unit through the bus.

According to the present invention, a message authentication code
appending apparatus includes:

a data memory for inputting and storing X (X=2) pieces of data and

20 data of X control signals;

a message authentication code generating unit for inputting the X
pieces of data and the data of X control signals stored in the data memory,
generating X message authentication codes corresponding to the X pieces of
data, and outputting the X message authentication codes together as a

25  group; and



outputting the data based on the protocol; a confidentiality processing
unit for inputting the control signal and 20 the data, performng a
confidentiality processing by decrypting data for the data input, and
outputting the data processed to the rddi o conmunication control unit; and
atermnal interface unit for inputting and outputting the data processed
by the radi o communi cation control unit) and 25 the confidentiality
processi ng unit includes: 10 a decryptor for generating and outputting a
random nunber sequence to be used for decrypting the data input before the
data is input; & IpasdEnaniheeticadensnde appapding wnitfferparuttingthetXring t he
random nunber sequence output by the decryptor before the data is input;
and an opénegsage authentieatiompedesi nygpuhéoghther apshe groupydheapessageon of
the data i nput and the random nunber sequence stored in the random nunber
sequence amtbeyticatnah cadepgendraging it} sppercting X Axsengh agthentidatiqn esent

i nvention) a radi o communi cation apparatus 10 includes: a radio

communi cakcodes tonfle X piedesafidaitagawddutiewtiiiy eid Xpicaisaf dathddiving the
comuni cation control unit for inputting the data denodul ated by the radio

comunj caly Alessdgd autHihtivadionsdes append@ed putting the data based on the
protocol; 15 an integrity processing unit for inputting a control signal

and the data fra@ediiBng 6 itRe pOSIBHIIAMARIN CANIARETHY VorifRakibar M ng
integrity processing by generating a nessage authentication code for the

dat a inpurap%)ﬁr ahkldgaperi ng based on the control signal input, and
out putting e data processed to the radi o conmuni cation control unit; and

g the sed to the ra .
processed by t ha Ciahennk fon At BRE A Pty R1AY) Blds bFRRfE T

[ [ des;..a d [ ' . il
Coring prayahe ¥oiinbEyfar8ad ABRPINed Sht dBBE obX ARl S8 RBLC! het as a

gr oupygand 25,5308 AUHASILLGAN (O G908 TP LAN A9 Pl lngg>r 21 19

pieces of data and the data of X control signals stored in the data memory,
generating X message authentication codes corresponding to the X pieces of
data, and outputting the X message authentication codes together as a
group; and
15 an integrity verification unit for inputting the X message
authentication codes output together as the group by the message
authentication code generating unit, comparing the X message
authentication codes input and the X message authentication codes
appended to the X pieces of data to verify integrity of the X pieces of data.
20 According to the present invention, a radio communication apparatus
includes:
a terminal interface unit for inputting data;
a radio communication control unit for inputting the data input by
the terminal interface unit and processing the data based on a protocol, and

25  outputting a result of the processing;



11 nessage aut hentication codes for the plural pieces of data stored in the
data nenory using the control signal, and outputting the plural nessage

aut henti cati on codes together as a group. According to the present

i nvention, an encrypting nethod incl udfs: 5 starti ng generating a random
nunber sequence before inputting plaintext data) and previously storing the
random nunber sequence generated in a random nunber sequence nenory; and
inputting the plaintext data after the starting generating the random
nunber sequence) perform ng an operation of the plaintext data input and 10
t he random nunbarconfdaptialitypredessisgunit forinputtingea eenfaehsignabandsequence
menory, and outputting ciphertext data. According to the present invention,
a decrypt theydata from Fhﬁ:rmgéslpnmlamqaﬁ@ngmﬁrdtumg, penfemuinng number sequence
before inputting ciphertext data, and previously storing the random nunber
sequence téenfiderdialitydprocessing bgamcenypting the qla¢a cep utebased omtlde cowpirdl i ng t he
ci phertext data after the starting generating the random nunber sequence,
per f or m ngignal opputandowtputtiagphaidateprockated to\phié radid doremuangeiomunber
sequence previously stored in the random nunber sequence nenory, and

out putg i ngoral Bhfxhndata. 20 According to the present invention, a nessage
aut henti cati on code generating nethod includes: inputting and storing X

(Xa2) pieces of 543l HinHfliatddn YneORE AP uRiSE IS ik tth gl 3nd SRARAY and
inputting the X pieces of data and the data of X control signals stored 25

in the d j aut | 7! d 12
I n the dajge HREPLYtp HAFEHY tdifo f%ogigltﬁﬁﬁ&ﬁtngﬂ dARREdI Gt Qﬁ}]d:o es

corresponding to the X'pieces o a, and outputting the X message

aut henti cati on m@g&ﬁ@aﬁiaﬁ&ﬁg@sﬂﬁgﬁaﬁ BldgdeEXp! anation of the Draw ngs

Fig. 1 shows a contiguration nmobr I'e communi cati on system Fig. 2 shows
T 00 L1 O et ST SODAABUASE o s Gl 2
10  be used for encrypting the data before the data is input, and outputting the
random number sequence generated;
a random number sequence memory for temporarily storing the
random number sequence output by the encryptor before the data is input;
and
15 an operating unit for inputting the data and encrypting the data by
performing an operation of the data input and the random number sequence
stored in the random number sequence memory.
According to the present invention, a radio communication apparatus
includes:
20 a terminal interface unit for inputting data;
a radio communication control unit for inputting the data input by
the terminal interface unit and processing and outputting the data based on
a protocol;
an integrity processing unit for inputting a control signal and the

25 data from the radio communication control unit, performing integrity



the first enbodinment. Fig. 4 shows a configuration of a
confidentiality/integrity processing 10 unit 40 according to the first
enbodi ment. Fig. 5 shows a configuratign of a confidentiality/integrity
processing unit 40 according to the firdst enmbodi nent. Fig. 6 shows a
configuration of a confidentiality/integrity processing unit 40 accordi ng
to the first enbodinent. 15 Fig. 7 shows a configuration of a
confidentiality/integrity processing unit 40 according to the first

enbodi ment. Fig, 8 shows a configuration of a confidentiality/integrity
processi n@rogastingby generating & anessage aushentieatiomeede forithe dutaioprt to
configuration of a nobile station (MS) 100 according to 20 the second
enbodi mnendetatt ganmperitpbased ewbhe gemtaol signel inpuwoahdderputting phe daemri ty
processing unit 40 according to the second enbodi nent. Fig. 11 shows a
confi gur aprrocesséd &o the radierdonahunyoativnegmtryl yridcaesdi ng unit 40 according
to the second enbodinent. 25 Fig. 12 shows an exanpl e of

encrypti ng/ decr yptaidig comsd@iiBation 1diffd inpattihgymodulativig, Giifdéd lingf a
confidentiality/integrity processing unit 40 according to the second

enbodi sentthe daga ohfputsbyrthé radisicoaih ARicativn cintrdiRiBe, Sty T63 33. 102, 3G
Security; Security Architecture, Section 6.3. 5 Fig. 15 is an illustration

shown in ARI B STkk 192 g8ty FREeciGingeatitlincludRgyr i ty Architecture, Figure 16b.
Fig. 16 is an illustration shown 1n AR B STD-T63 33. 102, 3G Security;
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10 message authentication codes for the plural pieces of data stored in the data
memory using the control signal, and outputting the plural message
authentication codes together as a group.

According to the present invention, a radio communication apparatus

includes:
15 a radio communication unit for receiving and demodulating data;

a radio communication control unit for inputting the data
demodulated by the radio communication unit, and processing and
outputting the data based on the protocol;

a confidentiality processing unit for inputting the control signal and

20 the data, performing a confidentiality processing by decrypting data for the
data input, and outputting the data processed to the radio communication
control unit; and

a terminal interface unit for inputting and outputting the data

processed by the radio communication control unit, and

25 the confidentiality processing unit includes:



15 Fig. 20 shows a nechanismfor calling cipher program47 by an
application programexecuted in a radi o comruni cation control unit 20. Fig.
21 shows a concrete exanple of data 92& 93 in case of RLC non transparent
node. Fig. 22 shows a concrete exanple Of voice data as one exanpl e of 20
transparent data 95, 96. Fig. 23 shows a concrete exanple of unrestricted
digital data as one exanple of transparent data 95, 96. Fig. 24 shows a
conventional cellular phone 500. Fig. 25 shows encrypting and decrypting
met hods for data 25 confidentiality processing according to the third
enbodi ment. 12 dacgyptes fangoneratnig pad entpiidinga ropdownwebesds for data
integrity processing according to the third enbodi nent. Fig. 27 shows a
radi o comse@nence torbevsed fir decrypting thel datal inputcheforeitha data tsyihputegrity
processing unit 40 according to the third 5 enbodinent. Fig. 28 shows a
confi guration of mndonf ndertieralequgnees neaseiyniyr vempoddflyodtorhey the r d
enbodi nent. Fig. 29 shows a configuration of the confidentiality processing
unit 420 ehnddm ninmber eatpashcznitpul Oyfhg.deddyoe beforeahefdaguriginmi; of a
confidentiality processing unit 460 of the third enbodinent. Fig. 31 shows
a confsguraidi on of a integrity processing unit 430 of the third enbodi nent.
Fig. 32 shows a configuration of the integrity processing unit 430 of 15
the third embodypRiferating unid fcﬁ!’i@x‘ﬁ%tﬁn?&ﬁfe'cﬂﬂé, éidoriRingin %g@fa/ﬂ%ﬁ B unit
422 of the third enbodi ment having nmul tiple buffers. Fig. 34 shows a
confi gur akj ; j ' L ' havi ng
thORabd nﬁglgt %ﬁg?uggégﬁ%%’}i%mﬁgﬁ ?%uéx{b%.sttgier n ptlijase

mul tiple buffers. uration of the encrypting unit

422 of t h?lu%éx‘jse%%ﬁgé %élﬁoﬂ%hﬁ%d&ih&éiﬂ}; ‘f)l&i%éftr ®ata.

According to the present invention, a radio communication apparatus

10 includes:

a radio communication unit for receiving and demodulating data;

a radio communication control unit for inputting the data
demodulated by the radio communication unit, and processing and
outputting the data based on the protocol;

15 an integrity processing unit for inputting a control signal and the
data from the radio communication control unit, performing integrity
processing by generating a message authentication code for the data input to
detect tampering based on the control signal input, and outputting the data
processed to the radio communication control unit; and

20 a terminal interface unit for inputting and outputting the data
processed by the radio communication control unit, and

the integrity processing unit includes:

a data memory for inputting and temporarily storing plural control
signals and plural pieces of the data together as a group; and

25 a message authentication code generating unit for generating plural



Preferred Enbodi nent of Carrying Qut the Invention Enbodinent 1. 25 Fig. 1
shows a general configuration of a nobile conmunication 15 system
according to this enbodinment. A nobile ftation (M5) is one exanple of the
radi o communi cati on apparatus accordi né to the invention. The nobile
station (M5) 100 is) for exanple, a cellular phone. The nobile station (M)
100 is connected to a 5 base transceiver station (BTS) 110 by radi o. The
base transceiver station (BTS) 110 is connected to a radi o network
controller (RNO 128. The .radi o network_controller, (RNC) |20 is connected
to anot hem¢S5888 axdheptication eedas for themdyral miecesinf dataistonediindihe datat r ol | er
(RNC) 120 is al so connected to . a core network (CN) 130) and further

connect ed MYMGRHUAKE thegantna signalo ard caviputing the RNyl message t he core
network (CN) 130. One or both of the base transceiver station (BTS) 110 and
t he radi o anéhewbigatiemceddd togetlrne)s agoowmn be referred to as a radio
station. Fig. 2 shows a configuration of the sane nobile conmunication
system as shown Acnorfding tad thé presertiiauéation e ehexywtmgmethod hecludésr nal 15
configuration of the radio network controller (RNC) 120. A BTS IF unit 121

connecss the bastartirghgefiratingsd adndom (Eibherd dduehch baderecinpatihgol unit
122 controls handover in case the nobile station (M5) 100 noves between the

base tranpligintekt datdl aadprePibaklyl ddriny theditalddn® Mundberldijuehés for M5
performs radi o communi cation 20 control and data confidentiality/integrity

processi Ngenbidt8d GAHFHN I Nt Mér db R cEMh6rBlagdd on (M5) 100. The

follow ng confidentiality/integrity processing of the nobile station (M)

100 is perfor megh cQifS QRN wekggawméa&%hlgfﬁiéggm%ﬁlg éex{éraﬁ%getyexana fe£ssi ng

a
of the signal control unit" 123 ata encryp by the nobile

ever o) TTARAC seeBe S g A SperbuliPOEn IR Bt MR sk o |

decrypted,q i station (M3).100 An authentication cede appended
oyt ha0 nohf hBfafiinBeE s uiRe PYEHAL pief b 6P FpfRor RuBRRr  “Ehecked
by the si %nal control unit 12? l{ﬁr VB. Int rgﬁg{;se, t he authentication code
appended BYIPHRCEMEMAry and PBIPYHinE GphertexC §at9.0' 5 ensure the integrity of
data i s checked by the bjle stati.on (VM5) 1Q0. The data confidentiality

b ocesei ng or 1 ASberae Tathe PregeirioRettibhon Acmiing Moot HAIBEs e nd

| ayer of the seven |ayers, that is, _ |ayer (data link layer). A CNIF unit
124 interfaces Waminghgeraatinga fgpdomaym %b.se%qﬂaqerheﬁ)n?ﬂwumegi nterfaces
wi th anot her. radi o network controller 10 (RNC). 120. A signal control wunit
126 for CKiRherfextfataopnd prewouslystopng thetxanden aambessequencynal control
unit 127 for RNC perforns control with another radio network controller

( RNC) 1820 gepersdadrinla xandom pinghen seguence memerys atddi o net work control | er
(RNC) 120. A switch 129 switches control signals and packet data based on
the control per ioputtingthe cipherteahdata afherthe stattnggenerating thedi o station
(BTS) 110, the radio network controller (RNC) 120 and the core network (CN)
130. Nanelrgndomengmiber sed@énevwperfheminganmypeyatibe of 4b& plaindext, datat all data
ki nds such as speech data, and further the switch 129 al so switches the
control sigpat and Fhg raddsiawsmber seduencegiriesivwsly sturedobithe randoimon ( MS)
100. 20 The nobile station (M5) 100 includes a termnal IF unit 10, a radio
comuni canuabacsdguence mdémasy, aadradpattingplaintett datauni t 30 and a
confidentiality/integrity processing unit 40. A canera 1, a video 2, B/ T
(Bl ueggoot h) 3, A&Bo 40 the EEé(se'i}t iaRehiibh Ba nieseppd/huthéniéstadn sdescr i ber
Identity Module) 7, a CEIVER 8) a MC 9) and an HSJ (Head Set Jack) 0 25

are Conne%éﬁgra{t?néH?eth@&'i’hélﬁheéz': unit 10. These devices of the canera 1
17 through the HSJ O performinterface processing with a user (a person) or

a device to be g@ag@fﬂﬁgnd@%%gg ggz\r%)‘ﬁécés'ﬁf tRlar 4l of X boREFBL | On wini ch

can be recogniz e user or the device to be connected. The

term nal | 1,‘ 044 dule F unit 11 for each npdule, 5 a data
f or mat corsll:\Fe' é?n%ﬂdtgq#g&ﬁ%’g‘f F control unit 13, and a speech

di ng/d dir it 14 oTh I j t f i f
o h each of i naspiifle dik x Hifedt dafa ki thleidath drX RSO MRAMISHLRET BoED
converter .1% c n¥erts t he datatfor ts %gﬁocestill%d 'bét't he gevi ces of t he
caner&®1 tH Bﬁaﬂ T MR gereralt NESTHRCAYLERECAYOP §088% e i nsi de




10 the nobile station (M5) 100. The termnal IF control unit 13 controls
the operation of the termnal |IF unit 10. The speech encodi ng/ decodi ng unit
14 encodes speech electric signals inp by the MC 9 into speech code.
Further, the speech encodi ng/ decodi ng it 14 decodes the encoded signals
to output the speech electric signals to the RECEIVER 8. 15 The radio
communi cation control unit 20 controls the whole nobile station (M5) 100.
The radi o conmmuni cation control unit 20 is provided with a hardware circuit
including a CPU, a ROM .a RAM a firmvare, and the |ike, or software

nodul e. Tﬁ@rrﬁaa@ry?@grﬁﬁmhﬁc&pmﬁseédamanﬁwtpmtlpgdbes&asesaaga bet ween t he
termnal IF unit 10 and the radi o comunication unit 30. 20 The radio
conmmuni catiugherideation coddst togethasrases groutnt a based on rul es defined by the
standard or the protocol. In particular) the radio comuni cation control
unit 20 processes data of layer 2 or upper levels of layer) by such
functions as packeting or concatenating the data. The radi o conmuni cati on
control uBriefXxplanationwfithe Mataevinge data kind, because the 25 radio
conmmruni cation control unit 20 processes the data of |ayer 2 or upper. 18

Accordsngly, th&igatkRowsarssnifigarafion ©0atimebilé BbmnAghieatiohwgagerhf certain
data shoul d undergo the confidentiality processing or the integrity

processing base@“i?m 5héws aldnlighdatibh of & ralRPASIWK dntebIf& (RN TR 0! he
data kind at the Tayer 1, and therefore it 1s inpossible to judge whether

the data 5 shoulpgy besRGkLE Qrcglélﬁghpﬁi&ﬁ’ Bf h%?&ﬁll@éﬁak%n%@?):f%dg g%oggg{%&)t h a

integrity processing. The r conmmuni cation unit
channel e@ﬁggbgg%fégbhirﬁé&%ea baseband nodul ati ng/ denodul ati ng unit 320, a

radi o uni an antenna 34. The channel encoding unit 310 incl udes

10 encodi ng uni i i&s for re Jye echannel s. . The.encodi ng
ani ¢ ncl udes a &1 ShOGE Ao g Pidifa of  JoRHRBRL G AR brodiuld o1
encodipng uni.t ,312 nd hysi cal fornat converter 313. Further) the
decodmg b‘r‘ﬁl‘i 4638?%§&g go Bﬁ%é’?%a?m;"&‘i%‘fntconyerter 314, an error correction
modul &t 1 ng/ denodikt PRET AEBBORGRFION $58 SABAPRFBL VRSB FIPHAELE he
band. The bas&&and dul at ng/ denogu(ii?%i? ng unit 320 includes a baseband
modul at or U844 agcording ta EheinneRMbBeRAN 22 The radio unit 330 converts
t he baseband si %nalﬁsﬁégt o] tra%sm' Séi onéspectﬁrﬂun}_’, %y/r, e&;_&e t he conversion.
The radio unit 338 Wiglasconngupadon e atconliggntigHgy/an BRTOERFIUE t er
332. The confidentiality/integrity processing unit 40 is connected to the
radi o comvanit 4@aicerrdimg to tlee fitstcembedingentt i al i ty/integrity processing unit
40 receives data fromthe radi o communi cation control unit 20 and perforns
the d&ba confi d&ig.i Gshowys proonfiguratjon pliatdesfidentiglityiitegeityipabeesgingit egrity
25 processing unit 40 ensures the integrity of the data. The 19
]E:onfi flﬁnt maglt 4Qbicmrdgm'_gttz/!:lm ﬁcﬁsesnt i h(lgdmmrtt 38 ;npuiﬁ adc;)nt rol signal 91
romthe radi o conmuni cati on control uni or e data
confidenti al i t yFigit&ghowy apoafigasatign oFardohéidentiabity/integrity processing
confidentiality/integrity processing unit 40 inputs data 92 of an arbitrary
| ayer of Zinit 40ppesrdisy € thofirstasibodisndrite processing 5 data of the
confidentiality processing and/or data 92 of an arbitrary |ayer of 2 or
upper |evels of Figy®sh@ss hltonfgaestion 6fa dadlsilostation (MSEV00 hycqrdagessi ng
fromthe radi o conmunication control unit 20. The confidentiality/integrity

procesgi nghé BedorierBbiRhém.t he confidentiality processing and/or the
integrity processing of the data 92 based on the input control signal 91 to

10 output to th%‘ig.afﬁ %ng‘&ghﬁg&ié’ﬁoﬁ%hchhfiHBhfiaE@y/iJi{é%rR?'Hrb&!ssﬁigilna' 91

i ncl udes paraneters suc , an initial value,” sel éction between the

confi dent lu?ﬁt! &UF‘%‘%@?&%%Q?‘déﬁ%&lpeedl?&ﬁ%éﬁty processing. Fig. 4 shows a

configuration 0O C ality/irntegrity processing unit 40. 15 The
confidentialityk.ntegrlt r SSi ! i . . / | 10 and a
modul e 411 The FiBe ehopts RisBARERHM Bt b saRmlRRlHHAP Mgty dibbestiy AT 2
integrity processing.wthi,n the sanme, circuit or using the sane al gorithm
The sel ecﬂ"?‘%&@é‘ﬁ}@wg iﬁ%h&%ﬁ?‘i%‘grﬁlflg?‘#ﬂe’ﬁr ocessing and the integrity
processing is determned by the cgntrol signal ,91. 20 Her t he

confi &&nti al i ty%‘tbg- SRTWE ApeFAT ﬁ&fﬁﬂFW{%"%ﬁjdﬁ‘érer W&%W@' dat a.

Further) the integrity processing neans detecting data tanpering by

appendi ng aut hentication codes to the data or reproduci ng and conparing the
aut hentication codes. The confidentiality processing and the integrity

processing can be 25 perforned by the sane circuit or algorithm or by a
simlar circuit or a 20




simlar nodule. Accordingly, as shown in Fig. 4, the confidentiality
processing and the integrity processing can be perfornmed by a single nodul e
411. In case of Fig. 4, it is possible1 0 reduce the hardware resource and
the software resource. Hereinafter) a dule" refers to the ones

i npl enented 5 either by hardware or software only, or by conbining the both
tools. Here, concrete exanples of the confidentiality processing and the
integrity processing used for the cellular phone will be explained. Fig. 14
is a figure shogwn in ARIB STD- T3 33.102,3G Security; Securjty
Architecture) SE&& 10318%9\?@ a gopfiguration of acwﬁﬁ%tlgﬁmqegrm B STD T63
33.102,3G Securjty; Security Architecture, Figure 16b. Fig. 16 is a figure
shown i n RRO@SSINE uB 4zacropding teddersecnd gathodimenty chit ect ure, Figure 16.
Fig. 14 shows an encrypti n? met hod on the radio line. Signs shown 15 in
Fig. 14 nean th&ig.cl4 mmmylustkation shewnkiayAREB SEINT63%d0R,IB: function
for data confidentiality processing IK integrity key (nmessage

aut hent i c&ecaritkeyecuFity Anchitecturef Sectdext 8.3.nt egrity processing 20 Cel | ul ar
phone carriers inplenment authentication using functions fl through f5. The
128-bi s encrypt Fog Keissarw dlhstdatién ah6whkng&REB 8T TE3 83814D2[3G Secuity;

aut hentication process are transferred to the function for data

conf i dent iSathtiyy Arelkisstiupg Kighle 38H. the function for data integrity
processing (f9). 25 Fig. 15 shows an encrypting nethod on the radio |ine.

The signs 21 §hoWE idakilustt2tio® 3RownSn' ARIBWITY.TdH33.102%g on for data
confidentiality processing . ci pher key (encryption key) MESSAGE:

CK:
pl ai nt ext Sgé’ﬁﬁf;}y‘,’_‘@é‘clﬁrﬁ: %&ﬁg{gg FFi%&esfﬁ‘d to a receiver 5 such as user

data and signal”'information ore e crypt'l on COUNT-C: nuneral value data
oD e ok B SRR ST RS RRERART APGRRTE S Y,
for discriymnating the.dibrection of transnission of: 10 ciph ext LENGTH
bi't | &gt A e P E el wifhih Rk pelas g A 81
encryption/ decrypti of the .data.is perfarped based. . random nunber
sequence gener aﬂ% ﬁ)s}tuh\gs Pﬁr’rgﬁaghngég%P?(ﬁg%éio‘&ﬁa?li‘tdgﬁ?y?ﬂ}tfegf/‘g%r ocessi ng.
15 Fig. 1%}’%3%%\4%16‘ nﬁt od for generating nessage authentication code. Signs
shown in d 2 e followng: ft3: function for data integrity
processing K integrity key (nessage, aut hengi cating key) COUNT-I:, nuneral
val ue data showlig Fhehaiwe amasaieshohitbe cwﬁéwﬁlah&m@al&ﬁpr@@é&%n,
incremented by 1 at each session MESSAGE: pl ai ntext data which a sender

wants to vaidde is impleseented hyiraftwaraiser data and signal information before

encryption ) ) ) .
15 Fig. 20 shows a mechanism for calling cipher program 47 by an

application program executed in a radio communication control unit 20.

Fig. 21 shows a concrete example of data 92, 93 in case of RLC non-
transparent mode.

Fig. 22 shows a concrete example of voice data as one example of

20 transparent data 95, 96.

Fig. 23 shows a concrete example of unrestricted digital data as one
example of transparent data 95, 96.

Fig. 24 shows a conventional cellular phone 500.

Fig. 25 shows encrypting and decrypting methods for data

25 confidentiality processing according to the third embodiment.



DIRECTION: bit for discrimnating the direction of transm ssion FRESH

random nunber generated for each user 25 MAC-|I: nessage authentication code
for integrity (nessage 22 authenticai'on code conputed by the sender)
XMAC- 1 : expected nessage aut hentication code for integrity (nmessage

aut henti cati on code conputed by the receiver) As shown in Fig. 16, the
integrity of the data can be checked by 5 conparing tw nessage

aut henti cati on codes at the receiver side. In the follow ng, the operation
wi || be explained. To performciphered comunication between the term nal
Bhd the networ k MBI ﬁh‘?‘ﬁ%ep‘éﬁip&mﬁ’e%gﬂﬁ?w&&wﬂ&%dﬁ daita dategrity
required, in whjch one_partner confirngs the other is a proper partner, or
bot h par t REpeesENERegERINg todke; thind embediraent.s proper before

sendi ng/ recei ving data between the two partners. As shown in Fig. 14,
during a seri esFeg. 2ilshews acadioeompmivdsateen control nhi 2@anidmadatand t he
network use five functions named functions fl through f5. In parallel with
t he aut heconfidé¢ntalify/otegrity pheceksimgt umin 49eaveoediag ta the thiygher key (CK) of
128 bits and a nessage authentication key (integrity key, 1K) at both the
term nal enthddimenet work. The two keys can be shared exclusively by the
termnal and the network which have been nutually authenticated, and the

two keys are us@dg\28 Shéws Aeohfigulaich ioﬁﬁscoh_ﬁdéﬁﬁiaiigy eScebiiRtuiil42e The
two keys vary for 20 each conmuni cation session, an urther, there are no

patterns Jrpndikied endsslBhdgd. Then, the keys are discarded when the
comuni cation is over. The nmechani sm (protocol) required for this

aut henti cation m@_%gla' Ws gtcgﬂﬁ%?ggté&q of myﬁyﬁd?ﬁ%%%é&?ﬁ%gg gﬁloilpf fl to

f5 are not standardiz oper at eci de these ndently. 25

The data ig@‘brfithff.tﬁfrﬁe&aﬁb'&j?x?éﬁﬂCati on processing i s maintai ned by 23 the
[ In

data confidentia y an egrity processing techni ques.
10 Fig. 30 shows a configuration of a confidentiality processing unit 460

of the third embodiment.
Fig. 31 shows a configuration of a integrity processing unit 430 of the
third embodiment.
Fig. 32 shows a configuration of the integrity processing unit 430 of
15  the third embodiment.
Fig. 33 shows a configuration of an encrypting unit 422 of the third
embodiment having multiple buffers.
Fig. 34 shows a configuration of the encrypting unit 422 of the third
embodiment having multiple buffers.
20 Fig. 35 shows a configuration of the encrypting unit 422 of the third

embodiment having multiple buffers.

Preferred Embodiment of Carrying Out the Invention
Embodiment 1.

25 Fig. 1 shows a general configuration of a mobile communication



The first, data confidentiality technique is applied to encrypt the user
data and the signal information including speech transferred on the radio
network, and for preventing w retappi ng To inplenent this data 5
confidentiality processing) a function %al | ed data confidentiality function
(hereinafter, referred to as f8) is enployed. In the case of comunicating
dat a whi ch has undergone confidentiality processing as shown in Fig. 15,

t he sender uses the encryption key (CK) generated at authentication
process. Further, a 0O random nunjer sequence is generated by inputting a
bit | engt BYptemnasegrding P%g’lﬁéﬁ“g&m@é’t“&- for encryption/decryption) an

up/ down link (DI RECTION, a counter (COUNT-C), a |logic channel identifier
(BEARER) to f8. Ajmobiletstation (MsWis opaexamas of Hae sadiosonmmunieation bi t s

whi ch indicates the transm ssion direction of ciphertext data between a
terni nal aPpanatus drgerdingdoitha inventitier  Thaendulmstations(MS) 208 hevong t he
nunber of accunul ated tines of sending/receiving data. At each

sendi ng/ r ezaimple,g télduldatphona. f Thednubile statsora &) 100 it kennectatao.a The
counter is used for preventing an attack which tries to send the ciphertext
dat a t hat blags tlhamtetepistprien (BTS) 1 10dly radié.heThe bhse tBgisceivieartgtion
identifier nmeans a bit for 20 identifying a |ogical channel performng

encrypt i ofBTS) 1NO1is eshinélba th 9 1HENE hatwerdonteHllsYIRNE) 12000 Mhalzdes
sequence generated above and the data/signal information to be encrypted

and sent 4@tkbEk t&SEbMEF (RNITS 1208 ¥BhRESte8 6 Riothds PHdo RBWoLkOM t he sender
to the receiver 25 wthout encryption. It is unnecessary to send CK because

the Same cofthoRBF SARICY1I IORPKALGhethoHk CofRORLY BN dorpls i hent | cati on

process. Even 1t the paraneters ot than CK are tal'ne e third

party, the,secHblty atorb AStWLHOIERY 1555528 futAbr B bd t&anbilferAREPM
é} {yp ?ﬁe Cl gﬁergex(?ﬂ at

nunber sequence required to dec a canno e generated
equonte Bty B bR ARG 201 bRE chRERo R0 140 CORR R BoRRE ot
Gat a1 booteRARs SRFGHET FRGOR FETS) AE0 AN theaddiEhetnth folelfhe o e 2
Ui 1 2i ng NS Peirelerie Fr etiagporsetitiomion 16, | n OFB mode, even i f
he- docode. pr ocd48: HELENR AFOBIENEARAB Of She aapn BoPilB APPHERBIEHRE. For t i &

reason, this node is often adopted for radio yoice .
system as shown in Fig. 1. In particular, the figure shows the internal

15  configuration of the radio network controller (RNC) 120.
A BTS IF unit 121 connects the base transceiver station (BTS) 110.
A handover control unit 122 controls handover in case the mobile station
(MS) 100 moves between the base transceiver stations (BTS) 110.
A signal control unit 123 for MS performs radio communication
20 control and data confidentiality/integrity processing while communicating
with the mobile station (MS) 100. The following confidentiality/integrity
processing of the mobile station (MS) 100 is performed corresponding to the
confidentiality/integrity processing of the signal control unit 123 for MS.
Namely, data encrypted by the mobile station (MS) 100 is decrypted by the

25 signal control unit 123 for MS. In reverse, the data encrypted in the signal



15 communi cation. The second technique for keeping the security of data is
data integrity techni que, which detects tanpering in the signal information
by appendi ng a nmessage aut hentication gde (message aut hentication code) to
the signal information on the radio co nication line. This is also called
20 nessage authentication technique. To inplenent this data integrity
technique, a function for data integrity (hereinafter, referred to as f9)
is used. The same encryption algorithmas F8 is enployed in the core part

of f9. First n au tication) the nessage authentication key (1K) is
deri ved fFBﬁ‘;”Pﬂé‘nﬁJw?@ 218§ rwﬁérlétt%ﬁg}n?wxe Faton MR dR8nt Adat i on key,
25 and the ssage . authentication key is transferred to f9. As shown in

Fig) 25anghentigaiion gedeappendqd-by F%‘hn&fﬁ]@ gtaten| (VBP) 0 ensure thener at ed
by inputting the data (MESSAGE), the up/down |ink (DI RECTION)) the counter
( COUNT- C) integaity of data ruchreked bretbe)sigraalaoatend vt 123 for Méer enerde,as t he
nmessage aut hentication key. 5 These paraneters are also sent to the

recei ver Ithe asithenticatiore cods apperadddobyrtlie signah costrobtunsnt23/ firddSoy t he
sender. Even if the paraneters are obtained by the third party) the

conf i dent ieabute/tlof irtthgritpbfidatnisbchekked bgtheangbide statéon@IS3360. The

aut hentication key (1K) is kept secret, which is the sane as the case of

data confiddeatconfidéntiality phresdnger the Hh%a ihee gdnlprobddding REPeiBEmbAi S
message aut hentication code (MAC-1) appended to the receiver. The receiver)

sim | arlyht¢REREEAR] IdyRr BESRAIEvA YRR, that i9Napade (datdnk lafor) USANg 9.
It can be confirnmed there is no tanpering by conparing MAC-I and XMAC-1 to

find t hemgNigptigighodlndiaces Wiif tB@'chP%@&yéﬂP(’(’(Sl\llf‘? exanpl es of

subsequent process i n case of tanper detectlon: equest t he

retrans ssi on af ReTF it 2261 ERIcol it Gnb 868! Mot HERIBRECALDRAL T 2t o

code is proper or not. sconnect the connection in case consecutive
t anper,de i 20 j uf i I e_i.nformation,
accesg0 ht :‘%ﬁﬁ) \%\%9 35})%?&3‘%? éfg%ﬁ{ gﬂﬁ%@%gﬁﬂtﬂ # fotrkrﬁsre]cc;é{r?gér;ly pi plﬁlo%f: %Ieecr yption
nodul e has_t.he if i tqQ encrypt .the i.n | At ext . dat a atia to be
encrypt ed)tle%‘ﬁ&bk r‘g@ é?’@ h e%[s&?a r rle‘h‘BF gg?éﬁr ?ﬁ@)pegﬁ?a%q folt‘ﬁ’ég
ci phertext data, d the functi t rypt the cipher. data,into the
o5° brai m ERoCtat it peBueph fontmalien RMEL I aeporkedl ik § B saRbib Hidrent i s
26 compliant .to the 3GPP specifjcalion, e above .
COUNT/ BE PR RO g eﬂqéiﬂﬁ@@f&e%%gnﬁ@wchel?c%ﬁwtshe%Pfeﬁfapl 91 shown
in Fig. 3 as concrete_exanples. Further, as_ for concret? exanpl es of the
data 92 aftgIEds apgprackat #SBa bases) on ghe gontrpl perfoxmeancs of the contapiupit
(dat agart)" corresponds_as shown_in Fi 8 21. Here, "RLCSDU (datapart)"” is a
part &% RIZPpunong phe wadierstatien (BI&» 110cthe wdio netwerk coptroHep(RNQyt es) s
del eted (the part of "DATA FOR Cl PHERI NG' shown in Fig. 21). "MACSDU' or
"RLCPDU ( d2Payd} the'cqre netwerkfoMNe 180. vbsanely, thoawitch F3%switshesyaet f ur t her
MACSDU denotes 10 Media Access Control Service Data Unit. RLCPDU denotes
Radi o Li nknly the packet data, but all data kinds such as speech data, and further the

switch 129 also switches the control signals.

Fig. 3 shows a configuration of the mobile station (MS) 100.

20 The mobile station (MS) 100 includes a terminal IF unit 10, a radio
communication control unit 20, a radio communication unit 30 and a
confidentiality/integrity processing unit 40. A camera 1, a video 2, B/T
(Blue Tooth) 3, an LCD 4, a KEY 5, an LED 6, a USIM (Universal Subscriber
Identity Module) 7, a RECEIVER 8, a MIC 9, and an HSJ (Head Set Jack) 0

25 are connected to the terminal IF unit 10. These devices of the camera 1



Control Protocol Data Unit. Each nmessage within the nessage flowis
structured from RLCPDU at the layer 3 after deleting RLC header. Although
RLCPDU has 1-Cct or 2-Cct part which is_not subjected to confidentiality
processing, all of the RLCPDU is inputlfo the 15 confidentiality/integrity
processing unit 40 and the unit opt not to perform
confidentiality/integrity processing on the 1-Qct or 2-Cct part. This is in
order to reduce the |oad of the radi o communication control unit 20 wherein
the load is generated by shifting 1 GCct or 2 Cct for renoving the excluded
part of 1 tlraugh the BSJ ¢ penformeindanfacmprocensing(vitErDuger @0pdrisgn) 6r ahows
anot her exanple of the confidentiality/integrity processing unit 40. As

f eat ured idevigego t®, comneotdd, aedt thel davwycasrinpeas s bgtput infddatiod vahichnt egrity
processing unit 430 are provided separately. Inside the confidentiality

pr ocessi ngatithietreé3gnizad bsihieyuer (pében) ypthe devide tto H3konsedfedpr ovi ded.
Inside the integrity processing unit 430, a nessage 27 authentication

code appendi ng/ Mieat@miNaVET (1thitCH inefudbyid nbdhld BF Rm@Y1 I8} eabBémodule,
enrypting/decrypting unit 421 shows a case in which the encryption and the

decrypki on ®itd BehhecoRer st 19, #BerHAIA TFHonfRA YUt 13N8nd%
aut henti cation code appending/integrity verification unit 431 shows a case

in 5 whi ch,aRRaBMAHdiEulR SSAI TR HRId fﬁ%@{d}g?&%mdm\sa {d ying the

integrity are pertornmed using an i1dentica A case shown in Fig. 5

15 2, Cont aUERIGO0R) B0k 68 AEALEREL XPLLOR ABM, ARG YRY kRS A1 engier Tor o

by the sanme function or appendin ssage aut ation code“and
verifying jtheeintegri r erfor by the sane function. ared with
16 Fi o "L dnp bR et P R R hecta e BB RE pEABERRE By (B TRUGE, {\ere
resource W.thin the e of., F Fig. 6 .sho not her exanple. of,the
confi dent :ggh“? W@ﬁf%éﬁﬁ‘r‘ﬁ}“ﬁb 8@%&@%8 taﬁmm@? dﬁa?grépﬁpsegrq%g%d&ns&e i nsi de
the confidentiagl.jty 'processi jt 420) an encrypting unit 422 and a
decryp?i ngﬁ‘a mabiledtagion @ﬁw@@d“ﬂ%%%m}%w@&mr 13famtacle théy egrity
processing unit 43 a rres,sa?f aut hent i cgti on code appendi ng unit, 432 and
an i nt egr PPoratien of the tesmigal {F amat 20 Thespaech erspdingidegodinganis lhown in
Fig. 6 is a configuration in which the encryption and the decryption are
per f or med epgodsist speech eleatrigsignnals snpubbe the @Q Ranpmspreshapdeaut hent i cati on
code and verifying the integrity are perforned by different functions. It
i s possi biFarther; ¢be epe¢ohedncoding/decnding typt 14 decattesitheensgded pignads by t he
message authentication code, verifying the integrity, and further the data
conf i dent oatput/ther speeshichectoic sigmalsito dhe RECBIVER:8i ng can be
simul taneously perforned in parallel on sent/received data. 25 Accordingly,
t he hilgh speed hecssiso ngmommibatidnmrentrol 28112@) contrelsothe wholksmobilewhi ch
mul tiple encrypting units 422 and 10 15 20

station (MS) 100. The radio communication control unit 20 is provided with

a hardware circuit including a CPU, a ROM, a RAM, a firmware, and the like,

or software module. The radio communication control unit 20 processes

data between the terminal IF unit 10 and the radio communication unit 30.

20 The radio communication control unit 20 converts data based on rules

defined by the standard or the protocol. In particular, the radio

communication control unit 20 processes data of layer 2 or upper levels of

layer, by such functions as packeting or concatenating the data. The radio

communication control unit 20 can discriminate the data kind, because the

25 radio communication control unit 20 processes the data of layer 2 or upper.



25 multiple decrypting units 423 are provided in the confidentiality
processing unit 420. Further, as shown in the figure, multiple nessage

aut henti cati on code appending units 432 and nmultiple integrity verification
units 433 are provided in the integrity processing unit 430. Wile the
nobile station (M5S) 100 is operating, there nmay be a case in which data in
mul tiple channels should be processed at the sane tinme. For exanple, when
two kinds of data such as speech data and facsimle data are sinultaneously
transferred, data, of, at least two,channel houl d be sinul t.anegusly

proc essed%cf’ﬂr nely E\h"c Lago qonémgaé%wna%@r émlﬁgoéi%&ﬂéédﬁwt?ﬁb
encryptin unib 1I and the facsimle data can be encrypted by the

encrypti nga&%? oyld wndengerthejconfidentiglity prpspssingor thet mtegritil t i pl e
channel s can be decrypted sinultaneously. It is not necessary to have the
sane nunb®roqessing baged @t thw datarking. tltas impesgiblety discriminatd thehdata
decrypting units 423, the nessage authenticati on code appending units 432,
and the i im@; at the Jaydrf 1, catd therefore 3t #Gidnposibla dotpedgeowhetbér the dstacan be
determ ned according to the nunber of channels to be processed

si mul t &aneshelld by petfermelithe cenfitentialitSprdd@esingrorahetintegnityy) t he above
units do not correspond to each channel, but when a certain channel needs

t o procesgprecdsainge anount of data at a high speed, it is possible to make
two encrypting units process the |arge anount of data assigned to the
channel . Namel y'heh@die 6H@in @lic8A6R Uit BOSQ?PO@&@& RatleAchaRinelg unit 422,
the decrypting unit 423, the nessage authentication code appendi ng unit

432, and Eh@odiﬂgfwﬁt BYOY& bakbliald HbdhlingRABnteulREngthiE 32064 raafPr di ng to
the nunber of channel's to be processed S|nultaneousPy and/ or anount of

data.  29uE0eing kSIBIHASE NYHAhind URSNGRNRLL B90URLARA22 and the

maxi mum nu of t ecrypting units can eren urther, the

he. ol nonealing oo A ERARRLE LEr b B O O RARAE CrE stibdmgl™” o1

can e
different, Fig. sho he e in why.ch th nfidentiality. processing
ni t a0 iR BB il e BRT Sadlthig uniE R EECH 0 BraretioRi 1
Further) as shown i. e fiqure, .t integrit r ssi,ng.,unit 430 is
rov ded RedRENiB12rand i nitaldnrmat fontere SR T Sy pEREHA et cor i 1y
verification ynits .10 431. In,Fig. .8 the encrypting/decrypting unit 421
bnd ¢ he miscdiBE ik sitrdas p vl Tpsmanergren SUb e e coTEctPBn uni
431 shown (in Fig. 5 are respectively made nmultiple, In case of Fig. 8, when
the encr yé??%gngnanﬁ 3&5&@5 W5 T80T Q?f@cﬁepfw&éagusifh@r%@gga functi on,
multiple 15 encrypting/decrypting units 421 are provided corresponding to
mul ti E$ e amshHating/dsmedulating (MARPEM) upiis32(m lﬁ@sta%@emdsgﬁ@s
appending and the integrity verification are perfornmed using the sane

f uncti on, theibang| e Thedasgbandmedulating/domedidlatingranitid?y includpsia y
verification units 431 are provided corresponding to multiple channels.
Conpar ed has¢bantemodadatpy 3 oand arbaseband demod wdatiorid2d: atThenradiopingt 8 can
reduce the hardware resource and the software resource. In cases shown in
Fi gs. 4 tBBOwghveltstthe basebaunidrignals intoitnargmidsjorpspedsing gr wavers¢0

i ncl udes both the confidentiality processing unit 420 and the integrity

pr ocessi ngheiconvet3ibn. Holey eadiotuhdt 880 fincades ahni uprtomverger 831 2Rdpa ocessi ng
unit 40 can include either of the confidentiality processing unit 30 420
and tpe i dbew-édrivepterc339%5i ng unit 430. When the confidentiality/integrity
processing unit 40 includes either of the confidentiality processing unit

420 and the int gheidonfideAtiasity/MeteeRity preEbssineunitof®isconneet] &ty can be
performed by the radi o comruni cation control unit 20. Enbodinment 2. Fig.

9 shows appiielonfRMhicitic LAl &Y, 1% eamdegmf»%la /i9Re Yty prd¥essibhd ML ent

fromthe configuration of Fig. 3, in Fig. a Is input/output between

the term ggge{;&veghag gro%{'i!hé P&ﬁliiag:oﬁﬁﬂhhg&@fdﬂdr{ti‘éli 290 4¥d PEPBERS NI

unit 40. urther ata Is a

the data confidentiality processing. Further, the confidentiality/integrity

25  processing unit 40 ensures the integrity of the data. The



i nput/ out put between the radi o communication unit 30 and the
confidentiality/integrity processing unit 40. In Fig. 9, non-transparent
data 97 is non-transparent data such aggpacket data. Further, transparent
data 95, 96 are transparent data such as speech data, unrestricted digital
data. 15 Transparent data neans the data is not changed throughout input to
output in any |layers or sub-layers of the OSI reference | ayers. Wereas,

t he nontransparent data neans the data requires sone data processing such

as data faqr nver,si.on .t hrough input. to output in, sqQnme |ayers or

sub- | ayergogﬁﬁ?ﬁ@a@ﬂu}t‘g@%mg S V’Lé)'él.ntlf@rl i’g‘?rﬁlcé’,nt Séfﬂ‘%é@ fr%’di o Link
Control) b 20Q. 1 ayer of the |ayer 2, whe (Servi Data Unit) .and PDU
( Pr ot ocol %&tr ﬁg&ﬁ%’?mblfm%%{l ’é‘?‘érﬂli ‘F‘F’éw}' %@a%%ﬁﬂeww wtesEFent
data. When SDU and PDU of data at MAC (Media Access Control) sub-layer of
the | ayer PYoggssingne’urther, dhe gopfidentinlipeintegrign paocesgingunitHbinputs Fig.
9, the transparent data is, for exanple, speech data which can be

t r ansf er r data §2tafarparhitnayy dayen of Ziar upper laveloof lagay apthe predasgingr t he
data of the layer 1 31 input/output by the radio comunication unit 30.
On t hebot ldata bfbthe confedandinlityqropessimg addioa data Fwf saxarhitmry Japdmedf 2at a
whi ch requires sone processing on the data of layer 1 output fromthe radio
conmuni catrarppeniléveld of lnyds asethiei proeessihgdata dhthecimtegritye peocspings of
transparent data 95 and 96 in Fig. 9 are speech data and unrestricted

digital dficam thachdib svmaathnivatisRbemesl ubit@k UThd coididdigihlbsiingesrityayer 1
and | ayer 2. These transparent data divided by transports block unit equal

t o MACPDUpfrasudsYRCoRIY)40 pévdotis tRE eoRfigaetla iy praebsdifg ddastiy t bl ock unit
corresponds 10 to the confidentiality processing unit. As data kinds such

h . . 1 1 0 1 ]
as speech jgaloditgfrobsingl st the\WaG9g 8984 6n tt%lﬁ/b@%ﬁ'i‘% @dﬁtrblns&lﬁ)ﬁl 3}%&

sub-l ayers) by inplenenting AR B defined MI Term na -

2T ot o Sy ool i 20, sttty
pr ocess! Ngn0RgblbaMinbforl/ RS 2 kol Ul BB bARboRBMOE UGB e Further)

a concrete exanp non-transpar at a escribed above,

packet dat ignal | h Ve each data is divided into units
(Transpor tcg}%ﬁgec%%ggl 3%06‘%5%82\,%{6%”{%@‘%5’9@ Br 63?116’%2. 20 The
confidentialitykl.nt ity procgessi uni.f 40 own 4.n ,Fi.g. .9 perforns the
confidentiali tyﬁbg'o{gég‘f'ﬁ@ cé’ﬁglegt“ﬁﬁaaﬁtogéf‘? F(}n@&%ﬁvﬂ&%"d‘tggl tively on the
non-t ransg}arent. data..ipput/output fromto the radi o comuni cation control
unit 20, BAECESEMEVIEAE tine, the confidentiality/integrity processing

unit 40 al ways rforns, for exanple, 25 the confidentialit ocessing on
the td8nsparent %%nﬁ’ﬁmmﬂéﬁ&e%w\@e?ﬁsml@uwﬁ neludes gd‘ﬁ |UE ynit 10
and the radi o conmunjcatign it 3%—‘ The co&fi denhi al iéé/i ntF rity

processi n¢10mnd agedde 43d: ﬁg&eﬂeﬁ) lendtl} perfgrme ghe coptidentdglipy, ¢ he
transparent data. If _the transparent data includes data whi ch does not
require tPEoeessmeand the inteesiy preeqssing Whdripdhe sammeineiid F wng she r ol
unit 20 makes the transparent data which does not r_equi re the

conf i dent isamiet 3lgprishws siThe selectiopbetween the eenfidardinlity progessing gindt y
processing unit 40, but input to the radi o comrunication control unit 20.
O it is pbesntegeityprocdssingis detanmpnedhy theatcantvol slgndd@d. not require the
confidentiality processing input to the confidentiality/integrity

procegsi ng uni t Hd¥p, the corfidengidlityrprobessing iedantdmiryp tingrovaeesyptingn t he
transparent data using the control signal fromthe radi o comrunication
control umphé ddfa. FFgrthb®, sHoisegripopidcgssiagimeans déteeting data tampering
confidentiality/integrity 15 20 processing unit 40. Different fromthe
conf i gur abkyQippeadivlg hithdtication tdlles 6 tREe\daYa of ebpetRluceng afll icofiparaig t y
processing unit 460. The confidentiality processing unit 460 includes an

encrypti nghalahkhédkcaich dodl&Crypting unit 463. The encrypting unit 462
inputs the transparent data 95 fromthe termnal IF unit 10, encrypts the

i nput data to o radi i i i : nspar ent
data 96. On thqultghggrn ?@gh%%l#gyrg%e%rg%ﬁg%E%??te%gi?fgr|p%gﬁ%§1é%§a% Pgnspar ent

out put>t o PBRerbierihHfe FRETER R SODebRithpy dr oK BXRNA GGG (3 e 1O

processes of the confidentiality processing unit 460 are perfornmed based on
the control signal 99 fromthe IF 25 unit 410. The control signal 99 is
derived fromthe control signal 91. 33



Accordingly, the confidentiality processing unit 460 perforns the
confidentiality processing based on the control signal issued fromthe
radi o communi cation control unit 20. Ig Fig. 10, the data 92 is

i nput/output using the parallel interf Le t hrough bus. On the ot her hand,
the transparent data 5 95 and 96 are input/output to/fromthe
confidentiality processing unit 460 through the serial interface. As
expl ai ned above, Fig. 10 shows a case in which tw systens of i nput/output
interface, .t is, ,the | interface and the serjial interface are

at par al |
provi ded simtlae il doARrarie 3 88 SAIWR 0 Frgcb e ngntidentiadty 10 Fi g, 11
shows a configuration in_which the confidentiality processing unit 460 is
added to Precessig et theintegritiprgeessingean be pepigrmedibye ssmémnpdaulpi g. 7.
It is effective to have the configuration shown in Fig. 11 when the
encrypt i ndliini Incase bEFip el yiptsi pagsible to gedunedtheshdredy arerreaosroecanzbth¢ORe d
wth the serial data as shown in Fig. 12. 15 As shown in Fig. 11, the
t r anspar esoftdatra résouncd. 9beaemaifterys /modpnls” dfefarmitodheomesanfplemented i ty
processing unit 460 through the serial interface, and further, the serial
dat a whi clkitheribyphdrdednewr dolftwear@orlicorsley t@hbidihgithadethnedldedes
mul tipl exed data of multiple channels. For exanple, when data of channel 2
is input as seriBredeédritreid &farfpled ofithe Raffigéntiality provdbsingiddéheencrypting
unit 1 corresponding to the channel 1 generates a key streamto output to a

mul ti pl exentedBity PribeRNes UBEd Nt tHal del Al SPPhERP TN IHR%Rafrted, Channel 2
generates anot her key streamto output to the nultiplexer 481, and the

mul tipl exer 481 gyl 14 £#%8%ré BRSEKRVARIE TP 16H 95 10250 Sbhiggpre as the

data system of dat a e multiplexe ey stream an ata 25

sequence @eFﬁ{@ymEfﬁte&%g §<§ctf6ne% ORed by the XOR circuit 483. The 34
I ' 451

confidentia processi ng uni ‘perforns the above operations based on

radi o8ommunt catiert L FRRry AN oh IR SR R aR SRR o Fi g, 11

t he del ay of the, serial data.is sed only by the operation of the XOR
circuit 4 Fugtw%1tgq§5F, Elgc‘ﬁgﬁ%ggh speed processing. Fig. 13 shows

anot her configuration.in which the .copfi L al it ing.unit 420 and
the confidenti ahquf ’rso%égwﬁahawmln&ilg%@@l%?i{)%%?iﬁﬁ?‘ﬂ% 'into one
confidentipglity processing uynit 470. The confidentiality processing unit
470 proce ggn&&;c]@fteqq\ge ¥re 610 j nput/out put through the parall el
interface and the data 95) 96 input/output thrqugh the serial interface.
The confi dent i alfigyl$shews aprpcyypiing methed amiheckadio dine: | A1gng sheWBessi ng
unit 460 are united into the confidentiality processing unit 470, so that

t he ha$ dwin Figebbmesa thenfodewingluced. The confidentiality processing unit
470 switches the process for the transparent 15 data and the process for

t he non-transpafdutciphemkew éawrpptioh&keybntrol signal 99, namely, the
control signal 91 output fromthe radi o communi cation control unit 20.
Enbodi nent 3. FiF§: f@sctadofer dataroppfidegtiality peetegpingng net hods for a 20
confidentiality processing unit according to the third enbodiment. The | eft
part of Fig. 25IKhinegaity keyr(ymssage applzerticationf ké)e sender's side. The
right part of Fig. 25 shows a decrypting apparatus of the receiver's side.
D fferent from F9yfuld&iorrfay. datd iategriynsrogessingom nunber sequence nenory
(buffer) for tenmporarily storing a random nunber sequence 25 generated by a

functpen f8 for Céilhdarphbhél eakriédsi implBiRae athéntidditor aBiignfunctonafiiber
sequence nenory previously stores the random nunber sequence generated by

the functiiRpnfgh fr Tid 228 Wi LAGFhtdhI KeysRale@ K Hhd IR Fh¥ratdd soon as
information for generating the random nunber sequence i s obtained, the

function %greérlfgsh Hﬁ%%&ﬁ@ﬁﬁéﬂi&ﬁ gt&é%ée}éﬁamﬁaggf&&eattartha faReabA%ePAaRf the 5

random nu equence and outp e random nunber sequence to the
confidentiality processing (f8) and the function for data integrity processing

9).

25 Fig. 15 shows an encrypting method on the radio line. The signs



random nunber sequence nenory. The random nunber sequence nenory
tenporarily stores the random nunber sequence until a nessage (plaintext)
is received, and outputs the random nugber sequence being stored
synchronously with inputting the nessa (plaintext). 10 On the other hand,
in case of decryption, as soon as information for generating the random
nunber sequence is obtained, the function f8 for data confidentiality
processing starts generation of the random nunber sequence and outputs the
random nunber sequence to thﬁ raﬁdom nunber sequence nenory. The random
nunber se%‘@%\e‘“@%r@ meapdha folowmgr es the 15 random nunber sequence
until a rressageﬁépl aintext) is received, and outputs the random nunber
sequence whi ch H8stunstionsopdaga confidentialityoprosesiing sequence menory
synchronously with inputting the ciphertext data. As described above, the
features of the (@hceipher kgy &ppawntion keydwn in the left part of Fig. 25 are
generation of the random nunber sequence 20 using the function f8 for data
confidenti al i t y MESSASSE nplaantkxa shane whiclo aseader atants totend ¢o aassager and

t he random nunber sequence. Nanely, the function f8 for data

confi dent isakchtas yyeeckasiang gigneal aifemutionbafislerarnviptionsequence before the
operation of the plaintext data and the random nunber sequence and

previously stor €@OUMNTERIRIMsAM Wa@ﬁ@dﬁtmsmfnfﬁ%ﬁ%ﬁlﬁt%nhhﬂ)éﬂdom _
nunber sequence nenory. 36 The features of decrypting apparatus shown in

the right tpahdmsidi/fecepbio! fr@BRRNBEd BY 104t éachBqiieipy)unber sequence using
the function f8 for data confidentiality processing and asynchronous

operation of th@EARg.g%:tlﬁffoﬁjiﬂ ﬁtdi?ﬁﬁgtlpgicﬁﬁﬁmaunber sequence. Nanely,

the function f8 for a o> confidentralTty processing generates the random
nunmber sequence g RPIHRE bﬁf‘fb‘étdig’ériﬁaﬁ‘x?at‘}hg BRe Eiﬁ%tctigﬁto t?&%%%i’dﬂf' y
stores the generated random nunbéer Sequence | n € random nunber seguence

menor T ting apparatus and the decrypting apparatus shown in Fig.
25 pe?ipor }r%§p}§%?£%t§aml e, encryption/decryption of OFB (output 10 feedback)

node, one of avai & ] s f.or ipher .defined,by |1SO I EC10116. O,
a variation of W%%ﬁe%‘%mé%%% e%ﬁgdﬁén be used as | ong
as a random number .sequen C be genergted with p] ai nt ext .dat a or
o pher toxt dat Ak 5 e B e ey emmbion s ahe i ads @SEREe ypt i ng
appar atus _sho in Fig. 25 generate a random nynber sequence in advance
wi t hout plb#sAd eRa B%H“g"Brmtm %?Q%&ncaaea?r%eéglyeﬁwf%%@ﬁ f§ f?”éﬁ‘&&% nunmber
sequence i s gener,at_ed by inputting plaintext data or ciphertext data cannot
be enpl oyéan lé?nilﬁbtiéﬁﬂ%?ﬁﬁmgg apparatus and the decrypting apparatus shown
in Fiaf.; 25. Here, the gl ai ntext data neans data to be encrypted and is not
20 linPted to ddtie Ikshewsarmethod:for genevating aresspge amthenticatdon exdarpl e)
text data and data consisting of characters are plaintext data. Voice data,
i mage dat Higenebewngndiigal6soeqn the fllaying; etc. are plaintext data if they
are to be encrypted. The chipertext data neans encrypted data. The
encrypt ed data if$: femctiopHer deta integuity pgocesbings of data format of the data
before encryption such

IK: integrity key (message authenticating key)

COUNT-I: numeral value data showing the accumulated number of

20 transmission/reception, incremented by 1 at each session
MESSAGE: plaintext data which a sender wants to send to a receiver
such as user data and signal information before encryption
DIRECTION: bit for discriminating the direction of transmission
FRESH: random number generated for each user

25 MAC-I: message authentication code for integrity (message




37 as text data, character data, voice data, inmage data, encoding data,
conpressed data, etc. Fig. 26 shows an integrity processing nethod
performed by an integrity processing unjt according to the third
enbodinment. 5 Different fromFig. 16, %?g. 26 is provided with a data
menory (buffer) at a previous stage of the function f9 for data integrity
processing. The data nmenory inputs and stores X (X a 2) pieces of data and
data of X control signals. The function f9 for data integrity processing
inputs the X pieces of data and the data of X control signals stored in the
dat a menordithentigatien gede computedhe thesemden) cat i on codes, and outputs the X
nmessage aut hentication codes together. In case a nessage authentication key
(integrity key, XMAG-E espectadl messagenauthepitisationafodd fomintebrityessage

aut hentication key (1K) can be input directly to the function f3 for data

i ntegrity (pressagsantheadicaitimancdade dengput2d bySthsi teoeivierst ori ng t he nessage

aut hentication key (1K) in the data nenory. \Wen the nessage authentication
key (1K) differAdshovaadh Figt B9, thedentepsigad thuidagaichadid checked byhoul d be
stored in the data nenory together with other data of control signal.

Her ei naf t @bnpaeney 66 ntecapb euitRéntcLioH tothiatdtafhel vocoives 8sdd.ng unit 20 and
an integrity processing unit shown in Fig. 25 will be explained referring

to the figures. rhithe followii¥h8 dpfatdors FAITHA G@hRMedcontrol unit 20 and a
confidentiality/integrity procesSing unit 40 according to the third

enbodi nent. 25 i L 1 : i L ith the
nobi | 13 38 st a:i:a n&%&%ﬁ gﬁ%h\%n%?%o'%@%agl i?lt egévggiggﬁg tg%gﬁ%}qﬁ%ﬁ?;& écltlv: fferent

points f rq{&&'g?%g‘gi’;ﬁ%dﬂ%?ﬁ(ﬁ& %%o&,léutﬂgnﬁéff{i&jl ﬁ%’cers ];i% Fé%ﬁ??&,gl&':' g. 27. A

CPU 29 is prov Y e radio’conmmuni cati on con | nsi de
the confi tiality/in [l cessing . unit 40 confidentiality 5
bt ocessi nd oA ALF Hippm8 FEF SRR IR elitoher Phefhsinl bprdat a1y
processi ng _uni t,,.460 Mhavi serial interface, ,and an. i.ntegri rocessing
Ot 280" ittt sonfuiy eBF oBysiclsBoner hefors senaBe ieifivi 84 bEREESH L ng
unit 422 aﬁd a decr% ting unit 423. The confidentiality processing unit 460
i ncl udes & eéW@ﬂyﬁF %@'unit 462 and a decrypting unit 463. The integrity 10
processing unit 43Q includes a nessage aut hentication code appending unit
432 and an int ed}s $KPWRIR S"il%-a%ghelrum B S4T38S Of AUURGRHGHIHRTATERS B ont r ol
unit 20 and the confidentiality/integrity processing unit 40 _are connected
Wi th a bushegermmalians tre Beiwar use fice fmstinms named funetionsifbthrough
communi cation_control unit 20) the confidentiality processing unit 420) the
15 confi débt i b payalielogdbdibeputhentiggion preceshcthenfungtiomganesatessa ng unit
430 inside the confidentiality/integrity processing unit 40, and the bus 90
t r ansflér s ciphearkeyo(CK) ohb28 bitp adwt 2 nosssagel avthenticatintskey (iadegrityrkey,CPU 29
controls an entire processing of the radi o conmunication control unit 20 by
readi ng ad&)etdothithg texmipalrendther retwarkt he recor di ng nmedi um such as 20
Read Only Menory. The bus 90 is a bus for general use which connects other
processi ng uni t Shenowo keysiedn bt atprédentladivelsbylshetexmirsldad the r adi o
comuni cation control unit 20 and the confidentiality/integrity processing
unit 40. Hmegworl witichdhaive bdehanhitudlly authempidated, umd tK2Bvakdys hee deed ypt i ng
25 unit 423 of the confidentiality processing unit 420.

within the two functions f8 and f9 described below. The two keys vary for

20 each communication session, and further, there are no patterns among keys
generated. Then, the keys are discarded when the communication is over.
The mechanism (protocol) required for this authentication process is
standardized. However, as the functions of f1 to f5 are not standardized,
operators decide these functions independently.

25 The data security after authentication processing is maintained by




39 The encrypting unit 422 includes an encryptor 610) a buffer 620, and 5
10 an XOR unit 630. The decrypting unit 423 includes a decryptor 611, a
buffer 621, and an XOR unit 631. The ngryptor 610 corresponds the function
f8 for data confidentiality processing“of the sender's side shown in Fig.
25. The buffer 620 corresponds the random nunber sequence nenory of the
sender's side shown in Fig. 25. Here, a FIFO nenory is enployed for the
buffer 620. The XOR unit 630 performnms, for exanple, XOR operations of

par al | el t f 64.hits sjnmultaneously. The, decryptor 611 corresponds the
function gge%@2388?@8%%ﬂ?ﬁb@ﬂ9&éPFﬁW“ﬁﬂH@@§§FH§t Nig¥eSecei ver' s side
shown in Fig. Zgﬁggge bgffer 621 corresponds the random nunber sequence
menory of the rddiifist: daty epnil Iity teelpniqus is applirdito emcrymztheper f or s,
for exanple, XOR operations of parallel data of 64 bits at the sane tine.
The confi deat data andghesegnaligformatiar in¢lndingspdech dvansforresi gmshe 91 15 20
25 fromthe CPU 29 through the bus 90. At this tine, plaintext data 950 has
not been iragia ngtstorkT had EPtp 2dvdntimvgs witesappimg: olTosimplaimedt this datsance and
is able to transfer the control signal 91 to the confidentiality processing
unit 420 feonfidehdalifiupPGtebsihgy @ funatich ealled datd eopfidéntigbity flaicsionS0. The
control signal 91 includes at |east an encryption key (cipher key) CK)) and

further, i(heﬁdilhgftegga-aﬁjreedmhglfg)tilgaﬁnﬁﬁye& bit length of data to be
encrypted/ decrypted (LENGIH) the bit length = 256 bits in case of Fig. 28),

an up/ down |i nk 1hBhBRedd 6homaefeatifl dabiWWickhasaillegbRgi cal channel
identifier (BEARER). The encryption key (CK)) the bit Iength of data to be

1S st o 1 1,

encryptin [ t 114 on j gnal 600 or
20 amot nermeBHdf Ref Loy LeBickY deihetBhlick g BlathesO T FLMNG 835, °)
encr ypt or t Y r Uy .. Seq t he

F andotd nufBatoB el SPE A Y PRI By HEREL R ER 1AL BN .
encryptor ener at es .t he rando unber. sequen by..64- bi i nb5
This” Dase ot Phe BERRGARER ir S SREOBIEER R ios, S R FowH pok IRHCFIONT he
encryptor 610 and ily stored in.the.buf descri bed above)
when the B¢ %E@SW ﬂé?ﬁ‘%@%é‘%?fiﬂ’&b"?%@%ﬁé%&f% 256 bits, the
encryptor 610 geperat.es fpour random nunper sgquences.of 64 bjits and
conposes a randg'fﬁrﬁuhﬁe\‘p@g’&ﬂbﬁeg ‘H%ng‘%gﬁ gfﬂng%’r? B biis vth X 4) 10
suitable for. the hit |ength of the_dat% tq be encrypted (256 bits), Fig. 28
showe a ciRdicates thecrannmisnien direstignal sipherfentrdata Wegbrbtarmiddliences
having 64 bits. Subsequently, the CPU 29 transfers the plaintext data 950
havi ng5a Bnd a basg stagiom sd wyither, hegguptar igdata showing éﬁe mpseberefuni t 422

t hrough the 15 bus 90. Wen the XOR unit 630 inputs the_ plaintext data 950
by 64-bit agenmplated thmes of sendingireseivingdaia.o Apeach sendingfreeeiv

sequence 650 of 64 bits. The XOR unit 630 perforns XOR operations of the

pl ai nt ext data,za 68ed yatue iscaddaddnthectimtes e Uhnceurd®o ippsed fon t unit at the
sanme time and generates the ciphertext data 960 of 64 bits. The ciphertext
data 960 pzevnting anradtackowhich Ofes Rosenhthepeiphertext data ithatibas penng uni t
423 is the sane as the one of the encrypting unit 422, except that the

i nput of sért YRiowsly. 6%dt furthéwe the pégc channeladantifier aneanse botifqrut i s t he
pl ai ntext data 950) and its explanation will be omtted here. 25 The XOR
unit 880 identifying wdygicabahainel performping diiteypliennt ext data 41 950 after
generating four random nunber sequences (having 256 bits) in the buffer

620, but the XORipRérteRPlatly Sdritrhted by NORiHg the Milon@hundit one random
nunber sequence of 64 bits is stored in the buffer 620. In this case, the

generati OQ%y %rhdge%g&'ilgﬁﬁa AHEREAn @ SRS AAES siphal NSfoBRGMRL &F b@éﬂc@?@ed he 5 XOR

operation OR unit 630 are perfornmed parallelly and similtaneously.

Wil e the i (&,0rms the XOR operation of the plaintext data
950, the gﬁ?&?é?éétgggeﬁﬁpufs a next control signal 600, generates the

random nurber SaquenRe.lakd BBl LSk ARkAOH: WHAL # Ho EotARLL neXt,

and stores the randgom nunber Sedquence I n advance nex ai nt ext

data |n the buffer 620. In .this wa rior t i nput he pl ai nt ext
dat a g@o Pyt en 198) [tk ‘EH&?‘%B?‘}D”P{JO Pﬁ (;g%eﬁ?g% 8@% Féms?t ores the
random nunber sequence in the buffer 620. Accordingly, there is no waiting
time for the operation in the XOR unit, which enables a high-speed

encryption. Simlarly, a high 15 speed decryption can be perfornmed in the
decrypting unit 423.




As for the capacity of the buffer 620 or the buffer 621, it is enough to be
equal to or greater than the unit size of the random nunber sequence out put
fromthe encryptor 610 or the decrypt o, 611; however, it is desirable to be
equal to or greater than the maxi num va‘f‘ue of the bit length 20 (LENGTH) of
the data to be encrypted/ decrypted specified within this system For
exanple, if the unit size of the random nunber sequence output fromthe
encryptor 610 or the decryptor 611 is 64 bits and the maxi num val ue of the

bit length (LEN of the datg to be encrypted/decrypted is 5114 bits, it
i s desirab@ amgfrl'%rﬁen%ﬁ%d‘[‘a@aﬁ re[cHg/eb‘@f(i% t ?‘3{}1?2{91 100HRroGE$S-er 621 is
equal to or greater ,%gl?an 5120 bits (64 X 88}{ 0312 Further, the  XOR unit
631 perforns XORVEPdf Ha¢ patameters gthenthan GK are ahtamedyiihathirg Rasty el
data of other bit size such as 32 bits or 128 bits can be processed. It has
been di scibesacumbt of the amginad message car bediepsnasthrandmayunher out put by
the encryptor 610 or the decryptor 611 is 64 bits; however, the unit size
of the rasdowementeguirecfivedeczyplithescipherteztidata Gnimitthe, gaiR@abed as latge. |1t
is not always required that the unit size of the random nunber sequence

out put 5f r an@Reearainy pe@et.610 or the decryptor 611, the read/wite 10 size
of the buffer 620 or 621) and the bit size of the parallel data of the XOR

unit 631 are thetthevecdiver side, slli@r@nmtdmﬁb@a@q@ie@m@ﬁs b&Rerad6d @sing
conmmuni cation control unit 20 and the confidentiality processing unit 420.

Di f ferent the e8edivéd pdPambitas ¥dd ORI whithOhadBed N8lr&6HRy WBtdin@d 1ty € 15 not

pl aced in the confidentiality processing unit 420 but in the radio

communi cateh ABoBONBbr Y8 herd? is'XORaE wAth Ehd ciphrtet bR YedSivbgads the

random nunber sequence (as nmany as plural sequences together) for the

pl ai nt ext gdat . ,.620 t hrough the bus 90 and supplies the
random nu geﬁéggg"e%ﬁh gﬁﬁlﬁﬂeéég%%ehnit 630. 20 In the XOR unit 630, the

e Dggeen * hereb R AP POHOIF GLaPIETHANIR AR GRE 7,1
o3, e FAPAETEINAE MBARSR Sl SR REOM AL PaReL B (e O
ci phert exb#ﬁ&&ofe@%w% q{d n})igg g%lngi'aﬂ:teﬁxotn t aett%ansél%ssion paths is mixed in the
ciphertext data, the decode processing can prevent the noise part from
increasing. For this reason, this mode is often adopted for radio voice
15 communication.
The second technique for keeping the security of data is data
integrity technique, which detects tampering in the signal information by
appending a message authentication code (message authentication code) to
the signal information on the radio communication line. This is also called
20 message authentication technique. To implement this data integrity
technique, a function for data integrity (hereinafter, referred to as f9) is used.
The same encryption algorithm as F'8 is employed in the core part of 9.
First, on authentication, the message authentication key (IK) is
derived from the function f4 for generating the message authentication key,

25 and the message authentication key is transferred to f9. As shown in Fig.



950 is output. In case of Fig. 29, the operation is such sinple that the
CPU 29 reads the random nunber sequence fromthe buffer 620) and the

pl ai ntext data 950 and the ci phertext ta 960 do not have to be
sent/returned through the bus 5 90. Thérefore, conpared with the
configuration of Fig. 28, the anount of data that passes the bus 90 can be
reduced to equal to or less than a half. Further, the waiting tinme to use
the bus 90 can be reduced. Yet further, it is possible to elimnate the

conpetitiqn to use the bus 90.. In bo es Qf Fjgs. 28 and ,29) the XOR
unit 630 &%datm%ssa@ﬁwﬁentleafeeace@%hgé%?iﬁré@éﬁﬁéﬁ I§BeREFARAY sof tware,
or a conbination of the hardware _and software, Fig. 30 | etail ed

di agr am sheRRting Hee data (VESSAGER).ttheap/dewn dik ﬂg@@‘&méﬁu ® 463 of the
confidentiality processing unit 460 having a serial interface. 15 Different
from Fi g. ceantexr{ CRBRNINCY, Brzrandonh npmbes(IMRESH) gxererated dor eachonseser i al
data of 1 bit is provided instead of the XOR unit 630 which perforns the
XOR oper ataisomelbhs phe ahésshge andhembichtion kbpr, an XOR unit 633 which perforns
the XOR operation of serial data of 1 bit is provided instead of the XOR
unit 681 which GpiesapaainfetersCreaflspasnt tocthedicaiver byt uming@R 2Rawfi t 632)
the transparent data 95 is input, the XOR operation with the random nunber

sequence @@@a ifsroRef WhidrEh ﬁ@ﬂé@rkﬁté@b’bﬁtl@é tendvid TRendfehy phesimetagspar ent
data 96 is output. On the other hand) in the XOR unit 633, the transparent

data 96 igyh %Bbﬁineﬁgﬁf %@%Hﬂ?bﬁ%ﬂy?fhé"édﬂﬁdé?ﬂid]&?dﬂ%@l&ﬁ*ﬁ@&:aﬁ%@éﬁt&as%1 is

performed serially by bit, and'the 25 decrypted transparent data 95 is

out put . 4 ' ; ; IsShR's@yousl y 5
genor ai ed 08 8 Bb<Rhe Rl B b e

wai ting ti rg}qg!ﬁscggé iogid%qg&ﬁ&li@ﬁi%m unit 632 and the XOR unit 633, which

enabl es a i ee operation’ In case of Fig. 30, the XOR unit 632
and t XOR uni 1,633 _al sao _can. pe i : I oftware) or a
conbi Hgti on of m"ée Y \’i\/g%a%ﬁﬁeggp?\ﬁ%%ﬁ%?%ﬁé&?‘wﬁges%gumt 632 and the
XOR unit 633, can be | ocat out si de the,confidentiglit [ocessing unit
460. Fig. %’%h?gﬂﬁa%%?ﬁ?‘i%mjcg&m 'Wgthtetfgc?wlé’%‘ag'ghgﬁgﬁeg‘r’] ?cation code
appending uni.t 432 and , the integrit erificatio ' of t.hedntegrity
processi nGUHRLLY, SoMPRERS @5@%%%‘1&%?%%3?‘98&03838%@33&? nPHBRIY 432 i s
provided 15 20 25 with uffer 660, a nmessage authenti.catio

gener at or JIB‘F@‘,‘ b&rf'ﬂ’nglrmé‘gls e 3% PAATRELING %‘aaa%*&glﬁﬁfd‘é‘?'&@é& ﬁ&ﬂgc'l
integrity verification unit 433 is provided with a buffer 661, a nessage
aut hent i cdpifyl thara idenfdeal: or 671, and an integrity verifier 681. The

buffer 660 and the buffer 661 are FIFO nenories. The buffer 660 and the

buf f erl5661 cor r digyenthe fllavengshevwieiame exampiep of siibseguenpRECEES In
aut hentication code generator 670 and the nessage authentication code
gener at or c@®d of tampepdatectiont he function f9 for data integrity processing
in Fig. 26. The nessage authentication code appender 680 appends the
nmessage auinBetilestt therretransmissioveofithedatarond cheslyif the veggivedmegsage
conpares the nmessage authentication code received fromthe sender's side
and t he nesshgnatieatibercbde & properasenagener ated at the receiver's side, and
if they match, the integrity verifier 681 verifies the 45

(2) Disconnect the connection in case of consecutive tamper detection.

20 According to 3GPP specification (for more information, access
http://www.3gpp.org/About_3GPP/3gpp.htm), the encryption/decryption
module has the function to encrypt the input plaintext data (data to be
encrypted) into the ciphertext data (encrypted data) and output the
ciphertext data, and the function to decrypt the ciphertext data into the

25 plaintext data and output the plaintext data. Assuming the embodiment is




integrity of the data. In Fig. 31, the CPU 29 sends four pieces of data 92,
which require integrity verification, together to the nessage

aut henti cati on code appendi ng unit 432, The CPU 29 al so sends four control
signals 91 together 5 corresponding to ?he four pieces of data 92, which
require integrity verification. The control signal 91 includes at |east a
nmessage aut hentication key (1K)) and further an up/down link (DI RECTIQN), a
counter (COUNT-C), and a random nunber (FRESH) generated for each user. The

CPU 29 transfers .at le he up/down |.in DI RECTI ON), the 10 counter

( COUNT- C) YComRany Or@ﬁmhﬁﬁﬁ IC?E‘RES%G € ated for each user to the

buf fer 660 nt.r I r ing to the four pieces of
data. As f%ﬁﬁ*ﬁ&?@@é@@m I@é{‘ﬁg(iﬁ&?ﬁﬁmreﬁaen tadhecenrsl ressage
aut henti cation keys (1K) corresponding to the four pieces of data can be

t r ansf er r édgnd Yhghowm in Figed ps spucrghe exampletessage aut hentication 15 key
(IK) is a fixed value common to the four pieces of data, the nessage

aut henti cati on Haythexpsdoesomretanesamplesiyd the datal 9Rrandh@3 bhéwerindsg. but
can be directly input to the nmessage authentication code generator 670. The
controb sidydat eximplken “MA CEBAE T RICPBIlb(dsitap inet) cantresgonslisgisadhowimm of t he
bus 90 as the control signal and al so can be transferred through 20 the
dat a si gndligl 2be Heré HRIOSDAD (dtaphet) it @ipardtef RLOPDONfrom whighnthe 91 can
be sent together with the four pieces of data and al so can be sent

separ at el yuppee 1bOtE 6F 2 &éks i(DBYtS oRBRbysES IS Heldted (Ehy pRHasFED AFA FOR and t he
four control signals together. Here, that the CPU 29 transfers the four

pi eces of CEHRERINGYSHRWN irf 9. rol, 5i‘mﬁtS‘DU’gﬁ"“MC]!"E@P&iétQﬁ&rt‘f)’%rarpi eces
of 25 data or four control signals are transferred by one transfer
instructi K A g@%ﬁ " ! SislSd uction"
or "treat %%Smpﬁléﬁgmﬁﬁ%gjsﬁ '? E‘S‘é"t‘%@r éqg' g?gﬁgﬁ‘t%%%/ l\gég}ar at ae'y?) ié%’he | oad

oxecutfon pappacteRf EbnRFARITIEA {1nfe) SCPRRYRERER Rd Btk O % o

pass .t oalh kP iSed] 19O AGARBELAN Rlinkd BF, GALaEL by ot o) can

be reduce resu ranster or a npu reating plura

t hi ngs toget her as.a t, separatel y, " e, .huf 660, nmakes the

cor r sepondihuaraf et KU RECA: BRERAL S dher HCUREREC R0, oo | ¢ as
correspondence . Th 1 th j cation.cqde genenatqgr ,670

i nputs the corrg@b@ﬂ&éﬁ@éﬁggﬁgpﬁﬁﬁQézﬁéFgggkgPﬁ@tW@gghﬁ%ggﬁﬁﬁﬂﬁﬁ?gg i on
code of the data .based on the cqontrol _si |, . The nessage authentication
code genercﬁpg eB‘?‘Bﬁ@éﬁéﬁ"’&Fé@gﬁ éﬁrog&s}g‘ggﬁm FFeWcH"éé‘Pitg codes fromthe
four pieces qQf carrespondence data, using a predeterm ned al gorithm

r espedfi verplidgptiabty/pfesrity @rp%ﬁfﬁl%ggggd& qrsf 5he Hak SRR RIEIM (o t he
nmessage aut hentication code appender 680, together. The nessage . .

aut hent i cgonfdenbiality/entegrity Processinmen fhe d-Ogor %&@a@ét-au’tl‘gmﬁ Bat i on
codes having 32-bit length each. The nessage_ aufhentication code appender
680 append¥dento resiicerthedaad of the sadiocammunicagion eontrelainis 20 wheveds of
data, respectively, and transfers them by one 20 instruction of the CPU 29.
I n case ofthedpad is gepdrated py shifting 1 Qot or RQehfprasmaying thegreludele nessage
aut henti cation code appending unit 432 returns the data having (256+32) X4
bits to thpar€si1Act ad Ot fmnhdhe adlndatat et (RLEFPDYY. verification unit 433
inputs the four 25 pieces of data with the nessage aut hentication codes
appenaed t oget hefig. 5 shéwihmothérgxample/ef thei coafidentiahity/id@Zrityput s al so
four control signals 91 together. As discussed above; the nessage

aut hent i cgfroedsskey uhitdo.can be stored in the buffer 661 or can be directly
input to the nmessage authentication code generator 671. The buffer 661

makes the correspopdensl #Hf Fid)s, honfideREa%itP bro@saindnitt4P0esnd hnas
correspondence data. The nessage aut hentication code generator 671 reads

t he four 'gﬁ$§t : ] ; I } e 1h4H 661 and
generatesqpo ﬁgéggggﬁggﬁﬁ@ﬂ§?ggfggﬁﬁggggggﬁz#ﬁak?héﬁggﬁgmglgprithn1as t he
Tessage a4bRRALLAALLP BroRUG AR A o hcRipifigasERitine ull SivR  The

integrity veririer ares the four nmessag cation codes

appended to t i nput. f qur .pieces of . sage
authe%gicéFpgﬂﬁ@Od 985%ﬁﬁﬁdﬁk§¥%§’Q%@gﬁ%ﬁggggt%%@ﬁ%ﬁ#%@ﬁ??on code generat or
671, respectively. If they match) the integrity verifier 681 sends a
response showi ng a nornmal status, since the integrity has been verified. 15
When the integrity verification unit 433 inputs data consisting of four
pi eces of data having 256-bit |length and four message authentication codes
having 32-bit length ((256+3)bits X 4)) the integrity verifier 681 sends a
response of "1 bit X 4" to the CPU 29. Wiile conventionally plural pieces

——— — ————— ——F— — ~PN- a2 T o —— Yy —— a2 o - o



25 toget her; however, the nunber of pieces of data is not limted to four.
48 Further, the nunber of pieces of data that the buffer can hold is not
limted to four as well. The bit length,of the data is not limted to 256
bits, for exanple, the bit length can be 512 bits or 5114 bits. The
capacity of the buffers 660 and 5 661 is enough for storing data if it is
at least twice as a total bit length of the bit length of data and the bit
| ength of control signal; that is, the capacity of the buffers is enough

when the huffer..can store at |east. two.piece f corre ndence,data. For
exanpl e, vﬁﬂ:}?}e{‘ﬂ&aﬁﬁ CREAADRPY m@(‘“&ﬁ@‘& Yerllé??a'ﬂ?f’ BPltd%?ﬁlwoé’ﬁd n be
specified within this.systemis 51 its, it is 10 preferable that fhe
capacity o’l\f%q ﬁ@%ﬁ%ﬁ%&ae ngnwléé%éiié‘oé{‘fsqé%&etm(ggl‘ﬁl ﬁlec%ncryi)ﬁénb"}"c | engt h
of the contilréol six%’ggl) X 2, respectively. Fig.. 32_shows anot her exanpl e of
the radi o t98APGRYREAN 8re perorwed wing ap identiealempduleyr iThe messagsi ng uni t
430. The integrity processing unit 430 shown in Fig. 32 includes nessage
aut hent | cautbanticaionende appending/insegritysarificatiotsBnitI ¥ shaws afcasenirFi g.

31) in Fig. 32 the nessage authentication code appender 680 and the

i nt egr it y whichfappend$dg she message aitiiatticatianheoderdedyvetifyipgahessi ng uni t
430 but placed in the radi o comruni cation control unit 20. In case of Fig.
32, the naassgetycarchsrforeddd asingodieidpitivadhedudd0 Arcassbhownda Figub igressage
aut henti cati on codes to the nessage aut hentication code appender 680 by one

transfer in&snfipairaéidn inswBithi tHereddr¢pfibl) a2 tHddchbgpRbh afre Papfdrmedepyressage
aut henti cation code generator 671 transfers four authentication codes to

t he i nt egrehksawsd fild@lonf&lapPerflifigtha Medsdhgh AuthtetiAion esdedndr om t he CPU
29. 25 In case of Fig. 32, the anbunt of data transfer of the bus 90 from

the 49 fReFHify ?détﬁﬁ@&igyiéié’geﬁﬁﬂﬁe&%gﬁ{hgts‘%ﬁn@ﬁ%étfbﬁ.h%ﬁgﬁ?&fiwith

aut henti cati onh code appénder 680 1s 32 4. Further, anount of

dat a tpanshigt o it BBelif Brd R TERAR0 Fo DO RRAGRE BiknEAde generat or

671 is also~3 e anou a trans rom integrity

processin i cemuni cation control unit 20 shown in
Fig. 32 caﬁgﬁgcgﬁg%?#lgtégg?%e cl§fr§ar ed with the anmount of data returning

transfer in caseg.of ,Fig. 31 ince th sage ~aut hent i on._code

generator 670 dg—“ég' ﬁgbgwgéﬁiottge’? %%WRFed%rft}et%néﬁ nﬁ@ihi%g@éeﬁﬂﬁenti cation
code appender 680. 10 ‘W the integrity processing unit 430 shown in Fig.
32) the eSS E PRt cation code generating unit 434 and the nessage

aut henti cation cod enerating unit. .4 havg.t he same conf.iquratigQp) so
Chat they can besd frabiiiol i EHE hiusidhine panBdenSa il Bragessind it 498 The
data transferring process of the pus 15 90, .the inputting/outputting
proceds ofa“c?l’émﬁg?’ﬂgr‘éméé@% ‘E'Ef{l]? *@ﬁ%ﬁ%ﬁﬁ‘&%ﬁﬁﬁqu&%é tately process
of the messar%e aut henticati on code generators 670, 671, the authentication
code apperbittfehapsidedhgrntegrityrrosaising umah 3 A messagrjau H#IO680) and
the verifying process of the integrity verifier 681 are perfornmed_on plural
pi eces of cade appeagdingunit43thand g integratsmmiicaitonupit 433 pempesided ency of
the CPU 29 and the bus 90, it is _desirable to performat_ |east one of the
dat a sendisegapatebes A eare showniin Hig. dtisiasondiguratiendngrhichdhgencoyption a
single instruction"” or by "treating plural pieces of data as_a group, not
separ at el yard the detrfiptianegegrerfirgxmd éﬁdéﬂﬁ&i‘eaz fundtéonmeesaprendingdhei cat i on
code 25 generator 670, the nessage authentication code generator 671) the
message 1héssageharthentication code aadperifeingS8®, inegritshare pefgrinegd byeri fi er
681 can be inplenented by the hardware, the software, or a conbination of

t he har dwalifferditt fulpetisnét Weyie.pdskible 8@ r&dpevtivelyqidrfornt eatiypting,i on of the
encrypting unit 422. 5 Fig. 33 shows a case in which plural buffers are
provi ded apdrifieNg Hpendihs IRE ndssags WutkéhtRWtioeoduMvesifying/than be

swi tched by) Tor exanple, a |ogical channel identifier. Nanely) when there
are n 'Og'iﬁ?égr?@i?‘%ﬁ@fﬁrth%rrtﬁ@@!&%'&Hﬁﬁﬁénﬁﬁﬁﬂﬁﬁﬁﬁe% Eitag theqRBEAsty n advance

5]
for each | ogical annel by providing n buffers. 10 34 shows a case in

whi ch n b"HrB@és%it?é]gaﬁ b&SBnattandbliSlydetformed in parallel on sent/received data.

25  Accordingly, the high speed processing can be done.



provided. In case of Fig. 35, n buffers are provided and plural encryptors
are provided. In this way, by providing plural buffers for respective

| ogi cal 15 channels, the confidentiali%% processi ng for each channel can be
performed at a high speed. The decryptfng unit can be configured to have
plural buffers for respective channels |like the cases of Figs. 33, 34, and
35) which is not illustrated. Further, the nessage authentication code
appending unit 432 20 and the integrity verification unit 433 can be
provided with pl rag Buffers for res ectb¥ﬁ channel s Ii ke the cases of

Figs. 33, 34, and835shaye acaseilgayRichdnubipleeacrmtine spbisatbandi s not
limted to the one shown in Fig. 27, and the configuration can be |Iike such
as ones adnulipip desrymtiag un}tssf,%@remros,ldezbl,n the condidentiplity,nropessing he
confidentiality processing 25 and the integrity processing can be perforned
by one rmdunéé@- sHowthernagshown igtha fignire, mmdtipgi messagedauthentimatippt i on
can be perforned by one nodul e. Further, the appendi ng of the nessage

aut hent i cabdeappenédimgmanits d 3Rrameymul tiplecimitégurityt venficatioh einpier 438 amd by one
nodul e. Yet further, each nodule can be plural. 5 The buffers 620, 621,

660) apd Gdvided incthelint@gréty procéding unGt 48001 Witile the miobily statiowe shift
menori es, address napped nenories, cache nenories, or registers. Wen the

CPU 29 acqmEHeRd ﬁ%ﬁé&ﬁﬁﬁg,st}%i@,mﬁﬁb_eaﬁt%eiﬁf\ﬂhﬁﬁ]datﬁliﬁhnﬁﬁ‘iﬁﬁs can be

performed using nenory addresses or input/output addresses. 10 The

encr ypt i nghaRRBIsAHbuLd beGHesdsK Rt te ARRR! S, RdiCxHRIFRIGIAN RN i cation
code adding unit (apparatus), the integrity verification unit (apparatus))

and the mjgsagef ayﬁaﬂgl%gggﬁée%g HRPEIREhNY d‘alPél bré Qﬁcﬂtﬁltﬁhﬂéﬁslz"‘hi ch have

been explained in the rment, are not limte 0 ones Used for
the radi o communia2hhan o ARPREAL o AUhabRVNERT pRSihEIAMRLAYEA Wi Lhi n a

wi red conmuni cati oh apparatus, a conpuper, or other electronrc devices. The
above .confidentiality/linteqrity.processing unit 40 can configured by the
nar dvdPe. PebERes Gl SUPh 8 e Y REEBRE At i be neFBRlel i, Zhc o

can be. | miPeriig vy [l fERundh difaisin R catwrpglhy B Sndpiite 0

b ogr am (B 67 FRETHI BB REEREHOh CoAMLRIHPI SPtE iR he
SR SR ALl S A
For 52 exanple,_the c nfidentiality/in;&&rity processing, unit 40 can be

i mpl enent &8 cage oEPig. [3) @? the encrypiingppts &gy thedecrypbing wakgdgm the i r mwar e

program executed by the DSP Hereinafter, a concrete exanple will be
expl ailhed Messase aushentieation sody gppendingimitay32,mnd the integrity

verification units 433. The number of each units can be determined
according to the number of channels to be processed simultaneously by the
mobile station (MS) 100. In another way, the above units do not correspond
to each channel, but when a certain channel needs to process a large amount
20 of data at a high speed, it is possible to make two encrypting units process
the large amount of data assigned to the channel. Namely, the number of
each unit such as the encrypting unit 422, the decrypting unit 423, the
message authentication code appending unit 432, and the integrity
verification unit 433 can be determined according to the number of channels

25  to be processed simultaneously and/or amount of data.



Fig. 17 shows a configuration of the encryption nodule 51 (or decryption
nodul e 71) used for the encryption/decrypting unit 421. The encryption
nodul e 51 i ncludes a key schedul er 5112€nd a data randomi zing unit 512. The
key schedul er 511 inputs one key K and 10 generates n extended keys ExtKIl

t hrough Ext Kn. The data random zing unit 512 generates a random nunber
using a function F and an XOR circuit. The function F inputs the extended
key and performs non-linear data transformation. In the encryption nodul e
51, various blo i ph al garithmcap be, 15 enpl oyed such : DES
(Data Encrypti ﬁ‘%&%iﬁﬂ}?&%ﬂ%@*ﬁgeméﬁ ‘?“?%YH ng ks éﬁ%ﬁ@g%Pgori t hm
di sclosed in the Int eLnat'gnFPal Publ i cati.on No. 97/_%05 (US Serial No.

08/ 83640) ;M YRIBRDER A fdecryptingmmgts 488 sar bejdierentechni que based on
the above 20 bl ock cipher algorithm M STY and is determned to be enployed
as | nt er nat i onalf"wther thel maximarm myrmbexcef henwessagerautdlenticatiopicode
(I'Mr2000); and (4) Canellia, which is the bl ock ci pher al gorithmdiscl osed
in the Jap@pendingunits 438mnd thd maxiioun? p0dalersif4he fintegrityrvavificatiay 2000) .
25 Further, these block cipher algorithnms such as DES, M STY, KASUM, and
53 Can®dl | imitad3dear bpldifferbritn t he decryption nodule 71. Fig. 18 shows the
i npl ementation formof the confidentiality/integrity processing unit 40.
Fig. 18 shows aFigs®showwithe basein whidh tlenédndldeinyiality @3otdssiny Qasedong 5
unit 40 is inplenented inside FPGA) IC or LSI. Nanely, the

conf i dent ii@brédudediael hiultifm@@ﬁﬁwmgmqadryﬂﬁngafhib@42IrpI PiBtHeadady the
hardware. Further, the confidentiality/integrity processing unit 40 can be
al so i npl j i i ; i I0S; Nt he

i ure R e e e e F R o L, Ly
processin - R e =Ta . : . - .
confi dent ?%ﬁ@?g?ﬁ%ﬁ%g?ﬂs“ ;}‘ltg?‘lé‘gesél‘ﬁg°%ﬁ’5§b‘ﬁ§gﬁﬂﬁd§ |1tr“|’“p gﬁ%crﬁtéodl B{/ntg ci pher
progrgg 4744 The ci pher program 47 is stored in a ROM (Read Only Menory) 42
(an exanpl'e of storage). The ci pher program 47 can be

In Fig. 8, the encrypting/decrypting unit 421 and the message
authentication code appending/integrity verification unit 431 shown in Fig. 5
are respectively made multiple. In case of Fig. 8, when the encryption and
the decryption are performed using the same function, multiple

15  encrypting/decrypting units 421 are provided corresponding to multiple
channels. Similarly, when the message authentication code appending and
the integrity verification are performed using the same function, multiple
message authentication code appending/integrity verification units 431 are
provided corresponding to multiple channels. Compared with the case

20 shown in Fig. 7, the configuration of Fig. 8 can reduce the hardware resource
and the software resource.

In cases shown in Figs. 4 through 8, the confidentiality/integrity
processing unit 40 includes both the confidentiality processing unit 420 and
the integrity processing unit 430. However, the confidentiality/integrity

25  processing unit 40 can include either of the confidentiality processing unit



stored in a RAM (Random Access Menory) or another storage such as a 15
flexible disk or a fixed disk. Further, the cipher program 47 can be

downl oaded from a server conputer. The cipher program 47 is functioned as a
subroutine. The cipher program 47 is céled for subroutine execution from
an application program 46 stored in the RAM 45 as a subroutine call. In
anot her way, the cipher program 47 can be activated by generation of an 20
interrupt received at an interrupt control unit 43. A nenory 55 can be a
part of the RAM 45. The application program 46 and the ci pher program 47
are progr 426 andethe indegyity hrocePsingniFidd0. 20Wkémwtke mechani sm for cal ling
the ci pher program 47 by the application program 46 which is operated on

t he radi o confidemtiightyi/orte@hity pnocesbingmnit 20. inclusles Bitheapfltheat i on program 46
calls the cipher program 47 using 5 paraneters of a key K, an initial value
V) pl ai niceufideintiality) prordssinghatit 420 adalt theGntdhietyChiveessiigaaiiadsa /theput s
the key K, the initial value IV, and the plaintext data Mand returns the
ci phert extpre@isd o€thé bthdiccdi Bbgerﬁmgaadp the @0 tHR @Sk BibhBnBFIr am are
the sane, the cipher program47 is called using paraneters of the key K
the ingti @ﬁliygb.ue 'V, the ciphertext data C, and the plaintext data M
Further, the cipher program 47 can be inplenmented by a digital 10 signal
processor amread and executed by the digital signal processor,
t hough \AhiEgﬁg?@ngéolﬁgis'hom in the figure. Nanmely, the cipher program 47 can

be i npl enent ed I hat i of t har.dwar.e, and ,t.he .sof e above
expl anation ref gy $-icfggﬁ?‘8gﬁf‘§£}?er1‘§’,n?’%é{rg§§8 Ofghgﬁ%qqlgss% loﬁlh\,@&%lg(g 25
encryption, howey t degrypti.on can bed.nplenented i,n_the same way. The
encryption sysm#eqqﬁo %@h‘@@??éﬁﬂdﬁé'ﬂwlﬁsga#?@dmto an

el ectroni ¢ devi ces. .The 5ési§em can | nst %:Ol ed.in all kinds of electronic
devi ces) ABPukQuipntbetwepsn theterm twnit 0.a0d the ¢ nmchine, a cellul ar
phone) a vi dﬁo cangra, a digital camera) or a TV camergiEl In particular, the
feat ul@ oropfidertialibl/ IRIABTIER RrofesaingowRIti40n o Andt further, gpga halsot he dat a

fromnmultiple channels is encrypted/ decrypted. O the inplenentation of the
enbodi meninpatowd wifieswepndhp yadipseommaracatigmunif ?r(bééfi\r;g@ at random from
mul tiple users and decrypted, or data for mul tiPQI e users is generated at

r andom andonfidertialitfintegrity ppocegsing uwig40; i o Figafenen-transparent data
encryption/decryption of the above enbodi nent can be extrenely effective
when t he 9inbeonstfraappareatidada such asmacket detd.deEnyter.oransparestidatass
conpared with the nunmber of data kinds to be encrypted/ decrypted. For
exanpl e, 95e96mre ypanspardnt dypd such a spéerhadabas uarbstdicted tigitaldaghal y
effective when applied to a server conputer which has to support many

cl i entiscoffrahsparent dathasearss thid datacis rotichnaged thraighouttinpht ehotgmtt o
collect 5 and distribute data fromto nmany cel lul ar phones. In the above

exanpl e) thanyaddyercansuiilhairs of the OSIalefereinte Pecasd Witereas, the non-
confidentiality/integrity processing unit 40 are connected with the

paral | el itpdiiparert HAatL@AnkBe Masa rEQUBREEEomE [HRItS Pro@dssiny sudlngedaan be
used for connecting the radi o comruni cation control unit 20 and the
format conversion through input to output in some layers or sub-layers of the
OSI reference layers. For example, at an RLC (Radio Link Control) sub-
20 layer of the layer 2, when SDU (Service Data Unit) and PDU (Protocol Data
Unit) of data are different, the data is non-transparent data. When SDU
and PDU of data at MAC (Media Access Control) sub-layer of the layer 2 are
same, the data is transparent data. In case shown in Fig. 9, the

transparent data is, for example, speech data which can be transferred to the

25 terminal IF unit 10 without any processing on the data of the layer 1



10 confidentiality/integrity processing unit 40. Further, in the above
explanation, the termnal IF unit 10 and the confidentiality/integrity
processing unit 40, the 30 and the confidentiality/integrity processing
unit 40 are connected with the serial Phterface, however, the par al | el
interface can be used for processing at a higher speed instead of the
serial interface. 15 In case of Figs. 9 and 10, the confidentiality
processing unit 460 is provided inside the confidentiality/integrity
processing unit 40, however, the confidentiality processing unit 460 can be
provi ded ilRHEHewERH{bY the tadio kemmawnicasion wnit 80/ | Arethe otheyrhargbshag uni t
40, and the confidentiality processing unit 460 can be pl aced between the
termi nal |menyiransp@reatdlathds,2for eadinple,qranket data erhichnireq@ides somast ri al
Applicability As has been described, according to the foregoing

enbodi nentprpcgssingabn phe dasa of l-datrd eutpup fem ahs lrddit @methumicdtien it er,

whi ch enables to 25 performthe confidentiality processing and the
integrity 3 ocessing at a high 56 speed. Further, the nunber of data
transfers can be reduced for the confidentiality processing and the

i ntegripty procegy Mantivied hbdve OtHeCeRsteldXamf1as of frdipalbdiit 404 981 bus. S
Further, according to the above enbodinent, multiple confidentiality
processin ; q i i j I QUi 0Vvi ded

i do- t ne kond By B8 THtq DR DR inRicPAGRY AT Hot MSnRlioHaes

nurber of 1 BAEk Mol Ent R ledBnALa: 1 SHADLL 09N Biheapocd data

processi ng by Si nhul't aneous™ par a cessing. s 1. An
encryptin rat ORRriSh A, _an encryptpr. f.or nerata andom
number se%ﬁ Ig%e ;rg‘éyagﬁadgﬁ?ﬂ%%grtr%%scﬁ%ﬁﬁcﬁﬁ hoie e?lg?el @t%%])?%{ea#}gndom
nunber 5 engr,ated by t ncr.yptor; and an operating unij for
Mputt i ng VCEHTE. SHEHE Shupear hiiagh a6 th BinsPort Bo-RRE romirsfidsar o
i nput _and thﬁ rang m nuyyber seguence.stored in the random nunber sequence
menor Yland0 &hie SOREASRMRIBHBFACERUNEHML. and 10 wherein, by previously
storing the random nunber. sequence in the random nunber  sequence nenory,
generation of t K datadends saslasspgaeh datapre neerdatawhigh rmaainge operati on
of the plaintext data and_the random nunber sequence by the operating unit
are perf oftheespasont it b BHG subdayershe implementing defined MTc| ai m 1,
wherein the encryptor starts the generation_of the random nunber sequence
bef ore t hdMgbaleatarmjnahi+ TAnJarminabAgdapton) ¥ (Figs. 22, 23) 7aéheseriabt i ng
apparatus of claim1l, wherein the encryptor inputs at |east an encryption
key and aihtarfade for this transport model, it becomes possible to perform
15 confidentiality processing on the MA-TA I/F serial formats without any
conversion.
Further, a concrete example of the non-transparent data 97 is, as
described above, packet data or data for signaling, however, each data is
divided into units (Transport Block) defined between the layers 1 and 2.
20 The confidentiality/integrity processing unit 40 shown in Fig. 9

performs the confidentiality processing and the integrity processing

selectively on the non-transparent data input/output from/to the radio

communication control unit 20, and at the same time, the

confidentiality/integrity processing unit 40 always performs, for example,

25 the confidentiality processing on the transparent data input/output between




20 of the plaintext data, generates the random nunmber sequence having the

| ength of the plaintext data using the encryption key) and nmakes the random
nunber sequence nmenory store the randgg% nunber sequence generated, and
wherei n the random nunber sequence nenbty includes a buffer for 25

out putting the random nunber sequence stored in case that the operating

58 unit inputs the plaintext data. 4. The encrypting apparatus of claim1,
wherein: the operating unit inputs the plaintext data corresponding to
plural chapnels; 5 e encryptor. inputs channel jdentifying_ information for
i denti fyi Ege ée%ﬁ’rﬂ%é%‘éﬁiﬂ 186"%(?51@%53 14 CORHAHBIFARERDEN 30 u for each of
the plural channels; the random nunber sequence nenory stores the random
nunber squaﬁd@lfg%h@mttearlbsyprmsglmgrtymég dags negaierform the pitegrity channel s;
and 10 the operating unit inputs the random nunber sequence correspondi ng
to each ofprodessipigomthe heansplagentr dahawhil€ bhe transpaienteddatadackudes datput and
encrypts the plaintext data. 5. A decrypting apparatus conprising: a
decoder f erhigkdeeshot gequiranhe ronfiddetiakgopmieessingstiae raidom nunber
sequence nenory for storing the random nunber sequence generated by the
decodes; adghniinieRELAlCORGro)init ROmalkedfHd tianEp et tdexh velaich doeemioér M ng an
operation of the ciphertext data i nput and the random nunber sequence

stored ingp 'ré?L‘HQ@%ﬁ&@ﬁﬁéliﬁeﬁb&@ﬁﬁnﬁq{mriiripuﬁﬂéjtl%'t putting plaintext 20
data, and erein, by previously storing the random nunber sequence in the

random nuRhRHISAIHERIMISERRY HroRSBRIALRA00bul ISy kERAN fuiber sequence by

t he decryptor ano e op on of the cipherte data a the random

nunber s eqeReen ik tibA%oRBRA il S0 YN0k 1P iEpHRIHIR B Rake RS YAGIpAPANS! V-

data which does not require the confidentiality processing input to the

10  confidentiality/integrity processing unit 40, but not perform the
confidentiality processing on the transparent data using the control signal
from the radio communication control unit 20.

Fig. 10 shows a configuration of the confidentiality/integrity
processing unit 40.

15 Different from the configuration shown in Fig. 5, Fig. 10 newly
includes a confidentiality processing unit 460. The confidentiality
processing unit 460 includes an encrypting unit 462 and a decrypting unit
463. The encrypting unit 462 inputs the transparent data 95 from the
terminal IF unit 10, encrypts the input data to output to the radio

20 communication unit 30 as the transparent data 96. On the other hand, the
decrypting unit 463 inputs the transparent data 96 from the radio
communication unit 30, decrypts the input data to output to the terminal IF
unit 10 as the transparent data 95. These processes of the confidentiality
processing unit 460 are performed based on the control signal 99 from the IF

25 unit 410. The control signal 99 is derived from the control signal 91.



59 6. The decrypting apparatus of claim5, wherein the decryptor starts the
generation of the random nunber sequence before the operating unit inputs
the ci phertext data. 7. The decrypting apparatus of claim1l, 5 wherein the
decryptor inputs at |east a decryption3key and a | ength of the ciphertext
data, generates the random nunber sequence having the I ength of the

ci phertext data using the decryption key, and nmakes the random nunber
sequence nenory store the random nunber sequence generated, and |0 wherein
the random nunber sequence nenory includes a buffer for outputting the

r andom nuiseerdinglye tlae cenfadentidlityprocessing unhte4¢pperformg thai t i nputs the

ci phertext data. 8. The decrypting apparatus of claimb5, wherein: the

oper at i ng comfidentiphitysprdressingtbaisedon thatcantod segpedndsuegl fronpthe eddids
channel s; the decryptor inputs channel identifying information for

i dentifyi ggman@hieatioh cancrod @ingt 20.esir Fag. @) deendati®Lis Egaitfueput asirgach of
the plural channels; the random nunber sequence nenory stores the random

nunber 20 tRepHLANA iaeThed aftoRghtRR. € VI 8fhdrHarRB¢he efarddprohtidada
channel s; and the operating unit inputs the random nunber sequence

corres 90”@"3%& 96 G36 r‘}*ﬂnﬁﬁt/% utB/ARGh $he rceﬁﬁ\g@hﬁgliﬁﬁsrﬁeeﬁirgttﬁﬁk Agpta is

i nput and decrypts the ciphértext data. 9. nessage aut hentication code
genst 2t | nOARRA Ole'S RATEL TS B3R AR Yif f0 LARHE Lo 3RO stori ne
dat o and_ SHUCRE Yypeng SR FARASI B ieret ik, Rl 1T B bl dfetoReces ©
2 at o, afaAE ST A s P RO U Rl et her 2 a
group. 10. The rressa%e aut henti cati on code generating apparatus of claim?9)

wher ei n:  PECEFENEGWRIE AL hent i cati on code generating apparatus is connect ed
10 to a central processing unit through a _hus;. the ta, menory inputs the X
5 Bt

Jus; .t
pi ecedOof data @ Hhehews a copfigupataen sp wdhigh she ce 14ysPEOCEPHBE fr om
the central ,é)r ocessing unit through the bus; and the nessage authentication
code genevart A80 impdderd tpthe confidentiaditrinsegrity-prasessing amibA0 shgws 1n
generated together as a group to the central processing unit through the
bus. 11. Kigebsaljds affehtive ite uave the sanfigpratien showppatigudl sdhemthe ng: a
data nmenory for inputting and storing X (X(err)2) pieces of data and data
of X cont eobryitirgbigit or the decrypting unit generates key streams to be XORed
with the serial data as shown in Fig. 12.
15 As shown in Fig. 11, the transparent data 95 and 96 are input/output
from/to the confidentiality processing unit 460 through the serial interface,
and further, the serial data which is input/output through the serial
interface includes multiplexed data of multiple channels. For example,
when data of channel 2 is input as serial data after data of channel 1 is input,
20 the encrypting unit 1 corresponding to the channel 1 generates a key stream
to output to a multiplexer 481, the encrypting unit 2 corresponding to the
channel 2 generates another key stream to output to the multiplexer 481,
and the multiplexer 481 multiplexes these key streams into format the same

as the data system of the data 95. The multiplexed key stream and the data

25  sequence of the input data 95 are XORed by the XOR circuit 483. The




20 a nessage aut hentication code generating unit for inputting the X pieces
of data and the data of X control signals stored in the data nenory,
generating X nmessage authentication co is corresponding to the X pieces of
data, and outputting the X nmessage authentication codes together as a
group; and 25 a nessage aut hentication code appending unit for inputting
the X 61 nessage authentication codes output together as the group by the
nmessage aut hentication code generating unit, appending X nessage

aut henti cat i cqQdes to the X pi.ec of ,data, and outputting the X pieces
of data hmﬁae%éﬁw REXEEYBEARh 4RD mextarers vemekaEgns baged opn
integrity verification_apparatus conprising: a data nenory for inputting
and st ori t§e xopixobpignal 99 samelyithe gontned oienal R lanppdied from; the radies
appended and data of X control signals; a nmessage authentication code

gener at i ngooamunicationmontrdlnmit 6. XByiusieg thé configuratibrt bEFiatld, the X
control signals stored in the data nenory, |0 generating X nessage

aut hent i calelnofthdeerimddats pocaiised dnly bigehX opeestion of thkaXOR eincuio d8Byt t i ng
the X nessage aut hentication codes together as a group; and an integrity
veri fi gat iwhichenabley thertpightdpegd tprecedsimgsage aut hentication codes out put
together as the group by the nessage 15 authentication code generating

uni t, conparingFife1 Xsh&ws aaetiH dafigueatibin GAGeR theRUAfidBAtihliy X message
aut henti cati on codes appended to the X pieces of data to verify integrity

of the X pir6ehsin ufiRl420 Arid the b QoA RE SR JPREAE0 U FEQY A NO: 2

termnal interface unit for inputting datd;” 20 a radi o comruni cati on

control hbhuktg RN ABADSUIRG bl blierier el | terace un

cessing the ~bas on a” pr ol "and outputting a result of the
poceserng:, 2. oo ARt RSSSBIARTL e bR B e SO BE.
el TR R T R T g
S SIS B R I TR KRN T
unit, and the confidentiality processing unit 460 are united into the confidentiality
processing unit 470, so that the hardware resource can be reduced. The
confidentiality processing unit 470 switches the process for the transparent
15 data and the process for the non-transparent data based on the control signal
99, namely, the control signal 91 output from the radio communication
control unit 20.
Embodiment 3.
Fig. 25 shows encrypting and decrypting methods for a
20 confidentiality processing unit according to the third embodiment. The left
part of Fig. 25 shows an encrypting apparatus of the sender’s side. The
right part of Fig. 25 shows a decrypting apparatus of the receiver’s side.
Different from Fig. 15, Fig. 25 contains a random number sequence

memory (buffer) for temporarily storing a random number sequence

25 generated by a function f8 for data confidentiality processing. The random



5 wherein the confidentiality processing unit includes: an encryptor for
starting generation of a random nunber sequence to be used for encrypting
the data before the data is input, and outputting the random nunber
sequence generated; a random number sed@®ence menory for tenporarily storing
the 10 random nunber sequence out put by the encryptor before the data is

i nput; and an operating unit for inputting the data and encrypting the data
by performng an operation of the data input and the random nunber sequence
stored in the random nunber sequence nenory. 15 14. A radi o conmuni cation
appar at us raunber sdiqugnce memainpreviousyfshoresithetrandon nputhersggdenee a radi o
communi cation control unit for inputting the data input by the term nal

i nt er f ace genetatedbyptheckariion f8rfdr datpudrifidentidiétydaiosedsingd Nanselprd ocol ;
20 an integrity processing unit for inputting a control signal and the data
fromthe rsadhasdaforunitict fperepatinl thoirbhdO@r i @hbe ged R @ris by tainedessi ng
by generating a nessage authentication code for the data input to detect

t anper i ng thagadctadh I orcdith @nfidegtiality @messa{gistgvesoggdéraaohhﬁ tHat a

processed to the radio communication control unit; and 25 a radio

conmmunic atrhﬁﬂoﬁhnhﬁmfb@f sb@R&dd M o IGAMS %Pb '}Qndéﬁdn El'?)@i‘ REquet® dolthedat a

out put by the radi o conmmunication control unit, V\/nere|n the integrity

Cloring praraph Raber egaud ; o SGnliR ] L?‘%E‘?%P*é@%ﬁﬁ%#‘%ﬁ ur i . .
ol urai modedh %r%iﬁﬁitﬁ??f‘éﬁﬁﬁ GRS e el P e BlatIREDG, e’ o

t he data rrerm r ol naI and o he,pl ural nessage
aut hent i cd® F% %t%‘aé’t“ﬁ%?ﬁ%@% dﬂﬂhbﬁ%se%er‘ﬁﬁtbﬁ %ﬁ#ﬂfﬁﬂcati on
apparatus co |5| n a radi o mruni cati on unit for receiving and
denodul at |SH§ %Wétg\ MRS éf‘?%ﬁ‘i‘g@ciﬁf 1gtexthit for i nputting the
dat a denodul at eg%r{)gh di o, comruni gatl on unit) and progessing g)g

out putlfi ng t he QHﬁcﬁﬁ%P %‘Fryp’éloé‘eﬁﬁﬁﬂ@hﬁﬁé!‘ ormaiBEEEsi ng

unit for inputting the control signal and 15 the data, performng.a
confi dent iggneYating the sandemuyumber seauenge dapbtained s the fyactiondB fer date

outputting the data processed to the radi o communi cation
confidentiality processing starts generation of the random number sequence

and outputs the random number sequence to the random number sequence
memory. The random number sequence memory temporarily stores the

15 random number sequence until a message (plaintext) is received, and
outputs the random number sequence which has been stored in the random
number sequence memory synchronously with inputting the ciphertext data.

As described above, the features of the encrypting apparatus shown

in the left part of Fig. 25 are generation of the random number sequence

20 using the function f8 for data confidentiality processing and asynchronous
operation of the message and the random number sequence. Namely, the
function f8 for data confidentiality processing generates the random number
sequence before the operation of the plaintext data and the random number
sequence and previously stores the generated random number sequence in

25 the random number sequence memory.




control unit; and a termnal interface unit for inputting and outputting
the data processed by the radi o communi cation control unit, and 20 wherein
the confidentiality processing unit includes: a decryptor for generating
and outputting a random nunber sequenc%ﬁto be used for decrypting the data
i nput before the data is input; a random nunber sequence nenory for
tenporarily storing the random nunber sequence output by the decryptor
before the data is input; 25 and 64 an operating unit for inputting the
dat a, perfornin%‘an operation of the data i nput and the random nunber

sequence st or ed 1ihe fearutes o derriting arpajatne shawndinybheanghopasiafiiigy

pl ai ntext data. 16. A radi o communi cati on appar at us cor}pri sing: 5 aradio
communi catZbdregeneraion o agiavidom anmhheesequencd ngingdha;fuactianitd for

comuni cation control unit for inputting the data denodul ated by the radio
communi catdiaba comfidentaalityppmeessing @ nanakymichpordusgpdrasiodaif a$hb afdtbroextt he
protocol; an integrity processing unit for inputting a control signal and

the 10 datdath aad theaanddnonaaibsteqathe) A0ainedy), theftnctied fOfF dital ntegrity
processi ng by generating a nessage authentication code for the data i nput

to det gct chbafiRehtiAELPRFRAsARgIdeResMRE AL rahaoRA nhMBEl se@ich@WdTvid {0 t he
data processed to the radi o comunication control unit; and a term nal

i nterface;ypit of e &iﬁHé’ftEkf‘Ea?a{‘Qn@g)tﬁgﬂ&}]ﬂsfrigﬁ;tE t Hal forlerafdPrESRAA DY the

radi o comuni cation control unit, : e e integrity processing unit
el U0eS, RSl REREN 1 Ohe L ARALL A BOF SR SRS o1 10 plural
message aut hent 1emeEAvEGHE A¥FAFE ARl W peordbed® BhaPd B BinTY (e
aut hent | cdieo BERER, fitoiire R, dtyrsiiradtry P o R o fe et noa
compr Il(s)I n?’(:aedback) mode, one of available modes for block cipher defined by
ISO/IEC10116. Or, a variation of the OFB mode can be used. Or, any
mode can be used as long as a random number sequence can be generated
without plaintext data or ciphertext data. However, since the encrypting
apparatus and the decrypting apparatus shown in Fig. 25 generate a random
15 number sequence in advance without plaintext data or ciphertext data, a
mode in which a random number sequence is generated by inputting
plaintext data or ciphertext data cannot be employed for the encrypting
apparatus and the decrypting apparatus shown in Fig. 25.
Here, the plaintext data means data to be encrypted and is not
20 limited to data which can be read or written by a human. For example, text
data and data consisting of characters are plaintext data. Voice data, image
data, encoding data, compressed data, etc. are plaintext data if they are to be
encrypted.
The chipertext data means encrypted data. The encrypted data is

25 ciphertext data regardless of data format of the data before encryption such
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y#s10%8&' (proddabitigdimit 420 having a parallel interface, another confidentiality

processing unit 460 having a serial interface, and an integrity processing
unit 430. The confidentiality processing unit 420 includes an encrypting
unit 422 and a decrypting unit 423. The confidentiality processing unit 460
includes an encrypting unit 462 and a decrypting unit 463. The integrity

10 processing unit 430 includes a message authentication code appending unit
432 and an integrity verification unit 433. The radio communication
control unit 20 and the confidentiality/integrity processing unit 40 are
connected with a bus 90. The bus 90 connects the CPU 29 inside the radio
communication control unit 20, the confidentiality processing unit 420, the

15 confidentiality processing unit 460, and the integrity processing unit 430
inside the confidentiality/integrity processing unit 40, and the bus 90
transfers a control signal 91, data 92 and other kinds of data. The CPU 29
controls an entire processing of the radio communication control unit 20 by
reading and executing programs stored in the recording medium such as

20 Read Only Memory. The bus 90 is a bus for general use which connects
other processing units (not illustrated) located inside or outside the radio
communication control unit 20 and the confidentiality/integrity processing
unit 40.

Fig. 28 shows in detail the encrypting unit 422 and the decrypting

25  unit 423 of the confidentiality processing unit 420.
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he encrypting unit 422 includes an encryptor 610, a buffer 620, and

an XOR unit 630. The decrypting unit 423 includes a decryptor 611, a
buffer 621, and an XOR unit 631. The encryptor 610 corresponds the
function f8 for data confidentiality processing of the sender’s side shown in
5 Fig. 25. The buffer 620 corresponds the random number sequence memory
of the sender’s side shown in Fig. 25. Here, a FIFO memory is employed for
the buffer 620. The XOR unit 630 performs, for example, XOR operations of
parallel data of 64 bits simultaneously. The decryptor 611 corresponds the
function f8 for data confidentiality processing of the receiver’s side shown in
10 Fig. 25. The buffer 621 corresponds the random number sequence memory
of the receiver’s side shown in Fig. 25. The XOR unit 631 performs, for
example, XOR operations of parallel data of 64 bits at the same time.
The confidentiality processing unit 420 inputs the control signal 91
from the CPU 29 through the bus 90. At this time, plaintext data 950 has
15 not been input yet. The CPU 29 knows the control signal 91 in advance and
is able to transfer the control signal 91 to the confidentiality processing unit
420 from the CPU 29 before transferring the plaintext data 950. The
control signal 91 includes at least an encryption key (cipher key, CK), and
further, in this example, other than CK, a bit length of data to be
20 encrypted/decrypted (LENGTH, the bit length = 256 bits in case of Fig. 28),
an up/down link (DIRECTION), a counter (COUNT-C), and a logical channel
identifier BEARER). The encryption key (CK), the bit length of data to be
encrypted/decrypted (LENGTH), the up/down link (DIRECTION), the
counter (COUNT-C), and the logic channel identifier (BEARER) are input to

25 the encrypting unit 422 or the decrypting unit 423 as a control signal 600 or



10Z @O0% U& ()- 910% U& ()- 10% U& ()-Sf 10% U& ()- 10% U& ()- 10%

U& () - d$SEJEbC 10Z3# 10% U& ()-3s!- 10% U& ()- 110% U& ()- 3f10% U& () -

" #10% U& ()-3F 110% U& ()- E 1odEbC 107/ "10% U& ()- F- 10% U& ()-3+S 10%
U& ()- )10% U& ()- 3' 10% U& ()- %+109%%& ()- 05] dYNC 10Z 10 U 10

another control signal 601. On inputting the control signal 600, the
encryptor 610 starts generating a random number sequence and outputs the
random number sequence to the buffer 621. Here it is assumed that the
encryptor 610 generates the random number sequence by 64-bit unit. In

5 this case, the random number sequence of 64-bit unit is output from the
encryptor 610 and temporarily stored in the buffer 620. As described above,
when the bit length of the data to be encrypted (LENGTH) is 256 bits, the
encryptor 610 generates four random number sequences of 64 bits and
composes a random number sequence having enough length (64 bits x 4)

10  suitable for the bit length of the data to be encrypted (256 bits).

Fig. 28 shows a case in which the buffer 620 stores four random
number sequences having 64 bits.

Subsequently, the CPU 29 transfers the plaintext data 950 having a
bit length of 256 bits by 64-bit unit to the encrypting unit 422 through the

15 bus 90. When the XOR unit 630 inputs the plaintext data 950 by 64-bit unit,
the buffer 620 sequentially outputs the random number sequence 650 of 64
bits. The XOR unit 630 performs XOR operations of the plaintext data 950
and the random number sequence 650 by 64-bit unit at the same time and
generates the ciphertext data 960 of 64 bits. The ciphertext data 960 is

20 returned to the CPU 29.

An operation of the decrypting unit 423 is the same as the one of the
encrypting unit 422, except that the input of the XOR unit 631 is the
ciphertext data 960 and the output is the plaintext data 950, and its
explanation will be omitted here.

25 The XOR unit 630 is not always required to input the plaintext data
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950 after generating four random number sequences (having 256 bits) in the
buffer 620, but the XOR unit 630 can start XOR operation when at least one
random number sequence of 64 bits is stored in the buffer 620. In this case,
the generation of the random number sequence by the encryptor 610 and the
XOR operation by the XOR unit 630 are performed parallelly and
simultaneously. While the XOR unit 630 performs the XOR operation of the
plaintext data 950, the encryptor 610 inputs a next control signal 600,
generates the random number sequence for the plaintext data 950 which will
be input next, and stores the random number sequence in advance for the
next plaintext data in the buffer 620.

In this way, prior to the input of the plaintext data 950 from the CPU
29, the encrypting unit 422 previously stores the random number sequence
in the buffer 620. Accordingly, there is no waiting time for the operation in
the XOR unit, which enables a high-speed encryption. Similarly, a high-
speed decryption can be performed in the decrypting unit 423.

As for the capacity of the buffer 620 or the buffer 621, it is enough to
be equal to or greater than the unit size of the random number sequence
output from the encryptor 610 or the decryptor 611; however, it is desirable
to be equal to or greater than the maximum value of the bit length
(LENGTH) of the data to be encrypted/decrypted specified within this
system. For example, if the unit size of the random number sequence
output from the encryptor 610 or the decryptor 611 is 64 bits and the
maximum value of the bit length (LENGTH) of the data to be
encrypted/decrypted is 5114 bits, it is desirable that the capacity of the buffer

620 or the buffer 621 is equal to or greater than 5120 bits (64 x 80).
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It has been discussed that the unit size of the random number
5 sequence output by the encryptor 610 or the decryptor 611 is 64 bits;
however, the unit size of the random number sequence can vary such as 32
bits, 128 bits, etc.
It is not always required that the unit size of the random number
sequence output from the encryptor 610 or the decryptor 611, the read/write
10  size of the buffer 620 or 621, and the bit size of the parallel data of the XOR
unit 631 are the same.
Fig. 29 shows another example of the radio communication control
unit 20 and the confidentiality processing unit 420.
Different from Fig. 28, the XOR unit 630 and the XOR unit 631 are
15 not placed in the confidentiality processing unit 420 but in the radio
communication control unit 20 in case of Fig. 29.
The CPU 29 reads the random number sequence (as many as plural
sequences together) for the plaintext data 950 from the buffer 620 through
the bus 90 and supplies the random number sequences to the XOR unit 630.
20 In the XOR unit 630, the XOR between the plaintext data 950 and the
random number sequence 650 is performed to generate the ciphertext data
960.
Similarly, in the XOR unit 631, the random number sequence 651 is

read from the buffer 621 by the CPU 29 through the bus 90, the XOR

25  operation is performed with the ciphertext data 960, and the plaintext data
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In case of Fig. 29, the operation is such simple that the CPU 29 reads
the random number sequence from the buffer 620, and the plaintext data 950
and the ciphertext data 960 do not have to be sent/returned through the bus
5 90. Therefore, compared with the configuration of Fig. 28, the amount of
data that passes the bus 90 can be reduced to equal to or less than a half.
Further, the waiting time to use the bus 90 can be reduced. Yet further, it is
possible to eliminate the competition to use the bus 90.
In both cases of Figs. 28 and 29, the XOR unit 630 and the XOR unit
10 631 can be implemented by hardware, software, or a combination of the
hardware and software.
Fig. 30 is a detailed diagram showing the encrypting unit 462 and
the decrypting unit 463 of the confidentiality processing unit 460 having a
serial interface.
15 Different from Fig. 28, an XOR unit 632 which performs the XOR
operation of serial data of 1 bit is provided instead of the XOR unit 630 which
performs the XOR operation of parallel data. And further, an XOR unit 633
which performs the XOR operation of serial data of 1 bit is provided instead
of the XOR unit 631 which operates the XOR of parallel data. In the XOR
20 unit 632, the transparent data 95 is input, the XOR operation with the
random number sequence 650 is performed serially by 1 bit, and the
encrypted transparent data 96 is output. On the other hand, in the XOR
unit 633, the transparent data 96 is input, the XOR operation with the

random number sequence 651 is performed serially by 1 bit, and the

26  decrypted transparent data 95 is output.
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generated and stored in the buffer 620 and the buffer 621, so that the
waiting time is eliminated in the XOR unit 632 and the XOR unit 633, which
enables a high-speed XOR operation.

5 In case of Fig. 30, the XOR unit 632 and the XOR unit 633 also can be
implemented by hardware, software, or a combination of the hardware and
software.

Further, the XOR unit 632 and the XOR unit 633 can be located
outside the confidentiality processing unit 460.

10 Fig. 31 is a detailed diagram showing the message authentication
code appending unit 432 and the integrity verification unit 433 of the
integrity processing unit 430.

The message authentication code appending unit 432 is provided
with a buffer 660, a message authentication code generator 670, and a

15 message authentication code appender 680. The integrity verification unit
433 is provided with a buffer 661, a message authentication code generator
671, and an integrity verifier 681. The buffer 660 and the buffer 661 are
FIFO memories. The buffer 660 and the buffer 661 correspond to the data
memory in Fig. 26. The message authentication code generator 670 and the

20 message authentication code generator 671 correspond to the function f9 for
data integrity processing in Fig. 26. The message authentication code
appender 680 appends the message authentication code to the data. The
integrity verifier 681 compares the message authentication code received

from the sender’s side and the message authentication code generated at the

25  receiver’s side, and if they match, the integrity verifier 681 verifies the
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In Fig. 31, the CPU 29 sends four pieces of data 92, which require

integrity verification, together to the message authentication code appending
unit 432. The CPU 29 also sends four control signals 91 together
5 corresponding to the four pieces of data 92, which require integrity

verification. The control signal 91 includes at least a message
authentication key (IK), and further an up/down link (DIRECTION), a
counter (COUNT-C), and a random number (FRESH) generated for each
user. The CPU 29 transfers at least the up/down link (DIRECTION), the

10  counter (COUNT-C), and the random number (FRESH) generated for each
user to the buffer 660 as the control signal 91 corresponding to the four
pieces of data. As for the message authentication key (IK), four respective
message authentication keys (IK) corresponding to the four pieces of data
can be transferred to the buffer 660, and when the message authentication

15  key (IK) is a fixed value common to the four pieces of data, the message
authentication key (IK) does not need to be stored in the buffer 660 but can
be directly input to the message authentication code generator 670.

The control signal 91 can be transferred through the control signal

line of the bus 90 as the control signal and also can be transferred through

20 the data signal line of the bus 90 as the data. The four control signals 91
can be sent together with the four pieces of data and also can be sent
separately. The buffer 660 inputs and stores the four pieces of data and the
four control signals together. Here, that the CPU 29 transfers the four
pieces of data or the four control signals together means that four pieces of

25  data or four control signals are transferred by one transfer instruction.
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each processing unit can be reduced as a result of an execution of the single
instruction. Further, the number of transfers which pass through the bus
5 90 or each transmission line (not illustrated) can be reduced as a result of a
transfer or an input/output by “treating plural things together as a group,
not separately.”
The buffer 660 makes the correspondence between the data and the
control signal and stores it as correspondence data. The message
10 authentication code generator 670 inputs the correspondence data and
generates the message authentication code of the data based on the control
signal. The message authentication code generator 670 generates four
message authentication codes from the four pieces of correspondence data
using a predetermined algorithm, respectively, and outputs the four message
15 authentication codes to the message authentication code appender 680
together. The message authentication code generator 670 generates four
message authentication codes having 32-bit length each. The message
authentication code appender 680 appends the four message authentication
codes to the four pieces of data, respectively, and transfers them by one
20 1instruction of the CPU 29.
In case of inputting four pieces of data having 256-bit length, the
message authentication code appending unit 432 returns the data having
(256+32)x4 bits to the CPU 29.
On the other hand, the integrity verification unit 433 inputs the four

25 pieces of data with the message authentication codes appended together.
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5 The buffer 661 makes the correspondence of the four pieces of data
and stores it as correspondence data. The message authentication code
generator 671 reads the four pieces of correspondence data stored in the
buffer 661 and generates four message authentication codes using the same
algorithm as the message authentication code generator 670 at the sender’s

10 side. The integrity verifier 681 compares the four message authentication
codes appended to the input four pieces of data and the four message
authentication codes generated by the message authentication code
generator 671, respectively. If they match, the integrity verifier 681 sends a
response showing a normal status, since the integrity has been verified.

15 When the integrity verification unit 433 inputs data consisting of
four pieces of data having 256-bit length and four message authentication
codes having 32-bit length ((256+3)bits X 4), the integrity verifier 681 sends a
response of “1 bit X 4” to the CPU 29.

While conventionally plural pieces of data are respectively

20 transferred to the integrity processing unit 430 from the CPU 29, in case of
Fig. 31, four pieces of data can be transferred together, which improves
utilization efficiency of the bus 90. Namely, a waiting time of the bus 90 can
be reduced, and a competition to use the bus 90 can be also reduced.

Fig. 31 shows a case in which four pieces of data are transferred

25 together; however, the number of pieces of data is not limited to four.
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Further, the number of pieces of data that the buffer can hold is not limited
to four as well.
The bit length of the data is not limited to 256 bits, for example, the
bit length can be 512 bits or 5114 bits. The capacity of the buffers 660 and
5 661 is enough for storing data if it is at least twice as a total bit length of the
bit length of data and the bit length of control signal; that is, the capacity of
the buffers is enough when the buffer can store at least two pieces of
correspondence data. For example, when the maximum value of the bit
length of data which can be specified within this system is 5114 bits, it is
10 preferable that the capacity of the buffers 660 and 661 is at least (5114 bits +
the bit length of the control signal) X 2, respectively.
Fig. 32 shows another example of the radio communication control
unit 20 and the integrity processing unit 430. The integrity processing unit
430 shown in Fig. 32 includes message authentication code generating units
15 434 and 435.
Different from Fig. 31, in Fig. 32 the message authentication code
appender 680 and the integrity verifier 681 are not included in the integrity
processing unit 430 but placed in the radio communication control unit 20.
In case of Fig. 32, the message authentication code generator 670 transfers
20 four message authentication codes to the message authentication code
appender 680 by one transfer instruction issued from the CPU 29. On the
other hand, the message authentication code generator 671 transfers four
authentication codes to the integrity verifier 681 by one transfer instruction

issued from the CPU 29.

25 In case of Fig. 32, the amount of data transfer of the bus 90 from the
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code appender 680 is 32 bits X 4. Further, the amount of data transfer of
the bus 90 from the message authentication code generator 671 is also 32
bits x 4.

The amount of data transfer from the integrity processing unit 430 to
the radio communication control unit 20 shown in Fig. 32 can be greatly
reduced compared with the amount of data returning transfer in case of Fig.
31, since the message authentication code generator 670 does not need to
return data to the message authentication code appender 680.

In the integrity processing unit 430 shown in Fig. 32, the message
authentication code generating unit 434 and the message authentication
code generating unit 435 have the same configuration, so that they can be
incorporated into one.

In cases of Figs. 31 and 32, the data transferring process of the bus
90, the inputting/outputting process of the buffers 660, 661, the
authentication code generating process of the message authentication code
generators 670, 671, the authentication code appending process of the
message authentication code appender 680, and the verifying process of the
integrity verifier 681 are performed on plural pieces of data “together.”
From a viewpoint of utilization efficiency of the CPU 29 and the bus 90, it is
desirable to perform at least one of the data sending process and the data
receiving process of the bus 90 “by a single instruction” or by “treating plural
pieces of data as a group, not separately.”

In both cases of Figs. 31 and 32, the message authentication code

generator 670, the message authentication code generator 671, the message

Obcthe sieps@ge anthat@atom 10G0-



710%3&' ()- 5m 109%3&' ()-3g 10%& ()- VOHAEMbC 1!l 10%3&' () - SS10%&' () -
LI 10938 ()- 1098 ()- 109%3& ()- &L0%G& ()-8~dEnbC 1! 9R10%& () -
@' 10%38' ()- 9"10%&' ()- 109%& ()- FLOY%G& ()- s10%G& ()-:i dEnbC
11 1M 109638 () - / 109G& ()- - 10%& ()-99+ 1008 ()- f) 10968 () -1
s' g1l0%=& () -i>xnbC 1! @0% U& ()- 10G 10G 10" 10%=&' () -7 109&' ()- |
510968 () - 310%3 ()- A}[<mbC 1l @r10% E& () - & 6@BFL0%UCUE () - &y#10%
& ()-'1; y#109%HUHUE ()-' Sm'10% & () - L! Smi' 10%JU&' () - LA] VpyZOD9 1! 10 U 10 U
10 UlLf #10% U&' ( @2.1 s!\ 1f #10% si s& (g sI\' y#10% m & ()-& X g#lO%aUeU& ()-&
N y#10% [ &u(t ]‘:@igqmgode appender 680, and the integrity verifier 681 can be

implemented by the hardware, the software, or a combination of the

hardware and the software.

Fig. 33 shows another configuration of the encrypting unit 422.

5 Fig. 33 shows a case in which plural buffers are provided and they
are switched by a switch SW. The switch SW can be switched by, for
example, a logical channel identifier. Namely, when there are n logical
channels, a random number sequence can be prepared in advance for each
logical channel by providing n buffers.

10 Fig. 34 shows a case in which n buffers and n XOR circuits are
provided.

In case of Fig. 35, n buffers are provided and plural encryptors are
provided.

In this way, by providing plural buffers for respective logical

15 channels, the confidentiality processing for each channel can be performed at
a high speed.

The decrypting unit can be configured to have plural buffers for
respective channels like the cases of Figs. 33, 34, and 35, which is not
illustrated. Further, the message authentication code appending unit 432

20 and the integrity verification unit 433 can be provided with plural buffers for
respective channels like the cases of Figs. 33, 34, and 35.

The configuration of the third embodiment is not limited to the one

shown in Fig. 27, and the configuration can be like such as ones as shown in

Figs. 4, 5, 6, 7, 8, 10, 11, etc. For example, the confidentiality processing

25 and the integrity processing can be performed by one module as shown in Fig.
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4. The encryption and the decryption can be performed by one module.
Further, the appending of the message authentication code and the integrity
verification can be performed by one module. Yet further, each module can
be plural.

5 The buffers 620, 621, 660, and 661 are not limited to the FIFO
memories, but they can be shift memories, address mapped memories, cache
memories, or registers.

When the CPU 29 accesses the buffers 620, 621, 660, and 661, such
access can be performed using memory addresses or input/output addresses.

10 The encrypting apparatus, the decrypting apparatus, the message
authentication code adding unit (apparatus), the integrity verification unit
(apparatus), and the message authentication code generating unit
(apparatus), which have been explained in the third embodiment, are not
limited to ones used for the radio communication apparatus, but they can be

15 employed within a wired communication apparatus, a computer, or other
electronic devices.

The above confidentiality/integrity processing unit 40 can be
configured by the hardware. For example, the configuration can be
implemented by FPGA or custom LSI. Further, the confidentiality/integrity

20 processing unit 40 can be implemented by the software program. In case
the confidentiality/integrity processing unit 40 is implemented by the
software program, CPU of the radio communication control unit 20 executes
the software program.

Further, the confidentiality/integrity processing unit 40 can be

25 implemented by a combination of the hardware and the software. For
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example, the confidentiality/integrity processing unit 40 can be implemented
by DSP (Digital Signal Processor) and micro program or firmware program
executed by the DSP.
Hereinafter, a concrete example will be explained with reference to
5 Figs. 17 through 20.
Fig. 17 shows a configuration of the encryption module 51 (or
decryption module 71) used for the encryption/decrypting unit 421.
The encryption module 51 includes a key scheduler 511 and a data
randomizing unit 512. The key scheduler 511 inputs one key K and
10 generates n extended keys ExtK1 through ExtKn. The data randomizing
unit 512 generates a random number using a function F and an XOR circuit.
The function F inputs the extended key and performs non-linear data
transformation.
In the encryption module 51, various block cipher algorithm can be
15 employed such as:
(1) DES (Data Encryption Standard);
(2) MISTY, which is the block cipher algorithm disclosed in the International
Publication No. W097/9705 (US Serial No. 08/83640);
(3) KASUMI, which is the 64-bit block cipher technique based on the above
20  block cipher algorithm MISTY and is determined to be employed as
International standard cipher for next generation cellular phone (IMT2000);
and
(4) Camellia, which is the block cipher algorithm disclosed in the Japanese
patent application No. 2000-64614 (filed on March 9, 2000).
25  Further, these block cipher algorithms such as DES, MISTY, KASUMI, and
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5 unit 40 is implemented inside FPGA, IC or LLSI. Namely, the
confidentiality/integrity processing unit 40 can be implemented by the
hardware. Further, the confidentiality/integrity processing unit 40 can be
also implemented by a print circuit board, which is not shown in the figure.

Fig. 19 shows a case in which the confidentiality/integrity processing

10  unit 40 is implemented by the software.

The confidentiality/integrity processing unit 40 can be implemented
by a cipher program 47. The cipher program 47 is stored in a ROM (Read
Only Memory) 42 (an example of storage). The cipher program 47 can be
stored in a RAM (Random Access Memory) or another storage such as a

15 flexible disk or a fixed disk. Further, the cipher program 47 can be
downloaded from a server computer. The cipher program 47 is functioned
as a subroutine. The cipher program 47 is called for subroutine execution
from an application program 46 stored in the RAM 45 as a subroutine call.
In another way, the cipher program 47 can be activated by generation of an

20 interrupt received at an interrupt control unit 43. A memory 55 can be a
part of the RAM 45. The application program 46 and the cipher program 47
are programs executed by the CPU 41.

Fig. 20 shows mechanism for calling the cipher program 47 by the
application program 46 which is operated on the radio communication

25  control unit 20.
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the plaintext data M and returns the ciphertext data C. If the cipher
5 program 47 and the decryption program are the same, the cipher program 47
is called using parameters of the key K, the initial value IV, the ciphertext
data C, and the plaintext data M.
Further, the cipher program 47 can be implemented by a digital
signal processor and a program read and executed by the digital signal
10  processor, though which is not shown in the figure. Namely, the cipher
program 47 can be implemented by combination of the hardware and the
software.
The above explanation referring to Figs. 18, 19, and 20 applies to the
encryption, however, the decryption can be implemented in the same way:.
15 The encryption system or the decryption system can be installed to
an electronic devices. The system can be installed in all kinds of electronic
devices, for example, a personal computer, facsimile machine, a cellular
phone, a video camera, a digital camera, or a TV camera. In particular, the
feature of the embodiment can be accomplished effectively when the data
20 from multiple channels is encrypted/decrypted. Or the implementation of
the embodiment can be effective in case where data is received at random
from multiple users and decrypted, or data for multiple users is generated at
random and respectively encrypted in real time. Namely, the

encryption/decryption of the above embodiment can be extremely effective

25 when the number of apparatuses for encryption/decryption is small



910%1| & ()-[zWIEDCO h h!'S ' 91 10%4| & ()-% 10%4| & () - #, 10%4| & ()- !
1094 & ()-1 ml0%| & ()- 10%| & ()-9QOdEbCO h h!'Sl 3mL0%| & () -

1109 & () -/ F #1094 & ()- | -109%4| & ()- _+ 10%4| & ()- )!10%| & ()-0t Vb@ h
h! S| S#10% | & () - M510%}| & ()- 104| 104| 5304| :"10%| & ()- ,810%| & ()- 6
10%}| & ()-V1Z<z[ 9b@ h h!\' -#10% | & ()- y#10%' & ()-111 y#10%|}|& ()-1!N

y#10% | & () -1 S#10%4& ()-M HS#10% | & () - Mc% S40 hS, s10%4| & () - 10%4| & () -
S10%4| & ()- 104040 104040 104040 ' - #10%0408' () - ! X' - #109%&' () - UX[ "dEr S40
hS, s10F: 10%| & ( -/_10tyﬁ| & ()-Y0%4| & ()-1 110%4 & () -

110%4| & cpmpegad arith the pumbenofglatadugdsbebe prcryntedjdecrypted.  For

d& ()-:!S"10%h& ()-: @0% h& ()- 104] 104| 104| #L!10%} & ).-\/IQ!;/ ~ =0

h' S#10% &expmile; teienariiptian(decryptiovphihe gbavesimbadunarg ig)high

#10% " & ()-1 #10% | & ()-1 UMK ~\ =0 hf #10% [ & ()- M f #10%h& () - MS10% h& () -
10 h 10 heffectivemilonm agpliod bo Xide BrrOdmipxitar Whiok Hejs<to\sup po#t Asny

V& ()-! NV#109%mhnh& () -#10% & () -! SV#10%shsh& () - #10%

& ()-! S#1@Uehs bémputélisldtNerbiPe BtatickDo#lh dinfe)contid ¥Hitwhlich ha¥edb &ollpet 10 10
10 1#10% & ()-M S1#10%.s. & ()-M wdE~_ @ hY SZ10%| & ()-L10%}| & () - 39

10%4| &5() -andldi¥iBute datalRdél/te fanyUdllusar phéded~_@ hl #10%l| & () -

1 410%1| & () -1 10%1| & ()-10%| & () - S#10%| & ()-1 10%}| & ()- @E~ @ h/

109%4| & () - - ! 10%h&he)above ek¥f1& fhe radid 2dM¥hiichtion LREo&unit 26 Q%dl & () -
the confidentiality/integrity processing unit 40 are connected with the
parallel interface through the bus, however, the serial interface can be used
for connecting the radio communication control unit 20 and the

10 confidentiality/integrity processing unit 40. Further, in the above
explanation, the terminal IF unit 10 and the confidentiality/integrity
processing unit 40, the 30 and the confidentiality/integrity processing unit 40
are connected with the serial interface, however, the parallel interface can be
used for processing at a higher speed instead of the serial interface.

15 In case of Figs. 9 and 10, the confidentiality processing unit 460 is
provided inside the confidentiality/integrity processing unit 40, however, the
confidentiality processing unit 460 can be provided independently from the
confidentiality/integrity processing unit 40, and the confidentiality

processing unit 460 can be placed between the terminal IF unit 10 and the

20 radio communication unit 30.

Industrial Applicability
As has been described, according to the foregoing embodiments,
plural pieces of data are previously stored in the buffer, which enables to

25 perform the confidentiality processing and the integrity processing at a high
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the load of the CPU and the bus.

5 Further, according to the above embodiment, multiple confidentiality
processing units and multiple integrity processing units are provided inside
the confidentiality/integrity processing unit according to the number of
channels or the amount of the data, enabling high speed data processing by

the simultaneous parallel processing.
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data, and

10 wherein, by previously storing the random number sequence in the
random number sequence memory, generation of the random number
sequence by the encryptor and the operation of the plaintext data and the
random number sequence by the operating unit are performed
asynchronously.

15 2. The encrypting apparatus of claim 1, wherein the encryptor starts
the generation of the random number sequence before the operating unit
inputs the plaintext data.

3. The encrypting apparatus of claim 1,
wherein the encryptor inputs at least an encryption key and a length

20 of the plaintext data, generates the random number sequence having the
length of the plaintext data using the encryption key, and makes the random
number sequence memory store the random number sequence generated,
and

wherein the random number sequence memory includes a buffer for

25 outputting the random number sequence stored in case that the operating
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the operating unit inputs the plaintext data corresponding to plural
channels;
5 the encryptor inputs channel identifying information for identifying
a channel and generates the random number sequence for each of the plural
channels;
the random number sequence memory stores the random number
sequence generated by the encryptor for each of the plural channels; and
10 the operating unit inputs the random number sequence
corresponding to each of the plural channels from which the plaintext data is
input and encrypts the plaintext data.
5. A decrypting apparatus comprising:
a decoder for generating a random number sequence;
15 a random number sequence memory for storing the random number
sequence generated by the decoder; and
an operating unit for inputting ciphertext data, performing an
operation of the ciphertext data input and the random number sequence
stored in the random number sequence memory, and outputting plaintext
20 data, and
wherein, by previously storing the random number sequence in the
random number sequence memory, generation of the random number
sequence by the decryptor and the operation of the ciphertext data and the

random number sequence by the operating unit are performed

25 asynchronously.
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inputs the ciphertext data.
1. The decrypting apparatus of claim 1,
5 wherein the decryptor inputs at least a decryption key and a length
of the ciphertext data, generates the random number sequence having the
length of the ciphertext data using the decryption key, and makes the
random number sequence memory store the random number sequence
generated, and
10 wherein the random number sequence memory includes a buffer for
outputting the random number sequence stored in case that the operating
unit inputs the ciphertext data.
8. The decrypting apparatus of claim 5, wherein:
the operating unit inputs the ciphertext data corresponding to plural
15 channels;
the decryptor inputs channel identifying information for identifying a
channel and generates the random number sequence for each of the plural
channels;
the random number sequence memory stores the random number
20 sequence generated by the decryptor for each of the plural channels; and
the operating unit inputs the random number sequence
corresponding to each of the channels from which the ciphertext data is
input and decrypts the ciphertext data.

9. A message authentication code generating apparatus comprising:

25 a data memory for inputting and storing X (X>2) pieces of data and
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generating X message authentication codes corresponding to the X pieces of
5 data, and outputting the X message authentication codes together as a
group.
10. The message authentication code generating apparatus of claim 9,
wherein:
the message authentication code generating apparatus is connected
10 to a central processing unit through a bus;
the data memory inputs the X pieces of data and the data of X control
signals together as a group from the central processing unit through the bus;
and
the message authentication code generating unit outputs the X

15 message authentication codes generated together as a group to the central

processing unit through the bus.
11. A message authentication code appending apparatus comprising:

a data memory for inputting and storing X (X=2) pieces of data and
data of X control signals;

20 a message authentication code generating unit for inputting the X
pieces of data and the data of X control signals stored in the data memory,
generating X message authentication codes corresponding to the X pieces of
data, and outputting the X message authentication codes together as a

group; and

25 a message authentication code appending unit for inputting the X
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authentication code generating unit, appending X message authentication

codes to the X pieces of data, and outputting the X pieces of data having the
X message authentication codes appended.
5 12, An integrity verification apparatus comprising:
a data memory for inputting and storing X (X=2) pieces of data
having X authentication codes appended and data of X control signals;
a message authentication code generating unit for inputting the X
pieces of data and the data of X control signals stored in the data memory,

10 generating X message authentication codes corresponding to the X pieces of
data, and outputting the X message authentication codes together as a
group; and

an integrity verification unit for inputting the X message
authentication codes output together as the group by the message

15 authentication code generating unit, comparing the X message
authentication codes input and the X message authentication codes
appended to the X pieces of data to verify integrity of the X pieces of data.
13. A radio communication apparatus comprising:

a terminal interface unit for inputting data;

20 a radio communication control unit for inputting the data input by
the terminal interface unit and processing the data based on a protocol, and
outputting a result of the processing;

a confidentiality processing unit for inputting a control signal and
the data from the radio communication control unit, performing

25 confidentiality processing by encrypting the data input based on the control
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control unit; and

a radio communication unit for inputting, modulating, and sending
the data output by the radio communication control unit, and

5 wherein the confidentiality processing unit includes:

an encryptor for starting generation of a random number sequence to
be used for encrypting the data before the data is input, and outputting the
random number sequence generated;

a random number sequence memory for temporarily storing the

10 random number sequence output by the encryptor before the data is input;

and

an operating unit for inputting the data and encrypting the data by
performing an operation of the data input and the random number sequence
stored in the random number sequence memory.

15 14 A radio communication apparatus comprising:

a terminal interface unit for inputting data;

a radio communication control unit for inputting the data input by
the terminal interface unit and processing and outputting the data based on
a protocol;

20 an integrity processing unit for inputting a control signal and the
data from the radio communication control unit, performing integrity
processing by generating a message authentication code for the data input to
detect tampering based on the control signal input, and outputting the data
processed to the radio communication control unit; and

25 a radio communication unit for inputting, modulating, and sending
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wherein the integrity processing unit includes:
a data memory for inputting and temporarily storing plural control
signals and plural pieces of the data together as a group; and
5 a message authentication code generating unit for generating plural
message authentication codes for the plural pieces of data stored in the data
memory using the control signal, and outputting the plural message
authentication codes together as a group.
15. A radio communication apparatus comprising:
10 a radio communication unit for receiving and demodulating data;
a radio communication control unit for inputting the data
demodulated by the radio communication unit, and processing and
outputting the data based on the protocol;
a confidentiality processing unit for inputting the control signal and
15 the data, performing a confidentiality processing by decrypting data for the
data input, and outputting the data processed to the radio communication
control unit; and
a terminal interface unit for inputting and outputting the data
processed by the radio communication control unit, and
20 wherein the confidentiality processing unit includes:
a decryptor for generating and outputting a random number
sequence to be used for decrypting the data input before the data is input;
a random number sequence memory for temporarily storing the

random number sequence output by the decryptor before the data is input;

25 and
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16. A radio communication apparatus comprising:

5 a radio communication unit for receiving and demodulating data;

a radio communication control unit for inputting the data
demodulated by the radio communication unit, and processing and
outputting the data based on the protocol;

an integrity processing unit for inputting a control signal and the

10 data from the radio communication control unit, performing integrity
processing by generating a message authentication code for the data input to
detect tampering based on the control signal input, and outputting the data
processed to the radio communication control unit; and

a terminal interface unit for inputting and outputting the data

15 processed by the radio communication control unit, and

wherein the integrity processing unit includes:

a data memory for inputting and temporarily storing plural control
signals and plural pieces of the data together as a group; and

a message authentication code generating unit for generating plural

20 message authentication codes for the plural pieces of data stored in the data
memory using the control signal, and outputting the plural message
authentication codes together as a group.

17. An encrypting method comprising:
starting generating a random number sequence before inputting

25 plaintext data, and previously storing the random number sequence
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generated in a random number sequence memory; and

inputting the plaintext data after the starting generating the random
number sequence, performing an operation of the plaintext data input and
the random number sequence previously stored in the random number
sequence memory, and outputting ciphertext data.
18. A decrypting method comprising:

starting generating a random number sequence before inputting
ciphertext data, and previously storing the random number sequence
generated in a random number sequence memory; and

inputting the ciphertext data after the starting generating the
random number sequence, performing an operation of the plaintext data
input and the random number sequence previously stored in the random
number sequence memory, and outputting plaintext data.
19. A message authentication code generating method comprising:

inputting and storing X (X=2) pieces of data and data of X control
signals in a data memory; and

inputting the X pieces of data and the data of X control signals stored
in the data memory, generating X message authentication codes
corresponding to the X pieces of data, and outputting the X message

authentication codes together as a group.



