14 April 2005 DESCRI PTI ON RECORDI NG APPARATUS AND METHOD, REPRODUCI NG
APPARATUS AND METHOD, AND MEMORY MEDI UM Technical Field The invention
relates to recordi ng apparatus and method, reproducint? diFaraf8e® and

met hod, and a nenory nedium which are suitable for use in a case where
when data of contents is recorded/reproduced to/froma disc such as a CD
(Compact Disc) 2, the data is encrypted in order to protect the contents

data. Background Art In recent yedser@atrapof contents can be easily
copied owing to the spread of a recordable nenory nedium such as CD-R

(Conpact 'Di sc Reamcmm]ﬂm)c G!leAm/S( GEomp MErHOD, S RERRWVbICaRGe) . A service
such that nusic data is distributed onto a network has been started to

spread owi ng to th@PFARATHSTEND METHOS® ,naNdOMEMORNeMEDAU®, it is beconing
an inportant issue to protect a copyright holder by restricting copy and
~reproduction of. contents data such as  audio data. Htherto, an SCM5(Seri al
Copy Managenent System = has been used as copyri ght management informati on

for  prot ederhgigadi Elééﬂa In the SCMS, "copy freely"/"copy never" and
"copy one generation” can be managed. However, if only the SCVM5 i s used,
only sinple copyri ght® ﬁaﬁ‘fh‘@%‘hﬁﬂn T2laser topssosdinganraratys pedal copy i s

merely pre%g@he %%%rd%uc1ngapparatusandmethod andamemorymedmum
whicharesultableforuseinacasewherewhendataofcontents
is reCOrdeci_/reproduced to/from a ‘d“ius;:: such as a CD '(Co'mpﬁact,
Disc} 2, thedataisencryptedinorder toprotect the contents

Jdata,

dekground Art
In recent years, data of contents can be‘easily
copiéd'owing to the'spread of a recordable memory medium
| 'such as CD-R (Compact Disc Recordable) or CD-RW (Compact
- Disc ReWritable). A’servicé'such that music data is
distributed onto a network has been started to spread owing
to the development of the network. Therefofe,itisbecdming
an important issue to protect a copyright holder by-"
r'restricting'cdpy‘and.reproduction of céntents data such as
audio data.
Hitherto,anSCMS(SerialCopyManagementSystem)
has been used as copyright management information for
protecting audio data. In the SCMS,.“copy freely"/"copy
never" and "copy one generati9n“‘can be managed. Howeﬁer,

if only the SCMS is used, only Simple copyright management




Therefore, copyright managenent information in a conplicated format such.
that restriction of the nunber of copies, restriction of the nunber of
reproducing tinmes, restriction of a reproducing tine, 1&Ha%d, 26P5t he |i ke
can be perfornmed is necessary. If the copyright managenent infornmation
such that the restriction of the nunber of copies, the restriction of the
nunber of reproducing tinmes, the restriction of a reproducing tine, the
charge, or StI5& EhRE ardd lswadechpynbe Neraisedreyenysdccpi due meate -be
reproduced only the %redeternined nunber of times or only for a

predet er mi ned peri od [GFTEERES nCOPHELIRE BROFERMEBE dnfqrmatiipmdssi bl e to,
execut e services.i.n _yariqus fgrns such that if the nusic piece is charged
for, the misF&mPHiLER ega£05@a APWEY TR iaRiF it ion 1 (RS aupbege s
charged for i - ordance wi.th the nunber of reproducing tines or a

r epr oduci naftlg%%?ggah(fet#erﬁc:%k on p ?ﬁ%ﬁ’u@fe\ﬁ ‘8155'9%‘35{%’?‘1%&1“‘@ ‘is
necessary ] .dat a. t o _enabl g desired nusic

pi eces amﬁgsﬁgggxg?eégga ggg?:g;gh?,-%gg ﬁlelﬁr%‘r ;ﬁr?ercﬂ%mofog%%%ﬁksetgﬁgd to the

redet er m gad r.af sLepLa Lag ti+ . ' eri od of
p or mi BedpuEBehedl 1k Héeeggseﬁé St é&ggy%%rpé ﬁ%ﬁé@éﬁihp

time or enable only the user wno s been charged 1o _ e nusic
pi eces. |tihfo2h80ioNRERESEHANt tRe SRR IR SORhEM MR & LBpoRder to

prevent an illegal copy frombeing frequently perfornmed. For this
purpose, keheinéstnbttoontof deneypimbde €NCrypro@icify PERESSafNe 14 April
2005 As nentioned above, in case of selling or -
restriction of a reproducing time, the charge, or the like
can be perfo:med is useq, a music piece can be reproduced
only the predetermined number of times_or only for a
prgdetermined period of time in order to be monitored. It
1s possible to execute services in various fofms'suéh that
if the_music_piece is charged for, the music-piece-cén be
always listened to, the music piece is charged for in
accordance witﬁ the number of reproducing times or a
reproducing time, and the like.

If such services are started, it is necessary to
'encryptthecontentsdatasoastoenabledesiredmusicpieces
émong musiq pieces stored in a memory medium to be listéned
fo the predetérmined number of reproducing times ér for a
predetermined period of time or enable only the user who
has been charged to listen to the music pieces. It is also
necessary to encrypt the contents data in order to prevent
an illegal copy from being frequently performed. For this

‘purpose, key information to decrypt the -encryption is

necessary.




di stributing the contents data such as audio.data, the copyright
managenent i nformation and the key information which is used for
decrypting the encryption are necessary.. Since the cbhymirght 26@magenent
information or key information has a size of at nobst about 256 kbits, it
hardly .becones'a burden on a nenory capacity.. However, it is necessary
to take security into consideration |est the copyright nmanagenent
information or key i rHom@itivhd@atvidle iQUictisde o de 18y lor- rewritten.

I f the copyright nanagenment information and the key inforrmation which is
used for detisiptimg it e oppttients @t a RSRH e¢ aRide.d did) dala ar ea.
together with the contents data, a data capacity for which the contents
data can beonvwdahdethangagengontetnbygraat aopuatd citie espondidugnidtelat o, and
there is also a possibility that the copyright managenent information or
the encryptdeh AfdiTrd fon deakertbng e sncsidbiandais nemassdgn, so t hat
there is a_problemon the: security. In the case where the menory nedi um
is, for ex&PICE the EBPYTAGHE MangIspeRsd infermpyione c&operi ght nanagenent

information ar the . encryption inforpation js inserted into a subcode.
However d(i}fniCrl a%ﬂ‘f)élrc%% Pott FRLTRT S9R; BREAT I5R/EPLES i kit fREMIbcode.

Th IS & -3 .C - WA t f_th bcode i itten each ti t he
di'sc i s edrragnipy & BulliRhP Rt nelry BaBROERYE ) HoveuRR | oht 1 £ pr ovi de
- recor ding. n3pRALALYS +aNEaE! Qegur%g?f'ege 8ndfabPhthof022:2PRRLA Us and

g
met hod, and a nenory rregl_;um stora I n Wwh )
rcopyright'management information or key information leaks

to'the outside or is easily rewritten.

If the copyright management information'and.the
key information which is used for decrypting the encryption
afeinsertedinhaamaindatéareatogetherwiththecontents
daté; a data capacity for which the contents data-cén'be
recorded is redﬁced by an amount corresponding thereto, and

';there is also a possibility that the copyright management
information or the encryption information leaks to the
ocoutside and is rewrittén, so‘that_there is a problem on the

~ security.
| | Inthedasewherethememoeredidmis,forexample,
a CD,'there is a method wheraby the copyright management
~information or the encryption information is inserted into
a subcode. However, défined inforﬁatibn has already beén
inserted in the subcode. There is also a case whére data
of the subcode is rewritten each time the disc is edited.
| It is, therefore, an object of the invention to

provide recording apparatus and method, reproducing
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copyright information and key information can be safely stored and they do
not becone a burden on a data capacity. Disclosure of Invention In
accordance with a first aspect of the invention, .theté Amrigr@PPled a
recordi ng apparatus conprising: input neans for inputting encryption data;
and recording neans for recording said encryption data which is inputted

into a daipaRas0Rnd TR, TRHUD havdly, nda data AR, ad sadrdd area,

and a | ead-out area and recording additional information corresponding to
said eneioyptdightdai Arb Aot Sah d drepdxeyt ad eskmaiesel kasai Be MRYEF L yTEdi UM
has a first recording area and a second recording area; non-encrypted data
has been steceddedd nheledbi nst beeonedinguaden; ogoapdiessechpat Bty S
encrypted and recorded in the second recording area; and key infornmation
necessary for decrypting encrypted data recorded in the second recording
area has been recorded. in the additional information. In accordance with a
second adPsclostreneti ARERRESAN there is provided a recording apparat us
conpri si ng: i%ggt nmeans for in utti@g encryption data; and recordi ng neans

for recordi ng*§aidf ot 'datd TwAPEh AS0Spifth e ¢ ntBVEBEA°Breas on a
Tenory Mgl havingy hg Bl YEALLbn PRt a A eaS A AR Tty of Tead-n
. input means for inputting encryption data; and
recording means for recording said encryption data
which is inputted into a data area on a memory medium having
the data area, a lead-in area, and a lead-cut area and
recording additional information corresponding to said
encryption data into said lead-out area; wherein
said memory medium has a first recording area and a
second recording area;
non-encrypted data has been recorded in the first
recording -area;
compressed data 1s encrypted and recorded in the

second recording area; and

key information necessary for decrypting encrypted
data 'recorded in the second recording area has been

recorded in the additional information.

In accordance with a second aspect of the invention,
there is provided a recording apparatus comprising:

input means for inputting encryption data; and

recording means for recording said encryption data
which is inputted intoc data areas on a memcory medium having
the plurality of data areas, a plurality of lead-in areas,
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and a plurality of |ead-out areas and recording additional information
corresponding to said encryption data into one of said plurality of

| ead-in areas or one of said plurality of |ead-out aréashipxiieélh said
menory nedium has a first data area and a second data area on an inner rim
.side and, further, has a first |lead-in area on an inner rimside of said

first datshdarea, @1uddistty) eadrout; LR AN apreuker Jidn sidecehiggi d first
data area, a second lead-in area on an inner rimside of said seCond data

area, anthddsecendl | eatrdrtatabga e8redspdidiely kM skdeq ofrsalghrsggond data
area; said recording neans records sai cFencrypti on data into'said second
data arealsad iraeorstse sef dsatli piwnali tiynfodr MRfidoin bRtasabrl east ogne of
said second | ead-in area and said second | ead-out area; said recording
means r ecaids pllheaaddy tdfonalad-ah:ar aBEaSN whasr€apyri ght managenent
information for restricting reproduction/copy of said encryption data into
at | east one d¢f@ic@egoat Fivdlivdadiasn sarfda sindlada ersecand! |eapasmd ar ea;
and said yecordi ng neans records the additional information as a

decrypt i r?&tl?efli‘e@r YocYptPRG s H - s yprdonfastReint brat 2l &distone of
said second lead-in._ area and said secqnd %ea%;;f . area. I n _accordance with
a third aspectlof TRHeSt mbmsE, ThEree| oF o Sk r%éﬁtao&lfgiangaappar at us

COMpI | S1 g dieatl NALAMANSLOT dreadh ng,Qul. gl ygi&g%@%@@ggg of a
plurality ofs data areas on a nenory nmediumhavi ng the 14 ri 5
. data area, a second lead-in area on an inner rim side of
said second data area, and a second lead-out area on an
- outer rim side of saild second data area;
said recording means records said encryption data into said
second data area and records said additional information
into at least one of said second lead-in area and said
second lead-cut area;
| said recording means records the additional information
as copyright management information for restricting
-reproduction/copy of said encryption data into at least one of
said second lead-in area and said second lead-out area; and
said recording means records the additional
information as a decrypting key for decrypting said

encryption data into at least one of said second lead-in

area and sald second lead-out area.

In accordance with a third aspect of the invention,
there is provided a reproducing apparatus comprising:
reading means for reading out encryption data from one of

a plurality of data areas on a memory medium having the




decrypting said

plurality of data areas, a plurality of |ead-in areas, and a plurality of

| ead-out areas and reading out additional information corresponding to
said encryption data fromone of said plurality of |eba#l-Apridr @8850r one of
said plurality of |ead-out areas; and reproduci ng neans for reproducing
said encryption data in accordance with said read-out additional

i nf or mat iglmraltber €f Ndsed oI PEdrdm Basod fesstidalfeaay,eandnd a second
data area on an inner rimside and, further, has a first lead-in area on

“an i nner plumaside off salaehd-onst datas aremal meddingt baad- addit@arcealon an

outer rimside of said first data area, a second |ead-in area on an inner
ri m si de igfforgatgdor ecornbdmnaiagete st erssumidoneddtaufrem exye on an
outer rimside of said second data area; said reading neans reads out said

“addi ti on&f SedfoPdRERbhtY r of deadeHstaRs ofr <Hied Sleceid IRBEElAtArea  and

sai d second .| ead-out area; said reproduci ng means reproduces said
encrypti &t 1§2CT Wi GFS°Sr 886rded in said second data area in accordance
with said additional Lnfornatio%; said.r adLn% neans reads gut t he

addi tional i AfSFENEN % C8y right “hanagéentft SPrfor P ER-1St

repr OdUG!d OICORY OF , 21 L GNGLYPLLAN: AR A T30 8L jLgast one of

restricthg

- 5 T et e atieh cadi
said second | ead-1 n ‘area and sal second | ead-o6u area; and sai readi ng

nmeans reagglarayl, the additional infornmation as a. decrypting key for

said memory medium has a first data area and a second
data area on an inner rim side and, further, has a first
lead-in area on an inner rim side of said first data area,
a first lead-out area on an outer rim side of said first
data area, a second lead-in area on an inner rim side of
sald second data area, and a second lead-out area on an
outer rim side of said second data area;

said reading means <reads out said additional
information from at least one of said second lead-in area
and said second lead-out area;

said reproducing means reproduces sald encryption
data which 1is recorded in said second data area in
accordance with said additional information;

said reading means reads out the additional
information as copyright management information for
restricting reproduction/copy of said encryption data from at
least one of said second lead-in area and said second lead-out
area; and

said reading means reads out the additional

information as a  decrypting key for decrypting said




6 14 April 2005 encryption data fromat |east one of said second |lead-in
area and said second | ead-out area. In accordance with a fourth aspect of
the invention, there is provided a recording nmethod cbinfwpirsingCéhe st eps
of : inputting encryption data; recording said encryption data which is
inputted into data areas on a nenory nedium having the plurality of data
areas, acplafpkiby efatlheathdn &f easasBndna J usaldt ¥eBbndieadaautinareas;

and recording additional information corresponding to said encryption data
i nto one agfeasand phirdaketyndf léaddout navseas or one of said plurality of
| ead- out areas, wherein said nmenory nediumhas a first data area and a
second data area on an inner rimside and, further, has a first lead-in
area on an inner rimside of said first data area, a first |ead-out area
on an outer riim sicderafanceainwd thi rsstfdlatiah argsecta seciane 1eeshthomy ea on an
inner rimside of said second data area, and a second | ead-out area on an
~outer rimheirde icf maivd dset end-adatad iare ane thewb rahimyr sHidy enfoe ypteps dat a
into said second data area and records said additional information into at
| east omd:of said second |ead-in area and said second | ead-out area; 7
inputting encryption data;
recording said encryption data which is inputted
into data areas on a memory medium having the plurality
of data areas, a plurality of lead-in areas, and a
plurality of lead-out areas; and
recording additional information corresponding to
said encryption data into one of said plurality df lead-
in areas or one of said plurality of lead-out areas,
wherein
said memory medium has a first data area and a
second data area on an inner rim side and, further, has a

first lead-in area on an inner rim side of said first

data area, a first lead-out area on an outer rim side of

said first data area, a second lead-in area on an inner
rim side of said second data area, and a second lead-out

‘area on an outer rim side of said second data area;
recording saild encryption data into said second data

area and records said additional information into at least

one of said second lead-in area andlsaid second lead-out

areasy




14 April 2005 recording the additional information as copyright nmanagenent
information for restricting reproduction/copy of said encryption data into
at | east one of said second lead-in area and said secbhdrpmEdd260b area;
and recording the additional information as a decrypting key for
decrypting said encryption data into at | east one of said second |ead-in
area and sai d reeeeftineadhout agadeaioddl acoofdanRaaon t sa fddkmigepect of
the invention, there is provided a reproducing nethod conprising the

st eps of manegdmagt oumfemarypbhorfaat acftwimtdng akepacphatriany/typwpf ofat a

areas on a nenory medium having the plurality of data areas, a plurality
of | ead- isaidr ercrypaadn adatiaurialtpt gt oledshidonrutofarssisl segmdidnd eedt-inddi ti onal
informati on corresponding to_said encryption data fromone of said
plural it Pr6f PBAdSIH saoRs dpadneulefare@/deprural ity of | ead-out areas; and
reproduci ng said encryption data in accordance with said read- out
addi ti onal infFecRECiien, thiserdsidi tdaing Ineparnaddiaim ams? adeFrsPtdaga area
and a second data area on an inner rimside and, further, has a first

| ead-in &°¥a fOF APITHRIING mMaideeRFr i P dalia dt atlealeast { PR

. lead-out area . on an outer rimside of said first data area, a second
lead-in ffed?sf SRCPRRelciThTsidEDRANE FHH S S WaCadgO8s, 3&/d -a second

| ead-out area on an outer rimside of said second data area; reading out
said additional information fromat |east one of said second |lead-in area

and said second | ead- out ) . . .
En accordance with a fifth aspect of the invention,

there is provided a reproducing method comprising the
_steps of:

reading out encryption data fram one of a plurality of data
areas on a memory medium having the plurality of data areas, a
plurality of lead-in areas, and a plurality of lead-out areas;

reading out additional information corresponding to said
encryption data from one of said plurality of lead-in
areas or one of said plurality of lead-out areas; and
reproducing said encryption data in accordance with said read-
out additicnal information, wherein

said memory medium has a first data area and a second
data area on an inner rim side and, further, has a first
lead-in area on an inner rim side of said first data area,
a first lead-out area on an outer rim side of said first
data area, a second lead-in area on an inner rim side of
sazid second data area, and a second lead-out area on an
outer rim side of said second data area;

reading out said additional information from at least
one of said second lead-in area and said second lead-out
area; | |

Ta




.area; 14 April 2005 reproducing said encryption data which is recorded in
said second data area in accordance with said additional information;
readi ng out the additional information as copyright nafadeneEnt200Af or mation
for restricting reproduction/copy of said encryption data from at | east
one of said second lead-in area and said second | ead-out area; and reading

out the addi titdodudiQigredd o asciyprdesr YRitangnkey far decrypyi ng said
encryption data fromat ~ | east one ‘of said second |lead-in area and said

second | eadd GiHcoatedatlhn AGe0r dang8cwiindeSiwitth asprst aghithenhnvention,
there is provided a nenory nedi um which has a plurality of data areas, a

pluralityrmfordm@adony areas, and a plurality of |ead-out areas and in which
encryption data which is inputted into said data areas is recorded and
addi tional i rfegdisnd onitcothespdadicigned saifcdrerdriypt ian dapgrightrecorded
into one of said plurality of lead-in areas or one of said plurality of

| ead- out TRTEgEMaerigiiP Bt ofentry heditintiay Fepredectisuucdbiigoarea and a
second recording area; non-encrypted data has been recorded in the first

r ecor di nG2aPe SNCEINpY WS SBdadirani 2t elRasiptde &hdsprid operedd HefReinsecond

record'n%r%Eegﬂi%ﬁ%x#%%cbﬂ&oféggléﬁ%'agggFiﬁﬁiy for decrypting encrypted

reading out the additional information as a
decrypting key for decrypting said encryption data from at
least one of said second lead-in area and said second lead-

out area.

In accordance with a sixth aspect of the invention,
there is provided a memory medium which has a plurality of
data areas, a plurality of lead-in areas, and a plurality of
lead-out areas and in which encryption data which is
inputted into said data areas is recorded and additional
information corresponding to said encryption data is
recorded into one of said plurality of lead-in areas or one of
said plurality of lead-out areas, wherein

sald memory medium has a first recording area and a
second recording area;

non-encrypted data has been recorded in the first
recording area;

compressed data 1is encrypted and recorded in the
second recording area; and

key information neceséary for decrypting encrypted
data recorded in the second recording area has been

recorded in. the additional information.

b




data recorded in the second recording area has been recorded in the
additional information. 7b 14 April 2005 Brief Description of Drawi ngs Fig.
1 is a schematic diagram of an exanple of a disc to whicdpniRezPhvention is
applied; - Fig. 2 is a block diagramof an exanple of a recordi ng apparatus
to which the invention is applied; Fig. 3 is a block diagram of an exanple
of a reproducing apparatus to which the-invent ion is applied; Fig. 4is a

schemati ¢ @iragrameelran Qe Riavdnggcording format of copyright
managenent information and key information; Fig. 5is a flowhart for use

in explanation of tlegr.epredusi HghapRelatdibadganh £ hard Recdrprantdson i s
applied; Figs. 6A to 6D are schematic diagrans fore use in explanation of
an enbodi mendisé ttdhehimhehhéamvdiigton 14 appl¥BPiareigclzensta Gidickgr ans for
use in explanation of the enbodinment of the invention, Fig. 8 is a
schemat i ¢ dilagram odHfamaasahpileexamprecofdangiappam s th winibch hent i on i s
applied;, and Figs. 9A to 9D are schematic diagrans for use in _explanation
of the. enbdBVABRLOBILY APPLARENtEIoh. 3Basa sk dbrgxam ofi sy e@amptlige

I nvention An enbodi nent of the invention will'be described hereinbel ow

Wi th ref er BhGTFERFIMCHRARPRT 2 LA q WA tBR 1nvendifiammbs appadedsxanypl e,

“when it .is_used f.or-enc tin data of contents and protecting the data
when the cBhfent dS ﬂafﬁﬁg'ga?:égo‘?ﬂ%%?%;?rfoﬁﬂc%ﬁarf%}'?r‘bﬁlacﬁgfm n8s an

opti cal difgrﬂgyigg 805?%98h%igg£ &e&gnt information and key -
information;_Fig. 5 is a flowchart for use in explanafion
~ of the reproducing appardtds to which the invenfipn is
applied; Figs. 6A to 6D are schematic diagrams for use in
éxplanation.of an embodiment of the invention; Figs. 7A to
7D aﬁe schematic diagrams for use in explanation of thé
rembodiment of the invention; Fig. 8 is a schematic diégram
bfanotherexampleofadisgtdwhichtheinventiqnisapplied}
and Figs. 9A to 9D are schematic diagrams for use in

explanation of the embodiment of the invention.

Best Mode for Carrying Out the Invention
An embodiment of the invention will be described
hereinbelow with reference to the drawings. The invention
is suitable, for example, when it is used for encrypting
data of contents and protecting the data when the contents

- data is recoxrded/reproduced to/from Cch2.
CD2 is an optical disc having a shape similér to
that of the ordinary CD and is separated inte an area AR1

on the inner rim side and an area AR2 on the outer rim side
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that of the ordinary CD and is separated into an area ARL on the inner rim .
side and an area AR2 on the outer rimside 8 14 April 2005 as shown in Fig.
1. Amrror portion M is provided between the area ARL? pmifh20@hner rim _
side and the area AR2 on the outer rimside. Alead-in area LINL is
provided in the innernost rimof the area ARL on the inner.rimside and a

| ead-out area LOUT1 is provided in the outernost rim lead=in area LIN2 is
provided in th‘e3 i nnerpost rimof the area. AR2 on the outer rimside and a

t . 2 . .
| ead- out arfSaSEOA™ {49prlovi AU T TR RETHIPB bdE RTeidRA DEt¥RSRe, nusic
data i d d it is-into th ARL t he i i
Srde so tnare predoaRt ol It bin' it APRarbee it &oihe n the |
AR1 i jde, | ] i IS d either.
O The ot naHRE, FUACEEET 2hoSeqliol S¥es HIYBLS Prdgidly HICELTT B L
musi ¢ dat a jin% ecARREC 23R PYt AE I PR on AL 01 e}?éfﬁar.scirdé N%d Lke and

recorded so that data can be recorded at a dou ensity an afafi nity

with a per3geadl-ougOBRHREL.OORN D8 HELA A& 1 BYL IO BRI ESTId: thig, hugi ¢ data
by MP3 or the |like and recording it, a recording capacity can be increased

and the daflaadatinberbarmiines by provila@dsyat ene Sinddm@ist aitmale ehet he
personal conputer. In the area AR2 on the outer rimside, since the data
is often taken AR2 ohothdeowtesixien divke datdaa deadebypt adeandov®zor ded. As
menti oned above, CD2 can be reproduced by the :
- is provided in the outermost rim.
For example, music data is recorded as PCM aata
as it is into the area ARl on the 'i'n.ner rim side so that
| it can be reproduced evén by an ordinéry Cb ;play‘er. In the
- area AR1 on _the inner rim side, usually, encryption :'L's nof
, _eXecuted either. |
| On the other hand, in the area AR2 on the outer |
| rim"sic-Ie, for example, music data is compressed by Mi’3 (MPEG1
Audio Layer-3) or the like and recorded so that data can
be recorded at a double density and affinity with a personal
computer can be obtained. By compressing the music data
'by MP3 or the like and recording it, a recording capacitjr
can be increased and the data can be handled by a file system
s_imilar to that of the personal computer: In the area AR2
. on the out'er rim side, since the data is often taken out
to the outside, the data is encrypted and recordéd.
As mentioned above, CD2 can be reproduced by the
CD player by using the "area AR1 on the inner rim side in

a manner similar to ‘the ordinary CD. By using the area ARZ

on the outer rim side, the data can be handled in an



CD player by using the area ARl on the inner rimside in a manner sim/lar
to the ordinary CD. By using the area AR2Z on the outer rimside, the data-
can be handled in an 9 14 April 2005 interlocking rel at4 éwailna®her with

t he personal conputer. |In such CD2, particularly, the invention is
suitable for use in case of encrypting data of contents when the contents
data is encrypted and recorded/reproduced to/fromthe area. AR2 on the

outer rim sigerfddking $80ME18RaR T H«a ALt HIRCHEIEBHaRRRAAI /Sy, t 0 Which
the invention is applied. In Fig. 2, the contents data is supplied to an

input termnal 1. Forirexamy €D heamantdnird ydatthe S mawditd odatia (nusi c
data). A construction such that besides the audio data, various data such
as notion iswigsida feratdd inigusgect datarynirioy datdatfacofitganmssshedata of a
Web page, etc. is recorded as contents data is considered. .The contents
data from tiHee iggpkents dat@l 1B ieqonymdiede dndo recoaded/peipnpdsiaecli t 4. Key
information K is supplied to an input terminal 2. The key information K
fromthe i LTS Fhgalar2s 2R @Pp(thed o eTh&idnSdsti ng circuit 4. The
encrypting circuit 4 anr¥pts the contents data fromthe input termnal 1

by using the key infdrat ¥ iPOWE AROFFERRLE fHul TRFMARI ZPDATHMHut of the
SnT VP 1955 4B5Lh e TpTHRRLE ke el e P e SRS O o

data is supplied to an input terminal 1. For example, the

ICOntents data is aﬁdio data {music data). A co‘nstruc'tion“‘

:such that besides the audio data, various data'-sﬁch as mot-ion

image data, still image data, program data of games, data

of aWebpage, etc . is reco;:ded ascontentsdatais considered.

A- _Thé contents data from the input terminal 1 J_S sup'plie'd to

én encryptiﬁg circuit 4. .

Key in‘formai_:ion Kis supplied_to an input‘terminal
2. The key information K from the input terminal 2 is
supplied to the encrypting circuit 4.

| The encrypting circuit 4 encrypts the contents
data from the ih_put terminal 1 by using the 'key information
K_from the input terminal 2.

An output of the encrypting qifcuit 4 is supplied
to an error correction encoding circuit 5. In the error
correction encoding circuit 5, an error correction code is
added to the contents data eﬁcrypted by the encrypting

“circuit 4. | |
Anoutput of theerror correction gncoding circuit

5 is supplied to a medulating circuit 6. In the modulating

10




added to the contents data encrypted by the encrypting - circuit 4. An

out put of the error correction encoding circuit 5 is supplied to a

modul ating circuit 6. In the nodulating 10 14 April 2006 Axiridui2f0%, the
recording data is nodul ated by a predeterm ned nodulating system An-

out put of the nodulating circuit 6 is supplied to a recording circuit 7.
An out put of the recording circuit 7 is supplied to an optical pickup 8.
The data is recorded onto a disc 10 by the optical pickup 8. The disc 10
is, for exdAit & ghecesPrddng gk kePadviertesthoa Pretederidasdnput
termnal 2 - is.sypplied to a nmxing circuit.9. ri ght managenent

i nf or mat i oﬁ‘oﬁsuiléalés}&p?pﬁyﬁ o %Pi%%iﬂ“ﬁ é’%miﬁﬁlm‘%)‘ﬁfh‘é“&%ﬁﬁcdﬁtt fanagement

i nformation R_ lied tq. t m _xin lrcuit 9 via a.rewiting circuit
11. An out Qust SyPpAdgl to r?g%e&%%g&intg &gir%“%%pgri ed to the optical pickup 8
via a recording cirgui ay. [ .angd G ' managemnent
information R are re%%r%légg%g;g(}eftﬁg%%%Pqﬂfqgﬁeﬁlgp?ilcé;%%lbslg?l?&p 8. The
copyright rRnagesBpichfOiomlh &, Rrhe ghRhofetian-dQd SRS Bdscf or
exanpl e, copy inhibition/pern ssion, generation management of the copy,
.restrictiao BY the swirhedl @iy s, TRBradestions | Hybekhapiper m ssion,
restriction of the nunber of reproducing tinmes, restriction of a ' :
reproduci ng tiiiee, oindD2. '

The key infofmatibn K from the input'terminal 2
is-suPplied to a mikiﬁg circuit 9. Copyright management
information R is supplied to an input terminal 3. The
copyrightmanagementinformatiohfiiéSﬂppliediﬁjthémixing
cirCurt9#1aarewritingdircuitl1¥ Anoutputofthemixiﬁg
-Circuif 9is s_uppliéd to t.hel"opti;.:a-l"pricku‘p 8viaa teqo_rding
éircuit 12. The kéy information K and copyright management

'informatidﬁiR are recorded onto the disc 10 by the optical
pickup 8.

The copyright management infqrmation R is
information for ménaging, for example, COpY
inhibition/permission, geﬁerationinanagement of the copy,

"restriction of the number of copies, reproduction

" inhibition/permission, restriction of the number of
reproducing times, restriction pf a reproducing time, and
the 1ike. In case of performing the generationinanagemeﬁt
of the copy, the restriction of the number of copies, the
restriction of the number of reproducing‘times, or the
restriction of the reproduciné time, it is nebassary to

"rewrite the dopyright management information R each time

T 11




the like. In case of perform ng the generation managenent of the copy, the
restriction of the nunber of copies, the restriction of the nunber of
reproducing times, or the restriction of the reproduclhdgridez00® is
necessary to rewite the copyright managenent information R each tine 11
14 April 2005 the copy or reproduction is perfornmed. The rewiting of the
copyri ght managenent information Ris perforned by the rewiting circuit

11. The keytHefcpfabiroRefrandceapy! i §hpefBSBGEIEN Thd M OF BRI dF are
recorded into the | ead-out area on the disc 10. That is, the disc 10 is,

for exanpl eheacdpgeight Gihagdnerindafotmtheodi &G opeChdrmes s i n Fig.
1, the - contents data is encrypted and recorded into the area AR2. In this

case, the keyiitfiogmetiromik drd-.d copyri ght managenent infornmation R are
recorded into the | ead-out LOUT2 in the outer rimof the area AR2. Fig. 3
shows a constructi onThe keyeprfduvahgoryKtand copwrifiyt m@nagemeador di ng
signal on a disc 20 is reproduced by an optical pickup 22. The disc 20 is,
for exanpl énf@rmgtiencR &pg. ragosdeduine? e nd- it peapIhes su~plied

p to a dempdul ating circuit 24 via a reproducing anplifier _23. The notion
of the.opt 92&C pPcklPd® 3% iR BdiSCedObys - a%o’éc%’ég"gp ont? 3185 °fuit 30 on

ihe basie ahoa CRRULEle e hSUALELEORE! LS ek Sin e Y] Anod 0OV, the
| contents daté.is encrypted and recorded into the a:ea.ARz.
"_In this case, the key information K and copyright managetnent
information_R are recorded into the.lead—out LOUT2 in the
oute:‘rim of the area ARZ. |

: Fig(3showsaconstructiohofareproduciugsystem.
In Fig-_B,;a récording signal on a disc 20 is-reproducéd
by an optical pickup 22. The disc 20 is, for exaﬁple, a
disc of CD2. An output of the optical pickup 22 is supplied
to a demodulatingrcircuit 24 via a reproducing amplifier
23. The mptién of the optical pickup 22 is controlled oy
an access control circuit 30 on the basis of a control of
a system controller 29,

As mentioned above, the key information K.and-f:he
copyright 'managerﬁeqt information R have been recorded into
the lead-out area on the disc 20. Therefore, in case of
decrypting the data recorded on the disc 20, the optical
pickup 22 is moved to the lead-out area by the aécess control
circuit 30. The key information K énd the copyright
‘managementinformationRareIeadoutfromfheleadJQutarea.

An output of the demodulating circuit 24 is

12




copyright managenent information R have been recorded into the |ead-out
area on the disc 20. Therefore, in case of decrypting the data recorded on
the disc 20, the optical pickup 22 is noved to the | ead-Zutilakéasby the
access control circuit 30. The key information K and the copyri ght
managenent information R are read out fromthe |ead -out area. An out put
of the denodulating circuit 24 is 12 14 April 2005 supplied to an error

correcting gircuit. 25. An error corregtin rocess.i s executed by the error
correcting Sculprpglulietd %? % “odtPu G é‘ngg de‘rrc r &Rt nénc??ﬁ?ﬁ t 25 is
supplied t LG j cQdi | 1 G n plied to.a _key
ranagenent ATSHand pRRE a8 Bty by Rl S pB coft bt Rl

management diHQfifabison feafififiCideChk frbs é&%é%%qﬂt&%ﬁ@%ypti on

decoding circuit 26. The encryption decoding circuit 26 executes a process

for decryptis\@uppiel &Nesudtd At 1166808 OAY Sl i tdag énﬁ)éu‘ﬂy?!lﬁ.@dt he key
information K read out by the key managenent information reading circuit -
27. The copy @ keyepanddgemett iafoeshtiohedebyihbeceepuiicghty . menmgenment
informatiori.R read out by the key managenent information reading circuit
27. An out puitpuft plfetkackgptiamgzoodi ngfomeati tor? Geaidd rguppkicadtt 0 a
reproducing circuit 28. An output of the reproducing circuit 28 is

out put t ed R/oksarupeiped ter fhpakncgyptiAsnndacpedasd aboveiti 26the discs 10
and 20 are

The encryﬁtion dedoding circuit 26 executes a

_ process for‘décrypting the encryption of the reproduction
data by uSiﬁg:the key information K read out by the key

' management information reéding circuit 27. The COopy or
reproductién‘is restricted by the cOpyrighf management
information.R‘rééd'out"by the key management,information
reading circuit 27. |
An output of the encryption decoding circuit 26

‘is supplied to a reproducing circuit 28. Aﬁ output of the'
reproducing circﬁit 28 is outputted £from an output terminal
31.

' As mentioned above, if the discs 10 and 20 are
discs'of, for example, CD2, the contents data is encrypted
and recorded into the recording area AR2 on the cuter rim
side. The copyright_management informatiocn R and the key
information K at this time are recorded into the lead-out
areaLOUTZ(Fig;l)ekistingintheouterrimofthexécording
area AR2.

Information indicative of the lead-out has been

recorded in the O channel of the subcode in the lead-out
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di scs of, for exanple, CD2, the contents data is encrypted and recorded
into the recording area AR2 on the outer rimside. The copyri ght managenent
information R and the key information K at this tine af éagpmdoeded into the
| ead-out area LOUT2 (Fig. 1) existing in the outer rimof the recording
area AR2. Information indicative of the | ead-out has been recorded in the Q
channel of ‘the subcode in the |lead-out 13 14 April 2005 area LOUT2. That

is, withrg %@%C%%&@f ?ﬂ%ﬂ"‘i@be §tf{@é;ge9q{ H:%n@r%ﬁ b&fs Wi sybcode,

"00" indicates 1" " enot e nunbers of novenents or

the like, aRd o"AMunsdioWs the L8BEoAHL . "Yhethigdi ddeAre 18alihen,| ead- out
area LQUT2. or not can be judged fromthe track nunber.. When a.TOC (Table

O Cont ent 3p1indbcag ®s JRINT namdersaoki MBvihentsthe trad-ie, sharts is
shown. The position of the |ead-out is. known by It. Usually, only the :
i nf or mat i oNARN s$hews) thianeali-ohtt hewisetider echies agkar ¢ the ftkadl-ead- out area
LOUT2 and this area is filled with dummy data. The copyright managenent

i nf or mat i oarRadiliherkeyt cahorergiidgedit aem thecbraek numb@maceWheh. the
dummy data. Therefore, a sufficient  area for recording the copyright
managerrentalWCbKWﬁbllérpﬂQCQﬁ&enﬁé) Jegicates (RO K 20ana fd e éeiﬁn t he -

| ead-out area LOUT2. - Fig. 4 shows an exanple of a fornmat_of recordlng

i nf or mat i ke HeAEsE W SFéEBFd‘r%ﬁhPWB 00'5‘9/‘? P@ﬁltﬁé’ﬁaﬂﬁr@ﬁ leadt8Rkat i on and
t he key inf orﬁra(t”lvgnby €.

Usually. only the information in the O channel
of the subcode is stored in the lead-out area LOUT2 and this
area is filied with dumniy data. The copyright ﬁénage’_mént ‘
informationR and the key information.K are recorded inplace

- of the dummy data. Th.e‘r'efore,, a sufficient areé for |
. recording the copyright management information R and the
key information K cén be helc’_i,in the lead-out area LOUT2.

Fig. 4 shows an example of a format of recording
information in case of recording the copyright management
information and the key information.

As shown in Fig. 4, a version number of a key is
provided at the head. When the encryptién is decrypted,

‘ the key is updated to a new key and, at this time, the version
number is incremented. Subsequently, information
indicative of the number of keys is provided and the key
information K of the number as many as the number of keys
is provided. Subseque-ntly, the number of copyright
management information is provided and the copyrigﬁt

management information R of the number as many as the number

14




As shown in Fig. 4, a version nunber of a key is provided at the head. Wen
the encryption is decrypted, the key is updated to a new key and, at this
time, the version nunber is increnented. Subsequentl| yl4 iApiraina®®on

i ndi cative of the nunber of keys is provided and the key information K of
t he nunber as many as the nunber of keys is provided. Subsequently, the
nunber of copyright nmanagenent information is provided and the copyright

t : | — e .as_the. 14 14 [
2005 of Copyr FORe HinGgaaaAEeRaPb: RAEPERar oy 56 Bha t4HE “Hiber of keys

or the n Lah Lpf . toine
unfehnat 6eP¥ELANL-MRARIGIRAL: LP 86@?%§§HEQ%§%5%%§%?¢

nunber of prograns recorded as contents. La ¢ Redundancy

Check) codenfbsmaddstl cd¥r&dfsHAL 2D B dok®ekess B ol amcRteco8g4Nd

falsification of the copyright managenent information R or key information
K can be pasvesniteshtdhatas:lyt,he crupesc1et mapietmdchBexnushes of
reproducing tinmes are included as copyright nanagenent information R It

i s presuneilst hAdfledbhe nunber of copies or the nunber.of reproducing tinmes is
purposely rewitten. If such a rewiting is perfornmed, an error is caused
by the CRC code. TheAhaexsié¢i caaiobeofletdeted dpyrilyhtCRGagbeEmtd i nf or mat i on
R or the key information Kis prevented by this nethod. A code for

aut hent i cat#bRiftemt ben sifsbhe eaptehhmghagement tind came telsdeR 9 t he

or di nar I r or. CD drive for a persona
y qg)ei? nggormation K can be prerx)rented. That is, the number

of éopies and the numbéf of reproducing times are inclﬁded
as copyright'mdnagément'infci'niation R. It ispresumed that
the numbér’ofTCOPies Or the number of reproducing ﬁimes is
purposely rewritten. .Ilf such a rewriting is performed, an
.error is causea by‘the‘ CRC code. The falsification of the |
copyright management information R or the key infofm&tion

:K is prevented by ‘this mefhod. ‘A code for authentication
can be also recorded'in place of the CRC code.

In the ordinary CDplayer or CDdrive for apersonal
computer, the pbsition‘of.the lead-out area LOUT2 has
previously been known from the information of the TOC; The
-ordinary player does not reproduce the data in the lead-out
‘area LOUTZ2 ., Theréfore , according to the ordinary CD player
or CD drive, the copyright management information R or the
keYinformationT(oftheencryptionwhichhavebeenrecorded
in the lead-out aréafLOUTz is not taken out to the.outside.
It is considered that even if all of.the contents of the
disc are cdpiedlas they are to another disé by using fhe

ordinaxjy CD player or CD drive, the copyright management
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conmputer, the position of the |l ead-out area LOUT2 has previously been
known fromthe information of the TOC. The ordinary player does not
reproduce the data in the | ead-out area LOUT2. Therefbt épratcde@i ng to the
ordinary CD player or CD drive, the copyright nanagenent information R or
the key information K of the encryption which have been recorded in the

| ead-out area LOUT2 is not taken out to the outside. It is considered that
even if allj¥ordd® i¢ont 8ALStHY kEPS nrdrsGatald K ORI tath 28ahDEY t3/dy1i0 anot her
disc by using the ordinary CD player or CD drive, the copyright nmanagenent
.15 14 Apridre?@@% icdpaedmti on R and the key information K in the |ead-out
LOUT2 are not copied. Fig. 5is a.flowhart show ng the reproduci ng
operation in the casFighebeikha €apychght shoadegemhe mabaodaiciay R and t he
key information K are. recorded into the |ead-out area LOUT2. First, the

| ead-i n ar e@eltaf2 oof inhdéher easARRhiese dbeesopdrapttt manfi@€menftor mation is
read out fromthe lead-in area LIN2 (step SI) . The position of the

| ead- out ad@for@gtioni B gndidé kegninfermatipnfBramng ingrqsiesh ing®) . The

| ead-out area_LOUT2 is accessed and the copyright managenent information R
and the keyienflépfaPlénakear EOPERd out of the [ead-out area LOUT2(step

S3). The reproduced ¢contents dafa _is decr Eted bé usi ng t he keﬁ
information K and t hE1E8hy the Ieadddfuas &2, @5t Hhe Py Risitfg t he

copyri g.ht agEQ%E-SHEa@}a J:l'rfé %b%ait.rll ohrm%' isénegs%l ad out from the lead-in

area LIN2 (step S1). The position of the lead-out area LOUT2

J".s judged‘f‘rbm the TOC information (step S2). The lead-out
' ‘area LOUT2 is aqcessed ahd the copyright management
information R and the };ey.r informatibn K are read out of the
iead—outareaLQUTz(stép83); Thereproducedcqntenfsdata
is decrypted by using the key information K and thé copy
'ox‘reproduction is réstricted by using the copyright
management information R (step S4).

Fig. 6 schemétidally shows the data which is
recorded onto the disc in the radiai direction of the disc.
In this example, in the disc on which the recording area
ARl on the inner rim side and the recording area AR2 on the
outer fim side are provided, in case of encrypting the
cpﬁtents data in the recording area AR2 on the cuter rim
side,asshownjxlFig.6A,copyrightnmnageméntinformation
R2 and key information K2 are recorded into the lead-out
area LOUT2 existing in the outer rim,éf thé recording area
AR2.

As shown in Fig. 6B, the copyright management
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Fig. 6 schematically shows the data which is recorded onto the disc in the
radial direction of the disc. In this exanple, in the disc on which the
recording area ARl on the inner rimside and the recoldifmyidred0AR2 on the
outer rimside are provided, in case of encrypting the contents data in
the recording area AR2 on the outer rim side, as shown in Fig. 6A,
copyright nmanagenent information R2 and key information K2 are recorded

into the.l t ti in th t f th
e e $ALa A SO TR R L e St ek e 16 10

il 2005 f (] nd_t t I ded
ﬁﬁ{g t he |ea§°?ﬁggﬁggi Hﬁb%r?ﬁeﬂf%5eyﬂglareg LF%Sﬂ?%a§§§ﬁ§§5§ Z% gsggrfgr
recording baeafQlaptior el pkEh § rOcn@ONMdL Y Hadle L L5 used Tor

recordi ng other various kin rmation. wever’, Since each of the
copyri ght PBEQQE@EEB ﬂﬂﬂﬁiﬁﬁkM@éé%%@f@cébelksbtH&E%é?Ed&@kEﬁdEas

acapaci tyof atnost about 256 kbits, they can be sufficiently recorded into

the | ead-i BrafgdothARiohf tméxmyrlsgLMCe ey nihd Hayymitdmn R2 and the
key information K2 are recorded into the lead-in area LIN2, there is no

need to acmasagément eitifotthati@d ROARE and ke enfermataduarkagassuch that
an accessi ng speed can be inproved. Further, as shown in Fig... 6C, the
copyri ght amapgentytofl af woahabontRS Gl t e they canflor saff doiéR@ttywn . . be

al so recorded into both of the lead-in area LIN2 and :
recorded into the lead-in area LIN2., If the copyright

m_ﬁa-_nagement information R2 and the key information K2 are -
.rECorded into- the lead-in area LiNZ, there is no need to
access the ledd~§ut area LOUT2 and there is an advantage

: such that ah'acceséing speed can be improved.

- *Purther, ‘a's sho,Wn”" in Er'ig‘.."GIC_-, the copyr“ight‘
management inférm&ti_on R2 and 'th.e kej information K2 can
-be al's"o‘ recorded into both of the lead-in area LIﬁz and
léad~out_area LINZ.

Further, as shown in E_‘ig. 6D, for example, it is
also ﬁos’sible to cons-truct in amanner such that the copyright
manager'nent‘.information R2 and the key information K2 of 256
kbits are divided into two copyright management inforﬁation
R2a and R2b and two key informafion K2a and K2b, the copyright
manag’emént inforrnatio’n RZ2a and'therkey information K2a are
recorded into the léad—in area LIN2, and fhe copyright

) management information R2b and the kéy informétion K2b are
recorded into the lead-out area LOU2, respectively. It is.
also possible to separately record the copyright management

information R2 and the key information K2 into the lead-in
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| ead-out area LIN2. Further, as shown in Fig. 6D, for exanple, it is also
possible to construct in a manner such that the copyright mnagenent
information R2 and the key information K2 of 256 kbit%4 aeridi ¥Pded into
two copyright managenent information R2a and R2b and two key information
K2a and K2b, the copyright nmanagenent information R2a and the key
information K2a are recorded into the |lead-in area LIN2, and the copyri ght

managenment Jrf 0Nt Qha Fak gttt %@:e%emu&forr@%b@r&ﬂ&%aga recorded into
the | ead-out area.LOU2, respectively. It is alSo possible to separately

record the copyright raprREHAte deBbeipRiban &2 thizdotherkeynd nfrgiemat i on K2
into the lead-in 17 14 April 2005 area LIN2 and | ead-out area LOUZ,

r espect i veloyn tlem tishéa t ahioy @ ncitgpeeiiphhdrecaaridd en@ohenlpats aide@ contents
data is. encrypted and recorded into only the area ‘AR2 in the outer rim
bet ween t haRRwianatkeasouiir anick AT ween tthe divscardbseVRY aral &&e oof
encrypting and recording the contents data into both of the two areas ARl
and AR2 i sthgrdisged Havevaohaacass ®f apcsyphangnard grecoxdigapbbieght
managenent information Rl and key information K1 for the contents data in
- the area ARPnieBtFefatgedniat BOFﬁeofeﬁﬁeo@WOaﬁéﬁaECﬂﬂ anfieAREpyFi ght
management |nformat| on R2 and the key information K2 for the contents data
in the areBT®AB¥®d3re recorded into the |ead-out area LOUT2. As shown in

Fig. 7Bf 't is also Egsgﬁbﬂeatéﬁééxxééjshown in Fig. 7A, copyrlght

management information R1 and key information K1 for ther
contents data in the area AR1 are recorcied into the lead-out
area LOUT1. The copyright management information R2 and
the key informafiqn K2 for the contents data in the area
AR2 -are recdrded into therlead—aut-area LouT2.
A_s shown in Fig. 7B, it is also possible to‘rrecord
.the copyright management information R1 and the key
information K1 for the contents ddata in the area AR1 into
the lead-in area LIN1 and record the copyright management
information R2 and the key information X2 for the contents
.dataintheareaARzintothelead—inareaLlﬂz,respectively.
Further, as shown in Fig. 7C, it is also possible
to recbrd the copyright management information Rl and the
key information K1 for the contents data in the area ARl
into both of fhe lead-in area LIN1 and the lead-out area
LOUT1 and record the copyright management information R2
and the key information K2 for the afea AR2 into both of

the lead-in area LINZ and the lead-out area LOUTZ,

respectively.
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t he copyright managenent information RL and the key information K1 for the
contents data in the area ARL into the lead-in area LINL and record the
copyright managenent information R2 and the key i nforihtdron1K208%9r t he
contents data in the area AR2 into the lead--in area LIN2 , respectively.
Further, as shown in Fig. 7C, it is also possible to record the copyright
managenent information RL and the key information K1 for the contents data
in the area ARL into both of the |ead-in area LINL and the |ead-out area.
LOUT1 and record theF€669Pth%Sﬁﬁﬁﬁ@bﬁﬁh¥l$nf6}nﬁPFd%xﬁ&Pl%néj%Hé key
informati on_K2 fo area AR2 into bot ead-in area LIN2 and the

| ead- out aF&EOEEEﬁﬁ' 88??$EP9t1f§1Tﬁn%$¥FF°gda§“ﬁE??ﬁ@PYr&§h§homn in
Fi 7D, f | t h
that the cgéﬁﬁéﬁ?h%ﬁ% ElerfoRorDrald e AR ARt ReoBRE: on K1
~for the cepLeplLitdata E%téhﬁgaﬁﬁg éﬁ% aﬁﬁ1d5¥éd89¥ia£8 Eﬂ@o £QBYT i ght

managenent 1 nformtion a an two key ormation Kia.and Klb,

they are rgggtdegntnh@nibentfdihfoahsesdd My 2ndd sad %%H.%&%akEQUT , the
copyright managenent i1 nformation R2 and the key information K2 for the area

AR2 are dinFdeflatnbn RieahWX IOPYheghirdaragedat ihpdaHmibaa-i2a and R2b
and the two key information K2a.and K2b, and they are recorded into the

| ead-i n ar apeh|INNIaafdd|leadt-auit area IODFA2, the pegiyrigltymahhgemeakso
possible to separately record the. copyright managenent information Rl and
t he key information R2 and the key information K2 for the area AR2 '

are divided igio the two copyrightrmanagement iﬁfbrmatipn
R2a and R2b and the two keyrinformation K2a and K2b, and
JT“fhéyraré'fécorded into the lead-in area LINZ and lead-out
,aréaLOUTZ,respectively.VItisalSostsibletoseparately
.recofd,thé.copyright‘managemént informétion RlZand“the'keY
infofmation K1 and recbfd the copyright managément
informatiqn R2 and the key information K2, respectively.
| 'Fﬁrther, although the above example has been
deédribed with respect to the case of recording the data
6nto the disc in which,the.recording'area has been divided
intb two'areas like_CDz, the invention can be also applied'
to a case of further dividing the recording area into a
'plurality of areas. The invention can be also applied to
acaéeofrecordingthedataontoadiscinwhichtherecording
area is not divided like an ordinary CD oxr a double density
CD as shown in Fig. 8.
In case of a disc having one recording ared, as
shown in_Fig. 9A, thé copyright management information R

and the key information K for the contents data in the area
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information Ki and record the copyright nmanagenment information R2 and the
key information K2, respectively. Further, although the above exanpl e has
been described with respect to the case of recording thefRidta208hto t he
disc in which the recording area has been divided into two areas |ike CD2,
the invention can be also applied to a case of further dividing the
recording area into a plurality of areas. The invention can be al so

appl i ed t 0 ARa aG@S@e@brieaonr aithd thize 1¢alsa R ardadirdgTi.n which the recording
area is not divided |like an ordinary CD or a double density CD as shown in

Fig. 8. In case of aadi shohkaviiagrarge 1EGORUNGoREdghas madhgementFi g. 9A,

t he copyri ght managenent information R and the key information K for the
contents dan&ormathenaReand9tid Keyiin240battRmrke ffec dide donttemtishe

| ead- out area LOUT. As shown in Fig. 9B, the copyright nanagenent

i nfor mati ofaRaahd the A AR gammbeoal Kof pecohded omtentthe daed-iim t he area
AR can be also recorded into the lead-in area LIN.. Further, as shown in
Fig. 9C, tR&edopyHNi-ght management information R and the key information K
for the contents data in the area AR can_be also recorded into both of
the lead-in area LI NFBR8RPEada§uPREFBalPOEFI- FdFr héRe &gpgﬁéﬂﬁtin Fig. 9D,

e COPY o TRt L TG 3, ARk Rk B0 B Bl 0T e
contents data_ln the area AR can be also recorded into both
of the lead-in area LIN and lead-out area LOUT. |

Further, as shown ianig. 9D, the copyright
management\inqumatibn R and.the,key'information,K for the’
contents data in the area AR can be also divided into tWo-
Ra énd'Rb and two.Ka and'Kb and recorded into the lead-in
area LIN and lead-out area LOUT, respectively. It ié alilso
possible to separately record the copyright management
information R and the key information K into the lead-in
area EIN and lead-out area LOU, respectively.
| According to the invention, when the encryption
data is recorded into the daté area of the memory medium
having the data area, lead-in area, and lead-out area, the
copyright management information and the key information
for the encryption data are recorded into the lead-out area.

' In case of the memory medium having a plurality
of data areas, a plurality of lead-in areas, and a 'plurality
of lead-out areas like CD2, when thé encryption data is
recorded into the data area, thé copyright management

information and the key information corresponding to the
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Ra and Rb and two Ka and Kb and recorded into the lead-in area LIN and

| ead-out area LOUT, respectively. It is also possible to separately record
t he copyright managenent information R and the key i nfbrpatifoA0%into the
|l ead-in area LIN and | ead-out. area LOU, respectively. According to the

i nvention, when the encryption data is recorded into the data area of the
menory nedi um having the data area, |lead-in area, and | ead-out area, -the

copyright nanagenent i.nforpation and the key informatiaon faor th

encrypti oneggfgpﬁeonr gg%?d%’deilfﬁcooﬁ‘ﬂeeé HEAE- éf}f" 3$e‘ 1e |p?}ug§§@t(¥c 0?he nenory
medi um havi aspl Lt d ; ral i;ty of lead-in areas, and
a plurali t)%réggf lﬁegﬁggﬁt Xgrglfé% ?‘% %e@%rvﬂelﬁ!fﬁ? elr%fljﬁﬁtoﬁ"gggfé i's

recorded into the datg ‘@{@Breggﬁt%q_%{:hﬁmn,n@ﬂf?q_g%%?nait@_fo?{{@tth%n and the

key information corresponding to the 20 14 'Apri encryption data are

‘recorded i ptéh@ReDioft RBePEUbBbAL £ be®AdabBrab§an HhLRRafl oile _
plurality of |ead-out areas. In.the present situation, only information in

the Q chaamreh aid tthd ssabeade: Fas1bden tieqamdgdisPatl herdepds@utonar ea and
this area is filled with dumy data. The position of the lead-out is

obt ai ned: f périlichdehdfoniraits obtafineAeEri@Cihéhin faantattiat ofhend 'Qlit spot has
entered the | ead-out area can be judged fromthe information in the Q
channel . THbechpyt itdimt thealbalhtsnalf basaenbereddhed gy outf areati on are
recorded by using such_a |ead-'out area. The | ead-out area is not rewitten
or accessefaByPe hidgen daop thepipfermation in the Q channel. The

' copyright management information and the kéy information
are recorded by using such a lead-out area. The lead-out
area is not rewritten or accessed by the ordinary CD playér, a

so that the copyright management-information‘andrthe key

information can be safely held.

Industrial Applicability
- The invention is suitable for use in a case where
when contents data is recorded/reproduced t70/ from the disc
L 1ike CDZ, the data is encrypted in order to protect the

contents data.
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so that, the copyright managenment information and the key information can
be safely held. Industrial Applicability The invention is suitable for use
in a case where when contents data is recorded/ reprotucdedifo?®®Dm the
disc like CD2, the data is encrypted in order to protect the contents
data. 21 14 April 2005 CLAIMS 1. A recording apparatus conprising: input
means for inputting encryption datagpands recordi ng neans for recording
said encryption data which is inputted into a data area on a nmenory medi um
having the data area, a lead-in area, and a | ead-out area and recording
additional information corresponding to said encryption data into said

| ead- dut area; \Eherecomnd$ag dappsmatysnediopm diasy:a first recording area and a
second recording area; non-encrypted data has been recorded in the first
recordi ng area; E@Wr 86sed far aliuigiay sedyatdonedatadedait t he second
recording area; and key information necessary for decrypting encrypted data
recorded in the1§€€6HHHGéHﬁFEiﬁ@raFéﬁoﬁ%%n%é¥H£¥é@SFH@él?% the additiona

OO TRt A ARG 0B 2 0RO 1A L0 LAY e Sty ¢
- the data area, a lead-in area, and a lead-out area and recording

additional information corresponding to saild encryption data into
said lead-out area; wherein

said memory medium has a first recording area and a
second recording area;

| non-encrypted data has been recorded in the first

.recording area;

compressed data is encrypted and recorded in the second
recording area; and

key information necessary for decrypting encrypted data
recorded in the second recording area has been recorded in the
additional information.
2. A recording apparatus according to claim 1, wherein

said recording means records the additional
information as copyright management information for restricting
reproduction/copy of said encryption data into said lead-out area.
3. A recording apparatus according to ciaim 1, wherein

said recording means records the additional information
as a decrypting key for decrypting said encryption data into said
lead-out area.

4, ' A recording apparatus according to claim 1, wherein
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information as copyri ght nanagenent information for restricting

reproducti on/ copy of said encryption data into said | ead-out area. 3. A
recordi ng apparatus according to claiml,wherein saidl4éduoridi B§0heans
records the additional information as a decrypting key for decrypting said
encryption data into said |ead-out area. 4. A recording apparatus
according to claiml1, wherein 22 14 April 2005 as said additional

i nformation, saiab r éesddiaddisanal r énbpgsabiver sisendnuneerrading deenypt i ng
key for decrypting said encryption data, the nunber of said decrypting
keys, HIRCTdec yPRT TP keIt e fhuddervRsimmnyeast et deasrpyprongakeys,
the nunber of cop%right managenent information fqor restricting

r epr oG EUPy BRt2ai dTBRcr PITRGT ddtla, $REA cof§FrygRtindranksgErentthe

i nformation,of the nunher. as as _sai d copyright . managenent

| or PRGN SBAc RS BRET cGHE . MBTDR r 88 ofti o Sanparat e EBRTE RS 6t
nmeans _f Lhputtin ncryption data; and.recording _neapns_for recording said
encry&%ﬁkda%aft |E§§ﬁrj’|g§%i nﬁrbatntaggm?rrl] o] &gtig)rénragégnon aorrrentgref e i%&r%%

havi ng el daby! g8t 3o ieascnca,plgal ! il | eaflal n AR giand a

plurali areas and recor ditional informatio

COrr eSRERUARBEO $AEIrBRCI Pt i¥n €A a HuRherong Ofas@l dspl s | E¥p@fight

| ead-in areas or one of said plurality of |ead-out areas, wherein said
menor ynafederenthasfarhatsdn,daha arercagsda, second data area on an inner rim

side and, further, has a first lead-in area on an inner rimside of said
first-5data areaA addasiineatpbmpatatti®acomprising: '
input means for inputting encryption data; and
recording means for recording said encryption data
~ which is inputted into data areas on a memory medium having the
plurality of data areas, a plurality of lead-in areas, and a
plurality of lead-out areas and recording additional information
corresponding to said encryption data into one of said plurality of
lead-in areas or one of said plurality of lead-out areas, wherein
said memory medium has a first data area and a second
data area on an inner rim side and, further, has a first lead-in area
on an inner rim side of said first data area, a first lead-out area
on an outer rim side of said first data area, a second lead-in
area on an inner rim side of said second data area, and a second
lead-out area on an outer rim side of said second data area;
salid recording means records sald encryption data into said
second data area and records said additional information into at
least one of said second lead-in area and said second lead-out

area;
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on an outer rimside of said first data area, a second lead-in area on an
inner rimside of said second data area, and a second |ead-out area on an
outer rimside of said second data area; said recordi nb? fedid £8@ards said
encryptian data into said second data area and records said additional
information into at |east one of said second | ead-in area and said second
| ead-out - area; 23 14 April 2005 said recording nmeans records the
addi ti onal i nforsPdd grecogsliagpyrsiagist Trvagemdite | addiiimnadn Ifommedtipnct i ng
reproduction/ co of said encryption data into at |east one of said second
| ead- 11 SBYTIGRE BEANAOCEInd N EHIFGUON AR 85; TRREF SAIA0y EURREIRY L FRLDY

ds the.additional inforngti d ti key f d pti id
encrypti G At TRE QO PoAEES e BrTaiti®s BEoRA FleRUOPH ah e AR “SHPd
secongnldeggigugecgﬂc?_alea@hoﬁ\trgggg,diég,% apparatus according to claimb5,

wherein said recording means recor S said copyright managenent
information and s3aid @eSHRHNGKEY rBLE &R %h%?%&'a‘;&g%ﬂglo'igfoﬁ'ﬁﬁ%iog' A

recordi ng apparatus according to claimb5, wherein said recordi ng nmeans
recor dss sai de€opytigit kERNFGRNRI¥CrpHioigTadd 0 @R $3d thidegs Pt EAgokay into
said second | ead-out area. 8. A recording apparatus according to claim

5, wherleiastsaime refosdidg seeans rlecol-ds. Satah capyr isghild nedegedentad-out
information and said decrypting key into each of said second |ead-in area
and sa&*¢asecond | ead-out area.

6. A recording apparatus according to claim 5, wherein

sald recording means records said copyright management
information and said decrypting key into said second lead-out
area.
7. A recording apparatus according to claim 5, wherein

said recording means records said copyright management
information and said decrypting key into said second lead-out area.
8. A recording apparatus according to claim S,Wherein'

said recording means records said copyright
management information and said decrypting key into each of said
second lead-in area and said second lead-out area.
o. A recording apparatus according to claim 5, wherein

said recording means records a part of said copyright
management information and said decrypting key.into said second
lead-in area and records the other part into said second lead-out
area.

10. . A recording apparatus according to claim 9, wherein
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9. A recording apparatus according to claim5, wherein said recordi ng neans
records a part of said copyright managenent information and said
decrypting key into said second |ead-in area and recotdspdrhia @pbher part
into said second | ead-out area. 10. A recording apparatus according to
claim9, wherein 24 14 April 2005 said recording neans records one of said
copyright nmanagenent information and said decrypting key into said second
| ead-i n area andaidcordsotdicngot hermnsnt aesards second bEadseid arepyrittht A
recordi ng apparatus according to claimb5, wherein said recordi ng neans

- r ecor @ansgieaeaic rypidratdona and ossafd decryptdava kvainhd' seédorssrondi d
additional ,information into at |east one of said first |ead-in area and
sai d FERSTIT HEA0aRd BHexds 1the RTPEE oI §2aP p2Rcants LaRd i AgSPo cl ai m 11,
wherei.n said recordi ng, means records said .copyright, agenent i nformation
and sdid decryptt AGCREGTACPPERRGLF PeronEd Lt CLF B 5 F55TALR ecor di ng
appar at us accor dLk i in pdr di.n ans records said
copyri ght nanaggﬁ%ﬁfkngégkﬂg%%g%@%ﬁéggﬁﬁgﬁ%%@Fggﬁ%ﬁ% %%%Pinto said first

| ead- QU cal8Aq W rsd [ERY ding f@;&grﬁé&&@&@m NGad Pr L1 dlso ek 8hn

sai d recording means records sa opyright management information and
said deebypti NgakeYoridld¥ @agh efrs@i tbdd-ist areadanéinsai @ar vt S@ladi-blukst

| ead- out area. 15. A recording apparatus according to claimll, wherein
" sai d meeardi ng means records a part of said copyright
12. A recoxrding apparatus according to claim 11, wherein

said recording means records saild copyright management
information and said decrypting key into said first lead-out area.
13. A recording apparatus according to claim 11, wherein

sald recording means records said copyright management
information and said decrypting key into said first lead-out area.
14. A recording apparatus according to claim 11, wherein

said recording means records sald copyright management
information and said decrypting key into each of said first lead-
in area and said first lead-out area.
15. A recording apparatus according to claim 11,wherein

said recording means records a part of said copyright
management information and said decrypting key into sald first
lead-in area and records the other part into said firsf lead-out
area.
16. A recording apparatus according to claim 15, wherein

said recording means records one of said copyright management

information and said decrypting key into said first lead-in area and

records the other into said first lead-out area.
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managenent information and said decrypting key into said first |ead-in
area and records the other part into said first |ead-out area. 16. A
recordi ng apparatus according to claim15, wherein sai 84 rAorddi2Ag5means
records one of said copyright managenent information and said decrypting
key into said first lead-in area and records the other into said first

| ead-out area. 25 14 April 2005 17. A reproducing apparatus conprising:
readi ng means for reading out encryption data fromone of a plurality of
data areas on a nenory nedium having the plurality of data areas, a
plurality of lead-in areas, and a plurality of |ead-out areas and reading
out adgjtional i forna%%gp corresponding to sai,d encryption data from one

of sait!"plurality oI NP GRREL S0 &™PST-°s8%d plurality of |ead-out
Scor dance wi & b Satghd Gl ok Lo e HE, AR B R o1 87§ Ediror y

accordance with ‘sai ad-out "ad i el n

medi upNa® 3l G3 ARhaa3kes BA0AAncABEONMeATLA ALEAPNAD BIEN il de

and, further, "has a first -In area on an I nner rimsi sai i rst

dat a aJfd adehk! Sk pl@adrioyt o 82805 AN QUK LT a&lbnhs?g@rﬂcit%ab@ iLsgtodata
area, a second lead-in aréa on an inner rimside of said Second data area,

and a aeeendndeatadihgabed @Bdarisndleridfdtngitdenofccsaicdpspaong tdatsniar ea,
sai d readi ng neans reads out said additional information fromat |east one
of saiehmwpondnl datai frameanandfsaedd plurality of lead-in areas or one
of said plurality of lead-out areas; and
reproducing means for reproducing said
encryption data in accordance with sald read-out additional
information, wherein
said memory medium has a first data area and a
second data area on an inner rim side and, further, has a first
lead-in area on an inner rim side of said first data area, a first
lead-out area on an outer rim side of said first data area, a
second lead-in area on an inner rim side of said second data area,
.and a second lead-out area on an outer rim side of said second
data area;
said reading means reads out said additional
information from at least one of said second lead-in area and said
second lead-out area;
said reproducing means reproduces sald encryption data
which is recorded in said second data area in accordance with said
additional information;
said reading means reads out the additional

information as copyright management information for restricting
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second | ead-out area; said reproduci ng neans reproduces said encryption
data which is recorded in said second data area in accordance with said
additional information; said reading means reads out the ZRddilt 2682l
information as copyright managenent information for restricting 26 14 Apri
2005 reproduction/ copy of said encryption data fromat |east one of said
second |l ead-in area and said second | ead-out area; and said readi ng neans
r eads rSWroghet bl adranalf saatoenaryphiers detecingt ialy leastf emededT ysatidng
said encryption data fromat |east one of said second |ead-in area and
sai d SECORE lpaddiibd@rear ead sadd gecepd obradytapperatansl according to cl ai m
17, wherein said_reading neans reads out sajd copyright managenent

i nformati on and §&" deﬁg?%f?%g KEPRT om &AW se@ifd | &86- oufddaftdanaio. A
repro j r s_acgcordi to claim17, .wherein said . reading, neans
readsqgﬁ%ﬂggﬁﬁggbg%giShf&ﬁﬁﬁgbe%%%tEeYn?%?hﬁ%?%ﬁ?%ﬁﬁp%afalaec y%ﬁdery
from saied secandel eadspubne A £8a A0 s AdiEPIANEIND aRACALUS aGcardlng Lo
claim17, wherein sald readi ng means reads out sai d copyr i ght "managenent

i nf or matsigeu@nd reai,d decrypting key fromeach of said second |lead- in area
and said second | ead-out area. 21. A reproduci ng apparatus according to

cl ai mig7 , wher eian reseodhdi@gdhpga FEBARS abESBSi ryittoacPadh 10f, S@ledGePYTi ght

sald reading means reads out said copyright management
information and said decrypting key from said second lead-out
area.
19. A reproducing apparatus according to claim 17,wherein
said reading means reads out said copyright management
information and said decrypting key from said second lead-out
area.
20. A reproducing apparatus according to claim 17, wherein
said reading means reads out said copyright management
information and said decrypting key from each of said second lead-
in area and said second lead-out area.
21. A reproducing apparatus according to claim 17,wherein
said reading means reads out a part of said copyright
management information and said decrypting key from each of said
second lead-in area and reads out the other part from said second
lead-out area.
22. A reproducing apparatus according to claim 21, wherein
said reading means reads out one of sald copyright
management information and said decrypting key from said second

lead-in area and reads out the other from said second lead-out area.
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managenment information and said decrypting key fromeach of said second

| ead-in area and reads out the other part fromsaid second |ead-out area.
22. A reproducing apparatus according to claim2l, whettidrrida@0?eadi ng
means reads out one of said copyright managenent information and said
decrypting key fromsaid second lead-in area and reads out the other from
said second | ead-out area. 27 14 April 2005 23. A reproduci ng apparat us
accor ding to cl & meProdukRéngi APPaEd iy aetiorglimeate céadls bk Wenkin

addi tional information fromat |east one of said first |ead-in area and
said first |ead33df T&PEaNJafG28ai dePEpr dticisiddneddd tiapp bddpEermadiign

encryption_data ich is recarded info said first data, area in accordance
Wit h%lsrgf“dagdﬁi?#%n%e iHf & t?bﬁ?t 21%&‘*3'/!\% éﬁ?%dﬁ‘&?n@ah‘gp Feitusl S8 8Pdi ng
to claj .23, ,yherein said reading neans reads out said copyright
managenent 1 nformation and said decrypting key fromsaid first |ead- out

area. 25. A reprQdyci8g: ARRAMA! HEaRECAHIRG L clat m 23, wherein said

readi ng means reads out said copyright managenent information and said

decr yphichgptiey fiemupatl fd retordRRdnbeltsadlesirad6 dafa IBREOGNCI NG RRRARAL US
according to claim 23, wherein said readi ng means reads out said copyright

managereht sahd crcritciiona Anthsaind tdesr ypti ng key from each of said first
| ead-in area and said first | ead-out area. 27. A reproducing apparatus
accordhng to cl & mep@dushiegeipparatus according to claim 23, wherein
said reading means reads out said copyright
management information and said decrypting key from said first lead-
out area.
25. A reproducing apparatus according to claim 23, wherein
said reading means reads out said copyright management
information and said decrypting key from said first lead-ocut area.
26, A reproducing apparatus according to claim 23, wherein
said reading means reads out said copyright management
information and said decrypting key from each of said first lead-in
‘area and said first lead-out area.
27. A reproducing apparatus according to claim 23, wherein
saild reading means reads out a part of said copyright
management information and said decrypting key, from said first
lead-in area and reads out the other part from said first lead-out
area.

28. A reproducing apparatus according to claim 27,

wherein
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sai d readi ng neans reads out a part of said copyright nmanagenent
information and said decrypting key, fromsaid first |ead-in area and
reads out the other part fromsaid first |ead-out areh? 8FilA2P8pr oduci ng
apparatus according to claim27, wherein 28 14 April 2005 said reading

nmeans reads out one of said copyright managenent information and said

decrypting key fromsaid first lead-in area and reads out the other from
said first | eadseid rgagdng2@eansAreadordingnerstthodidonpmirsny ndve gsmeps of :
inputting encryption data; recording said encryption data which is inputted
into dATRTMEFERR ¥ oF HhUlernyeainm Kavi Aeemt nea il Uiidisitt yead- Untarear éad, a
plurality of lead-in areas, and a_plurality of |ead-out areas; and

r ecor ditAY S atidf ?ﬁ%&nﬁFhFﬁf‘g‘r%lsiabﬂ £ srtegﬁﬁﬂa‘?‘htg ¥$3%aid encryption data
into one of said plurality of lead-in areas or one of said plurality of

| ead- out areas, wherein-said nenory nmediumhas a first data area and a

d t . . . ] , f | _.'
area T an g IaraRTr AT PRrsr CHRPa AT AE " a P, &t FBRY. oul Lar ea

on an outer rimispdetrohgsalsckfdiish data; area, a second lead-in area on an
inner rimside of said second data area, and a second |ead-out area on an

outer rim side @bcsrlithgseeand edatpptaoda;dat8CahdbNg ;s al fp @Gy Bliten @aka
into said second data area and records said additional information into at
| east aones ofonsak d mexeegondhdddan- invdnga End paithsagonds | eRA=0Usr&d£a; a
plurality of lead-in areas, and a plurality of lead-out areas; and
recording additional information corresponding to said
encryption data into one of said plurality of lead-in areas or one of
said plurality of lead—out areas, wherein
said memory medium has a first data area and a second
data area on an inner rim side and, further, has a first'léad-in area
on an inner rim side of said first data area, a first lead-out area
on an outer rim side of said first data area, a second lead-in
area on an inner rim side of said second data area, and a second
lead-out area on an outer rim side of said second data area;
recording said encryption data into said second data area
and records said additional information into at least one of said
second lead-in area and said second lead-out area;
recording the additional information as copyright
' management information for restricting reproduction/copy of said
encryption data into at least one of said second lead-in area and

said second lead-out area; and
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recording the additional information as copyright nanagenent information
for restricting reproduction/copy of said encryption data into at |east
one of said second lead-in area and said second |ead- b#itArridaZ08hd 29 14
April 2005 recording the additional information as a decrypting key for
decrypting said encryption data into at | east one of said second |ead-in
area and said second | ead-out area. 30. A reproducing nmethod conprising the
steps of: readifRFUHirehcERpt iasididdiomal ofménenatian plag aki decalypddng
areas on a_nenory nedjum having the plurality of data areas, a plurality
of | edtRY nfAF eIRCTENELRY phakchl $RAGEBIL iR dadidt ldyteast Aeaditngnsuriaddid onal
i nformation orresgonding t.o said encr%p%éon data fromone of said

n [

pl ur al 195775t 1853 2L 5P ed8%0F bR eSBFOR PPTPAF i 35°df | ead-out areas: and

reproduci ng said encryption data in accordance with said read-out
addi tional information, wherein said nenory nmediumhas a first data area

and " agecond daf a 383080 Mgi NMELLHddn Sic%%{p?i‘@ég%“”@}‘?é’ ggafepas first,

| ead-in area on an inner rimsSide of said firfst a area, I'r st

| ead-out area oneaRi@Pbef hbMtids Rkasicd &id ok dataraneg, a second
| ead-in area on an inner rimside of said second data area, and a second

| ead- aift dareaapEadrorout femdiyridemohasang WRCPNUrallat @ ¢ caral £8sid)d a0ut
said additional information fromat | east one of said second | ead-in area

and saildrsétond i daddoin arcea, aepraoducirajispicf dreadrpiitoardata which is
recorded in
reading out additional information corresponding
to sald encryption data from one of said plurality of lead-in
areas or one of said plurality of 1lead-out areas; and
reproducing said encryption data in accordance with said read-out
additional information, wherein
said memory medium has a first data area and a
second data area on an inner rim side and, further, has a first
lead-in area on an inner rim side of said first data area, a first
lead-out area on an outer rim side of said first data area, a
second lead-in area on an inner rim side of said second data area,
and a second lead-out area on an outer rim side of said second
data area;
reading out said additional information from at least
one of said second lead-in area and said second lead-ocut area;
reproducing said encryption data which is recorded in
said second data area in accordance with said additional
information;

reading out the additional information as copyright

management information for restricting reproduction/copy of said
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sai d second data area in accordance with said additional information;
readi ng out the additional information as copyright nanagenent infornation
for restricting reproduction/copy of said 30 14 April D2H0®rEdcE{p®i on data
fromat |east one of said second |lead-in area and said second | ead- out
area; and reading out the additional information as a decrypting Kkey for
decrypting said encryption data fromat | east one of said second |lead-in
area @Fryptdosedshd [Foom- ot lgpes. oBE. A reprcbdirdang! nstddod nacesrdiang t o
~claim 30, wherein reproduction of said encryption data is restricted in
accor e SGREPRA skfad-PEhdeBRt/ 28 tional information. 32. A reproducing

met hod according to,.claim30, wherejn, said encryption data is decrypted in
accordance with qTHQWQﬂP(ﬁHeEﬁﬁéE?%ﬁﬂﬂlih?g?%ngbﬂ? ARd3s SEFTIBELPHt ed
data i r o) r di um whi_ch. has lurality of dat

ar eas_,léan %Flttjr a#jl&[e&%ﬁq eégédf(? nrrg%ér(r_ S Ah aa_aplr%ul}ogi iatacy&o Sl%ea? - Ot?tf_ glaégs and
|0 whieh-gRenaulen data abhchhie JOd atddiasalddata areas |
recorded and additional information corresponding to said encryption data

is recarded intq eegrofustid miltubal htYoRiidLad chaidl §#S WHerig of said
plurality of |ead-out areas, wherein said nmenory nediumhas a first

recordi ng area arghradusedend gcesddNgnakrepLibandeRer yi¥ ededatachas bhaen
recorded in the first recording area,;
accordance with said read-out additional information.
32. A reproducing method according to claim 30, wherein
said encryption data is decrypted in accordance with said

read-out additional information, and said decrypted data is

reproduced.

33. A memory medium which has a plurality of data areas, a
o plurality of lead-in areas, and a plurality of lead-out areas and
| in which encryption data which is inputted into said data
areas 1s recorded and additional information corresponding to
said encryption data is recorded into one of said plurality of lead-in
areas or one of saild plurality of lead-out areas, wherein
said memory medium has a first recording area and a
second recording area;
non—encrypted. data has been recorded 1in the first
recording area;
compressed data is encrypted and recorded in the second

recording area; and
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conpressed data is encrypted and recorded in the second recording area,
and 31 14 April 2005 key information necessary for decrypting encrypted
data recorded in the second recording area has been rktdrdéd ##0% he
additional information. 34. A menory medi um according to claim 33, wherein
said additional information is copyright managenent information for
restricting reproduction/copy of. said encryption data. 32
key information necessary for decrypting encrypted data
recorded in the second recording area has been recorded in the
additional information.
34. A memory medium according to claim 33, wherein
said additional information is copyright management
information for restricting reproduction/copy of said

encryption data.
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