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2 7 AUG 2004 | DESCRI PTI ON CONTENT PROVI DI NG METHOD, CONTENT " PROVI QI 'NE&UG 2004

AND USER EQUI PMENT 5 TECHNI CAL FI ELD The present invention

relates to a content providing nethod for providing contents to a user of
user equi pment by supplying contents to wuser equipnent in a renote

| ocation fromprovider facility which provides contents, and al so rel ates
to content providing facility and user gqquipnent 10 for realizing the
present met hod. BACKGROUND ART Conventional mail order retailing usually
uses a procedure where a printed S@ﬂg?qqgnqroduced and delivered to
provi de nenbers with product 15 information

with the users then ordering
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ionsenis,and alsarelates tonententproniding facility andruser equiptents 27
for realizing the present method.

BACKGROUND ART

Conventional mail order retailing usually uses a procedure where a
printed catalog is produced and delivered to provide members with product
information, with the users then ordering their desired products by
telephone. For a large mail order retailer, there is a large amount of
product information, so that it is common for such printed catalogs to be as
thick and as heavy as a normal magazine. Further, because the product
information is usually updated little by little, it is necessary for a new
printed catalog to be produced and delivered at certain intervals. However,
the production and delivery of such catalogs incur a similar cost to the
publishing of a normal magazine.

For this reason, some mail order retailers have tried to have the
production and delivery costs of printed catalogs borme by consumers by
making users pay for the printed catalogs. However, making users pay for
printed catalogs has a high probability of discouraging potential customers,

so that there is the risk of limiting the market for the products.
There is also the problem that while short, it takes some time
between the production of the catalogs and their delivery. Intoday’s




2 consuner society, conpanies need to quickly provide consunmers wth
products (and/or services) that appropriately reflect the tastes of 7 AUG 2004
consuners, so that the tinme taken fromthe release of products to the
delivery of catalogs to consuners prevents conpanies from properly
satisfying this 5 need. It should be obvious that such tine-rel ated
problens could be solved if it were posgible to deliver a content, such as
a catal og, on denmand wusing broadband conmuni cati on where a | arge anount of
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of providing a content providing 15 nethod that can provide content quickly
and at | owcatalogs &o cansumars prevents compariies frpn properly satidfyingy thasjui pment
for realizing the present nethod DI SCLOSURE OF THE I NVENTION In order to
sol ve tfe Be&ded probl em the present invention provides 20 a content
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delivery costs to fall.
The present invention was conceived in view of the situation

described above, and has an object of providing a content providing
15 method that can provide content quickly and at low cost, as well as content
providing facility and user equipment for realizing the present method

DISCLOSURE OF THE INVENTION
In order to solve the stated problem, the present invention provides
20 acontent prowdmg method, comprising: a step of distributing from a
content providing apparatus a recording medium, on which a content that
can be reproduced by performing a specified process using specified usage-
enabling information is recorded, to a user; a step of determining in a
content comtrol apparatus a schedule for distributing the nsage-enabling
25 information to reception and reproduction equipment in accordance with an
instruction from the content providing apparatus; a step of push-delivering,
from the content control apparatus, the usage-enabling information to the

user equipment in accordance with the schedule; and a step of reproducing

in the user equipment the content from the recording medium using the




3 usage-enabling information received via the push delivery. At |egst part
of the content may be encrypted, and the usage- enabling informati % 200
key information that is required to restore the content to a
pre-encryption state. 5 Also, the content may include a program for
providing a user interface used by the user for using the content on the
user equipnment. In a preferred node, thejusage-enabling information is
preferably delivered via a communication network. In this case, the
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The communication network is preferably a packet communication
network.
| Also, the communication network may be a mobile communication
15 network. In this case, the push delivery step for the usage-enabling
information may include: transmitting from the content providing apparatus
attribute information specifying the user equipment with desired attributes
to the content control apparatus; transmitting a request from the content
control apparatus to the mobile communication network, on the basis of the
20 transmitted attribute information, the request asking the delivery of the
usage-enabling information only to the specified user equipment; and
transferring from mobile communication network the usage-enabling
information to the user equipment in question.
The present invention further provides a content providing method,
25 comprising: a step of distributing from a content providing apparatus a
recording medium, on which a content that can be reproduced by
performing a specified process using specified usage-enabling information
is recorded, to a user; a step of transmitting from the content providing

apparatus to the content control apparatus, an instruction including




2 7 AUG 2004 4 information indicating a swtch between whether or not a
distribution of the wusage-enabling information is permtted and
information indicating a tinme for performng the switch; a step @f7 AUG 204
switching in the content control apparatus, at the tinme specified by and iIn
accordance with the instruction 5 received fromthe content providing
appar at us, between whether or not the djstribution of the usage-enabling
information is permtted; and a step of delivering the usage-enabling
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enabling information may be key information that is required to restore the

content to a pre-encryption state.

15 It is preferable that during the switching step, when the delivery of
the usage-enabling information is not permitted, the content control
apparatus multicasts an instruction that reproduction of the content is
prohibited, and on receiving the instruction, a user apparatus deletes the
usage-enabling information of the instructed content stored in a memory of

20 the user apparatus. In this case, the instruction may be multicast via a
communication network. ‘

The present invention also provides content providing facility,
comprising: distributing means for distributing a recording medium, on
which a content that can be reproduced by performing a specified process

25 using specified usage-enabling information is recorded, to a user; schedule
determining means for determining a schedule for distributing the usage-

enabling information to user equipment; and delivery means for performing
a push delivery of the usage-enabling information to the user equipment in
accordance with the schedule determined by the schedule determining




accordance wth the schedul e determ ned by the schedul e determ niggA%g ZﬁﬂgG
2004 5 neans. Preferably, an apparatus in which the distributing

provi ded and an apparatus in which the delivery neans is provided are

| ocated apart fromeach other. 5 The present invention al so provides
content providing facility, conprising: distributing neans for
distributing a recording nedium on whigh a content that can be reproduced
by perform ng a specified process using specified usage-enabling
information_is recorded, to a user; instructing neans for giving an
instructio * specifies a switch between 10 whether or not a delivery of
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performing, at the time specified by the instruction, the switch between

whether or not the delivery of the usage-enabling information is permitted

in accordance with the instruction; and means for delivering the usage-

15 enabling information when the delivery of the usage-enabling information
is permitted and there has been a delivery request from the user and
rejecting the delivery of the usage-enabling information when the delivery
of the usége—enabling information is not permitted and there has been a
delivery request from the user. '

20 The present invention also provides user equipment, comprising:
reading means for reading contents that can be reproduced by performing a
specified process using specified usage-enabling information, the contents
having been recorded on a recording medium distributed by content
providing facility; storing means for storing initial state information for a

25 content in a memory after reproducing the content, out of the contents that
have been read by the reading means, that has not been subjected to the |
specified process; receiving means for receiving the usage-enabling

information from the content providing facility; updating means for

updating the state information stored in the memory by the storing means




I nformation fromthe content providing facility; updating neans for
updating the state information stored in the menory by the storidlbelfis 27
AUG 2004 6 in accordance with the information received by the receiving
means; and reproduci ng neans for reproducing a content that has been
subjected to the specified processing in accordance with the state
information. For such user equipment, itgis preferable that the receiving
means 5 receives the information via a nobile comunication network, and
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delivered, it is possible to provide contents at a low cost and at high speed.
Key information (usage-enabling information) that is required for the
reproduction of an encrypted content is push delivered according to a
15 predetermined schedule, so that administrators at a content provider are
relieved of the burden of having to manage the distribution timing. In
addition, by setting the schedule, it is possible to switch between whether

the delivery of key information is permitted or prohibited, so that user
accesses to contents can be controlled, which is effective when, for

20 example, providing a content that is only available for a limited period,
such as a prize draw with a limited entry period. In the same way, by
specifying attribute information of terminals that are permitted to receive
the key information, it is also possible to control the delivery of content for
which access by certain users, such as underage users, should be prohibited.

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 shows an overall configuration of a content providing system

1 according to a first embodiment of the present invention.

FIG. 2 is a conceptual diagram showing one example of the




FIG | shows an overall configuration of a content providing system 1
according to a first enbodi nent of the present invention. FIG 2 i
conceptual diagram show ng one exanple of the 27 AUG 2004 7 configﬁ?g‘wgw
of contents that are provided by the content providing system | according
to the first enbodinent. FIG 3 is a conceptual diagram show ng exanpl es of
the data configurations of control requgst tables Ti and T2 that are
provided to a 5 content control apparatus froma content providing

rbod, ment COg ERE0 of b BAF uEP prouidRan b ME cORER Brididig SstendS: .
confi gur at iﬁﬂc&frdﬁl%%‘m@ﬁrﬁ‘%}ﬂﬂﬁhﬁnzﬁt.and a control table T4 that are

obeyed by the content control apparatus with respect to the control of 10
cont ents” accor di FIG. @ ishechnceptuahdigirannshowinsg eRairples bfehs data showing a
fl ow of an update process in the content control apparatus according to
the first econfigurations bf €ontrol sequéstdables T1 and/TAghat &teoprovfidedrtesponse
process in the content control _ apparatus according to the first enbodi nent

and a sécofgntens i pnaratys from 3 goatentgrov apparatls Pk Kespeathowi ng
a flow of ntrol bknformation geperati rocess according to the first
enbodi nent ?oﬁ%cog{:rpl of cog FIBD AGGPT Pg%ﬁ%%@@mtes of the initial

states of conten a rdé'&g:e EH 5t lﬁ% xaﬁﬁj I hS.a bl ock
di agram show ng ﬁg%ﬁﬁﬁ gur ak’?%énmg an esss_en_ | ?Fg%ar (;Eogzt\llll%o%%agarre
consol e t hgbnfigufation of adforitis] schedalé TI¥ avd dictmtraItabRI T4 thagarei ng to the
first enbodinent. FIG 10 is a flowhart showing a flow of an activation

process of oheyead biyi thal conpentrconteol-apparatusywith xespett toatheaodntret afd

enbodi nents. 25 FI G |l is a owchart..showing a fl ow of a push reception
proces]s,oi ncontents accor]dmg to the Hmte odiment. g P P

FIG. 5 is a flowchart showing a flow of an update process in the
content control apparatus according to the first embodiment.

FIG. 6 is a flowchart showing a flow of a response process in the
content control apparatus according to the first embodiment and a second

15 embodiment of the invention. '

FIG. 7 is a flowchart showing a flow of a control information
generating process according to the first embodiment.

FIG. 8 is a conceptual diagram showing examples of the initial
states of contents according to the first embodiment.

20 FIG. 9 is a block diagram showing the configuration of an essential
part of a video game console that forms part of the content providing
system 1 according to the first embodiment.

FIG. 10 1s a flowchart showing a flow of an activation process of a
terminal apparatus according to the first and second embodiments.

25 FIG. 11 1s a flowchart showing a flow of a push reception process in
a terminal apparatus according to the first and second embodiments.

FIG. 12 is a flowchart showing a flow of a content utilizing process

in a terminal apparatus according to the first and second embodiments.

FIG. 13 is a representation of a user interface that is provided by the




a termnal apparatus according to the first and second enbodi nents. FIG 12
Is a flomchart showing a flow of a content utilizing process |P7@h§5m nal
apparatus according to the first and second enbodi nents- FIG 13/i 04
representation of a user interface that is provided by the 2 7 AUG 2004 8
content providing system| according to the first enbodinment. FIG 14 is a
representation of a user interface that ¢s provided by the content

provi ding system 1 according to the first enbodinent. FIG 15 shows an

Second enbadradiibro¥iqiie &gl kBB Ib Be M EiRbRRACRE  c cxaml o of

the configurati gpgof rggﬁ r HERE i . {.di ng
system 2 ac_cordl ng tlgcit%kr?eﬁ?eré%%l eﬂgo(giérjrent:lﬁgﬁqg@élg{ﬁ?slggpégﬁee%?gyg
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table T5 that is Erow ded to a content control apparatus froma content

provi di ng appar . dtshowess ar overall coafiguration lof af cantentpreviadingr di ng to
t he second enbodinent. FIG 18 shoma@(e;ﬁg |l es of data configurations of a
control3 s8¥HEM & accordiagLolbg seson Mat are obeyed by the content

control 15 appagghuswith respect, 3.0 the cont.rol of content ccording to

t he second enbo ni6 13a ‘W&@B&ﬂ&h%%n‘@f’é"l&}g Qﬂft%x%ﬁf‘? Bﬁrtﬁ?i on of an

essenti al , : | | 8 i | er

Chat f or msCORPpurttich BEBDRIeMS that Hie ROVAR bOthe cofiter probfafEyaent

fl owchart gmfmngtﬁmwmgﬂ@mﬁn@ﬁ@cess of the 20 content control

apparatus according to the second enbodinent. FIG 20 is a flowchart

showi ng a fl ow oFl@. tdas acioncaptalwliagram showing iong exampksofidata di ng to

t he second enpodinent. _FIG 21 is a copgceptual diagra howi ng one exanpl e

of ¢ hel ni ePBREEAIaNof acontial srducstdablet Sdbetis HOveded Ao A AsEnhon:
control apparatus from a content providing apparatus with respect to the

control of contents according to the second embodiment.
FIG. 18 shows examples of data configurations of a control
schedule T6 and a control table T7 that are obeyed by the content control
15 apparatus with respect to the control of contents according to the second
embodiment, as well as one example of data configuration of an essential
part of a subscriber information table T8 in a gateway server that forms part
of the same content providing system 2. '
FIG. 19 is a flowchart showing a flow of an update process of the
20 content control apparatus according to the second embodiment.
FIG. 20 is a flowchart showing a flow of a control information
generating process according to the second embodiment.
FIG. 21 is a conceptual diagram showing one example of the initial
states of contents according to the second embodiment.
25 FIG. 22 1s a block diagram showing the configuration of an
essential part of a set-top box that forms part of the content providing
system 2 according to the second embodiment.

FIG. 23 is a block diagram showing the configuration of an

essential part of a mobile information terminal that forms part of the




25 FIG - 22 is a block diagram showi ng the configuration of an g ip@m'mgl
part of a set-top box that forms part of the content providing zs e
according to the second enbodinment. FIG 23 is a block diagram show ng the
configuration of an essential part of a nobile information term nal that
forms part of the 27 AUG 2004 9 content providing system 2 according to the
second enbodinent. FIG 24 is a flowhary showing a flow of an activation
process of a termnal apparatus that forns part of the content providing
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second enbagrmimilsappakatis tBat forn®s pancithedomteadpamidigyspaepne exanpl e of
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system 3 accordingforthetsecondenibodiment. FIG 28 is a conceptual diagram
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T9 that-is provi -t t at
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The foll owi ng_.descri be§ enbodi nent s of th&cé)i)estﬁnt i nvention with
10 configuration of contents that are provi y the content providing system

3 according to the modification.

FIG. 28 is a conceptual diagram showing one example of the data
configuration of a control request table T9 that is provided to a content
control apparatus from a content providing apparatus with respect to the

15 control of contents according to the modification.

FIG. 29 is a conceptual diagram showing examples of the initial
states of contents in the modification.

FIG. 30 is a flowchart showing a flow of a content utilizing process
in a terminal apparatus according to the modification.

20 FIG. 31 shows another example configuration of user equipment.

FIG. 32 shows another example configuration of user equipment.

BEST MODE FOR CARRYING OUT THE INVENTION

The following describes embodiments of the present invention with
25 reference to the attached drawings. It should be noted that parts that are

common to each drawing have been given the same reference numerals.

A. First Embodiment

A-1 Configuration




25 reference to the attached drawings. It should be noted that parts that
are common to each drawi ng have been given the sane reference nugﬁuﬁks. A
First Embodiment A-1 Configuration 2 7 AUG 2004 10 FIG 1 shows aild) |
configuration of a content providing system 1 according to a first

enbodi nent of the present invention- As shown in the draw ng, the content
provi ding system 1 includes a content pﬁgviding apparatus CP11 that

provi des a content C 11; a content providing apparatus 5 CP12 that provides
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di st ri but e&RIGhthatprovideswconteat £3:2; adupligatignidelivery eenter fohat is
connected t,0

I\/PIBI. It hat hi Qupﬁﬁﬁ@éﬁﬁmEMrﬁﬁ &s&pﬁ\%sgg Eﬁif%mlgggl 2 i. 2 Wir ka
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M5 1 and Cbeh@?ﬂ,"o?rﬁﬂﬁgﬁeidléPﬁcﬂGis %sﬁs@m&&r&ﬁpﬂ{d@wﬂ:eﬁ%@ um M and

a television receiver TV'that Ts 20 connected to the video gane console GM

It shoul d provided by thet cortentpiovidinghappatdtudes € 1naid CP1%akdt
comuni catiogn network MPN, and the gateway server GA5 1 are all

const i ¥t | $efiwerang the contents teuses; He Intesnet,INET: taowhich thercontsrd t he WV
(Vorld W dﬁro%ﬁingc gﬂpzl?r%tﬁjss eP1y' 8 ctorﬁ%ecnPe%; 'LcB02nE cggtr%ﬂ asp%a}aht%ts CC1

that is connected to the Internet INET and the content providing apparatus

CP12 and controls the usage of distributed content via the Internet INET; a

gateway server GWS1 that is connected to the Internet INET, a mobile

15 packet communication network MPN that is connected to the Internet |

INET via the gateway server GWS1; a mobile phone MS1 that is served by

the mobile packet communication network MPN; a video game console

GM that is connected to the mobile phone MS1 and can read contents that

are stored on the recording medium M; and a television receiver TV that is

—

20 connected to the video game console GM.

It should be noted that the mobile phone MS1, the mobile packet
communication network MPN, and the gateway server GWS]1 are all
constituting elements of a conventional communication system where the
WWW (World Wide Web) can be used via the mobile phone MS1, so that

25 out of the functions of these devices, the following e-xplanation only
describes the functions that are directly related to the present invention.
The Internet INET is also well known, so that an explanation of such has

been omitted.

The following describes the functions of the various components,




25 out of the functions of these devices, the foll ow ng explanation only
describes the functions that are directly related to the presenf 7 Aieliti on.
The Internet INET is also well known, so that an explanation of such has
been omtted. The followi ng describes the functions of the various
conmponents, 27 AUG 2004 11 though to sinplify the explanation, it is
assumed that the contents C | and Cl2;have the configurations shown in
FIG 2 with both contents C1 | and Clé bei ng provided after being
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arbitrary content can be used. The content providing apparatuses
CP12 are afiihercontents C10 andaC12aece assamped tbyindlddecatcleasta copmnupicationr s,
and each apparatus is conposed of an ordinary conputer system The content

provi di g PEogram forseansing the yidepgameeorsale (@M copununicate sdthithg to t he
I nstructions_of .an _admi ni st r.at o.that the.duplicatiqon/deli center
DDS is reﬁ%@l"é&opﬁ'o @Pmm%ﬁ%fa'aﬂ s P Gnﬁwbgﬁea #iﬁﬁgg’qsﬁor. “Any
15 met hod I fr t_providi

appar at uscittRte pitath Frhg e Seridhes. L hbik G581 prOgpi. he
exanpl es, EheteatCINorCIT o dtibtRePAtirdeP cofifeht canth&Rded may produce
master CD-ROVs that are passed over to the duplication/delivery center

DDS, or the cont’En¢ contentgirovidipgapparataseSOB] hand CRP2 ary apparatuises 20 t he
desired coptents to the | j.cation/delivery_ center DDS via

communt® at 108k e Manag ﬁ Nt eantent providass oand epeh apparsusdsk.  Out of
1D bei ng. 1 /TBPRERT ok Ap ity st Selkdny , iths ConeRl pipyiding (7 oo™ o
apparatuses CP11 and CP12 respectively operate according to the
nstructions of an administrator so that the duplication/delivery center DDS
is requested to deliver of a content desired by the administrator. Any
15 method may be used to transfer contents from the content providing
apparatuses CP11 and CP12 to the duplication/delivery center DDS. As
examples, the content providing apparatuses CP11 and CP12 may produce

master CD-ROMs that are passed over to the duplication/delivery center

DDS, or the content providing apparatuses CP11 and CP12 may transmit
20 the desired contents to the duplication/delivery center DDS via a

communication network such as a dedicated line or a public network.

Out of the contents shown in FIG. 2, the contents with the content

IDs (a content ID being information for exclusively identifying a content)

1_3,1_4,and 2_2 are information whose usage is permitted or prohibited
25  according to a-schedule that is determined in advance, and are encrypted by

the content providing apparatuses CP11 or CP12 using unique keys.

Initial state information showing an initial state (whether a key is necessary,

etc.) of each content and the communication program mentioned earlier are

included in unencrypted contents (in the present embodiment, the first




1 3, 14, and 22 are information whose usage is permtted or prohibited 25
according to a schedule that is determ ned in advance, and are encqyph@@pmy
t he content providing apparatuses CP11l or CP12 using unique keys. Initia
state information showing an initial state (whether a key is necessary,
etc.) of each content and the conmunication program nentioned earlier are

i ncluded in unencrypted contents (in thgypresent enbodi nent, the first 27
AUG 2004 12 contents), and are passed over to the duplication/delivery
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to control té%ﬁhﬁﬁﬁgﬁlﬂfeéﬁ&l%%mgahfe ssed 5 over to the
duplication/delivery center S. It should be noted that, in the present
i nvention, the cTheecontestrprovidaprappiratuses! CRIY ardeCPInt&ith rekf t¢hed

e content

apparatus CPlI | are located far apart from each other, so that
provi di ng epptentcoptrobapparatns €CH toepmisl theasage ofithecuntentst passed

apparatus CCl vig the Internet INET. On the other hand, the content 1o
control? apB&?%%&Q%FPMQM@CMﬁ%ﬁ@ﬂW@D&- noltsheald besnatedhatcin | ocat ed
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control request table at. is supplied fromthe content providing

appar at us apparatusdCCleviadhednternet INET. apPartheustheChandhthe eontemuest i s
made, and that ,of a cont &f@esﬂglest table T2 that is supplied from the
cont ed pr8A lrﬂ’%%saé & eoRigat proyuhng apparafusLeBi2 ares col 20
when a re i i ] each record i
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even when the devices are close to one another, it is still possible for this

requesting to be performed via a communication network.

15 The following_ describes, with reference to FIG. 3, the data
configuration of a control request table T1 that is supplied from the content
providing apparatus CP11 to the content control apparatus CC1 when a
request is made, and that of a control request table T2 that is supplied from
the content providing apparatus CP12 to the content control apparatus CC1

20 when arequest is made. As shown in the drawing, each record in the
control request tables T1 and T2 can include, for example, a content ID, a
switch time at which the state of the corresponding content switches
between usage permitted and usage prohibited, a post-switching state that
shows whether usage is permitted or prohibited for the content after

25 switching, a corresponding content key, and a notification method to be
used when notifying the user as to whether usage of the content is
permitted. This notification is performed by either a push-type delivery
method where the content provider automatically provides the user with

information or a pull-type delivery method where information is delivered




bet ween usage permtted and usage prohibited, a post-switching state that
shows whet her usage is permitted or prohibited for the content aft2f A6 2004
switching, a corresponding content key, and a notification nmethod to be
used when notifying the user as to whet her usage of the content is
permtted. This notification is perforned by either a push-type delivery
met hod where the content provider automggically provides the user with
information or a pull-type delivery nmethod where information is delivered 2
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apparatus CCl, the content ovi“di ng rat use do not

include 5 havinglanhes p pifosmbtionvdipplied s e contenpcoht@liapparafust he
control request tables Ti and T2 that the content providing apparatuses CP

11 and CP 1 phewiantenbprovedingrapparatusesrGP 14 @ndr EP12 dichot iftladeont ent
control apparatus, CCl is c?npo ed of an_ordinary ., conputer Sé_stem and
W
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T4, exanpl are shown 1 Sed on the received control

request tabl es TThewrdnicht control appafhtustO€1lisawinpdsédief ah crdsharyput ed

contents in accordance with the generated control schedule T3 and control
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the content control apparatus CC1 generates a control schedule T3 and a
control table T4, examples of which are shown in FIG. 4, based on the
received control request tables T1 and T2, and controls the usage of the
15 distributed contents in accordance with the generated control schedule T3

and control table T4. The content control apparatus CC1 also has proxy

functions for performing mail order retailing or conducting a prize draw for
a content proﬁding apparatus CP11 or CP12, with the content control
apparatus CC1 using these functions when requested by the content
20 providing apparatus CP11 or CP12. Such proxy functions are already
 well known.
As shown in FIG. 4, each record in the control schedule T3 includes
a content ID, a switch time, a post-switching state, and a notification
method. The records in the control schedule T3 are sorted in order of the
25 switch times, with this order being maintained whenever a new record is
added. By doing so, the process (described later) that updates the “present
state” of each content in the control table T4 as time passes becomes easier.

In addition to the present states mentioned above, each record in the

control table T4 includes, for each content, a content ID, a present state




As shown in FIG 4, each record in the control schedule T3 includes a

content ID, a switch tine, a post-switching state, and a notification

met hod. The records in the control schedule T3 are sorted in order of t%g AU 2004
25 switch tinmes; with this order being nmaintai ned whenever a new record is
added. By doing so, the process (described |later) that updates the "present
state" of each content in the control tghle T4 as tine passes becones

easier. In addition to the present states nmentioned above, each record in
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Ti and T2, exanples are shown at oh recéiving the

control regfeashichiaelshownh i FIGT 3, sbithatentrestiviag the conhl regiiesCC 1 sets
the present states 5 of the contents subjected to control to "a "usage
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the contro
request tables T1 and T2 to the control schedule T3 and the control table

T4.

The content control apparatus CC1 also has a function for
15 automatically performing an update process for the present states in the
control table T4 shown in FIG. 5 and a control information push
transmission process.
The content control apparatus CC1 continuously measures the
present time and whenever the present time measured by this timekeeping
20 process reaches any of the switch times of the records in the control
schedule T3 (“Yes” in step SA1 of FIG. 5), the content control apparatus
- CC1 performs the update process described below.
In more detail, the content control apparatus CC1 updates the
present state corresponding to the content ID of the appropriate record in
25 the control table T4 to the post-switching state shown in the appropriate
' record in the control schedule T3 (step SA2). The content control
apparatus CC1 also performs a process in accordance with the notification
method of the appropriate record (steps SA3 to SA5). When the

notification method is “push” (SA3: YES), the content control apparatus




schedule T3 ("Yes" in step SAL of FIG 5), the content control apparatus
CCl perforns the update process described below. In nore detail, the
content control apparatus CC 1 updates the present state corres’b&')rwﬁﬁgpflto
the content ID of the appropriate record in 25 the control table T4 to the
post-swi tching state shown in the appropriate record in the control

schedul e T3 (step SA2). The content contypl apparatus CCl also performs a
process in accordance with the notification nethod of the appropriate
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of the cont t s ol table T4, the content control
appar at us m&mqﬁ%&t&gﬁ%& process shown in FIG 6 in response to

a transm ssi on r 44Ré processifshewn! i PIGES, whehaheicoptmun®ation FeiHagal
apparatus (such as.the video gane consol e GM and the nobile 15 phone Ms1).

Thi s is tois&pnllf {SA3: NE&jsnothing as done} and she lproctssing retdns o ¢hiei n a
request froma term nal apparatus, the content control apparatus CCl
referslfo tiHackespingopesian 12 stetiSAd-f orms a control i nformation
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control apparatus CC1 performs the response process shown in FIG. 6 in

response to a transmission request for control information received from a
terminal apparatus (such as the video game console GM and the mobile

15 phone MS1). This is to say, for at least one content that has been
indicated in a request from a terminal apparatus, the content control
apparatus CC1 refers to the control table T4 and performs a control
information generating process (step SB1 in FIG. 6), generates
transmission data in which one or more items of control information that

20 have been generated are gathered together (step SB2), and sends the
transmission data as a response to the terminal apparatus' that sent the
request (step SB3). It should be noted that the control information is not
transmitted in its original form and transmission information is instead
generated and transmitted since doing so reduces the communication

25 overheads when a plurality of content IDs are indicated by a single request.

The following describes the control information generating process

performed by the content control apparatus CC1. In the control
information generating process, the content control apparatus CC1 first
refers to the control table T4 and specifies the present state corresponding




20 have been generated are gathered together (step SB2), and sends the
transm ssion data as a response to the term nal apparatus that seng TtM 2004
request (step SB3). It should be noted that the control information is not
transmitted in its original formand transm ssion information is instead
generated and transmtted since doing so reduces the comuni cation 25
overheads when a plurality of content Ig are indicated by a single
request. The follow ng describes the control information generating
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refers to &H@ﬁ@@éﬁsﬁgmwﬁ.%ﬁ@@oﬁﬂﬁﬁ'm fifat iR PGP iffed!it the
correspondi ng 27 AUG 2004 16 to a content ID for which the present tine has

reached t hprovessing in FIG. 6 (stéye ST bireFIGNF)J n' When the pregemtataggis | D t hat
has been specified in the processing in FIG 6 (step SC1 in FIG 7). Wen
t he present‘usage permitted’s dbe cpntentiaandrgl apparamst €6l gemenatds epptroht us CC1

generates control .5 intormation ingluding the key (and so the content ID
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above, the initial state information is included in the |eading content

that is not encrilioed is aconcepmal disgramishomingdshednitialrztateiofinaclz- 1) . As

hown jn the draw n t,he .initial,.state.inf ti.on | rovi ded for each
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read fromthe recording medi um M . )
contents with the content IDs 1_1 and 2_1). As shown in the drawing, the

o

initial state information is provided for each content and is composed of a
15 content ID, a key necessity, and a key. It should be noted that in FIG. 8,
the symbol “-* is used in the key fields of the contents that do not need a
key to show that a key is unnecessary. Though described in more detail
later, the information in this drawing is read from the recording medium M
into the video game console GM and is stored in the video game conséie
20 GM in the same format as in the drawing. '
FIG. 9 is a block diagram showing the configuration of the main
part of the video game console GM. As shown in the drawing, the video
game console GM includes a CPU (Central Processing Unit) 11 that
performs various computational processes and control processes; a volatile
25 memory 12 that is used by the CPU 11 as a work memory; a nonvolatile - -
memory 13 that is used to store programs that are executed by the CPU 11,
various kinds of data, etb.; an output interface 14 that outputs image and
audio signals to the television receiver TV; a communication interface 15

for communicating with the mobile phone MS1; a disk drive 16 for reading




into the video ganme console GMand is stored in the video gane console 20
GMin the sane format as in the drawving. FIG 9 is a bl ock di agramsr)”ugwgm;‘
the configuration of the main part of the video ganme console GM 2&5 shown
in the drawi ng, the video gane console GMincludes a CPU (Central
Processing Unit) 11 that perforns various conputational processes and
control processes; a volatile 25 nenory 32 that is used by the CPU 11 as a
work menory; a nonvolatile nenory 13 that is used to store prograns that
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with the content ID 1_1) on the recording medium M and uses the read

content. In more detail, the CPU 11 executes the communication program
in the leading content and so becomes able to communicate with the

15 content control apparatus CC1 via the mobile phone MS1 and executes the
U/ program and so provides a user interface.

The video game console GM also has a function for executing the
activation process shown in FIG. 10, the push reception process shown in
FIG. 11, and the content using process shown in FIG. 12.

20 First, on being activated with a recording medium M having been
set in the disk drive 16, the video game console GM performs the
activation process. This is to say, if the initial state information of the
contents on the recording medium M have not been copied into a
predetermined region of the nonvolatile memory 13, the CPU 11 reads the

25 initial state information from the recording medium M and stores the initial
state information in the nonvolatile memory 13 (steps SD1 to SD2 in FIG.
10).

Next, the CPU 11 searches, based on the initial state information

written in the nonvolatile memory 13 (see FIG. 8, hereafter this information




activation process shown in FIG 10, the push reception process shown in
FIG 11, and the content using process shown in FIG 12. 20 First, on being
activated with a recordi ng nedium M having been set in the disk drf M X i1

t he vi deo ganme console GV perforns the activation process. This is to say,
If the initial state information of the contents on the recording nmediumM
have not been copi ed into a predetermngd region of the nonvolatile nmenory

13, the CPUI reads the 25 initial state information fromthe recording
medi um M a e« QU t ] | ' '

menory 13 steps Ot&e lg%%i W‘ﬁ{?0§d}f{legﬁ{éll? h%lﬁr%)geab’a# ég based
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FIG 8, hereafter this infornation 2 AUG 2004 18 is referred to as ey
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comuni catjon interface 15, .data that has been transmtted according to
the push nmmll}methqla tgaf@maimmse)ﬂmtmnemrmncné for the vseepoi on

process. her wor‘gt,i when the received information is control
I nf or [ oH %M%ssthe key 15 information in the nonvolatile

i1 based Alkg, 85 FeRBRIHEVEDING Ehmphiti@atiBh'iBferfAcs 152058 Hdkor ™1 on

for informng the user evl si on
has been transmitted according to the push method, the video game console

GM performs the push reception process. In other words, when the
received information is control information, the CPU 11 updates the key

15 information in the nonvolatile memory 13 based on the received control
information, generates information for informing the user, via the television
receiver TV, that the key information has been updated based on the control
information, and supplies the generated information from the output
interface 14 to the television receiver TV (step SE1 to SE3 in FIG. 11).

20 When an instruction for using a content has been inputted from the
operation unit 17, the video game console GM performs the content using
process. In other words, when the content indicated by the instruction is a
content that requires a key and the key in question is stored in the
nonvolatile memory 13, the CPU 11 uses the key in question to remove the

25 encryption of the content, and performs a process in accordance with the
inputted instruction (steps SF1, SF2, SE5, SF6 in FIG. 12).

When the content indicated by the instruction is a content that
requires a key and the key in question is not stored in the nonvolatile
memory 13, the CPU 11 requests the content control apparatus CC1 to




receiver TV, that the key information has been updated based on the control
I nformati on, and supplies the generated information fromthe O%Efgps n
interface 14 to the television receiver TV (step SE1 to SE3 in %&&. 20
When an instruction for using a content has been inputted fromthe
operation unit 17, the video ganme console GM perforns the content using
process. In other words, when the contegy indicated by the instructionis a
content that requires a key and the key In question is stored in the
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content indrfcate e Instruction s, conten requires a key and
the key inredirsniseqd this rejuest,drrl] wher tee rmtell%gmw 13, the CPU 11
requests the content control "apparatus CCl to 2 7 AUG 7004 19 transmt the
control i nkncoessfully obtained {mdiengtheckeyn has beerwrittendnts theononvolatidees t he
information in the _nonvolatile nenory 13 based on th response to this
requestd amemaneh3)nscsthe keyitorremeve theenaypuon ot hescontent 3t ai ned

(when the key has been itten into the nona/ol atil nenn 13), uses the
key to renf¥ tﬁ'%@fgp TS HPrQqess 48 4CEnt W‘a{fgséipc}ﬁpuﬁ perforns a
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TV, that the indicated content cannot 1o used, and supplies the
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the 15 vid oﬂgéaﬁé‘@gws‘g{é@gﬁipm§gﬁg " process in step SEI shown in FIG

With the configuration of the present embodiment, the mobile

phone MS1 has a function for informing the video game console GM
whenever electronic mail is received. On being informed in this way, the

15 video game console GM performs the process in step SE1 shown in FIG.
11 in accordance with the content of the received mail. The content
control apparatus CC1 is capable of providing a connection service to the
Internet, with users using this service via the mobile phone MS1 so that the
video game console GM requests and obtains the control information.

20 This is possible since the communication program recorded on the
recording medium M supports HTTP (HyperText Transfer Protocol) or a
communication protocol that is compatible with HTTP and the U/I program
supports a browser function that accesses pages written using HTML
(HyperText Markup Language) or a descriptive language that is compatible

25 with HTML. - It should be noted that the electronic mail received by the
mobile phone MS1 is transferred over the Internet INET using SMTP
(Simple Mail Transfer Protocol), has been subjected to a protocol
conversion by the gateway server GWS1, and is transferred nsing HTTP

format on the mobile packet communication network MPN.




11 in accordance with the content of the received mail. The content

control apparatus CCl is capable of providing a connection servi ce 19%}5@
Internet, with users using this service via the nobile phone M5 1 so

the i deo gane consol e GM requests and obtains the control-information. 20
This is possible since the communication programrecorded on the recording
medi um M supports HTTP (Hyper Text Transhgr Protocol) or a comrunication
protocol that is conpatible with HTTP and the Ul program supports a
browser function that accesses pages witten using HTM. (Hyper Text Mar kup
Language) or a descriptive |anguage that is conpatible 25 with HTM.. It

shoul d be t :ﬁﬁﬁ t ectronic mail received by the nobile phone M5 |
S transferﬁ)f%’E t ]te‘llgﬁlﬂlfldl et | NET using SMIP (Sinple Mail Transfer

Protocol ), has bagkx ﬁ?kﬁﬁ] Esarftis y
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exanpl e opera e conten IS a d to, be g mai ], order _.catal og
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I nformati on (see Fl 8) recorded on the“recording nediumMi1s stored in

t he nonvol the Videoegame cofisole GM anddactivriesthe vidod gamll darisede GM, s SD4
in FIG_ 10), and _selection options for the content CI | and content Cl12

are prise the initial state informatiant (seedr1(n\8) renosded on theaiecopding es t he
vi deo gane nsol.e GVl.and, se cts t ontent 1 C at_.t.his int, the
screen o, AN ¥ SRGRLE R oatlRticRc 2'video gdine
console GM (steps SD1 to SD4 in FIG. 10), and selection options for the
content C11 and content C12 are presented on the television receiver TV.

When the user operates the video game console GM and selects the content
15 C11 at this point, the screen a, which is shown as an example display in
FIG. 13, is displayed on the television receiver TV. It should be noted that
hyperlinks are set for the legends “September 2000 Edition”, “October
2000 Edition”, “November 2000 Edition”, and “December 2000 Edition”,
with these legends being respectively linked to the contents with the
20 contentlDs,1_1,1 2,1 3,and1_4.
It is assumed that the user operates the operation unit 17 of the
video game console GM and selects the legend “October 2000 Edition™.
In the present embodiment, the content ID of the content to which this
selection option is linked is 1_2, for example, and the key that is required
25 to use the content in question is present in the nonvolatile memory 13, as
shown in FIG. 8, so that the video game console GM can read the content
with the content ID 1_2 from the recording medium M and decrypt the

content using this key. As a result, it becomes possible for the user to use
the content (steps SF1, SF2, SF5, and SF6 in FIG. 12). In other words, a




FIG 13, is displayed on the television receiver TV. It should be noted
that hyperlinks are set for the | egends "Septenber 2000 Edition", "QOctober
2000 Edition", "November 2000 Edition", and "December 2000 Editi oh? AUGICEh
t hese | egends being respectively linked to the contents with the 20 content
IDs, 1°1, 1. 2, 1 3, and 1-4. It is assuned that the user operates the
operation unit 17 of the video gane congole GM and sel ects the | egend
"QCct ober 2000 Edition". In the present "enbodi nent, the content ID of the
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can her®af gamecensale GM transmits infermatjon eorresponding to s RE6on Fdat i on" .
Wien the uger sel.ects the, . Order” button in.the screen b, _the video 5 gane
consol e G\ﬁf‘?g}@?ﬁqgﬁ?ﬂ? g'llsrgt?gﬁet%‘ Rt &@Rm@%ﬁfﬂl{irbwaay ofie J
nobi | e pho I.di 11 by way of the
nobi | e Bacﬂ-gef P@%‘ﬁﬁ?@%ﬁf?@%ﬁ%ﬁ%ﬂf‘”@ﬂ%@ﬁ@gﬁw g@?@*l and the

| nternet NSWSThandrthedatirnet INET2( Ehe pFoédili pgr%gcénrgts enge@?gﬂ% hﬁ?ﬁi e

online shopping and so is not explained. It sho
i nf or mat i cconventionaltondineshappingandso ionotexplained.di figstanidibe notéPl1l and

the addresg are sef in advance in the content with the content 1D 1_2 and
in thelQy |5W6B¢&m[0m#t&n@é& 1y trapsauted tadhe coatenproyiding apparatasiovenber
2000 Edit&pay iy e fRfesd 2l setid Wivante il thR ontht Wit the Sontent ID

cont ent

1_2 and in the U/I program.
In screen a, assume that the user selects the “November 2000
Edition” on October 15, 2000. In the present embodiment, the content
15 ID of the content that is linked to this selection option is 1_3, for example,
and the key that is required to use this content is not present in the
nonvolatile memory 13, as shown in FIG. 8. In this case, the video game
console GM needs to request the content control apparatus CC1 to transmit
the control information, so that the video game console G‘M requests the
20 transmission of the control information corresponding to the content in
question via the mobile phone MS1 and by way of the mobile packet
communication network MPN, the gateway server GWS1, and the Internet
INET (steps SF1 to SF3 in FIG. 12).
On October 15, 2000, the present state for the content with the
25 content ID 1_3 in control table T4 is “usage-prohibited”, as shown in FIG.
4, so that the content control apparatus CC1 generates control information
that does not include the key (steps SC1, SC2, and SC4 in FIG. 7) and
sends this control information as a response to the request (steps SB1 to
SB3 in FIG. 6).  Since the control information does not include the key,




15 ID of the content that is linked to this selection option is 1-3, for
exanpl e, and the key that is required to use this content is not present in
the nonvolatile nenmory 13, as shown in FIG S. In this case, thg ¥auE@my
ganme console GV needs to request the content control apparatus CCl to
transmt the control information, so that the video gane console GM
requests the 20 transm ssion of the contpol information corresponding to
the content in question via the nobile phone M5 | and by way of the nobile

e MR LRI S RSB SR R,
present. St YRIcHPEhdWE 1FATHE Bontbit WAL AREREDD 1 B daspdrbeagbaol tabl e

T4 is "usage-pro so that e content control

appar at us Lged o die tefavision tetedvereT Vo irifban meafseﬂqgt SF8eSKHae key
(steps SC1, ,, and SC in FIG 7) and sends this control |nformat|on as

a responsemmiSF@)request (steps SB1to SB3 in FIG 6). Since the control

i nformati on does not i ncl ude ey, .2 7 AUG 2004 22 the vi deo gane
consol 3GV t hat rIaB8; RASEES, $0J &laéé'éﬁﬁglﬁﬁléps&ﬁ t tigag keaches 11 Qﬁ% shows t hat

tel evi i on Neerber Ta0 i the ceneal Eehro Lot Gams Ok Mt Treddatifate ¢
Time p?‘sse%ftﬁo(ﬂcbﬂ?éntmtﬁ Eoﬂiéiftelp _ggﬁth‘é LtAbfOTeD e&!ﬁiﬁ% er 'St
on a I

2000, in the content c appar present state

content W tisigepeanitesd”, based oni etdtﬂ:tﬁﬂrndh@tlul@msemml@ettoand theusage
permtted", based on the’ control schedule T3 in FIG 4, and t he

cor r espondicorresponding record is daleted framdhe wontxal schedule T31(5teps Shsl 81 1 to

]légl tS :VIO#? i (I&a %‘%ﬂé é&mhgﬁgoﬁt@%ﬁmeéﬁ‘ﬁ%%% ee@g%'tyﬁgaﬁr aggg?at us
Lo tr ahefibnS WEAlioh BERKTBOASHCSOM FSRHRTE Bk EBnidh cRiftiant Wi th Lhe

COI’]t ent way as eSCI’I
apparatus CC1 to transmit control information corresponding to the content

with the content ID 1_3, in the same way as described above.
Since the present state of the content with the content ID 1_3 in the
15 control table T4 is “usage permitted” at this ﬁme, in the content control
apparatus CC1 control information that includes a key is generated (steps
SC1 to SC3 in FIG. 7) and is transmitted to the video game console GM as
a response to the above request.  Since the key is included in the control
information, the video game console GM that receives this response via the
20 mobile phone MS uses the key to decrypt the content with the content ID
1_3, and uses the content to provide a user interface (steps SF3 to SF7 in
FIG. 12).
At this time, if the content C12 is selected out of the selection
options for the content C11 and the content C12, the screen ¢ shown in FIG.
25 14 is displayed on the television receiver TV. This screen c is a screen
that is based on the content with the content ID 2_1 (a content whose usage
is permitted from the outset), so that the user who sees this screen can
know that the start of the prize quiz is 0:00 on January 1%, 2001.
As more time passes and the present time reaches 0:00 on January




Since the present state of the content with the content ID 13 in the 15
control table T4 is "usage permtted" at this tinme, in the contentz ?(mgqm
apparatus Mcontrol information that includes a key is generated (Steps SC
| to SC3 in FIG 7) and is transmtted to the video gane console GMas a
response to the above request. Since the key is included in the control
information, the video game console GM hBat receives this response via the
20 nobi | e phone Ms uses the key to decrypt the content with the content ID
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As nore tinme passes and the present tinme reaches Q: 00 on January 7 AUG
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GM transm
button in screen d, the video game console GM transmits the information

that has been inputted into the answer fields via the mobile phone MS1 to
the content control apparatﬁs CC1, by way of the mobile packet
15 communication network MPN, the gateway server GWS1, and the Internet
INET. The processing hereafter is the same as in an ordinary online prize
draw. |
Once more time passes and the present time reaches 17:00 on
January 7™, 2001, in the content control apparatus CC1 the present state of
20 the content with the content ID 2_2 in control table T4 becomes “usage
prohibited” and control information (that does not include a key) is
generated based on the present state after updating. The electronic mail
that includes this control information is multicast from the gateway server
GWSI1 to all of the mobile phones served by the mobile packet
25 communication network, while the gateway operates in accordance with a
request from the content control apparatus CCl1 (steps SA1 to SAS in FIG.
5).
‘When the mobile phone MS1 receives the electronic mail including

the above control information, the video game console GM updates the key




that has been inputted into the answer fields via the nobile phone M5 1 to
the content control apparatus CCl, by way of the nobil e packet 152-”“#5 2004
comuni cati on network MPN, the gateway server GA5 1, and the Interne

| NET. The processing hereafter is the sane as in an ordinary online prize
draw. Once nore tinme passes and the present tinme reaches 17:00 on January
7th, 2001, in the content control apparagjus CClL the present state of 20
the content with the content ID 2 2 in control table T4 becones "usage
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B. Second Embodiment
B-1. Configuration
15 FIG. 15 shows the overall configuration of a content providing

system 2 according to a second embodiment of the present invention. As
one example, the content providing system 2 shown in the drawing may
comprise a content providing apparatus CP21, a content C21, a content
control apparatus CC2 that is connected to a gateway server GWS2 by a

20 mobile packet communication network MPN, and a mobile information
terminal T served by the mobile packet communication network MPN. In
addition, the system 2 includes a set-top box STB2, which has a wireless
local communication function and is used in place of the video game
console GM of the first embodiment, and a mobile phone MS2, which is

25 served by the mobile packet communication network MPN and is equipped
with a wireless local communication function for communicating with the
set-top box STB2. The set-top box STB2 is connected to the television
receiver TV so that the user can refer to information on the screen. In the

present embodiment, contents are not passed over from a




B. Second Enbodinment B-i. Configuration 15 FIG 15 shows the overall
configuration of a content providing system 2 according to a sec n_ij o
enbodi ment of the present invention. As one exanple, the content%p 4% (?ﬁUhg
system 2 shown in the drawing may conprise a content providing apparatus
CP21, a content C21, a content control apparatus CC2 that is connected to
a gateway server GA52 by a 20 nobil e pagket communi cati on network MPN, and
a nobile information termnal T served ™y the nobile packet comrunication
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screen. In the present enbodi nent, contents are not passed over froma 27
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© ©OContents to the terrestrial wave broadcast station GB. The content

providing apparatus CP21 also passes over a control request table T5, such
as that shown in FIG. 17, to the content control apparatus CC2.
As shown in FIG. 17, each record in the control request table TS

15 includes, for example, a content ID, a switch time at which the
corresponding content switches between usage permitted and usage
prohibited, a post-switching state that corresponds to the content ID and the
switch time, a corresponding content key, a notification method, and an age
showing an age restriction for users of the corresponding content.

26 On receiving the control request table TS, the content control
apparatus CC2 generates, a-control schedule T6 and a control table T7, an
example of which is shown in FIG. 18, based on the control request table
T5, and controls the usage of the distributed contents, based on the control
schedule T6, the control table T7 and attribute information for the user that

25 is obtained from the gateway server GWS. It should be noted that the
control table T7 has an age field in addition to the content of the control
table T4 of the first embodiment.

When, during the update process shown in FIG. 19, a record that is

to be push-delivered due to the present time having reached the switch time




providing apparatus CP21 al so passes over a control request table T5, such
as that shown in FIG 17, to the content control apparatus CC2. Aszs,tm}mwn
FIG 17, each record in the control request table T5 15 includes, “for
exanple, a content ID, a switch tine at which the correspondi ng content
swi t ches between usage permtted and usage prohibited, a post-swtching
state that corresponds to the content |bgand the switch time, a
correspondi ng content key, a notification nethod, and an age show ng an
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I nformati on generating process 5 shown™in FIG 20, t e content control
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gat evay sepsy offtfié migbilé pheRél édinhification network MPN, based on
attribute information (such as sex, date of birth, address, and present
location) of subscribers. In other words, the gateway server GWS2 has a

15 function for transmitting electronic mail to subscribers that satisfy certain
conditions. The gateway server GWS2 also has a subscriber information
table T8 (see FIG. 18) that stores attribute information on the subscribers of
the mobile packet communication network MPN, and has a function for
receiving inquiries from the content control apparatus CC2 and transmitting

20 attribute information for subscribers as a response.

The gateway server GWS2 additionally has a function for charging,
based on settings made in advance, a specified node a communtcation fee
(a usage fee for the mobile packet communication network MPN) incurred
when a terminal apparatus accesses the node. In the present embodiment,

25 the communication fee that is incurred when a terminal apparatus sends a
request to the content control apparatus CC2 is billed to the content control
apparatus CC2 so as to promote the usage of contents, though the invention

is not limited thereto. The communication cost may be finally borne by

the content provider that provides the content C21. In any case, in the




mul ticasting electronic mail in a conditional push manner to nobile ph &es
M52 on the nobil e packet communication network MPN, based on at@rf Hﬁiﬁ

i nformati on (such as sex, date of birth, address, and present |ocation) of
subscribers. In other words, the gateway server GA52 has a 15 function for
transmtting electronic mail to subscribers that satisfy certain

condi tions. The gateway server GA52 al s%has a subscriber information
table T8 (see FIG 18) that stores attribute information on the subscribers
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content control PHRaPRisa ik didbrake SHOWIRS the configtiraloh f thesui t abl e

contract regarding communication tees. FIG 21 is a conceptual diagram

showi ng t hesseniial partstofithe sef-topbox $EB2entln Bl(Ga22 athe ¢ymmmnicationst ri al
wave broadcast_ stati.on GB, with_this _information being stored in the
set -t d® bosaterfaoe 21 dsand ¢ for, perdprmIng Wireless Ecma?mmmmcmmat shown

asenti ol i Gegropile RihelMP A0 BrESiRFRERE 85 betRthpR iyl 1"

the set-top box STB2 and the content control apparatus CC2 by having the

-

CPU 11 that executes a communication protocol and a U/ program
included in a content communicate with the mobile phone MS2 via the

15 communication interface 21. A receiver 22 receives digital broadcasts
from the terrestrial wave broadcast station GB, while an operation unit 23
includes a remote controller or the like. A nonvolatile memory 24 is
composed, for example, of a ROM for storing a control program and the
like and a hard disk drive for storing contents and the like. The other

20 parts of the configuration are the same as in the video game console GM of
the first embodiment, and so have been given the same reference numerals
as before.

FIG. 23 is a block diagram showing the configuration of the

essential parts of the mobile information terminal T. In FIG. 23, an

25 operation unit 25 is a pen-type input device, while a display unit 26 is an
LCD (liquid crystal dispiay) panel or the like that is integrally provided
with the main body of the mobile information terminal T. With regard to
packet communijcation, a communication unit 27 has a function that is a

combination of the functions of the mobile phone MS1 and the




10 interface 21 is an interface for perform ng wireless |ocal conmmrunication
with the nobile phone M52, so that information can be exchanged be% Ezmg
the set-top box STB2 and the content control apparatus CC2 by havi

CPU 11 that executes a comrunication protocol and a Ul program |ncluded
in a content conmuni cate with the nobile phone M52 via the 15 conmmuni cation
interface 21. A receiver 22 receives digigtal broadcasts fromthe

terrestrial wave broadcast st at ion GB, | | e an operation unit 23 includes
a renote controller or t n ne co sed, for
example. ofctmmicafon if Bﬁﬂﬁ’% R e Eitgole, OM) SLAREHREE L ¢
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FIG 23 is a bldck di agram show ng the configuration o essenti al

parts of thaobilbihfornmdtiomtarininal &rlnashah aaivantagléllﬁthﬁﬁcoatemcapdneat i on
unit 25 is a pen type input device, while a display unit 26 is an LCD
(1i qui d5cr ybtainedi usqtfpwwhemand@tlanwetlmﬂat is integrally provided
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When the user instructs a terminal apparatus with the configuration
described above to use a content, the CPU 11 reads the content in question
(in this case, the content with the content ID 1_1), and uses the content.

15 After being activated, a terminal apparatus usually receives a content, so
that in place of the activation process of the first embodiment in FIG. 10,
the copying process shown in FIG. 24 is executed. In other words, the
terminal apparatus does nothing onr being activated, but when a content is
received, the terminal apparatus copies the initial state information as

20 necessary into the nonvolatile memory 24.

B-2. Example Operation
The following describes an example operation of the present

embodiment with reference to the drawings. In this example, the content
25 C211s assumed to be a DVD mail order catalog. The content C21 is also

assumed to have been already broadcast from the terrestrial wave broadcast

station GB. It should be noted that in the following explanation, parts that

are the same as the example operation of the first embodiment (which

includes, for example, parts with minor differences such as wired




T. Consequently, the follow ng explanation fundanentally makes no 10

di stinctions between these. In such cases, both sets of equi pnent a??AUG 2004
i ndi cated using the general name "term nal apparatus”. Wen the use
instructs a term nal apparatus with the configuration described above to
use a content, the CPU 11 reads the content in question (in this case, the
content with the content ID 1 1), and usgs the content. 15 After being
activated, a term nal apparatus usuallyfeceives a content, so that in

pl ace of the activation,process of the first enbodinent in.FIG 10, the
Ropyi ng. pr GURTUMERON haimg baer replaced willy Wireless ROMMYPILALIONATe ROt nal
appar at us g"f%:(ig - gbhi ng on being activated, but when a content is received,
the termn E‘§ atus copies the initial state informati on as 20 necessary

doscri bos an’ exanil'y e usef fstfics 2 MR ARFALTR MEHQOBRIE e 10
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mai | order catal og. The content C21 is also assuned to have been already
broadcast 2066, the termninak appatatusperfornsdbaontentasing macess showa ih be
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for each of these contents (steps SF1 and SF2). As shown in FIG 21, the
key thi® i setwark MBN:iand the gatewaynsesver & WiS2, ibe content: comral apparatus

present 188§ ¥ andndt coftrof ifotmation”(btép SF3 il FIGS159™ ffle ' N auestion.
communication fee for this request is billed to the content control apparatus
ccz2.
As shown in FIG. 17, on October 15, 2000, the present state of the
15 content with the content ID 1_2 in the control schedule T6 is “usage
prohibited”, so that in the content control apparatus CC2 control
information that does not include a key (steps SC1, SC2, and SC4 in FIG.
20) is generated and transmitted as a response to the request (steps SB1 to
SB3in FIG. 6). Since the above control information does not include a
20 key, the communication apparatus has an image showing that the content
with the content ID 1_2 cannot be used displayed on the television receiver
TV to notify the user (steps SF3, SF4, and SF7 in FIG. 12).
However, as shown in FIG. 21, since the content with the content
ID 1_1 does not require a key to be used, the screen that is displayed to the
25 user becomes the screen e shown in FIG. 25. In the screen €, an image
corresponding to the content with the content ID 1_1 is displayed on the
left side and an image corresponding to the content with the content ID 1_2

is displayed on the right side, with the latter being an image that is not

sufficient for the user to purchase a DVD. In other words, in this state the




the term nal apparatus requests, via the nobile packet comrunication 10
network MPN and the gateway server GAS2, the content control apparaytcui %
to transmt control information (step SF3 in FIG 12). The comuni LAUB A
fee for this request is billed to the content control apparatus CC2. As
shown in FIG 17, on Cctober 15th, 2000, the present state of the 15
content with the content ID 12 in the c%ptrol schedul e T6 is "usage

prohi bited", so that in the content cont apparatus CC2 contr ol
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require a key to be used, the screen that is displayed to the 25 user
beconmes5t hahe screen binkiGn 1830 FIG 25. In the screen e, an irrage
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with the content IDs 1_1 and 1_2 in this state, as described above, the '
terminal apparatus requests the content control apparatus CC2 to transmit

control information corresponding to the content with the content ID 1_2.
15 The communication fee related to this request is billed to the content
control apparatus CC2.
At this point, the present state of the content with the content ID
1_2 in the control table T7 is “usage permitted”, so that the content control
apparatus CC2 sends an inquiry to the gateway server GWS2 about the date
20 of birth of the user. The gateway server GWS2 refers to the subscriber
information table T8 stored in a memory and notifies the content control
apparatus CC2 of the date of birth of the user in question, with the content
control apparatus CC2 judging, based on the result of the inquiry and the
present time, whether the user’s age is suitable for the content in question.
25 When, as a result of this judgment, the user’s age is not suitable, the
content control apparatus CC2 generates and transmits control information
that does not include the key. In this case, the screen e is obtained as

described above. On the other hand, when the user’s age is suitable, the

content control apparatus CC2 generates control information that includes




with the content IDs 12 and 13 in the control table T7 becone "usage
permtted", based on the control schedule T6 shown in FIG 18, vmthh?h”élﬁlma
appropriate records being deleted fromthe control schedule T6 (steps SAl
to SA3 in FIG 19). If the user then instructs the usage of the contents
with the content IDs 11 and 1 2 in this state, as descri bed above, the
term nal apparatus requests the content 3gontrol apparatus CC2 to transmt
control information corresponding to the content with the content 1D 1 2.
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the content control apparatus CC2 sendS an inquiry to the gateway server

GAB2 about sttle adahat shbwh 1hiFIG 28, i ldisplayed tditke gate(stgps SF3eto SRB2m ef er s
to the subscriber information table T8 stored in a menory and notifies the
content coll@oll2)apparatus CC2 of the date of birth of the user in
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and in that the gateway server GWS2 transmits electronic ma11 mcludmg
the control information to members that satisfy the condition.

By operating in this way, the generation of redundant traffic is
15 avoided with present embodiment. Also, with the present embodiment,
contents can be provided at higher speed with more precise control being
performed over contents regardless of whether push or pull communication
is performed. As one example, control that has information relating to a
prize draw presented only during a period of several days to users that
20 satisfy specific conditions can be performed.

C. Modification
It should be noted that in the first embodiment, the U/I program and
the communication program are provided for each recording medium M,

25 though such duplication of programs may be rectified. It should be
obvious that in each of the above embodiments, the U/I program and the
communication program may be stored in advance in each terminal
apparatus so that these programs can be excluded from the contents.  Also,

while the above embodiments are described by means of an example where




operation described in the first enbodi nent. The push delivery operation

In the present enbodinent differs fromthe push delivery operation Zr}é@?g
first enbodinent only in that the content control apparatus CC2 speCi'f Qﬁ
lo condition (such as a date of birth that is Novenmber 1, 1982 or |ater)
when requesting the gateway server GA52 to transmt the control
information and in that the gateway serger GAS2 transmits el ectronic mail
including the control information to nmenbers that satisfy the condition.
By operati [ ' ' f (EP?M%?B e oi ded
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content may be ] i
broadcast station SB, and the control information for using the broadcast

content is broadcast by a content control apparatus CC3 from a terrestrial
wave broadcast station GB. It should be noted that the set-top box STB3

15  differs from the set-top box STB2 only in that the set-top box STB3 is
equipped with a receiver for satellite broadcasts in place of the
communication interface 21 (see FIG. 22), and in that control information
is received by the receiver 22 for terrestrial wave broadcasts together with
the reception of the content by the receiver for satellite broadcasts.

20 The following describes the operation of the content providing
system 3 for the case where the content C31 has the configuration shown in
FIG. 27. In this case, the configuration of the control request table T9 that
the content providing apparatus CP31 sends to the content control
apparatus CC31 is as shown in FIG. 28, for example. The control request

25 table T9 differs from the control request table in the first embodiment in
that there is no notification method field. This difference is caused by the
transfer medivm for the control information being a one-way broadcast
instead of two-way communication.

When the content C31 is brqadcast from the satellite broadcast




provi ded by a broadcast, with the control over the usage of contents being
performed using a different broadcast. In the content providing Sﬁ.}gmu
shown in FIG 26, a content providing apparatus CP31, which has t ﬁo
functions as the content providing apparatus CPll, broadcasts the content
C31 included in the content providing apparatus CP31 froma satellite
broadcast station SB, and the control inghormation for using the broadcast
content is broadcast by a content control apparatus CC3 froma terrestrial
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STB3, the set-top box STB3 informs the user that the content cannot be

used, but in other cases, the set-top box STB3 removes the encryption of
15 the content and uses the content.

It should be noted that any configuration may be used for the
content providing facility and the user equipment, so that such facility and
equipment are not restricted to the configurations described above. As
one example, the content providing facility described above has the content

20 providing apparatus and content control apparatus provided as separate
apparatuses to increase the freedom with which systems can be configured,
though both apparatuses may be combined in a single apparatus. It should
be obvious that a plurality of content control apparatuses may be used.

The user equipment for contents may be composed of a terminal apparatus

25 in which a home computer terminal PC and a mobile phone MS2 can
communicate with each other (see FIG. 31), or a terminal apparatus in
which a portable game console MG and a mobile phone MS2 can
communicate with each other (see FIG. 32).

It should be obvious that the present invention is not limited to the




that receives the control information storing the key in question with the
key being associated with the content with the content ID 1 2. Vhep{fﬂﬁﬁ2ﬂi
content is used, the content using process shown in FIG 30 is pe orne&
in the set-top box STB3. This process differs fromthe to process shown in
FIG 12 only in that there is no processing relating to the obtaining of
control information. In other words, wheyy a key is required to use a
content and the key in question is not present in the set-top box STBS,
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cont ent anqeﬂﬁg Eﬁ%n@q%&ﬁﬁﬁf tﬁ@ e gt any conflguratlon may
be used for the conteént prOV| ?ng ?I??;ﬁaAQGbééﬁﬁser equi pnent, so that

such facility and equipnment are not restrlcted to the configurations
descri bed above. As one exanple, the content providing facility descri bed
above has the content 20 providi ng apparatus and content control apparatus
provi ded as separate apparatuses to increase the freedomw th which
systens can be configured, though both apparatuses may be conbined in a
single apparatus. It should be obvious that a plurality of content control
appar atuses may be used. The user equi pnent for contents may be conposed of
a termnal apparatus 25 in which a hone conputer termnal PC and a nobile
phone M52 can comunicate with each other (see FIG 31), or a term nal
apparatus in which a portable game console MG and a nobil e phone M52 can
comuni cate with each other (see FIG 32). It should be obvious that the
present invention is not limted to the 2 7 AUG 2004 34 particulars of the
description given above, and that the invention may be realized in any
formwi thin the scope of the invention. 27 AUG 2004 35




1. A content providing nethod, conprising: a step of distributing froma
content providing apparatus to a user a recording nedium on whic 72AU6 7004
content that can be reproduced by perform ng a specified process using
speci fied usage-enabling information is recorded; a step of determning in
a content control apparatus a schedule for push-delivering said
usage-enabling information to a user apparatus in accordance with an
instruction fromsaid content providing3apparatus; a step of
push-delivering, fromsaid content control apparatus, said usage-enabling
information to said user apparatus in accordance with said schedule; and a
step of reproducing in said user apparatus said content fromsaid

recordi ng medi um usi ng sai d usage-enabling information received by the
push-deliyery. 2. A content providing nethod according to Claim1, wherein
sai d usagL enabf ¢RNER providingimethad) compsising a plurality of user
apparatuses via_a,co ni.cati.on network. 3. A content providing nethod
according to o%ﬁ?ﬁ&%‘féﬁgpﬁngﬁeﬁbammdwa RS 1APPEKANS 18 HusHa

comuni catd 4 cqQnf-ent _pravi.di.ng, net hod.accordi ng top.Claim2,
wher ei n ?gcg?ggﬁ ‘é‘ﬁ{eﬁm@ uﬁgs%"gh?ﬁor?t (Gt ‘oﬁ%‘m‘?&r b&aﬁpﬁﬁd'g%ﬁcﬁ Ser
appar at UspérdofSiHYY SR Hrodt e AONE-hetil WREKLNS t
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usage- enaisliesgrded;or mation i s delivered via a nobile comunication .
network; and said step of push-delivering said usage-enabling information
i ncl udes: trans#istép Ag Getermmning dn coAoBtent moatioliappargipsmasaledude $or d

cont ent - ! L . .
push-delivering said usage-enabling information to a user apparatus in
accordance with an instruction from said content providing apparatus;

a step of push-delivering, from said content control apparatus, said
usage-enabling information to said user apparatus in accordance with said
schedule; and

a step of reproducing in said user apparatus said content from said
recording medium using said usage-enabling information received by the

push-delivery.

2. A content providing method according to Claim 1, wherein
said usage-enabling information is multicast to a plurality of user

apparatuses via a communication network, .

L2

A content providing method according to Claim 2, wherein

said communication network is a packet communication network.

4. A content providing method according to Claim 2, wherein
said content includes a control program for causing said user

apparatus to communicate via said communication network.

5. A content providing method according to Claim 1, wherein said




control apparatus, attribute information specifying a user attribute of a
recei ving user apparatus; transmtting a request fromsaid conte 7@@9%@
apparatus to said nobile comruni cation network on the basis of sai
transmtted attribute information, said request requesting delivery of
sai d usage-enabling information only to a user apparatus having the
specified attribute; and transferring, from said nobile comunication
network, said usage-enabling informati o to a user appar atus having the
specified attribute fromanong user apparatuses served by said nobile
comuni causage-erablong . irfformationt ént delivsricdi Mia et hasbibe casimithieaiéh ai m 5,
wherein said content includes a control programfor causing said user
appar at usNe@&knandi cat e via sai d .nobil e comunication network. 7. A
content providi n? met hod ?ccor d':fﬁ?? to, Cdaim1l or 5 wherein at |east part
of said contentSd4 &HR ypT cBUSAIAEIvETIDE, stHad - Msapeiengblings onfetmaton s key
informtiﬁlﬁl‘g@% Is required to restore said content to a pre-encryption
state. 8. "ent providing nmethod according to Claiml or 5, wherein

said content i f’tﬂﬁﬁ“ P \VANe [N ' f d, by said
user for usingqggl co??tgént O@géﬁ&n@é@ﬁ%@ip&ﬁﬁ&f@&fb\&sg{%ﬁﬁb’é{%n_ A
content peamel agpapdiod aeitaneé! ifohaGba! Petifing. o Witk CaliribaRl Bfsh ep of
push-delivering includes delivering said u age-en%b?l ng information in a
form of efeseiving useraippardtQs; A content providing nethod, conprising: a step
of distributing froma content providing apparatus to a user a recording
nmedi um on whi CHABSTBERNEN2 reguesic fomhsard cootrniechmyol ppparatus ty said

SPect T e e RSmtRhARaBBE hElwori 389Re Fbls ‘01550 ShBhida aidfivute " o
information, said request requesting delivery of said usage-enabling -
information only to a user apparatus havirng. the specified attribute; and

transferring, from said mobile communication network, said
usage-enabling information to a user apparatus having the specified
attribute from among user apparatuses served by said mobile

communication network.

6. A content providing method according to Claim 5, wherein
said content includes a control progfam for causing said user

apparatus to communicate via said mobile communication network.

7. A content providing method according to Claim 1 or 5, wherein
at least part of said content is encrypted, and said usage-enabling
information is key information that is requiréd to restore said content to a

pre-encryption state.

8. A content providing method according to Claim 1 or 5, wherein

said content includes a program for providing a user interface used

by said user for using said content on said user apparatus.




a step of transmtting fromsaid content providing apparatus to a content
control apparatus, said usage-enabling information, perm ssion inhfaqrmation
i ndicating a switch between pernmitting and prohibiting distributd 6AUBR00
sai d usage-enabling information and schedule information indicating a tine
for performng said switch; a step of receiving. and storing in said
content control apparatus-the transmsyted usage-enabling 'information,
perm ssion information, and schedule information corresponding to said
content; a step of switching in said content control apparatus, at said
time spBcified byntand provabogroatud acedrding to pdamhdsonh, whnelnat i on and
schedul e informatjon, between permitting and prohibiting said distribution
of said usage- SH&LIERPTi pﬂvﬁraﬁ 1VBHNZANE: L@@Scﬂe'?ﬁ@rm&ﬁai g}l@&%@nabﬁmg
usage-enabl ing. i nformation en sai.d delivery of said usage-enabling

i nf or nat #YAT tHE?H1g?@ﬁméﬂﬂgFﬁHFE“%§¥” een a delivery request fromsaid

user, and rejecting said delivery of said usage-enabling informtion when
delivery of said usage-enabling information is prohibited and there has

been a d er t ok6@ ' : : f, when, in said itchin
¢hi v )ﬁggﬂ&?ﬁ- p&éﬂ@@&%{é@ﬁt%@g}ﬁﬁ]@ in said sw i ng

step, it'Is chan to a state el TVery of said usage-enabling

i nf ormati on i sannep @FGHSIANINS Fash RcImbHEPROGEIRG appatutdelto venierg f rom
said content control apparatus to a user apparatus an instruction

prohi bi t regproépg odustinon @i swidcltoat eontenanthad senp bef rdpreduceg iby a user
apparatus, on receiving. sajid instruction, . said usage-enabl.ipg information
correspoﬁé?fﬁwgs%isﬂe‘i“rfs DEQEH S BB B $PECINEY] USRS §B2RMRS PNHIMIHD mat i on
havi ng been st red!d in a menory of said wuser apparatus. 11. A content

provi di nés &G accor di ng to C aim 10, wherein said push-delivering neans

mul ticasts sai g 4BplgfuchnGhiting?fBhysald dnteht Pe&V¥iding apparatus to a
content control apparatus, said usagc—enabh'hg information, permission
information indicating a switch between permitting and prohibiting
distribution of said usage-enabling information and schedule information
indicating a time for performing said switch;

a step of receiving and storing in said content control apparatus the
transmitted usage-enabling information, permission information, and
schedule information corresponding to said content;

a step of switching in said content control apparatus, at said time
specified by and in accordance with said permission information and
schedule information, between permitting and prohibiting said distribution
of said usage-enabling information;

a step of delivering said usage-enabling information when said
delivery of said usage-enabling information is permitted and there has been
a delivery request from said user, and rejecting said delivery of said
usage-enabling information when delivery of said uvsage-enabling
information is prohibited and there has been 2 delivery request from said
user;

a step of, when, in said switching step, it is changed 10 a state where

the delivery of said usage-enabling information is no Jonger permitted,




apparatuses via a comuni cati on network. 12. A content providing nethod,
conprising: a step of distributing froma content providi ng apparatu TtAYG 2004
user, a recording nmedium on which a content that can. be reproduced by
perform ng a specified process using specified usage-enabling information

I's recorded, wherein said usage-enabling information is transmtted to a
user apparatus via a nobile comuni catiign network; a step of transmtting
fromsaid content providing apparatus to a content control apparatus, said

usage- enabl.i %&li nforrT%t i on .'ger m.ssion information indicating a switch
bet ween PBENHIAAIMG e F PRSI GONGNE CORYO) BRRAGHITIO SNET (APRGERISH i ng,
schedul e.information indicatin time,. f erformpng said switch, and
attri but §SEUEEHBIY lgﬁgéﬁpﬁ%@m&o%%ﬁaﬁ;‘f&ﬂﬁeﬁ aé'}‘Pt he distribution of
sai d usage-enabl. ' Li: Ny | tle 0.8 arat us
vai 9 usane- eraplsia orelbARb i BELHonRERE P HL g o SRLCRBRYY (4
sal d_cons gty gAe-eAbbABRAFbHAatiOR coltENAMHiREAS URARRANMA Rontent,

i nformation, petm ssion~informtion, schedul'e™ information, and attfibute
i nfor nat s9id egdgeeenablnrdinformatidnchaiant been st@Rdoin aWnkedbmgof Rasdi d
content control apparatus, at said tinme specified by and in"accordance
W th sai dsgreappastun i nformati on and 27 AUG 2004 39 schedul e information,
bet ween permtting and prohibiting said distribution of said
usage-enabling information, to update a present status on'usage perm ssion

I ndi cati whet,her 1 he usage;. sai ontent: i s m_t t.ed; st.ep..©
recei vi ngqat S g"%%%ﬂ e.rRroggdﬁﬁéolr&gg‘ﬁgr%ﬁc!%é%ﬁ?]ﬁ%rﬁﬂa‘ﬁggreé{lééli
de|lveryPh§1€1-l&§varﬁ{o SRkdns' SRANI O daly ihE'ﬁrﬁ?HBﬁ'fH‘?a nskaBt9 L 6P MRer
transmtting sald usage-enabling information fromsaid” content control
appar at uapparatnies veqsesmmgnisaiomppewatus on the basis of the present

status on usage perm ssion and said attribute information 13. A content
provi di ng met hod according to Claim12, wherein said

12. Acontent providing method, comprising:

a step of distributing from a content providing apparatus to a user, a
recording medium, on which a content that can' be reproduced by
performing a specified process using specified usage-enabling information
is recorded, wherein said usage-enabling ‘information is transmitted to a
user apparatus via a mobile communication network;

a step of transmitting from said content providing apparatus to a
content control apparatus, said usage-enabling information, permission
information indicating a switch between permitting and prohibiting
dismbution of said usage-enabling, schedule information indicating a time
for performing said switch, and attribute information specifying a user

~attribute, the distribution of said usage-enabling information being
permitted only to a user apparatus having the specified user attributes;

a step of receiving and storing in said content control apparatus the.
transmitted usage-enabling information, permission information, schedule
information, and attribute information corresponding to said content;

a step of switching in said content control apparatus, at said time

specified by and in accordance with said permission information and




transmtting step includes: requesting said nobile comunication network
for user attribute information of said requesting user apparat z; ﬁ%}\
transmtting said usage-enabling information to said requesti ngjj sw Ok
apparatus when it is determ ned, on- the basis of user attribute
information transmtted fromsaid nobile communication network, that said
requesting user apparatus has a user tribute corresponding to the stored
attribute information. 14 A content providing nmethod according to Caim
10 or 12, wherein at |east part of said content is encrypted, and said
usage- enahedaie inforimedomnbésvdey penhittinat arah Rt@l@ﬂjiﬁiﬁg rsaididisgtehbuviorest or e
said content to a pre-encryption state. 15- content providing nethod
accor di ref smdCuaagedmabliniy inféraration, wommwdate @t presenhatatasf on Bge
delivery request is billed to said content control apparatus. 16. Content
provi di RErAEssian indieangsvhethez thausago ol saul aostent puperimttadins f or
distributing a recordi ng nedi umtogg user, on Wri ch a cor}t ent that can be
reproduced by P&FFRIH Heftaviigedf fSRKH CORETEsSONYS! AFPAIAES flfemr a user

- bl I nf,or.mat | ' d; h l.e d 1. Ni f
lég? gfigﬁ:‘qu'rﬁﬂgs'c@?é%&%i EEqﬁ%géfﬁfﬁéﬁe eaascf%aﬁ%ﬁhlﬁj IS EHRE A | oEErat o
ai d usage. onabiid ThiSPRarr s iR Gl Ao SR

sai d  schfishe coghe Hpiedahys &badsehadu sy dRkeTapparnas matte basisCont ent
providing facility according to Caim1l6, wWherein said distributing nmeans

and sai dhdgiresenystaban onarsagerpuimissonrandssridraitebajepafemmateen] ocat ed apart
fromeach other. 18. Content providing facility, conprising:
13. A content providing method according to Claim 12, wherein said
transmitting step includes:
requesting said mobile communication network for user attmbute
~ information of said requesting user apparatus; and
transmitting said usage-enabling information to said requesting user
apparatus when it is determined, on the basis of user attnbute information
transmitted from said mobile c'onu‘nunicaﬁo‘n network, that said requesting
user apparatus has 2 user attribute corresponding to the stored attribute

information.

14. A content providing method according to Claim 10 or 12, wherein
at least part of said content is encrypted, and said usage-enabling
~information is key information that is required to restore said content to a

pre-encryption state.

15. A content providing method azccording to Claim 10 or 12, wherein
cormmunication charge for said delivery request is billed to said content

control apparatus.

16.  Content providing facility, comprising:




distributing nmeans for distributing to a user a recording nedium on which
a content that can be reproduced by perform ng a specified process using
speci fied usage-enabling information is recorded; instructing meansj ¥ @us o,
giving an instruction that specifies a swtch between permtting or
prohibiting delivery of said usage-enabling - information and specifies a
time for performng said swtch; smﬁtchiﬂg means for performng, at said
time specified by said instruction, said switch between permtting and
prohibiting said delivery of said usage-enabling information in accordance

W sal et RGO YorBASbl e Sl ciee s LSRR 0

I nformati on when sai usage-ena

per ni t t ed velnidht Aetontéxsthabean b firovatyd rb@ﬂﬁé%z@:@@ﬁs@ié&i}ﬂ@ﬁ "prBEess

rejecting said delivery of said usage-enablting I mati n said

del i very eSgspecdregeusagebtnatding nfformationnsirscordeld; bi t ed and there has

been a delivery request fromsaid wuser; 2 7 AUG 2004 41 push-delivery

means for push- §6hedley determinieg apeansatios alet¢mminingt isorschedupe oforbi t

reproducti on o(lfi sai d cont(fnt when, .by said switching neans, it is _ changed
€

to a stat PURRTEHYAING SRId Wagessndbling iRfgEmALIORC HESETARPATAIISAIES no

| onger perm ttedg.: d l.on a Qr _.deletin on ,Jeceiving sai.

i nstruction, i nﬁgllﬁi@& %Jg%%)‘lésfatfﬁig rb%éf%E&ge%e 1'1 né]efiHFB‘f msf%l oﬁal(‘j"l

corr esponglisagelenabding InFshheGbed t : | ~ g@im 3! mat i on
havi ng been gtored I a rr\=3rrt)ryﬁo19 iag?d\ﬁgggpiggﬁgng}ah?cﬁ : ds]glslteﬂrqg%gpar at us
conpf i si ngchedalti detenmamed by saicschiattnle detsrhsining enegissi ng a plurality of
content segnments, at |east a part of which content segnents can be
reproduced by perform ng a specified process using specified

usage-enahld ng if ormation,,. sapd.plurality of cgntent segnents havi ng been
g %‘ 9 'Coriten providing facxﬁty accord¥ng to Claim rlﬁ, we}?erexnn J
said distributing means and said delivery means are provided in
separate apparatuses located apart from each other.

18.  Content providing facility, comprnising:

distributing means for distributing to a user a recording medium, on
which a content that can be reproduced by performing a specified process
using specified nsage-enabling infonnatioﬁ is récorded;

instructing means for gi\;ing an instruction that specifies a switch
between permitting or prohibiting de}ivcrjl of said usage-enabling
information and specifies a time for performing said switch;

switching means for performing, at said time specified by said
instruction, said switch between permitting and prohibiting said delivery of
sajd usage-enabling information in accordance with said instruction;

delivery means for delivering said usage-enabling information when
said delivery of said usage-enabling information is permitted and there has
been a delivery request from said user or rejecting said delivery of said

- usage-cnabling information when sald delivery of said usage-enabling

information is prohibited and there has been a delivery request from said

user;




recorded on a recording nediumdistributed by a content providing 27 AUG 0.
facililty; storing nmeans for storing initial state information for said
plurality of content segnents in a nenory after reproducing a part of said
plurality of content segnents that have not been subjected to said

speci fied process; receiving means for receiving, fromsaid content
providing facility, said usage-enablimg information for the part of

content segments requiring a specified process before reproduction;
updating means for updating the state information stored in said nenory by

sai d storing prehdelivenf amatefecpudhi-teliviey 45 agseeappdrang an inktruotidn on

recei ved by said receiving nmeans; notifying neans for notifying a user that
sai d usageprobibii reprodwétiomraf said tenseniewhenebyisast switahingemeansicitig nmeans
for reproducing the part, of content segnents requi,ring.a specified process
bef or e rébﬁ@gﬁfgm arbtats vacrs the delveny: of saad wsaggsepatlings ?@gtiﬁrbishﬁ?i onin a
case of rlecei ving.an,instruction fromsaid 2 7 AUG 2004 42 user for
reproduci?fbg%aeﬁl%é%‘?ﬂ’ 20. A user apparatus according to Caim 19,

further comprigefiion ﬁ?&iﬁsfdr”g?l%ﬁ%s OFe eANE Nl An P Hi6RNIFE Alug¥ 0vi di ng

facility to transmt usage-enabli ng= nfornati oft It eterm ned, upon
recei vi nqﬁpamths,swuqisiagg@-émmw s fa@ion epredtaidigg saisdid pmytemdtedt hat no
usage-enabling i nformation corresponding to the requested content is

stored i mostint, skud sggeremadblinZlin{armasonappangt beemstorediinga toexioaym 19,
further canprising: receiving neans for receiving, fromsaid content

provi di n@tisAkE USEY 2PRATAASt ructi on to prohibit reproduction of said
content; and deletion nmeans for deleting said usage-enabling information
corresponding to said instructed content, said usage-enabling information

having been st of edef Bppaidius Lokifigsimgans.
reading means for -reading a content comprising a plurality of
content segments, at least a part of which content segments can be
- reproduced by performing a specified process using specified
usage-enabling information, said plurality of content segments having been

recorded on a recording medium distributed by a content providing facililty;

storing means for storing initial state information for said plurality
of content segments in 2 memory after reproducing a part of said plurality
of content segments that have not been subjected to said specified process;

TECEIVINg means for receiving, from said content providing facility,
said usage-enabling information for the part of content segments requiring
a specified process before reproduction;

updating means for updating the state information stored in said
memory by said storing means in accordance with the vsage-enabling
information received by said receiving means;

notifying means for notifying a user that said usage-enabling
mformation has been received, and

reproducing means for reproducing the part of content segments
requiring a specified process before reproduction in accordance with sajd

updated state information in a case of receiving an instruction from said




22. A user apparatus according to Caim19., wherein said receiving neans
recei ves said usage-enabling information via a nobile conmuni cazbg\n
network; and said user apparatus is configured by connecting a d U6 2004
termnal that is capable of using said content and a nobile conmunication
termnal that is served by said nobile comunication network.

42

user for reproducing said content.

20. A user apparatus according to Claim 19, further compnsing:
requesting means for requesting said content providing facility to
transmit usage-enabling information when it is determined, upon recciving
an instruction from a user for reproducing said content, that no
usage-enabling information corresponding to the requested content is

stored in said storing means.

21. A user apparatus according to Claim 19, further comprising:
recelving means for receiving, from said content providing facility,
an instruction to prohibit reproduction of said content; and
deletion means for déleting said usage-enabling information
comesponding to said instructed content, said usage-enabling information

having been stored in said storing means.

22. A vser apparatus according to Claim 19, wherein
said receiving means receives said usage-enabling information via a
mobile communication network; and
said user apparatus is configured by connecting a data terminal that

1is capable of using said content and a mobile communication terminal that

15 served by said mobile communication network.






