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another network entity by using a first program to
receive user input validation information, and
store a user credential. A second program re-
ceives information, such as a random number,
from the other entity. The first program receives
an input transterring the information to it, trans-
mits the information to the authentication server,
and receives an identifier of the other entity, other
information, and authentication policy require-
ments from the authentication server. It then
transmits the input validation information corres-
ponding to the received authentication policy re-
quirements to the authentication server, and in re-
sponse receives a request for a user credential. It
signs a message, including the transferred inform-
ation and the received other information, with the
stored user credential, and transmits the signed
message to the authentication server to authentic-
ate the user.
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