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INFORMATION INTERACTION METHOD, APPARATUS, AND SYSTEM 

Technical Field 

The present application relates to the field of network information interaction technologies, 

and in particular, to an information interaction method, apparatus, and system. 

Background Art 

With the constant development of network science and technology, safe and convenient 

network payment modes have been continuously popularized. People can already process, by 

using a terminal device in a network connected state, data information online in real time through 

a network data processing technology, thereby achieving payment. 

However, a terminal device that cannot be connected to a network, for example, a wearable 

device (such as a smart watch), cannot perform communication interaction with a payment server 

terminal, and a user is unable to perform information interaction through the terminal device to 

achieve payment. Alternatively, when in an offline state, a terminal device that can be connected 

to a network (such as a mobile phone) cannot communicate with the payment server terminal 

online, and a user is also unable to perform information interaction through such an offline 

terminal device to achieve payment. To sum up, in either of the above situations, the user is 

unable to perform information interaction through such an offline terminal device to achieve 

payment. 

Summary of the Invention 

An objective of the present application is to provide an information interaction method, 

apparatus, and system, so that safe and convenient payment can still be achieved when a terminal 

device is in an offline state. 

The present application provides an information interaction method, which includes: 

receiving, by a terminal, an authentication factor issued by a first server terminal, the 

authentication factor carrying an authentication key and account information of a user, and a 

dynamic time factor, the first server terminal being a server terminal that completes a first service 

operation after authenticating the terminal when the terminal requests the first service operation; 

generating bound authentication information by using the authentication factor and device 



2 
 

information of the terminal, and returning the bound authentication information to the first server 

terminal, such that the first server terminal performs authorization through the first service 

operation according to the bound authentication information; and 

generating a graphical identifier for completing the first service operation offline according 

to the authentication factor, the graphical identifier carrying authentication information of the 

first service operation, the authentication information of the first service operation including the 

authentication key of the user, device account information, and a dynamic password, the dynamic 

password being generated according to the dynamic time factor, and the device account 

information being generated according to the account information of the user and the device 

information of the terminal. 

In another aspect, the present application further provides an information interaction method, 

which includes: 

acquiring, by a second server terminal, authentication information of a first service 

operation carried in a graphical identifier displayed on a terminal, the authentication information 

of the first service operation including an authentication key of a user, device account 

information, and a dynamic password; 

generating a first service operation request by using the authentication information of the 

first service operation and service data, and sending the first service operation request to the first 

server terminal, such that the first server terminal performs authentication according to the 

authentication information of the first service operation carried in the first service operation 

request, and completes the first service operation after the authentication is successful; and 

receiving a result of the first service operation returned by the first server terminal. 

In further another aspect, the present application further provides an information interaction 

method, which includes: 

receiving, by a first server terminal, a first service operation request sent by a second server 

terminal, the first service operation request being a request generated by the second server 

terminal by acquiring authentication information of the first service operation that is carried in a 

graphical identifier displayed on a terminal and service data, the first service operation request 

carrying the authentication information of the first service operation and the service data, and the 

authentication information of the first service operation including an authentication key of a user, 
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device account information, and a dynamic password; and 

performing authentication according to the authentication information carried in the first 

service operation request, and completing, by the first server terminal, the first service operation 

when the authentication is successful. 

In further another aspect, the present application further provides a terminal, which includes: 

a receiving unit configured to receive an authentication factor issued by a first server 

terminal, the authentication factor carrying an authentication key and account information of a 

user, and a dynamic time factor, the first server terminal being a server terminal that completes a 

first service operation after authenticating the terminal when the terminal requests the first 

service operation; 

a binding unit configured to generate bound authentication information by using the 

authentication factor received by the receiving unit and device information of the terminal; 

a sending unit configured to return the bound authentication information generated by the 

binding unit to the first server terminal, such that the first server terminal performs authorization 

through the first service operation according to the bound authentication information; and 

a processing unit configured to generate a graphical identifier for completing the first 

service operation offline according to the authentication factor received by the receiving unit, the 

graphical identifier carrying authentication information of the first service operation, the 

authentication information of the first service operation including the authentication key of the 

user, device account information, and a dynamic password, the dynamic password being 

generated according to the dynamic time factor, and the device account information being 

generated according to the account information of the user and the device information of the 

terminal. 

In further another aspect, the present application further provides a server terminal, which 

includes: 

an acquisition unit configured to acquire authentication information of a first service 

operation carried in a graphical identifier displayed on a terminal, the authentication information 

of the first service operation including an authentication key of a user, device account 

information, and a dynamic password; 
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a processing unit configured to generate a first service operation request by using the 

authentication information of the first service operation acquired by the acquisition unit and 

service data; 

a sending unit configured to send the first service operation request generated by the 

processing unit to the first server terminal, such that the first server terminal performs 

authentication according to the authentication information of the first service operation carried in 

the first service operation request, and completes the first service operation after the 

authentication is successful; and 

a receiving unit configured to receive a result of the first service operation returned by the 

first server terminal. 

In further another aspect, the present application further provides a server terminal, which 

includes: 

a receiving unit configured to receive a first service operation request sent by a second 

server terminal, the first service operation request being a request generated by the second server 

terminal by acquiring authentication information of the first service operation that is carried in a 

graphical identifier displayed on a terminal and service data, the first service operation request 

carrying the authentication information of the first service operation and the service data, and the 

authentication information of the first service operation including an authentication key of a user, 

device account information, and a dynamic password; and 

a processing unit configured to perform authentication according to the authentication 

information of the first service operation carried in the first service operation request received by 

the receiving unit, wherein the first server terminal completes the first service operation when the 

authentication is successful. 

In further another aspect, the present application further provides an electronic device, 

which includes: 

a display; 

a processor; and 

a memory configured to store an authentication factor issued by a first server terminal and a 
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program of generating a graphical identifier for completing a first service operation offline 

according to the authentication factor, wherein when the program is executed by the processor, 

the graphical identifier for completing the first service operation offline is displayed in a display 

area of the display, the graphical identifier carrying authentication information of the first service 

operation, the authentication information of the first service operation including an authentication 

key of a user, device account information, and a dynamic password, the dynamic password being 

generated according to the dynamic time factor, and the device account information being 

generated according to account information of the user and device information of the terminal. 

In further another aspect, the present application further provides an information interaction 

system, which includes: a terminal, a first server terminal, and a second server terminal; 

the terminal displays, in an offline state, a graphical identifier for completing a first service 

operation, the graphical identifier carrying authentication information of the first service 

operation, and the authentication information of the first service operation including an 

authentication key of a user, device account information, and a dynamic password; 

the second server terminal acquires the authentication information of the first service 

operation carried in the graphical identifier; 

the second server terminal generates a first service operation request by using the 

authentication information of the first service operation and service data, and sends the first 

service operation request to the first server terminal; and 

the first server terminal performs authentication according to the authentication information 

of the first service operation carried in the first service operation request, and the first server 

terminal completes the first service operation when the authentication is successful. 

In the information interaction method, apparatus, and system provided in the embodiments 

of the present application, a dynamic graphical identifier for an offline service operation is 

generated through bound authentication information and a dynamic time factor, a terminal in an 

offline state may perform information interaction by using the graphical identifier, to achieve safe 

payment, or a terminal device that cannot be connected to a network can also perform 

information interaction by using the graphical identifier to achieve safe payment. The present 

application can achieve safe and convenient payment when the terminal device is in an offline 

state. 
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Brief Description of the Drawings 

To describe the technical solutions in the embodiments of the present invention more clearly, 

the following briefly introduces the accompanying drawings required for describing the 

embodiments. Apparently, the accompanying drawings in the following description show merely 

some embodiments of the present application, and a person of ordinary skill in the art can still 

derive other drawings from these accompanying drawings without creative efforts. 

FIG. 1 is a schematic structural diagram of an information interaction system according to 

an embodiment of the present application; 

FIG. 2 is a schematic structural diagram of another information interaction system according 

to an embodiment of the present application; 

FIG. 3a is a flowchart of an information interaction method on a terminal side according to 

an embodiment of the present application; 

FIG. 3b is a method flowchart of the terminal side during offline payment according to an 

embodiment of the present application; 

FIG. 4 is a flowchart of an information interaction method on a second server terminal side 

according to an embodiment of the present application; 

FIG. 5a is a flowchart of an information interaction method on a first server terminal side 

according to an embodiment of the present application; 

FIG. 5b is a method flowchart of the first server terminal side during offline payment 

authorization according to an embodiment of the present application; 

FIG. 5c is a method flowchart of another first server terminal side during offline payment 

authorization according to an embodiment of the present application; 

FIG. 6 is an interaction diagram of an information interaction method according to an 

embodiment of the present application; 

FIG. 7 is an interaction diagram during a (mobile phone) offline payment authorization 

according to an embodiment of the present application; 
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FIG. 8 is an interaction diagram during another (smart watch) offline payment authorization 

according to an embodiment of the present application; 

FIG. 9 is a schematic structural diagram of a terminal according to an embodiment of the 

present application; 

FIG. 10 is a schematic structural diagram of a second server terminal according to an 

embodiment of the present application; 

FIG. 11 is a schematic structural diagram of a first server terminal according to an 

embodiment of the present application; and 

FIG. 12 is a schematic structural diagram of composition of an electronic device according 

to an embodiment of the present application. 

Detailed Description 

To make the objectives, features, and advantages of the present application more apparent 

and comprehensible, the technical solutions in the embodiments of the present application will be 

described below with reference to the drawings in the embodiments of the present application. 

Apparently, the described embodiments are merely some of rather than all of the embodiments of 

the present application. Based on the embodiments in the present application, all other 

embodiments obtained by those of ordinary skill in the art without creative efforts fall within the 

protection scope of the present application. 

The information interaction method and apparatus provided in the embodiments of the 

present application are applicable to all types of intelligent mobile terminal devices, for example, 

a smart mobile phone, a tablet computer, and other terminal devices, particularly applicable to 

smart wearable devices that do not have a network connection function, for example, a smart 

watch, a smart bracelet, and other devices. 

FIG. 1 is a schematic structural diagram of an information interaction system according to 

an embodiment of the present application. In FIG. 1, a terminal 1, a merchant server terminal 2 (a 

second server terminal), and a payment server terminal 3 (a first server terminal) are shown. The 

terminal 1 in the figure is a terminal having a network connection function, for example, a smart 

mobile phone, a tablet computer or the like, and the terminal 1 may have a network connection 

with the payment server terminal 3. The dashed line in the figure indicates that, in the scenario of 
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actual use, the terminal 1 fails to establish a network connection to the payment server terminal 3. 

When in an online state, the terminal 1 may establish a network connection to the payment server 

terminal 3, and the terminal 1 requests the payment server terminal 3 to perform offline payment 

authorization. After authorization verification, the payment server terminal 3 issues an 

authentication factor to the terminal 1. In the scenario of actual use, the terminal 1 is in an offline 

state, and displays, on the screen, a graphical identifier which carries payment authentication 

information and is generated according to the authentication factor issued by the payment server 

terminal 3. The merchant server terminal 2 acquires payment authentication information by 

scanning the graphical identifier, and generates a payment request from the payment 

authentication information and order information and sends the payment request to the payment 

server terminal 3. The payment server terminal 3 verifies the payment authentication information, 

and when the verification is successful, the payment server terminal 3 performs payment. 

Wherein, the merchant server terminal 2 includes a foreground code-scanning end 21 and a 

back-end server terminal 22. The foreground code-scanning end 21 is mainly installed with a 

code scanning gun, which scans the graphical identifier displayed on the terminal 1, and 

transmits the graphical identifier to the back-end server terminal 22. The back-end server 

terminal 22 mainly checks parameters of the foreground code-scanning end 21, and extracts to 

obtain the payment authentication information in the graphical identifier. After preprocessing 

order parameters of a merchant, the back-end server terminal 22 submits an order creation and 

payment request to the payment server terminal 3. 

FIG. 2 is a schematic structural diagram of another information interaction system according 

to an embodiment of the present application. Difference with FIG. 1 lies in that, the terminal 1 in 

FIG. 2 is a terminal having no network connection function, for example, a smart watch, a smart 

bracelet, and other wearable devices; the terminal 1 cannot establish a network connection to the 

payment server terminal 3, but the terminal 1 can establish a connection to a second terminal 4 

having the network connection function through other communication modules (such as 

Bluetooth), and acquire, through the second terminal 4, the authentication factor issued by the 

payment server terminal 3. The dashed line in the figure indicates that after the offline payment 

authorization, in the scenario of actual use, the second terminal 4 having the network connection 

function may not be necessary. Hereinafter, a specific information interaction process is 

introduced. 

FIG. 3a is a flowchart of an information interaction method on a terminal side according to 
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an embodiment of the present application. As shown in FIG. 3a, the information interaction 

method of the embodiment of the present application includes: 

S101. A terminal receives an authentication factor issued by a first server terminal. 

The authentication factor carries an authentication key and account information of a user, 

and a dynamic time factor. 

Wherein, a first service operation includes network exchange operations for virtual 

resources, such as payment amount and voucher write-off. 

The first server terminal is a server terminal that completes the first service operation after 

authenticating the terminal when the terminal requests the first service operation. 

For illustration purposes, the present application takes payment as an example of the first 

service operation, offline payment as an example of the offline first service operation, a payment 

request as an example of the first service operation request, a payment server terminal as an 

example of the first server terminal, and a merchant server terminal as an example of the second 

server terminal for illustration, and network exchange operations for other virtual resources are 

similar to the above. 

When in an online state, the terminal establishes a network connection to the first server 

terminal, and requests offline payment authentication from the first server terminal. The first 

server terminal issues the authentication factor to the terminal after the authentication verification 

is successful. 

The following steps may be specifically included: sending, by the terminal, an account 

identity verification request to the first server terminal; receiving a verification result sent by the 

first server terminal after identity verification is successful; sending a verification request for 

offline payment authorization to the first server terminal; and receiving the authentication factor 

issued by the first server terminal after authorization verification is successful. 

S102. Bound authentication information is generated by using the authentication factor and 

device information of the terminal, and the bound authentication information is returned to the 

first server terminal, such that the first server terminal performs authorization through the first 

service operation according to the bound authentication information. 
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In order to achieve safe and convenient payment in an offline state, the terminal, when in an 

online state, needs to request the first server terminal to perform authentication verification on 

binding of the device information and the authentication factor issued by the first server terminal, 

to be authorized during offline payment. 

S103. A graphical identifier for completing the first service operation offline is generated 

according to the authentication factor, the graphical identifier carrying authentication information 

of the first service operation. 

The authentication information of the first service operation, i.e., payment authentication 

information, includes the authentication key of the user, device account information, and a 

dynamic password, the dynamic password is generated according to the dynamic time factor, and 

the device account information is generated according to the account information of the user and 

the device information of the terminal. The graphical identifier is a QR code or a bar code. 

Wherein, the dynamic password remains unchanged in a same time window, and in a next 

time window, the dynamic password is regenerated according to the dynamic time factor, to 

change dynamically. This can ensure the safety of the payment authentication information, 

thereby achieving the purpose of anti-counterfeiting. 

The dynamic password is specifically obtained through calculation by using the 

authentication key of the user, the dynamic time factor, the device account information, and a 

preset password length according to a one-time password calculating method. 

If the displaying mode of the graphical identification is a QR code, it may carry a large 

amount of information, thereby increasing the preset password length of the one-time password, 

and enhancing the safety. 

A terminal in an offline state, when needing to perform payment, generates a graphical 

identifier for offline payment, which is scanned by a merchant end to acquire payment 

authentication information carried in the graphical identifier, to complete offline payment 

through the second server terminal. 

Specifically, as shown in FIG. 3b, S103 may include the following steps: 

S1031. A display instruction for displaying the graphical identifier for offline payment is 

received. 
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S1032. The graphical identifier for offline payment is generated according to the 

authentication factor. 

S1033. The terminal displays the graphical identifier, so as to perform payment in an offline 

state by using the graphical identifier. 

The displaying mode of the graphical identifier includes one or a combination of: a bar code 

and a QR code. 

Optionally, after the terminal displays the graphical identifier, the method further includes: 

S1034, in which the displaying mode of the graphical identifier is switched when a switch 

instruction for the displaying mode of the graphical identifier is received. 

When the switch instruction for the displaying mode of the graphical identifier is received, 

if the current displaying mode of the graphical identifier is a QR code, the displaying mode is 

switched to a bar code; on the contrary, if the current displaying mode of the graphical identifier 

is a bar code, the displaying mode is switched to a QR code. 

A terminal (such as a smart watch) that cannot directly establish a network connection to the 

first server terminal may receive, through a second terminal (such as a smart mobile phone) that 

can establish a network connection to the first server terminal, the authentication factor issued by 

the first server terminal; and return the bound authentication information to the first server 

terminal through the second terminal. 

The following steps are specifically included: sending, by a second terminal in an online 

state, an account identity verification request to the first server terminal; receiving, by the second 

terminal, a verification result sent by the first server terminal after identity verification is 

successful; sending, by the second terminal in an online state, a verification request for offline 

payment authorization to the first server terminal; and receiving, by the second terminal, an 

authentication factor issued by the first server terminal after authorization verification is 

successful. 

After acquiring the authentication factor, the second terminal sends the authentication factor 

to the terminal. Likewise, after acquiring the authentication factor, the terminal binds it with the 

device information of the terminal, and sends bound authentication information through the 

second terminal, such that the first server terminal performs authorization through the payment of 

the terminal according to the bound authentication information, thereby achieving the offline 
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payment of the terminal. 

Specifically, a management program of the terminal is installed on the second terminal. For 

example, a management application (management APP) of a smart watch is installed on a smart 

mobile phone, the APP in the mobile phone integrates login, payment authentication, and other 

functions of the mobile phone, such as payment account login check, and through the APP, the 

mobile phone can achieve functions such as Bluetooth communication with the watch, sending 

authentication parameters (the authentication factor) to the watch, and processing safe 

communication with the first server terminal and the watch. The watch completes safe 

communication with the mobile phone, stores and updates a generation parameter of payment 

authentication information, further generates payment authentication information according to 

the generation parameter of the payment authentication information, and displays the payment 

authentication information in the form of a QR code or a bar code. 

FIG. 4 is a flowchart of an information interaction method on a second server terminal side 

according to an embodiment of the present application. As shown in FIG. 4, the information 

interaction method of the embodiment of the present application includes: 

S201. A second server terminal acquires payment authentication information carried in a 

graphical identifier displayed on a terminal. 

The payment authentication information includes an authentication key, device account 

information, and a dynamic password. 

The second server terminal includes a foreground code-scanning end and a back-end server 

terminal. The foreground code-scanning end is mainly installed with a code scanning gun, which 

scans the graphical identifier displayed in the form of a QR code or a bar code on the terminal, 

and transmits the graphical identifier to the back-end server terminal. The back-end server 

terminal mainly checks parameters of the foreground code-scanning end, and extracts to obtain 

payment authentication information in the graphical identifier. 

S202. A payment request is generated by using the payment authentication information and 

service data, and sent to the first server terminal, such that the first server terminal performs 

payment authentication according to the payment authentication information carried in the 

payment request, and performs payment when the payment authentication is successful. 

The back-end server terminal of the second server terminal preprocesses the service data 
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(order parameters of a merchant), generates an order and a payment request from the payment 

authentication information and the service data, and sends the order and the payment request to 

the first server terminal. 

S203. A payment result returned by the first server terminal is received. 

After the first server terminal completes payment authentication verification and performs 

payment, the second server terminal receives a payment result returned by the first server 

terminal. 

FIG. 5a is a flowchart of an information interaction method on a first server terminal side 

according to an embodiment of the present application. As shown in FIG. 5a, the information 

interaction method of the embodiment of the present application includes: 

S301. A first server terminal receives a payment request sent by a second server terminal, 

the payment request carrying payment authentication information and service data. 

The payment authentication information includes an authentication key, device account 

information, and a dynamic password. 

When a terminal is in an offline state, the first server terminal receives the payment request 

sent by the second server terminal, the request carrying payment authentication information of 

the terminal. 

S302. Payment authentication is performed according to the payment authentication 

information carried in the payment request, and the first server terminal performs payment when 

the payment authentication is successful. 

Specifically, the step of performing payment authentication according to the payment 

authentication information carried in the payment request specifically includes: checking whether 

a binding relationship between the device account information and the authentication key that are 

carried in the payment authentication information is correct, and checking whether the dynamic 

password is valid according to the dynamic time factor in the authentication factor; and if yes, the 

payment authentication is successful. 

Before S301 of receiving a payment request sent by a second server terminal, the method 

further includes: 
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performing, by the first server terminal, online account binding on the terminal. 

When in an online state, the terminal first needs to perform online account binding with the 

first server terminal. 

As shown in FIG. 5b, the step of performing, by the first server terminal, online account 

binding on the terminal specifically includes: 

S401. The first server terminal receives an account identity verification request sent by the 

terminal. 

The account identity verification request carries account information of a user. 

S402. It is judged whether the account identity verification request passes verification, and a 

result of successful verification is sent to the terminal if the verification is successful. 

S403. A verification request for offline payment authorization verification sent by the 

terminal is received. 

S404. It is judged whether verification on the verification request is successful, if the 

verification is successful, an authentication key of the user is generated, and a dynamic time 

factor of the first server terminal is calculated. 

S405. An authentication factor is generated by using the authentication key, the dynamic 

time factor, and the account information of the user. 

S406. The authentication factor is issued to the terminal. 

S407. Bound authentication information submitted by the terminal is received, the bound 

authentication information being generated by binding the authentication factor and the device 

account information. 

S408. Authorization verification is performed on the bound authentication information, and 

the offline payment authorization verification is completed when authorization is successful. 

Optionally, after S404 of generating an authentication key of the user, the method further 

includes: generating a compressed string from the authentication key and the account information 

of the user, the compressed string having a one-to-one mapping relationship with the 
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authentication key and the account information of the user. In this way, storage space can be 

saved, thus avoiding the problem that excessively long identification information of the device 

account cannot be displayed in a limited password length. When the payment authentication 

information is received, the one-to-one corresponding authentication key and account 

information of the user can also be found through the compressed string. 

In S405, the authentication factor is generated by using the authentication key, the 

compressed string, and the dynamic time factor. Specifically, if SN represents the authentication 

factor, key represents the authentication key of the user, Seq represents the compressed string of 

the device account information, UserId represents the account identification information, Did 

represents device identification information, timestamp represents the dynamic time factor, N 

represents a preset password length, Zip represents the one-to-one mapping relationship, OTP 

represents the dynamic password, and Tag represents an authentication information tag, the 

authentication factor may be obtained by using the following equations: 

Seq = Zip (UserId, Did) 

OTP = HOTP (Key, Tag + Seq + timestamp, N) 

SN = Tag + Seq + OTP 

It can be seen that, through Seq = Zip(UserId, Did), the device identification information 

and the account identification information are first compressed into the compressed string Seq of 

the device account information, the dynamic password OTP is then obtained through calculation 

according to a Hash Message Authentication Code (HMAC) based One-Time Password (HOTP) 

algorithm, and the authentication factor SN is obtained through a combination of the 

authentication information tag Tag, the compressed string Seq, and the dynamic password OTP. 

A terminal that cannot directly establish a network connection to the first server terminal 

performs online account binding through a second terminal that can establish a network 

connection to the first server terminal. As shown in FIG. 5c, the step of performing, by the first 

server terminal, online account binding on the terminal, which is similar to FIG. 5b, specifically 

includes: 

S501. The first server terminal receives an account identity verification request sent by the 

second terminal. 
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The account identity verification request carries account information of a user. 

S502. It is judged whether the account identity verification request passes verification, and a 

result of successful verification is sent to the second terminal if the verification is successful. 

S503. A verification request for offline payment authorization verification sent by the 

second terminal is received. 

S504. It is judged whether verification on the verification request is successful, if the 

verification is successful, an authentication key of the user is generated, and a dynamic time 

factor of the first server terminal is calculated. 

S505. An authentication factor is generated by using the authentication key, the dynamic 

time factor, and the account information of the user. 

S506. The authentication factor is issued to the second terminal. 

S507. Bound authentication information that is returned by the terminal and submitted by 

the second terminal is received, the bound authentication information being generated by binding 

the authentication factor and device account information. 

S508. Authorization verification is performed on the bound authentication information, and 

the offline payment authorization verification is completed when authorization is successful. 

After receiving a result of successful authorization of the first server terminal, the second 

terminal sends the result to the terminal. 

FIG. 6 is an interaction diagram of an information interaction method according to an 

embodiment of the present application; as shown in FIG. 6, the method includes: 

S601. A terminal receives a display instruction for displaying a graphical identifier, and 

switches to a presentation interface of the graphical identifier. 

After a user determines the content and amount of an order with a merchant, the user 

operates the terminal to display the graphical identifier for offline payment. The terminal receives 

the display instruction of the user, and switches to the presentation interface of the graphical 

identifier. 
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S602. The terminal generates payment authentication information according to an 

authentication factor. 

The payment authentication information may be payment authentication information 

presented in the form of a QR code, and may also be payment authentication information 

presented in the form of a bar code. 

S603. The terminal presents the graphical identifier according to the interface and a type of 

a code scanning gun, for the use of code scanning. 

The terminal, under an operation instruction of the user, presents the graphical identifier 

according to a required presentation mode. 

S604. A foreground code-scanning end of a second server terminal acquires the payment 

authentication information. 

S605. The foreground code-scanning end performs local data processing on order 

information. 

S606. The foreground code-scanning end generates a payment request of the foreground 

code-scanning end from the order information and the payment authentication information and 

sends the payment request to a back-end server terminal of the second server terminal, such that 

the back-end server terminal checks the payment request of the foreground code-scanning end. 

S607. The back-end server terminal extracts the payment authentication information and 

order service information, generates a payment request, and sends the payment request to the first 

server terminal. 

S608. The first server terminal extracts, from the payment request, the payment 

authentication information and merchant information in the order service information. 

S609. The first server terminal authenticates the payment authentication information. 

S610. The first server terminal performs payment when the authentication is successful. 

S611. The first server terminal returns a payment result to the second server terminal. 

S612. Merchant staff confirms the payment result. 
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In this way, the user completes the payment, and the merchant delivers a commodity. 

The terminal in FIG. 6 is a terminal on which online account binding has been performed. 

Hereinafter, an interaction process during online account binding is introduced through FIG. 7 

and FIG. 8. Wherein, the terminal in FIG. 7 is a terminal that can directly establish a connection 

to the first server terminal, and the terminal in FIG. 8 is a terminal that cannot directly establish a 

connection to the first server terminal. In order to give a more detailed illustration on the solution, 

the terminal in FIG. 7 is a mobile phone, the terminal in FIG. 8 is a watch, and the second 

terminal is a mobile phone. 

FIG. 7 is an interaction diagram during a (mobile phone) offline payment authorization 

according to an embodiment of the present application; as shown in FIG. 7, the following steps 

are included: 

S701. A terminal, when in an online state, sends an account identity verification request to a 

first server terminal. 

The account identity verification request carries account information of a user. 

S702. The first server terminal judges whether the account identity verification request 

passes verification, and a result of successful verification is sent to the terminal if the verification 

is successful; otherwise, the process ends with failure. 

S703. The terminal sends a verification request for offline payment authorization to the first 

server terminal. 

S704. The first server terminal judges whether verification on the verification request is 

successful, and the process proceeds to S705 if the verification is successful; otherwise, the 

process ends with failure. 

S705. The first server terminal generates an authentication key of the user. 

S706. The first server terminal generates a compressed string from the authentication key 

and the account information. 

S707. The first server terminal calculates a dynamic time factor of the first server terminal. 

S708. The first server terminal generates an authentication factor by using the authentication 
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key, the dynamic time factor, and the account information of the user. 

S709. The first server terminal performs communication encryption processing on the 

authentication factor. 

S710. The first server terminal returns the authentication factor to the terminal. 

S711. The terminal generates bound authentication information by using the authentication 

factor and device information of the terminal after receiving the authentication factor that is sent 

by the first server terminal after the authorization verification is successful, and submits the 

bound authentication information to the first server terminal. 

S712. The first server terminal parses the bound authentication information, and checks 

whether the authorization is successful according to the account, the authentication key, and the 

dynamic time factor, and if yes, the process proceeds to S713; otherwise, the process ends with 

failure. 

S713. The first server terminal performs payment when the payment authorization is 

successful. 

FIG. 8 is an interaction diagram during another (smart watch) offline payment authorization 

according to an embodiment of the present application; as shown in FIG. 8, the following steps 

are included: 

S801. A second terminal, when in an online state, sends an account identity verification 

request to a first server terminal. 

The account identity verification request carries account information of a user. 

S802. The first server terminal judges whether the account identity verification request 

passes verification, and a result of successful verification is sent to the second terminal if the 

verification is successful; otherwise, the process ends with failure. 

S803. The second terminal sends a verification request for offline payment authorization to 

the first server terminal. 

S804. The first server terminal judges whether verification on the verification request is 

successful, and the process proceeds to S805 if the verification is successful; otherwise, the 
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process ends with failure. 

S805. The first server terminal generates an authentication key of the user. 

S806. The first server terminal calculates a dynamic time factor of the first server terminal. 

S807. The first server terminal generates an authentication factor by using the authentication 

key, the dynamic time factor, and the account information of the user. 

S808. The first server terminal performs communication encryption processing on the 

authentication factor. 

S809. The first server terminal returns the authentication factor to the second terminal, and 

the second terminal parses to obtain the authentication factor. 

S810. The second terminal writes the authentication factor into a terminal (watch), and the 

terminal receives the authentication factor. 

S811. The terminal stores the authentication factor in an encrypted manner. 

S812. The terminal generates bound authentication information by using the authentication 

factor and device information of the terminal. 

S813. The terminal sends the bound authentication information to the second terminal. 

S814. The second terminal submits the bound authentication information of a payment 

account to the first server terminal. 

S815. The first server terminal parses the bound authentication information, and checks 

whether the authorization is successful according to the account, the authentication key, and the 

dynamic time factor, and if yes, the process proceeds to S816; otherwise, the process ends with 

failure. 

S816. The first server terminal performs payment when the payment authorization is 

successful. 

In the information interaction method provided in the embodiments of the present 

application, a dynamic graphical identifier for offline payment is generated through bound 

payment authentication information and dynamic time factor, such that a terminal device in an 
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offline state can also perform safe payment by using the graphical identifier, thereby achieving 

safe and convenient payment. In the present application, since the graphical identifier (a bar 

code/a QR code) carries information about an account, a device, a dynamic time factor timestamp, 

and an authentication key, a first server terminal may check the validity of a One-Time Password 

according to a binding relationship among the account, the device, and the authentication key, as 

well as a HOTP signature result, to determine whether to complete the payment check, thereby 

achieving safe and convenient offline payment. 

Hereinabove is a detailed description on the information interaction method provided in the 

embodiments of the present application, the information interaction apparatus provided by the 

present application will be described in detail below. 

FIG. 9 is a schematic structural diagram of a terminal according to an embodiment of the 

present application; as shown in FIG. 9, the terminal in the present application includes: a 

receiving unit 901, a binding unit 902, a sending unit 903, and a processing unit 904. 

The receiving unit 901 is configured to receive an authentication factor issued by a first 

server terminal. 

The authentication factor carries an authentication key and account information of a user, 

and a dynamic time factor. 

The binding unit 902 is configured to generate bound authentication information by using 

the authentication factor received by the receiving unit 901 and device information of the 

terminal. 

The sending unit 903 is configured to return the bound authentication information generated 

by the binding unit 902 to the first server terminal, such that the first server terminal performs 

authorization through payment according to the bound authentication information. 

The processing unit 904 is configured to generate a graphical identifier for offline payment 

according to the authentication factor received by the receiving unit 901, the graphical identifier 

carrying payment authentication information. 

The payment authentication information includes the authentication key of the user, device 

account information, and a dynamic password, the dynamic password being generated according 

to the dynamic time factor, and the device account information being generated according to the 
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account information of the user and the device information of the terminal. 

Optionally, before the processing unit 904 generates the graphical identifier, the receiving 

unit 901 is further configured to receive a display instruction for displaying the graphical 

identifier. The processing unit 904, after the receiving unit 901 receives the display instruction, is 

configured to generate the graphical identifier for offline payment according to the authentication 

factor. 

The terminal further includes: a displaying unit (not shown) configured to display the 

graphical identifier generated by the processing unit 904, such that the terminal performs 

payment in an offline state by using the graphical identifier. 

The displaying mode of the graphical identifier displayed by the displaying unit includes 

one or a combination of: a bar code and a QR code. 

The receiving unit 901 is further configured to receive a switch instruction for the displaying 

mode of the graphical identifier, and the processing unit 904 is configured to switch the 

displaying mode of the graphical identifier displayed by the displaying unit when the receiving 

unit 901 receives the switch instruction. 

Optionally, the receiving unit 901 is configured to receive, through a second terminal, the 

authentication factor issued by the first server terminal; and the sending unit 903 is configured to 

return the bound authentication information to the first server terminal through the second 

terminal. 

Optionally, the sending unit 903 is further configured to send an account identity 

verification request to the first server terminal; the receiving unit 901 is configured to receive 

payment authorization sent by the first server terminal after identity verification is successful; the 

sending unit 903 is configured to send a verification request for offline payment authorization to 

the first server terminal; and the receiving unit 901 is configured to receive the authentication 

factor issued by the first server terminal after authorization verification is successful. 

The functions of the above units may be corresponding to the processing steps of the above 

information interaction method described in FIGs. 3a-3b in detail. Details are not described 

herein again. 

FIG. 10 is a schematic structural diagram of a server terminal according to an embodiment 
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of the present application; as shown in FIG. 10, the server terminal includes: an acquisition unit 

1001, a processing unit 1002, a sending unit 1003, and a receiving unit 1004. 

The acquisition unit 1001 is configured to acquire payment authentication information 

carried in a graphical identifier displayed on a terminal. 

The payment authentication information includes an authentication key, device account 

information, and a dynamic password. 

The processing unit 1002 is configured to generate a payment request by using the payment 

authentication information acquired by the acquisition unit 1001 and service data. 

The sending unit 1003 is configured to send the payment request generated by the 

processing unit 1002 to the first server terminal, such that the first server terminal performs 

payment authentication according to the payment authentication information carried in the 

payment request, and performs payment when the payment authentication is successful. 

The receiving unit 1004 is configured to receive a payment result returned by the first server 

terminal 3. 

FIG. 11 is a schematic structural diagram of a server terminal according to an embodiment 

of the present application; as shown in FIG. 11, the server terminal includes: a receiving unit 

1101, a processing unit 1102, and a sending unit 1103. 

The receiving unit 1101 is configured to receive a payment request sent by a second server 

terminal, the payment request carrying payment authentication information and service data. 

The payment authentication information includes an authentication key, device account 

information, and a dynamic password. 

The processing unit 1102 is configured to perform payment authentication according to the 

payment authentication information carried in the payment request received by the receiving unit 

1101, and the server terminal performs payment when the payment authentication is successful. 

Optionally, the processing unit 1102 is further configured to perform account binding on the 

terminal. 

First situation: 
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The receiving unit 1101 is configured to receive an account identity verification request sent 

by the terminal, the account identity verification request carrying account information of the user. 

The processing unit 1102 is configured to judge whether the account identity verification 

request passes verification, and use the sending unit 1103 to send a result of successful 

verification to the terminal if the verification is successful. 

The receiving unit 1101 is configured to receive a verification request for offline payment 

authorization verification sent by the terminal. 

The processing unit 1102 is configured to judge whether verification on the verification 

request is successful, if the verification is successful, generate an authentication key of the user, 

and calculate a dynamic time factor of the server terminal; and generate an authentication factor 

by using the authentication key, the dynamic time factor, and the account information of the user. 

The sending unit 1103 is configured to issue the authentication factor generated by the 

processing unit 1102 to the terminal. 

The receiving unit 1101 is configured to receive bound authentication information submitted 

by the terminal, the bound authentication information being generated by binding the 

authentication factor and the device account information. 

The processing unit 1102 is configured to perform authorization verification on the bound 

authentication information, and complete the offline payment authorization verification when 

authorization is successful. 

Second situation: 

The receiving unit 1101 is configured to receive an account identity verification request sent 

by the second terminal, the account identity verification request carrying account information of 

the user. 

The processing unit 1102 is configured to judge whether the account identity verification 

request passes verification, and use the sending unit 1103 to send a result of successful 

verification to the second terminal if the verification is successful. 

The receiving unit 1101 is configured to receive a verification request for offline payment 

authorization verification sent by the second terminal. 
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The processing unit 1102 is configured to judge whether verification on the verification 

request is successful, if the verification is successful, generate an authentication key of the user, 

and calculate a dynamic time factor of the server terminal; and generate an authentication factor 

by using the authentication key, the dynamic time factor, and the account information of the user. 

The sending unit 1103 is configured to issue the authentication factor to the second terminal, 

such that the second terminal sends the authentication factor to the terminal. 

The receiving unit 1101 is configured to receive bound authentication information that is 

returned by the terminal and submitted by the second terminal, the bound authentication 

information being generated by the terminal through binding the authentication factor and device 

account information. 

The processing unit 1102 is configured to perform authorization verification on the bound 

authentication information, and complete the offline payment authorization verification when 

authorization is successful. 

Optionally, after generating the authentication key of the user, the processing unit 1102 is 

further configured to generate a compressed string from the authentication key and the account 

information of the user, the compressed string having a one-to-one mapping relationship with the 

authentication key and the account information of the user. 

The processing unit 1102 is configured to generate the authentication factor by using the 

authentication key, the dynamic time factor, and the account information of the user, which 

specifically includes: generating the authentication factor by using the authentication key, the 

compressed string, and the dynamic time factor. 

Optionally, the processing unit 1102 is specifically configured to check whether a binding 

relationship between the device account information and the authentication key that are carried in 

the payment authentication information is correct, and check whether the dynamic password is 

valid according to the dynamic time factor in the authentication factor; and if yes, the payment 

authentication is successful. 

The functions of the above units may be corresponding to the processing steps of the above 

information interaction method described in FIGs. 5a-5c in detail. Details are not described 

herein again. 
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FIG. 12 is a schematic structural diagram of composition of an electronic device according 

to an embodiment of the present application; as shown in FIG. 12, the electronic device includes: 

a display 1201, a processor 1202, a memory 1203, and a communication module 1204. 

The memory 1203 is configured to store an authentication factor issued by a first server 

terminal and a program of generating a graphical identifier for offline payment according to the 

authentication factor, and when the program is executed by the processor, the graphical identifier 

for offline payment is displayed in a display area of the display. The graphical identifier carries 

payment authentication information, the payment authentication information including an 

authentication key of the user, device account information, and a dynamic password, the dynamic 

password is generated according to the dynamic time factor, and the device account information 

is generated according to account information of the user and device information of the terminal. 

The communication module 1204, in communication with a second electronic device, is 

configured to receive the authentication factor that is issued by the first server terminal and sent 

by the second electronic device; and during binding authentication, send bound authentication 

information to the second electronic device, such that the bound authentication information is 

forwarded to the first server terminal. 

The communication module 1204 is a Bluetooth module or a WiFi module. 

Optionally, the dynamic password remains unchanged in a same time window, and in a next 

time window, the dynamic password is regenerated according to the dynamic time factor, to 

change dynamically. 

Optionally, the dynamic password is specifically obtained through calculation by using the 

authentication key of the user, the dynamic time factor, the device account information, and a 

preset password length according to a one-time password calculating method. 

Optionally, the device account information is a compressed string obtained by compressing 

the account information of the user and the device information of the terminal displaying the 

graphical identifier. 

Optionally, the graphical identifier is a QR code or a bar code. 

The present application further provides an information interaction system, which includes: 

a terminal, a first server terminal, and a second server terminal; 
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the terminal displays, in an offline state, a graphical identifier for completing a first service 

operation, the graphical identifier carrying authentication information of the first service 

operation, and the authentication information of the first service operation including an 

authentication key of a user, device account information, and a dynamic password; 

the second server terminal acquires the authentication information of the first service 

operation carried in the graphical identifier; 

the second server terminal generates a first service operation request by using the 

authentication information of the first service operation and service data, and sends the first 

service operation request to the first server terminal; and 

the first server terminal performs authentication according to the authentication information 

of the first service operation carried in the first service operation request, and the first server 

terminal completes the first service operation when the authentication is successful. 

Optionally, before the terminal displays the graphical identifier for completing the first 

service operation offline, 

the terminal receives a display instruction for displaying the graphical identifier; and 

the terminal generates the graphical identifier carrying the authentication information of the 

first service operation according to the authentication factor issued by the first server terminal. 

Optionally, before the terminal generates the graphical identifier carrying the authentication 

information of the first service operation according to the authentication factor issued by the first 

server terminal, 

the terminal, when in an online state, sends an authorization verification request for 

completing the first service operation offline to the first server terminal; 

the first server terminal verifies the authorization verification request, and the first server 

terminal sends the authentication factor to the terminal after the verification is successful, the 

authentication factor including an authentication key of a user, account information, and a server 

terminal time; 

the terminal generates a bound authentication code by binding the authentication factor and 

the device account information, and sends the bound authentication code to the first server 
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terminal; and 

the first server terminal performs authorization verification on the bound authentication 

code, and completes the authorization verification when authorization is successful. 

Optionally, before the terminal generates the graphical identifier carrying the authentication 

information of the first service operation according to the authentication factor issued by the first 

server terminal, 

the second terminal in an online state sends an authorization verification request for 

completing the first service operation offline to the first server terminal; 

the first server terminal verifies the authorization verification request, and the first server 

terminal sends the authentication factor to the second terminal after the verification is successful, 

the authentication factor including an authentication key of a user, account information, and a 

server terminal time; 

the second terminal sends the authentication factor to the terminal; 

the terminal generates a bound authentication code by binding the authentication factor and 

the device account information, and sends the bound authentication code to the second terminal; 

the second terminal submits the bound authentication code to the first server terminal; 

the first server terminal performs authorization verification on the bound authentication 

code, and completes the authorization verification when authorization is successful. 

Optionally, before the second terminal sends the authorization verification request for 

completing the first service operation offline to the first server terminal, 

the second terminal sends an account identity verification request to the first server terminal, 

the account identity verification request carrying the account information of the user; 

the first server terminal verifies the account identity verification request, and sends a result 

of successful verification to the second terminal when the verification is successful. 

Optionally, before the first server terminal sends the authentication factor after the 

verification is successful, 
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the first server terminal generates an authentication key of the user after the verification is 

successful and calculates a dynamic time factor; 

the first server terminal generates the authentication factor by using the authentication key, 

the dynamic time factor, and the account information of the user. 

Optionally, that the first server terminal performs authorization verification on the bound 

authentication code specifically includes: 

parsing the bound authentication code to obtain the authentication key, the device account 

information, and the server terminal time; and 

checking whether the authorization verification is successful according to the authentication 

key, the device account information, and the server terminal time obtained through parsing. 

Optionally, after the first server terminal completes the first service operation, 

the first server terminal returns a result of the first service operation to the second server 

terminal, such that the second server terminal confirms the result of the first service operation. 

In the information interaction method, apparatus, and system provided in the embodiments 

of the present application, a dynamic graphical identifier for offline payment is generated through 

bound payment authentication information and dynamic time factor, such that a terminal device 

in an offline state can also perform safe payment by using the graphical identifier, thereby 

achieving safe and convenient payment. 

Professionals should also be aware that units and algorithm steps in examples described 

with reference to the embodiments disclosed herein can be implemented by electronic hardware, 

computer software, or a combination thereof. To clearly illustrate the interchangeability between 

hardware and software, the composition and steps of each example have been described in 

general according to functions in the foregoing description. Whether these functions are executed 

by using hardware or software depends on a specific application and design constraint conditions 

of the technical solution. For each specific application, professionals may use a different method 

to implement the described functions. However, such implementation should not be considered 

as exceeding the scope of the present application. 

Steps of the method or algorithm described with reference to the embodiments disclosed 
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herein may be implemented by hardware, a software module executed by a processor, or a 

combination thereof. The software module may be disposed in a random access memory (RAM), 

a memory, a read-only memory (ROM), an electrically programmable ROM, an electrically 

erasable programmable ROM, a register, a hard drive, a removable disk, a CD-ROM, or any 

other form of storage medium commonly known in the technical field. 

The foregoing specific implementations provide further detailed descriptions of the 

objectives, technical solutions, and beneficial effects of the present application. It should be 

understood that, described above are merely specific implementations of the present application, 

which are not intended to limit the protection scope of the present application. Any modification, 

equivalent replacement, improvement, and the like made within the spirit and principle of the 

present application shall be included in the protection scope of the present application. 
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Claims 

1. An information interaction method, comprising: 

receiving, by a terminal, an authentication factor issued by a first server terminal, the 

authentication factor carrying an authentication key and account information of a user, and a 

dynamic time factor, the first server terminal being a server terminal that completes a first service 

operation after authenticating the terminal when the terminal requests the first service operation; 

generating bound authentication information by using the authentication factor and device 

information of the terminal, and returning the bound authentication information to the first server 

terminal, such that the first server terminal performs authorization through the first service 

operation according to the bound authentication information; and 

generating a graphical identifier for completing the first service operation offline according 

to the authentication factor, the graphical identifier carrying authentication information of the 

first service operation, the authentication information of the first service operation comprising the 

authentication key of the user, device account information, and a dynamic password, the dynamic 

password being generated according to the dynamic time factor, and the device account 

information being generated according to the account information of the user and the device 

information of the terminal. 

2. The method of claim 1, before the step of generating a graphical identifier for completing 

the first service operation offline according to the authentication factor, further comprising: 

receiving a display instruction for displaying the graphical identifier for completing the first 

service operation offline; and 

generating the graphical identifier for completing the first service operation offline 

according to the authentication factor after the display instruction is received; 

wherein after the step of generating a graphical identifier for completing the first service 

operation offline according to the authentication factor, the method further comprises: 

displaying, by the terminal, the graphical identifier, to complete the first service operation in 

an offline state by using the graphical identifier. 

3. The method of claim 2, wherein a displaying mode of the graphical identifier comprises 
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one or a combination of: a bar code and a QR code; and 

after the step of displaying, by the terminal, the graphical identifier, the method further 

comprises: 

switching the displaying mode of the graphical identifier when receiving a switch 

instruction for the displaying mode of the graphical identifier. 

4. The method of claim 1, wherein the terminal receives, through a second terminal, the 

authentication factor issued by the first server terminal; and returns the bound authentication 

information to the first server terminal through the second terminal. 

5. The method of claim 1, before the step of receiving an authentication factor issued by a 

first server terminal, further comprising: 

sending, by the terminal, an account identity verification request to the first server terminal; 

receiving a verification result sent by the first server terminal after identity verification is 

successful; 

sending an authorization verification request for the offline first service operation to the first 

server terminal; and 

receiving the authentication factor issued by the first server terminal after authorization 

verification is successful. 

6. The method of claim 1, wherein the dynamic password remains unchanged in a same time 

window, and in a next time window, the dynamic password is regenerated according to the 

dynamic time factor, to change dynamically. 

7. The method of claim 1, wherein the dynamic password is specifically obtained through 

calculation by using the authentication key of the user, the dynamic time factor, the device 

account information, and a preset password length according to a one-time password calculating 

method. 

8. An information interaction method, comprising: 

acquiring, by a second server terminal, authentication information of a first service 
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operation carried in a graphical identifier displayed on a terminal, the authentication information 

of the first service operation comprising an authentication key of a user, device account 

information, and a dynamic password; 

generating a first service operation request by using the authentication information of the 

first service operation and service data, and sending the first service operation request to the first 

server terminal, such that the first server terminal performs authentication according to the 

authentication information of the first service operation carried in the first service operation 

request, and completes the first service operation after the authentication is successful; and 

receiving a result of the first service operation returned by the first server terminal. 

9. An information interaction method, comprising: 

receiving, by a first server terminal, a first service operation request sent by a second server 

terminal, the first service operation request being a request generated by the second server 

terminal by acquiring authentication information of the first service operation that is carried in a 

graphical identifier displayed on a terminal and service data, the first service operation request 

carrying the authentication information of the first service operation and the service data, and the 

authentication information of the first service operation comprising an authentication key of a 

user, device account information, and a dynamic password; and 

performing authentication according to the authentication information carried in the first 

service operation request, and completing, by the first server terminal, the first service operation 

when the authentication is successful. 

10. The method of claim 9, before the step of receiving a first service operation request sent 

by a second server terminal, further comprising: 

performing, by the first server terminal, online account binding on the terminal. 

11. The method of claim 10, wherein the step of performing, by the first server terminal, 

online account binding on the terminal specifically comprises: 

receiving an account identity verification request sent by the terminal, the account identity 

verification request carrying account information of the user; 

judging whether the account identity verification request passes verification, and sending a 
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verification result of successful verification to the terminal if the verification is successful; 

receiving an authorization verification request, sent by the terminal, for completing the first 

service operation offline; 

judging whether verification on the authorization verification request is successful, if the 

verification is successful, generating the authentication key of the user, and calculating a dynamic 

time factor of the first server terminal; 

generating an authentication factor by using the authentication key of the user, the dynamic 

time factor, and the account information of the user; 

issuing the authentication factor to the terminal; 

receiving bound authentication information submitted by the terminal, the bound 

authentication information being generated by binding the authentication factor and the device 

account information; and 

performing authorization verification on the bound authentication information, and 

completing the authorization verification after authorization is successful. 

12. The method of claim 10, wherein the step of performing, by the first server terminal, 

online account binding on the terminal specifically comprises: 

receiving an account identity verification request sent by the second terminal, the account 

identity verification request carrying the account information of the user; 

judging whether the account identity verification request passes verification, and sending a 

verification result of successful verification to the second terminal if the verification is 

successful; 

receiving an authorization verification request, sent by the second terminal, for completing 

the first service operation offline; 

judging whether verification on the authorization verification request is successful, if the 

verification is successful, generating the authentication key of the user, and calculating a dynamic 

time factor of the first server terminal; 
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generating an authentication factor by using the authentication key of the user, the dynamic 

time factor, and the account information of the user; 

issuing the authentication factor to the second terminal, such that the second terminal sends 

the authentication factor to the terminal; 

receiving bound authentication information that is returned by the terminal and submitted by 

the second terminal, the bound authentication information being generated by the terminal 

through binding the authentication factor and the device account information of the terminal; and 

performing authorization verification on the bound authentication information, and 

completing the authorization verification after authorization is successful. 

13. The method of claim 11 or 12, after the step of generating the authentication key of the 

user, further comprising: 

generating a compressed string from the authentication key of the user and the account 

information of the user, the compressed string having a one-to-one mapping relationship with the 

authentication key and the account information of the user; and 

generating the authentication factor by using the authentication key of the user, the dynamic 

time factor, and the account information of the user, which specifically comprises: generating the 

authentication factor by using the authentication key of the user, the compressed string, and the 

dynamic time factor. 

14. The method of claim 9, wherein the step of performing authentication according to the 

authentication information of the first service operation carried in the first service operation 

request specifically comprises: 

checking whether a binding relationship between the device account information and the 

authentication key that are carried in the authentication information of the first service operation 

is correct, and checking whether the dynamic password is valid according to the dynamic time 

factor in the authentication factor; wherein if yes, the authentication is successful. 

15. A terminal, comprising: 

a receiving unit configured to receive an authentication factor issued by a first server 

terminal, the authentication factor carrying an authentication key and account information of a 
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user, and a dynamic time factor, the first server terminal being a server terminal that completes a 

first service operation after authenticating the terminal when the terminal requests the first 

service operation; 

a binding unit configured to generate bound authentication information by using the 

authentication factor received by the receiving unit and device information of the terminal; 

a sending unit configured to return the bound authentication information generated by the 

binding unit to the first server terminal, such that the first server terminal performs authorization 

through the first service operation according to the bound authentication information; and 

a processing unit configured to generate a graphical identifier for completing the first 

service operation offline according to the authentication factor received by the receiving unit, the 

graphical identifier carrying authentication information of the first service operation, the 

authentication information of the first service operation comprising the authentication key of the 

user, device account information, and a dynamic password, the dynamic password being 

generated according to the dynamic time factor, and the device account information being 

generated according to the account information of the user and the device information of the 

terminal. 

16. The terminal of claim 15, wherein the receiving unit is further configured to receive a 

display instruction for displaying the graphical identifier; 

the processing unit is configured to generate the graphical identifier for completing the first 

service operation offline according to the authentication factor after the receiving unit receives 

the display instruction; and 

the terminal further comprises: 

a displaying unit configured to display the graphical identifier generated by the processing 

unit, such that the terminal completes the first service operation in an offline state by using the 

graphical identifier. 

17. The method of claim 16, wherein a displaying mode of the graphical identifier displayed 

by the displaying unit comprises one or a combination of: a bar code and a QR code; 

the receiving unit is further configured to receive a switch instruction for the displaying 
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mode of the graphical identifier; and 

the processing unit is further configured to switch the displaying mode of the graphical 

identifier displayed by the displaying unit when the receiving unit receives the switch instruction. 

18. The terminal of claim 15, wherein the receiving unit is configured to receive, through a 

second terminal, the authentication factor issued by the first server terminal; and the sending unit 

is configured to return, through the second terminal, the bound authentication information to the 

first server terminal. 

19. The terminal of claim 15, wherein the sending unit is further configured to send an 

account identity verification request to the first server terminal; 

the receiving unit is configured to receive a verification result sent by the first server 

terminal after identity verification is successful; 

the sending unit is configured to send an authorization verification request for the offline 

first service operation to the first server terminal; and 

the receiving unit is configured to receive the authentication factor issued by the first server 

terminal after authorization verification is successful. 

20. A server terminal, comprising: 

an acquisition unit configured to acquire authentication information of a first service 

operation carried in a graphical identifier displayed on a terminal, the authentication information 

of the first service operation comprising an authentication key of a user, device account 

information, and a dynamic password; 

a processing unit configured to generate a first service operation request by using the 

authentication information of the first service operation acquired by the acquisition unit and 

service data; 

a sending unit configured to send the first service operation request generated by the 

processing unit to the first server terminal, such that the first server terminal performs 

authentication according to the authentication information of the first service operation carried in 

the first service operation request, and completes the first service operation after the 

authentication is successful; and 
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a receiving unit configured to receive a result of the first service operation returned by the 

first server terminal. 

21. A server terminal, comprising: 

a receiving unit configured to receive a first service operation request sent by a second 

server terminal, the first service operation request being a request generated by the second server 

terminal by acquiring authentication information of the first service operation carried in a 

graphical identifier displayed on a terminal and service data, the first service operation request 

carrying the authentication information of the first service operation and the service data, and the 

authentication information of the first service operation comprising an authentication key of a 

user, device account information, and a dynamic password; and 

a processing unit configured to perform authentication according to the authentication 

information of the first service operation carried in the first service operation request received by 

the receiving unit, wherein the first server terminal completes the first service operation when the 

authentication is successful. 

22. The server terminal of claim 21, wherein: 

the processing unit is further configured to perform online account binding on the terminal. 

23. The server terminal of claim 22, wherein the server terminal further comprises a sending 

unit, and 

the receiving unit is further configured to receive an account identity verification request 

sent by the terminal, the account identity verification request carrying account information of the 

user; 

the processing unit is configured to judge whether the account identity verification request 

passes verification, and if the verification is successful, use the sending unit to send a verification 

result of successful verification to the terminal; 

the receiving unit is configured to receive an authorization verification request, sent by the 

terminal, for completing the first service operation offline; 

the processing unit is configured to judge whether verification on the authorization 

verification request is successful, if the verification is successful, generate the authentication key 
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of the user, and calculate a dynamic time factor of the server terminal; and generate an 

authentication factor by using the authentication key, the dynamic time factor, and the account 

information of the user; 

the sending unit is configured to issue the authentication factor generated by the processing 

unit to the terminal; 

the receiving unit is configured to receive bound authentication information submitted by 

the terminal, the bound authentication information being generated by binding the authentication 

factor and the device account information; and 

the processing unit is configured to perform authorization verification on the bound 

authentication information, and complete the authorization verification after authorization is 

successful. 

24. The server terminal of claim 22, wherein the server terminal further comprises a sending 

unit, and 

the receiving unit is configured to receive an account identity verification request sent by the 

second terminal, the account identity verification request carrying account information of the 

user; 

the processing unit is configured to judge whether the account identity verification request 

passes verification, and if the verification is successful, use the sending unit to send a verification 

result of successful verification to the second terminal; 

the receiving unit is configured to receive an authorization verification request, sent by the 

second terminal, for completing the first service operation offline; 

the processing unit is configured to judge whether verification on the authorization 

verification request is successful, if the verification is successful, generate the authentication key 

of the user, and calculate a dynamic time factor of the server terminal; and generate an 

authentication factor by using the authentication key, the dynamic time factor, and the account 

information of the user; 

the sending unit is configured to issue the authentication factor to the second terminal, such 

that the second terminal sends the authentication factor to the terminal; 



40 
 

the receiving unit is configured to receive bound authentication information that is returned 

by the terminal and submitted by the second terminal, the bound authentication information being 

generated by the terminal through binding the authentication factor and the device account 

information of the terminal; and 

the processing unit is configured to perform authorization verification on the bound 

authentication information, and complete the authorization verification after authorization is 

successful. 

25. The server terminal of claim 23 or 24, wherein after generating the authentication key of 

the user, the processing unit is further configured to generate a compressed string from the 

authentication key and the account information of the user, the compressed string having a 

one-to-one mapping relationship with the authentication key and the account information of the 

user; and 

the processing unit is configured to generate the authentication factor by using the 

authentication key, the dynamic time factor, and the account information of the user, which 

specifically comprises: generating the authentication factor by using the authentication key, the 

compressed string, and the dynamic time factor. 

26. The server terminal of claim 21, wherein the processing unit is specifically configured to 

check whether a binding relationship between the device account information and the 

authentication key that are carried in the authentication information of the first service operation 

is correct, and check whether the dynamic password is valid according to the dynamic time factor 

in the authentication factor; and if yes, the authentication is successful. 

27. An electronic device, comprising: 

a display; 

a processor; and 

a memory configured to store an authentication factor issued by a first server terminal and a 

program of generating a graphical identifier for completing a first service operation offline 

according to the authentication factor, and when the program is executed by the processor, the 

graphical identifier for completing the first service operation offline is displayed in a display area 

of the display, the graphical identifier carrying authentication information of the first service 
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operation, the authentication information of the first service operation comprising an 

authentication key of the user, device account information, and a dynamic password, the dynamic 

password being generated according to a dynamic time factor, and the device account 

information being generated according to account information of the user and device information 

of the terminal. 

28. The electronic device of claim 27, wherein the dynamic password remains unchanged in 

a same time window, and in a next time window, the dynamic password is regenerated according 

to the dynamic time factor, to change dynamically. 

29. The electronic device of claim 27, wherein the dynamic password is specifically 

obtained through calculation by using the authentication key of the user, the dynamic time factor, 

the device account information, and a preset password length according to a one-time password 

calculating method. 

30. The electronic device of claim 27, further comprising: 

a communication module, in communication with a second electronic device, configured to 

receive the authentication factor that is issued by the first server terminal and sent by the second 

electronic device; and during binding authentication, send bound authentication information to 

the second electronic device such that the bound authentication information is forwarded to the 

first server terminal. 

31. The electronic device of claim 30, wherein the communication module is a Bluetooth 

module or a WiFi module. 

32. An information interaction system, comprising: a terminal, a first server terminal, and a 

second server terminal, wherein 

the terminal displays, in an offline state, a graphical identifier for completing a first service 

operation, the graphical identifier carrying authentication information of the first service 

operation, and the authentication information of the first service operation comprising an 

authentication key of a user, device account information, and a dynamic password; 

the second server terminal acquires the authentication information of the first service 

operation carried in the graphical identifier; 
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the second server terminal generates a first service operation request by using the 

authentication information of the first service operation and service data, and sends the first 

service operation request to the first server terminal; and 

the first server terminal performs authentication according to the authentication information 

of the first service operation carried in the first service operation request, and the first server 

terminal completes the first service operation when the authentication is successful. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


