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Fig. 1 is the Cipher Message (KM) instruction in the RRE instruction

format;

Fig. 2 is the Cipher Message with Chaining (XKMC) instruction in the
RRE instruction format;

Fig. 3 is a table showing the function codes for the Cipher Message
instruction of Fig. 1;

Fig. 4 is a table showing the function codes for the Cipher Message
with Chaining instruction of Fig. 2;

Fig. 5 is a representation of the general register assignments for
the KM and KMC instructions;

Fig. 6 illustrates the symbol for the Bit-Wise Exclusive Or;

Fig. 7 illustrates the symbols for DEA Encryption and Decryption;
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Fig. 25 illustrates the format for the parameter block for
KMC-TDEA~128;

Fig. 26 illustrates the KMC-TDEA-192 Encipher Operation;

Fig. 27 illustrates the KMC-TDEA-192 Decipher Operatiomn;

Fig. 28 is a table showing the priority of execution of KM and KMC;

Fig. 29 illustrates our cryptographic coprocessor; and

Fig. 30 shows the generalized preferred embodiment of a computer
memory storage containing instructions in accordance with the preferred
embodiment and data, as well as the mechanism for fetching, decoding and
executing these instructions, either on a computer system employing these
architected instructions or as used in emulation of our architected

instructions.

The CIPHER MESSAGE (KM) instruction and the CIPHER MESSAGE WITH CHAINING
(RMC) instruction will first be discussed, followed by a discussion of the
preferred computer system for executing these instructions. In the

alternative, a second preferred computer system which emulates another

computer system for executing these instructions will be discussed.
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In the 64-bit addressing mode, the contents of bit positions 0-63 of

general register 1 constitute the address.

The function codes for CIPHER MESSAGE are shown in Fig. 3.

The function codes for CIPHER MESSAGE WITH CHAINING are shown in Fig. 4.

All other function codes are unassigned. The query function provides the

means of indicating the availability of the other functions. The contents
of general registers R1l, R2, and Rl + 1 are ignored for the query

function.

For all other functions, the second operand is ciphered as specified by

the function code using a cryptographic key in the parameter block, and
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constitute the addresses of the first and second operands, respectively,
and the contents of bit positions 0-32 are ignored; bits 33-63 of the
updated addresses replace the corresponding bits in general registers R1
and R2, carries out of bit position 33 of the updated address are ignored,
and the content of bit position 32 of general registers Rl and R2 is set
to zero. In the 64-bit addressing mode, the contents of bit positions 0-63
of general registers R1 and R2 constitute the addresses of the first and
second operands, respectively; bits 0-63 of the updated addresses replace
the contents of general registers Rl and R2, and carries out of bit

position 0 are ignored.
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1. The cryptographic-key field overlaps any portion of the first operand.
2. The chaining-value field overlaps any portion of the first operand or

the second operand.

3. The first and second operands overlap destructively. Operands are said
to overlap destructively when the first-operand location would be used as
a source after data would have been moved into it, assuming processing to

be performed from left to right and one byte at a time.
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Access exceptions may be reported for a larger portion of an operand than
is processed in a single execution of the instruction; however, access
exceptions are not recognized for locations beyond the length of an
operand nor for locations more than 4K bytes beyond the current location

being processed.
Symbols Used in Function Descriptions

The following symbols are used in the subsequent description of the CIPHER
MESSAGE and CIPHER MESSAGE WITH CHAINING functions. For
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. ‘%?CQQ4E§?$6ﬁ%ﬁ&yea%ﬁard for Information Systens.
Fig. 6 illustrates the synbol for the Bit-Wse
ThEXIRlcHBione 6F ,thEi gperdnds landsaddabesest heed prhois ihefrubELen are as

sh&RERYPhigonsand Decryption. KM Qery (KM Function Code

0) The locations of the operands and addresses used by

the instruction are as shown in Fig. 5. The paraneter ,
Thp | RFERDfEEIPIBH viRd £ohdtcoR el e &MY UMY P t?‘Sﬂ”rP&f“at shown in
righaw in Fig. 8 A 128-bit status word is stored in

the paraneter block. Bits 0-127 of this field

orrespond to fynction codes .0-127 espect.i vel 0 .
PR EE PRER:S MostACE P HET Ut 100 SHER S LT b 127 of enis

fighb conre@opdrid AEPTidAR IR | & 127 ndeaPPEdvebl hefwfige CTPHER
MEb$resE nedriuefidnS Witdn bnisitalib ethe, CondicbionpondiegOfirstden is

in08N X GUELANOf e K Query nbrnclit on gonpl et es;
condition code 3 is not applicable to this function.

KM DEA (KM Function Code 1) The | ocations of the
Copgidrignderdantl isddeiesdhes exsedtisy phehien8iQuery dinarionagompletes;
coSOARN | dbdkl §.ibnod heppadaaneter thl ©cknesied. f or the

functi on KM DEA has the format shown in Fig. 9.

KM-DEA (KM Function Code 1)

The locations of the operands and addresses used by the instruction are as

shown in Fig. 5.

The parameter block used for the function KM-DEA has the format shown in
Fig. 9.

When the modifier bit in general register 0 is zero, an encipher operation
is performed. The 8-byte plaintext blocks (P1, P2, ..., Pn) in operand 2
are enciphered using the DEA algorithm with the 64-bit cryptographic key
in the parameter block. Each plaintext block is independently enciphered;
that is, the encipher operation is performed without chaining. The
ciphertext blocks (Cl, C2, ..., Cn) are stored in operand 1. The operation

is shown in Fig. 10.



When the nodifier bit in general register 0 is zero,

an enci pher operation 1is perforned. The 8-byte
w@b@une®wie bl ocks (P1, P2, ..., Pn) in operandPCI/GBe@4/001928

enci phered using the DEA algogithmw th the 64-bit

cryptographic key in the paraneter bl ock. Each

pl ai ntext bl ock is independently enci phered; that is,

t he enci pher operation is perforned w thout chai ning.
whhechecnpligt éexti thirglkselall re@2ter .0 ,is(Ye, at elestiplied oparation
150p&FaRdedl. THH&-8 @é%tlbﬁ)&tekg 1$30eM8 (ch, Rig. . 10. cMDin operand 2

2004/.0999 O PCT/ 84/ 01%%ri2t w:.éﬁh% t he rmdlfl er

bi 1
ars deci bit ra h:Lc k
Fn genera i & 9She et pRer: Bperatt o opae ke

ing s @Pﬁaé?f.teq' °8k b)ﬁlaéhc?lp?ﬁéﬁeéf%t blckcks pdpperdpntly deciphered;
thén)isi, ntlopéeairthe? omretteciipherreédrusi pgciidoe @EAning. The
p18L0RKE LB t (b1t ey 64- bl ton¢r iRt 0asaRN £ Joe¥and B. IHR xi-DEA
a ga anet er l ock. ch %her xt bl ock is

© 6e?ipoe('§ﬁ t déc?ib‘)ﬁ“‘@rjera i s, the decipher

,operati on is performed wt hout chai ni ng. The pl ai nt ext

Kvbimak $24 Rku #idction colB@)2)are stored in operand 1. The
KM DEA deci pher operation is shown in Fig. 11.

TDEA- 128_(.KM Funct i on The I t| ons of the
ThSI\i 2t Saft AGarREsads gga‘af % cFl?eor’rnﬁY%lcﬁéon are as
Shsmwn Y¥v-FP g.Ths, pytsmeperr detkeuspd cf@k ttseeé{Mf"EﬂEAthzaB function is
shkiM EREAGL282f unction is shown in Fig. 12. Wen the

nndifier bit in general register 0 is zero, an
nci pher oEer ation is perforned. The 8-byte pl ajntext
Whﬁ’il JERS™ ‘idﬁ eppit in geﬁfg)alu ﬁeg{}ﬁé?’ér?d 15 Z&fPe BhEPHIBLEPPeration
isusdnfgrmdve TBEA- blffrq pleimdEA} logbs i tPhm RA.t h- t,hént wa operand 2
arbderlt bhereaywd i0gr m&@EKe&glﬂ)l@ bhe RaAFSRLRMyiIRhOEKe two 64-bit

cr?ﬁ:co@frglgl%.l t E&}g 1R | ﬁﬁek ]pét;amelt ng %q_gglg e %tal:l)f %n Qﬁ%g%r ]SP%k is

IS, eration

IndeREArHgY %Péﬁﬁ?iﬂer F]é%("c 16} otéﬁselt‘tapge@?pemtlondﬁ P&Féomed
wishprtedhdipingp@hancivher féns KMCEKBEA11282 enGi- pley are stored in

opOREIdAL | ahel Bu-8DONW 2igNedt i@hed Dpeit@Rnt he sHBEH fiherifi 3.
in general register 0 is one, a decipher operation is

erforned.  The 8-byte ciphertext blocks (O, C2,
OB S S5 T PEnTRt PHRUPBEE s AR eR FiSERPhe oberation
isapgydeindim Wie B-bhee cuphBdekt tblockpt(6r &3hi c. - .keéys innoperand 2
ark R cppiiareat @ingl oK ToEAagBositphefitaxthdlc@eksd-8it cryptographic

ke{zg q.%pgl&d %ngyetgg Ckkl%'?:ﬁ re qi?ac% hcﬁ%)hé ex% hk?lo%ﬁclreﬁ I?_ndependent 1y

eratio alnln

deﬁJrP&ieﬁ?%o(tthﬁ‘f &éks“ﬁvﬁeeﬁler oRerapify &F PUsEerEd PiEbout chaining.
Thepdrantext. bIdvs KWL TBEA-.128 Riecapheroopgeintdrenand 1. The

RMSTHRAN1 3 dBE oheldopdiit TEEA: 182wh KM Fygctison Code 3) The
| ocati ons of the operands and addresses used by the

instruction are as
KM-TDEA-192 (KM Function Code 3)

The locations of the operands and addresses used by the instruction are as

shown in Fig. 5.

The parameter block used for the KM-TDEA-192 function has the format shown
in Fig. 15.

When the modifier bit in general register 0 is zero, an encipher operation
is performed. The 8-byte plaintext blocks (Pl, P2, ..., Pn) in operand 2
are enciphered using the TDEA algorithm with the three 64-bit
cryptographic keys in the parameter block. Each plaintext block is



shown in Fig. 5. The paraneter block used for the

KM TDEA- 192 function has the format shown in Fig. 15.
wOB@n/099960 nodi fier bit in general register 0 i BCEEBR(04/001928

an enci pher operation is perforned. The 8-byte

pl ai ntext blocks (P1, P2, ...7 Pn) in operand 2 are

enci phered using the TDEA algorithmw th the three

64-bit cryptographic keys in the paraneter bl ock.
ind=aehd@laynéexbhétaic kehes WO 20044(3998&0) operation is performed
mﬁl%ﬁlt%qg%&%ﬁg%lpﬁefmgra@mﬁatchL eqgi pher %91,) sxr@tstored in

l'S, t he enchﬁl er opera n? g ned ﬁMt Fl
°p%:‘f?&fin]rné“heT “EPEhert eXEBTOeR e]ia(‘iionéf shown l]&:n %

stored in operand 1. The KM TDEA-192 enci pher :
Wh&thétdldBHfi& shoWh béndriag. reffstdthenis heenodidebeshddi dperation
1s e or erc:'{aI T]%eﬁ%l %}g tcgpﬂée?ft Qte’bl@clg_icfbi)h%ﬁ oper a&lll o@n 6p°rerand 2

or nmed. ertext block
ar@ﬁecmegﬁér%gzthea%mdé PYHErRd g Ty £ Eeer
cradtparaghim késh it hehet brmeeted- bilock .c Egght cdpagriiest klé'*?§ki ¥
1n&<t};%n§é‘&{t@|§9&&r1phéﬂﬁﬁ tI=aC msﬁlﬂhﬁecﬂécﬁbhezbb@@katllﬁn is performed
w1’|c %p%aq%gﬁéyngcﬂlghggqu bi%@tts Pﬁhagﬁ]e dec'ﬁl?egre stored in

inin
OP%’faalfin% e%ﬂﬂeb‘%@RgA(lrsi dgsjpher opeggplon e %F%%dnu fro- 17
operand 1. The KM TDEA-192 deci pher operation is shown
gvb kg (xké- FukMis 8By )KMC Function Code 0) The
Iocatlons of the operands and addresses used by the
instruction are as shown in Fig. 5. The paraneter
The| IoSREIAIEdOF Ghet PRETRIVES Qﬂ@r%ﬂd{ra?ﬁeﬁ BReh&¥ Fr?e ipgfpgtion are as
shehown rFion Fig. 18. A 128-bit status word is stored in
the paraneter block. Bits 0-127 of this field

correspond. to.fun i-on ad 127, s v
st R R e R A T
inpfig-i 88one, the corresponding function is installed;

ot herwi se, the function is not installed. Condition
A ?9@%1Qté1§t§§two\£@tefb @é@Pédg hﬁ)r\:h%f pé%e@f‘b@s@f YBEH@:OEU.W of this

etes ondi ti n co ot i.ca 0
ELp (PP ErrPon . B RV RORCL 8 GSAB ahe. PEodty GRa™
ME@$A&%@I%€ﬁmyGawtaa@tﬂ@§s é@eas%d’lﬁyl% RBi i HEegRonding

fudé€oaSis Shewl lien; ktgerdseThehepanamaberisbhockingsell «tor
t he KMC- DEA function has the format shown i n Fig. 19.

Coaﬁletgﬁtar]%qx?g? gifd géiilkx)nl T exe S*pleorna!)f t%%l ﬁﬁce Query Fuf& %

e
completes; condition code 3 is not applicable to this function.

KMC-DEA (KMC Function Code 1)

The locations of the operands and addresses used by the instruction are as

shown in Fig. 5.

The parameter block used for the KMC-DEA function has the format shown in
Fig. 19.

When the modifier bit in general register 0 is zero, an encipher operation
is performed. The 8-byte plaintext blocks (P1, P2, ..., Pn) in operand 2
are enciphered using the DEA algorithm with the 64-bit cryptographic key

and the 64-bit chaining value in the parameter block.



is perforned. The 8-byte plaintext blocks (Pl, P2,

..., Pn) in operand 2 are enciphered using the DEA
w@bk@ansm with the 64-bit cryptographic key PRPOTGBR@®4/001928

64-bit chaining value in the paranmeter block. WO

2004/ 099950 PCT/ GB2004/ 001928 10 The chai ni ng val ue,

called the initial chaining value (I1CV), for deriving

the first ciphertext block is the chaining value in
The hehapatznwetre bleetkgd thdenthlnchginiab uslfior (4&) i omgderiving
theagilrss Ubisaguent: siddrers exk &laeknd S,aiHe snCoKd %PQMEB%lock

th%z&\éllgyég Qfég‘glert ex&etrki).lr:(.)r(l:k ea;:rllﬂesugl Qher E ext bl OClt(:Sb]goClk is the

ore oper an

COETISRARLRE: PEFHOKkS | S PPAEE it bkﬂck cTsi ﬁmgerwm&le%/) (€1, c2,
.andni) sast eteckd hth codellend Hai Thengav@alaiehértekd Wfockhies the output

chQﬂ{:@lGB{faﬂﬁleb k&8k. addres %r@%n@:@cﬂﬁh %ﬁaﬂﬂ%&a&dlg@ FS1d of the

g. he nodifier .bit, ener
pafge}g sf 65{ S onIéM(y\v]BE T PREF § %rraé:tllo%nls S% Per ?gr'k Mg
The 8- byte ci phertext blocks (d, c, ..., Cn) in

whepernanmbd fier didedi pheeed usiinget e iDdheal gatdctipimembbaration
1st$@:f@ﬂm&l t Lo e 3@%9&! @@m&t@y bl@ﬁ]gs tloe, €4-bit, CBFH NhNGperand 2
n e .pa e .C ni n

e St ek e 00, QI EL HLRE S o Py Py G tarrgee ey
anfiht'élef P tprhaintexvabre dr F]%e PRratrEepdtlegst er bl ock;

the chaining value for deriving each subsequent
Tth éﬂa‘fﬂﬁ% in@kcéﬁeﬁh@hé: 95{&%@.0%1%gn&r\%\ihgu(%cv for deriving
h %91 Fé%F pla| t ext blocks% 1

Pri if‘ FREBTER PP obbr antid TR Rt EF pieiA i ntho value
fop|drkving epeh subprAveEhatlningexfablask( Bohe eqrdepronding previous
cighettesgt imbok i ITee ghiaiintag- vaddke (#el d2) n .t heepaesdretered in
opgié?l‘akl -El?l% 1321\(0 rg@;@ﬂ Blﬂgcrk QQe{@ bg&dtsc%%%glx}élue (OCV)

aofl gk pFied BE RE° GHEFATES TBIHE ST nLE dd o R Lot fraock. The
KME T8y @%Qliﬂ%lﬁr @P@r%l“slons%\ﬁhowh iAi gig-521 The par amet er
bl ock used for the KMC- TDEA-128 function has the

xi OFIRL 1 2 ShRWN il Fig: 22 oYWen the nodifier bit in

general register O Is zero, an enci pher operation is
performed. The 8-byte plaintext blocks (P1, P2, ...
Thenock kil aysephiride2orexpede nofl pivdrets ass iteep flretHEDERstruction are as
shaganitfyn with the two 64-bit cryptographic keys and
the 64-bit chaining value in the paraneter block The
chalnlng value call ed the initial chaining val
The [RAVFNC oG DRSS YP 5y TOT Heer IS TR gRE TRkt Bt Bk t’rh§ forgrat
sheyrailni Mig-vatue in the paraneter block; the chaining
val ue for deriving each subsequent ciphertext bl ock is

Whérb%ﬁe?r?o;d‘)%?§%o%gkmg1 %%r‘?é@&guﬁeg% Lphert ext, lock: Jh@rer operation
is performed The 8- byte plalntext blocks (Pl, P2, ..., Pn) in operand 2

are enciphered using the TDEA algorithm with the two 64-bit cryptographic
keys and the 64-bit chaining value in the parameter block.

The chaining value, called the initial chaining value (ICV), for deriving
the first ciphertext block is the chaining value in the parameter block;
the chaining value for deriving each subsequent ciphertext block is the
corresponding previous ciphertext block. The ciphertext blocks (Cl, C2,
..., Cn) are stored in operand 1. The last ciphertext block is the output
chaining value (OCV) and is stored into the chaining-value field of the
parameter block. The RMC-TDEA-128 encipher operation is shown in Fig. 23.



Cn) are stored in operand 1. The | ast ciphertext block
is the output chaining value (OCV) and is stored into
wo b@4obmsni ng- val ue field of the paraneter blPCRGBTH04/001928
KMC- TDEA- 128 enci pher operatipn is shown in Fig. 23.
WO 2004/ 099950 PCT/ GB2004/ 001928 11 When the nodifier
bit in general register 0 is one, a decipher operation
is perforned. The 8-byte ciphertext blocks (O, C2,
When theQnjdiifpenpertahd génemlereecicpher ed ¢isdi, ng ddeépdddEAperation
1saﬂ>@ﬁ6kﬁ1$ﬂn whe B-Lhes o4 =hi tbl%f:])l@t @Qr aphi ¢ k@M)S ﬁ\.ngperand 2

are £ec§4h£cletd Csl;']lanlgmcl'? T}.lngA ta.n gorltlthfn fjﬁ%ﬁ gg) 4/ %F’EI cryptographlc

cal I'e
ke:(?r ev)i tffeorﬁ4 d@rta Fhaiging Helpe rigy tber éiaﬁﬁlefiﬁerbbbtﬂk isin
t he paraneter block; the chaining value for deriving
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anilioca %rneé i N% %lﬁlgs‘(' Ei10 5b%r e%@e‘g‘eugae‘cf“%{jert gock. The
KM?T’F@F%UH% éﬁeré‘ftéo%§s QMWnllil FiBi 24-S. The paraneter
bl ock used for the KMC- TDEA-192 function has the

xud- HOERL1 925 AN FluflcFlod: cgR- 3\Wen the nodifier bit in
general register O I's zero, an encipher operation is

perfornmed. The 8-byte plaintext blocks (P1, P2, ...
ThpApcppiamgeehridie 2opexprdse pef plidresbags it pletHEDE#struction are as
shadnga@nitim si th the three 64-bit cryptographi c keys

and the 64-bit chaining value in the paraneter bl ock.

The chalnln value, called the initial chaining val ue
The PETAmeTeHr D RSE \ﬁ‘?ﬁagfo’f et M TP pRerivest i ek the foraat
shewmailnifig-véi-.ue in the parameter block; the chaining

val ue for deriving each subsequent ciphertext bl ock is

Whecl?% eea ﬁ&g&??ﬁp Bgﬂll.(r}.gx %ne\fégl&seggls@ ert esX tze?é ,O Cal§1 er-é;:r}.epher operation
is gf"é‘ﬁ‘t? dy  Thré&- li’yéﬁt P{aiphett &tPCis dB}( P§ the oPﬂ‘ pdp operand 2

are lsarbpheged aladeg (1OEVIPENd ¢ istmnedhi titeco thiwe 64-bit

cr@ftabfighdcViddweadd ehd Gﬁ—bl@%ha@l@fr@n'eéﬁfe @ho@ﬂé pgxkb%eter block.
KMC- TDEA- 192 enci pher operation is shown in Fig. 26.
n.the nodifier bit in general register O is one, a
Thedégﬁﬁﬁéﬁg Bpeitat F0ne2 i Gepbifofedia TS gapig dICV), for deriving
the ifphey tcarhetileat kslofElis €2 chaininmGnyaiue bperhanphr2meds:e block;

theleahphiepesk s Ag- Hbﬁvl%%ﬂhggﬁﬂge&aém t:hpﬂéi%e&@rbqeck is the
corGr% B&ﬁdln&r%ﬁBQQJsagb%kger}%g%@ bz_aLngkt I&'ge C:Lpg tegg@afnfocﬂg (c1, cz2,

ue In ar ane
are stored in operand 1. The last ciphertext block is the output

chaining value (OCV) and is stored into the chaining-value field of the

parameter block. The RKMC-TDEA-192 encipher operation is shown in 'Fig. 26.

When the modifier bit in general register 0 is one, a decipher operation
is performed. The 8-byte ciphertext blocks (Cl, C2, ..., Cn) in operand 2
are deciphered using the TDEA algorithm with the three 64-bit
cryptographic keys and the 64-bit chaining value in the parameter block.

The chaining value, called the initial chaining value (ICV), for deriving
the first plaintext block is in the parameter block; the chaining value

for deriving each subsequent plaintext block is the corresponding previous



The chai ning value, called the initial chaining val ue
(IcVv), for deriving the first plaintext block is in
wo b@4pggoamet er bl ock; the chaining value for PET/iGBR09g/001928
each subsequent plaintext blo is the corresponding
previ ous WD 2004/ 099950 PCT/ GB2004/001928 12
ci phertext bl ock. The plaintext blocks (P1, P2, ...,
Pn) are stored in operand 1. The | ast ciphertext
cibhextiext olvkk. diepptaicharnbhgchsal(ble, EOCV). ., amt) kse stored in

opaaltaafded i7He014 e c%_ﬂ%rﬂiﬁ%'b‘é@&w%sf bed @ul:ﬂltt laﬁaﬁﬁhamﬁélﬁé (ocv)
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anfl 8ol n i et el SERIL P PRE e BRsueper Bk, m
KM%WF?%@F%%P*’@%C%&%PB%PG ésr%@éﬁ@mlkéélgar?d no ot her

action is taken if any of the follow ng occurs: 1.

spBi8 8dndi3:10fs ¥8pEhALLE GGLSter 0 specify an unassigned
or uninstalled function code. 2. The RlL or R2 field

desi gnat es an odd- nunbered regi ster or general
A Flé%ﬂlg%‘éﬁftlen %cevh@nse%mow@ﬁén@d eagithersagidpnals taken if
anmdf it Eotfiokieg satu@sbl ock size of the designated

function (see Figure 7-3 on page 7-35 to determ ne the

gg‘tt pl %ck sizes for Cl PHER MESSAGE functions; see

r 27 P24°5FepSh 7oEE D O GRPEHH AR PRESIRSY BT geknstalled

fu%¢tzlé§ ¢ Cl PHER MESSAGE W TH CHAI NI NG functi ons).
2. TiiesRSpecRE i fiatl i ofeseytapti a0 caondidobosm degssiet oARBhYral
re&psttepeo query functi ons Resul ting Condition Code 0

r mal 1 -- - 3 Partial conpleti

6gP & ?ﬁn%;rg% gﬂls gﬂ?:clés’é"t( Peleh Popetfante ?aﬁﬁcf’l“k size of
th% ﬂ?ﬁt—@fg?rt&éhi@clfé@}n (seoFdguppéramh baod ot-8h tcaddtemdne,the data
blediakbidr] roal aeNEOpasside0 Buldtiohfie <FBSEiges SEQUEHL thge 7-35 to
demaﬁg ﬂh% 8oL, bﬂé&@gkzeecp forsré?%ﬁﬁ‘ﬂ SRELA: il ceBnbRpd |

fu t esoW %8 rltorlt% execution o
fﬁi&@?% o SHESCIEN S R goggpply to the
quedye fgegtdrns - regi sters contai ning the operand
addresses and | ength, and, for Cl PHER MESSAGE W TH

Resujtkgngéhdition Code:

0 Normal completion
1 -~

2 —-

3 Partial -completion

Program Exceptions:
Access (fetch, operand 2 and cryptographic key; store, operand 1; fetch
and store, chaining value)
Operation (if the message-security assist is not installed)

Specification
Fig. 28 is a table showing the priority of execution of KM and KMC.

Programming Notes:

1. When condition code 3 is set, the general registers containing the
operand addresses and length, and, for CIPHER MESSAGE WITH CHAINING,
the chaining value in the parameter block, are usually updated such
that the program can simply branch back to the instruction to

continue the operation.



the chaining value in the paraneter block, are usually
updat ed such that the program can sinply branch back
W o0othg99smst ructi on to continue the operati onPCENGB2004/001928
2004/ 099950 PCT/ GB2004/001928 , 13 For unusual
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reoccurrence of the no- progress case and al so
protects against setting condition code 3 when the
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r t 0 coprocessor
YRS GO SLessor Wi Sh can beyred., AN e, e overtap i

nmesgagedesghdetiyssi st in a variety of chai ni ng nmessage
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The cryptographic control unit provides a cryptographic coprocessor
directly attached to a data path common to all internal execution units of
the central processing unit on a general purpose microprocessor providing
the available hardware (E;...E;, or from a combination thereof in the
preferred embodiment having multiple execution pipelines) for the central
processing unit. When a cryptographic instruction is encountered in the
command register (3), the control unit (2) invokes the appropriate
algorithm from the available hardware. Operand data is delivered over the
same internal microprocessor bus via an input FIFO reglster (4). When an
operation is completed the a flag is set in a status register (6) and the

results are available to be read out from the output FIFO register (5).
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Sun Microsystems and others. Besides execution on that hardware under a
7/Architecture, Linux can be used as well as machines which use emulation
by Hercules, UMX, FXI or Platform Solutions, where generally execution is
in an emulation mode. In emulation mode the specific instruction being
emulated is decoded, and a subroutine built to implement the individual
instruction, as in a “C” subroutine or driver, or some other method of
providing a driver for the specific hardware as is within the skill of

those in the art after understanding the description of the preferred
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are being executed natively on a computer system, then this diagram is
complete as described above. However, if an instruction set architecture,
containing long displacement instructions, is being emulated on another
computer, the above process would be implemented in software on a host
computer, #505. In this case, the above stated mechanisms would typically
be implemented as one or more software subroutines within the emulator
software. In both cases an instruction is fetched, decoded and executed.
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This computer architecture has an instruction format such that the opcode
ig in bit positions 0 through 7 and 40 through 47, a target register
called Rl in bit positions 8 through 11, an source register called R3 in
bit positions 12 through 15, a base register called B2 in bit positions 16
through 19, a displacement composed of two parts with the first part
called DL2 in bit positions 20 through 31 and the second part called DH2
in bit positions 32 through 39.
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means for specifying, via an instruction, a unit of storage to be
enciphered or deciphered; and

means for enciphering or deciphering the unit of storage.



when using new instructions which are created that
only use the instruction format with the new 20 bit
waa®igyeso di spl acenent. A specific enbodi nent PET/GBR004/001928
conmputer architecture utilizeggexisting instructions
whi ch have the instruction formats that only have the
12 bit unsigned displacenent and are now defined to
be in the newinstruction formats to have either the
exi sting 12 bit unsigned di &§&R&2nment val ue when the
hi gh order 8 bits of the displacenent, field DH, are
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means for enci phering or deciphering ﬁe unit of

storage. WO 2004/ 099950 PCT/GBZOO4/001928 18 CLAI M5
2.1. Aheerdidedott edeipherhenpiortiesbetidyimy cororizge wfovading
lceatpii EffhbrnetMid 0BNEara Sirdctiehask208Pdd §it the unit of
«3pe&d fying, via an instruction, a unit of storage to

be ‘enci phered or deci phered; and enci phering or

deci phering the unit of storage. 2. The nethod of
3.cl aiThelngifrededt cllhdm pwiedephnghec bogatiisesindpovdtdiongeomprises an
odigmtdrothd Abok matheouref a data structure associ ated

with the unit of storage. 3. The nethod of claim2

mhereln the location_information_conprises an ori

dof (FE TRIPRISTT GIFHH & VDSTetRe ol HGtLOF CRaTTROn further
copberssisnan Hadepcdt Aorenicny orfnmblie dat# watirherurec ospdKd sescvan

corREon8inARc ey ¥nf ofthecdag@ structure, said entry
corresponding to the unit of storage. 5. The nethod of
im1, wherein_the enciphering or deciphering
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structure comprises one of a segment data structure and a region data
structure.

7. The method of claim 1 wherein the enciphering or deciphering is
performed via the instruction.

8. The method of claim 1 wherein the enciphering or deciphering

comprises setting a cryptographic key associated with the unit of storage.

9. The method of claim 1 wherein the data structure comprises a
plurality of entries, and wherein the enciphering or deciphering further
comprises employing an index to obtain the entry associated with the unit
of storage to be enciphered or deciphered, said entry having the

cryptographic key.

10. The method of claim 1 wherein the unit of storage comprises a
segment of storage, said segment of storage comprising a plurality of
pages of storage.



7. The nmethod of claim 1 wherein the enciphering or
deci phering is perforned via the instruction. 8. The
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the unit of storage conprises a segnment of storage,
123ai dFheeprdrd of odabrdguhexsipribs ageciiying abipyisgh specifying a
plpageisyobs ShAEAgE. sY¥a2004na9005 @n PGH B0 4/ 80kBREr1nE9
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conprises a region storage, said regdion of st or
conprising a plurallty of segnments of storage, a
133egribgt mejfhodt of adein dapriesehy theptrrizhptingopr prgéshearfing
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EﬂﬁpggugybpgmgggnklﬁgﬁmggeC|fy|ng a plurality of units
of storage, and e enci phering or deciphering
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ldyni tTheohetdodr agelain 3, vigreinethsodtafage| cirprifesmvérmiaf storage.
the enciphering or deciphering conprises a chaining
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The nmethod of claim 1l wherein the instruction is
16l Mplerendt@ddi oF asain eagher@ne e haddveffn firdmeneand a
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an architecture of the processing unit. 17. A system
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conmput er usabl e nedi um havi ng conputer readabl e
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pr ece I ng net
least one computer usable medium having computer readable program

code for performing the method of any preceding method claim.



