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checks tenderecﬂi&%ﬂiﬁd&ﬁﬂﬁ% a point of sale, banks, electronic fund
transfer networks, and nerchants seek new, nore efficient nmethods for
processi ng personal checks. For exanple, one new check processing nethod 5
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BACKGROUND OF THE INVENTION
15 ,

Printed documents of any kind are becoming substantially easier to forge as
technology advances. Personal and business checks are no exception. For
example, enhanced and inexpensively available home desktop publishing
technology now widely available makes forging checks easier than ever.
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It once was, and because novel, non-traditional check processing introduces
new security risks, enhanced anti-fraud neasures are particularly

I mpor t antwO 853963 hough aut henti cati on net hods have been proOpoS@dist@ addr ess
these serious concerns, nmany of these proposals i ncl ude the use of

encrypti on- based technlque

d |
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through the useyfesRingaparsGis 'chBérsORNdEred dor bbymarﬁreﬁtﬂ pofnt lof:aialbybamkse use
of encryption and encryption smart cards as
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federal agenci %r&ﬁ&é&g@’n &%I&e@@%r@ﬂamﬂe%mbkp@uésilrfgrm@taod an
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I'n addi tion, every particjpatin nust
i ssued a srfar tconyeds @éfﬁﬁcéﬂ"?’fpﬁ@e@mqupwytr%s@ﬁﬁﬁhgF'm9§1%é'$’@ﬁ‘&'ﬁ§%1drefﬁ?b

parameters. Thi cﬂﬁ:HhPfthe edﬂﬁélb( 'a@ébdﬁ?l(nfmgﬁﬂ'ﬁrlhe | aghele st CRarab@rmay be
no nore secure cards thenselves. It 1s therefore

desirabl e to prrecegniion QECR) @Qﬂﬁé‘ﬂ% |3ééﬁq Bettasy of @rrPQrﬁ%ﬂa| iche¢k prviges thee
above defect s- ngjp| ers %&vuﬁoﬁﬁmﬂé’ﬁ nrtﬁoé“p’?cf'ceEQQhéﬁﬁtlé’tEs HANBEAPICCHPES S ve

smart cards or Sim I ces does not require data encryption.
30 SUMVARY OF stmmmhm$tnmafs ¢hesking epeasint iortheimeraaesk r ed enbodi ment  of
the inventign, a nethod for printing authentication information on a val ue
docunent isﬂgr ovided. The nmethod 2 WD 02/39653 PCT/ US01/ 45604 incl udes
the step of gener at iBegaasd progucing gpaper cheakibatigaks ingiimateis much epsipttiAN dat a

string and a second di g | t yr AP ta
String and a o oo an Bondls Bl R Rtn S braR ey iR nel?

obt ai ni ng a pubddcurityeigks, eananded@ati-fratid owesures ard gayiiqutpriyinpastant.y.  Accor di ng
to one aspect of the present 5 invention, the first digital signature,
second digital signature and the public key certificate are then fixed to

the documents Fi xi nquseag atitentizatort methods taveliveen praposedvo addsegmihiese ant
s Sedieie oo ok i BB Th S bl B
devi ces, cards gtlniques, such as a smart card (or device with similar functionality). With such
smart cards, information is usually secured through the use of a data encryption
algorithm. Problematically, the use of encryption and encryption smart cards as
20 specified in this approach would likely require export control review by appropriate
United States federal agencies before products based on this approach could cross
an interational boundary. In addition, every participating payee must be issued a
smart card containing sensitive, highly private encryption parameters. This form of
encryption key ménagement is expensive and may be no more secure than the

25 smart cards themselves.

Itis therefore desirable to provide a self-authentication system thatis free of
the above defects—namely, that does not require the use of numerous expensive
smart cards or similar devices, and that does not require data encryption.

30 ‘ '

SUMMARY OF THE INVENTION

In a first aspect of a preferred embodiment of the invention, a method for
printing authentication information on a value document is provided. The method



10 I n a second aspect of a preferred enbodi nent of the invention, a nethod
for authenticating a personal value docunent is provided. The nethod

i ncl udes whe23s5xp of assenbling an authenti catabl e data BCTWUR@/45aBied on
machi ne-readable critical docunent data contained on the docunent and a

personal identification 15 nunbe Pl of _a. e
security data i 8ckdestesien ofg?ﬂﬁr?tﬁéf’ f@%é@ﬁ%’ﬁfgna@ﬁ%?%m?%g%Cgﬁga?g%sglgga
[I_Ed Udteﬁ 3 ]PUb![ ﬁrﬁ‘d Eeéécoﬂu%I %hgﬁfﬁlrélgrﬁat@@g%sedmﬁ an at;tbemimdtafblegdatals:rmggm arg

e nmet hod further provides for valida | nat ur sed on
the public key B KeYaltemeinegd: H'Sheé 'Bag ﬁ}e ﬁgf’ ogé)[bﬁ'@ ﬁgpuﬁﬁg%
security data f&&{mgat@frgmcylggmy,@ h@neritp  FcaBrlding tecorrpaspet bf the present
aut henti cati on does not require encré‘g{kl on or addi,ti Onﬁlglchﬁv' ces.

In a third a8 pewelailonatﬁgrféﬂeﬁ'@'&ﬂ S&‘?ﬁ%ﬁ ReRENGLFiIoH Signrelte AndithR B
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provided. The met I ncl udes the step of assenbli ﬁ a critical

string based onalmlsnﬁcﬁlgﬁﬁcaréafﬁdbfi@"cﬂ the: fosigoassasite AR @BW?%#%@%P on the
docurment. Machi g e{jr@ al?éli%g:ﬁ@ﬁk‘%b%vgfhﬁe b elifihatioRVétdhé esy tdraddmenarent ,

where the securl es a pu key, 1ts certificate, and a
first digital sdg\n@as.m@dsme met hod further provides for validating the-
digital si gﬂ&ture based on the public key and the critical docunment data
string 30 In"a fourth aspect of a preferred enbodi nent of the invention, a
payment system for mesetgidagpacisiiepreferedenhsdimensef the myentioreamethed fdides a

par si ng modut e, SanCa g PR a4t SRERER ) i, Ing e phlos Pel=C: 2

par si ng nodul e, I 'on hodu e I'Tows the entry of
user PI'N and thetepaaf\ws@ﬁbmﬁﬁsamﬂttas@mmaaﬁazstnr@obamdmn matd@e-readtahlean

| mage scanner te allo Lrd (o) I al

docunent data a ﬁg]% ngég ngalri dﬁ%f l}e Jo& Hﬁ%m rom E%ﬂ% |8erﬁfﬁb§tioﬁ

the data progses aumaersavsm)eon astsemblvmsmae»mmtableretecummlataa |sdt@tr@ve@1fnonn@ebas ed

on the critical docu nt data and th ser, PIN. T I

extracts a publ PgC “lw Wr?ttée SEFYTY %éét 'BCI%%S %F’Hp@ ?eill ?tg %rgie 79 8m t he

security data. second digital signature. The method further provides for vahdatmg the digital
signature based on the public key and the authenticatable data string. Retrieving

the security data from the document allows a simplified approach to authentication

20 that does not require encryption or additional devices.

In a third aspect of a preferred embodiment of the present invention, a
method for authenticating a personal or commercial value document is provided.
The method includes the step of assembling a critical data string based on
25 machine-readable critical document data contained on the document. Machine-
readable security data is retrieved from the document, where the security data -
includes a public key, its certificate, and a first digital signature. The method further
provides for validating the digital signature based on the public key and the critical
document data string |

30
In a fourth aspect of a preferred embodiment of the invention, a payment

system for verifying a check at a point of presentment includes a check reading
system with an image scanner system, a data entry PIN pad, a parsing moduie,
and a validation module. The PIN pad allows the entry of a user PIN-and the



The validation nodule validates the digital signature based on the public
key and the authenticatable data string. BRI EF DESCRI PTI ON OF THE DRAW NGS
10 The iwent3wm is set forth in exenplary fashion by theP€DUB@MSHG
detailed description of a preferred enbodi msnt taken in conjunction with
the drawings, in which: FIG 1 shows a flowc an, over vi.ew of

known digital sA@GHRSH éeadggw@bﬂ%%ageﬁc@nng 94 al!g\l\tﬁqlawegneala A naghing-

preferred enbodiggaable ritiéd vttt dét@tdrﬂnmaémﬂitefé%dableagéCQﬁtgd&h@fmmthet he
principles of the present invention,

a_knoun Veﬁﬁ?tq}{ﬁ%@&?
personal check PPRIMANYYese Wﬁg’ﬁtﬁ@@‘:@%wg Sé’ﬁfﬁmaﬁ,sﬁ'@’f“ 168 2B GHINENRIR line.
FIG 4 shows Onanﬁgﬁaﬁd@nheeﬁnc%ndf&%ﬁt@a%éaﬁd gleaiser PRV, tTHe paidigg feaiet 50

that may be used ih conjunction with a preferred enbodi ment of the 25

aut hent i catin exrastia piblie key andds éﬂ’ﬁ'fqﬁiﬁ‘«/émﬁ 7 ggital pigeaturs figrpiie SeFEEIARdi ment
of @ personal chgg balgaénambmé Dalichiddhe B sighdhufe Badcansh 0 panié Ry GRal [ ne

90, which may be used 1 n conjunction a preferred enbodi nent of the
aut henti cati on ﬁ@k?élﬂienbﬁat@bi@d@lﬁég@ﬁt [ nventl on. 30 4 WO 02/ 39653

PCT/ USO1/ 45604 FI G 6 shows one enbodi nent of the format 61 of bar code
data string 60 that may be used in conjunction with a preferred embodi nent

of the authentigg sent invention. 5 FIG 7 is a
fl owmchart of a BR Mt} 6'%,“%% i ng aut hentication data and

digital signature information on a val ue docunent in accordance with a

preferred epbodi nent—of I of an
alternate hod forThgerl %&ﬁ'ﬁ)g '§§ | c%?%@ﬁﬂgafgﬁoaé9§h% P‘é’én sllregnat ure
i nformati on on descaiption oroa:pmfamtedmmm)d(rmmwaiee imcerjuretionpwiih m@awmbddi ment

of the present iB.v ntion. FIG 8 is a block diagramof a preferred
enbodi ment of tW'Cﬁ'ayrrent syst em

(L

FIG. 1 shows a flowchart showing an overview of a known digital signature

15 scheme.

FIG. 2 shows a flow diagram of a preferred embodiment of an authentication
scheme in accordance with the principles of the present invention; |

20 FIG. 3 is a known version of a personal check including a magnetic ink
character recognition (MICR) line.

FIG. 4 shows one embodiment of an ECDSA-based short certificate format
50 that may be used in conjunction with a preferred embodiment of the
25 authentication scheme of the present invention. |

FIG. 5 shows one embodiment of a personal check 45 including a bar code
data string 60 and MICR line 90, which may be used in conjunction with a preferred
embodiment of the authentication scheme of the present invention.

30



in accordance with the principals of the present invention. 15 FIG 9 is a
flowhart of a nmethod for authenticating a value docunent in accordance
with a pvederswsa3 enbodi ment of the present invention. FlIl GCTOSIS60e
enbodi ment of a nethod of parsing data fields in bar code 20 data string

60 in accordance with preferred enbodi nent of th ent invention FI G
11 is one embodi ment@fo gh %%e%?o‘sﬁﬁd’gmeﬁﬁ SQB"?E@" 085 dal 419 9%t e
contai ned in a tMad gy EOGIEHER EorjihcB6F RitHia re@ermtdrmwd&ﬁmbemenmedﬁdmm of
the present i nventl on. 25 DETAI LED DESCRI PTI ON OF THE PREFERRED

EVBODI MENTS As SSBEME&K the REBRAAEINVERIONS desirabl e to provide an
authentication systemthat does not reqw re the use of smart cards and
that does not require data encryption. be described in no

details in the fortHGni Wgawﬁert@i)wefwremgthpempﬂ@w fhenticgtion
personal and Coéﬂaeg@té\' Si rﬂt%aﬁ?ﬁgﬁgﬂt&\ ol PRue' Rchherdt |ﬁ'ﬂicbﬁilancé'mﬁtﬂaé ure

and a public key ¢ t|f| ate to the docunent itself can acconplish
this goal . 5 Wpremedeswofigmntisiche Aseent Nveniohr ef erred embodi ment of the
present ‘invention, a first digital signature is used to sign selected '
pre-printed data W|th| n a personal document and a second di g{l tal signature
is used to sign thi FiGrsipeiflawetbrian algrate mﬂﬂ’lQﬂj‘érFﬁfé}le@)ﬁ@hen icakandata cat i on

nunber (Pl '\Pof ghé?'ﬁiealﬁﬁ tQ&ﬁ Lgr\é 1E*6ﬁn£¥%§1_s&{;hev%%i‘é‘tglﬁﬁ'rﬁelﬂ"meécceﬁaﬁ@@ wRheRtity

responsi bl e pri docune on of a public
certificate i smaiedeﬂlemiuoellmanumtbeiplteeemtiiﬁ\ieomre authority (CA), al ong with
these two digital signatures, provides a self-authenticating docunent that
can be used at point of purchase to validate that the docunent has not
been tanpered w th &i@. 8Isa;tblmdke:ilagwnstmpmfelmedleglbbdmemh@‘cﬂke paymentisystemty to

do so. In an alternate enb n nvention, the second

di gital .signat dP@CF%fdﬂ%‘%e Vﬁ'&'dtbgﬁ["t'c' &?rﬁe %r%sgrit‘?rﬁ%%o signature is used
to sign selgrted pre-printed data within a comerci al docurrent Al t hough

t he enbodi nents of t res i nhventio ree. di ssed bel ow w pect

to personal checks ﬂ‘gg IPWF’?J{‘?HQP Bw? ﬁ?rﬂﬁa%%vglf{%gggﬁrﬁ?rﬁﬁ

accordance with a preferred embodiment of the present invention.

FIG. 10 is one embodiment of a method of parsing data fields in bar code
20 data string 60 in accordance with preferred embodiment of the present invention.

FIG 11 is one embodiment of a method of validating a public key certificate
contained in a value document in accordance with preferred embodiment of the

present invention.

25 DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

As set forth above, it is desirable to provide an authentication system that
does not require the use of smart cards, and that does not require data encryption.
As will be described in more details in the forthcoming paragraphs, it was found
30 that, for both personal and commercial value documents, the use of a digital
signature and a public key certificate affixed to the document itself can accomplish
this goal.



15 and sim |l ar value docunents, it will be appreciated that the present

I nvention may also be applied to any ot her personal docunents (including,
birth cemohramdes, drivers |icenses, identification carBeT/Useicesss cont r ol
cards, credit cards, voter registration cards, debit cards, passports,
Soci al Security cards and the ke r other co rci.al . d . nts,
(for exanple, event l@genr@éqrgede@.{pt?qcﬁﬂ%dtpf@ﬁg@egentdmep{l%ag§gpﬁ$}g§p§@% t or
vehicle titles, uééﬁ&@%lgﬂ@e%ctéﬁﬁr@fpﬁn@éﬁ d2ELflitHin a@BrsbﬂaleocumEnttdm d sdoepdf or
whi ch sel f-authentication is soug%0 . Such altere{lcﬁte enb gﬁ i nents are

t

intended to bedigal Fignature ig pised o Hign B pee-Riint unigFepETEANR! 1

Over vi ew of t heldé%@&fdn%mb%? (rﬁmz chSRk nselth@radirl‘{ﬁe bér\é@néild&@@ﬁémmm@r sanal
identification ers he autonatic teller machi ne cards

that they i s@ueemtherespw@de)ﬁép@tmgmamqssamppt The agditnRfa n@"a‘&%@@é@ca r a
private persona Su&eﬁBﬁ‘lféctﬂISlt&ﬂ cBfikRE a(ﬁoﬁby (d?l@f Qfoﬂga\ﬁﬁpwl@seat%eé@téls

all owed. The PIN serves to authenticate timate 30 card user,
t he customer |sslgmﬂtlrée,tWQVlﬂﬁ%msﬁﬁﬁumﬁﬁmqaﬂ%d%@%‘F thak eamprused at p%’ét(,oéuse

account access é{i{:ﬂ\ﬁé}\t}& Q/%l {H&?t@%@HﬂEnﬂ@s%‘f p&&H t‘éﬁ'{?%rem% ARt theo

supply the corr I 'onal eck processin thods effected for
per sonal checkperaonwntp@thecluﬁck[jnaeasﬂwﬂwmd@%fullﬂab@ pie emkegingent 8HOeni ent

PIN 6 WO Oﬁs9?gg?,fmk{r?&%/tﬁéQQc‘bndg}rtL@FéléﬁaﬁfrE'lé)ﬁ'o ﬁﬁ@éf‘éﬁ? drine! it hital

aut henti cat owners an suc er sonal

found in the pragmturelmumdto@rgnt%wctedlpne-iphmedaafaMhlnmm%latmmnhnd 5
ot her personal identification docunents (e.g., birth certificates, Soci al
Security cards, etc.), the origin and un-tanpered state of such docunent
coul d be authenti caltadugihte emibodimers of$tegpresenPirNentorapieatisheigsedbelewt ai n

pre-existing dogument ata an ure
al gorithm by anV %'é[ﬁsﬂ?ﬁt 9 RYSEM Cb%@ﬁga%ﬁ@ﬁ%ﬁl %Qé‘g‘g @Hﬂbgg}éﬁ%ﬁen ?tsel f
by this sanesengnd simildmval@ dobdiienisnit walfb‘elapateomtedthaitthe prasentieventiby mali s
aut hori zed entit f a i c ke ertlf by a. trus:
certificate aut ﬂ%? R’FyaRF@ﬁ‘?)m \%Mlcﬁhege‘?%%or{a L{'Tée%‘g ? '?.)&W@g’ I?"g\r&tcgﬁ'h‘g#eﬁ’he
public key useddfverd ﬁé@fseyemeﬁmcétiUnsCadgrmesmtmtrmtcams, diretiti cardsg.ofotavel ong
registration cards, debit cards, passports, Social Security cards, and the like),

and/or other commercial documents, (for example, event tickets, airline tickets, gift

20 certificates, motor vehicle titles, negotiable letters of credit, currency, or the like) for
which self-authentication is sought. Such alterate embodiments are intended to
be within the spirit and scope of the present invention.

I. Overview of the Invention

25
For years, banks have dispensed personal identification numbers (PIN) with

the automatic teller machine (ATM) cards that théy issue their customers.
Typically, a customer is queried for a private personal identification number (PIN) -
before account access is allowed. The PIN serves to authenticate the legitimate
30 card user, and the customer is protected from unauthorized use of the ATM card
because account access is limited to the account holder herself, and those who
supply the correct PIN. Traditional check processing methods effected for personal
checks at a point of presentment could benefit from a convenient PIN



to the authorized entity. Before outlining the details of this enbodi nent
of the self- authentication nethod of the present invention, a brief
overvi ewvod ozsgss al signature 15 and public key certifi cR€BESOIg45h@] | eved
to be in order. A Digital Signatures Digital si gnatures have becone an

tant tool f dat h t d
| mpor L ance |3 (BRBEAIN BGNeRE ordisent a-HsnieaPe HOTI JyRG arbberd 8o ©

t he Feder al Inf@.rcﬁ@bps@ﬁalehg@@sm ng Standard (FI PS) 186-2, Digital Signature
Standard (DSS), by the National Institute of, Standards and Technol ogy
(NI'ST). This standard enabl es federal agencies to use certain selected

digital signature tt'm%rfddnar’ﬁthbaré‘s%ﬂdﬁ\fiém.a@thlaumtﬁaéase oTE&sbﬁﬂ@hé@(%ﬁd of
digital signature technol og

further borne out e enac nt _on June
30, 2000, ofS Ptmmrcpa_ramaizsienéf iationy docyments (®6: Lirt et%tt%teés JORIaEP§HAIY and
Nat i onal Cormer sb‘cétc? thbnomt Chdl tin-tdnfoeh@V st dueh Uddduhient Q:bglldtﬁé

technology to ectron Sign transfer_docunents, for exanple
nort gage and reeﬂ'th@tti@%i@dawbﬁﬂIaeuﬂl(ﬂ%ﬁxléﬁ?@m@fn@m igrapapdesia qesiain RIBIstag i ons

d th d
r1 1 oati on of SecaMehyadte 'S, GRS Kol fil, Bighall SGHrE SalbORyA KM OO 1
signature is 30amlmagd1entéyi and thant $f&x&d fodhe ﬁgcuzmenbdaﬁtehx thisspame gntitierdn seeks

Lo encouragg, th gt aftkatbh ol Pk SdARhY t?%h,gna&ﬁqn*z@a RnfiCo08 FHhfC iBPNI ©

transacti ons. I at er se of
digital repres ecm’tzfx:abrtlssuﬁd byqdelswcestlf hatadwhptlit/é@“)) wovidseveioatsst to the

PCT/ USO1/ 45604 t

of a signat ure..f?ctt@ar@& “é E‘%{;l%%gﬁ %ré’gfﬁ(?ﬁ %%'gﬁ‘fﬁﬁfs?ﬁa@ aoﬁjd aléc‘;l/lbelngbgna e
enconpassi ng. As trhamxtmrlzed ehiifg. eBafkid dtalhhirigthe Hetaiter of thisiemboaiment of e ssif-
digital t i 5 i.all I t
(the “hasht) orihirlceBgdRa it s oroff @&%@tﬁ%ﬂtéﬁ8@@%@!@@%@% B nded
to the el ecty onare publiclkgyeertifisates is Mievedieda in appr.opriately (i.e., in a

suitably defined process), the digital signature ensures that the docunent
originated with the person signing it and that it was not tanpered with

after the signatureaap BigAslBigretured hus, by "signing" the nessage in this.
manner, the 10 nmessage is nmade tanper-evident, and by indicating nessage

origin, the digital D@tagst@tautres aé\tmoﬁhanmﬁpmsml ivéafedueardingtistain the
signature and qﬁ%sfrﬁguon age. trﬂé’ Sercgwed importance is borne out by the recent institution on
20 June 27, 2000 of the Federal Information Processing Standard (FIPS) 186-2, Digital

Signature Standard (DSS), by the National Institute of Standards and Technology

(NIST). This standard enables federal agencies to use certain selected digital

signature algorithms in conducting business. The importance of digital signature

technology is further borne out by the enactment on June 30, 2000, of Public Law

25  108-229 (“Electronic Signatures in Global and National Commerce Act’), in which it

is now legal to utilize digital technology to electronically sign transfer documents, for

example, mortgage and real estate title transactions, credit and loan applications

and many other legally binding documents. The act requires the adoption and

utilization of digital signatures by Federal agencies where a handwritten signature is

30 recognized as authenticating a document, and further seeks to encourage the use

of digital signatures in private sector electronic transactions. Although the latter act

is primarily directed to the use of digital representations of a person’s handwritten



origin and integrity of that nmessage to an independent third party. This
| ast property is often referred to as non-repudi ati on of nessage origin
and nessap@02/a®nt ents. 15 Digital signatures are often crear@doaseodverified
using a two-key cryptographic system (also referred to as public-key or

asymmetric cryptographic, systens) (hereinagfter I|c ke t phy').
In such crypt ogﬁ'%[%t\‘i‘ grzg%;g@g%tpttter@ge%erggéag ahgg(?%{ tq%ﬁ Ure ofias '?ﬁ'ﬂ‘y”g ‘88 ?ate
key. As the no t@é%&nw@ﬁy@sabﬁgmm mofe éMtdmpabsing. key is generally nade
publicly available, while the private ey is kept secret and known only to

its owner. The private key is used to produce a digital signature at the

message sender’'s enchg kf«#awhqom&erémtpédrﬁthéfxértpatbmm‘onttm &%I@asugnat@e igsed to
verify the digital signature at the nessage recipient’s_end Each entity

wi shing to $se efisgnialy aspegrtaadingr gigsing pf ddigest (@acmﬁsa”)@é9n1§3$€rge 4O vat e
key and a publ '.ﬁfoﬁﬁé{nonmﬁ .95;9 Eﬁ%n&@@@f@télé&ohi&'n%sbﬁg’e Rl VRIS W t h

the particul ar schene use Curre known exanpl es of such public-key
crypt ography s yappeoRsiately (igdén a mlf@gweﬁermmeﬁi therdigitabsignature gppuras thata
cryptography ( I es),
Di screte 30 Lo\é@? ??%m Syg?@%@%@ﬂ%? e%B %éﬂfnbg%nag% 6?29%{1&5?@%?8@?54@
crypt ogr aphy ( vafiecthe signattireiwas appligd.dl @Stw sighioatha messagsdnfnis marnesy, the

elllptlccrve U\LE i tal
si gnature g‘l gor'ﬁ%%%%é%%%ﬁ?ﬁ?&ggp%}, d\?ﬁﬁ%ﬁ‘gl{g} 'chgl{h% lﬁégéag% oﬂgiﬁ tr dg':tfged in
the preferred esigredirastiows therpossesser oﬁtb@d@ﬂdﬁlgmtuﬁ@a@d messagelto lproV@H.be
forthcom ng para r cr 8 WO
02/ 39683 PeT) USRI %g@Ante@ﬂg r°¥ ﬂ'fat %éés?fg:{%é X0 %k*ééﬁﬁ@hﬁﬁ‘e@f?%aﬂgnc?@%é% ny,

and the Diffi e-grepdrtysia ditey refetgecémmmmrpnepudenm afmessagg ptigiorant endssagee f or
est abl i shi ng secr%\t keys over an insecure channel). Regardless of the
particul ar schéf®Wbsen, it is currentl y always the case that the private

key and thelgressage itself are used to act ually 5 calculate a digital
signature of the ne hand,, the publ i LS ke r ported

On.th th t
original message, ﬁg%ﬁ ?ﬁﬁn}%?et%ﬁ gﬁiﬂt%{Fé‘t&f’gﬁ%‘f e %q Y %@82‘5& are
required to Verdptographic siitemi(@se cbierabogs publiothéy of.asTinirictontaraphic key

verifies systems) (hereinafter “public-key cryptography”). In such cryptographic systems,
each user has a public key and a private key. As the nomenclature would suggest,
20 the public key is generally made publicly available, while the private key is kept
secret and known only to its owner. The private key is used to produce a digital
signature at the message sender’s end, while the public key part of the key pairis
used to verify the digital signature at the message recipient’s end.

25 Each entity wishing to use digital signatures must produce such a key pair—
a private key and a public key. The method for generating this key pair varies with
the particular scheme used. Currently known examples of such public-key
cryptography systems include Integer Factorization systems such as RSA
cryptography (which provides for both encryption and digital signatures), Discrete

30 Logarithm systems such as Digital Signature Algorithm (DSA) cryptography (which
provides only digital signature capabilities), elliptic curve cryptosystems (ECC)
(including the elliptic curve digital signature algorithm (ECDSA) for providing digital
signatures, and used in the preferred embodiments herein as discussed in more
detail in the forthcoming paragraphs), and the elliptic curve integrated encryption



what the private key signs. 10 An exanple of a known digital signature
technique as applied to an electronic nessage 10 in a public key

crypt ogr apbdow3wystemis shown in FIG 1. As seen therei nPCHRUR@HS6@ gorit hm
(not shown) is applied at 14 to the nessage or other information 12 that a

d d t d. .Th ' f th
Tssage 12, As SRARAIPN soaroR KECKS) sl Tor BRETRPrS R e BeReHpioRET Ron 1 1
s any functi ongidedent pr@ftﬁ:]{oqaﬁ&nanypﬁdmuuéhrmmlforgesmébnamg bea:r?r’; keyover am
out pu at always has a fixed s case
of (F:)rypt ographl'rl,se)é%rfs‘fr@'?ﬁe' epard F§8?Er§tﬁﬁq1'%}"%fesﬁﬁﬁ?‘8&hf’ﬁéﬂ it 'i)cuﬁf y be

relatively easBélviié%'s(iﬁér@é%eethbpﬂweé‘gﬁwatﬁlKé?@n@’the?ﬁe@agbl(lt@lf b (sedde \Aﬁtjllall)(l
given a hash h it is difficult to find an mé

H(m) be "cobl i salsHlateadigitglsigpaturgefjigmessaged @@'erﬂth?r?‘aﬂé(‘ﬁg PW?"&%?X?'I f| nd
a different ”?g&ﬁ%d Bn@HéWnésQé% bh@th@@%ohuaa‘gitg@@naﬁ‘ureemﬁatmtes@@uafe) 25 .

Once the hash I's comput ed e sender si gns it wt | vate_key 17

h
at 18 to cr eatf%qLUfedlf‘gW%fV ﬂ!ﬁ"&?ﬁa@'%%’ '?@3339‘15\@ ¥alig; thilus’stP@rﬁ’éﬁplg‘r‘@y?G”ﬁ'%s t hen

preferably ap d ohiQateke g hgi nal nessage 12 at 22 and both are
transmtted towﬁgm rpglc?pl e @ Upon receipt, the transmtted nmessage is

parsed into the purported or| gi nal nessage 12a and the digital signature

20. Applying the sapp 18%r 2 QRS RGA' sié?at&ﬂ%afechﬁiauégd%d?ph@&% .arf he

reci pient cal cul ates a nessage di gest he nessa I n addition,
the recipi ent ®isoironis maseagettioe pyblmh@vpwm@gfaphz:ﬁyatermssfﬂqurtlnslci deASyed

di gi tal signat 16.
g2t a2 e e ol il DBl hol s SARUBF 4 BRRG PBRang bAaRE 1
t hen the nessagdoinmtiven? thadd sandbrtdlaaresécsmcéﬁrtheawlﬂj@a mmmig%&w ohe 9

VO 02/ 39653 PCHLLIS0Y 460, iP5 285 o [ AHhs L SRS e nRERPN

signing it and ampered gnat ure
appl i ed. | fisnedsisgmy dirgtion that Gansiombsan |d|wtrstb"tngmitaoh,lengtffmno QNQUWBE@abe 12a

|5 not authenti @%ﬁ% ?é§£§z%$ éa ¥ \I\h’)hl% = ?‘fﬁ/ﬁ?eg‘notrhiegéaggto?%ryp‘(ggﬂbh?dmt he‘r

party, or was Pt Was
systems, it is also usually required that:

1) H(m) be relatively easy to compute for any given m; |
20 2) H(m) be “one-way” (i.e., given a hash h it is difficult to find an m such
that H(m) = h); and,
3) H(m) be “collision-free” (i.e., given' a message m, it is difficult to find a
different message n such that the hash functions of each if equal).

25 Once the hash 16 is computed, the sender signs it with his private key 17 at
18 to create a digital signature 20. The digital signature 20 is then preferably
éppended to the original message 12 at 22 and both are transmitted to the
recipient. Upon receipt, the transmitted message is parsed into the purported
original message 12a and the digital signatufe 20. Applying the same hash

30 algorithm at 26 that the sender uses, the recipient calculates a message digest
16a of the message 12a. In addition, the recipient applies the sender’s public key
27 at 28 to the received digital signature 20 in order to obtain the original message
digest 16. The message digests 16 and 1‘6a are then compared at 30. If they -
match, then the message is verified and the recipient can be assured that the



An inportant property of those public cryptography systens that produce
digital signatures is that disclosure of the public key does not reveal the
private We@o2/84s8% was used to produce a digital signaturePCT801AS6040f
verifying a digital signature in no way reveals information about the

private key that oduced t he 10 signat ur. C blic
key and the ori@f gerl,%gagg “é?%’gw&{ﬁ' SiRFrIR 'QWr'F?'?dz"h? g\ﬁg%p%(é%rggergﬁ

ot her words, kngij @ff&i%éﬁgﬁdﬂﬂembhppnd@e]fmh&%mmgestmandkﬂiwddmigmt@f t he
private key, and only the lic an to the gte key

used to pr oducethﬁﬂﬁ‘edniﬁsﬁﬁ 1%@ 1§ Hﬁtt%e{'%e'\ﬂﬁ‘t?d @U@ﬁ%@?&hﬁr ¥ DRSS opﬁgate

nmessage/ di gi t al \,gh gRAkeHpRNE UFNaB8 3bieRow Afterdd aftdrii widd senfur ve DSA In choosi ng
a digital signature schene that is to secure data, it will be appreciated

by those ski®led in the art that a priority is to choose one which has 20
the smallest key sizg, uﬁ;tScF]rPangEr‘gBBrt;f@PMBéé Uudhé\é tog?é’ﬁhy%yétémhltﬁatwd@e
orl

digital signature alg currently offers npst security per

bi nary bit of keigital g@naureslis thatlisegssreof thgpubiic key 4qes nBW@f’%?'l”@)@”Vé'fedﬁeb’al
si gnature net hogl . ﬁ\%s bk to gfo‘?ig!?é% dléiM%'Hn'aRﬁe ﬁﬁ@‘é%t’&'i/enf&/lhg‘éﬂd dltapﬁgﬁéﬂ#@r st ood

that any of the arorenenti nature scheimres and al gorithns
coul d be used tin rf waytreveais infermation ze@ouhthérnﬂvatﬁ% keynthat REOdEeRst 816 digttd

al ternate sghe r [,htﬂF 5@}@%3@5& alPosdd npear e
I nt ended toﬁg ngl?’?%u hggs?lg Ir @CE%JJ%J&@EJ © e present 1nvention. In
1994, the Uni tederﬁbamcmsprgcessr Imnther Wworldb.i isteatbdoe of theduibie kesnﬂmamtnmhly 30
Processing Stan ar FLP f {{')hgl
Al gorithm (DSA qfélﬁ%{)&\fage k%’]eaﬁgaﬂg tb@?u%l@% |ch§§ ﬁé’? t [ caF’ group
commonly ref er pivhté kepusgp tp prhdwde thenpipital esigriatiee il scccwfullpcy@htvu the
Integers less than a ,large prinme | p together with the nmat hemati cal
operation nulti B\eﬁﬁ%&efdﬁtapﬁ@?%eﬁgy@g%g%{PCT/ USO01l/ 45604 nodul o p. The
operation ofsnultiplication modulo p defines howtwo integers in the set
{1 ... p- 1} are multipli l.to et esult also in this set. For nost
choices g e Zp, it is corf it is computationally infeasible
to find y when only g ‘
In choosing a digital signature scheme that is to secure data, it will be
appreciated by those skilled in the art that a priority is to choose one which has
20 the smallestkey size for a given security level. The elliptic curve digital signature
algorithm (ECDSA) currently offers the most security per binary bit of key
material. Therefore, ECDSA is the preferred digital signature method for the
present invention. However, it will be understood that any of the aforementioned
digital signature schemes and algorithms could be used to effect the present
25 invention, and therefore, such alternate schemes and algorithms and similar
schemes and algorithms are intended to be within the spirit and scope of the

present invention.

In 1994, the United States government published the Federal Information
30 Processing Standards (FIPS) 186, which define the Digital Signature Algorithm
(DSA). DSA signatures are calculated within a mathematical group commonly

referred to as Z;, which comprises the set of all positive integers less than a

large prime integer p together with the mathematical operation multiplication

10



and g'' nod p are known. The problem of recovering y when g and g"" nod p 5
are known is called a "discrete logarithmproblem in Z*. The security of
the DSAwes?/39660 the intractability of solving discrete PoOGaERI45604pr Obl ens
in the group ZP. Elliptic curve DSA, now an ANSI standard, ANS X9.62, is

tially th 0 i Nene,. DSA, , . I
mat hommti cal | grBARdogh e PRRROT TRt oaTnat dumer B e HbaRf e
instead of Z. %e[*f‘ii..r.‘ LAPsre AlitiSleditbbta @LUN BIsBIPMR det. B&frhaRdnbices he
foll owi ng: 1. 6 set of all x - y pairs of integers between {0... p -1}

that satisfy 15T aegiedrjeuiund thae ipcompidationally inféasitteltoing yawherPonlyg
specially definéd dliptic curve addition operation. Here, a and b are

speci al |y chosegnd Bt eg®i $, arakdlown. Ehedprobiegeofpecavering pudgarg. aribigismod e
el enents that conpose this elliptic curve group are pairs of 20 integers
that satisfys a srpdaioain is eblied afdistrpte I6g3rithmmprpbliem i )i nthegeacsrifyrafithe he set
can be added together using a special elliptic curve addition operation.
The result of DBAgestd@ntheintractabilituefsolwingidincegie loggathm Areiems B tei@licHPi n t he
set. The discrete logarithm problemis even nore difficult to solve in the
case of 25 an €Fliptic curve group E(ZP) than it is in the case of group
Z;,. Because of this increased difficulty, ECDSA key sizes need not be as

|l arge in order to provide |levels of security cor‘rRarabIe to alternative

s

signature schenes. Faliptiexcans BSA, rEDBPANSHsiandardsANSRRA% i sFsentigirtBeet er s

sized as ingca : { [Well ignat ure
schomes. sl atiinsanaie et SR pRE R Ea i et VBl aheiia oy
benefits, whi chamelliptideuresdgroepat dethobe] & p)lku@dmﬁtmp@hmmmwﬁem 2.
Security without Encryption Confusion often arises between the use of the
terns -"digital dfiallipdiciouere gnodp is'dafined byitmfollowingh the two terns often being
understood to be interchangeable. 5 Wile this may be true with respect to
certain public key cryptographic schenes that essentially use the same
algorithmto create fa di gheaktcfialjnat ypairantintegeesfadween Encpy pitharsalisivr

exanpl e; Integer Factorization systenms such as RSA), it is not
15 an equatiori y* mod p=x’ +ax+b mod p;and

2. A specially defined elliptic curve addition operation.

Here, ¢ and » are specially chosen integers, and p is a large prime

integer. Thus, the elements that compose this elliptic curve group are pairs of

20 integers that satisfy a special relationship. Any two pairs of integers from the set
can be added together using a special elliptic curve addition operation. The result
of this addition is always an integer pair that is again in the set.

The discrete logarithm problem is even more difficult to solve in the case of

25 an elliptic curve group E(Z,) than itis in the case of group Z;. Because of this -

increased difficulty, ECDSA key sizes need not be as large in order to provide

levels of security comparable to alternative signature schemes. For example, -

ECDSA signatures computed with parameters sized as indicated below are at least

as secure as other digital signature schemes, such as 1024-bit DSA and 1024-bit
30 RSA, but have added benefits, which will be enumerated below.

11



necessarily true, and it is inportant to distinguish the difference for
purposes of accuracy and this invention. Mre specifically, the follow ng
definiti omap2/sdeszh are 10 taken from Certi com Cor por at i onPET/Ss@ndersds f or
Efficient Cryptography (SEC) SECI: Elliptic Curve Cryptography, V.1.0

(Sept ember 20, 2000) (herei gaft_er,, ; Sgg Sé andards V.1.0"), apply herein.
(Wiile the foll ow ng def Pni Uit the SEC Standards V.1.0 with

respect to the ECC system they are used herein to apply to all

enbodi ments of the present invention, includin hose e ients t hat
use RSA or other | ntefdysioheftenqrisgs P‘iiWe%W@M??%“&i 8‘? eg'bggﬁﬁﬂﬁt”%ﬁﬁ is a

schenme that conghghsidi” @ W@Hﬁ’éléﬁerﬁﬁéﬁ? fuhe@%to@a t6foeORRFcRbhgstbIL apabl e
of providing a securlty service roperly inplenented and nai nt ai ned;

20 A digital5siYhie thiemayherpis \Mtfhreépﬁtt%éﬁ@ﬁhpldp"%‘ﬁé FE/PISFADNI SHEMEP a
signing operat fhﬁf‘e%ﬂtléﬂ Xk 'tﬁé’ éé]ﬁe QBSﬁtﬁH t8 %réé?@b dig?tapﬁé}?é?ur@ b wemdtdi ng

data origin aut ent|cat ta 1ntegrity, non-r epudi ati on; and,

An encryption semsypsiondfog wmpleoyrt@qﬂm C@ﬂh@i@ﬁ Wé?@ﬁissw PORSAN it 'én‘lqtyptl on
operation and dRGiXRAAOM ORFAL is bl ] SishRAMH e iteRirREi Gl flfpodiR!ct

confidentiality e seen | com nwar agraphs, only the
signing and ver adoyrany anamlameaﬂqr\om&)raﬁee@@ﬁﬂy,é’@f@ inghdefiniiops, aightare

appl i cati on, 1 npor rE%H éﬁeme é!r@ﬁérﬂ? S?Jnga ngr\V/ e féﬂt g@gj@éﬁﬁg@dﬁ

enpl oyed .in order to ensure ecurl
provi di ng non- r 8pQdi Eligtio Cuofe (b‘ﬂyatogmbby,r\m0(8%@?@@266290%@\6@%%&285@

" egar ai ng. aut henENAaAr gn'-89- SPHLaGaDE (ke toihg P OB utpa fifp' "

si gnat ure, assu8EG Sthadardh¥. 1p®1 ith cedpeyt fosthe rEGCheystemx ih]eymre: usealelmrélwtng 5 a

digital si nature usi un sari |
pr ove-ori gin or 2t @ feBRiRgAS of %, desetf EU8RrE histhgdfie: fibodifissar! 1Y
non-repudi a{% onthapustdRsAbemerlmegequmzambécyzemenked to the true public
key owner. For exanple, an attacker could alter a nessage after it is .
created, and discard the original digital signature.

A cryptographic scheme is a scheme that consists of an unambiguous

specification of operations capable of providing a security service when
properly implemented and maintained; |

20
A digital signature scheme is a cryptographic scheme consisting of a signing
operation and a verifying operation that is capable of providing data origin
authentication, data integrity, and non-repudiation; and,

25 An_encryption schéme is a cryptographic scheme consisting of an

encryption operation and decryption operation that is capable of providing
data confidentiality.

As will be seen in the forthcoming paragraphs, only the signing and verifying
30 operations are carried out in the present application. Importantly, no encryption or
decryption operations are employed in order to ensure the security of the value
document by providing non-repudiation of the information contained therein.

12



The attacker could then issue a digital signature for the altered nessage
using his 10 private key, and claimthat the public key which verifies the
altered mQezsmwss signature belongs to a third party. ThREeT/Usbieisetdt acker
could fraudulently attribute responsibility for an altered nessage to that
third party. This a trates that origin non-repudiation and data
integrity follom/on&§ ﬁH@ﬁigﬁziﬁgﬁﬁﬁﬁlng public key is definitively |inked
to the owner of the corresponding prlvate key. This may be 15 achieved

through the use of a public ke certlf Publ key certificat
provi de a mechani smh§@P BYGHHW%S@“ Eﬁﬂ?F @L@I;;er{tlgat{qqé)fapﬁgﬁqqetvlr&a R‘%@C owner

of the correspopdlizng dryitané?gtnatdf@)éss@ﬁ@s mﬂﬂé ?hw k@? I%tlﬁfa@t ét!ithérﬂ@s‘f/enf*lhg ee
things: 20 a public Key; ent|t¥ i nformation he owner of t public

key; and, & di aﬂlgléal swgtﬁeﬁtmr@ 3 ruflie feyof L@k@wrs@rw CiQﬁSrnet RRGEESATY prPH%se t wo
pi eces of data.q 6:‘11&@5( |P|f%bm§/01n 6rB@r tBléléhlb(?e kB ofiih hor-repabiiatiér? phbikckelge

I dentity of a pu I ey's Owner to the public key itself, a trusted third
party called a fﬁ'éﬁt'qef FP"@\AQ@I linked & theyiryecpyblic ks pwiess [for SxampleeaR igHAGKS! es.

Before creating Lo hfrﬁe%g%]q'ecﬁﬂ&ﬂ i{-rebiR e PR, fhb%ﬁlna(dld @ E@{}éﬁzire

traditional, non-cryptograp measures to verlrdé laimed Tdentity 30
i nformation of Theeattaskeropuld depnassuerrydigited sigaatuierfp eeltermmswg,e Gsingiisty -

informationg s pcpgg{é &éfqnd ué?m %t%dé huﬂ cq&ewﬂ.éh Voris %qﬁﬁé@@%&e%@é ni ng

t he public Key ormation I's di
si gnature and nsigrdige bielopas maa thirdepartyl ﬂ'bl@B thenattgplen ¢Quld<@§uob@ntlyfattwt@ 13

WO 02/ 39653 Pﬂ/egﬁcﬁsl gﬁgﬁan 5 ?oclﬁégée{dqui ﬁM& r;58Fty t‘Vhléat'Pé df%(?:ﬁg%‘“ sed

for verifying si I n cer I cates | I ssues ut ed.
For exanple, i tthamnghmqmubpucﬂatm ana deae integnityefoliost oniymlrhem tl‘@e\fﬂrifwng plici er to

Corti 1 cat o may<uie Yy ifkehys b RSy Groleg RN =R B HiEmae ey

and that it18 s aphieved throtdhethe nse bfya puldiotkey certificate.t he certificate.

Public key certificates provide a mechanism for binding a public key to the
identity of the owner of the corresponding private key, and generally contain atleast

three things:
20
. a public key;
« identity information for the owner of the public key; and,
e a digital signature issued by a trusted third party of these two
pieces of data.
25

In order for the public key certificate to bind the identity of a public key's
owner to the public key itself, a trusted third party called a certificate authority (CA) |
must issue such certificates. Before creating a certificate, the CA takes appropriate
(typically traditional, non-cryptographic) measures to verify the claimed identity - :

30 information of the entity requesting the certificate. Once the identity information is
verified, the CA will digitally sign a message containing the public key data and
owner’s identity information. This digital signature and message together are called
the public key certificate.

13



Addi tional information may be included in the certificate information that
is digitally signed. Exanples of such information include: 10 a validity
peri od owerpsswsti on date of the public key being certifiRPdI/USO1245603 que
serial nunmber; additional information about the key owner- e.g., street or
Internet address; 15 public key algorithmthe key is intended to be used
with; and information facilitating verification of the signature on the
certificate (e.g., ThBecdifidatd laambmy’awwémey s:séwrf@r eétﬁylh@%@iaﬂj"ﬂéélme
algorithmused to _sign_ . the certificate

Sel f - Aut hent i caﬁeﬂfﬁaﬁﬁlﬂlﬁéu%dﬁﬂ@ﬁ'y ﬁHPH?eP rf@r ?@W'@'t rQay Qﬁ%‘tbggl?gﬁn 0 a
preferred enbOOIht@?rl& a%/o? &%nt wh&m& 't&%bﬂ@g iSHIRI® Qérifl kertipeRsENt Ohsyent i on

is shown generally a 5 discussed in %reater det a| I bel ow,
t he aut hent |5catl$%4¢ds@hélﬁi%'c4l@m¢q”i'fﬁﬁﬁeem?y peovsatelo pvAtthe raudienticiy: ¢
Institutions 4%misieRy ?ﬁblfﬁq{eg%ﬁmh%t RRGOUARANS th&\brithy laerﬁ’cﬁééi?ﬂﬁé certlflcate
identification number (PIN)-based verification mechani smfor personal

checks and other personal identification docunents. Thus, verification is
possi bl e accordi NG taditbAa ihBERbh Rty bBYnddeRh é’e{!ﬂfﬁﬁféQHl‘BFmélBhCiﬁét i¢4 to
present a personal ue J"docunent such as a chec to an I1nstitution
42 along with a:llgltaﬂyelgnedDI Bxanmplestof sheh infaonaliondfclgdeesent ment . As will be

di scussed b@l t he aut hori zation scheme 40 requires cooperation and a
coordi nation of certain efforts between a certificate authority (CA) 46
and (preferably) a ehexkalidity périod o48xpm%orpdate obfhetphublic kaydeitigreatididd; ef f ort,
certain shared paraneters 41 ang ublic key information nust be defined
14 WD 02/ 39653 PCT/ OSAA FAgEHena Wﬁnk?ﬂ?’stri buted in accordance with
predeternined access rafiftioh8NBfrEationaddubeigTRéE owhére— R\ difesinestintemek ept
confidential. Nevertheless, it will be appreciated that in accordance with
this preferred enbodi R9eS8) of the authorization scheme of the pr esent

i nvention, @ novel au"élﬁ)ﬂ&k&ﬁél{;%nﬁﬁl@md iftendfd BNk Wihadngmey be used by

t he poi nt of presentnent 1 nstitution
o information facilitating verification of the signature on the certificate (e.g.,

the certificate authority's name and the signature algorithm used to sign
the certificate).

'20 . Creating the Self-Authenticating Value Document

Referring to FIG. 2, one aspect of a preferred embodiment of the
authentication scheme of the present invention is shown generally at 40. As will be

25 discussed in greater detail below, the authentication scheme 40 ultimately provides
point of presentment institutions 42, such as merchants and banks, with a personal
identification number (PIN)-based verification mechanism for personal checks and

other personal identification documents. Thus, verification is possible according to

‘the invention, by allowing an account holder 44 to present a personal vélue

30 ‘doqument such as a check 45 to an institution 42 along with a correct PIN 43 at the
point of presentment. As will be discussed below, the authorization scheme 40
requires cooperation and a coordination of certain efforts between a certificate
authority (CA) 46 and (preferably) a check printer 48. As part of this coordinated

| effort, certain shared parameters 41 and CA public key information must be defined - -

14



aut henticating the checks 45. Again, as set forth above, it wll be
appreciated to those skilled in the art that although the preferred
enbodi mrewo 01/3468® present invention is directed towards PORUSIIOGSEsISI Nng oOf
personal checks, digital signatures, certificates and the preferred PIN

aut henti cation system.described h reln y be, 10 used for authenticating
many sorts of dﬁ%” L&%ffu‘@ Greypae n% e%qr i PCEERS IRUIEEE et s

é e.g., b: rth Cemrthtedrrﬁ@beﬂqe awglssmgtnbé (kleplcaélﬁlﬂenﬂal eduéveetaeldss itl il b% C;:lrds
rivers licenses, identity cards ass t n oClI ecur | S) In
which it is dediPresiated th tﬁ\eﬁf:??fgg ﬁ‘@l;‘ ?‘{?hf’f%? ‘?5{/:\{? g\‘met”ﬁ ‘{c}/d"gi}hﬁent
and it is inteng@agbriz8on éﬂh@ﬁeQSTQHéTgﬂis%nﬂ ivéitioh & howte duihentidt@ios Iéyétéﬂh |§nd

scope of the present invention A. Personal Val ue Docunent Havi
Digital Sigrfatupresentgctiati may bepaisedreiyt theapeift obipgrseRIment JAsiifstion 42 in°
(Critical Docungpherigdting %ﬁ@'chéék%b4sa%anJ'a%'36t1’6&b{a§&ré ithMPSé Q?g?r@mb{edlté vel |

known that a nmagnetic |nk character recognition (M code |ine
printed on a pehegnakileshiacke art th@éafth%hﬂh%rﬁkef@ﬂ%%ﬁm@@m@”i of fﬁ@r@’@?ﬁﬂtl zed

with account CR;HvéHtlgms' &@cteﬁ?ov%fé?@%etpﬁéegélﬁ&oﬁé ddn8ftnieBid, BRitd SlgnalufdsS

preprinted M 1 ne current ways” | u es a routlng number that
i dentifies the eartficaies andthedenefesredi i ethentication pysiem dascrived haejn mpy be

At hough’ notd r especersRiEing nfal QU orepBHATVRHA P Aner Sl @Efineiof U TR

at the bott ohm oflocumenisde gqiitth Qﬂﬂtﬁ'lcate§FaC©eS890ntromardﬁ3Ggﬁdltlcﬁrdmwm@adﬁs| ribl e
er ec

anount - he. paydbRlTTEe0RE ReBfl SRR pesEgl. SAERIAA SsB s & in vt ]

amount, the pay suc ypically
not avai |l abl e wesired keawthertdicatesthe rightfut dywnemnaf twdogwnentaamq/ltmhtﬁndad/@rl abl e

bur chase. 1 n 1 eopCdhels i DLk B SnGEEomR bR ol Rinfnin .o on

date, an alﬁ,ernatlve is to provide the institution 42 (or other acceptor

of a personal check), agsl HAACE ather&) fely ﬂqt L@ %@gﬂ.ﬁ cpe .ﬁéﬁ

aut hori zed to do SOAThI

J J /
acconplished using the p = n%’tyret%gCrgM .gﬁﬁmu e ene 40
of the present inventi oR— e Wit 7o descri bed
20 It is' well known that a magnetic ink character recognition (MICR) code line

90 is printed on a personal check at the time blank check stock is personalized with
account information. As known to those skilled in the art, this preprinted MICR
code line currently always includes a routing number that identifies the account
holder’s financial institution, and ‘may also generally include a customer’'s account

25 number and a check serial number. Although not required to be so located, this
MICR line 90 is usually found at the bottom of the personal‘ check (FIG. 3).

Although it may be desirable to secure other data from a personal check

transaction — e.g., the check amount, the payee and the transaction date — such

30 data are typically not available when the check is printed, and are generally only
available when the account holder 44 hand-writes the check at the point of
purchase. In lieu of securing the check amount, payee, and/or transaction date, an
alternative is to provide the institution 42 (or other aéceptor of a personal check)
assurance that the person writing the check is authorized to do so. This can be
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1. Critical Docunent Data 5 In accordance with the preferred enbodi nent of
the present invention, MCR code line 90 is designated as critical

docurent w@ba3geF3 G 5). It is this critical docunent datBCTH&01/45604t ar get ed
for enhanced security. (It wi |l be appreciated that as there rray be ot her

data printed on a eso at, are n a thet|

printing, such 8SCOTRgH ‘W’QHE ﬁgefffd{}?f@%@[ OWEH%%V%?% @Of
desi gnated as pgielp r@éer&mént@hl\ﬁ/m@mvllldfemwﬁdﬁscﬁlﬁda and the scope of the
pr esent |nvent|on i ncl udes such dat a). In one aspect of a preferred

enbodi mrent of this invention, the entire 15 preprinted M CR code |line 90,

i ncludi ng the speci al symbquﬁcgbo@nﬁ,eﬁﬁ)étgat identify particular MCR
fields, is designated "critrcal docunment data". As known to those skilled

in the art, $he synbol 91 is known as the routing synbol, which appears at
the beginning and eng gloofdafiod WARShE oféreleh clbeaiieAnst ﬂwefpr’é‘ééhthﬂi\ﬁ‘éntl&es t he

Federal Reserve district nunb f i1 nanci al tution

The
synbol 20 93 i s MG wadgknet9Qds @Qﬁlwt%&ﬂﬁﬁmcaiﬁec‘ﬁmfédﬁ@ (F|F§ Phdt 'ﬁWQE“'F?'eI d.
The seri al ”Bﬁﬂrﬁénttjé‘@ th‘%? %Ctérﬁfaféﬁ 6 e‘?rﬁéﬁc%aéecﬁht% 6{ﬁ:’wl‘n *B@%Epﬂé’éié?édtﬁat%@peaf s

to the right of I's synbol usually
appears the acctene mambﬁbﬁwerdagpmpted@nameysonas@epkﬂ‘ésb@t@r@%nﬁ\g@a(féegme t hose

dent ] 1! noyd e oABARL 16l d8ractouft HEind Al AsRRRS e ich e oarsongs vial ue

docunent) c tesi gnat I ca cunent 'S I nmportant
to note that t ypessjgmatgd asl |pgrtt0éth% cg’nm! do@gner&datat Bed thef egopatof e presgnt

aut henticate are ?ﬁtﬁ%‘sﬁﬂ‘g‘ie%as‘ﬁé gt%%‘once however, this need not be the

case. The data &V signature secures nay be 30
constructed from one or nor e dlfferent sources orlocations (e.g., in the

preferred enbodlnen e .Ni ng
name and address 92 a?ﬂf %%oec&o%% &Efneé%o%b‘%“s?mkﬁ{fg? @s%qb keﬁ@)ﬁg tﬁeOPﬂff’rje
signature amngl aptdpeintddcMIGRIkbie likeB0s irohelirg the special gymiola Uaared 98 1thatg,  al |
standard concl us fallow fh SLLLN owner
of the authenti eﬁﬂ%ﬂ E“CI%'E%/ "’U@%é‘eldr? f%s\ﬂf)g%% gg@g%’%@%ﬁ%@%}%ﬂ%ﬁ’%
‘ to those skilled in the art, the symbol 91 is known as the routing symbol, which
appears at the beginning and end of the transit field. The transit field includes the
Federal Reserve district number and the financial institution number. The symbol
20 93 is known as the On-Us symbol and appears in the On-Us field. The serial
number of the check for a personal sized check usually appears to the right of

this symbol, while just to the left of this symbol usually appears the account

number.

25 Optionally, ASCII text strings (e.g., those identifying the account holder's
name and address 92 in a personal value document) can also be designated
critical document data. (It is important to note that typically, digital signatures
and the information they authenticate are accessible all at once; however, this
need not be the case. The data string that a digital signature secures may be

30 constructed from one or more different sources or locations (e.g., in the preferred
embodiment of the present invention form ASCIl text containing name and
address 92 and the MICR line 90). As long as the digital signature and authentic
public key succeed in verifying a data string, all standard conclusions foliow —
i.e., the data string was signed by the owner of the authentic public key used in
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the verification operation, and the content of the data string has not
changed since the signature was issued.) |In accordance w th anot her aspect
of the pmvederswsd enbodi nent of the 5 present invention, PETAECIMSABCI | or
other data is designated critical docunent data it will need to be stored

I n machi ne-readabl e .for.m on persona chec r _described in
nore detail in tﬂ?}(‘ée'ﬁfgﬁaﬁ'%(ﬁ?ﬁ? 0B, 3NeLthg 5 (Aig\eeda?a g&)ﬁgﬁ‘ b??Q%I
docunent data |Sﬁqo§|tﬁ@|s§ntah@ed@§as§ubat) is stored in the MCR code i ne,
there is no need to redundantly store this information in an alternate 10
machi ne-readable format, as M CR characters are already machi ne-readabl e.

2. Authenticatable Pﬁé@c@&édd&mﬂﬂaﬁdth&eéﬂde@ﬁbﬂhbirélt@Fréd%Trﬁboﬂﬁnérﬁ ofigfd ned
herein as a check's critical docunment data appended with a PIN 43. This

PIN 43, whi &h |P§e€tﬁnéiré/reélﬁp@' Ifdtﬁh A¥elt phatherfgiatis deﬁ'@"?@ﬂﬁé@%ﬁttd@&u@@nt he
correspondi ng fc%\:ﬁ /ﬁﬁt he@d"f’t‘)rtfécsh@rream rhB&hih &readapRForm GH%%thrcﬁeb@@B gsenting

the four decimal digit constitute four bytes of authenticatable
dat a (pr ef er ablaymgprert quﬁéPr'bq%tﬂ mpie dafzil Ny thed@rghch@jng PREAIAMNISE dHOWRVET made

| onger for inc \Aﬁ"%?letﬁe%?ﬁgén'do\‘;uﬁtgﬁf deth I@ﬁlﬁ" fﬁHQﬁﬁé t‘?’é Bt%?é‘d in tﬁ@‘?\/llei'\"\' 43 is

20 private information own on ccount 44, the check
printer 48 (gendedine yhe@slponstebﬁéo radundanttytstcpfg thlﬁ@f%’%ﬁi@ﬁtm adRtRNgtey| ank

personal check d t;{M

fi nanci al Hﬁstﬁ%a hﬂ{()enreagﬁﬁléigllﬂat ﬁé&%ﬂe%?) %r;eralr%eag @?gﬁﬁte QEQ?édper 44, or

It may be a PIN that is select ed for the account hol der 44 by the pri nter

48. I n either case, the % | .t T BStﬁ ws the 25 account holder's PIN
| .

43. Any known met hod of nment nmay be used in the
present invention, and all such nethods are intended to be incl uded vvithi n

the spirit and scop ect e d gggg

t he authentication g@h%‘#é&gﬁataé@ ?%g 53 s%nfjgrl{nﬁgeﬁér?@n,ég gancl nae
check printier %Cthmemtectamlappéﬁdedfvmm apPINmBng'hlspﬁllr\lsm)ad/hmwe(d{deabty four
ot herval ue docu

I I
a digital sign ??'8'?‘? t?ée%fﬁﬁﬂﬁﬁf?%‘h?g@“?%s%aa@'ﬁgi‘t“F Kﬁgﬁciﬂa‘%ﬁr fni 'glonél "
the digital siA@tatcwamowd rdpn&enﬁndﬂﬂyfcmedéd:nfnaIQMHDINthdoastttmb forr dptesiobnt  (as
%?gﬁsf ﬁg oﬂec@é‘ r‘gpg t%le data &ngeramomﬁe F nal foureby{es?{(‘lt~I ges%rled! {Ptgtlilﬁluéalnqbre on

made longer for increased security against a PIN-guessing attack). The PIN43is

20 private information, known only to the account holder 44, the check printér 48
(generally responsible for printing the account holders blank personal checks), and
possibly the account holder’s bank or other financial institution. PIN 43 may be
selected by the account holder 44, or it may be a PIN that is selected for the
account holder 44 by the printer 48. In either case, the check printer 48 knows the

25 account holder's PIN 43. Any known method of PIN generatnon/asagnment may
be used in the present invention, and all such methods are intended to be included

within the spirit and scope of same.

In one aspect of a preferred embodiment of the authentication scheme of

30 the present invention, an independent check printer 48 is responsible for prt'nting
personal checks and other value documents for banks and financial institutions 42,

for applying a digital signature to the authenticatable data string, and for afﬁxing the |
digital signature and public key certificate to the value document (as d\iscussed in

more detail below). However, the financial institution on which the checks are
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WO 02/ 39653 PCT/ USO01/ 45604 drawn may itself print the value docunents,
apply a digital signature to the authenticatable data string, and affix

t he di gi tved 0x3gamt ure and public key certificate to the valwsodseunrent The
foll owi ng discussion wll reference the check printer 48 as having

responsibility for printi the fin [ tltutl n',s..val.ue. docunents;
will 5 be appreé@¥penay Htéglgtpﬁmsmesv% (9%5' §r Rl %ug'%@eﬁgr&ﬂt rgltﬂ‘pnﬁem ty
i n under st andi nguthéﬁii@aﬂaﬂfé%‘té §tfing, @ng affix tiedigitansignaterd dndl gublic eytdastifisatope of
the inventi on. al Signature Al

. t t t
Data String (" Dtﬁ‘? t’gl e dpejmgnt e fP”S’W'QaH'SPHFSNJWWQE%F‘?“E'&?%%?%‘%‘H{@?‘QE@Cuman
("Digital Signag A& r)es;kdhsw‘l@fefﬁfrﬁﬁg@efﬁéﬁwﬂingﬁnﬁormvémeddmmﬁ@t it will

i nvention, the c rinter assenmbl es the critical document data

string, and %hebe émr@qa@@é@atéhlaﬂwqr@l solglyfRapyiPeses 1l simpliciyya upferstarding
document data splifi@nliéh raﬁﬁ i?ﬁdt‘ﬁ’ftende@'t&Ilﬁ\@{he%b%@bﬂﬁ@m%ehtldhs' ng the check

printer's private signing di scussed In addition, the check
printer 48 assenbles the authentlcatable data str|ng, and then cal cul at es

a second digital signatureyhed didiefeiERInEBAGIHES té@hificdl DdcSient Data
(hereinafter, "digital si9EgHllPogithl Shidture"S] dHh bRHHIESaRE Do Sirin
private si g%ng key (di S cUSESHitdl S P Wure BT N drgrralr 20 srgnat urrs"—a‘r“g t hen
stored in nmachi ne-readabl e format arong with that critical docunent data

not already coded in the MCR line 90. The inport of the use of two

Baral slgnatures vhide SRl UiiRRhdiR orRE BralhAihyertibh o ofddRimer 48NS

smal l er the data string RIESTS
because the bar assed@leslthé cmtnakc@smenirda@ gtengaandriines célgulatassa digital sighatuirel

b f he, | t t. . K.
Thuor - seldir 15 e acact e SRR Beletiet, gl strBflhs Il E
choosi ng i’i di Igl t:taéhckm:ﬁlenepm/rm sitraisg k&yhelswmédbalowkdyaddmm tharcrnclgpn'rmr
t eve e e | uryve ,

o ently oiferd i g YR il S B S)
t ths al é hgught Ellbﬁatﬂrreﬂ‘életﬁé aum\eﬁfﬁaéabfb da? Emhg grerdinafier ¢ digitallsiynEORSR) als% he
rererre Igita | ur e (0] r e re | e
Dot | digrt ol dsing iR easteaERr S Pt sonBe ey 08tasPd Heiou s, BRm fioil b o

data stri n92@”dSIgﬁéiurVebear§ftﬁér€fstcﬁdd ife hiaerineteplablei fogndthaorsgh avth tivatbdriticalkey

certificate 49 as described  belo
Al document dslita not already coded in the MICR line 90. The import of the use of two

digital signatures will be discussed in more detail below.

Clearly, the smaller the data string stored in this bar code, the better. Thisis
25 because the bar code will increase in size as more data is stored and because of
“the limited storage space availability on a personal check. Thus, in securing data
on a personal check 45, a priority is placed on choosing a digital scheme that has
 the smallest key size for a given security level. The elliptic curve digital signature
algorithm (ECDSA) currently offers the most security per binary bit of key material,
30 and thus, although the present invention is not so limited, the ECDSA is the
‘preferred digital signature method for the present invention above. The ECDSA
digital signature method will be used to secure the authenticatable data string and
as the preferred method of signing the short public key certificate 49 as described
below.
35

18



35 18 WD 02/ 39653 PCT/ US01/ 45604 a. Shared Paraneters Shared paraneters
define the underlying mathemati cal operations required 5 to produce an
ECDSA di gvo at/3®synat ure. Shared parameters 41 required foPCT/URpl/4sa®nt i ng an
elliptic curve digital signature for the preferred enbodi nent of the
docunent security data string are reviewed below. Mre specific and
detailed descriptions of all paranmeter generation algorithns are set forth
in the American National Stagd®ngdre§PHamendl i c Key Cryptography for the
Fi nancial Services 10 Industry: The EITiptic Curve Digital Signature

Al gorithm (ECDSA), 1998. Referring again to FIG 2, typically, a commnity
of users will utili Z%ér@@paréﬁ@férs%@ﬁﬁéﬂ@lﬂfd@ﬂynﬁ@rhéﬂﬁ@h@f@al égeratiing réduiedt hese

paramnmeters 41 are conmon kno ge throughout the com‘runlt){ of users.

Shar ed par anfet efo pEdEee |96nECQSAp@9$%rWt%ﬁC eharsd pararmeiess Al ypayiegd for
communi ty of Usf?ﬁﬁem@?iﬁ§ af BRpREuRR @@ifa"}‘%ﬁé’tﬁﬁe férjthéb%fé}@(d é?%dm@élfﬁ Br@Btity

wi shing to issue digital sighatures generates their ic/private key
pair (using thedegiesy Sﬁ%t’rrwtérs?ﬂnﬂlar?deﬂéwg@})eb% MP@e?PeF@C@ﬂQd%@!eQ set

of parameters 43e§cﬂbt.ddgeof%n %%Fa‘ e?é?d’eﬂ@%bﬁ%g;%yﬁﬁws déré‘@eﬁbﬁﬁ el Ani&itahon: 20

1. Asuitable prine tic curve E I ned over enot ed E(ZP)

are sel ect ed. dieﬂmﬁh@t@dém K&l@?epébllcl Key Eriegrapin( @P)th@'ré:é(ﬁgaaft Rafvidedt eger s
a,b and pri p t - i nteger pairs
that sati sf{/@yZI@&%’fhﬁ%q%”pﬁ QCL% élg?ﬁ’gﬁgﬁgévbe@%ﬁ%ég{:a?ﬁ) grg g%ertl es. The
prime integer p is chosen so that 2160 < p < 2 161 Integers a and b are

an prime integer n O3TSHE 99Bd> ey 2o FRPR AR Ay B UEkA%h Ao BT,
-y pairs in E(&mMmg ECE)SAsha@dzzarafqutensm Bndethias (feRe pafanmteted1raré somimen
sel ected. A poi nqy'lagc@g Et(oﬁgpymjfgﬁe cgﬁgﬁhtfof use?\@dsﬂgrleﬁ dararﬂet'e?sélggtloﬁngl  est

nunber: such tha
performed once for a (possibly) large community of users. Once shared

15  parameters 41 are defined, each entity wishing to issue digital signatures generates
their own public/private key pair (using the shared parameters 41 to do so).

In order to produce a set of parameters 41 for the preferred embodiment of
the present invention:
20 ,
1. A suitable prime p and elliptic curve E defined over, Z, denoted

E(z,) are selected. Choosing a suitable elliptic curve £(Z,) means

that integérs a,b and prime p ‘are chosen so that they and the set of

x—y integer pairs that satisfy y* mod p=x*+ax+b mod p have

25 certain properties. The prime integer p is chosen so that 2'® < p <2'¢.
| Integers @ and » are chosen to meet certain mathematical

requirements, one being that there is an prime integer » between 2%

and 2'' which divides the total number x -y pairs in E(z,,); and,

30 2. Apoint PeE(z,) of order nis then selected. A point P< E(z,) has

order » if and only if » is the smallest number such that P added to
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WO 02/ 39653 PCT/ US01/ 45604 itself n + 1 tinmes (using the special elliptic
curve addition operation) is equal to P. The elliptic curve E, the point
PE E(ZP) wan2i3gssare shared paraneters 41 5 shared by thePCDOwRumissos of
users authorized to use this invention, which may in the case of a

personal check 45, include account hol der 44 heck printer 48 nd . bank
or financial institutilS§h4pr] @Skﬂi‘ ?épegéjl"gj@ﬁ?Bﬂgﬁéggﬁg%ﬂg?éﬁorg%ve i's
conpatible with an ECOGMafogptal signature scheme. 10 i. Shared Paraneter

Distribution As discussed earlier, shared paraneters 41 define the
underlying mathematical operations that nmake elliptic curve digital

Shgnat ures, possi bl enBldiptCalrd kohd (RIAER(Z ), Wen sREUTEdpRERERRFAT | -

the certificate authorit printing 1 onpani es, nerchants, banks,

and ot her aut hoyharRo e tdofinflaiy 6f RPTaRRERRE tb Qse tHehecrtbal Wil aragret er s
41. Access to the shared paranmeters 41 should be restricted to authorized

houl
participants orth§caspelararsonal ehask dh. inslede agcounthipider Ad.LheplePintenAde 2

mat t erwho gai n%ﬁﬂﬁ%@%ﬁaﬁ@alsﬁ@fﬁgn 420 TRaRrEh&ESseldotioR ablddclssEdRIbIE eSS NY
attack is possible when potential attackers 47 have access to the shared

paraneters 41. qompakileatithaEGDSfydighal jignalure S8Med  par ameters 41, then he
can inplenent verification software nuch |i ke what may be avail able at
participating nerchant stations. Then, the attacker 47 can take a bar

coded checKl®45, retrieve the bar &odkaredfaramalerdystibytignr epeat edl y guess the
PIN 25 until he finds the correct one (requiring on average 5,000 tries
when four digit PINs are used). Table 1 docunents recomrended paraneter
access according toAs discessedr edrlienbgiresk marar¢tersnat1i defing it undardng acker

47 who does not ; : 2 B Shing

attack. . 20 wo B 90aucH pRRs hatinaF Sneey B lnat ot AN

access: known temtifitsinealvgd ipthessicarty proabss; cé.ythaeaitificdie authority, sheek printiagnt s

(check printers, kno | r :

br i nt e pubtt o COREPDR S PieE, GG art buni e 208 pERGRARE hidg SR8t
these shared parameters 41. Access to the shared parameters 41 should be
restricted to authorized participants only, however.

Although digital signatures are secure no matter who gains access to shared |
20 parameters 41, a PIN number guessing attack is possible when potential attackers -
47 have access to the shared parameters 41. If the attacker 47 knows all shared
parameters 41, then he can implement verification software much like what may be
available at participating merchant stations. Then, the attacker 47 can take a bar .
coded check 45, retrieve the bar code information, and repeatedly guess the PIN |
25  until he finds the correct one (requiring on average 5,000 tries when four digit PINs
are used). Table 1 documents recommended parameter access according to a
preferred embodiment of the invention.  An attacker 47 who does not know
. E,nand/or P cannot mount a PIN number guessing attack.
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keys a, b, p); n, P CA and check printer private keys Table 1: Paraneter
access table b. Elliptic Curve DSA Key Generation 5 Once a suitable set of
shared pavanps®wss 41 are sel ected, public/private key paPewUSSIeH6G40 Create
the digital signature can be generated. Al key pairs function in the
context of the overall mathematical group defined by the shared paraneters
41. To produce a key pair, the followng steps are carried out: 10 1. A
;} atisti Ical I yduﬂhﬂﬂﬂloféwgam&ﬁ IRestidted aﬁe%gerkrmmﬁcét %ﬁeww privae: hi 2, 1 -
is sel ected pjcifaailble= P T alf participants (che6Rpmitre dirAoniy3o omhéd ptijc
curve addi _ti on lle %ed to add Bpgahwdrm@}cham@s) and, 3. The out put|s
are deterni ned @g ah&fghm@ﬁpubhee SHERIGPaParbibls! € (€ T3 PilBreQigniidI@ydr 1 vat e

key is d. Si ncekefy ared paranep e, {E P n} are Adg}l,(ycﬁgcﬁbﬁmgpt ed
anong the authorized community 6f “users (rrerchants I%og@,ke@eck pri ntlers,

etc.), only Q meed—be reported as the pubiic Key. (Q 1S actualty an
ordered pair of integers 20 (x y), which satisfy y2 nod p = x3 + ax + b
nod p . Thus, if x is known, ing the elliptic curve
equation.) There are two square rg%?spélgh‘%%lr%%sg%a&ﬁese two square roots
are easily calculated -- furthernore, one root will be even and the other
wll be odd. 25 Since the t\é@ . p can be cal cul at ed,
the public key 21 WD 02/ 396 ] y) can be stored as
only x, plus one bit. The extra one bit |nd| cates whet her the correct

square root of y2 S 0 t i en E
and n are si‘zed as% ﬁug%eﬁtofgh%%%gﬁ'ﬂ%ﬁwgg{ ‘p‘%%g‘gg%%%f"”&&gtye' 22 or
fewer bytes--- pgdrshigt@® céae thedigimhsigreatere adalbé gmwétedhyAlH(eytparremnbﬁm in '
required extra bi t co ni n rgnet er d fromthe
elliptic curve éﬁﬁ%‘?tf&’g P@? "%@Cﬁgwpﬂeﬁ%ﬁ%e %ecfp%a@?@(se ‘extra
bit. As the privapedicya k@;sanmwieyfomngmweobmeween 1 and n -1, a private
key may be stored in 21 or fewer bytes. The

10 1. A statistically unique and unpredictable integer 4 in the interval
[2,n 2] is selected,
2. O=dP=P+P+.P is computed. (Thatis, elliptic curve addition is

used to add P toitself 4 times); and,
3. The outputs are determined as follows: The complete public key is
15 Q; the private key is d .

Since the shared parameters 41 {EPn} are widely distributed among the
authorized community of users (merchants, banks, check printers, etc.), only O

need be reported as the public key. (Q is actually an drdered pair of integers
20 - (x,y), which satisfy y*> mod p=x>+ax+b mod p. Thus, if x is known, one can

calculate y* using the elliptic curve equation.)
There are two square roots of y> mod p. These two square roots are

easily calculated - furthermore, one root will be even and the other will be odd.

25 Since the two square roots of y* mod p can be calculated, the public key
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i nportance of this will be understood in the forthcom ng paragraphs. c.
Elliptic Curve DSA (ECDSA) Digital Signature 10 Inputs to this process are
t he sharedopasmaeters 41 {E, P,n}, and the private signi npCR@&g01dLS60Mhen
signing a nessage M the followng steps are effected: 15 1. A random

5 SBSar 2 obudeape isdscofin E fpoa  rd” © ~

ted: 4. s = k-1 hash
50 Tunct | on” knolih ceest fauerd ol Rngmonos thsua Giedd dufindris bl G 1°7
a known hash al wﬁé t]ihﬁh@%sér@%%dta@ Os?léélféh qqé bb§s‘itﬂ’é‘to sehtb-alpubht R&LASS k60 bi t

nmessage bytes, t hus rressa bi'trary |ength al'ways nmaps to a
message di gest fﬂNehéﬁﬁS-o*fmllMﬁ @re| erajdone ao@moml@yteetqrﬁerheg'eqm@dﬁwa 1;

O L D

reconmended for e f %5}“3 can
each be represen:og h gf§+§8ﬂzc§ bt tH%%/‘tE)ree‘sae(xgggglflssgN Eerkeyisﬁrﬂﬁly%g 161
). Thus, in thernt&g@fﬂ%mdn $|@h@@tl—maatonvéte k&&nﬂ@?ﬁb&ﬂ%ﬁ WWMEBQHM%M t he
present invention, a digita ture rejnafter, " al signature 1",
may be 42 byt e@ﬂ%aﬂ%%ttws will b prq{oqgégﬁ'@'pahqqnyg %ara@%gé 'set forth
above, verifications of a digital signature using a public key of unknown
origin does not necessarily prove origin or ) n order to
achi eve true origin non-repudfa&lighc Gung PeAy bly linked to
the true public key owner. In the preferred enbodlnent of this invention,

a short publ@c key

7
7O

Inputs to this process are the shared parameters 41 {E,P,n}, and the

private signing key 4. When signing a message M , the following steps are

effected:
15 1. A random integer & in the interval [z,n - 2] is selected;
2. kP\:(xl, y,) and r=x, mod nare corhputed. if =0, then go to -
step 1;
3. k™ mod nis computed;
4. s=k 'h(m)+dr mod nis computed, where 7 is the secure hash
20 function known as SHA-1 (as known to those skilled in the art, SHA-

1 is a known hash algorithm designed to avoid collision. SHA-1
produces 160 bit message bytes, and thus a message of arbitrary
length always maps to a message digest or hash of 160-bit length);
- B, If s =0then go to step 1; and,
25 | 6. Determine the digital signatere for the message M , which is the pair

of integers (r,s).

Using shared parameters 41 {EnP} sized as recommended for the .-
preferred embodiment of this invention, and s can each be represented in 21

30 (8 bit) bytes (because 0<r,s <n<2'"). Thus, in the preferred embodiment of
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certificate 49 is used to provide true origin non-repudi ation. As descri bed
below, this short certificate 49 is included within the data that is
encoded iwoa/smehi ne- readable format. a. Certificate Aut POT/US§1/4604 n t he
preferred enbodi nents of this invention, a si ngle third party trusted by
all participant

in the authent Cat t ' t
preferably serﬁl‘é{?'ﬁ%&e H@’%E&r’t @:‘q'%té %g%%%l%oﬁ‘?rp@{?aﬁ )%Qﬁr@%?q%gh‘ré, %’ﬁ‘gy 'ﬁrty

that issues all4gbgpek thcertificates described in node detail below. In
the sinplest and preferre enbodi mrent of the authentication system of
present invention, the CA 46 will produce a key pair and sign certificates

all in the context of an gl piRid KeyCtErtffcags oup defined for all users of the

systens. That is, a single €fTrptic curve group defines the digital
signature o@ratlon for all participants, including the CA 46. (The CA 46

could produce a sepg &f&ﬁavaeS\V@ﬁléﬁnoﬁé‘Bﬁ%bﬁél%@r&tnﬂ@hblﬁﬁa%uﬁhélfé‘x‘/rcﬁ”t

elliptic curve group issuing digital signatures appear.i g | |
key certificatedn nOVMﬂlqﬂlEi @Q?SanQilr\eﬁ%*?ﬁ@ﬁW PEPVY prigi OéGﬁﬁ?e'n@gﬂpr Fr‘?r‘i'%fsigl ng

publ e, Key_cer t MR o hiidl, publeRgi nilBl BBl b Rlnel kARG keOf

such digital signatures a conpare gnatures used to
secur e i ndi vi dupublip&ey ewakr. dn thegseferted embndinentiobthisdavantion, afshert publiekiey, i n

those instancescdiifh 44 il fef 5 biRs ABorbRGAUEbIdalsFY ASHebbTHei ey, Nave @

| onger period of [ ta

string on a pethsostait aﬂnw”cate(%lstIudedgmmmﬁheda’@ thall is @ncgdeddn mgoachinesnl y
one year, for exgg%lgi)o Jhis extra set of elliptic curve paraneters coul d
be circul ated t'§ a{W ci pants, enbedded in software, or otherw se
provi ded as | oadabl e data. This data could be 23 WD 02/39653

PCT/ USO01/ 45604 aut henticated_b TR '%.' ts in sone manner at the
time of the paraneters' retrfe ing the set of common shared
parameters 41 which define the basic elliptic curve Operati ons the CA46

dener at o5, 2 PUD! 1/ Bt kot kY o Bbdynert g BB, § SR il Bhs iRy

kept under striglk paecipéris nbmeCé\JtH&tmion $ystentCar tHe mraserit smtuuﬁbneﬁbrably

et T cates | ol e e Roiaf i aliilg RS 4e5Fe. RE pBH b B of el GR" ©
certificates described in mode detail below. In the simplest and preferred
embodiment of the authentication system of present invention, the CA 46 will
produce a key pair and sign certificates all in the context of an elliptic curve group
defined for all users of the systems. That is, a single elliptic curve group defines the
digital signature operation for all participants, including the CA 46. (The CA 46
could produce a separate set of shared parameters to define a different elliptic
curve group for issuing digital signatures appearing in public key certificates.
Utilizing a different elliptic curve group in issuing public key certificates results in the
higher mathematical strength of suc;h digital signatures as compared with those
digital signatures used to secure individual bar code stings. This might be useful,
for example, in those instances where it is desired that the public key certificate
have alonger period of validity than the digital signature for the bar code stringona
personal check (which, might have a validity period of only one year, for example).
This extra set of elliptic curve parameters could be circulated to all participants,
embedded in software, or otherwise provided as loadable data. This data couid be
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by the CA 46. The CA's public key validates all public key certificate
signatures and is distributed with all shared paraneters to all
partici pavo 92/399dl ved b. Certificate Data Fields In the prPef/Esoedco4
enbodi ment, public key certificate 49 issued by CA 46 corrpri ses 8

tificate dat Ref FIG 4, th field 5
The corti fi caiURsFEH pATPAHERRTE I <o fienng et e SRR aardnpeds o

contains. For 59&@0&%@6@@62, call this nunber m The second field 52 is a
two-byte version nunber that indicates the particular format for a
certificate style. Inclusion of a format version nunber may be desired in

those cases where b g set @fBahimBh shbded saralfsterseh piche@ting ahdlBasic
docunents (or series of value docunents) having djfferent bar code data

string 60 for medlpticcurve operationsytheiGA4a eanerates aPYRiEPI s *aPaim THRRMYR® code
data string 60) e? ﬁgﬁ@ﬁ%f EH%%a"r‘rQ&ueEQﬁ dfg‘ﬂél"@?gi] aﬂ}r'é’@iﬁéldéﬂtﬂé pliUIl@Ké)d@érhﬂcate

instructions to ocument reader he data in the bar code

string 60 shoudndlipkensandasstrictkrosiabyde’ 46 Q'H)/rtEe @Bdaican [ssHeglid %ﬂﬂﬁ%‘eﬁ)f
exanpl e, and nof,. g hé’g é[ Qé}ﬁregﬁr @r‘r}dbrb @Qbﬁlﬁéate Q@hé’t\%e i R8I eREIaSip&y nuNber

for a first-issue te nma Version O (i.e., version
nunber set equaly meQPMGTh'h%OPe&Blﬂhﬁﬁ kgwyali tQSeﬂ"IPé@HC kayecaptificatectienaties

string 60 fm%r}dﬁgi}%ﬁbhﬁd%ﬁﬁ@haéﬁ handlers 6 Sl patRlipises OGUBRTT (oF Ser es

of val ue docu erent ‘bar co format (e.g.,
include a field for driver's |icense nunber, SOCI al Securl ty nunber,

Lol ephonel fax| pager nutber, of eblaggh dusl ). Lhe second, fi el o the
docunent reader on the 20 manner in which the bar code data shoul d be ‘
Do e 24 0 02 SO R L 5P B LS UBER T BBy o
certificate serdomprisesrdeertifi¢ate datadieldsn Refardrigdo Ft(armmeflrSMfedd 21 hmthdu on .
dont i Tyi ng. anc e i TEUSH e b noiBr o b b A eans T30 ex
5 into a corsol ¢atwtsiensitcald dse nafbet bn ceTtsi $cond dsidi @lSSd.t\Nb-lbytba\ﬁrslom hey
O e e Bl R Bt Bl S S
fields format version number may be desired in those cases where backward
compatibility is desired between value documents (or series of value documents)
having different bar code data string 60 formats (i.e., having different data included
10 in the bar code data string 60) printed thereon. The format number will provide
instructions to the document reader as to how the data in the bar code string 60
should be parsed (discussed in more detail below). By way of example, and not
limitation, as seen in Table 1, below, the version number for a first-issued digital
certificate may be Version 0 (i.e., version number set equal to 0). This version may
15 reflect the bar code data striﬁg 60 format shown in FIG. 6. Should a later value
document (or series of value documents) have a different bar code data string 60
format (e.g., include a field for driver's license number, Social Security number,
telephoneffax/pager number, or other data field), the second field of the certificate
format may be altered to Version 1, which will instruct ihe document reader on the
20 manner in which the bar code data should be parsed.
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54 and 55: The first is the date when the certificate becones valid (54);
the second 10 is the date when the certificate expires and is no | onger
valid (53y0 oBsteh3 dat es are represented as deci mal nunber SPCWMUS012ISH4t he

| eft-nmost two digits represent the nonth (i.e., 1-12), the second pair of
digits represents t d of the 04 fo the | ast
four digits represeggt fﬁé \RESIPN Ny 3 gﬁp?’ﬁn‘bbﬂ ataAﬁ rﬁe?‘n coded

as an unsi gned gidiprapréstineion of avaertificdtd eeriad alimbeérg rﬁd‘rla(mnin \zle‘asum nahberdl git

appears on the left. For Decepber 3 3000, woul d
represented as qveg4@@@“@&@8@%@?!@6}%93@%@ B ISSHR ﬁh?eg'ab'ewuli’ﬁlw'ﬁunber
to binary Vmereas‘sfé?lnrﬂé?ﬁlfyﬁﬂggtﬂﬁrb cebtifibates. Séridl hemberk tan S81Ge As agmdekat
12313000 is equival ent to: 11 1110 0001 10101000 . 20 The next data

field 56 i n§i cdbtes eansofisiated eatﬂtaﬁebmatbﬁ@ﬂiﬂ@at%iswed JRridet theyesn 1adilide i n t he
data field 57. rl?ifémrré(;yd-h%g'eﬁteﬁﬁhélé'sh‘éh@gk@}‘?@i‘/béé’aoﬁa' r (xp, yp) bel ongi ng

to E(Z,). In a prefe enbodi nent of the present invention, this public
key is stored in 22 bytes as follows in confornmance with ANS X9.62. The

nteger xp 1S 1 ess thgRapliShoudiith SngAEnDGoARIG YRR dtreliladih Rany DI to.

25 Convert xp into a integers M, Mi K :
21-byte stri ngﬁ4satt§iﬂ5dTB%1ﬁer$§hetd$E Whﬁﬂtbwpﬁ@f C@@ﬁmqomfts valid (64); flesecond) =

2061 M 1S 0 AP EODB0L B OBBORDO ety Shavam [k PREEABE ||

| eft of the st rrep@s&mte@tamcmnamuwsl whenelnbthe @ﬁ-mgﬂdwgmltsmpf’@ﬁ@fdh%er
hand, if yp is the p met hod
of storing (xp,'ﬁ&gs1 ('I SN %s?‘gg gﬁ{)r?dv\ﬁg %]reoftﬁtts'&%ﬁgs%é @5 o%g%?ﬁ%%ntﬂ_@%

i mpl ement i ng el04 for iApril} uandstheSast fd'mredtgltsxrepcmeat thgtyear. i Ehelrespitiog deaimat z,

t he nunber of characters A tri i iLfies the
owner of the leH"?bc,er Kseg'?eg 89%‘22? ﬁ§8hé' @E%& %%ér, \ﬂb&gﬁ]?gto%ggﬂﬁé;n&
string is pisef asirdyy digitiappéard oh thenleft. nﬁoreemmme #ecdate Dessmizard® 1,800dvdutd :
typl _ca! I‘y be Zobe[ r(c?zprdégerlt3 5gssthlerclie!:|ren% umber%éﬁblaaregn\? rtlngtthls'agcﬁtgprwn%er

specifically
to binary where the most significant bit is on the left, one finds that 12313000 is

equivalent to:
1011 1011 1110 0001 1010 1000.

20 The next data field 56 indicates the public key belonging to the owner
identified in the data field 57. A public key is actually an ordered pair
(xp, wp) belonging to E(Z p). In a preferred embodiment of the present invention,

this public key is stored in 22 bytes as follows in conformance with ANS X9.62.

The integer xpis less than 2'®', and so can be represented in 161 binary bits.
25  Convert xp into a 21-byte string of 8 bit integers M,,M,,K ,M,,. This 21-byte

string should satisfy the following equation:

21 )
228(21—1) M, =xp.

i=1
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i dentify the company or individual that owns and controls the private key
corresponding to the public key stored in the certificate 49. In addition
to storimgootiesesuinber of bytes in the first byte of the fPerwsSoesersved 15
for the nane/address of the public key holder, the actual ASCI| character

tri fol th = -77 1 I d.. This | I s deri b
101 g TR o e 5 A A it R

te-| th of th i nd f t et - | ydi h
R AT T g e i o, B

77 bytes). The ggyooovmeromnMEoteehass if Spit 6dEdnas agferrikembdelt theebjter st
character in the string corresponds to tﬁe first character in the owner

name and the | ag0000b4&t.adthis methodhef storirignpi 1) tiscowsistenthsitha tieeANB X9 A
nane/ address. The final field 58 of the certificate 49 contains the
certificate aut#apdarg iy implgmenting eliptic cyyali% on all previous fields in the
certificate 49. The certificate authority's digital signature is conposed
of two integers r and s. In the preferred enbodinent of this invention,

t he positive integerBemnexhdatsbythfielt 5¢ conjaing e, ta¢raurgeeriof charagtersinitha 65Cly
signature are less than 2161, The signature_(r, s) |s stored from.left to
right as a seqffEHeEehiting @W 'Qe\'"ﬁ-'@éa%r@”r&r of _gh_e FE@QC %%Yt%%%f@%%‘? oggﬂﬁ%%e
ES(ﬁlb % c, =r wl?ﬁécr\bél%&alsm@ﬁl X '?pi%_@éFé&l&‘a@M e\flé\ﬂhft@ﬁémomdh anE%léﬁé%_L_e?QWO@d L_=22
ach byte c is prefera a l-byte integer_where the post significant bit
s 'stored S t WeicRbt Be 28 8 40\pYies ithlenoBoTy ReRreCieh SR, LBHE SPogHcEl
Docunent i ncl udjgggtir@i thd eéomddngi bilindRidiRaR et CoinsPand €irtrdls Hiegpaais ey, and

Public Key Certificate Al though a personal val ue docunent according to the
present i nvent i egresponding to the plblic key stored in the certificate 49.

In addition to storing the number of bytes in the first byte of the field reserved
15  for the name/address of the public key holder, the actual ASCII character string of

length a = m ~77 is also stored. This number is derived by subtracting from the

total byte-length of the certificate, m, the byte-length of the remainder of the
certificate, excluding the bytes that comprise the name/address of the key owner,
a. As seen in FIG. 4, this is 77 bytes). The key owner name/address is stored as
20  expected—the first character in the string corresponds to the first character in the
owner name and thé last character in the étring is the «™character in the

name/address.

The final field 58 of the certificate 49 contains the certificate authority's digital

25  signature on all previous fields in the certificate 49. The certificate authority’s digital

signature is composed of two integers » and s . Inthe preferred embodimént of this
invention, the positive integers » and s which comprise the certificate authority -

signature are less than 2''. The signature‘ (r,s)is stored from left to right as a

sequence of 1-byte integers ¢y ... ¢4, satisfying:

21
30 S =

i=1
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10 preferably includes both digital signatures 1 and 2, it wll be
appreciated that the size of the bar code and the space avail able on the
per sonal wabuseddcunent nmay be of such inportance that tpkeTwsa/46040nly one
digital signature is desired and/or possible. In such a case, either
digital signature 1 or 2 may be used by itself. 15 In general, if only one
digital S|gnat&WQ is to be used, preference will be given to use of only
digital signature 2, as this dlgltal signature includes a PIN, and a
financial institution that has knomdegge of the shared paraneters
(explained in nore detail below) m sid-h , yerify the digital signature by
conputing all conbinations of PIN e I es an appl ying sane to the ‘
docunent to validate sane 20 (as set forth in nore detail below). However
digital signature 1 m ght be sufficient in certain circunstances; for
exanpl e, where a CUEherﬁTByteansﬁFé?&’abH%e’f bg@nﬂég?ér%eréwmé MR sighRE4H bitsd N a
conputer and software reS|d|ng theréeon. 1n such a case the format of the
MCR line is cotaredpnég e software. If the payee nanme, anpunt, and date
of issue are available, the user/custonmer mght digitally sign that 25

i nformation using only d|g|taI 5|gnature 1 Another case m ght involve the
i nstance where a pr Bnt Alternate rfuy : ' @lue ' {ngcdith i
and controlling PlINs, Digitg it - (3 , -

signature 1 until a later tine when |t is able to |ssue Plhb AII of these
enbodi nents are wit Altmoughea persopal ahug dqsiumient agcordieg pir theguesdéntinventiam. 30

S gnat ur e 10, cATtPR kA B ERAC al2 LyRiE Lo g 3 0

i nstances, i nstmcbf tife har esdendridibe apaeer ssaitatile amthelpeesonal wameniocumentpmy: hase,

an account hol 44 ma te re LGl 16 such
as. a bank chec fsﬂﬁglr%gggﬁ%%@gk@' L%S{&%]o@yﬁ)ﬁ%t& ii‘ta desg%?%oug{] ‘
woul d be desi ra;imbablkaolntwciablcasé eitivardidital sigretureHeor 2anayivet uémﬂl hydtselt 4
presenting the commercial val ue docunent was in fact the payee indicated on
the 10 face of the conmercial value docunment by having himenter a unique
PIN (cf., 4Baving thegeierdloifiohly drie aigitdlsignapee sotebe abed; lpréferenbe withtiEodi ment

above), I t WOUIg(flven to use of only digital signature 2, as this digital signature includes a PIN, and

a financial institution that has knowledge of the shared parameters (explained in
more detail below) may still verify the digital signature by computing all
combinations of PIN entries and applying same to the document to validate same

20 (as set forth in more detail below). However, digital signature 1 might be sufficient
in certain circumstances; for example, where a customer or other user generates
his own checks using a computer and software residing thereon. Insuch acase
the format of the MICR line is controlled by software. If the payee name, amount,
and date of issue are available, the user/customer might digitally sign that

25 information using only digital signature 1. Another case might involve the
instance where a printer currently does not have the capability of issuing and
controlling PINs, and might wish to thus provide only digital signature 1 until a
later time when it is able to issue PINs. All of these embodiments are within the
scope and spirit of the present invention.

30
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be technically infeasible for a financial institution to assign a PIN and
conplete the aforenentioned authentication schene for each custoner to
whom it ivw@0E396slich a comercial val ue docunent. HoweverPCTAUSWOBb@ St |

be desirable if the person or 15 entity receiving the comrercial val ue
docunent from account holder 44, to be able to verify that the comerci al
val ue docunent has not been tanpered with since |eaving the bank/financi al

institution. The al ter ngémmerERe VN Doelimbite HadHg NBibitl CSibhatires ¢ h@rticall t he

present invention is dipgchRatbaal AePRublie ey Teafic@ere 1t 1s desired to
verify a commercial valuéeé document. 20 In this alternate enbodi nent, only

"digital signature 1" is affixed by printer 48 to the commercial val ue

document. Indthe casl® ¥9MeiNg@neRs: distpad R Reseating gurarspnel chegk At 2RIt @fnt , it
will be apprechﬁag%ﬁ%& n b@odi’ﬁ@qio‘ide‘i’méi ‘?né)hﬁ\sMa@Ppr‘éQéiﬂ a é&hﬁn&"&lﬁ 'v‘é%b

docunent data I nc text strings g., financial 25
institution or mfstlnm'éssuql‘iaaﬁeaahﬁﬂ'kaﬁﬂ‘Gﬂé% buélﬂeiﬁeﬁlﬁﬁ;?ﬂis Ineth@nlattmms@p@% s

name, the amoUbfno8Ad hbGadR! edtbiolb 5110 6 & vék ﬂé}%@@c t i@jaeRaal ving
fa S§

this digital S|gna ure e critical docunment data iIs era
sane as set for ptesabiingghe cqnmgrcwgmlne d@wmlﬂa@th@pawemﬁﬁ@mwon t hm

|s preferably uged. of%@b&ﬁﬁq%a{. yhilE RUBhLG tPai hibf il & hRLEPINGER | he

manner in mhlch It 1s a e val ue i's preferably’t he
sanme as that pr havlngjﬁ‘lewmcmwe Suite a pemenﬁrche¢K1nttfhﬂaemmdy”eerdfabava)onbrw9uld| aI

val ue docunent, 8% B%]{L}} |ﬁfe§§%§f&%tfnbﬁc@%s{ﬁiaﬁl gb Qélgﬁ‘% Fﬂ@ and%p%{)lflgf@

printed on the d6CURER |ssuer
of the conmmerci aforemémlenetbmﬂhmutatloﬁsnheme ol eamh cwgtdmert%i v@uonmt isdagsssuchal d 56

28 WD 02/ 39653 PCT/ USO 604 -in es th and
data field 57 CBWFPE%% 8d88%e T%nge ﬁﬂ’g@da%‘ gﬁgggfﬁe 'E hﬁg’fﬁ%ﬁ"
:?sfsued_ the meenmy%cewmglﬂm ctmmnfmnat\;]al@do'bumeﬁifrmmawouaﬂhoﬁmmmdbeéblermt 5
ef erring now t as set fort e criti

(ot her than whai)o 368}?{ g\erfé’mmﬁﬁc'?lh‘@"'l\ﬁ&? WHLH‘F? Aot s, Gﬁ?érﬂg?{g‘gnqﬁﬁ@% ccount
hol der' s nane ofeagigr @S HankfimicRdniatitvtiinue Tie uaiteniatg ) embduimelntgiof athe
signature

authentication scheme of the present invention is directed to those instances where

it is desired to verify a commercial value document.

20

In this alternate embodiment, only “digital signature 1" is affixed by printer
48 to the commercial value document. In the case of a commercial or other
business value document, it will be appreciated that, in addition to the MICR code,
the critical document data might include ASCI!I text strings 92 (e.g., the financial
25 institution or business’ name and address, or perhaps, even the payee’s name, the
amount, and the date of issue)(FIG. 3). The method for applying this digital
signature to the critical document data is preferably the same as set forth above,
and, again, the ECDSA digital signature algorithm is preferably used. Similarly,
the public key certificate format and the manner in which it is applied to the value
.30 document is preferably the same as that previously discussed; however, in the
case of a commercial value document, the public key that is certified by CA 46,
and which is printed on the commercial value document, is the public key of the
issuer of the commercial value document. Thus, referring to FIG. 4, data field 56
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for the authenticatable data string (or critical docunent data for the
alternate 10 enbodi ment as di scussed i nmedi ately above), and the public key
certificaveoz®eszontai ning the check printers public key BOT/{661/45h@cCk

i ssuer's key), are all stored in a machine-readable format on personal

check 45 (or other perso or rcial docu omever
PIN 43 is not stF‘GWQESESW%ﬁ% "W“%ﬂmgeycﬁﬁ%ﬂ&ﬁg %%Wpﬂgg? &eﬂ%ﬁ@% YiG 5,
when the criti cglynélasEsblid aépthbSissrdshamdnmerial valledodumtents stored in the

M CR code line 90, there is no need to redundantly store this information
in an alternate machi ne-readable format, as M CR characters are al ready

machi ne-readabl e. Hewevigjo-DaRdhsidrial Béﬁd}od@Fmt data not al ready stored
in the MCR code |Iine 90 may be stored on the docunent, preferably in a

manner as déscribed below. 20 Al such critical docunment data is preferably
stored in a PDF 417R%Yé?hn§|h6ﬁrt§'li?@aﬁ é@éet@&@?a@&@&hé‘bﬁ%aﬂﬂoédﬂﬁeﬁt@@% of the

check, to the |left of e signature Iine, ust above the M CR code I|ne 90

and the M CR cl(ether mlwhamwﬁnﬁamea in th MICR core Hng 90HEHE!: 8% 14 agronat
| ocated above tfa,d.QuaineeidRidnd stfﬂﬁpé}g&?éfvélﬁb@oc@t}lenfgﬂeth%%@ﬂa@élbnéthré he two

dlnen5|onal bar code on persona ecks 1s preferably” app rOX|nateI¥ t hree
i nches, and on feotheeauthenticatablsk datatsting,(op eritieal depgnest daty or the @fedaterhe

hei ght of  tfe tﬁgﬁt%o%ﬂﬂ&wt gged)tﬂhrﬂéh‘?atglg%bﬁ eal‘?d @H@%‘Blték@fcmﬁam

nunber of data €s con al ne e under st ood t hat
the di nensi ons:oatalhlh@ﬂ'wtqf‘@nkpﬂnteﬁepwlck@md%(qmeﬁblssw’slhem ge@ll storeter dat a

may be 30 stor qrg & F\ﬂé&'@gt (fé) FGniy s i % | Aﬁ?&pQB‘QoF 8thtep‘ﬁ%§9§§flk}} Egrl n

the art, many Qe {Imat &y creatin
codes from gi velomAsgrial dmnumdmthlmgor'@@tla.hoWef/erv\BH‘é% tscngsstosechawe@on

D) ek and wii ¢ b hgbLoYEleIP B 0°AEE 5, WREHL0 o) KB Eruata 1

PCT/ US01/ 43804 sirRply tnéﬁatmﬁ'lad:mjemreﬂ @ therifiCRecodsf line@l, hereelsemeneedliacks.

ol amont - bi ook SRt s HIE TidimelB{ AT i o aE bR SR CO: 2
bar code that iMICRe¢i®rhotersed already machinkareadaile. Howavs, aitytcriﬁreal doauotent
gray-scale | migdea%a' not already stored in the MICR code line 90 may be stored on the

document, preferably in a manner as described below.

20
All such critical document data is preferably stored in a PDF 417 two-

dimensional bar code 60 printed on the face of the check, to the left of the signature
line, just above the MICR code line 90 and the MICR clear band, which is a 0.625-
inch high horizontal band located above the lower edge of the check (FIG. 5). The

25 width of the two dimensional bar code on personal checks is preferably
approximately three inches, and on commercial checks it may be as long as five
inches. The height of the bar code is based on the bar code element size and the
number of data bytes contained within, though it will be understood that the
dimensions and location of the bar code are not so limited. Other data may be |

30 stored in this bar code 60 as well. As known to those skilled in the art, many
software tool kits are available for creating PDF 417 bar codes from given ASClI or
binary data. Software toolkits are also available to assist in developing bar code
reading applications using black and white or gray scale document images. |
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5 Inportantly, many check sorters on the market today are capabl e of

I maging a check bar code at this quality |evel. The bar code el enent size
can be adyoasra@s3to facilitate reading printed bar codes PeDuS@l/#6k and
white i mages (as opposed to gray scale) and/or fromimages that are of

| ower or higher resolution. 417 bar codes bl e 0 or 240 dot
per inch gray-scale ,%éggb%r&?deggres@qm%osg [9? ﬁfg?gﬁ? %Baﬁafzzé cla {Aveis per
square inch of Bgpp Gééfé%f%bmnsldf muddle&%aawnvqerﬁémldcksmemIeldnh@ﬂ in
the art that other means of sto hi ne-readabl e i nformation on the

docunent can beblgek, IW%USé)sﬁa"r‘Pr@lStV\é?'?na'ﬂ‘i' P48 inchepigtl, producssabalcoppthatifmt r i x
Maxi Code, AstecCg, Rf I%Hafr@nygﬁﬁdaﬁ' |20§U6rh 21&5 G@t B@rd?ncﬁf gfelyfb"dal& images.

machi ne-r eadabl e ornmat i on, simlar are intended to be

within the spir impmtlsm Qheck ﬁ@rt@rrs@bthe maflseérﬁ@dayrﬁre &2PaRip obbtRIMKAa 20
As seen in FIG g cf%%%odég%ftl*ﬁg ggégty RREE T ldérr%é‘é é\@ﬂnlénf«‘é?iﬁ’é’cﬁ% Qhjubeyr

required flelds | us one or optional frelds (65,
66). The first tofapifitete eading pentedbar ao¢a§ fegin blﬁplegra,d whlke iMagas é25 PRRPSEAe

total nunber of. Db [ an m
-byte certifi ca &%g%lcélgb&lﬂﬁgr P@\ @ggg Ettd]ggez?ﬁ@p% {;/ﬁ!;rf?@?]é]%l rﬁgé'f:l eld
63 cont ai ns t he4tiibbecodss rbgdabie frorm2@ther 240 dofcear ieh gr@&mhtm@gea Chhel d,

and the fou h Ltggé g@;?réigp‘négé&?(wg%t%t 3/1@3 Sﬁéi% St |ﬂéf?@#baq(&5gg‘fipéa data bytes.

The fifth f | d ytes reserve or ‘digital
signature 2 (21 bytes each for integers r and S), while the sixth 42-byte

field 66, if prese used for di.gital .si e e). b.
Process for Creati ng ‘ﬁg?’e&%@cﬁ%dat% t@é&e&@%ﬁ%ﬁé%ﬂ%%ﬂo&ﬁ%@ﬁ%ﬁ% Oqfs f?)l?]ﬂﬁ
preferred enbodmaehine-oéaddbiz informetidn mmie@mcumystcmmbafutrhi&d qﬂarsaltamatlve

I nvention, chec LntLn rson woul d
be responsible %’o'?'f){é?‘azl?gf: n“%%ga ﬁ’}r‘r%g\@%ﬁée Cf §F %Iﬁéﬁ' ?@'ﬁ)ﬁﬁ 2\5{%@@' 30 WO
02/ 39653 PCI3 USphbinbas (st storigy mactigeireadabie tferenstiondarmdsindlar infiethbds, fareanci al

i nstitution on which onal.. checks, then the

th he
financial institt&19A tg\,ggﬁvgﬁ%éﬁgggggﬁg{i gﬁ\é\go ?fdﬂ Pe(%ﬂﬂ 'PY@“PHE bar - coded

checks. Simlarly, in the case of commercial val ue
a. Bar Code Data

20 As seen in FIG. 6, data in the bar code is preferably cdmposed of four
required fields (61, 62, 63, 64, ), plus one or both optional fields (65, 66). The first
2-byte field 61 contains an integer, k, indicating the total number of bytes in the
bar code. The second field 62 contaihs an m -byte certificate 49 issued by CA 46
as described above. The third field 63 contains the number of bytes 1 in the critical

25  document data field, and the fourth field 64, contains the actual critical document
data bytes. The fifth field 65, if present, contains 42 bytes reserved for digital
signature 2 (21 bytes each for integers » and s ), while the sixth 42-byte field 66, if

present is used for digital signature 1 (described above).

b. Process for Creating Bar Code Data

30
According to one aspect of a preferred embodiment of the authentication

system of the present invention, check-printing companies that print personal check
stock would be responsible for producing the bar-coded checks for personal check

30



docunents, the entity responsible for printing the commercial val ue
docunents 5 (e.g., a separate printing conpany or the issuer of the val ue
docurment wo 8Bb¥6F3 al so woul d be responsi bl e for produci nge¢hestiase@oded
docunents. Before produci ng bar coded checks, the check printer 48 nust

generate a ublic/private ke d th th
net hod of di gl t%?r%?\gﬁ'atﬁ?g'sc%gélﬁé%‘% 3#1% Oarnf:% Wﬁt't%mm%gﬁg‘ Cr?’ obt ain
gnge[ L;I icate fdr@gﬂam%tnﬁié pgﬁohélrchéﬂ?it th@nlbielfmanc’oiaM‘astlﬁtmeoudd ben'eis?cﬁnstmﬁd eis

i s signe es n referre
embodi nent for ?frﬁ’rﬁf"r“ﬂ@ 1@8?%&? %ﬁdéﬂ'@'aﬁﬁd )g'éﬁng‘?%eaﬁ%@ pigh alue

i nformati on on RcRAERENMHe é’rﬁi%sﬁ&%&!ﬂl@f&rf eSRAIMdMal Vdiud @diiantg t o
FIG 7, wherein both digital signatures 2 are to bee&rlnte n the

val ue documBnt (e%@esetpﬁ@t%ﬁ'@'élﬂgﬁPmH@'@’rorH%&'S?WQfU@d’aiWﬂc enfdtsg\a$q d
certificate, '%ouﬁj@&#éfsﬁénélm&fofr?Hdg%@ﬂwe"@ﬂ%@gety@o&ﬂfenw' nting a bar coded

check or ot her e docunent . fixing the digital signature(s) and
the public key certificate to the docunent): 20 1. At step 71, the check

printer 48 will i ieforé BOAAGHY HASHAEAGREAE, B8 crBENifdalh: pbfratest Oer)

with a four digit PFINto custonmer to authenticate
hi m hersel f. | rpubluqlmaata:@y@alrt(lnragcquamcegwtartmaprefﬁrreﬂmeﬁmd;pfdlewﬁhgaefarq o the

account hol,der c?“%tl%ﬂrseH?% %\Se W), 'ahé(h'éﬁ bta%lﬁa_ Ge}ﬁfﬁzkéﬁlfro%\thé‘bA;‘,d?Gforth tpublic

personal i zat i on Intin sta en a per sonal
i nformati on forkegp Aanatld c%rtlfmeteisooelﬂtat isalgi‘ed hyéhépd&!wf@tﬁdcﬁﬁﬂﬁ ank, personal:
check stock, the check printer first assenbles the | ASCII 30 encoded
characters representing t he account holder's nanme and address (step 72).
The i -byte array r épreecampteioig préferrecterobodimentfer printing autberdicationtdataand hi s

i nformation as r I rdaer ... T, d
address string d(A%%I p&%@ n‘?\?d'rl%ﬁl&ggﬁg%%e&%ﬁ%l V% #})gumei@ r&% 83/%&82@“3 o
PCT/ US01/ 45604 reﬁarmg taF G wherirpbdtmigital isignatusesdtan Ea'rertb beprinted of dlaee of
the check. The. g[uerdS tcur%gn (r:ut:eet'ne chectk pnnt%r éf@/recg véé‘ f?om bA4t6 a%ﬁcﬁ é’léntrﬁéte()f the

account hol der
it executes the following method 70 for printing a bar coded check or other value

document (i.e. in fixing the digital signature(s) and the public key certificate to the
document): |
20
1. At step 71, the check printer 48 will either randomly generate or be
provided (by the customer) with a four digit PIN to be used by the
customer to authenticate him/herself. In either case, this PIN is also
preferably forwarded to the account holder 44 for use with his/her
25 checks.

2. At the personalization stage of check printing, i.e., the stage when all
personal information for a particular account holder is printed on blank .
personal check stock, the check printer first assembles the I ASCII.
30 encoded characters representing the account holder's name and
address (step 72). The /-byte array representing the account name and
address stores this information as ASCII representations in their natural
order. The name and address string (if present) will be generally be the
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nane, and the |last character of the array is the i'll character of the
account hol der nane and address. |If the account nane and/or address 5 is
not recomndedy3shen | is set equal to zero. The check prinpeT/Uappseds an
ASCI | character string representing the MCR code |ine of a check to the |
bytes representing the account resul acter

' h
string at step 72 is tW%@Waf?%%fe%%fgﬂﬁﬁﬂéﬁs@Ptm ifec of Igcg\ﬁﬁlgn%%at a,

the "critical docunentfrgdtiradiér dithe arldy iSthel fitstidnaraststof e qebammaldereck
45, or simlar personal value docunent, the ASCII string representing the
account holder's PIN |®am¢neandatbpé@ﬁie"aarap@rtoﬁﬂﬂec@rrqx @aihed celterterRfttte st ri ng

at step 73. The resul tét%guﬁtlt{dldég n%@e EH@?ddr@éﬁt "Ghe é%ﬁ%{n@ﬁ@r%&ﬂe@g 15

4. At step 74, the che rint es Its private om /4a
produce a difital si gnlamt recorded, then Z@SSleegualdtp Z%rpg'ﬁféﬂ ehe@kpnntﬁg@nnendau gi tal

Signature 1 (118) 2T aneN olaREffnd ohepPEERGR ol Bblct ookl 2,

20 sequence of 1-bhyte ﬂwetl&gﬁa&ss"edresentmgm mbuxstmmegandzbldrdésamapas)lwng =r, ,

and 42 Y28(42 ,)d; = At st e _case of persgpal val ue
documents, the check r?ﬁt%rr S@BSIS# gegf?? t'\?afsébﬂ g?pqugﬂﬁ%{ﬁ# 6:?'{']%&

aut henti cat abl e data sdddur@nt ddiatthe wnMde@tUaﬂa stirghat ure 2. As set
forth above, digital signature 2 conprises a pair of integers: (r2, s2).
The di gltalﬂ%lgnature (r2, s2) is stored in the bar code fromleft to

i ght as a sequence Df Inkhdxhse bifergfabcheek 45, orcsiilas Pletsdhli villie dbeuMént,
02/ 39653 PCT/ US01/ 45604

the ASCII string representing the account holder's PIN is then appended

to the critical document data string at step 73. The resulting string is the

“authenticatable data string”.

15
4. At step 74, the check printer 48 applies its private key from 74a to
produce a digital signature (rs, s;) or digital signature 1. Again, digital
signature 1 is applied only to the critical document data string. Digital
signature 1 (ry, sy) is then stored in the bar code from left to right as a
20 sequence of 1-byte integers d.... d4; satisfying:

21 .
>2%g, =1, , and

i=]

42228(42—i) d, =s,

=22

5. At step 75, in the case of personal value documents, the check
printer applies its private key frorh 74ato the authenticatable data string

25 to produce digital signature 2. As set forth above, digital signature 2
comprises a pair of integers: (r2, S2). The digital signature (rz, s2) is -
stored in the bar code from left to right as a sequence of 1-byte integers
C1... C42 Satisfying:
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21 ~28(2i i)c; =r2 and 42 Y28(42-i)C) =S2 i=22 6. The ,n-byte certificate
i ssued by CA 46 containing the public key that 5 validates both digital
signaturew0 233 2 is then retrieved (step 76). 7. At stepCTUso43e04check
printer calculates k-, the total nunmber of bytes to be stored in the bar
code data string, where k = 87 + m+ 1 (The nunber mis the nunber of
bytes in the certificate retrieved at step 76 and 1 is 10 the length of

t he account hol der's nane and addre gt ing.) 8 At step 78, the bar code
data is assenbled into a k byte strfﬁ@ Mgaim,andit is noted that the MCR
code line 90 is not stored in the afray of data, again, because the MCR
code line 90 is already stored on the 15 docunent in a machi ne-readabl e
format. 9. At steps 79 and 80, the check printer 48 preferably generates
bar code print date fromthe data tyteng and prints an approximately 3
inch wide PDF 417 bar code in a cég;enleht focation on the face of each 20
protected check, preferably on the face of the check in the Iower |eft
comer. All other standard personalization information is printed as well,

including the M CR godend . igtedtisttificaR icbumsy ma@aﬁah@)m@c@@wbu@%ﬁ%t hane

and address fields on the check 25 An alternate enbodi ment for printing
aut henti cat Bon dat a anvelidatg baih digiiabsianaiures il end 2riathnepretgpved (Ps®hal val ue
docunent is shown in Figure 7a. It is expected that this nethod will be
carried out for conmercial value docunents, and in the case where the
space avail abl e on hetstapstiniétie m&eﬁmcmmmwf@ém@fnurwr\ﬂi)bﬁ% 89653

PCT/ USO1/ 45604 such i I ature
is desired and/or sbré%b({rggmqﬁeﬁ%}%ugég%ﬁ%ﬁ%ﬁ %}Qdy |ta g%gtnﬂﬁ]lggpl or 2
will be printed on themls the number of bytes in the certificate retneved at step 76,and [ is

10 the length of the account holder's name and address string.)

8. Atstep 78, the bar code data is assembled into a £ byte string. Again,
it is noted that the MICR code line 90 is not stored in the array of data,
again, because the MICR code line 90 is already stored on the

15 document in a machine-readable format.

9. Atsteps 79 and 80, the check printer 48 preferably generates bar code
print date from the data string and prints an approximately 3 inch wide
PDF 417 bar code in a convenient location on the face of each
20 protected check, preferably on the face of the check in the lower left
corner. All other standard personalization information is printed as well,
including the MICR code line and the (human readable) account holder
name and address fields on the check |

25
An alternate embodiment for printing authentication data and digital
‘signature information on a personal value document is shown in Figure 7a. Itis
expected that this method will be carried out for commercial value documents, and
in the case where the space available on the personal value document may be of
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docunent. However, it wll be appreciated that the alternate nethod of
Figure 7a is not so |limted and al so may be used, for exanple, in the case
wher e botwod/ggesal 5 signatures are to be printed on thePQEUS@ONnEbodval ue
docunment. As seen in Figure 7a, steps 71 a through 76a are substantially
identical to steps 71 to 76 of Figure 7. Once the.in-byte cert] te i's
retrieved at st3gh7BROMRNGE t?'fibhe \A?enafgf'%p@e S'QI‘%W ¥é§td§8'redl tior If it

i s determ ned Eﬁos§|b%Paﬁ&&h&é"@my@nlldﬁllglt@l ggﬁétunree Pot 2 wib daqormtezr enl ther the
bar code printed on the va

t he net hod o to ste
79a where di gi td&FU@PﬁhWﬁ@'tWE‘%ﬁd’H@@CF&dﬁ %tﬂﬂ)ea?'{m meEPSOFEﬂ‘érﬁ 7ais ° P
cal cul ated at sigeBg ﬂﬁ’.ﬂe@sﬁ@é@b Mkt ddeq, %ﬁéﬁér‘n;@l@ il ThetBast viflere both didital. | f

digital signature 2 i1s not to be stored, then th rocess skips to step 81
a, where thé meignatiresaveteerpaiedon tha Rareqnal ¥¢“§‘?\Q? M is to be stored in
the bar code printed on the value docunent (e.g., in the case of a
comerci al value docunent). 20 a. If digital nature 1 is not to

stored either, an eAsdeends Figyec(s: ﬁmsaﬁatmrﬁ@gfp Grarssubsigptiallg fenticsl th

digital signat Lgt%)s 71'1%7%3)55@&&?%290(& thE 5. éHPﬂ'cEfe%Pe?r%%HQtﬁé@%a gk where

digital signaturég 1 is a to the bar code string. kis

cal cul ated at dtlewirerstepsianedgheroeffelosedequat i on k= 45 + mtf at step 84a.
Simlar to1 he met hod shown in Figure 7, at step 85a, the bar code data is
assenbled into a k byte string (including k certificate ti. Nane/ Address,
and digital signatur¢ [)tiS@etdrmihéd afi siep @Ba thatdigital signatures2 isdolbe storeddd, t hen

e, process notead bt qesed ool ok e R i BRSPS p oot e
docunent. 34 WO 02/ 396%3stepToblsihkret 8igitat sighaturd 2ds gdded tosthebat code. 1 £jis not
to be stored, then the thrg?'ltcha?c?.ll erdogt steO;I) 80a according to the equation £=45 + m + [
15 ‘
2. [If digital signature 2 is not to be stored, then the process skips to step

81a, where the method queries whether digital signature 1 is to be

stored in the bar code printed on the value document (e.g., in the case

of a commercial value document).

20
a. If digital signature 1 is not to be stored either, an error has

occurred and the process stops 82a.
b. If digital signature 1 is to be stored, the method proceeds to step
83a where digital signature 1 is added to the bar code string. £is
25 then calculated at step according to the equation £=45 + m + [ at
step 84a. Similar to the method shown in Figure 7, at step 85a,
the bar code data is assembled into a & byte string (including

certificate £ Name/Address, and digital signature 1)
30 3. [fdigital signature 2 is to be stored, then the process instead proceeds

to step 86a, where the method queries whether digital signature 1 is to
be stored in the bar code printed on the value document.
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to step 85a where the bar code data is assenbled into a k byte string
(including k certificate C, Nane/ Address, and digital signature 2) 5 b. If
digital svgnzaswse | is to be stored al so, then the net hodPCplUstiesast t 0 step
87a where kis incremented by 42. The method then proceeds to step 85a
where the bar code data is_assenbl ed |nto byt in |nclud|
certificate ~ Name/ Addre%éfgg'gq?ﬁ'p'?ajw 'ﬁﬂ%ttt%P%Stfyeéﬁ@eﬂlﬂbq 'ﬂ?ﬁtﬁc’gp@ﬁg? re 2)
(10 4I therkstep 8]§a thef f%aé‘teNa 85&/3\2/5@’@%6 Bara:ﬁd@dbtlbesdasmle&l |ktota/k§a/ytetr| ng

i ncl udi ng certificate . me/ Addr ess ita nature 1 and/o
digital signature 2,) at 8fieg @rluding & ceftifigy %r[t q%zéd $hod! ﬁéﬂ}\tﬁ
Figure 7, at steps 88a and '§% e check printer 48 preferably generat es
bar code print date fromtﬁ ata’ string and prints an approxi mat el

inch wide PBF 417 bar cduelfidigitel signatueaileist tol be Htored absp. ttE@n fthg enedho ach

protected check, preferabl é@%edsttggt%p%‘?g\nlﬂgretk{?? PEr'éﬁfé\ﬂtédrbyt&e TheWRlh ddoef t

coner. All other standard personalization ormation’is printe
wel |, including the M CR cthéa prddeads tarstept85a whetanthe barccdaidats)is agsembiad hol der

nane and address fields on,the check It wll. be i nce
digital signature 2 is pr g Pelélct?yﬁ FWQ%Q&'&Q'“SJ%%%@?%?@% % %E?%é’i t al
signature is going to be pgighdlehnaturée mdid@tai@tgnaﬂr’éZ)(for the reasons set

forth above), its addition to the val ue docunent is preferably queried
prior to tH8 of digital signature 1. However, the placement of the two

queries within thegmxiapdidpessd)ehd Béreédﬁéadw&ids dédehdigd feparkt b stirgm t he

scope and spirit of the invention n yet anot her enbodlnegt in

the case of commrerci alinglyging W”&fé@t@ﬁé\m@mﬁmﬁ%d'm@@wa@ﬁa} angierdliggle query

for digital signatureg ggsary, so that a query for digital
S|gnature 2 (steps 81- @%{ulrézl?ge a sZnt fromthe method set forth in

Figure 7a. 35 WO 02/ 39653 PCT/ US01/ 45604
15 5. Similar to the method shown in Figure 7, at steps 88a and 89a, the

check printer 48 preferably generates bar code print date from the data
string and prints an approximately 3 inch wide PDF 417 bar code in a
convenient location on the face of each protected check, preferably on
the face of the check in the lower left corner. All other standard
20 personalization information is printed as well, including the MICR code
line and the (human readable) account holder name and address fields

on the check

It will be appreciated that since digital signature 2 is preferred in the cases |

25  where only one digital signature is going to be printed on a value document (for the
reasons set forth above), its addition to the value document is preferably queried
prior to that of digital signature 1. However, the placement of the two queries within
the method may be interchanged without departing from the scope and spirit of the
invention. In fact, in yet another embodiment, in the case of commercial value ’

30 documents, it is likely that only the query for digital signature 1 will be necessaiy, o)
that a query for digital signature 2 (steps 81-83) may be absent from the method set
forth in Figure 7a.
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I11. Validating a Bar Coded Val ue Docunent at the Point of Purchase A
Paynent System for Readi ng Val ue Docunents 5 In a preferred enbodi nent of

t he presewo 02/sp66hti on, participating merchants, banks, abPdruke@/4sskde wi | |
equi p each teller or cashier station with a check readi ng system 100 t hat
can preferably read the MCR codg |ing on rl‘g;\l corC|aI checks,
retrieve the h¥ B aRE o et HEN2SeC hi ne- r eadabl e
security data froma such checks, produce 10 a 200 or 240 dot per inch gray

scal e i mage of the regpRmeal Syshen foreEekding SakielliRumeats code is printed, and
can accept a PI' N nunber 1 npu rom custoners tendering a personal check. A
preferred enbodi nent of the check reading system 100 may be seen in FI G

8. 15 It cam be seennif drbferred. ehb@dlﬁ]@ﬁﬁ‘bfrtﬁédﬁfeséﬂlo|ri\ﬁ&ﬁ{|éﬁje§aﬂ|6|pb
scanning and a process%ﬂ_g@s ystem 110, a parsing nodul e 120, a val.i atlon

nodul e 130, arifeighpelss ELAYIE 'FKec‘é('!lle&H'PnQﬁﬁH‘I t§”elr195 qeghief sEiPYIWiH 2 he PIN
fromthe presentfby Qhqik %yQ@ U thdt o re?é?&ﬂ&”?*éad"ﬂiéjﬁfcéﬁco‘% iMel @e ker

47). 20 The i mge scanm%g and processi ng system 110 1 ncludes a M _CR reader
subsystem 112 frarsonalr angicegmereiat cherksl refirvendia rerehinerregApRleNVPiieat ode

| t eaek

errieving . tne RamRFeSaSHTRRonRe RIS sSH kAR o SUHRRLRTbMAC 06 o

t he documertto, A@ZO@\MMQIB)WEBIOQBQE&Y seelegmage héthpaiegomugfﬂm@be@(wwe the

preferably Parsgs {flo RXbHREL Shnd 2ahNSoddBl aCOHP niber t%?%rowga%me&‘s ot her
ata, tUhe public key

critical docunen erti cat e, t he tal
si gnature. Aft dendérengoampsosuall chieit | Aiprateirmed emhnmreerlw theeltecls«esadllh@ PIN

fromthe docum&égﬁqgfﬁaﬁ&e segﬁé{\ Eﬂgeq]scanni ng system 110 assenbles the
on tm '

aut henti cat abl e base e PIN. Alternate inmage scanners
t hat produce higher or lower quality images may be used at nerchant 30

wih the dnner raanae R HER: Biiee HheEk epie oRf E@%éﬁaﬁﬁiqes%?ﬁwﬁémms

scanner sanpl esande4 ﬁr@esﬁn@bwemaqol 4 edrsirg medulé 120 tahealidatibimotiulenaobar
code el enent

bar code el errerﬂ@a%%rtso% 'deg?} ﬁ%ﬁ“@P "f%é'[?e %re%%'?fﬁaa?negg N%?tgﬂ%e pheienP'

of the document (e.qg., account holder 44 or attacker 47).

20 The image scanning and processing system 110 includes a MICR reader
subsystem 112 for retrieving the critical document data from a MICR code line
contained on the document and a bar code reader subsystem 114 for retrieving
the security data from the two-dimensional bar code printed on the document. As
will be discussed below, the parsing module 120 preferably parses (or extracts)

25 the bar code data bytes to obtain other critical document data, the public key
certificate, and the digital signature. After the personal identification module 140
receives the PIN from the document presenter, the image scanning system 110
assembles the authenticatable data strihg based onthe PIN. Alternate image
scanners that produce higher or lower quality images may be used at merchant

30 stations by coordinating the size of the machine-readable bar code elements with
the scanner resolution. For instance, two and one-half to three scanner samples
are generally required to resolve the width of one bar code element. As aresult,
for lower resolution scanners than 200 dpi, the bar code elements must be
greater than 0.013 inch wide.
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WO 02/ 39653 PCT/ US01/ 45604 Validation nodule 130 includes a certificate
val i dati on subnodul e 132, and a digital signature validation subnodul e 134,
and i s usedoyaesal i date the digital signature based on thkeT/pa@liseodkey
certificate and the authenticatable data 5 string. It will be appreciated
that though certificate validation subnodule 132, and digital signature

val i dati on subnodul e 134 are preferably separate subnodul es, they need not
be S0, and the: rdeWélid@ﬂ%mde@ 1<30ﬁf®¢|nﬁt%tdé aem'ﬂ@htes/ahx}.ﬁnidulsebmmaulihezf
certificate validation subnodu val i dat es e i e ificate
based on the C@@Lﬂ)plgﬁakﬁwafﬂf?&@% ﬁ@ ﬁ%ﬁ“?%ﬁ%éé 'c%ﬁ]'isqugg %X’@Bﬁ%\t‘[ t he
aut hentic publ 'd?glfé%’lgﬁétut’é‘l?aé‘éa%“th@bwﬂic% éSmﬂZfét@ aduwl Althentgagbledata

val idation subnbdule 134 validates the d|

b
authentic pdbl iSringy ‘tVlel‘ b@l‘i@@lgcﬁ&%ﬁh@?m@gggﬁ%ﬁ‘f‘ g(@f‘ u‘fr‘?fe‘lsé' "t%g W@q&ét a

string. 15 B. g § .tag s@grfahﬁfékvatdaﬁorpcmhdamepumha@e pfSTefBBN sepafatds 9,
the verification 20 er sonal check 6913 comrerci al chec % roceeds
 funcs o,

at a check rea(ﬁuﬁ@%ﬁy?tse eygeed mot h@swrr% IO Megnes corbingg i 201,
the cashier or stuﬁH ofluidPr ocesses the check through the check reading
system 00. The ‘check read| ng system 100 will read the MCR code line. In
addi tion, the check reading system 100 wll 25 inmage the check, read the
bar code, 2 trieve a i ( €p a ength
bar coda dateoa Sri n;}';\g Qérzﬁﬁaté h%lnﬁ?fqﬁ%ﬁﬁmo@é‘l% 1 ée)\{:dg?%e%l@gt ew?lﬂ?c |<e3|'

| engt h of the rantficatecbangdrandbe Bﬁwblwkesam@)eretheupgbh@keygegﬁl&at@rc‘@nla(lns
present) and di f f (

preferred net hogé usegﬁt'(gl:}'%Ifé @y%ﬁ@bg&@&ﬁ&ﬁﬁé 8 fﬂ%‘?ﬁg@a?@ﬁhghgef\éé?@gfg&fo th
bel ow). 2. At mmoﬂnwaals:ahganehmam@ul gignatare !aaﬂe@l qmbeauthleet}c pblickey6, the

he 5o AU i iy o proces o verl

B. Verifying a check at a point of purchase

As seen in FIG. 9, the verification 200 of pefsonal check 45 (or a
~ commercial check) proceeds at a check reading system 100 in the following
20  manner:

1. At step 201, the cashier or teller procésses the check through the
check reading system100. The check readihg system 100 will read
the MICR code line. In addition, the check reading system 100 will

25 image the check, read the bar code, retrieve and parse the bar code
data to find £ (the total length bar code data string), m (the total length
of the certificate), / (the length of the name and address byte, if any),
digital signature 1(if present) and digital signafure 2 (if present). (The
specifics of the‘preferred method used to parse the bar code data

30 | string are set forth below). |

2. At step 202, using the widely available public key of CA 46, the check
reading system 100 runs a certificate validation process to verify the
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authenticity of the certificate. As set forth in nore detail below, if the
certificate is deened not valid, the check is rejected and the verification
process WOpP¥39653 3. Assuming that the certificate is valipar@d)/4sb@ check
readi ng system 100 then parses the public key certificate to obtain the

check printer's authentjc, p ic key (st 2 4. The readi

system 100 then assé& Ieagc'tyh‘gbtb?icteh@éﬁ&ddggﬁﬁﬁ&hl'é nﬂ?a&egﬁfﬁﬂaﬁa? t@%4. I n
the case of personakegifiest istGeerh&@neiosfit the khécles reiectedmndansivertitations
character string is also preferably appended with the ASCI| representation
of the M CR code |i REOGEESi¥Scheck as previously read by the payment
system 15 5. At steps 205 and 206, if the check presenter is presenting a
personal check 45, the paynment system pronpts. the cgs&%{er to ask t&f check
present ert o3 nput hdsAsRIMIPY Kpat e rerificrisip yalidatess theghe ﬁ@‘é’f‘%ﬁysi%“@ is an

ntegral part of) tBRcRaks’ GRdpiicoNSY eRie BOofafihmectiRs paRgrg
system 100 t hen appends the ASCI| representation of the PINto the
critical docunment dauthentic peblin kaydsteRt298hti catabl e data string and then
applies the check printer's authentic public key obtained in step 203 to
the authenticatable data string (step 201;). 25 7.1f digital signature 2 on
t he aut henti cat abl e 4ddweachsckiregding sysiamed0(tergssernrags theneriicalidomenk i s

accept ed (S{Ep 209) BACANIPa G%ﬁxfeéqasga%%&géaé?gge&t%er oliftdbiderd he

critical document data been altered ed Wth In any way
since the bar code wase gndadideess, charatter stiig ip alsoqieterally appeansgd wib ther r ect

PIN and is therefor r X i i e :
Do) 306083 PCT) UsoLs 4bSe] EREEHidh ?@f”e.z@%§°%%’#'§ey°'ﬁa?§s§%??% vl
refuses to supply aré&idbythe pegmeot syatgmpl y a PI N whi ch causes digital
signature 2 to validate, (such as
15 5.At steps 205 and 206, if the check presenter is presenting a personal
check 45, the payment system prompts the cashier to ask the check

presenter to input his/her PIN using a keypad that is connected to (oris an
integral part of) the check reading system 100.

20 6.The check reading system 100 then appends the ASCII representation
of the PIN to the critical document data to form the authenticatable data
string and then applies the check printer’s authentic public key obtained in
step 203 to the authenticatable data string (step 207).

25 7.If digital signature 2 on the authenticatable data string validates (step
208), then the check is accepted (step 209) because successful validation
indicates that:

o the critical document data has not been altered or
30 tampered with in any way since the bar code was
produced; and,
e the presenter provided the correct PIN and is therefore
presumed authorized to write the check.
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in the case where the party presenting the check is an attacker 47), then
the check may be refused as paynent (step 210). 5 In sone instances, the
account vobdzs96431 i s not present to enter a PIN 43 in orBeT/usa/45604i fy a
personal check. This m ght occur, for exanple, in "back roont anti-fraud

verification proce55| t hat perforrred a t.he teller wndow or
poi nt of purchase. <%1CQHE333'F§}§ lﬂre?er?t'f‘ﬁ%cr@&gé%fu fosu BBP,!&Jﬂ Yol der
44 10 pl aces a remt@nﬂbﬂﬁfppw@Pmﬁhmeh@a@eesldm@mgmatuwztowhmat@(md@e
comuni cations network, and then forwards checlﬁ_ﬁgﬁithe %@r or ot her

person or entity, whB thegaseavharg therRaryipresenting tis c¥€Ras not

been tanpered W th shBeReck ﬁ@;b@@ah@@a agaayrﬁéntt(a@pmoyson writing the check.
| f the customer or custoner is unaval |l abl'e, the follow ng steps are

performed i nstead of steps 206-209: 15 1. The check readi ng system 100
checks to see If thelﬁ%gfn% nfst%?&'stﬁ\% ac%b&m?‘lbléfe%@lsq{o%@%bnita ehid AFelyzeved

bar code data at 212 signature Is not present, then the
check reading smr@ﬁﬁtwenfyzmeémk@hqqk E@émlghtep@urtf@re@%ﬂmrb@dgrq%n

avai | abl e at 213, d’Eu&i{/&Jif{cﬁ ion ﬁr‘ogé'?él ﬁagls &h‘%?st egﬁ rﬂ%efehé’rvogﬂdv\fdrcat I on

cannot be conplete rocess S st
signature 2 is pmelsefrmJ,rchaSBeﬂt roigbt g8 soslin V@se@amwwﬁtacmyntm Bédat ed

by running Pl r I each
possi bl e o1 10 25PBePRaTERbisi g B QeattE! irite, B ol il opunit o
aut hent i cat abl enetl@rig ast themjouwerds$ acheclportisoreddilevat therdmmmemw Wwhoes 3.
If the digital ur.e | , 216.
The check readi Wﬁglﬁkéﬂ]ai&?%{ Réﬁﬁg@%@ﬂ%:}@ga{ ﬁ%@@?tllfl ca H@%i%&n@HE?E%S dat a
and appl i es di gleaaingsh@hatdiofdhd pesonheitiagititeé cledckd olf theecitstataeroratus@b@eri n
order to verify_that digjital ,sigpat. 1 id f | td i
docunent dat a. gwwnﬁ%@&?qﬁ%@g%@é%}e@gg%%}‘%rq]e]d%ﬁté%}f%f%éséég%ﬁ%(}% I
val i dates (step 217), then the check is

1. The check reading system 100 checks to see if there is a digital

signature 1 present in the retrieved bar code data at 212.

2. If digital signature 1 is not present, then the check reading system 100

20 ~ checks to see if digital signature 2 is available at 213. If digital

signature 2 is also missing, the verification cannot be completed and

the process is stopped (step 214). If digital signature 2 is present,

then the personal value document may be validated by running a PIN-

generating algorithm or similar method (215), using each possible PIN

25 permutation generated by the method to assemble the authenticatable
data string until the personal value document verifies

3. Ifthe digital signature 1 is present, the process continues to step 216.

The check reading system 100 then assembles the critical document

30 data and applies digital signature 1 to the critical document data at
216 in order to verify that digital signature 1 is valid for the critical

document data.
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aut henticated (step 210) because successful validation indicates that:

the critical docunent data has not been altered or tanpered 5 with in any
way sincavohy3dwar code was produced. The above steps woul BCERUS@/45604carri ed
out in an alternate enbodinent of the present invention, i.e., in the case
where a custoner presents bank ,check busi nes heck for si.t or
cashing. Finally, a4 dlf gq'Q'%' %gwgﬁuﬁevﬁld%esprgie r??e@ i HePHBEe Cg@% wher e
only one digital signalhémickdystepa10)bdeauds sidoedsilvalidgtion smiitatesthdtue
document (for the reasons set forth above), check reading system 100 m ght
be programred to 10 check for digital signature 2 prior to checking for
digital signature 1. Though 'the'cﬁncapéi&f&rﬁérﬁQaﬂa%a’s%@@eé?ﬁa‘ﬂ%ﬁéd‘@ﬁ%n%efrétﬁ PIN
or custoner is unavailable to verify personal checks by first checking for
the presenc® of digital signawitirie any way sineeythe Bpgeeda was Biedied® 2 were
present on the check, check reading system 100 m ght first execute the

PI N-gener ating al gori thmor simlar nmethod until the personal 15 check
verifies. 1. Parsi ndhela@omsteoeweuu@dsp ke garried Pt in an alterpate emhwdimenté bar

code data on t ST ind k
(the total | engﬁ%}‘géstéﬁggggh{ s'ﬁ ri ng%gqug}l? ﬁwﬁow Hl%rzg%nﬁgengt hwcg '{he
certificate), Ior(musmelsengecbkfof demzsutmncasrmag data field byte), digital
signature 1 (if present) and digital signature 2 (if present). The bar
code string nmay be read froma 200 or 240 dot per inch gray scale inmage of

the bar code, or it Biaall;,bessmgimhagnata'rngisnpmfercﬁdfiﬁein@nasdmleafremfy ewele 25

scanners curren avai | abl e, e er

retrieved f rom({-sﬁé" FENatR &S g?—@? é? b%:i\g Eeﬁaql—:\ pg'f%%g anq é%érmﬁ%ﬁ fgféhee t he
bar codef dat adSrbaasm ée‘tg?h bsove??mmheeadmgaswémeloasgggm pr«)gtamma@t%z ep:sL |
in a preferred net are effec

Kk, thg bi ndy rc@ﬁFgggﬁf%t?l Yonatyre %thoég mﬁ‘fg'é‘vp?ffdzﬂé?ﬁ'gn?twe[t%é(gﬁi te is
retrieve from thefetietisih thm b&ée%swh?éretth@ Findror apeonar is ueavaildblk. toAldrify

i nt egers referabl are st t st signif.ican the left.
Thusg forpexamﬂeés q:IcBecks r%{mﬁg aﬂ RIRS cgdlg ‘sxgnature ’Pnfonly

digital signature 2 were present on the check, check reading system 100 might
first execute the PIN-generating algorithm or similar method until the personal

15 check verifies.

1. Parsing the bar code data string

As set forth above, the bar code data on the value document is parsed by

the payment system to find k (the total length bar code data string), m (the total

20 length of the certificate), / (the length of the critical data field byte), digital signature
1 (if present) and digital signature 2 (if present).

The bar code string may be read from a 200 or 240 dot per inch gray scale

image of the bar code, or it can be scanned using many different laser bar code

25  scanners currently available. in either case, a string of bytes is retrieved from the
bar code. Referring to FIG. 10, in order to parse the bar code data string into its
component data fields, the following steps in a preferred method 203 are effected:
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5 stored as the first two bytes in the bar code data string, k is
reconstructed as: k = b, 28 + b2 2. The third byte is then retrieved from
bar code wi@bza3wsssing at step 302. This byte is (a binaryrPepps@ssnidat i on
of) m the total '"length of the certificate. Bytes 3 through m+ 2 are

thus the printer cergjificate. .10 3. Byte.m | ri 303.

This is 1, the Iengt§1 of ?ct,hlgQ{quyfecozg?s\/engaﬁf)%fﬁeﬁ%tﬁgnugﬁelrﬁggﬁgs'ﬂ}ﬂgé&%‘oo (step
304), a critical data fi gbdb isirétieg fram nigd firgetvo byfestonthellzar codelat stdb security
data string and the process conti nues on ytes m+

o step 306, jf 1 > 1
4 through in + f+ 3 are the Alipieges p&%ﬁ@blgtaﬁ ﬁgfedamﬁ' tb‘?@‘“?%%'ﬁ’”é‘? d at
step 305. 5. As digital piOahanét 2reiver &eipletd DO &% dnébyyihegedsor r2 and
s2 20 each) bytes m+ 1 + 4 through m+ 1 + 45 are then retrieved at step

306. |f bmtB+4. .. bm+1+45staresl astbe firshirtodoviastie erbarghie atgsying, Hilgi t al
signature 2, then 21 8(21-f?1 r2 = ~_é_z, ~T1+3+, and, 21 S2=Y2 8(21-1)b
nr+t+24+t =1 25 Where RGMEHCRAJWATAred 2%s (r2, s2). 41 WO 02/ 39653
PCT/ USO01/ 45604 6. If k =45 + m+ 1 (step 307), then the process stops
(step 308), as all fields have been extracted fromthe bar code. QO herw se,
the barcode parsin@. pr ofkeethirdbyteds bpn siieved from bar cedegrtasiing atitensiGed h dat a
field 66 (including digital ;Si : i . # st ed.
As digital signature 1 afr@(% b@%ﬁ%ﬁ%;ﬂé@rﬁéeprésfenta%ﬁﬁﬁ%, tHesto{athéPlgﬁ?(é thRe
certificate. Bytes 3 through m + 2 are thus the printer certificate.
10
3. Byte m + 3 isretrieved at step 303. Thisis /, the length of the critical

data field string.

4, If =0 (step 304), a critical data field string is not part of the bar code
15 security data string and the process continues on to step 306;if / >1,
bytes m+4 through m + £+ 3 are the critical data string, and are

retrieved at step 305.

5. As digital signature 2 comprises 42 bytes (21 bytes for r,and s,
20 each) bytes m+[+4 through m +1+45 are then retrieved at step
306. I bpwia.bmesqs @re the 1 byte integers which store digital

signature 2, then

21 .
. 8(21-i ,
7 _‘z :2 ( z)bm+l+3+i and,

i=1

21
N A3(21-1)
§; = Z 2 Byyrrions

i=1

25 Where digital signature 2 is (r», s2).
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bytes (21 bytes for r, and si each), kshould be k =45 + m+ | + 42 or 87
+in +((step 309). If k # 87 + m+ 1, then report an error and stop (step
310). O iveowt/3ws3digital signature | is extracted from byP€BULM/45604
bmt1+46. .. bmt1+87 (step 311). Again interpreting each byte as a binary

integer wwth nost signifjcant bit on t left, reconstruct (r, s 21
s(zl-') rl = E bn, f1+45 %:Agn+d;?1+lz(§teg%8§)E§1eg’(tf2elprlo?%sfq%s6(§ p%O?ia%fffl dat a
fields shoul d now be parfags hagedebr dxabcte@dmnstifd ber aode.t [Etheiwisy; éss

conpleted (step 312). 3. Validati_ng a Pu%l}ic Key Certificate 15 Once the

bar code string is parseBBIHRAEINGHrarsads 0 s1eR0%n attenpt to validate
public key certificate is made in validation nodule 130. As shown in FIG

11, a preferred nethod 202 for validati ng{ an m-byte certjficate ipc_l udes

the followdng stepd: 20ALstep8P9cthe sixihea éﬁ?'@@érﬂnc{bﬁ@gtﬂ)@'@és'gﬂaﬂ‘ﬁe ), if

certificate. According tere%Qﬁt isRh&f ﬁtfa%@d?ﬂ%’@@ltél’%@naw@@ ddo" ﬁndﬁi%sﬁ%@f t he
m

certificate, cl, a binar representation o is retrieved at As

with digital signatures bytesif tytes far aanst e£ash)ekShontsdRe frerdd +or +{ Hd2BF esent

invention, if m<_ 42 25 _(step, 402) e certifi e s n ' t he

process stops (step 403) 3{’ +4’2‘9M66§p§g§>}§@¢%Wﬁ%%@éﬁﬂgé.eﬁ%%ﬂd%1 42,

then cm4l...cmare the %mgf?emtﬁ&vﬁé@wmr@gﬁwr@% isag)dratied febat Bytss gned

in the certificate are bytes $ ... C..42. The. eourporteq“g:A Si rbature (r,

s) is then Yeconstruct edPatssPepsrdbigp 241). Again interpreting each byte as a binary
integer with most significant bit on the left, reconstruct (14, s1) as

21
L 8(21-
h= ZZ ( I>bm+l+45+i> and,

i=1

21
_ 8(21-)
8§y = Z 2 bm+1+66+i‘

i=1

All data fields should now be parsed from the bar code string and the

process completed (step 312).

3. Validating a Public Key Certificate
15 ‘
Once the bar code string is parsed by parsing module 120, an attempt to
validate public key certificate is made in validation module 130. As shown in FIG. |
11, a preferred method 202 for validating an m -byte certificate inéludes the -
following steps:

20 ,
1. Let cy...c, represent the bytes in the certificate. According to the

preferred embodiment, the first byte of the certificate, ¢, a binary

representation of m, is retrieved at 401. As with digital sighatures 1.

and 2, in a preferred embodiment of the present invention, if m <42
25 (step 402), the certificate is not valid and the process stops (step 403).
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5r =28(21-i) Cm42+4 21 S =2 Cn:-21+ i 8(21 ) H As before, bytes
cmd4l...cmare interpreted as 1-byte integers stored wth nost significant
bit on t mOb®84653 10 3. The authentic public key for the CRCTES@apbised to
(r, s) in order to verify that it is a valid digital signature on the data
cl...cm42 (step 405). If the digital signature fails to verify (step
406), then the certificate is not wvalid (step 407). 15 4. The validity
dates stored in thexdaiaechigbds, knand, 25, at thdpupertedfCA aigaatuse byteben

retrieved (step 408) and co red with the current date, (ste 409). If the
current dage ig not)\/\ﬁf‘ﬁitﬁem ad%l%e(; itithe %ﬁ@@??ﬁ atf }bﬁte%‘hg"'%@é%tigl%necate, a
stal e/ not -yet-val i d cwdofre'ea@@s@h?@ée g§s)ii§ﬁéﬁ¢e&§%ﬁ9ct@a%l stepUclyay; cal | y,

if an alert (step 410) 1's Issued, erson performng the "verification
process (e.g., teller, cashier, retailer) will need to decide if the
certificate is allowed even though it has expired. In general, check stock
wll be prigted using a certificatey, Z“W@HEkQS valid at |east sone

speci fied nunber of years; for exanpl €&s two years beyond the 25 print date.
Thus, an expired certificate alert at a point of presentnent could in such
i nstances indicate that the check stock is likely two or nore years old.
The payee or bank nust deci de mhetheriifsagpor or reject the check stock
probably based on guidelines provi déd . ¥ t hén243 WD 02/ 39653 PCT/ US01/ 45604
certificate authority to all participdfts in the security process (step
411). Instead of making a decision to honor or reject a check based on CA

5 guidelines, an additignal verjification process mBy be fakiTerd fordeh

with most significant bit on the left.

10 3. The authentic public key for the CA is applied to (r,s) in order to verify
that it is a valid digital signature on the data cy...cm-42 (Step 405). If the
digital signature fails to verify (step 406), then the certificate is not
valid (step 407)..

15 4. The validity dates stored in the data fields 54 and 55 of the certificate
are then retrieved (step 408) and compared with the current date (step -
409). If the current date is not within the date limits specified in the
certificate, a stale/not-yet-valid certificate alert is issued (step 410).

20 Typically, if an alert (step 410) is issued, the person performing the
verification process (e.g., teller, cashier, retailer) will need to decide if
the certificate is allowed even though it has expired. In general,
check stock will be printed using a certificate that remains valid at Ieaét
some spéciﬁed number of years; for example, two years beyond the

25 print date. Thus, an expired certificate alert at a point of presentment
could in such instances indicate that the check stock is likely two or
more years old. The payee or bank must decide whether to honor or
reject the check stock, probably based on guidelines provided by the
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I nstance, a central database of revoked certificates nmaybe consulted
(shown in dashed lines in step 412). The certificate serial nunber stored
within tveoomsdes3 i cate woul d preferably serve as an i ndexPCTUSO456@t
dat abase. The revocati on database m ght reside on a secure Internet 10 site

that can be downl oaded periodically by the_ institufion to,a secur | ocal
computer at the mer chaffrtificaie,ay PB%/(. t0 3l RIS 1P h‘ﬁ ge%%grgggssf i es
that the certificate igqot valid. This database will likely be of limted
size, since it will only contain serial nunbers for certificates that have

been revoked. Certificates will be revoked only in extraordinary 15

circunstances, such asln%ﬁﬂ,o@n‘Féanb%Sd&MBm_r@th@{r@{elé@Mch§ckt§‘é§é§ro@r¢/$ed in
some way. This optional verification step will |ikely be undertaken only

when there i% a per cei GeRIRRgNY additanahyerifigation Brogess may bedaken. dneefh check.
If the certificate fai; dria @Btk i B i B8 cohduitb®
declared invalid (st eﬂhztfg?éj%r& her{/m%{éépﬁe diﬁslélgﬁl %\%\ggméz%&ﬁ? epC9114) and the
certificate is deemed (3hPWHd it dasfpdligs. insterid i)t dihesseyifigaly aefigl nugyper
verifies as a digital §j e : ' Yoy i €S
cl4...c35 are the corrpsrs(gggg\l} mrlrgtgrgggg(ﬁ%%t? P%G#ﬁg;%réfteﬁaebi aut heeérllstzainéh%ﬂ?tiggﬁlgkey
owned by the entity natatgbase. (The regmationdatabase might E3kle onansesnre imemet act
that a 25 vglidated cefti.fl exi ' ' : | med in
a5t e Caut o e tilcaden Kb AERRDhE nstiiiof b4 ted

vari ous enbodi ment s oflocéleoppetasrat themenchantis locationb iusiersiothip databapeve, it

shoul d be understood t.hat. aye.. . . f . ex only,
and not linitation. It '?% H’%ét n%lﬁgp‘iﬁgg%ﬁq{?ﬁ§%%§@"€é?%?é%gww%i§%@g% t hat
vari ous 30 changes i n Iinitet siaed sihet divtilsontpgoriian sedal numbess far eartifliceies that ‘
departing fromthe spirit ., and ope ~0f...t he i K ' f | he
appended cl ai s. Thus,h%\ﬁ‘?@eﬁpég\zq%?& g%atﬁgggsg\mglf&{eb{g?epﬁ@gﬁ}é@%@&dﬁ%r{gn
should not 18 |imted dircuanyarnmes seichbas avhetd aWCoDESROEHR) PETAIESREY 45604
descri bed exenpl ary enbodi nents,. but should be.defin nly. in. ordance
with the foll owing cl SMROTIRPAIRSPTE BaY; 1&@'?88%‘%“.3'X%r?fgca%"&epw"'a“&&ybg‘ ‘

undertaken only when there is a perceived higher than normal fraud

risk for a given check. If the certificate fails under the guidelines or the

database, it is declared invalid (step 413). Otherwise it is allowed

20 (step 414) and the certificate is deemed valid (step 415).

If digital signature (r,s) verifies as a digital signature on data bytes c;...cn-

42, then bytes c4...C35 are the compressed representation of the authentic public

key owned by the entity nafned in the ASCII byte string c35...Cm-42. The factthata

25 validated certificate exists is evidence that the entity named in ¢€3s...Cm-42 IS

authorized to print bar-coded secured checks.

While various embodiments of the present invention have been described
above, it should be understood that they have been presented by way of example
only, and not limitation. It will be understood by those skilled in the art that various

30 changes in form and details may be made therein without departing from the spirit
and scope of the invention as defined in the appended claims. Thus, the breadth
and scope of the present invention should not be limited by any of the above-
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WD 02/ 39653 PCT/ US01/ 45604 Clainms Wat is clainmed is: 1. A nethod for
printing authentication informati on on a val ue docunent, the nethod
conpri si mpODHEY6s: eps of . constructing an aut henti cat abl e BaT/@SE145603g;
generating a first digital signature based on the authenticatable data

string 5 and a private key; obtaini a, public y gertiflc f a
certifying aut hesseiked e&‘ﬁﬂ’,p}laﬂ &M %é'@F&geb&Egh% e%?%Fﬁ(Q”@{dR "ﬁc&ﬁh%ggé glgplle dat a
string, the firgt idib@ingalaims bsntHelteguiaaentshe public key certificate to the
docunent. 10 2. A self-authenticating docunment having critical docunent
data, conprising: a first digital signature including a first digest of
said critical docunent data; a second digital signature including a second
digest of said critical docunent data and a personal identification nunber
(PIN; and, 15 a public key certificate including an authentic public key
for validating said first and second digital signatures, wherein said
first digital signature, said second digital signature, and said public
key certificate are stored on said self- authenticating docunent. 20 3. The
sel f-authenticating docunment of claim2, wherein said first digital
signature, said second digital signature, and said public key certificate
are stored in nmachine-readable format on said self-authenticating
docunent. 4. The sel f-authenticating docunent of claim3, wherein said
critical docunent 25 data includes data contained in a magnetic ink
character recognition (MCR) code line on said self-authenticating
docunent. 5. The sel f-authenticating docunent of claim4, wherein said
critical docunment data further includes ASCII text from said docunent. 30
46 WO 02/ 39653 PCT/ US01/ 45604
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6. The self-authenticating docunent of claim5, wherein said ASCII text is
the account nanme and address printed on said self-authenticating docunent.
7. The saVvdoastehenti cati ng docunent of claim4, wherein seCTUUMOCEENtG IS a
5 personal value document. 8. The self-authenticating docunent of claim?7,
wherein said personal value docunent ig, a Eersonal check. 10 9. The

sel f-aut henticating docunent of claim7; ' ein said personal value
docunent is selected fromthe group consisting of: an identification card,
a Social SecurVhgtigglaiimedisdriver's license, a birth certificate, a credit
card, a voter'sy regqigbihalk@prinfifaythdiflicatidaaRrR4tion oh% Vdlue dbiment, the

sel f-aut henti cating docunment of claim3, wherein said nmachi ne-readabl e
format is a barmelbeecomprisinhiBe step Ofut hent i cati ng docunment of cl ai m 10,
wherein said bar co j .The sel f-authenticating
docunent of claim 1%‘,3“%% %n élgtp%gtr%?o e éi@g%pri ses a plurality of data
fields. 13. The sel fgenenatiega ficshdigita) siwpelurebasegiondhe puthanticalghlerdaty SR d bar
code 25 ing] udes; £ data field including data representing the
nunber of b es%g'ga gglgtreﬁ(tﬁy, sai d bar code; a second data field including
sai d public key cer tobtdiniag @ puldictday certificateifromel agriifying atherly; @atla r epr esent i ng
t he nunber of bytes of data_i.n 0 i d L4 cal ; TIRY: |
fourth data field i r('g'lng nlgaés;taslo P fﬁecgﬁ{hgé%c%%g}]efagfgpgﬁﬁ%}ﬁ é?ﬁseta&aﬂal

sel f - aut hent i cadigmegurd @nd theenpublic keyl Geriificat®, to weedasumenti d bar code furt her
includes a fifth data field including said second digital signature. 47 WO
02/ 39653 PCT/ US01/ 45604 15. The sel f-authenticating docunent of claim 13,
wher ei n sai1h baz. codesdiiautiticating dooureentdnasing tchtickhd@cuhieat datasoinpdsing sai d
first digital signatur

ae first digital signature including a first digest of said critical document
data;

a second digital signature including a second digest of said critical
document data and a personal identification number (PIN); and,

15 a public key certificate including an authentic public key for validating
said first and second digital signatures, wherein said first digital signature, said
second digital signature, and said public key certificate are stored on said self-
authenticating document.

20 3. The self-authenticating document of claim 2, wherein said first digital
signature, said second digital signature, and said public key certificate are stored in
machine-readable format on said self-authenticating document.

4, The self-authenticating document of claim 3, wherein said critical document
25 dataincludes data contained in a magnetic ink character recognition (MICR) code
line on said self-authenticating document.

5. The self-authenticating document of claim 4, wherein said critical document

data further includes ASCII text from said document.
30
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5 16. A self-authenticating docunent having critical docunment data,
conprising: a digital signature including a digest of said critical
docurnent w@vzasmszl personal identification nunber (PIN); podyus@/4soi i c key
certificate including an authentic public key for validating said digital

stanatre, where!n sad g koBhaReLIs Cura Bl L ke Rk oo

sel f - aut hent i caidchgntRfIEENAtadafess lpAhtat bA saliselfelthepticating docuradntsi gnat ur e
and said public key certificate are stored in machi ne-readabl e format on

said self- authenticating docunent. 15 18. The sel f-authenticating docunent

of claim 17, wherei Ahgaifla@RHEMhg dciimerF sRMAL, WAbrdm shieto®mient % The
sel f -aut henti cati ng docunent of claim 18, wherein said personal value 20

docunment is 5 pErsvehyaléhdequmeny. The sel f-authenticating document of claim
18, wherein said personal value docunent is selected fromthe group
consisting of: an identification card, a Social _Security card, a driver's

license, a birth cerhefselEatthenticatingdpgumant af claim, b1\hergin saisl pE3ANSt Yalk® on

card, and a pas 21. fg aut henti cating docunent of claim 18,
wherein said cr@?ﬁ@gpt%é&gﬁbﬁ?%&t'a i ncl udes data contained in a nmagnetic

i nk character recognition (MCR) code I|ine on said self-authenticating

docunent . 2 Th | fe- . i g | al in said
Critical doumahe aBp eirPiienfeshg Rbcyperf BEUERY ersih Bal fetson GAGe
sel f - aut hent i caldcomedtis selented frbd WOIORIIVOSIStIRCY/ arsdentfissipn capd a SueiEl sel f

aut henti cating docupent .of ¢l ai rel k: SCI : 1

account nane an cga&fg%'g, Sr :&é}\?égg] '(%%nsségr% bg{erﬁ: ‘?@ﬁ%ﬁé\n% %':%@F%rddosacggn%ﬁ . 24,
The sel f - aut hentgisttiongadt) @adwmpassgorc| ai m 17, wherein said nachine- 5
readable format is a two-di nensional bar code. 25. The self-authenticating
docunent of claim 24, wherein said two-dinensional

15 10. The self-authenticating document of claim 3, wherein said machine-readable

format is a bar code.

11.  The self-authenticating document of claim 10, wherein said bar code format
is PDF417.

20
12.  The self-authenticating document of claim 10, wherein said bar code

comprises a plurality of data fields.

13.  The self-authenticating document of claim 12, wherein said bar code
25 includes:
a first data field including data representing the number of bytes of data in
said bar code;
a second data field including said public key certificate;
a third data field including data representing the number of bytes of data in
30 said critical document data; and, '
a fourth data field including said critical document data.

14.  The self-authenticating document of claim 13, wherein said bar code further
includes a fifth data field including said second digital signature.
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bar code format is PDF 417. 10 26. The sel f-authenticating docunent of
claim 24, wherein said two-di nensional bar code conprises a plurality of
t wo- byt e vdava3desel ds. 27. The sel f-authenticating docunenpCoiUsel/4sson 26,
wherein said two-di nensional bar code includes: 15 a first data field

i ncludi ng data representing the nunber of bytes of data in said bar code;
a second data field including said public key certificate; a third data

field includi ngsdat ahé esif-asR&iticetnhd dbeumentes tlaind 13) whereirnéaid barcode furiher d
critical docunent data; an ield including said critical

, d, 20 a fourth data .
document dat a. '%‘de?l?eg‘@'@zF’Ftad—@{q‘iﬁﬂk"ﬁ)"&%??'ﬂgrsgjgg' i9patyfe.c| ai m 27, wherein
sai d two-di nensional bar code further includes a fifth data field
including said digital signature. 25 29. The sel f-authenticati ng docunent

i
of claim 165 Wi ei FP\%%ifr%iv'%@}t@@tﬁﬁldOCPﬁl‘éﬂtthaﬁ’inSé?mi‘iﬂ'\dw dgia, CPRSISNGdi gi t
nunber conpri sing fgujigiy %gﬁafa?e ﬁ\l%ﬁﬂinge‘é)di_gg_&eofsﬁid oAt BB¢ ISt idath Bae ument

of claim 16, wherein said personal identification nunber is selected by
the owner of sd#emopatidenificatioainyenbebdiieand, 30 31. The sel f-aut henticating

docunent of claim 16,, W i i Ii BEidy 449 said
personal val ue docu%@rﬁ‘pﬁg%%e%t@ Cé%i'@‘_ﬂt}')dg'?ds%'yn%lllth&?%%ﬁ’ﬂ(%a@?gﬂﬁﬁt ééegw 49 WO
02/ 39653 PCT/ UStigitauggtature3@herginesaidfipital signaivre and $3ig publicuseyeertifeatelasg m 16,

wherein a H@I r%t&gab%{sailﬁggﬁ_gpﬁgmi ﬁﬁé:a%d&m?-ng sai d personal val ue docunent

sel ects said persona Ircatro 5 33. The self-authenticating
docunent of claim 16, wherein the digital signature algorithmused to

‘ d di ‘ . . : e S hi
o gorthm 34 Sine Jhp POk Hubficafl FcRBhL Bak 1 e i BbtalSlohBh 9 2P ©
di gi tal signat wnd saitipubligke)i ¢dnlificate ane sterdd ipmachinereadathlegfiotradt onisgitkselfs e

al gorithm (ECDSéﬁ}Henticating document. ‘
15
18.  The self-authenticating document of claim 17, wherein said document is a

personal value document.

19.  The self-authenticating document of claim 18, wherein said personal value

20 documentis a personal check.

20. The self-authenticating document of claim 18, wherein said personal value

document is selected from the group consisting of: an identification card, a Social

Security card, a driver's license, a birth certificate, a credit card, a voters
25 registration card, and a passport.

21.  The self-authenticating document of claim 18, wherein said critical document
data includes data contained in a magnetic ink character recognition (MICR) code
line on said self-authenticating document.

30
22.  The self-authenticating document of claim 21, wherein said critical document
data further includes ASCII text from said self-authenticating document.
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35. The sel f-authenticating docunent of claim 16, wherein said public key
certificate further includes identity information of the owner of said

aut henti ov@ubbies3 key and a digital signature of said aut renuse/4soi i c key
and said owner identity 15 information, and wherein said digital signature
is issued by a ir arty. . 36. The self- henticating d t of. claim
35, wherein sai€t hi "8 'erﬂﬁlﬁf'?%gocﬁe@ﬂﬁqw@LZ?S"%%@?@@%‘H@@%"QG

el liptic curve gicdiuhtHants gHtirdddressPripedionyaid SflRGMenticalifg ddcunidrg.

sel f-aut henticati ng docunent of claim 36, wherein said ECDSA al gorithm

includes a first group of shared parameters for inplenenting said digital

signature. 38. dhe sglef sathlidHitatg BECURRHY B aipf 17! Whéreld 7 saihAsdhine-sai d
ECDSA used to 25 create said third-party digital signature includes a
second group of reggahie fprmakis atwe-dinersional bascedent i ng said third-party
digital signature. 39. The self-authenticating docunent of claim 38,
wherein said first gl_roup of shared paraneters is the sane as said second

group of shar edpar arretsel-quthgoticating dersimeat ef.claim Réwherein s3id twodimessiona

cl ai m 38, wher ey i e pPyp of shared paraneters is different from
said second gr gﬂtﬁ;rcg?é&ngrh{e'grpg aneters. 50 WD 02/ 39653 PCT/ US01/ 45604 41.

The sel f-aut henticating docunent of claim 38, wherein said first and second

groups of Sfaress parRlplanbfichling Al itieRflorcRift of A bat Rlo-YRRhSioRk Sai d

self- auth ati ng docunen aut’henticating docunent o

cl ai m 41, wher ebar codé domprised aduralty obtwa-byteedata figldait e aut hority.. 43. The
sel f-aut henticating docunent of claim41l, wherein said community of wusers
i ncludes a party responsible for issuing said self-authenticating docunent,
a 10 party responsiThesef-authpnicatingdocimet ofelaim a6 whengin said iwmgdidensioeait , and
said certificatge aﬁé ho[i ¥ 44. The sel f-authenticating docunment of claim
43, wherein sai %aré:(? u[d§ ‘'of wusers further includes an owner of said

sel f-aut hems cati ng ddstdatatfieldincluding data representing the number of bytes of data in

said bar code;
a second data field including said public key certificate;
a third data field including data representing the number of bytes of data in
said critical document data; and,
20 a fourth data field including said critical document data.

28.  The self-authenticating document of claim 27, wherein said two-dimensional
bar code further includes a fifth data field including said digital signature.

25 29. The self-authenticating document of claim 16, wherein said personal
identification number is a four digit number comprising four bytes of data.

30. The seif-authenticating document of claim 16, wherein said personal

identification number is selected by the owner of said personal value document.
30

31. The self-authenticating document of claim 16, wherein a third party

responsible for printing said personal value document selects said personal

identification number.
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45. The self-authenticating docunent of claim 16, wherein said public key
certificate is affixed to said self-authenticating docunent by a third
party ras@onsiéhd e for printing said self-authenticating BOTUREMS60420 46.
The sel f-authenticating docunent of claim16, wherein said public key

certificate is agffixed to_ sajd self-authenticatin ocunent by .a third
party responsi?tﬂ-e f ei%@'@l“h@“’é@#"&? Grent, g C%EI?'[I%M"L!}}E%‘” Qlfh'rdﬂ?@_rty

sel f-aut hent i cakbpghsiies YoreRbuUIRG sAicRpsisdfal VRS BbourBiéit Cedldbity daifiapdryonss a 25
certificate authorjty, 48. A personal value docunent, conprising: a first

di gi tal signat uARNtAGRONAIUAYER first digest of critical docunent data, said
critical docunent data including data contained in a magnetic ink character
30 recognition (MCR) code |ine on said personal value document; a second

di gital sigrfat Wk i ndrseiieythentcadiosdoaiment of @aimsll, whereinthe digitll ipihe  data
and a personal ﬁ&mf t 4nO 3 i i itk cate

i ncl udi ng an auéltl entrrcds%gbqoi_@eaﬂgmpb\%%%g??%gl?g?%bg‘uﬁ lgga&n%q%g%%nd

di gi tal signat weredograpkic@laers.d first digital signature, said second 51
WO 02/ 39653 PCT/ US01/ 45604 digital signature, and said public key
certificate are stored in a bar code format on said personal val ue
docunent. 49. THe pdheseliauiheniicatiopdaoument eficlaim 38 whesein waid digital signatyre

I A - . I I
Gocument of bt & GeriBRERLP RS ARl ondt e lborth FEIBAET POIR 7™ 1l udes
ASCI| text from said personal check. 10 51. The personal val ue docunent of
| ai m 50, wher ej i | o s . i nted
oo Speroncitcnatid A5 hobSodenZBE SRS R TReREY BIBIE ' ©
wher ei n sai d bageriificdte fadimgginchetes identity infarhriatign offthel awveerfaf edid ptheniid pudiliog: 15

first data field includi dat t,. - nber ..of f dat
e R S SRR B R B RS e B ooty ot

certificatet5 information, and wherein said digital signature is issued by a third party.

36. The self-authenticating document of claim 35, wherein said third-party digital
signature is created using the elliptic curve digital signature algorithm (ECDSA).

20 37. The self-authenticating document of claim 36, wherein said ECDSA
algorithm includes a first group of shared parameters for implementing said digital
signature.

38.  The self-authenticating document of claim 37, wherein said ECDSA used to
25 create said third-party digital signature includes a second group of shared
parameters for implementing said third-party digital signature.

39. The self-authenticating document of claim 38, wherein said first group of
shared parameters is the same as said second group of shared parameters.

30
40. The self-authenticating document of claim 38, wherein said first group of
shared parameters is different from said second group of shared parameters.
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athird data field including data representing the nunber of bytes of data
in said critical docunent data; and, 20 a fourth data field including said
critical wioousssst data. 53. The personal val ue docunent oPCTAUSIIMSEE,
wherein said two- di mensi onal bar code further includes: a fifth data field
including said s di ital signature, and, . a sixth data field

i ncl udi ng said T4 rst %@?@%Qggpgumgﬁogéﬁ@?%ewggﬁgs IretEnd SECARGnt  of
claim 48, wher egrupbef dh:gea @larame@érawmetnbatbl% atdofiniliitdl of Qsers @fb4id Salf-d
first digest of said first signature and said second digest of

sai d second di gRHEENtiGAEGE Qﬁ“@‘%PE a public key cryptographic 30 algorithm
55. The personal val ue docunent of claimb54, wherein the digital signature
al gorithmused to create said first digest is the elliptic curve digital
signature aPgof?t hnlleeeisushentoating degimerzs clainT AUSKMErais said th'!S‘BParW§a
personal val ue doGHIRNL Rty! @l m 55, wherein the digital signature
algorithmused to create said second digest is the elliptic curve digital
signature algorithm (ECDSA). 5 57. The personal value docunment of claim

48, wherein saig perﬁ@%élfadtﬁé?ﬂ&étdg%c%@nﬁ&%ﬁ4'1Swﬁ efifd &’c@ﬁ‘umhﬁ@qc&"‘“er

of said personal "val ue docunen er sonal ocunent claim
56, wherein sai dsqramdtdekepadmetsponsmie@rmumgsaldéﬁlf-anfbermwg @mwmenya

i nformati on,@f

si gnature o?gsa})%?ya% sbi%,ffo%ﬂn@@yﬁgg&g&@h@g@éﬁr@mﬁym?@gﬁ?y I'n ortr?ati on,
and wherei n sai dutiotfyt al signature is issued by a certificate authority.

59. The personal val ue docunent of claimb58, wherein said ECDSA used to 15

create said first and second digital signatures respectively includes a
first group of 44har®e MWMCaiingoiocmmphteommm@, whereint said toramdnigeafond

digital S|gnatures rein said. E to.creat idcertificate
aut hority digi t 4F°© §ﬁ‘5ﬁ‘35 'U&@g ﬁ%?‘M@"é&f3%3@8%@‘%‘?%%}5’?%&&&%?‘& paraneters
for inplemensing said certificate
45. The self-authenticating document of claim 16, wherein said public key
certificate is affixed to said self-authenticating document by a third party
responsible for printing said self-authenticating document.

20 46. The self-authenticating document of claim 16, wherein said public key
certificate is affixed to said self-authenticating document by a third party
responsible for issuing said public key certificate.

47. The self-authenticating document of claim 46, wherein said third party is a
25  certificate authority.

48. A personal value document, comprising:

a first digital signature including a first digest of critical document data, said
critical document data including data contained in a magnetic ink character

30 recognition (MICR) code line on said personal value document;

a second digital signature including a second digest of said critical document
data and a personal identification number (PIN); and,

a public key certificate including an authentic public key for validating said
first and second digital signatures, wherein said first digital signature, said second
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authority digital signature. 20 60. The personal val ue docunent of claim
59, wherein said first group of shared paraneters is the sane as said
second gmwoap2/sdesshared paraneters. 61. The personal val uerdboaemessodof cl aim
59, wherein said first group of shared 25 paraneters is different from

said second gro : e : r . daciggnt of
claim59, wher eclﬂﬁtaggﬁgﬁ&ﬁ fer g@’gﬁr@@@&k&& cgé?%agggrﬁééﬂgﬁéggﬁgd gr];et er gﬁ IS

di stributed to said¢pensoml vgluetlotigwerd. of sai d personal val ue docunent. 30
63. The personal val ue docunent of claim 62, wherein said community of
users includes a party responsible for issuing said personal val ue
docunent, a pardy rrepsersorial ealtierdopurenti ofglaimi 48, wessim abidvedrsomativalueent |
and said cerﬁtJi ficate E.ut hor i tné 5@ WO 02/ 39653 PCT/ US01/ 45604 64. The
personal valle TRAUNGERE 3EE ASE8, wherein said community of users
further includes an owner of said personal value docunent. 65. The personal

val ue docunent of cl.aim48, rein sai i,rst and second . i,9i t al
si gnatures, and®%ai lﬂﬂ@%‘aﬁ@"%g?‘iwn a{%a'%%fa&?r%aa'g&”g%ﬁ%g%?%nm
val ue document gy fithehintiddSBAS Il feRERe Shildlperdopal dhetiit i ng sai d per sonal
val ue docunent. 66. A self-authenticating docunent having critical

docunent data, conprising: a digital signature including a digest of said

critical dogumest dafR; perdthal Jélu@deslphdrit ok Eint 80,MHdréintsaid ASCIMEEDE A8
aut hentic public key for validating said digital sigpature, wherein said
digi tal signat (ReOHdNaNE NdAMIrgss PRBled oBspidRessanal efiek stored in

machi ne-readabl e format on said sel f-authenticating docunent. 67. The

sel f-aut henti cati ng docunent of claim®66, wherein said critical document

15 dat a i ncl ude®2. datThedsrroaphyalieidecemerighelaimSy. WReresaietas CoIeWRRIISES on
(MCR) code | ié‘ﬁlu%gstﬂidgtesfﬂdg'iﬁéif@ﬁ iticating docunment. 68. The
ng doc

sel f-aut henti cat unent of clai™ 67, wherein said critical docunment
dat a furthet5 i ncl udesfirsiSiata fielé jaclupingrdaéaiegresentngthe Rembecefibyvies ddatadent . 20

said bar code;
a second data field including said public key certificate; |
a third data field including data representing the number of bytes of data in
said critical document data; and,
20 a fourth data field including said critical document data.

53.  The personal value document of claim 52, wherein said two-dimensional bar
code further includes:
a fifth data field including said second digital signature; and,
25 a sixth data field including said first digital signature.

54. The personal value document of claim 48, wherein the digital signature

algorithm used to create said first digest of said first digital signature and said

second digest of said second digital signature is a public key cryptographic
30 algorithm.

55.  The personal value document of claim 54, wherein the digital signature
algorithm used to create said first digest is the elliptic curve digital signature
algorithm (ECDSA).
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69. The sel f-authenticating docunent of claim&67, wherein said self-

aut henticating docunent is a commercial val ue docunent. 70. The

sel f - aut ve@02/8®t3 ng docunent of claim69, wherein said cor@BUSIAIS60425 val ue
docunent is selected fromthe group consisting of: a bank check, a business
check, tickets, gift certificates, titles, negotiable letters of credit,
and currency. 71. The self-authenticating docunent of claim®69, wherein

sai d machi ne- rgmdalyhg é?édmt vhiBie AoBahett st &olaimas 3] wiekeils @k dighalsigraturg &
plurality of data fiel 30 72. The self-authentjcati rgagwgqmant of claim

71, wherein sajdo@ta Lisﬁé e, geeate sajd pecond digash isithe eliplicey al gignature

representl ng thg sHerReECPEARYt es of data in said bar code;, a second data
field including sal d public key certificate; 54 WO 02/39653 PCT/ US01/ 45604
athird dateﬁfleld i ncluding data representing the nunber of bytes of data

in saidcriticg dcﬁ\%i %au% fd@élfrﬁé’htdé\‘t é‘lafn') 6481 Whéreids &8 §@f*séinal

critical docurrent data an data field in¢luding said digital
signature. 5 73dentfinetiondwniber IS@e@&tqdrty the ewner-oh §RIA PRESOPavVANS deSEmRBt
having critical docunent data, said critical document data including
machi ne-readabl e data printed on said self-authenticating docunent, said
met hod conpri sisfy t depesonabiaueciosamentf elaif 56 whelei said p ||@kﬁi/t<1§ﬂ@c@i9

signing sai ﬁbeco hh %cl@%%‘f{i;i@ﬁﬁ aﬁféﬁﬁat%roﬂh@ owhr &H <3 gtﬁhhe?ﬁlggﬁéllgg(@)é%@g“ thm

creating a |g| ning sard crit _ ment data
critical docurredlgltaﬂabaaiarnjofasqnéaetbalatlc pubbmkeyf anchsaid ownemnidentity ipfadpaten.h sai d

an aut hent i ¢ putid eriB e faiel Ebtpé E Bp ety bl AN LCELG oG el

si gnatures; and, affl xing said first and second digital signatures and said
ﬁ;glh: (r:] ef(%agg[ﬂt :c g?rh)%tpetrgonsé?vgus%logurﬁentt %?@Faln? % ,' vr\}ﬁergﬂcé'gi"c}angbﬁ dhed to
15 create said first and second digital signatures respectively includes a first group of
shared parameters for implementing said first and second digital signatures, and
wherein said ECDSA used to create said certificate authority digital signature
includes a second group of shared parameters for implementing said certificate
authority digital signature.
20
60. The personal value document of claim 59, wherein said first group of shared

parameters is the same as said second group of shared parameters.

61. The personal value document of claim 59, wherein said first group of shared
25 parameters is different from said second group of shared parameters.

62. The personal value document of claim 59, wherein said first and second
groups of shared parameters is distributed to a community of users of said personal
value document.

30
63. The personal value document of claim 62, wherein said community of users

includes a party responsible for issuing said personal value document, a party
responsible for printing said personal value document, and said certificate authority.
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74. The nmethod of claim 73, wherein said critical docunent data includes
ASCI1 20 text fromsaid self-authenticating docunent, and further

conpri si moObvhBesiep of: storing said ASCI1 text in a machCHEseeEc@b| e
format on said self authenti cati ng docurment prior to said first digital

signature creat] ng met hod _ of %g rther . rising
the steps of: A sel b@gpﬁan%! V@WSLﬂ?‘:We@Iﬁ’gF@'ﬂﬂ' Wg]ﬁﬁfb%aééj‘&%?%@ c?ﬁﬁ?‘ﬂ@ to
said digital sLgRatindiRies a8 @nehet aif pdrsdHavEN dotunssat.d first and second
digital signatures; generating a public key and a private key using said

shared parameters; certifying said public key via a certificate authority,

wherein said seigct itag, e&%ﬂsr@élu@aomr@@f I:Ibfrrngmr%raﬁ%aﬁfﬁs%dée%@n@m
prior 30 to saldflrst gital @gqnature creation ste The net hod of

claim73, wher edlgitawgmat@neéparwfsa& hphgy@%tlf&aﬁar@@ffa%&sﬁld PesefiRhvValbe
includes the Stﬁb%hrﬁeﬁt Bfa ﬁépX\% %%f)é%fi"%é”fdo .étHg%ldﬂp%@%m GANEEG Ut 2

public key and a private ey usi ng signature algorithm
assenbling said critical docunment data from said self-authenticating

docunent; and, g ap%é@n%zr%h&’atﬁ |988lrRe ﬁ%vﬁﬁ@ﬁﬁﬁ‘ §8tuent @atd Qngin*afﬁbl st

5|gnature algorlth sald cri |ca ocune ta to create
di gital signature. adigitehsigmatunederiedinga digasto saidicatical doctiment datgpansk,

t
cener at ng 10 & or SAR 1 ARG B e i KB PR g 3
per sonal i dent idigitahsigoatureuwherein mlmyilgltai signiatlre end isaid Ipublitbkaymenificatatase t o

ener ot o0 by sadreaTy rraRaRh P o P PR ARAAR Skl o 2ol e data

string to create said second digital si gnature 15 78. The net hod of claim

7, wherein sai E?]t ﬂi ! %ﬁsﬁ)ltﬂer%tc"ajﬁng c?oc% oqn?aln? 65" th%lreln géld GriticH1 404 ent gital

si gnature al gor
15 dataincludes data contained in a magnetic ink character recognition (MICR) code

line on said self—authenticating document.

68.  The self-authenticating document of claim 67, wherein said critical document
data further includes ASCII text from said self-authenticating document.

20
69. The self-authenticating document of claim 67, wherein said self-
authenticating document is a commercial value doéument.

70.  The self-authenticating document of claim 69, wherein said commercial
25 value document is selected from the group consisting of: a bank check, a business
check, tickets, gift certificates, tities, negotiable letters of credit, and currency.

71.  The self-authenticating document of claim 69, wherein said machine-
readable format is a bar code, said bar code co‘mpn'sing a plurality of data fields.
30
72.  The self~authenticating document of claim 71, wherein said code includes:
a first data field including data representing the number of bytes of data in
said bar code; '
a second data field including said public key certificate;
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79. The nethod of claim 77, wherein said step of affixing said first and
second 20 digital signatures to said self-authenticating docunent includes
t he substve@e2/ad653 assenbling a k- byte data string, wherepParksSémsbudes t he
nunber of bytes in said critical docunment data, said authenticatable data,

and said public key certjfic enerati.n hi rreadabl e. data
string fromsaid k agyrpéia@d‘[eg 'E@'F‘?H%dat% Sprgée““'ﬂag‘ed&{"ﬁ’& yt%ﬁgfa (&g
further conpri sigg chfigl a@@@éhidggl cuI ating the total anount of bytes of
data, k , including said critical aut henti cat abl e data

string, and said pub?f%‘”ﬂ@?tacf@?q'm'ﬁ‘@%@ @&Qﬁp@(‘@ﬁgq%mgafj@t% NAhyte data
string assembling stggsnh diafidid inERRINGRIPdIgiRd sigh&ur@. 80, wherein said first
and second digital signatures and said public key certificate are affixed
in bar-code $ormat to said self-authenticating document, and wherein said

step of generatRg Sal I 9
PCT/ USO1/ 45604 I7gorrp$| iihgfsﬁ% %P?géagf\gaé) &lﬁb@ﬁf?gﬁ%a}'tﬁg@gzo;ﬁ ﬁrerhQQhé &ﬁ@al

string into bar deeuneerprdata, saithicaticazocumearit gala inGhuding é‘lﬁch'ﬁﬁ rgac}/ ble dgta
sel f-authenti capi;fids dRcLEsat aﬁﬁ%tﬁﬁnﬁ 4dcufdht, s pfighdinesée ot

critical docume ata Irnc ne-r eada ata printed on said

sel f - aut hent i catl ng cheetingfirst mﬁabslmwgd)y@unmsgidwgt@ah@omd@tﬁ with@eat i ng

a first digi {Ure ning said critical docunment data with a
digital si ghg F@h%%? r l %%o@bgatl ng a second digital signature by signing

sai ﬂ cri é i gal do?:urrea‘eammasedmdairgitahagmtgr@rw signirg s4id icatinal decumentdeata( Pl N)
t t
Pheluding an”auetical PRLIF e R0 o eaian ERrEHo Ry i Fulbal Bl o2t ©

di gi tal signat usrgsatuckealgoan ng whet her said second digital signature is to

caia firet digiial sigitrs e 8 ARSI A ABHE bR ket er

15 validating said first and second digital signatures; and,

m

affixing said first and second digital signatures and said public key certificate
to said self-authenticating document in a machine-readable format.

74.  The method of claim 73, wherein said critical document data includes ASCII
20 textfrom said self-authenticating document, and further comprising the step of:
storing said ASCIlI text in a machine-readable format on said seif-
authenticating document prior to said first digital signature creating step.

75.  The method of claim 73, further comprising the steps of:
25 selecting a group of shared parameters corresponding to said digital
signature algorithm for implementing said first and second digital signatures;
generating a public key and a private key using said shared parameters;
certifying said public key via a certificate authority,
‘ wherein said selecting, generating and certifying steps are carried out prior
30 to said first digital signature creation step.

76. The method of claim 73, wherein said step of creating said first digital
signature includes the substeps of:
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aut henti cati ng docunent; affixing said public key certificate and at | east
one of said first digital signature and said second digital signature to
sai d sel fwauoybsnt i cati ng docunent in nachi ne-readabl e coBeT/UB@ssa4on t he
results of the second digital signature and 20 first di gital signature
determning steps. 83. The nethod of claim 82 wher el | ritical
document data i ncl udEEerRdpg @ p'tmg'ﬁtkeyr%m 8 Aryatekqy. ﬂﬂ?%é?ﬁ'[ &8 Ir’?bgnaﬁgﬁnent,
and further conpgérhmg the step of: storing said ASCII text in a

machi ne-readabl e format on sai d sel 5 aut hentlc in r| or to
said first digital ﬁsﬁﬁ'ﬁplﬁ}gesé'ae‘éﬂt'icﬂ'g QguEment %343 %é‘? 3%@‘98 tipg g2,
further conpri siq@nieRe aplieps of ., selecting a group of shar ed paraneters
corresponding to said digital si ghat ur e alcgorl t hm f or | enent | nr%ﬁsal d at

| east one of9 said fﬁ%t“%rﬁf'%@'@@’éﬁjkewrﬁﬁj? by S@idgqi%ﬁauﬁ'@@ tugFelePih

public key and é‘éncpéﬁt?ééFé‘ocbﬁ%n#@dté‘%c'?é’étés&ﬁ%s@@ngﬂélrs?g?ﬁhﬁés certifying said
public key via a certificate authority, wherein said selecting, generating

and certifying steps are carried out prior to said first digital signature

creation step. h%%&ﬁ&?gf &5 '}‘ésmﬂ/efe@ggéd sB of%tnﬂ?%@@%e%n&b@i‘téﬂ 82,

said step of creatlng sal irst didita Ignature includes the substeps
of . generating &grpalwﬁllmlmtm]ﬂlmtqpﬁloﬁate key using said digital signature

5 al gorithrg, assenbl | ﬂgra?iﬁ%galﬁ [a}sgﬁg]hdeql,ﬁﬁdéﬂgﬁ'hurﬂ@é

sel f - aut hen | cating ocurre ng said pr ?\@at e key generated by
said digital si gnat Lappeadlg@rsaummer@nabme@tlfdﬂallon camhes citdhtto dedich ariticalr eat e

creating sai o SRUEERER S Feat dnibinehioaedl B stngfel, 7 P0Gy St
generating said per sapplyingi shichpiivate key generaied by saidl digital sngnature algorithm to
said authenticatable data string to create said second digital signature.
15
78.  The method of claim 77, whérein said digital signature algorithm is an elliptic

curve digital signature algorithm (ECDSA).

79.  The method of claim 77, wherein said step of affixing said first and second
20 digital signatures to said self-authenticating document includes the substeps of:
assembling a k— byte data string, wherein k includes the number of bytes in
said critical document data, said authenticatable data, and said public key
certificate; and,
generating a machine-readable data string from said k — byte data string.

25
80. The method of claim 79, further comprising the step of calculating the total
amount of bytes of data, k , including said critical document data, said
authenticatable data string, and said public key certificate, prior to said k — byte
data string assembling step.

30

81. The method of claim 80, wherein said first and second digital signatures and
said public key certificate are affixed in bar-code format to said self-authenticating
document, and wherein said step of generating said machine readable data string
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appendi ng said personal identification nunber (PIN) to said critical 15
docunent data to create an authenticatable data string; and, applying said
private We@ozawes ated by said digital signature al gorithnP€CDUSEIAISE04

aut henti catabl e data string to create said second digi taI signature. 87.

ol ptic. 20 cubTBTIPSME SR arEe il ki ERLRA 0 e BAa of

claim82, wherejstaif it is determned that said first d| gital signature is
to be affixed to said self-authenticating docunment, said step of affixing
said first digital signature to said self-authenticating docunent includes

the 25 substepgp of :p GasREP ! biNErentikg -a @étf—%ufﬂ\éhﬁtaﬁﬁg 'db@um‘éhﬁh%ﬁg kcrit:ﬂél' udes
the number of bytes in said critical docunent data; and, generatin

machi ne- r eadbl @ocyieat el igick cotiaak dpeument dgfa inclliging WFh'H@’rea@Q'eB aThe
met hod of cl ai myday @Jn&éélf-édthérﬁucétﬁng%k%aht% ﬁnaﬁqbd%amﬁnﬁﬁg?ma%té&ls%ftal

signature is to be aftixed to said f-authenticati ng docunent, said step

of affixing said sé‘é@ﬁmg@f@ttdégltalﬁl@ﬁél{fﬁF’)és'glﬂingé@'@ cetiga dogumeshaata with Ag
docunent i nclud mOf : 58 WD 02/39653 PCT/ US01/ 45604
assenbling a k- &Q't%'EGH%tPg@% (?lﬂ'?\g wherein k includes the nunber of bytes in
sai d aut henti cat abI ererting assedong digifabsionpture by tsioningasaid eriticabdecemeabriatadat a

string fro ai d@lta 2,
wherein if n?(? i S Aé%?%'?%%e%ﬁ'ﬂcaat%sarﬂb?r (5ll\5%th§9 al h&gr%ongqaq?infﬂn?
signatures are to beetib¥ing el publics kéyd cerdifidaten inchusing elatauﬂ'@ntl@muhmwey forai d
step of affixin ] I signatures to said self-
aut henti cati ng %@%@n{alqﬁ%ﬁ%eég Jéaglt%sgéétg}egf assenbling a k - byte
data string, wherei rdelterhimigm&hsthemsaldmedzmd dngltabgagwunens td be affixed do saidcal
docunent data an t hent i abl e data string; and, generating a
machi ne- r eadabl ge q}érg'f:? qq QFP%' al d k - byte data string. 91. The
met hod of ci®i m 90, deterinirig whether ssidfirst digitab sigpatofe is & bela#ixed tp sdie seibt al
anmount of bytes OL c{ata é( in ts_ai d critical docunent data and said
aut hent i cat abl eduthen icating document;
affixing said public key certificate and at least one of said first digital
signature and said second digital signature to said self-authenticating document in
machine-readable code, based on the results of the second digital signature and

20 first digital signature determining steps.

83. The method of claim 82, wherein said critical document data includes ASCII
text from said self-authenticating document, and further comprising the step of:
storing said ASCIl text in a machine-readable format on said self-
25 authenticating document prior to said first digital signature creating step.

84. The method of ciaim 82, further comprising the steps of:

selecting a group of shared parameters corresponding to‘ said digital
signature algorithm for implementing said at least one of said first and second

30 digital signatures; ‘

generating a public key and a private key using said shared parameters;

certifying said public key via a certificate aufhority,

wherein said selecting, generating and certifying steps are carried out prior
to said first digital signature creation step.
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15 data string, prior to said k - byte data string assenbling step. 92. A
nmet hod of authenticating a self-authenticating docunent, conprising the

st eps of W@ppa®ssi ng nmachi ne-readabl e data on said sel f - aBChER/45604 ng
docunent to 20 obtain digital signature data and a public key certificate;
processing said public key certificate to obtain public key certificate
data including an authentic public key; assenbling critical docunent data

from sai d sel f-gait hemiel methbd @f diaiBRNbaid stdpesfedroatingi shid first digithl sigreaturent
data includes at | asté malg?rieti c ink character 25 recognition (MCR) data
printed on sai d"EPes HESHEHERTt i ng docunent: deterni ni ng whet her an

authentic personal iqipgidtihg GApuiie KeynaRl a(Fthville kéy usM@isarbligitdl cgigrrendi ng
to said critical docunent data; wherein, if said authentic PINis
avai | abl e; @ppedl@PHMsai d authentic PIN to said critical docunent data to

30 create an aut hentdsgahsitgaafPéhicatddciMentdtih sadBhihitBeRhthPdddufidnt, C
public key to said digital "signature data to validate said authenticatable

data string, wh@ikin said self-authenticating docunent is authenticated if

sai d aut henti cat abl A O i . : .
PCT/ US01/ 45604 93, %Pﬁg‘r@uﬁ%'?%ééatﬁ?wngéﬁﬁgﬁygfa o '%'ﬁng'ég?@ﬁgrgg?tﬂmstgi d

sel f - aut hent i ca$aidgriticabdngnmant data to greats saigfire idigHR! signgllirgsher ei n sai d
critical d ment data includes ASCI|I text printed on said personal check.
5 94. The authenticating nethod of claim92, further conprising the steps
of :  det er ni ni n8p.whélheametbod ofralaim@dgsaid stepiof) areatingsaid sgnoad gigital signadireg
digital signat; erhdiadd ~d S determ ned that said authentic personal

i dentification 'ﬁé‘ﬁ%%?ﬁjg(sbef%ﬁbs}%f not avail abl e; applying said authentic
public key to said diepetatihg saig pertsona idintification namber{PWN); 10 said criti cal

docunent data, wherejn | f- i Iy: I J hent icat ed
if said critical doc%?ﬁ%’ﬁ‘?%ﬁgaﬁsag’l ipse?#i’grg%é[ng@éhgg ﬂ%ﬁ%’eﬁ? i %’i‘ﬁ !’ﬁ@&%{et hod
of cl ai m 945 whegcriment data to ¢reatd@ineautheméichtalbla tataairahg; and,
applying said private key generated by said digital signature algorithm to
said authenticatable data string to create said second digital signature.

87. The method of claim 82, wherein said digital signature algorithm is an elliptic
20 curve digital signature algorithm (ECDSA).

88. The method of claim 82, wherein if it is determined that said first digital
signature is to be affixed to said self-authenticating document, said step of affixing
said first digital signature to said self-authenticating document includes the

25  substeps of:
assembling a k— byte data string, wherein k includes the humber of bytes in

said critical document data; and, |
generating a machine-readable data string from said k — byte data string.

30 89. The method of claim 82, wherein if it is determined that said second digital
signature is to be affixed to said self-authenticating document, said step of affixing
said second digital signature to said self-authenticating document includes the
substeps of:
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authentic PINis not available and that said first digital signature is not
present in 15 said digital signature data, further conprising the steps
of . det ewd®n2/siysihet her a second digital signature is preBeMISOIMSs@E d
digital signature data, and, if said second di gi tal signature is present;

generating a pluralit f PINs
to said critical &%@'ﬁ{" ngc?glis bft%d%% ?‘U%almﬁ‘f({?%gtbe R‘/‘R{?"?EF’%EW%S |gat a
strings; and, amdmuﬂmmﬁ;atameadatélgmhgcambl | c key to said second digital
signature in order to validate, o

verifiabl e da s as said
aut henticatabl e dat%netaingg "aaﬁa'nﬁde%%ﬁhfﬁe?éz? gffrg'%?lsﬁ'ds'%ﬁ%ﬁﬁ fﬂﬁ] 'Eat i ng
docunent. 25 96. The authenticating nmethod of claim95, wherein said step

of generating PINs is carried out in a document readi 'stem e ting a
PI N-gener at ithg 89-gor Thenpthod of Claif82 ieeR if o Fjﬁt&"ﬂ'ﬁ?é@%‘ 6%/3%,'755? §ﬁ'g

wherei n sai d maghiAg-dig@haghaudaiofe &pé §ff52é’dl - 4i® s&iRh@herftdbihg document
machi ne-r eadabl e data proceSS|ng step including the substeps

retrieving sai ds@ddrstepdd 2ffing fﬁalﬂnfésél %PdséPFQrtQufj!ggﬂt eI H’o@ﬁﬁieﬁ?lf“ and,
60 WO 02/ 39653 g&ﬁérh}égﬂriﬁgﬁ\enﬂﬁélﬁdé&hg§ﬁl§’stéﬁsedfds in said bar code data to
i C

obtain at |east sal certificate, said dl%tm si gnat ure dat a,
and k, where k, is taﬁsembma Kmhﬁ@ﬂa@fStWt\é@efﬁlﬁk'B‘e‘ilﬂ siiia@ NWHkRS offaytes ins 98,
The aut hentjcat t Puphhcakgy certificate
data pr ocesjs(lgngégslgggﬁ%am% ﬁiegﬁlt’ gglg‘gﬂﬂ’m’éﬁ déav‘bg%?acsat?ing gal d public key
certificate with a tgamecailpaamyeoblm@+reedab¢q/dataﬁmng fioerssichi— SrP dafBInG key
certificate to obtain said authentic public key; 10 99. The authenticating
met hod of claim98, wherein said public key certificate includes a
third-party di gbt.al Eiegnethod of claimdOMiether corsprisingdh® siep of egicdaling the tatale
val i dating step_fur S t NG B3 hj party
public key to g@#ﬁﬁtt%ﬁht%g%a%%ﬁdl Jgt? s?lélﬁglt"ﬁérg%ggl éHd%%uPﬁJtﬁerﬁEét%&é

15  data string, prior to said k — byte data string assembling step.

92. A method of authenticating{ a self-authenticating document, comprising the
steps of:
processing machine-readable data on said self-authenticating document to
20 obtain digital signature data and a public key certificate;
processing said public key certificate to obtain public key certificate data
including an authentic public key;
assembling critical document data from said self-authenticating document,
wherein said critical document data includes at least magnetic ink character
25  recognition (MICR) data printed on said self-authenticating document;
determining whether an authentic personal identification number (PIN) is
available for appending to said critical document data;
wherein, if said authentic PIN is available;
appending said authentic PIN to éaid critical document data to
30 create an authenticatable data string; and,
applying said authentic public key to said digital signature data to
validate said authenticatable data string, wherein said self-authenticating
document is authenticated if said authenticatable data string is validated.
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15 100. The authenticating nethod of claim98, wherein said third party is
a certificate authority. 101. The authenticating nethod of claim 98,
wherein a0 d2/psbl i c key certificate is conprised of m byrewysandomherei n
said public key certificate parsing substep 20 includes the further

substeps of: retrieving at lLeast a firs t C _of .sai bytes. from
sai d public keyg?’-cer-mef?@'é?@?&{m&?% ﬂdsogicg%ﬁfgzl’ é"i‘?fe"hs?'a@ﬂ'a%\%ﬁ‘?imps a
bi nary represendaduhfent Bfa parbshal BheBrean@ivhdngiresaiditiitizasddcdmenbddts incides
certificate; determ ning whether sald binary representation of said nunber

of bytes m 25 APCHigPEited @18qid RersPpAICNSte c1, is greater than the nunber

of bytes of data in said digital signature data, n; retrieving the

remai nder of said mbytes, if said determ ni n% step determ nes that said
Y

at least a f3 rs94.byteauthestigatiog methadaf flain 82 furiRE coppriging the stipslt a i n
said digital signatyye i whBihef 2 firsB QighaP sighBire N Praddhi kb digidll ¢ key
to said digital signature data |n_ocher to verify said at |east one of
said first and sSignaiue datayifitig deterginadihasaideythentigeersenahidgptificaliony R hod of
clai m 101, wher '”Q ig%ﬂa‘%ﬂ i.c key certificate parsing substep includes
the further sub te)ps 0 02/ 39653 PCT/ USO1/ 45604 retrieving public
key validity date dapplyingaaidsaitoenticpublic keyto seidtdiditacsignature gietectordalidalg i f

sai d public key | LGty i el ( dat e. and,
val i dati ng i dsaéﬁbzf’?'gé'ké’g@‘%"ger'?ia@%’at%"eh\%“?h&s'girgcfﬁ%&gﬁ’g%?gg Gog e e dat
data, if 5 saialtperiicaedlifesgidcitical doguroert datids walidatedi t hi n sai d accepted date
range. 103. The authenticating nethod of claim 102, wherein said public key
certificate parsing substep includes the further substep of: issuing an
alert if said pssli cTHeeguthemticating ynetleddeofatieira 94 swhereinvdi itis deteemined tepsaid 10

LSy car OB PN S eEh P o Tt Bh st el o1
15 said digital signature data, further comprising the steps of: :
determining whether a second digital signature is present in said digital
signature data, and,
if said second digital signature is present; .
generating a plurality of PINs;
20 appending each of said plurality of PINs to said critical document
data to create a plurality of verifiable data strings; and,
applying said authentic public key to said second digital signature in
order to validate one of said verifiable data strings as said authenticatable
data string and to authenticate said self-authenticating document.
25
96. The authenticating method of claim 95, wherein said step of generating PINs
is carried out in a document reading system executing a PIN-generating algorithm.

97. The authenticating method of claim 94, wherein said machine-readable data

30 is bar-code data, said machine-readable data processing step including the
substeps of:

retrieving said bar code data from said self-authenticating document; and,
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deci ding whether to validate said public key certificate if said public key
15 validity date data is not wwthin an accepted date range, by checking

gui del i nag0 02/3®8ed by said third party. 105. The aut henti parisg/4seishod of
claim 103, wherein said public key certificate parsing substep includes

the further substeps of: 20 decidin et her . to, valida ' | i, c key
certificate if saidPS(HNY atﬂgﬁﬁjsﬁﬁgﬁw&c%&t%&%g gbtﬁ'g ahﬁqa@@%ﬁ%%@tg#%y
accepted date raipaRateD¥ai6 QigRallsignatiredia End &, Wiesre koie tel thiabaingbet af nfiessie.  106.
The aut henticating nethod of claim94, further conprising the step of : 25
presenting sai oﬁaé,‘gwr-cé’ﬁ?ﬁéﬁi cating docunent by an owner of said self-

aut henticating docunent to a commercial entity for authentication, wherein

said presenting step is carried out prior to said, machi ne-readabl e data
processi ng ﬁepg.qe- 107he aptfenticating regteas of A wHesin E@'%PH&%}’ %ﬁ'h?%?n sai d

authentic PIN 8E4hPEBP intiulBs trHerdubsteps B! udes the substep of.
det er m ni ng V\heﬁ% Fgacn ovx%erﬁof sal d sel f-gut henticating docunent is

avail abl e to input glidatiagsaiguplc ey qertfipate with adhirdPsneuRialeYagidi ty step

determ nes that sai F'wgz Lii ' & todbin 8l authbnicdubiokser of said
sel f-aut henti cati ng d;lwoc %ﬁéﬁ?blﬁgﬁhg‘f&g@% Itgbl e.I 62 V\yD 03/ 965|3w£ye

PCT/ US01/ 45604 108. A systemfor reading a self-authenticating docunent

havi ng machjqie-od eacgg %tﬁ&?‘ntti@?(ting%éfﬁéd‘% Giln!de FheRRE SR BLioi3ied cefliidit 2
signature data and a public ey certificate, the systemconpiising: 5
personal identiihcludes erthingpardy digitalr sigrature.ngnd Whereibisaid puiplie ey icedificaia

nunber (PIN) fr .Sal < L Cahhng ~vand,
i mage scanni ng %%%@g%ﬁ@ﬁhgcﬁggﬂs%@? é@e%ﬂtgg@g%ggélgw@adﬁggpﬁkae i ng
docunent and r etbrsa@thindrpardy digitehsighatarer eadabl e data from sai d
self-authenticating docunent, and for assenbling an authenticatable data
string fromsaid critical 10 docunent data and said received PIN, parsing
means for pgFsif@p.sdhé aathentivating acbitinde ofd alain t98, Mitesgim ssidd thirdi partyals a

signature data genlncsa%gutﬁéjnl?)lf.' c key certificate; and,

101. The authenticating method of claim 98, wherein said public key certificate is
comprised of m bytes, and wherein said public key certificate parsing substep
20 includes the further‘substeps of:
retrieving at least a first byte, ¢, , of said m bytes from said public key
certificate, wherein said at least a first byte ¢ is a binary representation of said
number of bytes m in said public key certificate;
determining whether said binary representation of said number of bytes m
25 in said at least a first byte ¢, is greater than the number of bytes of data in said
digital signature data, n;
retrieving the remainder of said m bytes, if said determining step determines
that said at least a first byte ¢ is greater than the number of bytes of data in said
digital signature data, n; and, ‘
30 applying said authentic public key to said digital signature data in order to
verify said at least one of said first and second digital signatures.

102. The authenticating method of claim 101, wherein said public key certificate
parsing substep includes the further substeps of:
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val i dating nmeans for certifying said public key certificate to obtain an
aut hentic public key, and for applying said authentic public key to said
digital wWoozsgsature data for validating said authenti cap@blUsoidab@ stri ng,
wherein said self authenticating docunent is authenticated if said

aher oi n ai d machi nd@AEMBRRKGIC ey Telcy 96 catim <98 PR BHIRE dara

stored in a first angterfmpis 596 pablickeysaiidhyiatd datdiwittin anbcceptedigatanent ,
and wherein said |nage scanni ng and processing nmeans conprises: a first

machi ne- r eadabl @883 eadi ng system for reading said critical docunment

data stored in a fi r@indétﬂ@@ab ;i‘ubﬁmke%bﬂlféaéMﬁsélamblicﬂ@ylvamltglaéfemm if and,
a second machi ne-readabl e"dat a readi ng %/stem or reading sald critical 25
i

docunment dat% s$all é@b'FﬂfeﬁVélé’&)bﬁateidéWﬁWt pSaldagcerted Aatedatdfent i cati ng
docunent; and, 110. The system of claim 109, wherein said first format is
magneti c ink character recognition (MCR) code, and said second format is

bar code, and wWH&:. eleesﬁMﬂé?'\th@t@Q medd-§f 6laim 402, a¥esein said pulic ey gerfcal9 st em

readi ng system 2R ted & nachi ne-readabl e data
readi ng system ?a;’%' ng sygﬁg@nelésé a l%é.l‘ codsfe;{eader 111. The system of

clai m 108, wherein gsduingharcaiem i saidadblisikey validity date datsds Relwithingn accertedt or ed
in a bar Cﬁf %%n said self-authenticating docunent, and 63 WO
02/ 39653 PCT/ U wherein said i mage scanni ng and processi ng neans
i ncludes a bar code reading systemfor reading said bar code format to
retrieve saidc ] o1 al
wherein said va é‘{datcﬁ?ga%egﬁgé%gﬁ@e&&deosf% éaggy}f&%bggﬁdfbgﬁﬁv@{ggéﬁg%tﬁ
subsystem f or vpdrsidgsuipgies mcidpsithieifartieegulestepsidfi cate with a third party
public key and for o nin ital
signature validati on(P §@l ﬁ%tﬁ% lg V%éél?%él[d %"g)lﬂggeg gﬁ'éﬁtgr}dssﬁmgﬁgéigr%Q dat a
with said a8 hewdlidity ﬁatbldaia kot lithinl &8 acdepacs tiaten range, oy aadtieckingiguidelines
sel f-aut henticati ng, docu aid self-authenticating docunent having

o &y AR PR

machi ne- r eadabl ‘& ‘first critical docunent data stored on a
magnetic ink character recognition (MCR) line, and first and second

105. The authenticating method of claim 103, wherein said public key certificate
parsing substep includes the further substeps of:

20 deciding whether to validate said public key certificate if said public key
validity date data is not within an accepted date range, by consuiting a public key
certificate database.

106. The authenticating method of claim 94, further comprising the step of :

25 presenting said self-authenticating document by an owner of said self-
authenticating document to a commercial entity for authentication, wherein said
presenting step is carried out prior to said machine-readable data processing step.

107. The authenticating method of claim 106, wherein said authentic PIN-
30 determining step further includes the substep of:
determining whether an owner of said sélf—authenticating document is
available to input said authentic PIN, wherein said PIN-availability step determines
that said authentic PIN is not available if said owner of said self-authenticating
document is not available.
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digital signatures, and a public key certificate stored on a bar code line,
the system conprising: 15 a personal identification subsystemfor

recei vi ngvaopassdnal identification nunber (PIN) from a pergset4ssodof said
sel f-aut henti cati ng docunent; and, an imge scanner and processor system
for reading said self-authenticating docunent and retrieving said nmachi ne
readabl e data from said self-authenticating docunent, and for assenbling

an aut henti cat ajgee dﬁfs?stéﬁnrfoﬁgeédn@gmsgeﬂdadthérﬁlbatmgl ﬂd)cwienﬂfhadmgmmiunedat a
and said received PIN, said

d
magnetic ink cH&?ﬁ%‘t'@F’at@é’&%%nq ﬁal(@%%% ts pigqgfm‘f 8#?%(#‘ I n@qu'f:ew ng

said first cri tk@%nmeﬁgmggyﬁ%%oﬁbﬂgh aid M CR line; a bar code reader
subsystem for retrieving said first and second 25 d@gltal nat ures and

sai d public %key certnefs%‘a{'ée@lféﬁt@ﬂ reRang fa5 gecehinga peraeial idenfificalomyniflsy st em
for parsing Sa'@l@gF éeﬁ@te‘?@?é’él@séi@élﬁhéritlbﬁ gﬂ%@uméﬁlcéﬁw d' gi tal

si gnatures and ey certificate, a val i dat'i ng sug‘ﬁ/stem for
certifying said pubIlm@Q%é‘}ar@E\ththpé%ﬁeés'ﬂQ)m@Bﬂ%foﬁ"%ﬁ“ngaﬁ?tdfﬁlﬁqu SHIEAINE Kkey

and for applyings eﬂtwﬂégféﬂnﬁ <Bidthd é,‘ﬁm%%a&ébl@&até fomisarPieit-auteniasingd

digital signature or al i g said authenticatable data string, erein
sai d sel f - aut hewnduoent, randdior @sesTebling aaautesnticaiableiata stinp drom saidiitiedlt abl e

data stri nggd V\%c)’c%h‘leq%&ggngéal &a?\/e%%gﬁs PCT/ US01/ 45604 114. The system
[ 1

of claim1l erern sail i ne-readabl e data further includes second
critical docunent daaesieg meens fonparaing seidmasbine readable datestosbiaineaididigidlr code

reader subsystem f th ritical docunent data

stored in said P#e %rSé’%ﬁ%'ﬁ“teée"‘gﬁ@a'mﬁgfgﬁrﬁﬁ%%Pg %ut henti cat abl e data string

5 assenbl ed by sai d validatimgsmeanse for asettifying saisks publisukayy sertifinaten td obtitain eai d

second critical unen at a, : SV.S sai d

second critical? ng '83‘? a’b%ﬂ?gr%‘%@@gﬁéﬁ ?%% i #’l?tg'g sg?tg S‘QQF&@MI

sel f - aut hent§ cagigrmgureadatatortvaliddling said authenticatable data string, wherein said self-
authenticating document is authenticated if said authenticatable data string is
validated.

109. The system of claim 108, wherein said machine-readable critical document

20 data includes data stored in a first and second fofmat on said self-authenticating

document, and wherein said image scanning and processing means comprises: .

a first machine-readable data reading system for reading said critical

document data stored in a first format from said self-authenticating document; and,

a second machine-readable data reading system for reading said critical

25 document data stored in a second format from said self-authenticating document;
and,

110. The system of claim 109, wherein said first format is magnetig ink character

recognition (MICR) code, and said second format is bar code, and wherein said first
30 machine-readable data reading system reading system is a MICR reader, and said

first machine-readable data reading system reading system is a bar code reader.

111. The system of claim 108, wherein said machine-readable critical document
data is stored in a bar code format on said self-authenticating document, and
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116. The system of claim 115, wherein said ASCII text is the account name
and address printed on said self-authenticating docunent. 117. The system
of cl ai mwQ8239serein said validating nmeans further appliPEeT/H&d1d56M5
aut hentic public key to said fi rst di gital si gnature to validate said
critical docunent data. when ’IFFZ received erein s

e

id_ .
sel f - aut hent i catV ﬁrg?"bﬁﬁ%fmﬂe slcgnnlggjg F%Sﬁrgdnﬁnsggql &3 *8%839 NG nt
data is vali dat ggkterdfor ré&dingSaid Bar cddle format to retrieve said critical document data.

112. The system of claim 108, wherein said validating means comprises:
5 a certification validation subsystem for validating said public key certificate
with a third party public key and for obtaining said éuthentic public key; and,
a digital signature validation subsystem for validating said digital signature
data with said authentic public key.

10 113. Asystem forreading a self-authenticating document, said self-authenticating
document having machine-readable data including first critical document data
stored on a magnetic ink character recognition (MICR) line, and first and second
digital signatures, and a public key certificate stored on a bar code line, the system
comprising:

15 a personal identification subsystem for receiving a personal identification
number (PIN) from a presenter of said self-authenticating document; and,

an image scanner and processor system for reading said self-authenticating
document and retrieving said machine readable data from said self-authenticating
document, and for assembling an authenticatable data string from said first critical

20 document data and said received PIN, said image scanner and processor
including:

a magnetic ink character recognition (MICR) reader subsystem for
retrieving said first critical document data from said MICR line;
a bar code reader subsystem for retrieving said first and second

25 digital signatures and said public key certificate stored on a bar code line;

a parsing subsystem for parsing said bar code to obtain said first and
‘second digital signatures and said public key certificate; and,

a validating subsystem for certifying said public key certificate to obtain an
authentic public key and for applying said authentic public key to at least said

30 second digital signature for validating said authenticatable data string, wherein said
self-authenticating document is authenticated if said authenticatable data string is
validated.
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114. The system of claim 113, wherein said machine-readable data further
includes second critical document data stored in said bar code line, wherein said
bar code reader subsystem further retrieves said second critical document data
stored in said bar code line, and wherein said authenticatable data string
assembled by said image scanner and processor subsystem includes said second

critical document data.

115. The system of claim 103, wherein said second critical document data
comprises ASCII text from said self-authenticating document.

116. The system of claim 115, wherein said ASCII text is the account name and

address printed on said self-authenticating document.

117. The system of claim 113, wherein said validating means further applies said
authentic public key to said first digital signature to validate said critical document
data when no PIN ié received, and wherein said self-authenticating document is
authenticated if said critical document data is validated.
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