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Conventional methods for data hiding in text documents include dot encoding, space

modulation (line shift coding, word shift coding), luminance modulation, halftone
quantization, component manipulations and syntactic methods.

Conventional methods each have their own advantages and disadvantages. For
example, dot encoding has high data hiding capacity but is typically vulnerable to
printing and scanning of the text document because noise is introduced and interferes
with decoding the dots. On the other hand, syntactic methods are resilient to printing
and scanning but have low data capacity and are not self-verifiable.

There is an increasing need to prevent unauthorized disclosure of important information
in text documents, especially in this knowledge-based era. There is also a need to
discourage improper information disclosure by putting a track and trace mechanism in a
printed text document. In case of information leakage, the source of leakage (person

who printed the document) can be identified. There is also a need for data hiding with
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produce selected characters; and for each of the selected characters, selecting a first
occurrence of the selected character as a selected reference character and a second
occurrence of the selected character as a selected rotatable character, altering a
rotational orientation of the selected rotatable character to_produce a selected altered
character with the rotation with respect to the selected reference character, wherein the
rotation represents the embedded covert data, and formatting the document to produce
a formatted document based on the selected altered character. The method may further
comprise providing the document with a third occurrence of the character, selecting the
second and third occurrences of the character as rotatable characters, altering a
rotational orientation of the rotatable characters to produce altered characters with the
rotation with respect to the reference characters, wherein the rotation represents the
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‘0o’. The predetermined subset may include ‘a’, ‘c’, ‘e’ and 's’. The predetermined subset
may include ‘a’, ’¢’, ‘e’ and ‘s’ and excludes ‘T, ‘¥', ‘0’ and ‘. The predetermined subset
may consist of ‘a’, ‘c’, ‘e’ and ‘s’. The rotation of the altered character may represents a
single bit or a binary sequence. The rotation may be clockwise. The rotation may be
counter-clockwise. The rotation may be provided if the altered character represents a
first binary value of a single bit, and the rotation is omitted if the altered character
represents a second binary value of the single bit. The rotation may be clockwise if the
altered character represents a first binary value of a single bit, and the rotation is
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multiple characters. The document may have the multiple characters include first and
second characters, and the processor analyzes a frequency of the multiple characters,
selects the first and second characters from the multiple characters in response to the
first and second characters occurring most frequently in the multiple characters to
produce selected characters; and for each of the selected characters, selects a first
occurrence of the selected character as a selected reference character and a second
occurrence of the selected character as a selected rotatable character, alters a rotational
orientation of the selected rotatable character to produce a selected altered character

with the rotation with respect to the selected reference character, wherein the rotation
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detectable and excludes characters in which rotation is visually undetectable, or the
predetermined subset may include characters in which rotation has relatively low
visibility and excludes characters in which rotation has relatively high visibility, or the
predetermined subset may include characters which exclude a relatively long horizontal
line and excludes characters that include a relatively long horizontal line. The
predetermined subset may include ‘a’ and ‘e’, and excludes ‘f and ‘0’. The
predetermined subset may include ‘a’, ‘c’, ‘e’ and ‘s’, and excludes ‘r, ‘', ‘0’ and ‘t. The

rotation of the altered character may represent a single bit or a binary sequence. The
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An aspect of the invention is a computer readable medium having a program recorded
which, when loaded on a computer, makes the computer perform a method for
embedding covert data in a text document, the method comprising providing the
document with a character that occurs in first and second occurrences, selecting the first
occurrence of the character as a reference character and the second occurrence of the
character as a rotatable character, altering a rotational orientation of the rotatable
character to produce an altered character with a predetermined rotation with respect to
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FIG. 5 shows a graph of frequency of characters used in English text;

FIG. 6 shows an extracted sequence of characters from a text document in accordance
with an embodiment of the invention;

FIG. 7 shows mapping data into an extracted sequence of characters from a text
document in accordance with an embodiment of the invention;

FIG 8 shows a flow chart of a method of decoding in accordance with an embodiment of
the invention; and



formatting the docunent to produce a formatted

docunment based on the altered character. BRI EF
WORBORIPTI ON OF THE DRAW NGS | n order that enbpdi/serming000090

of the invention may be fully and nore clearly

understood by way of non-limtative exanples, the

follow ng description is taken in conjunction with the

acconmpanyi ng drawi ngs in which Iike reference nuneral s

designate simlar or corregponding el enents, regions

and portions, and in which: FIG 1 shows a systemin

accordance with an errbodi ment of the invention;, FIG 2

a flow cha of  dat idin
FIG; BSun HrBR SR it sOnEr HAIRA et Mo Ba & et
docdmentwitit art démtbodimerit vfithe ireeaotioth. ng and decodi ng the data
in accordance with an enbodi nent of the invention;
FIG 3 shows the rotational effect on characters "a",
DETAILED'RESCRIBTIAN i n accordance with an enbodi nent of
the invention; FIG 4 shows the rotational effect on
characters in a word in accordance with an enbodi nent
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extract ed sequence O ar act ers ftroma t ext chrrer]t
origingl decuprenbdiie efbeddegwithgavent hidden data by a datarnseding device
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encoderdnoayls tRsfer %ncoﬁlng "lerﬁ?é?ﬂ F%}ﬁ In the texgdequaiRet 32.1 A yeer may
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memnrydi$biapd datarembedding encoder module 158 for decoding the covert data in
the formatted document 36. A user may input and view the data with an input 162 and

display 164.

Although shown as two separate computers, it will be appreciated that the data
embedding encoder and decoder modules 138 and 158 may reside on the same
computer. A transmission link 146 for transmitting the original document 32 to the data
encoding device 132, and transmission links 148 and 166 for transmitting the formatted
document 36 from the data encoding device 132 to the data decoding device 152, may
be public or private networks, the Internet and the like. The documents 32 and 36 may
be hardcopies and/or electronic versions. if the documents 32 and 36 are in hardcopy
form, the documents may be converted into electronic format by scanning and the like.

FIG. 2 shows a flow chart 20 of a method of data hiding and data extracting in a text
document in accordance with an embodiment of the invention that includes an encoding
process 30 and a decoding process 40. The original document 32 is converted by an
encoding algorithm 34 into the formatted document 36 in the encoding process 30. The

data 38 to be hidden may be a user name, global identifier and the like. In the decoding



enbeddi ng covert data in and extracting the covert

data froma text docunent. An original docunent 32 is
wepmeddosz wi t h covert hidden data by a data enpOOBGZN09/000090

device 132 which is a conmputer conprising a processor

134, menory 136 and data enbeddi ng encoder nodul e 138

for encoding the covert data in the text docunent 32.

A user may input and view the data with an input 142

and di splay 144. Once encogded and enbedded in the

formatted docunent 36, the formatted docunment 36 is
protesadgthe fathatted docifient :mae printad ad&vdcmay d6clinient 42 Bquiéduced

he enbedded coyert nthef ted docune .
anch 08 S o K5 et eds bbb sPEhne8 BT BEn Rt 48
extractp thecliddemr databhftom thenawpy dé&nemhdd.dat a enbeddi ng encoder

nodul e 158 for decoding the covert data in the

formatted docunment 36. A user nay input and view the
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couhﬂremmcem amp dther cledraatén; dﬁurﬁctéfe bscmacterlsfetstliri]mudmg other
t 32 6 1 .
chafyatet TEorager R ofter Bhdtanhe | AR o Fésfents Bointer 1
deterodning thg dagrde tofitatiok és chieb&h bya plteaimrmlrfeld_mt azf_m‘lnhaba@ theet
ren‘% J{ﬁm@d%{ thg%&uﬂérﬁ’ LRY e%@ﬁd ﬁgﬂt a extracting in a text
ance Wt

ocunent 1 n accor enbodi nent of the
i nvention that includes an encoding process 30 and a

EndheI R4 i8 %a‘aé%‘?ﬁ WofR forfia8 fof Hé Qé‘hlpﬁé’é‘éf @ﬁzméctél% {asb c. d,e,f

converted by an encoding algorithm34 into

9, % bi ek e B A Petrfedtt B8, Vix.phet e?%e?qﬁ@eptsm‘é%ly 3re hightle
ord&%& asihde hambe vn@ioﬂ ‘i’seéﬁeﬁﬂﬁghﬁ/aseﬁsm'ﬁﬁtb cﬁé‘ﬁ'ﬂés n@ﬂd@b@h text

dentifier and codi ng Eroc

d°°t~'ﬁ'§"ﬂ< Hesgiection %T&Ea'ﬁﬁ'ﬁfs tq é’e r %‘aﬁﬁi’ |'~°h't“é’8”a'5 5?’&8@5%)”““ high
ordeiastubRIRY, fo’#%xalﬁplp hadhig & tbnaMarizohed) hes] maybe highhofsible when

rotai%]c l‘llrfmeerefore upper—gap ([}\arac earsn greednof' grefeére%e&\o gl Ibg Da Eg'grét
K,LLM,N,O,P,Q,R,S, T,U,V,W, X, Y, Z}. For lower-cap characters, ‘a’, ‘c’, ‘e’ and
‘s’ are the least visually intrusive when rotated and therefore are preferred.

FIG. 3 shows the rotational effect on characters ‘a’, ‘c’, ‘e’ and ‘s’ in accordance with an
embodiment of the invention. In FIG. 3, a table 50 illustrates the visual effect of rotating

clockwise. The angle of rotation may be narrower such as 6-8 degrees.

FIG. 4 shows a character rotation 60 by rotating selected characters in the word

“characters”. Visually, it is difficult for the human eye to detect the difference between



extracts the hidden data fromthe copy docunent 44.

The invention enbeds information into a text docunent
whoonoi@si ng certain characters in the text doRCIeG2009/000090

that are not be easily noticed by human eye. The

invention is not limted to any specific |anguage as

long as it is conputationally feasible to distinguish

the rotated character fromthe original (unrotated)

character using decoding. 9 facilitate understanding

the invention, the English | anguage or characters that
theloebioalgvdrd 62 ha!d thameodifled waed 64 especially wigerf dirdct QOmpanson or

refér%rl%?ts §1%9on2;¥qa' \ﬁ?rﬁ I%Q‘Ql’se a(lf% wuétngﬂg mogjg'lrg?a gri é‘h owever it

rate i hvent I'S
wi Il be appreciated that the enbodi ments of the
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Iangud%paHﬁpcem glvsp a ISext agcé‘nen& a ptotenual q;ata delng ||m$; UIQIEQ }a cl"eﬁt
andie'Ci$Refotatéd gHaeaidry is?8.8 +iaghl y.2arsieE 8dY GhitiCehafddaslin the
te vision is often highly sensitive to changes nade to a
ext docunent, the selection of characters to be
rotated is irrportant. Characters with high order
Ensddik§t ur e, for exanple having a | ong horizontal I|ine,
e highly visible when rotated. Therefore,
upper-cap characters are not preferred: {A, B, C D
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rotational effect on characters '
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determining the reference, for example, multiple sets of pre-determined occurrences of
‘a’, ‘c’, ‘e’ and ‘s’ that remains unrotated could be used for reference point to determine
degree of rotation.

FIG. 7 shows mapping data into an extracted sequence of characters from a text
document in accordance with an embodiment of the invention. To embed a 16 bit data
102, a mapping is done between the extracted sequence 108 and the 16 bit data 106, as
illustrated in FIG. 7. ’



"characters”. Visually, it is difficult for the human
eye to detect the difference betweenthe original word
w@20anth9she nodi fi ed word 64 especially when dPC€ESG2009/000090
conpari son or reference to the original word 62 is
made wWith the nodified word 64. Data Hiding Capacity
FIG 5 shows a graph 70 of the frequency (in
percentage) of characters in English text. Characters
‘a', 'c', 'e'" and 's' occuq wth high frequency at
8.5% 4.6% 11.2% and 5. 7% respectively. In
ifa patlt:t'hlaruiharacterm thasehjueace |§lmapbé@tdmﬁdry 0810ITI, itigcharacter is

rac ers [ e Enali.s n ven a
rorefe o GhRRinaD o 8 oo P IR IARR Ry pIRiGrip el Gphoe i
mapped to bloary Vam'e ‘Gintremains aischidnged imtthe edbindidaxhict ers i1s 8.5
+ 4.6 + 11.2 + 5.7 = 30% of the characters in the
text. Encoding FIG 6 shows a nethod 90 in which, wth
Altegnagjvelyrin aeo&herdmwdmem, ifa pastisylae nharactestin Hessequenmeds mapped

to binGry valife ‘1 ’a{?\@ ch raca;tlﬁﬁig E@Lﬁﬁﬁr?zgf r%??n%ﬁorﬁqéhéﬁg agck%sf?] o

accor dancé I ment nvent1 on
CO"PWO@E""étYd'L‘JFheé}ﬁ'@@a'(t@*t if @nagisblay chgracter in thecsequenge ismgpped

to binary vatuePl, the@Hardbtei8 rétBRl it £Sedoht %fredtlﬂﬁ (ﬁl’&ﬁ ‘§§ cQuntérh ese
characters remain unrotated and can be used

clockwisg) eaitesPenMinolyde teorigifaltedtat i on det ecti on durl ng the
decodi ng phase. The remaining occurrences (or

ta f th tated b
FRERE b iretnare o e b B e TidisnghBut mapledioitoe
extractedi h@quregf:er mmtqmarﬁ@ygﬁshédﬁoeﬁbememeﬁ ﬂmt%rrhaﬂad a.

a I at t,ha ere, c e 0 way s
compltelicng AR5 RRA' ¢ e A EPn bR patols BT bEgld, T AibRkate
integrity shexik fortbe Hidter data datingaienodien Cﬁsfucther’ radyce'tarhpering' with
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chosersﬂa@n@eﬁﬁlpﬁ)hlﬂ@ermaa Errqr@orawtlegw@a:ﬁE@@)gaxmm used to
.ncrgat@rras&s%e%s of PBlethbbGddd JpEUmeNnt in accordance with an

nbodi nent of the invention. To enbed a 16 bit data
102 a mapping i s done between the extracted sequence

FIG 19 Shéwyﬂa HER MG pRicks$IfdoAin 48&rdahee With 4f lehdb8ithenfloffth&

a particul ar character in the sequence is mapped
'"Vel“BO'bl nary value '1', the character is

FIGS. 6, 7 and 8 illustrate decoding a hardcopy text document in accordance with an
embodiment of the invention. An image file 126 of the printed text document 112 is
obtained by a scanner at high resolution. Using a text region detection algorithm, the
position of the text region is marked in the image file. Next, using an optical character
recognition (OCR) algorithm, the text document is read in. The sequence of ‘a’, ‘'c’, ‘e’
and ‘s’ is extracted 114,116 from the text and the corresponding locations of these
characters in the image file are identified.

A profile 118,120 for the first occurring ‘a’, ‘c’, ‘e’ and ‘s’ is computed. The profile may

include text features like edge and pixel densities. However, the invention is not limited

to the type of profiling done. Since the set of first occurring ‘a’, ‘c’, ‘e’ and ‘s’ are

LI }

unchanged, they act as reference characters to determine 122 if the ‘a’, ‘c’, ‘e’ and ‘s’ in



rotated correspondingly in the original text. If a
particul ar character in the sequence is mapped to
whemwany9sal ue 10', it remai ns unchanged i n t hePOr/8G2008H00090
text. Alternatively, in another enbodinent, if a
particul ar character in the sequence is mapped to
binary value '1', the character is rotated in a first
direction (such as cl ockw se) correspondingly in the
original text. If a particy ar character in the
sequence is mapped to binary value O, the character
the iresst oith@ texliment aresetatedcr dot: @6 thisomarfriendhe Riddeddia @24 that is

encBBEY sedt8) B Mol dlrBer @Rt Tl it et by how
the hidden data is mapped to the extracted sequence.
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hi dden data during decoding. To further reduce

tanpering with the encoded text docunent,
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(ECC) may al so be used to increase robustness of the
documeRigtibAnembedingntof the EWBUONa decodi ng process 110 in
accordance with an enbodi nent of the invention. FIGS.
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The methods and systems described in FIGs. 1-9 may be implemented on any suitable
server, workstation, personal computer (PC), laptop computer, handheld device, with
visual displays and/or monitors, telephones, cellular telephones, wireless devices, PDAs,
Internet appliances, set top boxes, modems and the like. The devices and subsystems,
for example, may communicate with each other using any suitable protocol and may be
implemented using a general-purpose computer system and the like. Interface
mechanisms may be employed, including Internet access and telecommunications in
any suitable form such as voice, modem, wireless communications media and the like.
Accordingly, a network may include wireless communications networks, cellular

- communications network, Public Switched Telephone Networks (PSTNs), Packet Data
Networks (PDNs), the Internet, intranets, hybrid communications networks, combinations
thereof and the like.



to the type of proflllng done. Since the set of first
occurring 'a', 'c', 'e' and 's' are unchanged, they
w@ed9as9sef erence characters to determ ne 122 PET/86809/000090
"a', 'c\ 'e'" and 's' inthe rest of the docunent are
rotated or not. In this manner, the hidden data 124
that is encoded and enbedded can be decoded and
recovered. It will be appreciated that data capacity
is proportional to text infprmation in the docunent,
and processing is performed in verification, for
exanple OCR FIG 9 shows a conparison table 200 of
1 storage, characteri.stics, robus docyment
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increaseeiobadtnete and perlfarianGssf tid et pldry Syatend deschiles) ghose.and
the like in the business field; tickets, postage

stanps, manual s and books, coupons, gift certificates,
The eceiplanssystethst descitied@bove meystoad infoonationeelatingetb dariausd
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and ?u@s)rstén?s%f% SRERYith&lts. BAS gpvﬁb@ djcféﬂagé‘s of"t‘ﬁé {vade§ 4l

ays and nmonitors, tel ep hones,
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memBidsaizRAtabbvalSi Ng a gener al - pur pose conputer system
and the like. Interface mechani sns may be enpl oyed,
including Internet access and tel ecommunications in

All or a portion of the exemplary systems described above may be conveniently

implemented using one or more general-purpose computer systems, microprocessors,
digital signal processors, micro-controllers and the like, programmed according to the
teachings of the disclosed exemplary embodiments. Appropriate software may be
readily prepared by programmers of ordinary skill based on the teachings of the
disclosed exemplary embodiments. In addition, the exemplary systems may be
implemented by the preparation of application-specific integrated circuits or by
interconnecting an appropriate network of component circuits.

While embodiments of the invention have been described and illustrated, it will be
understood by those skilled in the technology concerned that many variations or



any suitable form such as voice, nodem wreless
communi cations nedia and the |ike. Accordingly, a
wmedmordoszay i ncl ude wirel ess communi cati ons nECTRGH99/000090
cel lul ar conmuni cati ons network, Public Sw tched
Tel ephone Networks (PSTNs), Packet Data Networks
(PDNs), the Internet, intranets, hybrid comuni cations
net wor ks, conbi nations thereof and the like.It is to
be understood that the enbegli nrents, as descri bed
above, are for exenplary purposes, as nmany variations
modificatioas Biuetdils btddsiyncineorestrustiot ray bephésrwittiout Beparting from
meﬁhéﬁh9§ed exenpl ary enbodi nents are possible. For
exanﬁ?é, the functionality of the method and system
may be inplenented via one or nore programed conputer
system or devices. To inplenent such variations as
wel | as other variations, a single conputer system may
be progranmed to performthe functions of one or nore
of the nodul es of the exenplary systens. On the other
hand, two or nore progranmmed conputer systens or
devi ces may be substituted for any one of the devices
and subsystens of the exenplary systens. Accordingly,
the principles and advantages of distributed
processi ng, such as redundancy, replication and the
like may be inplenmented as desired, for exanple to
i ncrease robustness and performance of the exenplary
systens descri bed above. The exenplary systens
descri bed above nmay store infornmation relating to
vari ous processes described herein. This informtion
may be stored in one or nore nenories, such as a hard
di sk, optical disk, magneto-optical disk, RAM and the
i ke, of the devices and subsystens of the
enbodi nents. One or nore databases of the devices and
subsystens may store the information used to inplenent
the exenpl ary enbodi nents. The databases may be
organi zed usi ng data structures, such as records,
tabl es, arrays, fields, graphs, trees, lists and the
i ke, included in one or nore nenories, such as the
menories |isted above. Al or a portion of the
exenpl ary systens descri bed above nay be conveniently
i mpl enment ed usi ng one or nore general-purpose conputer
systemnms, m Croprocessors,



digital signal processors, mcro-controllers and the
i ke, programmed according to the teachings of the
wolc@mehowsd exenpl ary enbodi ments. Appropri at e BOF/S@zI02000090
may be readily prepared by progranmers of ordinary
skill based on the teachings of the disclosed
exenpl ary enbodi nents. In addition, the exenplary
systens may be inplenmented by the preparation of
application-specific integgated circuits or by
i nterconnecting an appropriate network of conponent
CLAIMS Ui ts. Wil e enbodi nents of the invention have been
described and illustrated, it will be understood by
those skilled in the technol ogy concerned that many
vari.at i naethod et iembeadingosveltatiah aitdxd docunttds,itimethod
construction may be made wi t hout departing fromthe
COMA7EHt i on. CLAIMS 1. A nethod for enbeddi ng covert data
i n moviding the aocumaerit with rechaeicted that osvorsd is firsgandgsaavondi Ng
océﬁkgda,cunent with a character that occurs in first and
second occurrences; selecting the first occurrence of
t heselsetingibe frst ascugrenesf of tencharactaraa atrefieresne chdractsearuiitle
secgﬁ?%cruﬁgﬁc% AT Jh%ré‘c'ﬂ:i%@%.tr&%%ag@i chafalfefit abl e character;

ering a rotational orien on of ‘the rotatable
c heaitgtinga rotaliopalsiigatatiemofihe wiatable pharagierde priduee an altered

chaPA @I With I PréReeritcatrb@Bor Wit res SR Rthe Féterbh& (‘%h%fé&ﬁ:’i&,r\ﬁl‘ferein

character, wherein the rotation represents

the gotatianderresasieing embeddedepyett datdaand ng t he docunent to

Pr Geieelting th®ddtuientltodREdUEB AtforRR8EE dSdunidrebae N ek altered
character. 2. A nethod as claimed in claim1, further

chagaiesr i si ng: providing the docunent with multiple
characters that include the character; analyzing a

the ohariBetp it SRR KB T g B RaeidE s n r esponse
t o dronadindithe alot@nerd edthmiultiple chasdctdrs thatimolude therchbiaeter;
mul JniaR'Eiﬁg 8%&3&%@ 'oFthe multiple characters; and
selecting the character from the multiple characters in response to the character
occurring most frequently in the multiple characters.

3. A method as claimed in claim 1, further comprising:

providing the document with multiple characters that include first and second
characters;

analyzing a frequency of the multiple characters;

selecting the first and second characters from the multiple characters in response
to the first and second characters occurring most frequently in the multiple characters to
produce selected characters; and for each of the selected characters,

selecting a first occurrence of the selected character as a selected reference
character and a second occurrence of the selected character as a selected rotatable
character;

altering a rotational orientation of the selected rotatable character to produce a
selected altered character with the rotation with respect to the selected reference

character, wherein the rotation represents the embedded covert data; and



3. Anethod as clainmed in claim1l, further conprising:
provi di ng the docunent with nultiple characters that
wo pwbadest i rst and second characters; anal yzi nBCESG2009/000090
frequency of the nultiple characters; selecting the
first and second characters fromthe nultiple
characters in response to the first and second
characters occurring nost frequently in the multiple
characters to produce selegged characters; and for
each of the selected characters, selecting a first
OC Joragtingehe@fodulenttel pesued adbranated @bcuifenfbasel of tiedselected
aMa%gz{%p e character and a second occurrence of the
1 Pe%EY character as a sel ected rotatabl e character
altering a rotational orientation of the selected
r ot table I ed altered
el e &tﬂ?ié{ﬁ%etd‘?n @5%%“&? rtfet cgr%é feing’ b o
selpsevidin the fdecurnerd with artlict @currmroé the dhbeactegt at i on
re t he
Qocseal fie b aRE B cE BN Feks HhE AR RHER, | o
chagstessit ed al tered character. 4. A nethod as clained in
C! 2ifingla dtatbhAlRERaEH G S loRAaIPERAALA% bbGuciofiersant

hird occurrence of he character; sel ect I Ng
Chaf%er%wm& retatipn with rgsrRSt th\@ FRiergnest charrcterm avhgtainthegatation

repfe@éré ?ﬁ{%b@ﬁé&@ﬁ/@ﬂ%attaatbﬁcglr i ngha r o: ati otnal
orientation e rotata characters to produ
O aalingie Scuipet GiArHure @ TorBRRET SorumankosBd gadie alisred
chatdeeers.ef erence characters, wher ein the rotation
represents the enbedded covert data; and formatting

the docunent to produce a formatted docunent based on
t heb. al t évreethadhas aaimedsn claimsAl -Betuttiest campridigg: med i n

e
secpmrband additional occurrences of the character constitute all remaining occurrences
of the character in the document beyond the first occurrence of the character;

selecting the remaining occurrences of the character as rotatable characters;

altering a rotational orientation of the rotatable characters to produce altered
characters with the rotation with respect to the reference characters, wherein the rotation
represents the embedded covert data; and

formatting the document to produce a formatted document based on the altered

characters.

6. A method as claimed in claims 1-5, wherein the reference character and
the altered character are formed along a straight horizontal line.

7. A method as claimed in claims 1-5, wherein the reference character and
the altered character are formed along a curved horizontal line.

8. A method as claimed in claims 1-7, further comprising decoding the

formatted document to reveal the embedded covert data based on the altered character.



second and addi ti onal occurrences of the character
constitute all remaining occurrences of the character
w0 mobhessspcunent beyond the first occurrence oPCT/B€2009/000090
character; selecting the remaining occurrences of the
character as rotatable characters; altering a
rotational orientation of the rotatable characters to
produce altered characters with the rotation with
respect to the reference characters, wherein the
rotati on represents the enbedded covert data; and
f orgrat t iAgethbe aslclaineaini clangdr-8,dMaeif tHeosmmidded covert data is
audo%ument based on the altered characters. 6. A nethod
2" med in clains 1-5, wherein the reference
character and the altered character are fornmed along a
St rﬂi ght @g{h V\ﬁggklglme{d Iﬂgl’amZM éﬂi?e‘rélﬁ ac%ta%c%r@gs%lei%%d from
- rence charac
the@ﬂﬂ@fh@bh@hetr acter are formed along a curved hori zont al
line. 8. A nethod as clained in clains 1-7, further
conprising decoding the formatted docunent to reveal
t hellenbdumetiod 8¢ elpimegddp alaimsst8, wherein thexthagactad is selected from

apféﬁ@l’éﬁﬁhé‘ds&seﬁ)f'ﬁ@ﬁgﬂsﬁﬂ praetmed in clainms 1-8,
wherein the enbedded covert data is a user nane. 10. A

method as clainmed in clains 1-9, wherein the character

i s el e @ethba agrhieedinghking M, AneRabek. prédieterﬁméatshsgét as

In C

ALY s 4 B oh Ladleg abnapet and ctgtes et

frecleptialzet! chdracter ineHelErglisisalphabetted in clai m 11, wherein
t he predeterm ned subset includes nost frequently used
characters in the English al phabet and excl udes | east
f r efuentA iyethséds clamreddt elain 11 wheesirtthe| predfetarinpiedisabset

incléc;i)’ees dpﬁ?%{elpé)q d@\z hgrl)é ggeg 'sﬂa@ ({?taue ﬁw&cﬁ'dg%\%rlgg%cters in

. eterm ne u se AT ACT r S
whighyrotation is vispally Q@Qﬂt&O}alxtbat ect abl e and excl udes
characters in which rotation is visually undetectable.

14, A method as claimed in claim 11, wherein the predetermined subset
includes characters in which rotation has relatively low visibility and excludes characters
in which rotation has relatively high visibility.

15. A method as claimed in claim 11, wherein the predetermined subset
includes characters which exclude a relatively long horizontal line and excludes
characters that include a relatively long horizontal line.

16. A method as claimed in claims 11-15, wherein the predetermined subset
includes ‘a’ and ‘e’

17. A method as claimed in claims 11-15, wherein the predetermined subset
includes ‘a’ and ‘e’ and excludes ‘r' and ‘o’.

18. A method as claimed in claims 11-15, wherein the predetermined subset

Eat B0 60

includes ‘a’, ‘'c’, ‘e’ and ‘'s’.



14. A nmethod as clained in claim1ll, wherein the
predet erm ned subset includes characters in which

wo odoatiiom has rel atively low visibility and exedTsex09/000090

characters in which rotation has relatively high

visibility. 15. A nmethod as clainmed in claim 11,

wherein the predeterm ned subset includes characters

whi ch exclude a relatively |long horizontal |ine and

excludes characters that include a relatively |ong

hori zontal line. 16. A nethod as clainmed in clains

11- 15 mherein the predeternined subset includes "a

and as clajmed in clains 11-1

vvhe1r9e| n ﬁ'ﬂ@‘hﬁﬁ’ CL| E'PE‘F%'H glgims, st whﬁa'mtaegredste"awsd subset
inclades ‘& x'el, wiand ‘sTardinttciGlies ‘281, ‘A angtthod as clainmed in

clains 11-15, wherein the predeternined subset

includes "a', 'c', '"e" and 's'.19. A nethod as cl ai ned

i n 20l ai mSmét]JedEs clah&rden platniet 1p1$d¢.bm1mme @tbdetdpdidied subset

I es.‘ , 'e" and 's' and excludes V , T10O

amg'%(#q% an %Ethod as clainmed in clainms 11- 15

wherein the predet erm ned subset consists of 'a', 'c\

8 '212Nd A Hethod ad claithdiih ngﬂnsa‘ﬁﬁtg,lvﬁ'le?rgh e'?ot‘é{cﬁ'l HFind aiffed
erein the rotation o alt'ere ar ac
charastar eenserestsa singlgbié bit. 22. A nmethod as claimed in

clainms 1-20, wherein the rotation of the altered
character represents a binary sequence. 23. A nethod
o 22} ai fomethad ap SRImedIn olaims,frad arheram e reiatian @fine tered
chaﬁdc%ilféﬂrééénts?a’lbmﬁy@@émaeas claimed in clains 1-22,
wherein the rotation is counter clockw se. 25. A

method as clained in clains 1-24, wherein the rotation

I S 23 oViAkadthbd aé bRINRIdtie ElRkNSC 22, atHefdin thepotateh it Slodkwise.
first binary value of a single bit, and the rotation

is omtted if the altered character represents a
secdnd A methyd as klaienealfin thignssi-22)lwhelein the rotation is counter-

clockwise.

25. A method as claimed in claims 1-24, wherein the rotation is provided if the
altered character represents a first binary value of a single bit, and the rotation is omitted
if the altered character represents a second binary value of the single bit.

26. A method as claimed in claims 1-24, wherein the rotation is clockwise if
the altered character represents a first binary value of a single bit, and the rotation is

counter-clockwise if the altered character represents a'second binary value of the single
bit.

27. A method as claimed in claims 1-26, wherein the rotation is 2 to 12
degrees.

28. A method as claimed in claims 1-26, wherein the rotation is 6 to 8
degrees.



26. A nethod as clainmed in clains 1-24, wherein the
rotation is clockwise if the altered character
wo eppas®al s a first binary value of a single bPCT/SG@IHI/000090
the rotation is counter-clockwise if the altered
character represents a second binary value of the
single bit. 27. A nethod as clained in clains 1-26,
wherein the rotation is 2 to 12 degrees. 28. A nethod
as claimed in clains 1-26,qg\herein the rotation is 6
to 8 degrees.29. A nethod as clained in clains 1-28,
wheaei n Ahethokaeciainee i blai(rjr&C‘t -8, whtbin the réfbieatecharacter and
r formtte cument .are vi
the SRR EhdFocty M kSRR LS linerR Tl bt i fser and o
diffdrenaede rotative betfeen dincefatrmeabhmcteaant thealteret ehardcter is
' | al visually hidden fromthe
ess%@%ﬁ'?&%@wkﬁﬁg'?ﬁ%ﬂﬁge:uéc aimed in clains 1-28, wherein
in the docunent and the formatted docunent the

ref Y engenehad A5 LISImeAN cibit®s Rbd %Jh%% rf?%é‘&&c% off &hd the

visually apparent to a user and a erence etmee
formatied deeurment thedatgranse chaypptat andthel ateras pharaciercase wigually| | v

appﬁfe‘h‘t@d YsePhAH£ BiftbRnES BetWa 8 theHoduméht B& tHTbinfiited document
ddi ng covert data in a text docunent, the system

'SeE%ﬁ?B?“Yé’I'SI"F@"V*}AdQ?Qtt%tWSHl ng device that receives the
docunent with a character that occurs in first and

d erein the devic nc
oy AekmiPESRoatie Sl il s e Sl ok Beuleme n
congoniding: predeterm ned rotation; and the pr ocessor
I th { ft t
- orephele By %%f%ﬁ“ﬁ%é%‘ve%scﬁséemeena‘: {ip2eaecEfellpeurs
in figsh andiseoend escuarenaesavbdrkin tbehdmmetrmﬂud%latrﬂemora and a processor;
t I er to
pr e mRBly g e Tl apli AtrotidHtB ol 8RO T |
r edpeprocessor sedectscthe ffiesh oecurrngefttle chagavierfas arrafesenceie
chapé?:ﬁél‘ TR thelRcoHdbdGRereldP fHéQ:thBr%gtgq sy 'f‘aﬁtfgblg %Esrgctgp altde a

altered character, thereb
rotational orientation of the rotatable character to produce an altered character with the

rotation with respect to the reference character, and formats the document to produce a
formatted document based on the altered character, thereby embedding the embedded
covert data in the document based on the altered character.

32.  Asystem as claimed in claim 31, wherein the document has multiple
characters that include the character, and the processor:

analyzes a frequency of the multiple characters; and

selects the character from the multiple characters in response to the character
occurring most frequently in the multiple characters.

33. A system as claimed in claim 31, wherein the document has the multiple
characters include first and second characters, and the processor:

analyzes a frequency of the multiple characters;



covert data in the docunent based on the altered

character. 32. A systemas clained in claim3 1,
wob@pa14951 he docunment has multipl e characters PEESG2009/000090

i nclude the character, and the processor: analyzes a

frequency of the nultiple characters; and selects the

character fromthe nultiple characters in response to

the character occurring nost frequently in the

mul ti ple characters. 33. Agystemas clained in claim

3 1, wherein the docunent has the nultiple characters

i NGeled tﬁé first araingdcomiehachctdna frova ey multlﬂl @haraéters in response

f
to off 5GP aPeoifPai b7 i siEEieitonly)f y R misblle fhoracters o
produoersetebbdmhbrbﬂpisea@fareanhexfmesrelecmnpmametetsg the first

an %E%fé%?% C&@ur?e%tcg t fthg gglgéfeb nlgarg&%l %sfe%g g%c?em erérﬂ:et he

ar ac
chamt:erfaod asecindeiccurramces of tbe seldcteth aharadteras, a satéatert rgtatable
chaf-dcfe?I occurrence of the selected character as a

sel ected reference character and a second occurrence

of alths asetadiena grienatioacf e sglecteddetpiablestiaragtentatspduce a

seldeht At chafkiefivith helrOth@dr Willeles S ct ﬁi’lﬁé‘%él@&e&’ﬁeférﬁﬁce
sel ected rotatabl e character tt?ﬁq%ro uce a sel ected

chaggcies, wherein frefetatipn (gpfasents the erpadded coyertidata apdcet to

t h&orﬁﬁ‘t@ﬂ‘ab Qcuntdrit (6 8uce RABATARH do¥iifért bAsddth thetabéted
resents t he enbedded covert data; and formats the

alte E?é’ REGteTt o produce a formatted docunent based on the
sel ected altered character. 34. A systemas clained in

| aj wher.ei n. d h hird .
LT oS YOS 05 S BT S i has o
occere¢ree tof thelvhameteq rand drecproddssal: occurrences of the
ch %re%‘é{s%e Qétmpé’ %ﬁrﬁe ﬁ% 80(?.’?!% tcﬁ 'il?e' C atc?gr %s ‘?otEtgélgt | onal

orientation o rota characters to pro
chaggctess;ed characters with the rotation with respect to

t hey R EHem6Ral SRERANDF fre rBELRI dhafddferd RIFEIRE altered

characters with the rotation with respect to the reference characters, wherein the rotation
represents the embedded covert data; and

formats the document to produce a formatted document based on the altered
characters.

35. A system as claimed in claims 31-33, wherein the document has
additional occurrences of the character, the second and additional occurrences of the
character constitute all remaining occurrences of the character in the document beyond
the first occurrence of the character, and the processor:

selects the remaining occurrences of the character as rotatable characters;

alters a rotational orientation of the rotatable characters to produce altered
characters with the rotation with respect to the reference characters, wherein the rotation
represents the embedded covert data; and

formats the document to produce a formatted document based on the altered
characters.



represents the enbedded covert data; and formats the

docunent to produce a formatted docunent based on the
wa@bkienedsrharacters. 35. A system as cl ai mred i PCYE@200%/000090

31-33, wherein the docunent has additional occurrences

of the character, the second and additiona

occurrences of the character constitute all remaining

occurrences of the character in the docunent beyond

the first occurrence of thg character, and the

processor: selects the remaining occurrences of the

chaéact Arsysteniaztaidimbd i didims 3¢-86) wheréih tey ieferericetchhiaotea

nt at i.on f th table c acte to produce
and i SRt dr et kg B Aoft Sy PR GRRT e” Deoact o
the reference characters, wherein the rotation

e&ese{l{t stgn] & rﬁggﬁudcla%gg Jga,qg%egélzjipre %dreéa% tcﬁa}a?%

ce a forrra
and ghetaiuee&ﬂ Qtiasacmrtaeerbne@i algngsy suree lxgizotalilimed i n cl ai ns
31-35, wherein the reference character and the altered
character are forned along a strai ght horizontal |ine.

3738A shsyalanas daimpdinciaims 81-37 nfurttser comprisipga data depeding
dewE@fh%f Sélfo@eﬁi‘\@rf&ﬁ{aﬁéd a6dintdRBtodbi <l fd enltRbiasd &fveﬁ 'd8ta based

formed along a curved horizontal line. 38. A system as

on the alterRicharaderai ms 31- 37, further conprising a data

decodi ng device that decodes the formatted docunent to

reyeal the enbed based on the altered

ChdBact BVS8d ssaiaed ffams 3aB hpron 1 ahacioaq baier vata
is a wkemaime. t he enbedded covert data is a user nane. 40. A

systemas clainmed in clains 31-39, wherein the

character is selected fromthe English al phabet. 4 1.

A 40st esgsten asi aaddied im ddims B8-33,1wtB9ein Weccharactdriseselected

M eI ected froma predeterm ned subset of
rom g ERE et RePE Sbet

41. A system as claimed in claims 31-39, wherein the character is selected
from a predetermined subset of the English alphabet.

42. A system as claimed in claim 41, wherein the predetermined subset
includes most frequently used characters in the English alphabet and excludes least
frequently used characters in the English alphabet.

43. A system as claimed in claim 41, wherein the predetermined subset
includes characters in which rotation is visually detectable and excludes characters in
which rotation is visually undetectable.

44, A system as claimed in claim 41, wherein the predetermined subset
includes characters in which rotation has relatively low visibility and excludes characters
in which rotation has relatively high visibility.



42. A systemas clained in claim4 1, wherein the

predet erm ned subset includes nost frequently used
waebavaosr s in the English al phabet and excl udecT/B@z®9/000090

frequently used characters in the English al phabet.

43. A systemas clained in claim4 1, wherein the

predet er mi ned subset includes characters in which

rotation is visually detectabl e and excl udes

characters in which rotaties is visually undetectable.

44. A systemas clained in claim4l, wherein the

pr e4it erArsysesth asibisiaiediim elbmdeﬁ wheRdiratht @reue'taammha @lbset

, tation, has, rel ati ISI bi. and des
il e ot pfadera gt ohd bopaslal s
characterbithat inglud® a relativelytieng lazmzomtalrllmed in claim 41
wherein the predeterm ned subset includes char acters
whi ch exclude a relatively long horizontal Iine and
excideA systermaas daimedtiaclaimscd iudhe wheredrl the pregleterioad subset
; i line. 46. A systemas clainmed in clains
mcﬁl@éé é%m%r ein the predeterm ned subset includes '
and 'e'. 47. A systemas clained in clains 41-45,

whegei n 4 %%te‘?ﬁ ﬁgaﬁlﬁ{e‘@rﬁ‘@ﬂ nisUPSES, whBfeirlAflE Predeterfined sGbset
and excl udes and 48. Asystemas claimed in clains

'“C'&!?Lesdfé anghe aad ﬁXQ'W'ﬂ?sp’r 8t Cer ni ned subset includes 'a',

'c', 'e" and 's\ 49. A systemas claimed in clains

.41. 2185 e' S eIrrg1 gé c glﬁﬁrdgg gltp%rgg li‘éd w?lererrtsi\e Ig%%lletl{e?meﬁ’\eggubs&t

incli;u;ieet e’r,nca$’ ah@rsned in clainms 41-45, wherein the
predet erm ned subset consists of 'a', 'c', 'e' and
'"s'. 5 1. Asystemas clainmed in clainms 31-50, wherein

t hedd.ot A systenoés tlhienedlin elaipes 4146, adibein the predstenhined subset
inc%&%‘e‘ cbi and’S% &Xﬁﬁ?@{a‘? 8’|a["i\'dni9d in clainms 31-50,

al

ereiln’t rota lon o he’ altered character
represents a binary sequence.

50. A system as claimed in claims 41-45, wherein the predetermined subset

[P I P

consists of ‘a’, ‘'c’, ‘e’ and ‘s’.

51.  Asystem as claimed in claims 31-50, wherein the rotation of the altered
character represents a single bit.

52. A system as claimed in claims 31-50, wherein the rotation of the altered
character represents a binary sequence.

53. A system as claimed in claims 31-52, wherein the rotation is clockwise.

54. A system as claimed in claims 31-52, wherein the rotation is counter-
clockwise.

55. A system as claimed in claims 31-54, wherein the rotation is provided if
the altered character represents a first binary value of a single bit, and the rotation is
omitted if the altered character represents a second binary value of the single bit.



53. A systemas clainmed in clainms 31-52, wherein the

rotation is clockw se. 54. A systemas clained in
w@b@omss931- 52, wherein the rotation i s counterPCT/SG2009/000090

cl ockwi se. 55. A systemas clainmed in clainms 31-54,

wherein the rotation is provided if the altered

character represents a first binary value of a single

bit, and the rotation is omtted if the altered

character represents a secgfid binary val ue of the

single bit.56. A systemas clained in clainms 31-54,

wherein the rotation is clockwise if the altered

ch cter represents a first. hinary value of a single .

b1 156 ot DI 85 B T <alrBia et Shelithy Tudlons fpdice
the altered etiarattar septesents e ffirst bieatyyablueof ainglelbity and/the abtatioros
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coulp:oRSEr e atofb cnaBEPichsBfs & Ll tihdly Talb BEge spole
bit.system as clained in clains 31-56, wherein the

rotation is 6 to 8 degrees. 59. A systemas clained in

clains 31-58, wherein the reference character and the

al t¥h ed Arustame e elaimed imeaims3tet, wherginctheetationrie?2 to 12
degféessyial |y apparent to a user and a difference in

rotati on between the reference character and the

al tered character is essentially visually hidden from

t hesgisera syatom As 8¥ifdca A aains!3aLsme dhbrircthardtEtionts 6% 8
wherein in the docunent and the formatted docunent the

dedré%r ence character and the altered character are
visually apparent to a user and a difference between

t he.doc nt and t.he formatt g,., ocune is essentially
e b L S Y e e
andphe dlered charpetersin thg: fornatted docuanent esdadially agpairenttdausergnd
a diffBraRt ﬁmﬁoi%[i&ﬁﬁ&ﬂ%ﬁﬂﬂs ré}grgﬁ e XM&#& er a%% él%ﬁ%%&te@ is

conmput er, makes e conputer performa netho or
essentiaiy visuallyhidden fromdbeiusen. a t ext document, the met hod
conpri si ng:

60. A system as claimed in claims 31-58, wherein in the document and the
formatted document the reference character and the altered character are visually
apparent to a user and a difference between the document and the formatted document
is essentially visually hidden to the user.

61. A computer program product comprising:

a computer readable medium having computer program code means which, '
when loaded on a computer, makes the computer perform a method for embedding
covert data in a text document, the method comprising:

providing the document with a character that occurs in first and second
occurrences;

selecting the first occurrence of the character as a reference character and the
second occurrence of the character as a rotatable character;

altering a rotational orientation of the rotatable character to produce an altered
character with a predetermined rotation with respect to the reference character, wherein
the rotation represents the embedded covert data; and



provi di ng the docunent with a character that occurs in
first and second occurrences; selecting the first
woewant@sre of the character as a reference cheCESGE09/000090
and the second occurrence of the character as a
rotatable character; altering a rotational orientation
of the rotatable character to produce an altered
character with a predeternined rotation with respect
to the reference characterys wherein the rotation
represents the enbedded covert data; andformatting the
doclonmatting the gocuthene tosproducBatforathtted dodupEnt bassticbnhe hitsed
ch alctterr ed character. 62. A conputer readabl e nedi um
z%%v?hg a program recorded which, when | oaded on a
conmput er, makes the conputer performa nethod for
e di t i h
cordy | siPveren e hetuchy b 8 BRUHR fecolddd i, Ben
loaddtban acancputer makés the camputerareoinan e cathaddncesbedsdFigamven g
' e. character as a reference
dat%ﬁ?r%ﬁ@ﬁu@%ﬁ&‘{rﬁgﬁ%@oﬁo&wﬁ@ rrence of the character
as Rioviding thetslosumprivatbacgharagier that eesues ip drshand pegond
occfrbfiatat i on of the rotatable character to produce an
altered character with a predeterm ned rotation with
r es§sscting heffird oprrepemefdhe sharactaras a refeegnse shangeter and the

secbfd aédufBndedttiRS A fetdriag agblaRBdamafRieer t data; and
formatting . the docunent to produce a formatt

do AR = Belefa rerREoT i3 BEFtelia uteeip to rodice an atered

character with a predetermined rotation with respect to the reference character, wherein

the rotation represents the embedded covert data; and
formatting the document to produce a formatted document based on the altered
character.



