METHOD AND APPARATUS FOR PROCESSING WEBSI IL ADDRESS RISK DETECTION
PRIORITY STATEMENT 5 The present disclosure claims the priority of a Chinese patent
application No. 201110331356.X, titled "Method and Apparatus for Processing Website Address Risk
Detection” filed with the State Intellectual Property Office of China by the same applicant on October
27, 2011. 10 ECHNICAL FIELD The present disclosure relates to the field of computer

technologipsT A R UG R AT RIS RPRAEHI A AEERISE RHBIRESSSHIS Y BE TS fiRiREtion.
BACKGROUND 20In recent years, the computer industry has been growing rapidly. With the

performance improvement and cost decrease of the products such as smart phones and pad
computer, the smart mobile terminals occupy more and more of the market. The smart phone and pad
computer can install third-party-provided programs such as application software and games that are
fselected wlgﬁlﬁggw&q@q\ﬁmOhg _those programs, th_e browser is one of the programs 25 that are
installed most. The user can surf the internet freely anytime and anywhere by using a smart phone or
a pasl computer, attributing to the browser and the mobile communication network. In order to ensure
the network security for the user, the browser on the mobile terminal needs to perform risk detection

on the URL of tHSvabptesh igciostsel saimes uthe 8napiysef a Ghingesenaien wuisiigied\sr URL

risk detegfi o if r 3. t r or fi ects
whether Buans S AgR S A o B e AR AR Rt
componeilbd fii@renis siatéi skt Wae Fsdp@s i ep efadpmasbyothdistinibegpfioghthencobtstdraf the
webpage is shown to the user. If 5 there is a risk, an interception webpage is popped up to warn the

user thatdbkke is a risk in the target webpage to be browsed, and the browser shows the content of the
wetigage to be browsed to the user only if the user confirms that he is going to browse it.

TECHNICAL FIELD

The present disclosure relates to the field of computer technologies, and in particular,

15  relates to a method and a device for processing URL risk detection.

BACKGROUND

20 In recent years, the computer industry has been growing rapidly. With the performance
improvement and cost decrease of the products such as smart phones and pad computer, the
smart mobile terminals occupy more and more of the market. The smart phone and pad
computer can install third-party-provided programs such as application software and games that
are selected by the user himself. Among those programs, the browser is one of the programs

25 that are installed most. The user can surf the internet freely anytime and anywhere by using a
smart phone or a pad computer, attributing to the browser and the mobile communication
network. In order to ensure the network security for the user, the browser on the mobile
terminal needs to perform risk detection on the URL of the webpage requested by the user to

browse.



The inventor of the present disclosure observes that there exist at least the following deficiencies in
the prior art when making the present disclosure: 10There is only one processing manner of
intercepting loading of the URL with risks so the processing manner is simplex. When the URL is risky,
the interception webpage will pop up at any case which needs to be confirmed by the user, so that the
number of user's operations is increased, and prevent the user from further accessing. The risk
detection for thg UfRL isRergrieshBloiis Rpwher- Alletisetipprowser indhe mobie terminaljsmpound
with a risk 15 detection component, resulting in the corresponding program codes to be long and lack
of expanRi&sbtycSUMMARYRLE, Thtb DIGELDSUYRERESs whéthézdkeie ioraleska dine rsifyetheebpage
interception manner, to reduce the number of user's operations, and to avoid too much harassment to

the user AHEIBHeYLRY diScld&lrd Yol isteROR'RHA% ARDIBY prHichsEits DRIITHsKRFetisEtidn.
The teChHFSWEQﬁ?d% AR dRAR RS "aHE R %5m?99%m%aﬁggs IS EHQW'H%Q ﬁwé“%&@ﬁ’d fr

1058
processing URL rlslé)%etectlon, comprising processes of: querying a type of a URL to be detected;
queryingtheeondiguiskicanfileexceptidingitdghgeriskotyped e URintthe bteinthatishelevisl arigkain the
processing policy, the configuration file containing a correspondence relation among the risk type, the

risk Ievelt@rﬁéttWQQﬂ%ﬂ?eE%P?gbb@{YéWaﬁw ;WS(’%@W@ %@WD%%%&@&&W@ ks ﬂf@‘_’i’@@'level
and the racessing _IIF¥h o Uselpcgﬂﬂl;gﬁﬁrtﬁvg\, eﬂs gb%ﬁf% L?@gv%qylded a device for processing URL

risk detection, comprising: a query module which'is co query a risk type of a URL to be

detected; a configurati@ntaroge i@ avbieteit eRstigsirddosanety thatanBiau exianafil R atopd g o the risk
type 5 of the URL queried by the query module to obtain a risk level and a processing policy, the

configuratfdi¢iRRCEs ARG Iarcutrespn Meriiae the MeieirisslpsHEeTisk type, the risk level and the
Bockiing 1o the 190 ST o e g ey R R T s R R e
solutionsppperisieg MatherasdiipfipentyaidhenprosantsdistpsHeamerapideasipye will pop up at
any case which needs to be confirmed by the user, so that the number of user’s operations is
increased, and prevent the user from further accessing. The risk detection for the URL is
performed by the browser. That is, the browser in the mobile terminal is bound with a risk

15  detection component, resulting in the corresponding program codes to be long and lack of

expansibility.

SUMMARY OF THE DISCLOSURE

20
At least in order to diversify the interception manner, to reduce the number of user’s
operations, and to avoid too much harassment to the user, the present disclosure provides a
method and a device for processing URL risk detection. The technical solutions include at least
as follows.
25 In one aspect, there is provided a method for processing URL risk detection, comprising

processes of: querying a risk type of a URL to be detected; querying a configuration file
according to the risk type of the URL to obtain a risk level and a processing policy, the
configuration file containing a correspondence relation among the risk type, the risk level and the

processing policy; and processing the URL to be detected according to the risk level and the
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following benefits. The risk level is determined according to the risk type of the URL to be detected
to obtain a processing policy, and different types of URLs are processed according to different
processing policies, so that the processing manners are diversified when the URLs with risks are
intercepted. 15 In addition, when the risk type is determined, by matching with data in a pre-created
risk database, the risk type of the URL to be detected is obtained without binding with a URL risk
monitoriqg&@gg fc\yasulting in that the codes are concise and robust. Moreover, the URL and its
corresponding processing policy are recorded locally, so that when said URL is processed again, it is
not necessary tindatetheinesiisatiskhyrpea aataigrdeidedagaiayivat fibispioesting OQpRIcesde daectiodjng to
a local query result, facilitating reducing CPU load and power consumption. The above description

is only a SURRHEIBOR FHESLTIRBHE SYHFe SrEeaHouie b aenTRdie BRI MRl B E R e hnical
measweéoﬂ?@ﬁa?f&%ﬂ%o‘?ﬁ%%‘éhei %Wégg&gg&;h&gy&%&%@g?&oﬁaﬁﬁHkﬁﬂﬁ@eﬁ@%M}gé‘”d 0

make the above and other objects, tfeatur advantage e present disclosure more’easily
understoofl fiep&siic emebiedimenite aedeswsihde iv dbtaihin cvrnedbRMIth frecassiagpaliyingfigures
as follows. BRIEF DESCRIPTION OF THE DRAWINGS Fig. 1 is a flowchart of a method for
processiﬁ@ﬂﬂ&ﬂﬁ!ﬂ@&@ﬁe@ﬁfﬁﬁ'W%@H'@?@ﬁé@ﬁ%@bﬁﬁ%ﬂ@?%'ﬁé@@ﬁ%ﬁs%ﬂ%,IEVel aﬂdi&@ is a

e 2 L el T R UL O
detectionjprayidescbyririgaother gsrbedimend ahthprocessng gisntgsvigained by the configuration
module.
10 The solutions provided by the embodiments of the present disclosure bring at least the
following benefits.

The risk level is determined according to the risk type of the URL to be detected to obtain
a processing policy, and different types of URLSs are processed according to different processing
policies, so that the processing manners are diversified when the URLSs with risks are intercepted.

15  In addition, when the risk type is determined, by matching with data in a pre-created risk
database, the risk type of the URL to be detected is obtained without binding with a URL risk
monitoring component, resulting in that the codes are concise and robust. Moreover, the URL
and its corresponding processing policy are recorded locally, so that when said URL is processed
again, it is not necessary to determine its risk type and risk level again, but it is directly

20 processed according to a local query result, facilitating reducing CPU load and power
consumption.

The above description is only a summary of the solutions of the present disclosure. In
order to better understand the technical measures of the present disclosure to implement it
according to the content of the specification, and to make the above and other objects, features

25 and advantages of the present disclosure more easily understood, specific embodiments are

described in detail in connection with the accompanying figures as follows.

BRIEF DESCRIPTION OF THE DRAWINGS



Fig. 4 is a schematic diagram of structure of another device for processing URL risk detection provided
by yet another embodiment of the present disclosure. 10 DESCRIPTION OF THE EMBODIMENTS In
order to further describe the technical measures of the present disclosure employed to 15 obtain the
predetermined inventive object and its benefits, some embodiments, structures, features and benefits
of the method and device for processing URL risk detection provided by the present disclosure are
described in detail as follows. The above and other objects, features and benefits will be clearly
presented by the following detailed description of the preferable embodiments in connection with the
figures. 20 WhilEithd techrfiltalched sefresméttiosl fiersprucdsstigsurRLe gl ajetet tmo pativitled by one
predetermined inventive object and its benefits can be understood in depth and specifically by the

descriptiSABPIHBESHHIJORPERRRN LA YRipanying figures are provided only for reference and
illustration, but tg limy t.di ; i t
s, bt 13 Gt R SRMBOPINENT i TRt

present embodimentoftas fodissnsdibOlbsqregrying a risk type of a URL to be detected. In one

embodiment, the present disclosure does not limit the manner for querying a risk I%ti;pe_ of a URL to be
detected, whichfiltcldded BeRGRAtRHiaaras) AlatiMriE el B REVI6SHEbRfaEes Wit Riatdsh eisriteated

risk data ﬁgﬁ r ' ' t .Wwhere a correspondence relation

betweena e ﬁi@?ﬁpﬁ%ﬁﬂ%@%@@ﬁ%ﬁgéﬁ%@%&ﬁ@?&ﬁ%}iﬁ?’gk database. 5102: querying a

configuration filgigcepidingtadhatiiskingenfdhetkiRuro deametasiagbiace for processing URL risk
detection provided by yet another embodiment of the present disclosure.

10
DESCRIPTION OF THE EMBODIMENTS

In order to further describe the technical measures of the present disclosure employed to
15  obtain the predetermined inventive object and its benefits, some embodiments, structures,
features and benefits of the method and device for processing URL risk detection provided by
the present disclosure are described in detail as follows.
The above and other objects, features and benefits will be clearly presented by the
following detailed description of the preferable embodiments in connection with the figures.
20  While the technical measures of the present disclosure employed to obtain the predetermined
inventive object and its benefits can be understood in depth and specifically by the description of
the embodiments, the accompanying figures are provided only for reference and illustration, but

not to limit the present disclosure.

25 EMBODIMENT 1
The present embodiment provides a method for processing URL risk detection. Referring
to Fig. 1, the method provided by the present embodiment is as follows.
101: querying a risk type of a URL to be detected.

In one embodiment, the present disclosure does not limit the manner for querying a risk
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obtain a corresponding risk level and processing policy. Likewise, the present embodiment does
not limit the risk level and its corresponding processing policy. The risk level includes but not limited to,
four levels which are a safety level, an unknown level, a low-risk level and a high-risk level.
10Accordingly, the processing policy corresponding to the safety level is to present a safety prompt
and permit accessing the original webpage content of the URL to be detected. The processing

policy copygseRdifg thihe JRKIEN MAVRTiIIRHRERR MR MRKA Y MERA PP IE LD BYIEbRERRPSING

the original webpage content of the URL to be detected. The processing policy corresponding to the
low-risk lenvedl dsitioi papp e caeptenmidodatahadelibphianit Hecaskitypdiuf trediffRll webpdeteatentemeod the
URL to be detected. The pracessing policy corresponding to the high-risk level is to pop up a

conceptiSATERMFE RN EE ISHARE REAKIFNaE S s Rig ARE Byl WESpRgE ¥6AENERR IS UIRTIRE piek

detected%ﬂt' _ted that, the process 101 and process 102 can be performed locally, or can be
performed on other devices via a network, which is not limited by the present embodiment. 20103:
processing the WL doepgintptectefiqraduiifjdadt@ dialy levekaik typepoddessirg. polieydetecttn ane
embodiment, since different risk levels and processing policies are obtained according to different risk
types of BEalN COIFERRENSHO &t dred AN PragpsinthRAliRt to be detected is processed, the URL to

be detected Is Hiﬂ?e‘?/ﬁ%&dtﬁg"&fe%‘é}ﬂ t&ﬁggd?r%%i{"agegsllfolfa\’iﬁ#it the risk level and its corresponding

processing policy. The risk level includes but not limited to, four levels which are a safety level,
an unknown level, a low-risk level and a high-risk level.

10 Accordingly, the processing policy corresponding to the safety level is to present a safety
prompt and permit accessing the original webpage content of the URL to be detected.

The processing policy corresponding to the unknown level is to present an unknown-risk
prompt and permit accessing the original webpage content of the URL to be detected.

The processing policy corresponding to the low-risk level is to pop up a prompt bar and

15  permit accessing the original webpage content of the URL to be detected.

The processing policy corresponding to the high-risk level is to pop up a conception
webpage and prevent from accessing the original webpage content of the URL to be detected.

It is noted that, the process 101 and process 102 can be performed locally, or can be
performed on other devices via a network, which is not limited by the present embodiment.

20 103: processing the URL to be detected according to the risk level and the processing
policy.

In one embodiment, since different risk levels and processing policies are obtained
according to different risk types of the URLs in the above process 102, when the URL to be
detected is processed, the URL to be detected is processed according to the obtained risk level

25  and processing policy, so that different processing manners are obtained.

In another embodiment, when the processing policy is to present a safety prompt, to
present a unknown-risk prompt, or to pop up a prompt bar, and to permit accessing the original
webpage content of the URL to be detected, when the URL to be detected is processed according

to the risk level and the processing policy. The method provided by the present embodiment also
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25and processing policy, so that different processing manners are obtained. In another
embodiment, when the processing policy is to present a safety prompt, to present a unknown-risk
prompt, or to pop up a prompt bar, and to permit accessing the original webpage content of the URL to
be detected, when the URL to be detected is processed according to the risk level and the processing
policy. The method provided by the present embodiment also enables to present the safety prompt in

a fixed pesiipL; { BREBHP NG ABKBRIMET PR ARBIAS I Ro BreBRING T &L RRRRIE YR S MR TRRE bar

in a fixed position, and permitting-accessing the original webpage content of the URL to be detected.
In anothdixechpositioanomduppipgpoop s gribragt Bar tim ze fiei glesit e andingetonitingisiccBskinglthed the
processing policy, the method further includes: displaying corresponding detailed risk information. The

detailed HQIg'i’FﬁbWﬁQW i?f?fl‘ﬁﬁfé@fﬁ_'%ergﬁlty‘ﬁe@etﬁé #k9evel, and a risk content description. In
another embodipy Btﬁgre%r%%‘?ﬁ@ﬁ}g gv'}?er\@oé&%gf%SM%CBE%%E%W&E%@@%%% e

processing policy, the method provided by the present embodiment further 10inc recording
the WRL lkevbleaidtenigntavaskits) qautiegpording e feasisdinslidysodiiyaying eacespindiyglidettiled
querying the processing policy corresponding to the URL to be detected locally and processing the
URL to bdshefferaitieo dmgi@@tl%i (ﬁﬁlérV‘f@@UﬁtWﬂéﬂcﬂnggﬂl? tdske sietro disk &B%b@é@oarfé& time.
15The m Vi y the present embodiment has the following benefits. The risk level is
determingtﬂqgégé%{r%ﬁl@ﬁi)o \e risk type of the URL to be detected to obtain a corresponding processing

policy, and differgrhbthes ahbithcte dtocpssedaegardingRp tiffeseldiprrecasioenyitietheadkat the
processing manners are diversified when the URLs with a risk is intercepted. In addition, when the risk

type is déq¥emanst thy RTateasRpwWRelightalie anetbqstepepuided RYk iHatamessat tarpRMfeE JHtHeURL
to be detec(jtageiss_ obtained without the need of binding a URL risk monitoring component, resulting in

thafl?he c'gc es are concise, forceful, and robust. Moreover, the URL to be detected and its

corresponding peeERAA SRR aie e cRidedosiadtsSeot h@iﬂgﬁ(?i%é%h@ PoAEpIBeaIRYalY it is
not necessary to determine its risk type and risk level again, but it is directly processed according to a

local queagcasdinglyadiliestlyoaRsrydom ¢egPOIRERSGHH RO Y GRksesRonding potheENRIODIKEEAefegted  The
D G B AT o esoming R TSP R lSISHRDR 1% T
detected is processed next time.
15 The method provided by the present embodiment has the following benefits.
The risk level is determined according to the risk type of the URL to be detected to obtain
a corresponding processing policy, and different types of URLs are processed according to
different processing policies, so that the processing manners are diversified when the URLs with
a risk is intercepted. In addition, when the risk type is determined, by matching with data in a
20  pre-created risk database, the risk type of the URL to be detected is obtained without the need of
binding a URL risk monitoring component, resulting in that the codes are concise, forceful, and
robust. Moreover, the URL to be detected and its corresponding processing policy are recorded
locally, so that when said URL is processed again, it is not necessary to determine its risk type
and risk level again, but it is directly processed according to a local query result, facilitating

25  reducing CPU load and power consumption.

EMBODIMENT 2
The present embodiment provides a method for processing URL risk detection, referring

to Fig. 2. The method provided by the present embodiment is as follows.
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201: querying a risk type of a URL to be detected. The URL to be detected is a URL determined
according to a request made by a user for browsing a webpage after the request is received. When
guerying the risk type of the URL to be detected, the present embodiment does not limit the manner
for querying the risk type of the 5 URL, which includes but not limited to: by matching the URL to be
detected with a data in a pre-created risk database, the URL is detected to obtain the risk type of the

URL, wherein azgﬁr:rié 5‘?@1(%'{%@‘8? ngqg ﬁg%éﬂ&_&&nd the risk type is stored in the

pre-created risk database. It no matched risk type is obtained from the risk database, that is, said URL
is not recorded Ththe Rk @l tathetsetedrid dhid Riorietsporickzhaec oediti mobe tecestthedéRly anddhéorisk
type 10is not found in the risk database, then the risk type of such a URL is set as an unknown risk

type by dURAMHNY 8 WRRPAGK #ff5e Hayemiasils LaREr mARGL G M sHIBR HEhtY RSt URL to

Counterf%"&@g%féb?‘?h‘ﬁfgF@%‘&'%ﬁ%@ﬁh‘?ﬂ% dﬁé‘({ﬁi‘?ﬁﬂ‘fﬁé’ rﬂg%@rti"@gg%@ﬁ%ﬁgiﬂ% "él‘ﬁftéﬂgtsk

security, etc. er risk types may a ein . The present em oes not
typeslSpamdtulatiich indindedditiomothientiade to:the riskaidgiaseuRaytbde pdriaddawicmatiasdynasmd
periodically, or updated through manual aid or the like. The present embodiment does not limit the

time of trRSepgated fathedatiies. e ddRRkiritvstadiembins iy Bie ikatseeatiidhtabiEy WoeigIB6
minutes, o K dRAE SR TR, B0 50 TReIRSER SIBcdientnes fRtunke, T ©

data 20processing including Updating. - querying a configuration file according fo the risk type

of the URkttbd3e. detactathichodtabk aypekitcublaand FroraaReSiRg piatiase, thar id)isadooess isheot
configuration file may be created in advance, which includes a correspondence relation among the risk

type, the'Aerisddnahe sk patabaseinghilrcsomesnonsieerdelation briwesndfse R krnditie kishobype

detected.is determiped, whe onfiguration file js queried ac (iiain to the risk type of the URL, the
ool e o R e A R TR TR e R R it
form of thye gepfiguration file, and does not limit the manner of querying the configuration file, either. In

the case that the risk type is unknown, when the configuration file is queried according to the risk type
of the URL, the The risk type may include a type of malicious advertisement, a type of counterfeiting, a

type of fraudulency by stealing an account, and a type of threatening the account security, etc.
Other risk types may also be included. The present embodiment does not limit the risk type
15 particularly.

In addition, the data in the risk database may be updated automatically and periodically,
or updated through manual aid or the like. The present embodiment does not limit the time of the
update, for example, the data in the database may be updated automatically every 30 minutes, or
the data is added manually, and so on. The present embodiment does not make limit to data

20  processing including updating.

202: querying a configuration file according to the risk type of the URL to be detected to
obtain a risk level and a processing policy.

For this process, the configuration file may be created in advance, which includes a
correspondence relation among the risk type, the risk level and the processing policy.

25  Therefore, after the risk type of the URL to be detected is determined, when the configuration
file is queried according to the risk type of the URL, the risk level and the processing policy are
obtained. The present embodiment does not limit the specific form of the configuration file, and
does not limit the manner of querying the configuration file, either. In the case that the risk type

is unknown, when the configuration file is queried according to the risk type of the URL, the
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unknown risk type is set as an unknown-risk level by default. The risk level includes but not limited
to: the four levels which can be a safety level, an unknown level, a low-risk level and a high-risk level.
Each risk type corresponds to a risk level, for example, the malicious advertisement corresponds to
the low-risk level, and the 5 counterfeiting, the fraudulency by stealing an account, and the
threatening account security corresponds to the high-risk level. In practical application, the risk level

may be fHﬁWﬁMf?ﬁQQ%@% I&%@éﬁ%ﬂ%@(ﬂ#—?%ﬁﬂ@%l%%ﬁ!m“ specifically the types of the risk

level, and the correspondence between each risk type and the risk level to which it belongs, and does
not limit its corrd@$eaiskirigvptanelssiegboo oy |ditekiong teefosk lexas woieHiognthe actfatyitieddh dne four
levels which are the safety level, the unknown level, the low-risk level and the high-risk level as an

example!BOMEYEIng [iek [rbapbAdiingishie veb Sasivasising g eRRds the fifoliiels:
The procgssing,ppliey ‘iﬁééeﬁﬁﬂ@%[@ t&’d%?@%?ﬁ%ﬁe\éﬁbwés R&gsg&t ﬂwgaiﬁwﬁé‘i%mi%%ﬂd AR Mthe
we URL to be .15

accessing the original page content of the t etecte he processing policy
corrgspogslingitfeitegunkadvandakelog toypsesdintaanuadooonwn-aisk e ntptardipgrasiactessingtihe
original webpage content of the URL to be detected. The processing policy corresponding to the

Jow-rsk IEUEFTBUBKB0IP e, PaniiodPYala [serpiictise sopUF O brilAal SeipielcreshibAt BYIREr URL
to be deteglel, The Prcessing ARG AOSRONIIND A NE IGHIRS IRUS|SLOpoRURRRpIPTGEpton
prevent P nto o be ed.

20 webpagé an rom accessing the original webpage con ) etec

It is noteehthedridwp rigaassheblcand RSO andtheer BrIfovened lasiallyit aeroaysbarpedtamed on
other devices via a network. For example, if the above risk database and configuration file are stored

locally, thishitie erikespssIding picessianamielle processing policy of the URL may be queried locally.
AS gpother expple 7 gl [ (594ce e 667l SB1a02 SRARe .25 s ke sk dataise A he

0 . .
con]nguratlon file ma)g be'stored’in O ICes over a networ erisk type, the'ris

processifig: AglieoAtheVeiR knto log desieqtadimay BranigHatkRYIsayringricihemptbetderieasstiigugh

the network. The present embodiment does not limit the implementation to be specifically employed.

203: pro¢esisieg cheagprineiogdading resppeting K ikk/valsd nbkig dor felilogvinglicy .

The processing policy corresponding to the safety level is to present a safety prompt and
permit accessing the original webpage content of the URL to be detected.

15 The processing policy corresponding to the unknown level is to present an unknown-risk
prompt and permit accessing the original webpage content of the URL to be detected.

The processing policy corresponding to the low-risk level is to pop up a prompt bar and
permit accessing the original webpage content of the URL to be detected.

The processing policy corresponding to the high-risk level is to pop up an interception

20  webpage and prevent from accessing the original webpage content of the URL to be detected.

It is noted that, the process 201 and process 202 may be performed locally, or may be
performed on other devices via a network. For example, if the above risk database and
configuration file are stored locally, then the risk type, the risk level and the processing policy of
the URL may be queried locally. As another example, in order to reduce the local storage space,

25  the above risk database and the configuration file may be stored in other devices over a network.
The risk type, the risk level and the processing policy of the URL to be detected may be queried
by coupling to the other devices through the network. The present embodiment does not limit the
implementation to be specifically employed.

203: processing the URL according to the risk level and the processing policy.
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For this process, when the URL to be detected is processed according to the risk level and the
processing policy, an exemplary process is as follows: a) for the safety level, presenting a safety
prompt to the user, and permitting accessing the original webpage content of the URL to be detected;
5b) for the unknown level, presenting an unknown-risk prompt to the user, and permitting accessing
the original webpage content of the URL to be detected; c) for the low-risk level, displaying the

original webpageFeRA S R RHCRPIRCHR A BRORLSIUMAARGS e risk 1L Ia e

high-risk level, popping up an interception webpage, and preventing the user 10from accessing the
original vilebpagessonteoticy, alexaraplatioprodatss sdmofictlpnacesses for the URL, for the processing

manners of presenting the safety prompt, presenting the unknown-risk prompt, and popping up the
prompt bar, the%fﬁh&? 5@5%!@6(%%@%&%% FURMIR IS YeRpeMESASFEUEhACHSES P

prompt i%@;@gﬁﬁﬁ@%ﬂﬁﬁ?miﬁ% @gﬁ%gg\fe{&gg&prompt in a fixed position, or popping up the

15 prompt position. That is, the safety prompt, the unknown-risk prompt, and the prompt
bar do not chanigjefthelenasitions devtepispaingawehkagerstideprompad tihe tsércdridepegmitting
counterfeited by a malicious URL is reduced. In addition, a manner of manually screening the safety
prompt, RFELHRINIAR ANNRONEEPagE FR AP Bl tadeidetedaslso supported. After the safety

prompt, the unk L thg ri t fety, pr t .
unknown-risk p@?ﬁ%ﬂfﬁg t Rﬁp@&k&%%ﬁ@@ﬁ%ﬁ@Sgye‘ﬁﬁéﬁg\%ﬁg?ﬁgﬁ%ﬁg %%%gggi%é8§0% quL to
be detectgh prothst haranrsmenetuihe user is reduced. In addition, when the URL to be detected is
processed according to the risk level and the processing policy, detailed risk information may be
displayed. The pidesribemigbdite RvabaORBINGNYP thiz KIKIERRIIEBNEhPagehandaRseantiag theowseation,

whi%l int%lr%degct():gt not 'mit?ld Itr(])a?Stébe 5isé< Ctgﬁ,[%h%he risk level, and a risk content description. For
example, WHER & URP X0 B EREaS processed, if the risk type of the URL "A" to be detected is

a risk URL with Aie anadicigers aeMBEIspaRNbRdcrEied e thek el isoroweipkoctIsimosRaRkts Relicy
corresponding to the low-risk level is to display the original webpage content, and pop up a prompt bar
simultan@erseltinghtheneafidk peotaic plesenitbtio nheapkaevirgisk prompt, and popping up the prompt
bar, the method provided by the present embodiment also supports presenting the safety prompt
in a fixed position, presenting the unknown-risk prompt in a fixed position, or popping up the
15  prompt bar in a fixed position. That is, the safety prompt, the unknown-risk prompt, and the
prompt bar do not change their positions as the display of webpage slides, so that the risk of
being counterfeited by a malicious URL is reduced. In addition, a manner of manually
screening the safety prompt, the unknown-risk prompt, or the prompt bar by the user is also
supported. After the safety prompt, the unknown-risk prompt, or the prompt bar is screened,
20 the safety prompt, the unknown-risk prompt, or the prompt bar is not displayed any more during
the processing of the URL to be detected, so the harassment to the user is reduced.

In addition, when the URL to be detected is processed according to the risk level and the
processing policy, detailed risk information may be displayed. The present embodiment does
not limit the specific content of the detailed risk information, which includes but not limited to

25  the risk type, the risk level, and a risk content description.

For example, when a URL “A” to be detected is processed, if the risk type of the URL

“A” to be detected is a risk URL with the malicious advertisement of which the risk level is “low

risk”, the processing policy corresponding to the low-risk level is to display the original webpage

content, and pop up a prompt bar simultaneously, and the risk content description may be “the

9



website has malicious advertisement or illegal link to seduce a risky operation”, then when the URL "A"
to be detected is processed according to the risk level and the processing policy of the URL "A" to be
detected, in addition to displaying the original webpage content corresponding to the URL "A" to be
detected and popping up the prompt bar, its risk type, risk level, and risk 5 content description are
also presented on the webpage. The specific presentation manner may be: displaying on the prompt

bar, or of, &SRRHACMRARN - DS RESERE SMABGAMENE oSSt WMILK)PRRAER DIRERAA e

manner. 204: recording the URL to be detectéd and its corresponding processing policy locally;
and diredtiRiqtiévyiogotheeprcied Ssipigpskey acnoedipgriditie tisthievdRintbtbe pletestatylpokitly ahthd 0
processing the URL to be detected according to the query result when processing the URL to be
detected W&kt tind® be Jptefriede RGEHIHRM WisalRYiRD U Ot BRI EReRdS aﬂ@twfee%%%%ﬂdo

processi ICY 3@ I ki ite Ji ved.T e list
stores th@%ﬁgﬁgwn rﬁgeﬁég%%gq ?ﬁe%fﬁ@éoiﬁﬁ%%&%ﬁé?n@@%ﬁ@ mé Igglglﬁs%ﬁsdgﬁgg the
15 URLscotitierisks @iptitineircalye ppssadiog griobe sebgageliTies ssauifidipasseiatidhenbitiertobye be:
detected is processed next time, the processing policy corresponding to the URL may be queried in
the blackdisRlayifHeoRiie W@U‘ﬂﬁa%@r@@ﬁeﬂ@&!@é’ém%co%ﬂﬁ@i@sﬁﬁ‘é Qjﬁ@%"@%@ﬁﬁoes negdimit

exampletﬁlgigﬁg(ims ﬁﬁﬁ%{?%ﬁgﬁ (J% %\ﬁ%ciow to visit some webpage again, the URL of the webpage is

compared wi S recor n'the black/white list. If the URL of the 20 webpage is recorded in

the black/white figh}: the:oveipigagie ISRIoreBsaikeirathnacikosingsiienprpeRIsByREIIY ésegded in
the black/white list. If the URL is not recorded in the black/white list, a request for the risk detection of

the URL #8Gritie@ly ayanyinahesDieressinaplies orerppngtissoaba Wb hecdgtedtadrleeriivhand

method provided by the gresent embadiment East e following benefits. 25 The risk lev LF
cordmin R e B B B e S G TR L eI R o
different yepescdfditlimare processed according to different processing policies, so that the
processing manners are diversified when the URLSs with risks are intercepted. In addition, when the

risk type is deteliniried empeditemingvirn taaaliRb poeberestectatsianthiib o6 camOMERGy POGISHIRIURL
L e o KGR I TR ot e s
locally, s\ thgRyE&H AR HEL dSPiseesrdpaating [FAREARGTHIRMIOHEIBIIIR KSisiskdymerqnd
risk level again, but it is directly processed according to a local query result, facilitating reducing CPU
loadsand pRlvemdtinsiskspanth.tBeir corresponding processing policies, such that when the URL to be
detected is processed next time, the processing policy corresponding to the URL may be queried
in the black list or the white list, and the URL is processed according to the query result.
For example, when the user opens a window to visit some webpage again, the URL of the
webpage is compared with the URLs recorded in the black/white list. If the URL of the
20  webpage is recorded in the black/white list, the webpage is processed directly according to the
processing policy recorded in the black/white list.  If the URL is not recorded in the black/white
list, a request for the risk detection of the URL is initiated again, that is, the procedures of the
process 201 to 203 are performed.
The method provided by the present embodiment has the following benefits.
25 The risk level is determined according to the risk type of the URL to be detected to obtain
a processing policy, and different types of URLSs are processed according to different processing
policies, so that the processing manners are diversified when the URLs with risks are intercepted.

In addition, when the risk type is determined, by matching with data in a pre-created risk

database, the risk type of the URL is obtained without the need of binding a URL risk monitoring
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EMBODIMENT 3 Referring to Fig. 3, the present embodiment provides a device for processing
URL risk detection. The device comprises the following modules: a query module 301 which is
configured to query a risk type of a URL to be detected; a configuration module 302 which is
configured to 10 determine a risk level according to the risk type of the URL queried by the query
module 301, and query a corresponding configuration file to obtain a processing policy, the

configuraliam, B HICHAGRiAL I SRRCHE RERL BHORARINIHR S SIRIHY Mo iR S kiRVE RN e ts

processing policy; and a processing module 303 which is configured to process the URL to be
detectedcacaspdinding tirecassing el arychtbequoydes $ougl holsoytiditeiinerdsal dHeRlo ifiproedseedragaiule
302. 15 The query module is used for matching the URL to be detected with data in a pre-created risk
databasd! #§ HBtIRAREANKK Y PRGNE Uﬁ?['%gﬁ@%i@@:t@%}? X asaonbidntd heatifedn Hecestdand

the risk t ISy: ' ' Duilt i | 3 is used for
presentir%{g %%Pea@g;g%% $§§é]neﬁt['l %@? %%%?&ﬁ%ﬁ@f%@@ﬁg ![Dh% I-éggrﬁ){gﬁgr?\ipg?ggnﬁwﬁ (gfaixed position,
or pgpping up the prompt bar in a fixed 20position, and permitting accessing the original webpage
content of the URL to be detected. In one embodiment, the processing module 303 is further used
for displaying dERIRAPEMErMation including the risk type, the risk level, and a risk content

descrption. Refetglaif Fio, WSeIeccAlon SMMERS, RIRRYEIIA OGS e cqpfoures

to record the URLtO D S corresponding processing policy loca e processing

module 3Eigibimtirae deertéaodifepity teciingvihg RmEessiagrRaloysairesponding i toafiltleto be
detected locally and processing the URL according to the query result when the URL is processed

next timéom@rpsr@whttmbﬁonrhm ﬁqutm@vihg%@mﬁ@&mnﬁéqqgméoalwéﬂtr@té&mﬁﬁgtﬁeededing
g b L 5k TS BE BRI IR BIPRETIAP PR B A GIEY BaE s

are processed according to differen ocessing p es, SO e processing manners are

diVGfSifieﬂwWh@&V@ddRé@MﬂHﬁd@%ﬁ?i%ﬁﬂ’é%-dﬂtﬁﬂ@&ﬁeé@ﬁﬂ@ pollisl, trRecisneigiaebnesliedy
matching with data in a pre-created risk database, the risk type of the URL to be detected is obtained
without bifelirtgsaitbosresRongercasididemamong the risk type, the risk level and the processing policy;

and a processing module 303 which is configured to process the URL to be detected according to
the risk level and the processing policy obtained in the configuration module 302.

15 The query module is used for matching the URL to be detected with data in a pre-created
risk database, to obtain the risk type of the URL to be detected. A correspondence between the
URL and the risk type is stored in the risk database built in advance.

The processing module 303 is used for presenting the safety prompt in a fixed position,
presenting the unknown-risk prompt in a fixed position, or popping up the prompt bar in a fixed

20  position, and permitting accessing the original webpage content of the URL to be detected.

In one embodiment, the processing module 303 is further used for displaying detailed
risk information including the risk type, the risk level, and a risk content description.

Referring to Fig. 4, the device also comprises: a recording module 304 which is
configured to record the URL to be detected and its corresponding processing policy locally.

25 The processing module 303 is further used for directly querying the processing policy
corresponding to the URL to be detected locally and processing the URL according to the query
result when the URL is processed next time.

The present embodiment has the following benefits.

The risk level is determined according to the risk type of the URL to be detected to obtain
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5 component, resulting in that the codes are concise, and robust. Moreover, the URL and its
corresponding processing policy are recorded locally, so that when said URL is processed again, it is
not necessary to determine its risk type and risk level again, but it is directly processed according to a
local query result, facilitating reducing CPU load and power consumption. It is noted that, when the
method for processing URL risk detection provided by the 10 above embodiment performs the process
for the URbtistcdpiBHREy fualiuroind)dds et Unetionalmedules ateollisy aicsimaphiqiaaigple: In a
practical application, the above functions’ may be allocated to be implemented by different function
modules adioéay, e that iz [motieesintenma retruiate s avf itter atioaretherdRbsalittodsike sm aytdveepted.
fractionized into_different functional modules to implement the above-described functions or a part

thereof, 4P ASKIRISHVWHENRACHINAR GRSl Ble BBt I GURAAGIRIE tBHH pRintiaAeRe.
ereol o' oaes ! _ . .
above 1 'H%ﬁ@&ﬁ(ﬁ&%{gﬁ@ Se%éeflsf%ﬂl?_%%‘t%meﬁ?@wﬁiouﬁ&rﬁ aLifhS PRYICRJET Gy o

URL risk dete and the or processing URL ri ction provided by the abov
embgdinmenipdrave, thame iiechaiciecoodeptrd e nistajlecdnplarte wasreovef, thikedeRCe aiedeis to
the method embodiments, and is not described in detail herein. 20It is understood by those ordinarily
skilled inQECSPORHRGHY QrescluL B8l Y A areaneircbiosative RGeE WhEBSaIFh MRS HayasestefhRIABnted

by hardue, g4 ALY RIJOSHURIAJSIBleR NEvShoHe: TR PLOQTRTM Y e fiare) i sampurer

readable storage me which may be rea y memory, magn

The aboveddesiedrban én|Meeyeogineoibtefitia diasagichsciost mhdpivet @msdmptitation to the
present disclosure in any form. Although the present disclosure has been disclosed in form of

embodiments a¥ tisen@trRsléNaherdieib dopniaetkpd réon dirnersging déRherible prtesdinndpselddediedHine

skilled in tgle art cabn make so changes or decqrati ns 8 ordirll(g&o th{e abc%e disclosed,tec nical
0 . above .emI odiment er orms .t %dorpaess [ ﬂ}e r{s gtection efaI ove mdw* ua
con][ent as equivalent embodiments without départing ffom the technical scope of the presen

disclosurginfiivnaimalsimesdidieatimnstr e ivalgnishananpleandndgograiiras plieaabayvearrmipediments
substantially according to the techniques of the present disclosure without departing from the technical
solution fomtinpMaesrelecateistdsurlamentecheystidisecot thactiamniedulssiasioen vtthd fakisent

disclosure. 5INDUSTRIAL APPLICABILITY According to the present disclosure, the risk leve| is
dotermints ABIERANG HER e o PENE (HEEE B MAGRIE bk S A BT Sksing
policy, ang-giffsrantbmassabURbR AR PIRCEBsE AL IR TR L FRFERTIRD P YICRS appBat the
processing manners are diversified when the URLSs with risks are intercepted. In addition, when a risk
typess liomitenslinsutiubss rmsty Hie g ovith nkatanto o peevmreae thriskpdeteibhdee tiwvisKuppidoos thie dURL

to be detected is obtained without binding with a URL risk monitoring component, resulting in that the
oo AU ETET AU GRS SHSTEB GRS U o A BT R UEa Ll o Hbtgion

e S ARG D e e
reducings@i®) tectthamatl poweeptcombenaetaled implementation of the device refers to the method
embodiments, and is not described in detail herein.

20 It is understood by those ordinarily skilled in the art that the processes or a part thereof of
the above embodiments may be implemented by hardware, or by a program instructing related
hardware. The program may be stored in a computer readable storage medium, which may be
read-only memory, magnetic disk, optical disk, or the like.

The above description is only embodiments of the present disclosure, but not as

25 limitation to the present disclosure in any form. Although the present disclosure has been
disclosed in form of embodiments as the above, the embodiments are not used to define the
present disclosure. Anyone skilled in the art can make some changes or decorations according to

the above disclosed technical content as equivalent embodiments without departing from the

technical scope of the present disclosure. Any simple modifications, equivalent changes, and
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WHAT IS CLAIMED IS: 1. A method for processing URL risk detection, comprising processes of:
5querying a risk type of a URL to be detected,; querying a configuration file according to the risk
type of the URL to be detected to obtain a risk level and a processing policy, the configuration file
containing a correspondence relation among the risk type, the risk level and the processing policy; and
processing the URL to be detected according to the risk level and the processing policy. 10 2. The

method ageaishngdas B abo W BHEIBRAIG BSIHAM A RA A 1dThel R RleciRd fOpRGSgS o

process of: matching the URL to be detected with data in a pre-created ri atabase, to obtain
the risk tdselofuhevidRbubdepadigtgdied) thedeeimizaaoksporietad bbtheemnrdire diftloand fal nidk
15type is stored in the pre-created risk database. 3. The method according to claim 1, wherein the
risk levell@®stARe &% ok Feruralsalti e Lsrety eVl isetPsiHRnown level, a low-risk level and a
high-risk level, the processing policy corresponding to the safety level is to present a safety
prompt and 20 permit accessing the original webpage content of the URL to be detected; the

processing poli¢i DwsRREXdIABRD haBNKTOMN level is to present an unknown-risk prompt and permit
accessing the original webpage content of the URL to be detected,; the processing gé)lic

corresponding tOAWRE- R KRPEISRMSIIS6IPH e IhrorisktiBe dneefRsmined acsasdiptitorigitialype
webpageOF?HéeUh?_f {eréj ﬁé‘tet&é%letgegsﬁtﬁdé corresponding processing policy, and different types of

URLSs are processed according to different processing policies, so that the processing manners
are diversified when the URLs with risks are intercepted. In addition, when a risk type is
10  determined, by matching with data in a pre-created risk database, the risk type of the URL to be
detected is obtained without binding with a URL risk monitoring component, resulting in that the
codes are concise, and robust. Moreover, the URL and its corresponding processing policy are
recorded locally, so that when said URL is processed again, it is not necessary to determine its
risk type and risk level again, but it is directly processed according to a local query result,

15  facilitating reducing CPU load and power consumption.
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25the processing policy corresponding to the high-risk level is to pop up an interception webpage and
prevent from accessing the original webpage content of the URL to be detected. 4. The method
according to claim 3, wherein when the processing policy is to present a safety prompt, present a
unknown-risk prompt, or pop up a prompt bar, and permit accessing the original webpage content of
the URL to be detected, said processing the URL to be detected according to the risk level and the
processing policy comprises a process of: presenting the safety prompt in a fixed position,
presenting the unknown-risk prompt in a fixed position, or popping up the prompt bar in a fixed
position, \AfdiATelrenitig &t 4Sing the 5Soriginal webpage content of the URL to be detected. 5. The
method according to claim 1, wherein when processing the URL to be detected according to the risk
level and the processing policy, further comprising a process of: displaying a detailed risk information

containing the r&glﬂmhga%ﬁﬁé%%i@g@Lrﬁwqg&}q?; éﬁﬁﬁ'ﬁ&%’bm@ss tg%imethod according to

claim 1, wherein after process L to be detecte o the risk level and the

processing polieyetyitiyea dekppsiotacURbaess dbteetsording the URL to be detected and its
processing policy locally; 15directly querying the processing policy corresponding to the URL to be

detected Iocallygk'ﬁf&liB@oééﬁlﬁgl{ﬁé'wflﬂ%aﬁ@o fedthe dbiibtpeoth &g UdR}-réa e \itsstasetORL to
be dmec})%?a'i?m %r%ﬁsﬁ%gl na%t Q'Bﬁdcessing policy, the configuration file containing a correspondence

relation among the risk type, the risk level and the processing policy; and
processing the URL to be detected according to the risk level and the processing policy.
10
2. The method according to claim 1, wherein said querying a risk type of a URL to be
detected comprises a process of:
matching the URL to be detected with data in a pre-created risk database, to obtain the
risk type of the URL to be detected, wherein a correspondence between the URL and the risk

15  type is stored in the pre-created risk database.

3. The method according to claim 1, wherein the risk level comprises four levels which
are a safety level, an unknown level, a low-risk level and a high-risk level,
the processing policy corresponding to the safety level is to present a safety prompt and
20  permit accessing the original webpage content of the URL to be detected;
the processing policy corresponding to the unknown level is to present an unknown-risk
prompt and permit accessing the original webpage content of the URL to be detected,;
the processing policy corresponding to the low-risk level is to pop up a prompt bar and
permit accessing the original webpage content of the URL to be detected:;
25 the processing policy corresponding to the high-risk level is to pop up an interception

webpage and prevent from accessing the original webpage content of the URL to be detected.

4. The method according to claim 3, wherein when the processing policy is to present a

safety prompt, present a unknown-risk prompt, or pop up a prompt bar, and permit accessing the

14



7. A device for processing URL risk detection, comprising: 20a query module configured to query a risk
type of a URL to be detected, a configuration module configured to query a configuration file
according to the risk type of the URL queried by the query module to obtain a risk level and processing
policy, the configuration file containing a correspondence relation among the risk type, the risk level
and the processing policy; and 25a processing module configured to process the URL to be detected

according {g;ihe fiskeye! ARLM PSSR PRicYARRINeS Ry ShecanfipwetiorImedbiedetca The

device according to claim 7, wherein the query module is further configured to match the URL to be
detectedasttirdiatptintlee pisk desatedditic gatabassy tolodytaontpeasesia typpeass dfie URL to be detected, a
correspondence between the URL and the risk type is stored in the pre-created risk database. 9

The device acclEMB ORI REBIRL e dFSeR SSHE RdRERE TSGR HRIRMIDERK BRHeSeht the
f coran m b > ik
salety praupt g&@(@%"ggggﬁﬁggg[ %ﬁé‘?@c‘?ng%ﬁ%ﬂar RS ?@?ﬁ ,aaﬁaeﬁeﬂﬂﬂﬁﬁg REROMGIRNE®

prompt bar in ermit accessing the original webpage content of the URL'to be

detestedoriginal Mebipagederitshaot el B ltaciitetectdderein the processing module is further
configured 10to display a detailed risk information containing the risk type, the risk level, and a risk
content description. 11. The device according to claim 7, further comprising:

5. The method according to claim 1, wherein when processing the URL to be detected
according to the risk level and the processing policy, further comprising a process of:
displaying a detailed risk information containing the risk type, the risk level, and a risk

10  content description.

6. The method according to claim 1, wherein after processing the URL to be detected
according to the risk level and the processing policy, further comprising a process of:
recording the URL to be detected and its processing policy locally;
15 directly querying the processing policy corresponding to the URL to be detected locally,
and processing the URL to be detected according to the query result when the URL to be

detected is processed next time.

7. A device for processing URL risk detection, comprising:

20 a query module configured to query a risk type of a URL to be detected;

a configuration module configured to query a configuration file according to the risk type
of the URL queried by the query module to obtain a risk level and processing policy, the
configuration file containing a correspondence relation among the risk type, the risk level and the
processing policy; and

25 a processing module configured to process the URL to be detected according to the risk

level and the processing policy obtained by the configuration module.

8. The device according to claim 7, wherein the query module is further configured to

match the URL to be detected with data in a pre-created risk database, to obtain the risk type of
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a recording module configured to record the URL to be detected and its processing policy 15locally,
wherein the processing module is further configured to directly query the processing policy
corresponding to the URL to be detected locally, and process the URL according to the query result
when the URL to be detected is processed next time. 20

the URL to be detected, a correspondence between the URL and the risk type is stored in the

pre-created risk database.

9. The device according to claim 7, wherein the processing module is further configured
5 to present the safety prompt in a fixed position, present the unknown-risk prompt in a fixed
position, or pop up the prompt bar in a fixed position, and permit accessing the original webpage

content of the URL to be detected.

10. The device according to claim 7, wherein the processing module is further configured
10  to display a detailed risk information containing the risk type, the risk level, and a risk content

description.

11. The device according to claim 7, further comprising:
a recording module configured to record the URL to be detected and its processing policy
15 locally,
wherein the processing module is further configured to directly query the processing
policy corresponding to the URL to be detected locally, and process the URL according to the

query result when the URL to be detected is processed next time.

20
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