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WD 2004/ 049315 PCT/ US2003/ 037425 SYSTEM AND METHOD

FOR ADM NI STERI NG PERM SSI ON FOR USE OF | NFORMATI ON
WERAGKGRGUND OF THE | NVENTI ON 5 The present i nvROIL/USI003/837425

directed to a systen1and met hod for adm ni stering

perm ssi on se I N n ectiye use
C|rcunstand%§§T§%%A Eg{ %¥ﬁéA£%ﬁ@ﬂ§€ é

per m ssi ons fBERW%SI&NB@RSIé OF INFQRMATION n

respective use circunstances. An inpetus for the

pr esent inventiBA(EKHHHEBEI@Fﬂ§@EﬂﬁﬁENHmOFmdividua
owns_any personal information pertaining to the . .

i nd.?hedaréﬁent AHUeRtNG S riRFedUE 2oHBNRIY 2B eBpd (fob administering

i SRSEDEL TGP, Pt el g sl o

adpgfisteriag pemndisyioratibouse o pa&sglabitfokmadiios iPRKPRcSiSE Qe circumstances.
shoul d be required before his personal information is
used. There are no systens or nethods presently
avai e
Sy oA BBl 2L SEER AR B8 88, AEILAR s any
pefyoal ifforinhaén partdiniag ¥ Wy aldiBiduglenROna indiitiedl ¥BoII RoRtSol use of
owned by the |ndividual. Sone di scl osures have been
higypereonaf efermating. Serdwothenmanspaedividual sholchaye control of uses for

8 BRSSP SRAATEL S o ol L0 bR S SLTRL e etor i

Iwﬂbﬁ&ﬂﬁﬁﬁﬁ@ﬁmpﬁtgailndIVIdua| regardi ng uses of his
personal information. For exanple, U.S. Patent No.
6, 25diepp@eme sgpteng hemethods p@sentb/(ﬁvam‘ble for implementing the desired

Pr i.vac an Dat.abase' "
PCHP@%P%%%“Q ey S Pt e R Rr e B thah apgndipidual's
petsdRAleinfidimiafien as Rikhealtyt the GhdFahial. C WdicOlisEI0b BN Bave been made

reflecting consuner privacy paranmeters. U S. Patent
regis@ing chuetoral B’mpﬁs celpiingtoNtrtabaS2 a0angemEn B 40T wentifyingsinformation

hert scl ose
eBpugidne BReER Bt R Bt B P RS e S8 reBRding uses
ofﬁﬁrﬁeﬁ%ﬁmﬂfmﬁa@mp IHoY @€amflan s Isa‘iéiﬁ @hot 0,25 0120F WM erty et al. for
he consuner uses the privacy card for | nposI ng
“PpwaqyaElyhapp@f Batebase’sofllpoe 26,2081, disddses alatentvasgructure thagincludes

of e. pr.ivac may access
» oSt pole pbiing S RhuA Rl Bf At ovieT conGtRdF g nE Ghyaner privacy
pa@irﬁetér@f ormation fromwhich identity of the consumer

may be determined. U S. Patent No. 6,275,824 to
O FllaRePutgnteApplicatibm PublRptioe MNoaRES2081/ROLL 25 rof Meuwgti 2192001, by

Prlvac iLn, a Data ase nagengnt tent of Au
0 %ﬁah%@ia disslasgsp e §f§m"ﬁ>ma§v\é§1@ata @v@% 34t proxy
if26dell th \ ﬁrcggﬁﬂd%éh&gto% GnbiRER PhPldts@hbdeShe privacy card for

at abase
imposing privacy preferences upon data in the database. In one use of the privacy card, the

consumer may access a privacy service that enables the consumer to remove all information
from which identity of the consumer may be determined.

U.S. Patent No. 6,275,824 to O’Flaherty et al. for “System and Method for Managing
Privacy in a Database Management System” of August 14, 2001, discloses a database
management system for storing and retrieving data from a plurality of database tables
wherein the data in the database tables is controllably accessible according to privacy

parameters stored in the database table.
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wherein the data in the database tables is
control |l ably accessi bl e according to privacy
w@aroaoet3es s stored in the database table. WD PCT/US2003/037425
2004/ 049315 PCT/ US2003/ 037425 2 U.S. Patent No.
6,438,544 to Gimmer et al. for "Method and Apparatus
for Dynam c Discovery of Daa Model Al l ow ng
Customj zation of Consuner_ Appli cations Accessi ng )
Pri VideyPsgriavo. A3 AagtiUnmmeneian fory Msfhedanddipparatus for Dynamic
| . . . .
DR b Dol O E YooK A XCon BB AbRicarions Accessin
Pravece I3atsUbS haipasn 29, Q00N e slystam tahé agpiratunanaiiditig eisand a privacy
to_the privacy netadata subsystem The consuner access
meftadaly stbsysigic eptpiedawith quéalt VFasehquse vad GoRFURPRARGCEYS subsystem
| 4 - t d
oS S B has P RTINS L Beb B Fiy b, P hpger acoes
sublgfstenvadcepis dsequaitdof Rivaay tfornthaiba fifoas el ¥&d frenstdie the request
query to the client. The representative disclosures

togidpledvasehpuesseompliant gyeeys tRnynischequasyty thedai wereheuse and forwards
dai ézlr%gtgfivcgt iﬂ%n u%f l}ér#'lé/aﬁ:%ltor personal informtion and
FSURFEIESP WG WS Khndl ing in a respective
dat ap@s geprésentati®s RRIdsWRs | @eat Addfess FPe-spediBO $BRutdhs to provide
_this application, the terns "privacy information’, o
idegifioptior of privachret ipersonad reformpatiancandl provitle ferats spaciabkandling in a

subst ant.i.al | synonymus.. There is a need,. however
re?poercfci € g?tgl%\aag}(tt A g%smeg’%ﬁg?%%%l ﬁg(?rypu os8§ ngn&% appvﬁecagoﬁ, the terms
“ﬁrﬂ'ﬁﬁf fedrifafion”, 1privdle IFsk@AtdnS 95 GleYsdnBEmEorffafofMBA¥ substantially
hol ders of information relating to individuals.
syBsympduss of entities holding information relating to
idual s i

i ndi | ude credi,t card issuin onpani.es, . .

| oyal 15 Barare Qi peds: anof i bRt IR R Py information.
InRb@ANE SocTRy fRA Mre i hERelsUT i£RARAMYASlatin S BORAIviduals. Examples

subscri ption processing conpani es and others. As

ofreptiti¢sddding tnfdrinetioh ealging, to indbadiads inpludertredit tard idsming companies,

rivacy information relating to a party belongs to .
ol B eargaPied ot B RO Pa Srago Gl I HEY Bshgn companies,
m%égzﬁfe@ﬁlf)dcﬁ tion pt8E&sing PR ah@bthBrsSAShEM ded S&1iM Hefein, a basic

r method Tor " recording I nformation owners
prpméskas thatpisvacg gabdnatpnhrelatihg toq witytherings tethstqraatly, mot to whoever
rijvat i.nfor.rr?tion in.a manner .that pen-nits |,

e, et it B Re RGBS dtd ok Sfera G fetvice or method for
bR TREorABtion BRh&s” preRrdiBE el Ating BY AN AR bed ivat
re?or §§?nfdrr11|%stl%nr?ﬁg ?J an' gsi one y g% 25 I%@or rré?iglfgn of private
infosmatiod an ausenodr thpe perhiitsderfofcorgntios® préfereaces egpactdsey eof such

. yse circunstance by an information user.
mmformation.

There is a need for a system and method for administering permission by an
information owner for use of specified information in a respective use circumstance by an

information user.

SUMMARY OF THE INVENTION

A system for administering permission for use of specified information owned by an
information owner in a use circumstance by an information user includes: (a) an information

control unit for comparing an information use permission request with information use
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SUMVARY OF THE | NVENTI ON A system for adm ni stering
perm ssion for use of specified information owned by
wW@ro0o48®@3inf or mati on owner in a use circunst ancECDHYSEN3/037425
i nformati on user includes: (a) an information contro
unit for conparing an inforngtlon use perm ssion
request with information use”W) 2004/ 049315
PCT/ US2003/ 037425 3 .directions for effecting the
diggqtpnier &fs Cﬁggth@ﬁ@mwtm%ihﬁHﬁogg%loﬁélﬁwwlﬁswmw@géenﬁfymg
at1E§ Lk fll%ﬁ)lqlgatm%t d ése Ctll‘g Ijng’ttcu?cre R)ﬂ% or} 1*113% CHI%?’CIO S 1nclud1ng
Cl rcumnst ance, Srmat 1 on use Frections incrudrn
critérid Iﬁemlbntrrgq&@mnttvdnge Bﬁfhmlﬁﬁ)ﬁﬂatitﬁi@ (®fa dohﬁnmﬂé@foﬁ&adlnﬂsy coupled
g &@a conmuni cation facility coupled wth the
withihe infarmasipncentelamitipr affepiéng comrawnicatipnderaepine Bwtinformation use
peﬁ'x%lssﬁﬁ%dﬁ%séi?&nlt flgf‘o%taﬁ&{]u%éﬁ%he?m? A ma? chﬂrol rlilgl{%ﬁ%nmumcatmg

ormation user I'on co

a pHRinitti6 Mdidatcasd theGnfoamPRMNIstt wiikgh the icCaic@mstafcd dforms with the

i nformati on user when the use circunstance conforns
mmmﬁtl@m@se direedensefer ba nfounationeand (Ghan idernagien storage unit coupled

Jnf tion; i nf.ormat i st or age .uni
iR OhEPt S olticf BT U SRR o it storing
mgnﬂﬁn@ﬂﬁn&@@dﬁgﬂnmgicatlon facility for storing the

i nformati on use directions. 10 A nethod for

admi Ainetbpd gr pdministsriog peonistior for usnfofrinfrmetiomwmadd by an

1npoﬁ?18ﬁ%?ﬁ%%rlgga2¢8 %Hglfrﬁ%%tgcle@)ﬁglng{slg) a%c?ﬂ'l H%Se%)&llnc udes ¥he steps of: (a)
es@blistih %Pédé@:nﬁthQQERﬁﬂhﬁkﬁﬂuéen&%cﬂBﬁé @l Qéer &?t%ﬂ@??escmbmg
including use criteria prescribing permt use o

periitedise ofr’dmeum‘hnaatwm agd ndantifyiingycritetia eﬂacﬁymgéhﬁ infarmgtion owner;

i nf or owne b) rec n i nf or mat j on .
(o)seisbefh Spiiistarspemitich b oo ARG e hsetheformation
usla HeRhi¥8bh Qe %/51dH§t?fyﬁ1%raff‘1§a%t AR AeRMbA SRl ithy L8P cRlumstance; ()

| east the 1nformation and the use circunstance; (c)

commpag threginfdrenatinf usmpetrrmmmswegewnhstha mfoxqmaeroy usk thrections; (d)

|nfor tian_.use direc ons
PIB%‘ "%?%P@a%tsﬁot%e IpjoEm f&#ﬁ%\fl %ﬁﬁﬁwﬁl SBstangegonforms
wwﬁﬁle%foﬁﬁwme%&&mn@rfmhe Yﬁf&fﬁn%ﬁ information use

directions for the i nformation. is, therefore, an
obj dtis, therefdre, qurobgenof thepresni uweﬂtmrﬁmpmm aasysgeﬁt amhmethod for
and. met hod f or. 0 adm.ni sterin rm ssjon b

adFTHRIS{CHAE AT GViAR B 6r N fRemaan op & 1oF Se PhRsered 1gfprmation in a
re ecﬁ@é&%%iﬂcﬂx%st%&ﬁéﬂeﬁﬁﬁmgtg&g?s*& an information user.

urther objects and featur the present invention
Wi | IFdnéleapbﬁms rendf featoress hod thé pldsent mgerﬁchﬂl batappmrelan@lom the

i ms when consi der ed |n connectjon with
fog%}\@%ﬁaﬁ%}f ?@lonﬂlsﬁfmgw eI Copsidered) lmeeméqc@ﬁ% m@ the accompanying

drh @85, 6 Wit Hkd LiKRiehE bR BHAEd DYAR iRk SerbRnbd Run{@hls W $he various

figures, illustrating the preferred embodiments of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram of a system for administering permission for use of
information according to the present invention.

FIG. 2 is a flow diagram illustrating the method of the present invention.
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25 figures, illustrating the preferred enbodi nents of
the i nvention. BRI EF DESCRI PTI ON OF THE DRAW NGS FI G

wda 2008/083shemat i ¢ di agram of a system for adni PCBHUS20081037425
perm ssion for use of information according to the
present invention. 30 FIG 2 is a flow diagram
illustrating the nethod of t fie present invention. WD

2004/ 049315 PCT/ US2003/ 037425 4 DETAI LED DESCRI PTI ON
OF THPESAEEERRESEREAIDNH THEPREEERRED EMBODIMENT

HEEBRARES CRBAHDNE PR
t he ' {] | j . .
e BRSPS PRI BE R SBE5 e

offésig iphdvadétefol Mnenfiey thabyishbato watinfoymadeiibhelay that entity about an

_indrvidual (i:nformation owner), when the entity does

indigidupl (lafosmetios Saar): hew dhe gatitly daes grofdwveperipisgon to use the

. servi.ce i erfor.ned.on _hehal f ~the. i.nfor.mation

1n§>mg c:>n. ng{s}? %)%Wlﬁﬁ & p?rgo eg togﬂ%/efhglg _(?lf é@e %Waéwg é)Irwner. Courts and

re%ﬂ@tbﬁy BRfesABay RnWAQIccRIVAS as EWhaBwRE ORefatl BSpdrfied Methe future.
uture. The present invention is intended to L

Thepeesaniodwensios icintended tojagersnmpdnte giishaleeisions adhipgraie oradminister

MR R IR AR .

. a PSRN 28 orSHhizafiSn, We Wellas offidnahdivitiiaVinfdtflatibR b@nBB! nGRactice, it

owners. In practice, it 10 is anticipated that the
is sicipatas thatlthe ssevigewillbepedoimd far ggrowpohformpioemewnas each with

.omers, each with. hi wWn respect.iv rm ssi pns .
bi, PR RECT B PRSP b OB, BectislionoetigrEand srosse in an
inforh Qi SR§tbRABe §hPFRIAmiMIitbrihPby AARERAIRIREVIAG, DY the

service provider. By way of ‘exanple and not by way of

| i mByawapof emammll not by wayraf limitajpony persomwad infyrmation protected by

ermissjons in the systemincludes .informati on .
DeBiSEiaPin e B5IoLfRE Ies i amARon per g to ey fagcial dege lifestyle
pr%faefn@éseﬁﬁﬁﬁra@tri‘(%s RhAYel LR BRTRET BRIAGhLIYNMNSSRBESN is stored in a

Preferably, information is stored in a Storage unit In
staragd wnitsin v ar ans b inoatioe lelementsge. g ename, addmess, sagdhd seessty number, and
soci al_. secyri tynunber, and arious .i.ndi vi dua ) o
VoSBT PP AR T Gri R ATGRY)ID iaﬁe%eVF@%Evfem@f‘émfwng

eabPRRbIATE bibith b Rt [EBRIGELIURd MERRARbE Bl eent
with a respective information owner. The contenpl at ed
ser Vileeoatehpditedsarviee aylsddien thaslystant inatinethod bfthp pesenttinvention
invention 20 to pen-nit information users to obtain )
to et JBTosMAtpR BEGTH Q) PHBH BHIBYHEY Fomginfarmatipg opvners to use their

L
InforMatiomnbdengst ateadnteynpldiad pr ths prsentrivention as BenHenadipd to set forth

enabled to set forth predeterm negi use paraneters
Pf?‘éfé‘ﬁ'fqﬂfl%ﬂi U$§ P@‘@H@qu%ldﬁ%téfﬁngr%}?@%”tci USH dMitaf el HAPGRARON owners may,

foPAple, TEMorth limitations or use parameters on use of their information as to who can
use it, how it may be used, when it may be used, what information can be used, and
additional limitations. Preferably, any limitation or use parameter may be imposed on an
individual information element, on groups of information elements, or on all information
elements associated with a respective information owner.

When an information user seeks to obtain permission to use information for a
respective use circumstance, a permitting indicator or permission response (i.e., either

granting or denying permission) may be delivered to the information user in real time or in
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for exanple, set forth limtations or use paraneters

on use of their information as to who can 25 use it,
whoaw4ios93mny be used, when it may be used, whatPCT/US2003/037425

informati on can be used, and additional limtations.

Preferably, any limtation or use paraneter may be

i nposed on an i ndivi dual i nPormation el enent, on

groups of information elenents, or on all information '
a tdnmndes  R8wder 40 edntpt deny peasiseien iforuseris detamringdh by the service

enERSrgieaT g b B R P PaB e s SpRak Be omagion use
pefrhisSiHA B ARGSubAIRAYY thé idTorrhdHdnGBEOWitR thePi@fdHinSEb® Bse directions

response (i.e., either granting or denying
empedredds theripfomaytidreowhedr | s\séered usegpardnaetensf or mat i on user

in real ti or in, WO 20 049315, PCT/ US2003/,037425, .5 .
b B GRLDEIT B gPa RETSH gy Bt AT S b vention
dedS el BerdRiLE gm;are%ﬁmﬁ@m&ww& 16 SacilR e Ending tHRiSERibn. As

and net hod o he presént invention by conparing the
nuimbieoy ofisubseribse or pemberssofomforontios tovagincresde,by wavdd become

e ok A B0 LB s
sir%ﬁ%&%%@%&nt G eVBf 2 BE TR RE ¥oRD At IR Sysin e R‘%&&R Ghvention

system of the present Invention deéescribed ein
inelndessainrpibediamsht 8twhitlylvgfoandaded ateodiftabitied ambag selected information

under st andi ng the i nvention._ As.. numbers, of .
usgiib Bt P iots ABPAG RIHFS. f DYTif PFAPEIE AN WGy ay heriagialled at an

i) ST L S0 LGP SOEA. i ot
logic and rigtaemage bw i“calefd bptthoinfewerioa usevtosecaive perpossidrsto use the

Thus,  the system of the present invention 10 ncl udes
spegifiedrindermagig o themleﬂaq%ap%cwnaaﬂﬂ%dé@h&l ta would

SIS SFLRE o] RSO0 o e A A of ppusions.
i nstEtlel tgplesadf iaformbtidrothantirobe adirinistertda@tviagind ias welle By way of
information user's conputer equi pnent. The bundl e of

exprgles antipt Qu Ay Rhlmiation e sysemigpd mrshad pldhevay prffpn st be used
to h@mirFs&! pve?mﬁglroH% lﬁﬁd rﬁ{}si{:ign Ufs%n&@ﬁter $RECYE bEFnloading musical works
n e pa ul a The

Information 1n rcic r-use circunstance.

ovietithd|Ietefifet bragiadmavistetisdrmisstonk dy 45 altkoistatvedreptinting the author’s
intervals or continuously to ensure proper , )
noyehi ‘Rhesscopr g thertepmay rAvERT oArd “ifremeation sarg intepiiiaiyread in the
t n. ned.are varied as well. By way of
cog%%h%ftg’e ugﬁag%g{hgg?/&\%ah%g% "limtation, the system and
met g ehtdmjRatbditanédramuiiesti dicanisigtthe vari@dparticipats in operation
erm ssions by a nusician or songwiter vis-a-vis |
ofgthardendert ngtheisformptiop eRrirol gwndy of the pysteap wétthgAnyegtion and the

PSP PP B P A Pl gt b
W%}f%ﬂgalﬁlg%ghoﬁﬁﬁwﬁy of P e dr0 Mterdbew e diRAhhafiad bfinformation; e-
mail via the Internet or another network; telephone communication via a public switched
telephone network, a wireless telephone network, voice over Internet protocol (VoIP) or
another telephone system or network; facsimile communications; or another communication
milieu. Similar communication milieux may also be employed for conveying information

use directions from a newly subscribing information owner or for conveying updated

information use directions or changes from an already subscribed information owner. It is
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context of the invention disclosed herein. It is

contenpl ated that comruni cati on anong the vari ous
w@arotioes3pant s in operation of the service - tP€I/US2003/037425

i nformation control unit of the systemof the

invention and the informatign users - nmay be by one

or nmore of various cormmunicaton nilieux includi ng, by

25 way of exanple and not by way of limtation, . )
confrmeplated thad pnfesmationnsiners WAy Bupsh righhelievisw ofanjdpformation use
el RREY sl SR el rgrBR AT such equest, and
varRuesKmuaicwlidis neBsbetlcghoyedne pRaidiag this #pbaef heService. Further,
. Internet protocol (VolP) or another telephone system
it &y coneanpRlptrd thak e ipTreationrATINGT Buyivedate their rpspackize information use

- icatio \lieu. Simlar ¢o icati ilieux .
A0 et el g By T Rt Pellontsd g g vsing as
arflxa@@ld auatibn $ih tnshRok WhenidsdiiaBbM@ad prr@ittaitib ke B Bley believe
or for conveying uFdated i nformati on use directions

shopldgted hajeesbern ahovagel. Shelemdyrmatips owneragnimyroeations and updating may
b owner ltt i S1 WO 2004/ %%EJB PCT/ US2003/ 037425 6
kot R £l YRS OT s BIRHREOAY owners nay request ri ght

of 1 RUHIEVHAly, BRYservdEABRIdyRY tHE Systdif Al SRV 6188 @Rlention may
query with a further right to permt or refuse each

bregdoastr rajidisstion tothformzation sers ghatureve sutisonlsersrhigie subscribed to the

sepiFe ot hphged ot Bler eaPrdd B e Bprvifion s v isanf ceran
infoRhatiOnl dtvaels R deigi@ftP 8F blchCorofd AEWEBAA OB M3E&:t&, for example, from
directions using an exanple of inforrmation they decide

angdrg sulserdingmferiatine dsers on fiogi Wgntaablamdestangtospasuch as banks,

O

al | omeema P ebhekMELTIARAISHS B BABHUN £} aRBDedlitated by the
updating nay be carried out in real time"or in a

prosent invemtthe. Hod dkdamplpadoing, stittsaeg@re/clemadidind ybmpatibeto keep lists
yste nd thod of the invention . 10, by oadcast

of vl WH BEUS PRFG 19t PG 8B P AL Tiste 9 eh Boctall istsmay be

in@&é@ra&‘d@%%éﬁﬁﬁn&gﬁ(ﬁ@owﬁ %meﬁeseﬂf sggt Lo FIARRER-BARitus of an
been recorded in the 1 nforfmation us irections o

indidual may bateflecetliio anprspose pReddqal nths safviceue n information use
bropadcasts nay be_ sel ected,. for exanple, from anong

PERSSIOPITEAYCE JUSHORIREY DY AEnLOTBIlon BIR dent i fi abl e
Lol En oo halATSS Hathi o S anch PRy P TPAl i mation user
inExfben talt Hyscgberadeatratlinformatiat irngenefabterins ivothosd specifiisgeany owner
ST QLT NETNITE (RO S
5 g 281t BB MR BRIl P enion
respond to such a descriptive request by providing identifying information from its
permissions database — subject to the permissions limitations of the various subscribing
information owners — to facilitate creation of a mailing list for an inquiring information user
that is responsive to the descriptive request.
Another embodiment of the present invention contemplates providing communication

between the information control unit of the system and a plurality of remote databases. Such

remote databases may be maintained by entities other than the provider of the service
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incorporated into the informati on stored by the
present systemso that the no-call status of an

w0 pauwisuml may be reflected in any response prPOWUSEA3/037425
by the service to an information use 20 perm ssion
request query submtted by ag i nformati on user. An
i nformati on use perm ssion request query may be posed

by an inpformation user _in a formthat descri befs
erladyimedhe systsrhandirasthpgoffempreasnt iveRioty Megagers of such remote data

baligf g"jra%siuﬁ&ri%g %o Oc}l.l\@?&ivﬁcreee%feﬂ%c; R sy§t$ﬁ1t hd n?etl?#c?%? oy present

tion may Tl cription. e presen

inventdnttb pArticiHard ianm Sreise.t Iad sysfea mesvingsuelirbo dypanded fibscriber

system and nethod of the invention may 25 respond to o
dagabape gonfigyeatiopt Py dnfpegatiost sy MY GWPEIte irdeiatiop usg permission

| r 0 i .dat a - .
PR ) LB, e Ehgs 80 0L BaRRst, 2L s o
perbixs ik Kat®asd if Qrimldiag Dpaefiging hoichRe irbdpodieto the requesting
~creation of a mailing list for an inquiring . | )
infosmetigmbsesn! heserusingyaey be carale onisysies qosnmpacation in any of various

descr.iptive.request,. Anat.her odiment of.fhe present -
e ioh SUREaF issiiBh ofuf T aitinckich prRaGi&on it
inkgheaenuidicarddthermatiboowsa@pt rol unit of the system and

a pl uralitty of renote databases. Such renote ) )

dat ablzes @seipmgd sebeodimndi ofe thebynvention ipsevidesh @pproptiptet prding to
& ovi.%%r of éhe se{.vi ce WO 21]:%04/3%49315 " H ;
COBER SIS B FABE U ABE MY MIANE" e T e YRR Rggrs: remote
dd¥babBraRERELHd the UEBinhAon BRGS0 he Syitdn 0 MR iBv&Roa so that

bases may subscribe to the service enbodying the
awshitgragnzayderestahlished ffont rhelepmgsapetationhokthe systern end service.

partj ci pate in th rvice, In.a systemi.nvol.ving suc

b el i sohueareBa Gt SRR omrtuRn MaS 45d remote
ddtAHa0¢ FBhd RR dSChal BN tiSpRIIE (1R Reve QITBHYIAR tHé?s?stem and method of

perm ssion 5 request query and the service will peruse
ths ibzotiomhthnenghiagatia sesthasinteeinediages. t s own  per ni ssi ons

dat An formylating a.permtting, indicator . .
Fesphiad 1 8 st JALSE 155 SYHFBr R Irb NS B pesission for use of

inRghidabR chEPd/mE?o ﬁl%!&frés%ﬁit Byéntidnl NE HQUM&}%% 0 forhdMlMistering
of various communication mlieux, as di scussed above

parmissmmniec o of specifiedanfonmat@t inom raspediive icnCumstan¢eoby at least one

. ysers and i.nformation owners. 10 Th referred . .

oGP RafE GASIeRaD THOBRRICBHCEReD GPUE vl e G catingly coupled

wit g'omrahe/ ofGRRAMAGRELRN 4 3ol ARDAE 1 1BARat R Wner 16 including
I nformati"on users, Information owners, renote

inflatratios @wmersatgrl®, and Aheanforhatiomadwner KHritd Gl aomirbuméates with

.the systemof the ipvention so that auydit trails my . |

mé%ﬁ@g%afqe%@amg it B ARy OB EF BRFoRS 3 phurehis o\ foppynication

mATx 96! &bﬁlﬁmnwatibﬁmfiﬁgu?ﬁ@rnﬁéﬂﬁ%l@([@i‘(ﬂ%?gnn%lg,a&ebsite access 22 via the
I nformati on owners, Information uders and renote

Internet 24, voice over Internet protocol (VoIP) 26 via the Internet 24, other devices 28 (e.g.,

wireless personal digital assistant (PDA) devices) via the Internet 24. Communication
milieux 20 may also include phone communications via a public switched telephone network
(PSTN) 30 such as voice phone communications 32 or facsimile communications 34. Other
communications 36 may also be included within communication milieux 20, such as wireless
communications or another communication milieu. Information owner 21 is designated INFO

OWNER “a” in FIG. 1; the indicator “a” is intended to indicate that there is no theoretical
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15 dat abase managers each may participate in the
servi ce enbodyi ng the system and net hod of the

WO pawefoid3eh t hr ough agents or ot her internedi arPEFUSIODEANI 7425
1 is a schematic diagram of a system for adm nistering
perm ssion for use of inforrgatl on according to the
present invention. In FIG 1°a system 10 for

adm ni steri n% erm ssion for use of specif
H

limptthaavumber of ipfarmatiopeptoessd 7cl% &1 st %&@nwmaffatq with fnformation
ac%@ses c%gtir&lq{n?tr ﬁa\éb iy ’ﬁ%g{caﬁ(%}ﬂlnﬂ flgg ogn I nformation access

unit 1 nmuni ca gly Ccoupled wth a

p| ur mkdrination adc6§s@bﬁﬂblluﬁft 10 #ails® cdhnaunitadhglyeagile®Wwih information
i nformati on owner 16 includin i nfor matl on owners 17,

uses, 14yia @miutahﬂb@ﬁmmmmlmrml 1‘¢UX 38 (n@llhéifwﬁsﬂrﬂind?@t@élsm FIG. 1).

access.cont.r n
Cipbicablyf S E 3 RE] S0y Slhhoaltof Aiecdf os those
dsEnmBdibe A in%nmdtioﬁ With2dnirRyhitdtioh lmiﬁeu;{ 20. BN formation user
website access 22 via the 25 |Internet 24, voice over
40, rfi2e A gnam@tlm@mca(evmtb)mfganaﬁm adsess| eemiehanit 42, w@tome ror more
devi ce

R R e S

th@lihdi@Hesr B MBMteAl &Ptol iRGicatd enad RRRSiSGRITYGE G 1i8iSto\h@ndimber of
public sw tched tel ephone network (PSTN) 30 such as

m\ﬁumeoxphmse% dandrhibebeaneasmamicate Wik gifpiniagion access control unit 12
onmmuni cat. 34., O her comunications 36 nayal so be

Vlf‘ﬁBWé‘bca I?H’iﬂheu@o%num cation milieux 20, such as
W I efn@sifhadbn GEIFEHEINERY LiSD 52 Bicl 8PS Behmea PG 68t 5@ permission
mlieu. Information owner 21 is designated | NFO ER
critgria storage @nit132 anvba icompagownit 54. Thysj mfemedigntayvners 16 may, for

’%9%%1%%%8%@?@%1} t}%{S%g{lffS% H%??{I‘Itlelttq% § %ﬁltésle?ﬂ%ﬂﬁérrlnépn%oon%gs?fo who can use
it] Hlfv@ft 'ﬂ?a?r'b‘%rilsé’d\@ﬁfeﬁ ilrhay Be us%a Whatn AR R TGRS W bllditional

informafion access control unit 12 via conmuni cation
limithiiensx TREGe usef;fammaens;m pegiesen @ueria, ete convdyed ® informhgaen access

CGROSH h  bynGtnaiih e PR ViR e 1088 Of FpmunicAion milew 20

aﬂd JoHﬁﬁﬂrﬁ‘&a@i@n bRt 961 Iﬂf a‘xﬂaﬂox{: 4dess Lntrol Anfr? MRS G fePRission criteria
I'Teux 38 may Include simlar conmunication

mqa_renmssmn omenastordge si|eit désEnefdndﬂy abpuse famnoien Melrmmsmn criterion

W h,com“rynl cation mlieux 20. Thus, an infaor,
g by impased g5 an yuiiyidyal RS A ARy SR pERaton clements,
|
oASFASRLSAHEPUPAILS 2ol O, Rep et EerGR ) 719,21

pddfafEdRichrdritérin Fbrege dnit 52.he i ndicator "in" is intended to

indicate that there is no theoretical limt to th .
nurb 8hep an feformatiRmaser o Serks e okin permispon fogse d%f,%manon for a

re\%fémvgh&a&ﬁumsfaﬁcé R ?Jp%fde%@foﬁﬁ&t?osnsus‘épm,r@[ 4% WMrds 38 information
Feux 38.

communi cation’'m
use permission request to information access control unit 12 via one or more of

communication milieux 38. A permitting indicator or permission response (i.e., either
granting or denying permission) may be delivered to the respective requesting information
user 40, 42, 44 from information access control unit 12 via one or more of communication
milieux 38 in real time or in a batch mode. Whether to grant or deny permission for use is

determined by information access control unit 12 comparing the information use permission
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Information access control unit 12 includes a

communi cation unit 50, a permi ssion criteria storage
wairiot/0EB318and a conparing unit 54. Thus, infor nmBCT/082003/037425

owners 16 may, for exanple, set forth limtations or

use paranmeters on use of theiyr information as to who

can use 15 it, howit may be9used when it may be

used, _what nfor mati on can be u ed and addi ti onal
rolfart SRITIGHAEY HRaSecsios CoABie SR B JRTTagPn sF (<55 6 with permission

crfibrid ﬁgdfﬂ'zan@ﬁ PecERRY GY fforhBtibA LY Rt ﬁ&ﬁ%ﬁqnfoﬁﬁ&w Awner 16.
uni t I'ninformation use directions via one
of cAdditionaiBt iimformatidnesccesdOcontmodl vaantal maq/abnoéxﬂbaslmnditlﬁcatlon to
50. Information access control unit 12 stores the
Ml%% PES & VideReLr e 96 FAMBRINALIeR Mildgkad Ssthat By subscribers
. %foﬁ%atl(ﬁg r%rg E&e)yhav@ @szgﬁﬁedptg RIREGLe 204 ég&rcfg}i ‘Y’rﬁ‘ognatmn use
erion I'mposed on an 1ndi Vi dlal
d1ra@f1@ﬁmhvgﬁn§1b@ﬂmtm ceiferi@fonspsragy inipBfriksiBi £@Bria storage unit 52, or
elements, or on all information elenents associ ated
thefichpnges h@%@d@@n regerded ipthaRemypsiggeeria gf centain ipfprmgtion owners 16.
InPo%gth’? tlé) s £4 {ecgﬁlk% sﬁ&l?ér%&? Br[lag% sswlgﬁ foF 8>Ig]anf1%le Jgo‘én among

of ma see FsS
subﬁtfrﬁiirfgihfc@ﬂlaﬁ&{ usdrs (€. PE6inatien Uses 40,4e WG FRMA§ or flom identifiable
respective information user 40, 42, ‘44’ sends an
inflystryieaeubis sich %@ankﬁemp\erﬁm@@nmmp% érlenhone eothpenesyent Gtlosy industry
access control unit 12 via one or nore of
B¢ uni cation nilieux 38. A permtting indicator or
per NS §ifentRRRRE pernfissich req@dst fidry nfhf BB oSl B ard@IY¥Afon user
erm ssion) may be delivered to tr¥1e respective
141a g fsrthaiglesantbes dastredimformetien ingeneral terus Withwwt specifying any owner

reh R 50 Pl RS prEdiaBon by Bt ahidoBP; Ssietpifiemplates
reiﬁ?ﬂ@m g Wee kingr at&s&ﬁlﬂﬁfe Reuéeteny Bﬁfvﬁﬂlﬁé'lﬁéhtffﬁh Ul%Forin%tlon from

determ ned by information access contr ol unlt
pemm;p}@ns nlgteuh Storageammtet? -osubjrse tqpidse ipesissiondADnitations of the various
00: /049§) {Z;CT/ USZqu'%/ 037425 9 reguest subm ttgg %f i
PRI Bor AT QRIS LG EGE I RCH PR SHICHB Sloragy uny 5 2 —j tactlitate

cré‘dtfoh JTe] MafifigORst £6F bl S{duftidfn@SiBLiLR rﬂls&eP@ 46k tdiponsive to the
infornmation use directions froman information owner

de&ﬁlptlvAdmﬁonnmusy,penmSmnmucm access control unit 12

one 1B1OPRBHER B1°%SoRANA AL 1Ig T MSGdR CSBTRHLROAgY Coubled with a
pl4l fﬂf@ﬁﬁa%on%x(ﬁrd@rs’ 18 foaoﬁ;fﬁﬁﬂaﬁfcyoSf‘”&gﬁlﬁluh@atleﬁvrﬁlheux 60 (not

sub ribed to the service and recorded I nformati on use
illdstrapest iordetatbmv HIGngl)per Cossiwmication t milieaxf 60 msdyolimdele similar

in pernssion criteria storage ynit 52, or.  that
COEHBIYERIORAPENEFEERS PR Foribed %@Vﬁ@} FRISISFAN WH comynication

mﬂfeuﬁ?(‘j BRI Phi 5ok 2060 ﬁi%13621@4 66'115%/351‘?5“ 9&%&’\?’@1{ Mformation
4 recelving suc road may be s ecte

aceesa ephteg] uhitd ) vaaraegpr nsarb smnmlunmgtmrnﬂndramtmo]imfmnsn provider 66

e.g., infor ' e 4 1) or, from

is éasé%}aitqdl ﬁéP%bk&BEﬂs b mﬁ"(IG' 1; the mdA{cator & is intended to indicate that

there is no theoretical limit to the number of information providers 62, 64, 66 that can

communicate with information access control unit 12 via communication milieux 60.
Each respective information provider 60, 62, 66 has one or more associated

information store, or database. Thus, information provider 62 has an associated information

store 72, information provider 64 has an associated information store 74 and information
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10 i ndustry groups such as banks, insurance conpanies,
t el ephone conpani es, or other industry groups. An

WO njoafossts on use perm Ssion request query nmay PET/PSRE’037425
by an information user 14 in a formthat describes
desired information in gener terms w t hout
speci fyi ng any ovvner requir nts, so that a cl ass of

i nfornmati on t he des tio stem 10 )
sterg ip éﬂ%ﬁnaa@wai iplogpahg g 6 BiroRmigogescs Plsppige L0 thatincludes

confiGSHiRAYmAlRY 168! g hfdeRhdidnY %ﬂ&gldegf ) Bﬂﬁid‘nrﬁg\/itdﬁrs 18 may
perm ssions criteria storage unit 52 - subject To the
supedribiess ipartiipatenint tht isaniceaffferdiEby Riforonision SUESE CoktidlGmit 12. An

|nfornat|on owners_ 16 stored in Pern155|on criteria
exgmpleRfsucint systom embedimgrtinyqlygsantogmatan RyAvidersd 8 veiq arp database
médabbrs'(Bf reAibed BHBLNGBIAI AT B ords BBl 74 S
ponsi ve t scriptive i o mat
per MVaisih @ysnfrﬁ qoesiploydGutin be expdnded sm@ﬁsér @a@dﬁaﬁ@borﬂ@ufatlon to
12 may al so be communi catingly coupled with a
inglne remats dataiases fambogiedin bvparation sTes 72, & ﬁﬁmraqurymaben user 14

mg}p% ﬁ%ko aﬂbﬁ hseeg))é}’nqgﬁlgﬁ] 9‘% ueét qlug%tt{) %tgml;ét{&n Cziig((,ess control unit

15 laﬂdl irf6rmRRATHIEYsS abriteN ubid ﬂl&ﬁlllpéﬂﬁ;e @ﬁbsfcﬁ@ﬁl ddeedek P@fbrmation
ove in connection with communication mlieux 20, 3

st(ges Thué, 7axas;wal bzpsrﬁ;,tqvghpgfrw;@é dagbasgAp@enispign criteria storage unit

e
| Biethf&atib® aélRsd @habPshil R P BEVAEERoutisidgt o dtnication in

1 the indicator "n" is intended to indicate that _
any |p§ Waripus qempeationingliFu inrdommenieation mitivex 20138, 60, as discussed
ab:%l% ﬁrcgﬁlﬁl ?%%ﬁtg&bg@‘yg&cg%g%%ﬁ?%qgw1 Igg\g?eés % %ormaﬁlon access
coR @Mt EALhBAnAN B 160nd EA6ANAtRRPREHIMS 18Nf or mat i on

provi der 60, 62, 66 has one or nore associated 30

i nf oFheatrirefiarred ograbodimentaofbsystem THUsprovidesrappropiate coding to
an..associ ated i nformatio

ovi.der 62
coRfiftlifetiond and o RRaP R S0 SRewcl iRbERRud pmers 16
1nﬁ>tn§iﬁﬁo17 oRHdrd 1¥ QHdTRAoHAR MR RARE6RMAIRR 12 so that andit trails may be
PCT/ US2003/ 037425 10 store 66 has an associ at ed
estahlighredeoi smiesting epeTions nf gysteerbddi nent of system 10
t hat conmu Q c at i

DS S Sy g DS g ettt s M e adkention g FIG. 2,

a ﬁ%@& NO® forta@midtibtisd Phssion fbhﬁseso%yé&ﬁeooﬁﬁf&ﬁﬁaoml a respective
i nformati on access control unit exarrp e

usg Qufburaststy@tbe'mt teakfaahic mﬁntrnatmoismdsglmfvnthmtabbsﬂnng user permission
rovi der re.d se 5 managers for re . :

crfstan s S0 RioB R B L of IabieBPeERONED sy ate gublished in

pre YRR Ih SR ‘aﬁéctﬁiﬁg bhaffhcRrR ARG HerSd DR RR permitted use

dat abase configuration
of the specified information. The spe01ﬁcd information is owned by at least one information

owner and the information use directions include identifying criteria that identify which
respective information owner or owners own the specified information. The information use
directions are preferably received by an information access control unit (e.g. information
access control unit 12; FIG. 1).

Method 100 continues with the step of receiving an information use permission query

from at least one information user, as indicated by a block 104. The information use
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i ncl ude renote databases enbodi ed in information

stores 72, 74, 76, an information user 14 nmay submt
W@rookiodsusrat i on use perm Ssion request query tBCT/US2003/037425

i nformati on access control unit 12, and information

access control unit 12 wll 1ger use subscri bing

dat abases (information 10 stores 72, 74, 76) as well

as, its own pernissions database (pernmssion criteria |,
pegpléflg@élugm fd%nglégs at leagh ﬁqf‘” g}ep%@&dn&m@px@ T .the respective use
. or . .
onb R, GBS B AUSALLIE LU TR N 5 F v
puilstianety theestgrvepieschtalivy aislotly 1 Dneadrd daupddied, As irdlivatediby a query
variqus_ comuni cation mlieux in conmunication mlieux
blogk 1086 I thppermissigngeitpsisaged ulsiias.imeteeshH¥arpesrdyaceprding to YES
Al C : 0
rSORALET 80 BUURA T GERIIER: PRS0 0k 910210 10

théredieer pRdceeds a9 indicadet sy [1:& 112he cprtgfer red enbodi ment of
system 10 provi des appropriate coding to ] _
conmiysh eR PSS aneTy (aspRrarenicd by oaﬁafyrbgoqlmlfoé} ivdot wsessarily posed

yser J r Lon.Q r B, inforpatio .
it R et T R Rk Rion 0k PP sl sping o
nebdf updiding rﬁa?@hffﬁeﬂ&b’ nc u%ﬁbtb shedts frfaly be BAKe@ Whdtlelapsed time,

operations of system10. 20 FIG 2 is a flow di agram

timq sipest lpgiquary relaingrio dergtioflaninrppierepwnirnereaibsrgaramaters.
FI G a nethod 10Q for adm nisterin erm,ssion for.
s TPesluBbngtede s b o LI Rl RuRadtis obe

evEluhed)TRlcBae 00 proteds @asrdiaf & NOespaRded 1018 194 8id A6 &ifienation use
wi th establishing user pernission criteria, as

peimaigsiontqdrshys gomparedk widp theTidomeasion pesendisssiions oranifestedhin the

peﬁﬁﬁggﬁ Itc%l lgiiai%gﬁ)liiflhnegl pﬁ%sglgettstg %ﬁc&%@?} fa%{:eg%ill} \?VBFtﬁgrethe permission
crib@atrd bRE16E Qs 2Rl @ted it gREFblbEeU14. nf or mation. The
specified information’is owned by at |east one

i nf f tizet pemissounetiteaadre met isatisbiededdr dre speeifigidrinéaringtien in the
i nclude identifyin ri ia that identify which ..
repRa DAL SR BT GRS Siherbcbt gorEh De Gy Haponse line 118, the
infoRa&tdri RE pérfiNiRbgRs dehft@ (nRAiRdPRGH PBory i petthiied ih@Rtor sent
are preferably received by an informati On access

to themequebtingiinforetign userfand methiodrl 00 saterss viacentrloles 40,1122 to block
%é_; FIG.1). Sg.rgzbt h?d 100 conti.nues w t[g the step of., .

107 g PMpE AR MU PTRATOB ST BETHEN R 9B TG ihemyrmsFig,Ctiferia are

safi GRA P Mee b AABhERMaHSE In 135 rdsPAGELRE cR¥uBstRhQC Knethod 100
104. The i1 nformation use WO 2004/ 049315

PrREFTAUS200IBI DB 7YI2S resfpdnsp dinaril 84, amd acgreryyisipdeatt Whéther the requested
. least the s ified.information . and the respective use
info ARt SHEIPO A eI o BY e UeTI % ascer tai n
Whet R pefeRed Aol iMas 8? ’E‘hec&'egﬁ%ﬁ' cg tﬁ@%?és&% inyE&it{onUdtemplates
to the step represented by a ock 102 need to be
emppaianend in asfetingliacatvéat toyinformpagory users so that an information user may
inquire whether a particular use circumstance is permitted for specified information relating
to a particular information owner. In such an embodiment, no inquiry is made regarding
whether certain information is available, merely whether permission is accorded for the

specified information in the respective use circumstance for which the inquiring information

user seeks clearance.
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bl ock 106. If the permi ssion criteria need updating,

nmet hod 100 proceeds according to YES 5 response |ine
wao®4amd1s he criteria are updated, as indi cat ePCDhyYSm03/037425

bl ock 110. Method 100 thereafter proceeds as

indicated by line 112 to continue. Such an updati ng

guery (as represented by que}%/ bl ock 106) is not

necessarily posed wth each reception of an

i nf oFleadiesy: repsesepied rhiys@iesin blgalerlg6 refersats enployeiseickisan alternate

rel ating need, f updat i n suffice. Frequenc Do
erifodit’ BrabREoaf iRl ARelRn B spleliog B Hgtation i
aviailiBle 9h @8thbASSd fiif M NKerhiBlatibh MY cdri@ pRAhfib@Circumstances. The
information owner, or other paraneters. If the ‘
qQuseyr nebres¢ns hy query elotlal 2fovedd be myalivedindheiatihad of tbe pickentmvention,
P need f@r .ugd%tui n ig to be. eval uated), .nethod 1Q0 db
OR EERBRIS A OV g e R oAb U4 RGO fery g posed by an
infhRHORLEQNnUS BormPRETHSSHOEY GUBEY idfSrEAIRAetndal Rerhiiewithout
i nformation use directions manifested i n the
speeifyrhg shpovwner reyuiramens) sbhat heclapusisméormation Hltoche description.

2) ascertain whether the permi ssion. 15 criteria
Mot J0B 5 Enona > FiiGiecizreatpty FGan BgdRe Gy Tpresented by
Al EARR R AARE DD ST BBl R AREATE kol Bl Wed permissions
creencinfistatios, subyedthoilie pOthigri araeaesa atbovationgsitbaciing information
res%oyﬂse line 118, the inforpation use perﬁi Ssi an

OVEREE Yhpse igEmaton Fetred spemenfonsd saHif iy Clba Arscripikg information

regﬂ%k {r‘}rgt:(%gl gﬁ?[gg pahgsuu? %ﬁﬁﬂé’tﬁﬁtdﬁ}&rﬁ 155}9’69%%%1%9%&‘2? %1% information

returns via return |Ines
usbt tocfiecifitated Crdaticorofraen@iing higt. aVhexd clieok evhetiier grecified information is

rm ssion query. If the perm ssion iteria are ,
el I_é%fqnglﬁg PHEUAR e B Gy TP e B Rer CHE 126, information
i PSEEGHI A AEENTEL 1058 104, Ml RURREA orge w2
Flgh 4¢ domhigirfyeperinizeionegjttemtadd idémifrngadfbonmation ralatihg ebindormation

as indicated by a query block 126. The preferred . )
ovERsH dif FrEpLe Batabases arpaqrsesille ag well, shechspl whetherfppeified information

is %%%a?’%‘% fiRudé %o%gpér{?%gtﬁ%gisgs ?sf {8ii ng a service to

I'on USEers so I'nf'or meti on user may
I nquififomhistionerkel 4R by el eryuspreSdntal bBYBGIRACIE oIS 126 is available,
permtted for specified information relating to a . )
mefhpd i @Qpraceqdp acsorring torY Ibviisenonse kineslZnpermisiaiga uprthe information
. i : ’ i :
oA PO o EREOH0 o LR HEF IR0, megos 10

ref@ROFiAAurhOined 182, 1 ZN861dcka 04 forheveivaid Diext MfdriRtion use permission
respective use circunstance for which the inquiring

querf.or mati on 30 user seeks cl earance. WO 2004/ 049315

T S SRRGTESE8 AL By T RIS BB o o
request information but merely requests permission to use information (as is contemplated
for the preferred embodiment of the invention), method 100 proceeds according to NO
response line 134 and method 100 provides permission subject to criteria restrictions, as
indicated by a block 134. Provision of permission subject to criteria restrictions preferably
is manifested in providing a permitting indicator to the information user when the respective

use circumstance conforms with the information use directions for the specified information.

It is further contemplated that a denial notice is sent to the information user when the



enbodi nent of the nethod of the present invention in
situations where information is available and
wa@eaohotd3zed for dissem nation in certain predeP€r/nb10e81037425
circunstances. The query represent by query block 126
woul d be involved in the nmethod of the present
invention, 5 for exanple, i nld situation when an
information use perm ssion query is posed by an
respeCHyeraie arsumsence does nobeonformawithdbe mferaentiga gise ddections for the

i nf.ormation.in e terns Wit hout eci fying. a
seses eiettioanafirasd 29 ¢ohlime tipd ek 37 bR 2 to block
104 fof rdcBiRitiesikekt Rirb@ttion MB pehisk iRy r espond to such
a descriptive request by posing the query represented
by lyjisctoybluoddstoodthan venleithé delailaddravipgs ondispegific examples given
identifying informati fromstored perm ssions .
desppsanr P RpBPoin e of el BREoH oy e TApHr LRI gt istration only,
thaf ik %@b@faﬁé ah Sne¥id StiBie SMRAEEA Ricntht i1t the Brecise details and
owner S"whose information is stored. As nentioned
canditlane disclosathand thie yerioys dhargds miayrbeanddethereipquideut departing from
desi gnating particular infar i owners. may be
thg D LRy RHoR phi B by Rl R Ry o
creation of a mailing Iist. Wien a check whet her
specified information is available is perforned
pursuant to the query represented by query bl ock 126,
informati on 15 maybe searched and provided froma
| ocal database (e.g., permssion criteria storage unit
52; FIG 1) containing permssion criteria and
identifying information relating to information
owners. |If renote databases are accessible as well,
t he check whether specified information 1is available
may i nclude those renote databases as well. |f
i nformati on asked after by the query represented by
query block 126 is available, 20 nethod 100 proceeds
according to YES response line 128, perm ssion to use
the information and the requested information are
provi ded, as indicated by a block 130, and method 100
returns via return lines 132, 122 to block 104 for
receiving a next information use perm ssion query. If
no information is available, or if the information use
perm ssion query does not 25 request information but
nmerely requests perm ssion to use information (as is
contenplated for the preferred enbodi nent of the
i nvention), nethod 100 proceeds according to NO
response |ine 134 and net hod 100 provi des perm ssion
subject to criteria restrictions, as indicated by a
bl ock 134. Provision of perm ssion subject to criteria
restrictions preferably is manifested in providing a
permtting indicator to the informati on user when the
respective 30 use circunstance conforns with the
i nformati on use directions for the specified
information. It is further contenplated that a denia
notice is sent to the informati on user when the
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WD 2004/ 049315 PCT/ US2003/ 037425 13 respective use
ci rcunst ance does not conformw th the information use
walreoaot3ehs for the specified information. MPEDUSHOD037425

continues fromblock 136 via return |line 122 to bl ock
104 for receiving a next information use perm ssion
guery. It is to be understoodithat, while the detail ed
drawi ngs and specific exanples given 5 describe

erred enbodi ments of the invention, they are for

and bt hod e 45yaRkHER Mo 1B oLHPRRT B HRstion in

reRpeREiv S@se @Rt @hdtencRe at 1640 6HdihPRGatlin 6 ér9sedsRBE el AfFbrmation being
various changes nmay be nmade therein w thout departing

owReshhy at lrast@ierinforghtiethewneri dia sysem wpinprising: def i ned by

the followg clains: 004/049315 PCT/ US2003/.037425 .

1 aratpeiod iselinfo S TRGleR FORRL s SpgRaing an
infs¥matie® ueé peRRissibh eelquesf AitHBirb@Rertiingd infQSRRGhI 168 HfBtions for

ci rcunstance by at |east one information user; said

eféqsting saidatiministarimgt sabhinbmation wamednibsiomteqhesasienfying at least said

i nf.or. ion. owner:..t he system.co i sing.,.5.(a),.an L
ST G R T OB SR P R S PP R eGP e diretions
inUIﬁHIng%@i‘?@ﬁJﬁr%_riBﬁlg peRthRfel@bd OfsalibHebebdiTsiRRionequest

W th predeterm ned i nformation use directions for

ef f eld) # agmuahigateirfanilist eoupled withaad infohmatiet ¢antroligst for effecting

erm.ssion .request identifying.at |east .said . .
ot Eisa T aatormittentnl i Fous Bt s gmation use permission
refihésE HOM G Bleast BhSinkEtAtiBREdPRatdSBiofh ARG do3RS! ynit communicating
i'ncluding criteria prescribing permtted use of said

a pgyendiitihg edidatdroo swed atdegst A iffoymatianoenusingstidaonfraciitatioy facility
oupled with sai.d information cantro). unit for . | X
i B RS A CoR RSP HP Y Pato Dy dispatiops forsaid
spdBiffed if¥fofSfRhY shai d information use pernission
request fromsaid at |east one information user; said

i nf ofchrant indernmting skagemntt couptediwith at leasy onaoPeidvintfdriration control

i.ndicator to said gt .|.east one informtion user using
ubang s EAEAtoR P%{ewﬁf;f gporigpaid whergnaion b‘é%glif‘?ﬁéwﬁ%e

Ci r capinst aRGEtSARE A i d ' S0 1 - o
di recti ons oéﬁg allog liiéﬁ“c’g‘gé??@%%&f %}Ergrgé rrgféli)g%ﬁ;%%%hncf of3tion ina
resyecting usertiicimitantisyag deasnore infoupbtich wiek bs eecitb@asClaime wherein

ag{), aid.information control. unit, and said )
s atig POl 4RI FacElyeR S0 infermatign 8es dirqorpey fiemisaid at least one
intifhaflbl 67hir3AS said co ﬁ:‘éﬁ‘&} fa‘agitﬁdm nistering
perm ssion for use of specified i nformation in a

3. A system for administering permission for use of specified information in a
respective use circumstance by at least one information user as recited in Claim 1 wherein
respective said information use directions are submitted by a respective submitting
information owner of said at least one information owner; said respective information use
directions being stored in said information storage unit associated with each respective
submitting information owner.

4. A system for administering permiséion for use of specified information in a
respective use circumstance by at least one information user as recited in Claim 1 wherein

said communication facility effects communication via at least one communication milieu

of a plurality of communication milieux.
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respective use circunstance by at |east one
information user as recited in Claiml wherein 20
w@ adod/oug3idr mati on control unit receives said PCT/US2003/037425
i nformati on use directions fromsaid at | east one
i nformati on owner via said communication facility. 3.
A system for adm nistering m ssion for use of
specified information in a respectjve use | , o
ci r Qunst ahestey feradministerinBCIPRISHIRE PesPlispeqifiedinformation in a
reci.ted in Claiml wherej - o1 id. . : .
rel ety i DR ot 0ok e S ERREEH Y41 Esieg in Claim 2 wherein
sal PR A YAichUBMityt dfft@tsZominin@datiBh vt Qsesnefonidintcaion milieu
| east one informati on owner; said respective
ofiarfleeltaf sampywication suli¢wns bei ng stored in said
i nformati pn stora uni t .associ.ated.wi th each . .
resect | vo YR P SIoF RS PRAL T b of SFeced ipborgpation in a
re§REti AEe i hBstie BedtRStRInfoRiatisituRt asReREd infClaim 5 wherein
information in a respective use circunstance by at
saldepalmtalinef donfrounieatioomiliswy ingkidesclpteriast wel sk datmentry.

wher.ei n 0 said comunj cation.facility effects,. .

comint ¢k PERCTD o S F SERE BN SO Th P BROfid dgrmation ina
re@fecBvdhddlc@lchi¥aie l%pﬁ'lwgt Gt ihfRmAtidd 848X as MBlted in Claim 5 wherein

004/ 049315 PCT/ US2003/ 037425 15 5. A system for
saatpiimalistof compuprtivssilienx frghudestelephorspesinfungghtion using voice over

information i.n a  respective use circunstance by at
mfeé%%?_r%?fé’ F%VIBFlﬁﬁtti on user as recited in daim?2

wherei N 82| derh 980adntifRteHAR pEdGididd for 85 SCdh8cified information in a

conmuni cation via at |east one communication mlieu
resffecavehssrciciitnytanée wyoatiienast orat infommation esex as feced i Slpgn Ewvherein

for adm njsterin erm.ssion for use of speci.fied . .
sef BRI PO OB Y Pelugteleph hicqyipngsing a public

: j BLion user as recited in daim5
Smggfeﬁ&%gfé?%&pl urality of conmmunication mlieux

i ncludes Anysemedor adefinsieriag patnaiseord foy us&of shesiyisd erfoifmmtion in a

adm ni stering perm ssion for. yse of specified, . ) )
TR BT B %ﬁqumﬁgace Peatdest P%ﬂﬁ){@a@% Fét Beted gy Clagm 5 wherein

. o o . | J . . ~
s BBl PG o ATBA o M B e bRl il v g motork

i ncl 1ies Aehehdibioe adrainisieringgletroisius forgisy of specidied information in a

I nternet protocol equiprent. S. A systemfor _ . i i
TeERAFIIFE WEeERPHBStRGeRY 35 pashoredpfopaaianusepdd megified information being
\Y
R R R S
wher @) th nspdrtlcythisrderi: t y of conmuni cation milieux
i ncl udes t el ephone communication using a public 15
swi t ched il eppigtisle gadxigrRation control unit;

) provide a communication facility coupled with said information

control unit; and
(3)  provide an information storage unit coupled with at least one of said
information control unit and said communication facility;
(b) storing predetermined information use directions in said information storage
unit;
(c) operating said communication facility to effect communication with said

information control unit to receive an information use permission request
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9. A systemfor adm nistering perm ssion for use of
specified information in a respective use

wa@reeestance by at | east one information userPEBUS2003/037425
recited in Claimb5 wherein said plurality of
conmuni cation mlieux includes e-mail comunication
via a network. 10. A nethod for adm ni stering

perm ssion for, use of specified informatign in a 20
respecti \f@nﬂi§é‘dcartr1@4§ﬁ§¥l%ﬁtf%“w1°&tusp’éa§§td igfmation use permission

i nformati - eSAl i § L.ed:- o nt ' L: .
ouned by ook GRES: IBREGH bRdied  AoltRl bl S Begpective use
conpri si ngrchilnetafé¢ecps of : (a) in no particular order:

(1) provide an information control unit; (2) provide a
comfthi c #pemiingaseid infgrmeagiop|ceatreli ¥t farempae Geidatnifesmation use
25 contraql unit: and (3. OV n..inf.or mat.i on o

<t or age mrbubn PR S L8Rl PRl s direcions for
i nf or nat iegfcERHaldddmifisteriag) daidl & fone@iFA U diRkbli 13 including criteria
facility; (b) storing predetermned information use

di r ect i orpseschbimgipgriiied psrafisaid speeifiedmfonmftion; 8@l (c)
operating said.comuni catj.on.facility .to effect . .
comfShi cAPTERRRE S hefeif Bfihior g Sug At st i pfoppation user
recei ve apidenfafd b&hmeRickich RENNY $heR RaidadsRetivée circumstance
2004/ 049315 PCT/ US2003/ 037425 16 fromsai d at | east .
one i nf orqenforms witheaid infaindationfuse diegctions s snigsprenifisd infarmation.

request identifying at.]|east said specified . . .

i nf drinmt ifgme%h?&_f%?ﬁ@ﬂp@%a@g?msw& s et Grbipforggion ina
re§PREfE RSB QirSidthftak B b afRAdt @8e GRS a@on Widrlas tRit6@ P@%fn 10 wherein

said information uSe 5 perm ssion request with said
sajgrinfbemetion cradrol niiibreceivesmidisfraiatieceieaiscions from said at least one

) g‘fecti ng sai.d adm ni st.eringf'3 f idinfornmati on use
O L S U e R T Cllg'rescri bi ng permitted

use ©f sai theARRAGHE dREin|sRERE FRinhi9on ARYsd &Dspecified information in a
communicating a permtting indicator to said at | east
respeetivenfso ciretmsmaedyrat leagiong indfainuhtioo meerms caxitedm Claim 10 wherein

facility when said respective use circ tance 10 s
reRpB i AEITSTTERPR YSRr FHPROASIBFL DI BriSShesRve sppmitting
infoRBGHdH GFndrHrQhidBk i@k ont dnfofn RN Rhd Ol AREPAiSE SfbMAthtion use

perm ssion for use of specified information in a
direespeschdinge stossl ini yacdi iTomration [syorage Wehsssociaed with each respective

jbnfo,rrrati on user as recited in daim10 wherein
submitting imnformation owner.

13. A method for administering permission for use of specified information in a
respective use circumstance by at least one information user as recited in Claim 10 wherein
said communication facility effects communication via at least one communication milieu
of a plurality of communication milieux.

14. A method for administering permission for use of specified information in a
respective use circumstance by at least one information user as recited in Claim 11 wherein
said communication facility effects communication via at least one communication milieu
of a plurality of communication milieux.

15. A method for administering permission for use of specified information in a
respective use circumstance by at least one information user; said specified information being

owned by at least one information owner; the method comprising the steps of:
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said information control unit receives said
informati on use directions fromsaid at | east one

WO ndoasossts on owner via said comuni cation faciPCT/YS2005037425
12. A nmethod for adm nistering permssion for use of
specified information in a respective use
ci rcunstance by at | east onelT nformation user as
recited in Claim10 wherein respective said

i nf ofedrat i estpblisking predetermaingd wfermationiuse digecgny said information use
respectiv 1 £ t4 I.0f Lon.owler of said at. .
528 e o S B e DGR B G B4R Bl 8o i ot
i nf or mat i @rork@eon shd idEitifPIAS chRLA gdeﬁﬁﬁyﬁ@%a teBpee@lélsaid information
i nformation storage unit associated wth each

respect i vewng@whinmiaid spegificd indermeatioon owner. 13. A

met h(‘%? fore adnm ni st.e{?i n%t. erm ssi an .f or useﬁof 4 at least
specif i ed FHY B8nAY iBRTPANY YR OFEUSTIOR quely fom said at least one

ci rcunst aREGmRYoRhsdreatt infiiatiod Q&fe‘ﬁhhi%@i_oﬁ%}tﬁéryq&ntifying at least
recited in Claim10 wherein said comrunicati on

facility sid speedied omfoumitivatand saidirespattivieams tiraumestance;

co ication mli.eu .of a plurali.ty of co ni.cation .

i 11 Glix. o g R Og G AR ey eRg VB Frif SkipgRation use
for use ofirhesd;fied information in a respective use

ci rcunstance by at | east one infornmation user as

reci(dgd iproddaigma narmithieg éidicaterad daiclatniesst amt infimmation user when

facility effects conmmunication via at | east one . .
amuni et RS, e e imithel) foomts” St b dafarmgtion use

mlieux. dipctibnd®t 00dsplficdadMoRhst&].i N perm ssion for
use of specified information in a 30 respective use

ci r cifust aAeeethyd fat adminstermgeeimissipméirivonolspecified &ifdrmation in a
AR R e o BT g
samn?&%ﬁgﬁfggi%ﬁsﬁgﬁsgﬁta%%&%ﬁégéescﬁged(iﬂ}orﬁég&gﬁésﬁga f use, and

predet erm ned 1 nfornma n use directions; [
whaeréiarsamt peomittisginddiatoe ¢ddhates said desedibad)infsenationt er i a
prescribing permtted use of sajd specified | . L
i nf oljma; i m%ﬂﬂgoa%ﬁvmfsﬁrwg PEFISHPR FTiUR pik PEGifing information in a
| . . .
RSB AU TR B B0kl 3 i
infismatien nsespiromissipnequeryf isoatehaddiiatbt leestvihe @dmmunication milieu of a

[ nEor rrfatl on uyser; S'f‘i d i nformati on use perm ssion
Plprga ROt caamRyHSAtiog NitieWaast  sai d specified i nformation

<nd 261 S SSRIRSI Y SRR LU R L SRS Wl
respetivenseichioumstanceciyrae &hst@ns information user as recited in Claim 16 wherein
information use permission query is received via at least one communication milieu of a
plurality of communication milieux.

19. A method for administering permission for use of specified information in a
respective use circumstance by at least one information user as recited in Claim 18 wherein
said plurality of communication milieux includes Internet web site data entry and e-mail
communication via a network.

20. A method for administering permission for use of specified information in a

respective use circumstance by at least one information user as recited in Claim 18 wherein

said plurality of communication milieux includes telephonic communication; said telephonic



10 (d) providing a permtting indicator to said at

| east one information user when said respective use
wa@reeestance confornms with said i nfornmati on UBET/US2003/037425

directions for said specified information. 16. A

nmet hod for adm ni stering perm ssion for use of

specified information in a 1rgespective use

circunstance by at |east one information user as & )
compuiniedion incuding: at Jeagh aoisierover Snigeied Prefpes regppapnication, public

erm ssign use. query identif.]es.descyti ' At i.qn.
LR B3RP RO Yo RIS ERg B A RHOR 8 it
telbpiiine db@munitatibgles sai d described information. 17. A

net hod for adm ni stering perm ssion for use of

specified information in a respective use

ci rcunstance by at | east one infornmation user as
recited in Claim15 wherein information use

perm ssion query is received via at |east one

conmuni cation mlieu of a 20 plurality of

communi cation mlieux. 18. A nethod for adm nistering
perm ssion for use of specified information in a
respecti ve use circunstance by at |east one
information user as recited in Claim16 wherein

i nformati on use perm ssion query is received via at

| east one comrunication mlieu of a plurality of
conmuni cation mlieux. 25 19. A nethod for

adm ni stering perm ssion for use of specified
information in a respective use circunstance by at

| east one information user as recited in Claim18
wherein said plurality of conmunication mlieux
includes Internet web site data entry and e- nai
communi cation via a network. 20. A nethod for

adm ni stering perm ssion for use of specified
information in a 30 respective use circunstance by at
| east one information user as recited in Caiml18
wherein said plurality of conmmunication mlieux

i ncl udes tel ephoni ¢ conmuni cation; said tel ephonic WO
2004/ 049315 PCT/ US2003/ 037425 18 communi cati on
including at |east voice over Internet protoco
comruni cation, public sw tched tel ephone network
conmuni cation, facsimle comruni cati on and wirel ess

t el ephone communi cati on.



