1 SPECI FI CATI ON COVMUNI CATI ON APPARATUS 5 Techni ca
field 10 The present invention relates to a

communi cation apparatus, a comrunication system a
comuni cati on method, an encryption apparatus, and,
an information processing apparatus, an information
processing system an |nfornat|on processi ng net hod,
and a service providing 15 netthod, and, in partlcular
relates to a communi cation apparatus, a comruni cation
system a comuni cati on net hod an_encryption

appar atus, and, an |nforﬁ%¥?¥ﬁ;9§$§@@53ing appar at us,
an information processing system an informtion
processi ng net hod, and a service providing 20 net hod
Wi th which c6RHIHVERATEORAEPRBRATGP ned with a

comruni cation partner with data enci phered.
Background art Wen enciphering data in a

Tomuni cati on 25 apparatus, commobn key data is used
between a transmtting apparatus and a receiVving
apparatus. At this time, in the prior art, key data
itself is transmtted and recei ved between these
apparatuses, or an external factor, for exanple,

general weather information etc., is used as key 30
dat sectMir@QVeEra1@ven in a case where encryption is
changed dynan1cal| , It depends on predeterm ned

external ~ key '8aPECSHOSPEFT THPR - ShictFa 00 ftv EFRIFEHgAt LoD

- tYPSoratus, - a- commuricatidn SPOTAH) GAldcuARPAE 8 Snethod,
when key data or a pl ace of Key data is | eaked, the

cod®l | idapsden BRAAFUSangnE han %ﬂﬁ@r“@6ﬁﬁﬁnPE%ﬁ¢%ﬁ%ng
dat &,iS-Jdie@kedn information processing system, an

information processing method, and a service providing

15 method, and, in particular, relates to a-communication
apparatus, a communication system, a communication method,
an encryption apparatus, and, an information-processing
apparatus, an information‘processing system, an
information processing method, and a service prOVldlng

20 method with which communlcates are performed with a

communlcatlon partner with data enciphered.

- Background art

When enciphering data in a-cbmmunication
25 apparatus, common key data is used between a transmitting

apparatus -and a receiving apparatus. At this time, in the

prior art, key data itself is transmitted and received

between these apparatuses, or an external factor, for

example, general weather information etc., is used as key

30 data. Moreover, even in a case where encryption is
.changed dynamically, it depends on predetermined external
key data. ' -

However, with such a COnventioﬁal type of .




The present invention has been made in view of 5 the
above- nenti oned point, and ainms at providing a

- communi cati on apparatus, a conmunication system a
conmuni cati on met hod, an encryption apparatus and an
i nformati on processi ng apparatus, an information
processi ng system an information processing nethod,
-and a 10 service providing nmethod, in which secrecy
performance is inproved Disclosure of the Invention’
According to the present invention, in case of 15
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converted with a_ function or protoco . i S n
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OF PURARREALacisn Updat ed aegpeding to a conmunication

operation wth a comrunication partner. 20 Acc,ordi,n%of
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to the presenFh¢ nvesrsngn InVREtEeRcidDPedr "Bt Bt ol S
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unction or protocol 1S updated internally for each
ComMmmintaticaniop expEarenuac car ¢PmguR tcatienn GHBER of2
communi cat.i on. oper at.i ans, _t | cafl-00+datghg Un @
25 dﬁﬁﬁ$ﬂﬁfﬁgﬁogﬁg$g€ 7 Ph %ﬁﬁg Wor ds .= an encyyptigh‘
key inathaf-0bnepesypidiony appdeetds ngar sinformation

self-generated. This encryptionp.key is referr a
a saPioGrETerdt FRG I REy 20 &9 HErRG TRt efs-%ég e‘?%i‘?ér% nd a
1KY, sEMBRaMIePv dend WRehiodn ifrwhidt coelrecy beakedjance is
~the function or protocol is self 30 generated for each
comiiie¥en operation or for each comunication
data, thus is updated sequentially, and, thereby, the
i nformati on cannot be easily deciphered only wth the
| eakipkbglaseeoff oty IBVEREONTher eby, it becones 3

possi bl e to | HDEOYE: IS eseEy Rent oL RARA A thecase of

conmuni cati on data.. For exanple, updating of a .

fSuncedromictiagisltéonsg with a communication partner, data 1s
converted with a function or protocol which is common with
the communication partner,.also, the fupction or protocol
ig updated acéording +o a communication operation with a
communication partner. ' '

20 According to the present invention, the function
Aor protocol is made common with the communication partner,
and the function or protocbl is‘updated internally for
each communication operation according to the number of.
communication operations, the communication data, or a

25 cémbination thereof. In other words, an encryption key
used for encryption'or decoding is self-generated. This
encryption key is_referred to as a self—generatinghkey.
"By using the self~génerating'key, even'when the function
or protécol is leaked, the function or protocol is self-

" 30 generated for each communication operation OT for each

COmmuﬁiCation data, thus is updated sequentially, andg,

thereby; the information cannot be easily deciphered only

'with +he leaked function or protocol. Thereby, it beconmes




such as to set the nunber of tines of data

communi cation 5 operations as at |east one
coefficient of a functional operation, and to update
the function table. According to the present

i nvention, the function for enciphering is updated
internally for each comunication occasion, and,

t hus, encryption can be 10 achgeved w t hout

comuni cating the function. Thereby, the secrecy
performance on conmmuni cation data is inproved.

- Mor gogeipldata@ epronni ché eseatddy thefoommm cat itoe
artner is set as at |east one coefficient of an

opeFQPTBR GRFH Yt $8&¢% n a function table, and the 15

function tabl@i sxup@akedupdeeniflidfgat entdei g @senk is
i nvention, data conmunicated with the conmuni cati on
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function table is updated, and 20 thus, encryption can

be apkiravien wiansolp enﬁﬁtﬁlthﬁlﬁﬂycﬁh@n tamea+ on tabl e.
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data can be inprove ermore, one functi’on
pr otfocoknispheseingc tiedupdaed jplharakilly Ofr fagwdt i ons or

|.S. 25 di h
of EORBUTHF A CCERNMIAT GBI o er ALTOHRLL Sn g e

1@nChypt boad ofi ety pbinetini Sat ey ft(bjfenfdncWre.ov gherebg, the
function or gr tocol is selected fron1a lurality of

f unEEFORSY RETHBTBEGE sOPr EEBHSIGF t48R , 455t dot diRg Ve

the data, andianRerypt i @@t@rc&wm@@t@a W 5tB3GHepdat ed.
At this time, a nmethod for up datlﬁ% the function

or
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pr 0¢es §hN@pedtdt idnPbutabihyd ofn & ffierentn URdALd NGnd the
met hods for each 4~ conmuni cati on occasi on. Nbreover

13 or fanghien ofeldat &5 ¥Rdatefddating processing is
perfor m:-‘dr Wi 1A CRRLAI PY Bhe present invention, data

communicated with the comminication partner is set aslat
least one coefficient of an operation performed in a
,fuﬁction table, and the function table is updeted, and
20 thus, encryption can be achieved Without communicating the
function table. Thereby, the secrecy performance on the
communication data can be 1mproved

- Furthermore, one function or protocol is
selected from e plurality of functions or.protocols
25 previously set, according to the number of times of data
conmunication operations, and encryption or decryption is
performed. Moreover, ene function or protocol is selected
from a plurality of functions or protocols previously set,
-according to the data, and encryption orrdecryption is
30 updated. |
| At this time, a method for updating the function
or protocol is executed with combining updating processing

in a plurality of different updating methods for each




plurality of updating nmethods. Since the function or

prot ocol used for 5 encryption can be nmade conpli cated

by thus conmbining the plurality of different updating

nmet hods, the secrecy performance on communi cation

data can be inproved - according to the present

i nvention. Mreover, the present invention carries out

10 nonlinear transition on the4function or the

protocol. According to the present invention, as the
nonl i near transition-of the function or protocol S :
perfmnmmmﬁ;chheamqunasannor meﬁqnaﬁ ¢hangesnih of data, the
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pr oteala1wkiyCBE | Spdigacy subsegient | y- cannot be
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of the. code BeRowededifPrELPy OF FBlLels
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Furthernore, according to the present invention,
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gener ati ng means gene ron or
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30 According to.th t t
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recepiddn eﬂ@cbﬁdiﬂ&ﬁy negenawik@y 4 Spebtdisedufotion or
selecting _an encryptlon key; a function or prato
f %hd].s used

lps geirdicarddis 1okt dhet REREYH 1is PEREFY

encryMdRich®iy cannot be obtained easily therefrom
Accordingly, decipherment of the code becomes difficult.
Therefore, the secrecy performance on the data can be
improved. |
20 Ny Furthermbre, aécording to the present invention,
a communication apparatus, comprises: a common item
obtaining part obtaining a common itém which is common
‘with a reception end; key generating means for generating
a key based on the common item generated by said common
25 item obtaining part; encryptioﬁ key generating means for
generating a function or protocoi based on the key
géneréted by said key generating means; and enciphering
means for performing encryption based on the function or
protocol generated by séid encryption key generating means.
30 ' According to the present invention, a common
‘itém.which is common between a transmission end and a
- reception end is obtained; a key is obtained for selecting

an encrthion key; a function or protocol is generated




performed based on the function or protocol thus
generated. Thereby, even when only the key or only
the protocol is obtained, decipherment of the code is
difficult, and thus, 5 the secrecy perfornmance can be
i nproved. Further, according to the present invention,
predeterm ned information of the function or protoco
is obtained as a key. Thus, tthe key cannot be
obtained w thout obtaining the function or protocol.
Accordi ngly, 10 deci phernent of the code is dlfflcult
andbeses ot Hée kerr tlys marfeopiadc carAreFE VPRHPBVEY.
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Pe changethdosy perEbatsnd@mAGr beaitbrdduts, deci pher ment
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pr eﬁ%@&etéﬁﬁﬁ@feldoﬁlnf@fm&ﬂﬂ ofdaha Fsndteash broprecdddie is
and is enciphered; in an internediate file, the

encPbheiesf @t & khvis e'ﬁé}sphé?l@dk?% cavsrede PHEAHRA%
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communi cat iron destination a ored in file ‘
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e SR 8 e, AR PR B
encicpiesediodat a enci phered is 6 :
i5 : According to the present invention, as the
| function or protocel is thus made to undergo nonlinear
.'transmission, the function er protocol can be changed in a
chaos manner, and, thus, deciphermenn of the code becomes
difficult even when a specific function or protocol is
20 obtained. | |
According to the present invention, original
data is read from a file and is enciphered; in an
intermediate file, the enciphered data tnus enciphered is
stored; the_data stored in said intermediate file is
25 decoded; and, as a predetermined file, the data thus
decoded is stored. H
Further, according to nhe present invention,
communication means is previded for transmitting to a
communication destination a file stored in file storing
30 -means via a network. | _
According to the present lnventlon original

‘data is read from a file and is enciphered; in an

intermediate file, the enciphered'data enciphered is




stored; the data stored in said internediate file is
then decoded; and, as a predetermned file, the data
decoded is stored. Thereby, the enci phered data can

be stored as the internediate file, and, thus, the
secrecy performance of 5 the stored data can be

i nproved. Further, as the internediate file can be
transmtted via an ordinary cénmunication apparatus,
encryption can be easily introduced. Furthernore,
according to the present invention. 10 an encryption
partsﬁanédud&hetd&ﬁ&aqpmmedaihngzhbamaeWMEdtate file is then

dynam cal |y changes a_tahl e used nc he |ng

o 1 G, SREAKE Arre e Loty ddafe PRV e Poqlggen is
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means which_ 15 dynan1call¥%chan es the table used for

| _enc|ﬁﬂﬁﬁﬁ@ﬁ&laﬁeoﬁ%%ﬁ,ngpdda & S6LECTE &pyigpmance of
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the table is tenporarily ai ned, the deciphering of
t he ogeacdagtei lkﬁ'ﬁﬁpcbﬁttra%ﬁﬁ#tﬁﬁﬁuglat¢ﬁaQﬁﬁépééy

- perf anehe-AR i -ty er
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partlnhnﬂduded key generatlng means for generating a
key based on I | .
selecting a pred ern1n QF %f§4§#§%%§%%n 965%@ EﬁVEﬂ{lOﬂ'
1pl ural ienyreoptiablms-tgénei atles ﬂgb]tdwgehabhmmm@aasi wgich

n based n the ke at ed
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perfdﬁj@umaleﬂﬁtaptlon based on the table sel ected by
the table selectln nmeans. According.to thquresen
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i nvention, th&°%0F pRe PR P T (g dREFRE aefb§£e
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table fromanong the pluralit t abl es based ,on the
1genehaeEd cReYY %Wq?ér ?@a%ﬁfér%ﬁmq 6RT BASETPhe" . -
tablé%ﬁﬁihﬁitégtajTﬁﬁé_thl@rQ§%dtﬂbrd%ﬁég§p£f6h is changed
dynamically. Thereby, even when the table is temporarily
oﬁtained,'the deciphering of the coded data is difficult,
_ and, thus, the secrecy performancé of the data can be
20  improved.

Further, according to the present invention, the
enciphering part includes: key generating means for
generating a key-baSed on a common item; table selecting

- means for selecting a predetermined table from among a
25 plurality of tables generated by the table generating:
means based on the key generated by the key generating
means; and enciphering means for performing encryption
'based on the table selected by the table selecting means.
According to the present invention, the |
30 encipheﬁing part generates a key based on the common item,
| selects a predétermined table from.among.the plurality of
tables based on the generated key, and performs encryption

. based on £he table selected. Thus, in order to decode the .




7 code, not only the table but also the common item
and key should be obtained. Accordingly, it.is
difficult to easily decipher the code, and, thus, the
secrecy performance on the data can be inproved. 5
Further, according to the present invention, in a
communi cati on system perform ng enci pheri ng

comuni cati ons via a repeating’ comuni cati on apparat us
bet ween a source comuni cati on apparatus and a
destination comunication apparatus, the

comagiiee akPbrrrdppabat tab 19 vnmplissethe neipiver ilfgnmaadskey
for r I terqu . rypii :
comi L T b A A e VB o s
havieagilupndéegghert hbepreedet emu, nétus encry ftdcarcyand

encrypti on_perfarned sai d enci.pherin nmeans is
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Bppar at uses RuntthetnoaecotdiidheoC GHRUPLESEN DA nSEatesn, in
serial conmunication is perforned from.the source
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COMPdtinGAL b HRP LAt & Srabed B ngPbbhahhidatdfon apparatus
conmruni cati on apparatuses in a relay manner, 28 o ,
Fur PREFABE 61 SAESL AP 4ad-Opr 8BBAYA TV éd gndesination

CONMILRARGART L 0N Y abEATA A MNiGh ERERYRIESN on apparatus
comuni cations are performed between a pluraplty of

18 oureBPEoreRIMNCAPNBRLNG PIRETE dogsPantoarpldlrakdeyesnined
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first relay conmuni catTon appar at (s
enc cppiphcaiomm detat hans:gvunkdetrbeng| thalnnedegkrabuede

Comel%@r@%io%n' %%Haég%ﬁ?eé‘;ona%%r%o 5&%"@ srael'dla%nci hering
commini rorf appara I'ch"pertorns re aylnB
f unockhos on newier YpEfererconmmieaahi ofistixetowsemnthetion
_léirst gel§¥ conmuni cati on apparatus and the plurality
f #8B*testiFiat i on communi cati on appar atuses, and thus
encryption urthareets ONh athe: penhenedk el Wweenemheserial
~first relay .communica ioncfgparatus and second rela¥,
Conﬁﬁﬁ@%%&-qﬁ+on 18 performe rom the source communication
apparatus to the destination communication apparatus via a
plurality of communication'apparatusés in a relay manner,
20 Furthermore, according to the present invention,
a communication system in which encryption communications
are performed between a plurality of source communication
apparatuses and a plurality of destination communication
apparatuses includes a first relay communication apparatus
-25 which performs encryption communications with the
plurality of source communication apparatuses; and a
second relay communication apparatus which performs a
relaying function on encryption,communiCations between the
first relay communication apparatus ‘and the plurality of
30 destination communication apparatuses, and thus encryption
communications are performed between the first relay

communication apparatus and second relay communication

apparatus.




apparatus. 8 In the communication system the first
relay communi cati on apparatus perforns encryption
which is different anmong the plurality of source
comuni cation apparatuses. 5 Further, in the

conmuni cati on system the second relay conmunication
apparatus perforns encryption which is different
anong the plurality of destina8ion comrunication
apparatuses. According to the present invention, as
the 10 encryption of the enciphering neans is nmade

di fferent forin ddwh coonmphtehtdrosyappa aths, oSt ercd/y

encr ' |.S. I f a ' i.an pat.h.
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and ditffiesent hencsec rtéey pl pest Drymaric @ conce heommunication
connunicagions can be inproved. 15 Brief description

of PREEFEWTYys FIG 1 is a system configuration view

of a first erbadie¥entnotht heomnesentibAvepstan, dHGsecond
2 is a block configuration view of a server 20 11 and

a clFeéAY qoMyniGationsagpeTyie SEREPHUFR R FORYRT &R gpigh is
COMA R EAEA O G8e2fiuFd Bt dS dBsbiRLKion communication
configuration view of a nmenory 32; 25 FIG 5is a

dat areerttéRASmtion view of a function table stored in
the nmenory 32; : i r Ln ar a
time of coné%ﬁ?%g?ﬁgnhétg?gI%%g%%g'gg&%ﬁﬁ?@%ﬁf%%qhe
ldevieper2tidel @ Thiesencpploeegsi mgahbohs chade ®fffZgent for
tra jt1] r [ f e Lcat] Vi Ce s
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performed for each communication path. Thereby, the coded

data cannot be deciphered easily, and, thus, the secrecy
performance on the communications can be improved.
15

Brief description of the Drawings

FIG. 1 ié 4 system configuration view of a first
embodiment of the present invention;
‘ FIG. 2 is a block configuration view of a server
20 11 and a client 12;
FIG. 3 is a block configuration view of a
cbmmunication device 27;
FIG.'4Ais a block configuration view of a memory
- 32; |
.25 : FIG. 5 is a data configuration view of a
function table stored in the memory 32;
FIG. 6 is a processing flow chart.at a time of
. communication start of the communication device 27;
' FiG. 7 is a processing flow chart of
_30 transmitting processing of the communication device 27;
| FIG. 8 is a processing flow chart of reception
" processing of the communication device 27;

'FIG. 8 is a processing flow chart of




processing of the comuni cation device 27; FIG 9 is a
processing flow chart of 9 communication start
processing of a first variant of the conmunication
device 27; FIG 10 is a processing flow chart of
transmtting processing of the first variant of the 5
communi cation device 27; FIG 11 is a processing flow
chart of reception processing of the first variant of
t he communi cation device 27; FIG 12 is a bl ock
configuration view of a 10 second variant of the
conpomiveRt ¢ ade witest 2FrodsGing3of sa al proc exsgilpgtf pHviche
cha I s f_. nication starting of the
sec%éﬁ%%%%@logey égn%%’mni cation device 27; FIG
14 i.s a processd.ngof Lewa ghardesatnd551c@ansimntt iofig

i f th d variant of the | i cat |
eV Eee e g LPECFeo i o dls RGPt o i Cof e |

. ecepihroi cqiesessinge0f7f he second variant of the
communi cation._ device 27; 20 FIG 16_is a processi ng .
flow chart offIGr ddshPt®iPiPISeEEBIsEhgY ofhart Rty geception

var hastesdidd@ s ¢RBNENESANLAadeVhEeLRd - Gorhidi cd¥ibs a
processing flow chart of reception processing of the
t hi #gvie@isht of a control part 33; 25 FIG 18 shows

an exanpl e ofppphbcati o, Qfeit R fﬁéﬁfﬂ% A MeRt Len;
FIG 19 is a system con?i gS{Cat itl’o%l vi ew o0 © a secondaL
1Gkenbsdeerhtvafianite opr ekemonmmanetorn &G ce2@7i;s a

bl ock configyrafion Xéeﬁﬁg%f%;géggeflég chart at a time of

sel ection/ generation part
comminication starting cf the second variant cof the

communication device 27;
FIG. 14 is a processing fiow chart of
15 transmitting processing of the second variant of the
‘communication device 27;
FIG. 15 is a processing flow chart of receptidn
‘processing of the second variant of the communication
- device 27;

_ 20 A FIG. 16 is a processing flow chart of .
transmitting processing of a third variant of the
communication device 27;

FIG. 17 isva‘processing.flow chart of-reception
_ processing of the third variant of a control part 33;

25 : FIG. 18 shows an example of application of the
present invention;

FIG. 19 is a system configuration view of a
Secohd'embodiment of the present invention;
FIG. 20 is a block configuration view of a table

.30 selection/generation part 213; ~

FIG. 21 is an operation diagram of a variant of
a key generation method;

FIG. 22_is a system configuration view of a




FIG 21 is an operation diagramof a variant of a key
generation nethod; FIG 22 is a systemconfiguration
view of a 10 third enbodi nent of the present
invention; FIG 23 is a block configuration view of an
encryption device 319; FIG 24 is a block
configuration view of a table 5 selection/generation
part 323; FIG 25 is an operatign diagram of a table
sel ection/generation part 323; FIG 26 is a system
configuration view of an exanple of application of an

i nf amAeli efbdReeesSbRotsy SireBent0:130dntd:G 27 is a
system configuration view of a fourth enbodi nent of
the present i ntPon® FIGOF GoatigpFaekon view of an

confdngw-at{ QD dd8W=0814n information processing
apparatus 511; 15 FIG 29 is a block configuration

view of an &fi&ypli b app@ck eengigurgimn JgeWsof a table

dat 3. 5anll AlionyLew ol agiemry 544; FIG 311s a

| ock config tion vi an” 20 information
processi ng appdr.aisisl’®; dHe@at32n diagsystama table
confi ur, :tuing) e\Qe(]e:\évtof a _fi f3t2I} .enbodi ment of the

pr eSERECTAVEATSA® T Er S PHTF i°674 bl ock configuration
view of an ig@r @ét Lena pyeaess idag fappaiatars vAek; o25an
FIG 34 is a data.configuration view of a nenor

of S<PAPHEAT GRRLHESTHTY 1P oBodPHert=oret HE REsLRE Srotem.
1d nvewptii-on; FIG 35 is a systemconfiguration view of a
si xth enbodi nent of the present invention; )
FIG. 27 1s a system configuration view of a
fourth embodiment of the present invention;
FIG. 28 is a block configuration view of an
information processing apparatus.Sll;

15 - FIG. 29 is a block configuration view of an
encryption apparatus 539;

FIG. 30 is a data configuration view of a memory
544;
FIG. 31 is a block configuration view of an

20 infdrmation_processing apparatus 513;

FIG. 32 is a system configuration view of a
fifth embodiment of the present invention;

FIG. 33 is a block configuration view of an
information processing apparatus 211;

25 FIG. 34 is a data configuration view of a memory
144 of a variant of the fifth embodiment of the present
invention; g

FIG. 35 is a system configuration view of a
sixth embodiment of the present invention;

.30 FIG. 36 is a system configuration view of a

‘seventh embodiment of the present invention;

FIG. 37 is a block configuration view of a first

- variant of an encryption/decryption device}




30 FIG 36 is a systemconfiguration view of a
sevent h enbodi nent of the present invention; FIG 37
is a block configuration view of a first variant of
an encryption/decryption device; 11 FIG 38 is an
operation diagram of a second variant of the
- encryption/decryption device; FIG 39 is a system
configuration view of an eightth enbodi ment of the
present invention; 5 FIG 40 is block configuration
view of a server 1111; FIG 41 is a block
confi gur ati orIGi.e#Bofs aan auerpatiotedimgriaEm agpar ageend
1112; F s a block co uration V|ewof a 10
or CRBHE bty BE BRCH e L rrar b ey iR o
expl oded per sgect BVEJ_ﬂlﬁgEf}&Erﬁ@ﬂc cohhegperitiabl eiew of an
encryption device 1113; FIG 44 is,a pracessing flow
chaPEIBFD (HROSAReRE OF HE PESSERE LUEHEOR /pr ocessi ng

gl ow chart ofgrshesouipubicdielnpabuaPPaiatiewldt2s server
FIG 46 is a processing flow chart of the portable

enchyplion device 1113; FIG 47 is a bl ock

Conf|gurat'o%1&'e@ﬁoisaa]%Qx%@%bﬂ@igﬁ%aﬂﬂ@% %@E%eéf an
1111; and FIG 48 is a block configuration view of an

encpyppiﬂbrtedaurl@é apgeratiiee dst node for enbodyi ng
the present iyenibon, 291 st enbodiient Bl Gor L
of a Tirsi

- shows a system’configuration view
1@nbpdktante @ﬁactyptpmremlqm\lémﬁl,on A conmuni cati on

system 1 in é&?ﬁrgg di nent ) |8n§n ur%%;%%calgéréﬁ)of

be able to p nic
' the portable encryption device 1113;

_ FIG. 44 is a processing flow chart of the server
1111; |
15 . FIG. 45 is a processing.flow chart of the output
terminal apparatus 1112;
FIG. 46 is a processing flow chart of the
portable encryption device 1113;
FIG. 47 is a block configuration view of a
20 wvariant of the server 1111; and
FIG. 48 is a block configuratlon view of an

encryptlon device 1182.

The best mode for embodying the present invention
25 [First embodiment] |
| FIG. 1 shows a system configuration view of a
first embodiment of the present invention.
A communication system 1 in the embodiment is
configured such as to be able to perfofm communications
30 between a server 11 and a client 12 through a network 13.
‘ _FIG. 2 shows a block configuration view of the
server li and client 12.

" The server 11 and the client 12 are configured




. 15 input data or p:ocessed data. The communication device 27

- 30 between a server 11 and a client 12 through a
network 13. FIG 2 shows a bl ock configuration view of
the server 11 and client 12. The server 11 and the
client 12 are configured 12 to each include a CPU
(central processing unit) 21, a ROM (read only
menory) 22, a HDD (hard disk drive) 23, a RAM (random
access nenory) 24, an input dewice 25, a display 26,
a conmmuni cation device 27, and a bus 28. Exchange of 5
data anmong the CPU 21, ROM 22, HDD 23, RAM 24, input
devigce=®% idiciphHaya Z(B?U aazuénc:oﬂhmcc:aﬁsgngdemt)e 247, jas ROM

o1 oGBS BaGEBH L1 GuFRR e bd ik Rhe RO 22 P!
HDD (rZtom EiecBAMgfortys BaedansimourD nalevﬁreanny, af ed satiay

a time of 10 data processing by t he CPU 2% The i.nput £
devPbe 2FTREPEGREIN KIGIBGAT d/ @ £HbESEYS &bc. | qag o

disedaf OrardiRuUtchiNgph NSt 1 ek 0BS ®@iD o3, agaithes, di@ﬂi*@y
26 i ncludes an LCD (Iqu|d crystal deV|ce) ,
(cadh‘@uée 23y gdbe}ay ot s@nd apEmEElaadegnf éﬁvai:%p%?ayl%f

L t A d
: deVI C #%é)at?lg pLocessed dat apyd @WQWE}:E@HQH

ornms encodi ng/ decodi ng of data, and
perpno¢&ssxngﬁmaﬂada@mc&1pﬁ@gtﬁmIShwnad-ﬂhetbeléﬂm 4 or HDD

Lhrgyah phe cupebyork g ELG, 3o 50qu5,3,bLagk ot o time of

con gur i oh vi ew of connunlca i on devi ce
10Thedstamuniceaisiiog devitoe (20 Racl udes an interface

gg;ﬁuﬁ%catlgﬁeégggug éﬁéﬁ%lzﬁt% “g%%aparteg%ogrgé FgoEe
‘an ket ef fare i25ubetivesn irpethisg zaa_arrdlcthensom rcmta The
AT A T RTIN EE
maki(Bgr o IRy t3Be Pl 05e doe huACid afted @bkedwpTdy of
acts-as operafion neans. The comruni cati on
performs encoding/decoding of data, and performs
communication control with the client 12 through the
network 13.
FIG. 3 shows a block configuration view of the
20 - conmunication device 27.
The communicaticn device 27’includes an
interface part 31, a control part 32, a memory 33, and a
communication part34.

The interface part 31 acts as an interface

25 ‘between the bus 28 and the control part 33. The control
part 32 carries out data encoding/decoding based on a

. function table while making a memory 32 store the function

table which acts as operation means. 'The communication
. part 34 is used for communication control between the
30 server 11 and client 12 through the network 12.
The control part 33 acts as updating means for
the function tablé, and updates the function table stored

in the memory 32 based on the number of times of




part 34 is used for comunication control between the
30 server 11 and client 12 through the network 12 The
control part 33 acts as updating nmeans for the
function table, and updates the function table stored
in the nenory 32 based on the nunber of tinmes of 13
communi cation operations, or on the conmunication
data. The nenory 32 will now he described in detail
FIG 4 shows a block configuration view of the nenory
32. The nmenory 32 is made of a dual port RAM for 5

eXapBifun Bt iloAC bydes: @riat ari Bﬂuth@QfdrmElriLcaaldat @nta.
out put port Pout, and an address port Pad

menory 32 st GREsTEEarR Iy put lvpavt hie %‘ﬁﬁlbﬁér&npﬁiﬁt%%l

an address spegi f uednhodd & HI8RAEEESPAL: FPAGE ew L athe
time of data output, data is.read from an address

spemﬁﬁﬂ@@ﬂ 3/2 a tThe mevies $S2pdet made Palira arvd. PRER RaM, for
é cad, oHh1 2 é’bc*?tngf‘g out Q%’lttapgﬁﬁugﬁbgrt P-E_I?ne fauaéi{:fa Ofatput

able" e con gured suc
asspnrng@édtu amdtputadﬁne£80@bputPédnn1tﬂhﬁ H&apayo@2p®¢0fes

. por out_of the ferred tao s e
o b it o e S TR Rt pleR il BLE (A Sl SclecobBedyriea
of bmg fRARIdAr32si forefidred ke astimpuif datta wutpus data
5 shows data configuration view_of, t ction
t abfg §%ﬁi By 2fhd ﬁ%ﬁﬁf@? it B rﬁ}ﬁ &E@ﬁeﬁﬁ pert
16t obgdr CotfespRRdi BOrd£ dihe vaddtrs s@st A odtpeugbrinpout.
The data D1 stored at the 20 address AI at this tine

is set such tTgt fBECtl?¥/$%bleNBFe6vE? 1¢ e rgg such

storgdral 1 he,gddressnAdy thasushtphhadad® A2¥rom the
SlnﬁlaFﬁi, thggdata Dn stored at the i%dd;ggéﬁum is

© sucHathatu i t=CAR) PO%Lfsf thReNgEPBY 2 a FHeSaPe bf 2
°pe€i§£53§]bv%ﬂé£ a%SaédP@scﬁt rs%‘il)pﬁg@&t 100 fhdeldgJ3BdotE Padr

obt al ne y speci fying ress correspondi ng
1% 0 pliethapumagat 82f foweimmgd tﬁeaadun@§8@?tﬁ Z-hr ough

An. TherEby’Iﬁgﬁ %pgﬁ§$écg1data configuration view of the
function table stored by the memory 32. '

Data D1 through Dn is stored corresponding to
the addresses Al through An. The data D1 stored at the
20 address Al at this time is set such that D1 = f£(Al).
Moreover, the data D2 stored at the address A2 is such
thét D2 = f£(A2). S8imilarly, the data Dn stored at the
address An is such that Dn =f (An} .
Thus, the data Di as a result of operation with
25 a desired function f being made is obtained by specifying
the address Ai corresponding to the input data from among
the addresses Al through An. Thereby, the operation
result can be obtained at high speed.
Here, operation of communication device 27 will
30 now be-désciibed.
FIG. 6 shows a processing flow chart at a time
of communication starf of the communication device 27.

The function table as shown in FIG._S is




result can be obtained at high speed. Here, operation
of communi cation device 27 wll 30 now be descri bed.
FIG 6 shows a processing flow chart at a tine of
communi cation start of the communi cation device 27.
The function table as shown in FIG 5 is 14 provi ded
to the control part 33 fromthe CPU 21, upon

comuni cations with the client 122 bei ng requested, at
a step SI-1, and is stored by the nmenory 32 at a step
S1-2. At this tinme, the nunber n of tinmes of
conmprtvaateliofo Stiop &:foalﬁ:&@[ﬂs phﬁt rgsefrdmtiel 0. 21, upon

Mor eover, the, control g'):}j trﬁgstérgts thefun |or11:a
tabl‘é?rftf%“&lﬁét%?ﬁl%ﬁiltfz & %f-%%t R aFg e, @
trangndd 1s8dy i Bn@ S @RoStuSoy Thee GRIdIG 3past 3%tep S1-2.
per forns transmttlng rocessing at a step 51-5, if

t r arfshitdsisofivat athes HebeEppl ¢ Edti R Rfh CPRBYR HEE ke e

31 f5 %n9u$ s 28.alr anst €9~ dl-Yor MUYB0Vehe ddntrol part
recel ve ata fromthe client 12 is recéived at a

st ep3% Lransméteptiorfupcsiesstagle sto gaef glagnt at2 go which
step.SL G, S ns, Sl Hheugh bl-6 alg, sregeated unti

comuni-cati on éend 1 nstruc I'OﬂISIS ue 5 fromthe

CPU 21 at a strep chntkoll\I@mu:t 88 apsnid¢tnsngrpnenessing

in the control _ part S(if t he cgrmunl .cat.i Qny $V| ce 27

wi | IPIREFELEP Bt StﬁpG 7°shons 2 b 8eEd8ing

10harguf] ileganBabidgH "epracessang i ﬂﬂm ahanns cZft izon a
device 27. 20 The contr ol part 33 su ies to the
addres® 5ot PRFeDE rhdEnbivey” CFEEC@ ?FSWSW?‘? Fgnt 12

dat & suppliediait 4 haept ep-52- ﬁe@ép@[brﬁ@ﬂb@é§slzajlcis

makes t he data accordi ng to the address_ out fr6o
t he PRIFFOEPed2at Thest6l St Odat et The rewBRy™ are
corr Eﬁtﬁin§$ﬂhhmﬂacﬁﬁ§gﬁtéﬁdﬂiﬁ%iﬁ%@t@@ﬁrfﬁ|ﬂ§$ued

f performed on the transmtting data. The control
15ar t£3% SiygplFFes2t et gueper 8atéa- of the nenory 32

Next, transmitting processing in the control
part 33 of the communication device 27 will be described.

FIG. 7 shows a processing flow chart of
transmitting processing of the communication device 27.

20 The control part 33 supplies to the address port
Padr of the memory 32 the transmitting data supplied at
the step S2-1 as an address, and makes the data according
to the address output from the memory 32. The output data
of the memory 32 corresponds to a result of predetermined

25 operation'f performed on the transmitting data. The -
control part 33 supplies the output data of the memory 32
to the communication part 34 at a step $2-2.

The control part 33 resets an address Am to an
initial address A0 at a step $2—-4 while counting up the

30 number n of times of communication operations at a step
S2-3 énd thus updating it to (n+l), when the data is -
transmitted. Next,.the control part 33 reads data from

+the address Zm of the memory 32 at a step S2-3, carries




to the comuni cation part 34 at a step 52-2. The
control part 33 resets an address Amto an initia
address AO at a step 52-4 while counting up the 30
nunber n of tinmes of comruni cation operations at a
'step S2-3 and thus updating it to (n+l), when the data
is transmtted- Next, the control part 33 reads data
from the address Amof the negory 32 at a step S2-5,
carries - ---------- - 15 out a multiplication of the
nunber n of tinmes of communication operations wth

t heodthus nfigadpdatac N alf @heShebdS2 16 pfantin¢dust

generates data of: In x Dn} = Dl he contr ol rt 33
St OFEEIHY. CeffécR e S ISP LY Hife %&%F?aézgﬁﬁ%%&bt% a
Dl o hayid39 6Undes 0ane; (g eribti @4 LA OMnbasesh on the

nunmber  n of tinmes of “conmmunication operations_at a

step 52-7. TRbecowntwil past 33 FEverTrares Gneidess fg of

_zadd T eac last g?gg
fuh@%?%ﬁgﬁgglgéiﬁﬁgf%%gégﬁg.ha en §%§Eé§89§dg?gss has
notmne@gHddat-hen | lestedaddr ¢be Mrmlper rhefstepes2B, the
address _ Am_i.s set_to .t.he addres _at e 9
e RE s Tp8 et i e B f et D O The Tahcln oL Bart
t abt® ddftdrrensenmoierhad? thee adided e dhasy reached (3d)d Ipst
repeating the processing. 15 of. above-nentioped st
52- 334HRBUGH ggjgh? f%?gﬁogs?alﬁh%rj&ssltﬁﬁ &%t@i s vﬁlo%%g}he

‘10t hatadfess shewaot heeddmaet itoe st agirehe Rkrit the step
functi on table. Thereby, next transmtin

" :
encPprfer ddSoAdERes T fdhtied SEtnte i bif taéilﬁllrssgn}“&ﬂ ?‘5(1';(% step

20 PyogessidngnkSaended wheg.the addr ess Am beconme the
| ast address Ak at a step 52-8. Next, recegti on

processing offhehgorbtitrolofpabe a3l tgelaestrHyediermory
FI G5 8, shousia2Rr9¢ e85 NG kb oW g haddeBfinghene processing

15 of above-mentioned steps S2-5 through S2-9 to the last

(85

address Ak. It is noted- that f(x) shows the function set
as the first function table. Thereby, nexit transmitting
 data is enciphered on the updated function table {n x
f(x}}.
20 Processing is ended when the address Am become
the last address 2k ét a step S2-8.

Next, reception processing of the control part
33 will be described.

FIG. 8 shows a processing flow chart of the

25 reception processing of the communidation device 27.

‘The control part 33 resets the address 2m into
the initial address A0 in the memory 32 at a step S3-1,
when the receiving data Dr is received from the client 12
through the network 13. Next, Data Dm is read from the

30 address Am of the memory 32 at a step S3-2.

Next, it is determined whether the data Dr

received and the data Dm are in agreement at a- step $3-3.

'When the receiving data Dr and the data Dm are not in




25 reception processing of the communication device

27. The control part 33 resets the address Aminto

the initial address AOin the nmenory 32 at a step

53-1, when the receiving data Dr is received fromthe
client 12 through the network 13. Next, Data Dmis
read fromthe 30 address Am of the nenory 32 at a step
S3-2. Next, it is determ ned whe&ther the data Dr
received and the data Dmare in agreenent at a step
S3-3. Wien the receiving data Dr and the data Dm are
not dgretfientgriedientstap Fhe3 stigp i§3d@feininayd whether the
det erm ned et her the .address Amis st addres
ot EdRES AN el DR OAERS BT ORI SRR, DS Ene
addresnsecAk im iderst epsh3addrddie Akaddreiss SAmp $3-4, the
counted up at a step 53-5, into.the 5 follo 'ngC
addraEEEeaimfT 1% ,e‘dvvl'\@na?f?es&e@sé}ﬁ%i V%One Nast
8ddr&s8s owhkgi udhesshepi53-5, the data Dm :
corresponding to the receiving data Dr does not

'exist,.and.th%@WeVQIA ¥hegeth® ALRSE PRalsS gthe %ast.address
- Co:jnpd@'iﬁattht@ns‘@éﬂ Qf3-BCCYLS @hdh tﬂ&ﬁcé@r@éﬁﬁ%ﬁisg‘lz&d $he

ended. "Wen the data Dmread fromthe menory 32 at the
st epre®®iging datadiredrent Dok texiste redetlishy dat® Dr,

the 4dnLek ty 3 %@&"e bt oL g Adi£$5 AN
as t%eg%&%%%%%it&?aﬁ%taa%é{ﬂngng ep déls-%g%irh%érecei ved data

10r ipscdclkeasing Sigdegnideld. Next, the control part 33

counts up the_nu rof tinmes n. of co ' '
operations to %Ill%eatdagas{)%pl?ea%%f?%l\@(%%%ﬁ%hggs&r gécsthe
Am i scepeB3t® ideid ridreaheatdrieds thACratevisteplad3- 8r, the
The control part reads the dat.a, Dm 20 om t he
addrideET RS P He Herdr ﬁ“%léﬁa’?cg 3”3?5}%9‘%3&-‘ .reﬁesx{%ﬂm Fhéhe
contdeodpar 8a B3 L£Lard is€epost—&ul tinpl reasiwsd afattah®r is thus

.nunmber n of tinmes of communication operations with the
1dat £95%FEad from the nmemory 32 at a step 53-10, and

t hus Next, the control part 33 counts up the number
of times n of communication operations to (n+l) at a step
S3-7. ©Next, the address Am is set to the initial address
A0 at a step $3-8. The control part 33 reads the data Dm

20 from the address Am of the memory 327at a step S3-9. Next,
the control part 33 carries out multiplication of the
number n of times of communication operations with the
data Dm read from the memory 32 at a step S3-10, and thus
generates data: {(nt+l) x Dm} =Dmil.

25 The control part 33 stores the data Dml which is
obtained from the multiplication carried out based on. the
number n of times of communication operations at the

”address_Am of the memory 32 at a step S3-11. The control
pért 33 determines whether the address has reached the

30 last address Ak of the function table in step S3-12. " When
the address has not reached the last address Ak in the
step 3-12, the address Am is set to the address Amt+l at a

| step S3-13, and, the processing is returned to the step




generates data: {(n+l) x Dnm} =Dml. 25 The control part
33 stores the data Dnl which is obtained fromthe

mul tiplication carried out based on~the nunber n of

ti mes of comruni cation operations at the address Am
of the menory 32 at a step S3-11. The control part 33
det erm nes whether the address has reached the 30 | ast
address Ak of the function tahlze in step 53-12_ Wen

t he address has not reached the | ast address Ak in the
step 3-12, the address Amis set to the address Amtl

at 83-%} eata3bd3ngatitkn tdaadprocessing is returned to
the step 17 53-9, data beln% t hen readﬁéigg nt.ents
of the functiof F%BF%“E&‘%%é?ﬁeﬁﬂ??t“%ﬁ ana“EvDrY

{n %2149 huJa tEaPBAL | NG te) Pr B¢ eSS 1 the rocessing
above- nentfgﬁéd g?gps 53-9 thrgggh S3- 15@{0 thg | ast 5

addpEsE e TRRELENEE X3 Lo RS —P hElF el IS 1Setoatht Hest
J T §ngdr<£ eg&boc&hg@@' £ X;T*g%ggythé he, axto geei ¥eduylata ret

eco ased on he updat ed function table {n x
_f(xﬁ?ncﬁﬂnﬂe¢ﬂ@ﬂe |fTh¢ﬁ£hmjdtbssn¢¥ﬁ:beﬂmﬂn¥§dtﬁétaas&

add h be
ot PRl At B UER PR, SHGt Eeclngy RO
menory 32 hadlobeener updatiee, atiieess doessicogess teadedht
The |ent 2 perforns c ications . in sSp e _t.o
R AP e Tt arade By | Ao T B fagg hed
1cappt1@a<t r’f&teelfyans:an@n ceilieg take@ bR stHd alemfryt B Haﬁs been
server*11, but. perforns proce S|ng different from

 thatPdatedy hRePEPCeTHhiSafPEF starting.

Accordingly, Thlaec1peQEessiReratmd ddiBuaicatthens in
communi cation start of the client 12 will pow be

desEPFBRREE EPGEognEkiRaiionpregeest mpda & thar temfen 11

i nﬁas % ops O £B} | QheSEREi Qirffdd S ¥abtant e
the comuni cation device 27. Sane reference nuneral s

1%r esegysierd It o PEhePeBFATTT GEesS D oHtfiferenis frpmdads at
FIG fime of communication starting.  Accordingly, the

_processing at a time of the communication start of the
client 12 will now be described. -
FIG. 9 shows a processing flow chart at a time
20 of communication start of a first variant of the
' communication device 27.- Same reference numerals are
given to the same processing portions as those of FIG. 6,
and duplicated descriptions are omitted.
When the client 12 has a communication request
25 from the servér 11 at a-step S4-1, the memory 32 of
cbmmunication device 27 stores the function table supplied
- by the server 11 at a step S4-2. Thereby, the common
Ffunction téble is owned by the server 11 and the client 12.
By performing the transmitting processing shown
30 in FIG. 7, and the reception processing shown in FIG. 8,
“the functién table is similarly updated internally in each
of the server 11 and client 12, and encoding/decoding or '

"encryption/decryption is performed there. Therefore, the




and duplicated descriptions are omtted. Wen the
client 12 has a communication request 25 fromthe
server 11 at a step S4-1, the menory 32 of

conmuni cati on device 27 stores the function table
supplied by the server 11 at a step 54-2. Thereby,
the common function table is owned by the server 11
and the client 12. By performxng the transmtting
processing shown 30 in FIG 7, and the reception
processing shown in FIG 8, the function table is
Si mihatkyon peailed usst ef sral drycddineddbcoding e server 11
and client, 12, and encodj ng/ decodi n

encF?ﬁf?BF??R%ﬂ%ﬁﬁ?PEho?sl%é?¥TﬂWﬁ%9agﬁ€ﬁ%ﬁlyﬂﬁgr3fore,

t he cbfmuhubetican stabtecsed fror teRe0ding/ decedongtafle is
encryption/decryption is conmunicated only at a
conPARERE B SVAFY EPTRIN R HORe RCCRAEPT E(ﬂ?‘@ﬂeéﬂff%bl e

S AUpdal e oOr 1EURN ¥e COMPHLALRAL0E CAS 11912
encefort_%gg _Accé?di%gly, E%gh sec?ecy per f or mance on
t he copmrmmueatiamisons dttatned.ned. Al though the function

table is upd L.{h.  he rati f.carryi h th
mal 1 pl 5 cati o oF Phe PanctTan ot (oG 1 eRd fhtn who
of tiprestibén coimmamicygfmd om:tl Gudpepatcehtormsfa the function
coeffi?ien mul ti.pl igHe dat a

i,t is also possi.ble t
conﬁﬂﬁ'cgf%%'?gaPﬁgg?ﬁﬁ%ﬁﬁgﬁjff?)ogsc%mmggéP i crent.
10r apparhtifg pIs0eessenfidierithe icase alswpdaisible the
function table based on the co nication data wl
15 R bR Hiedts Fata. PN i Ho ke gg‘ﬁr)g%qtﬁoﬂgyﬁ)ov?s a
chapbepticidmnsmtting processing of a first variant
of the comrunication device 27. The sanme referen

. . ce. ..
numeral s ar e APSALEEIRN QAR SHrTc 8sEhy 6t POnEPdREIng

t N03@ 0k Gon cab28 BALAUR (Eal ednd@stdd PRlonoRStANRi11
omtted. In this variant, the step 52-3 of

1% r ahisHi bei drpcribed.
FIG. 10 shows a processing flow chart of

“transmitting processing of a first variant of the
communication device 27. The same reference numerals are
given to the same processing portions as those of FIG. 7,

20 and duplicated descriptions are omitted.

In this variant, the step $2-3 of transmitting
processing shown in FIG. 7 is deleted, and, instead Of the
processing of the step S2-6, a step S5-1 is processed.
The step S 5-1 carries out a multiplicafion of the data

25 Dout reéd from the ﬁemory 32 with the data Dm output at
the step S2-5, at the step 52-2, and thus the data DPml is
created. ‘

' Next, reception processing in the case of
'updating the function table based on the communication
30 data will be described.

FIG. 11 shows a processing flow chart of

reception processing in a first variant of the

communication device 27. The same reference numerals are




processing shown in FIG 7 is deleted, and, instead of
the processing of the step 52-6, a step S5-1 is
processed. The step S 5-1 carries out a nultiplication
of the data 25 Dout read fromthe nmenory 32 with the
data Dmoutput at the step S2-5, at the step S2-2,
and thus the data Dnl is created. Next, reception
processing in the case of updaiing the function table
based on the comunication 30 data will be descri bed.
FIG 11 shows a processing flow chart of reception

pr og@sshngo i thed shink Spro@sd Sty @brthens cmmaiseabEonIG. 8,
device 27. The same reference nunerals are 19 given

to CHE Janblpr6EeserFg oo Rs Sasm Herd ofInFIteJ—ssvarlant
and ¢ rﬂ@pktéﬁts%iﬂ%cﬁhé’tr%ﬁ%% pabti&ding BnblhSin r1G. 8

variant, ‘the step S3-7 of the reception processing
sho%ﬁ palered, gndj sinktead®f 4he, steistShd Oof at RECBt 1 is

ro@s§ec?p %ﬁe skﬁa 55 H.9ces, ??geﬁ-@@t Sat ﬁﬂlg glji:cablron of

car ies out a nmulti cation o e receive
Wit hhehee@@l@dDﬁatea@r atittthechst dpt&3Pm Keagndtt hhs shep §3-

dat @é%}l}dl&ucsr %%egataﬂt? c%%rﬁ?fﬁg&gt! on table is thus

shar t he sefver T lient 12..
Mbr eover , the?hfeunoﬂtmm fdr-diahl eabse updaied whthabhe by

dat transmt d and recei.ve r eve occas
tr a Bfi IQT6iT ;lﬁd 2pd i 6‘% agt a,M Eﬁv teﬁlfst%‘ﬁsgumtmn
10TherebDe 655 tipRlagegeCHh Peld GRNBNELakal tRed AR B¥esived

In addi'ti on, although the function table is 15 updated
n tRE %Y%‘”é’eﬁFCéﬁ‘b%l%rﬁraﬁﬁ&lﬁﬁéo%a%ﬂdaﬁﬁcﬁﬁ*éﬂ%’éfOf data,

vvn t Btaciil tdpld CathOR:d-d henbusetiQR, tablre hhbBethsh be
nunber of tinmes of comunication operations, or

comIRFeEd-on data as a coefficient, it is aI SO .
possible to I%dgd&l“@lc!ﬂm’%ﬂ_rth%hgh' Es n&qgﬂuﬂéﬁﬁé' £a

oper ations, or 20 the comunicati on data. Mbreover, it
15 s ap@@t%$g@q§h@ pPeesent embodiment and the variant thereof
- with a multiplication to the function table with the
number of times of communication operations, or
communication data as a coefficient, it is also possible
to add the number of times of communication operations, or
20 the commmication data. Moreover, it is also possible to
' use the number of times of communication operations, oxr
the communication data, as a coefficient of a part of the
function. |
' Furthermore althougﬁ the function table is
25 updated in the present embodiment by applyving a
calculation to data of the function table, it is also
possible that a plurality'of function tables are prepared
for each of the server 11 and client 12, and a common
function table is selected from the pluraliry of function
30 tables according to rhe number of times of communication
operations or the communication data, and thus, encryption
and decryption are performed.

FIG. .12 shows a block configuration view of a




use the nunber of tinmes of communi cation operations,
or the communication data, as a coefficient of a part
of the .function. Furthernore, although the function
table is 25 updated in the present enbodi nent by
applying a calculation to data of the function tabl e,
it is also possible that a plurality of function

tabl es are prepared for eachyef the server 11 and
client 12, and a common function table is selected
fromthe plurality of function 30 tables according to

t hes aaieva@fi ab b s ©fe comAUNE 6ati®n deopeear? onsThar same
t he conmuni cation data, .and thus, encrypti

and
decF§PRIBIFCaPETPER} of stV ep| €0 1508 e SOBi?bWa%lOH

confLgus A iaQn X1 BY; 0f3 a 20 +AECQMS MaFd-ANHeSrifEion is
confruni cati on device 27. The sane reference nunera

is gihvered.o the same configuration portion as in FIG
§’ and the dli 5885(39@%‘3%@ ilggef&ceog'akkegil ﬁnén‘fbry 32,

addition to t e I nt ace part menory 32 contro
partoﬁﬁtokmpﬁrmoaﬁur&mdudqmmupacatiﬂm jace i3 3éowWWﬁ|cat|on

device 27 is.confiqgure e d r

par FOBBRATCH 8t ‘8‘?‘85 adzp7lt ar afg %Pl%?ﬂe?iﬁnct %8%&% &Q%de °
Thesﬁ¢tﬁgﬁipa¢t035 etctexaopks, akpiunuﬂmtgnofaBMEﬁxlqn)

are beforeha %ored in the_stor ﬂ par 35 The

| dohtPtttat 1R AUMBErS 0P £RFo Roghtq, tables,

14 hegee kbeﬁdﬁé%hanst@ﬂi@e.n The sostend ;paamdss he The
identification numhers of these k function_tables

st of B FH e LeRoP AR D&t 135057 ¥ AgPedimERt €5 these k

bet WeEA L NE 1581481 IihandntB8+d Sakd i@t 182ntProsessimg
at .a time of comunication starting in the contro

par pumsewg [9f baspek deyriipedtables stprerons Hhe storage
ggg&%?é'ﬁggéy oﬂhcggfeeﬁgnﬂ:%%tweeﬁﬁkﬂg dft€er 11 and the

nication start of the second variant of
15 client 12.

Processing at é time of communication starting.
in the control part 33 will now be described.

FIG. 13 shows a processing flow chart at the
time of the communication start of the second variant of
20  the communication device 27. The same step number is
given to the same operation as in FIG. 6, and the
dupiicated description is omitted.

The processing at a time of communlcatlon
starting of this variant is such that, instead of the step
25 81-2 and S1-3, a step S7-1 is executed. The step 8§ 7-1
reads the initial function table from the storage part 353,
and the memory 32 is made to store it. |
| Next, transmitting processing in the control
7 part 33 will be described.

30 FIG. 14 shows a processing flow chart of
transmittiﬁg processing of a second variant of the

communication device 27. The same step number 1s gilven to

the same Qperation as in FIG. 7, and the duplicated




20 the conmuni cation device 27. The sanme step nunber
is given to the sane operation as in FIG 6, and the
dupl i cated description is onitted. The processing at a
time of communication starting of this variant is
such that, instead of the step 25 S1-2 and S1-3, a
step S7-1 is executed. The step S 7-1 reads the
initial function table fromtle storage part 35, and
the menory 32 is nade to store it. Next, transmtting
processing in the control part 33 wll be described.
30 Et&rifishows amprosessing flow chart of

transmitting processing of a second ri.ant _of the.
communi cati o ?ﬁéﬁF%Et%ﬁ% Pﬁﬁ§€§5ﬁﬁgs?%ngﬁhBSFlFEQg%%é%“m
10 ther SHTRQREN aki e astdys BG4 #arangh threodupl soai ed-1

21 description is omtted. Transnittingﬁ%focessin of
t hi $svereaiiied.s Shenstemat 8-ilnseade Bom AéesPEpEadd nprt

%hfgggpne%&ﬁaoﬁt R8s §¥esHietharibe 8h@BesS Bvhich
S romt

Tea e storage part 5 35 the function table of
t he firdentdrf itedtlicononuedeonds whi the fuwhan of tapee » of

corresponds .t.o_t L OBS plgation
opef3d |%ﬁ%§%ﬁi§§tggeg%g$ﬁ%3g%@%kgg-%? éﬁﬁigg%?g?es it in
t hesperes yit32n Whenmétherinither Whéntthesuurbefr of times n of

To FHREDR LAl Bee-t EOTUACEIDRot 307 & BPeEn g OF HHE

16 dembh&+ oot item1caymiee fikictisnt heplagaf rheeddehtdii¢dteion
storage part 35, —and it is stored in the nmenor .
ThudWiagkordi f§ BRIy mser SFO?i{h§5%$Qﬁage Yadé 3s,
COMYAI catiHRpenathonse My 3punctie takbediageto the
updated cyclically thereanpung. Next 15 tnansn1%%|n€
dat guikeerRfodddaf Rhot He TRESCab4aR ePFUMC on TabT e.
Nex%uné?f&ﬂnﬂéﬂle%rQggsﬁﬁﬂgkéﬁchCEQMéiEyFﬁﬁéﬁéab@dng. Next
FIG 15 is a processing flow chart showing the

15 transmitting data is encoded with the thus—updated

function table.
Next, reception processing will now be described.
FIG. 15 is a processing flow chart showing the
reception processing of the second variant of the

20 communication device 27. The same step number. 1s given to

the same operation as in FIG. 8, and the duplicated

description is omitted. |

The control part 33 reads from the storage part

35 the function table of the identification number n which
95  is the function table corresponding to the number of times

n of commnication operations updated at the step S3-7,

and stores it in the memory 32. Then, when the number of

_ times n of communication operations reaches the number k

of the function tables, the function table of the '

30 -identification number "1" is again read from the storage

part 35 as in the transmitting processing, and it is

stored in the memory 32. Thus, the k function tables are

stored in the memory 32 cyclically according to the number




reception processing of the second variant of the 20
commruni cati on device 27. The sane step nunber is given
to the sanme operation as in FIG 8, and the

duplicated description is omtted. The control part

33 reads fromthe storage part 35 the function table
of the identification nunmber n which 25 is the
function table correspondi ng tp2the nunmber of tines n
of conmuni cati on operations updated at the step S3-7,
and stores it in the nenory 32. Then, when the nunber
of di maimeB ofofayvinNhtabtOih epenattiions. r efdches thhenext

nunber. k of the function_ tables, the function table
of O SR aETR TSR BR SUber Peoiedalt Hig dasT pBRted
t he sierage tpsyd. 35 as in the transmtting

processing, and it is stored in the nenory 32, Thus,

the k functi oRN®ab|aEsoaARNT SkOrid® INTePRBTnEMAGITSRT, since
gycuﬁgﬁkbﬁcﬁﬁgﬁngkﬂ%_E@séb?:ﬂ¥QRﬁfc%%muﬁic&bﬁ?%e@w@én the

communi cat1 on operations. Then, the next
t r aresivesi oh/ aed eptieon d3at atlies spwgededrpylefeance can be

t hus.- d i.on_1ab S c ' e;

pr oS SAESREs; HEAEiERehe S il BT BRELI (AhlChe

i s netlectrriuaccatdichgbebwelen tuirdberserfveindd @ndopiniiphtation
12, the secrecy performance can_b i mproved., L.n

A QUi TGRTIANT B g ABOTGHETT O abFETR LS el b dPed o0
18CCPodisA®lotd heelutbehe of uridties: afkbtenAatededivigone the
operations in, the above-nentioned exanple, it is also

10 FEEEVUBr-Eat°R&l3Et the function table according to

the comuni caiion dabasmbitsly drceRselihyi 1@ a case of
processing in a case of _selectively uEdating t.he

f unctERtEEBEE WRASHHAINENE oF - Lo%0 FRTHE caf T O gt §° the

W | inReafdeserddiady: 19 fdGnel Geshowse4he processing
flow chart of transn1tt|n%ﬁgroce55|ng of the third

19ariant of thBIGcobmahPYat e Rierecsre. fime dakd sfep
nuntE?éﬂsﬁi@tYﬁ& ﬂf%cessing of the third variant of the

communiication device 27. The same step number is givean to

the same operation as in FIG. 14, and the duplicated
description is omitted.
20 Transmitting processing of this variant is such
that, instead of the steps $2-3 and $8-1 shown in FIG.‘14,
a step S10-1 is performed. In the step S10-1, the
function tablevcorresponding to the data transmitted to
the transmission destination is read from the storage part
' 25 35, and it is stored in the memory 32. Whén the function
table is selected from the data, it is possible to select
the function table using any of more significant or less
- significant bits of the data transmitted.
Thereby, whenever the data is transmitted, the
30 function table used for the next transmission is updated.
By fhis reason, the secrecy performance of the data can be
improvéd.

Next, reception processing will be described.




the same operation as in FIG 14, and the duplicated
description is omtted. 20 Transm tting processing of
this variant. is such that, instead of the steps 52-3
and S8-1 shown in FIG 14, a step S10-1 is perforned.
In the step 510-1, the function table corresponding to
the data transmtted to the transm ssion destination
is read fromthe storage part ,5 35, and it is stored
in the nenory 32. Wien the function table is sel ected
fromthe data, it is possible to select the function

tabl e using gy of7Mpy&:SiOYl-eaBin@rflRSShart of
significant bits of the data transmited. Thereby,

wheregeptidte baarassEng rendwe t84rdtFriasd Pintk? on
L abl 8Pkl Aonl BEyIEX (511 QRS SEhOML ) WPHBESTTs Fen to

thi s reason, e secrecy perfornmance of the data can
be thapsawedpeXexion rasdpt FIE.piloceswi ndeniduplbeated
%es&ribed..zs .FIQ%i%éafhoms a processing flow chart

Bf PEEEDH B o Ec 84T of the third variant of the
conmmmuni cat i orrhdevkecepion Theceastngt @p tusberrisnyi empuch
to he sane operatjon gs in _El 15, d the .
duplPeh: o SFeABeEr | T GRS Sri (B Stha FEoEBLiBFIS 15~
progegsépas1af-1t Rk Spyafdaiid . S THCBtep MAtL1-Instedd tdfe
the steps S3-7_and S9-1 shown in FIG 15,  a s%qg h
S11FEeRIge el ReBCoTiE g &5 §12194% SRFSITRE TROm the

1d UNehin@in i 2lienapsprciNG d Q ot RBedalhe reCeirvadmi £ 9181 he&from
10 conmuni cation partner as in the tjinme of

t r ahbfi SEERTE PRBH 3§ heénst Gtagespaf t 135hea igmetHris: it

in the menory 32 BYoid6, AR08 iRHOCESslNdhaldaet BB8oding,
dat a decoding, the sane function table as the

f untheosanalfivactpoat eaplar ast et Freceion Habdg wpdated at

L1 ADRMT SHAOD LR 408, COTIALGREbONEdR RAE! RBhnbA DR on
obt ai ned, and, thus, the same function table can be
1l%hapedtuert carhbeconpafriesht iconl, pahtperthe same function

— table can be shared with the communication partner.

In addition, although the coefficient of the
function table or the selection thereof is performed
according to the number of times of data communication

20 operations, or the cbmmunication data in the above-
mentioned example, it is also possible to update the
function table in a manner of combining these factors.
That is, it is pdssible to combine a piurality of manners
of updating processing in which the updating methods for

25  the function table are different, for each communication
opeﬁation. For example, for each‘communication~operation,
the processing which updates the function table in use of
' the number of times of data communication operations as a
coefficient, the processing which selects one function

30 fable from the plurality of function tables according to

the number of times of data communication operations, the

processing which updates the function table in use of the

communication data as a coefficient, and the_processing




In addition, although the coefficient of the function
table or the selection thereof is performed according
to the nunber of tines of data conmmunication 20
operations, or the comrunication data in the above-
menti oned exanple, it is also possible to update the
function table in a manner of conbining these factors.
That is, it is possible to compine a plurality of
manners of updating processing in which the updating
met hods for 25 the function table are different, for

eachnG oA &ald @Re SRRERLAONaIQI £8XAMMHL; her1eaghos
-conmuni cation operation, the processing which updates
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the 3zc@mrwm cajdvenméataonsd aemmuflél cients adme pbesz_ble to
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COMAHAL € 2hdy QRhrialra, fakea @ﬁﬁéIEWﬁ@itCMﬁ|déﬁﬁ |yThat is,
thereannng Furt hernore, althaough the encoded  data
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possible to conbine the Updating processing wth the

pl urcanuyl eftiqipaatthgt manteridid secarsicny|sedemi thef
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t he nction ta n 10 use of the encoded data, the
dat &rom thandia tednspithed fﬁﬂﬂnﬁhﬁca@mmﬂnaﬂﬂﬂﬁ@@rPaEﬁnerr

th d t
the fgcepLi on el e Lhgs, [unptan Labhes s ndked,
161 ansrcebed ﬁr dmmbeposmnhm ctat iobrtapar tirerorigindlafiade -

that, decodi |s fgy%ggapnaggetggkggﬁ ?nt%fs%gqgggyabove

it belng pos origrna
is for a case where data is communicated between the

server 11 and the client 12, other application can also be
made. For example, the present. invention may also be
20 applied to.a case where communications are made between an
input apparatus and a host apparatus at a time of
: performingAauthentication, or sSO.
FIG. 18 is shows an example of application of
~ the present invention.
- 25 : An unlocking system 100 will now be described.
| The unlockiﬁg system 100 of this example of
. application is configured to include a control device 101,
‘an integrated circuit (IC) card 102, an IC card reader 103,
and an electric iock 104. The control device 101,
30 corresponding to the server 11 in the above-mentioned
" embodiment, controls and unlocks the electric lock 104,
 when, after performing of authentication with an ID and a

password, the authentication is passed. Moreover, the




Al t hough the present enbodi nent descri bed above is

for a case where data is communi cat ed between the
server 11 and the client 12, other application can

al so be nmade. For exanple, the present invention may
al so be 20 applied to a case where communi cations are
made between an i nput apparatus and a host apparatus
at atime of perform ng authestication, or so. FIG

18 is shows an exanple of application of the present
invention. 25 An unl ocking system 100 wi |l now be
desﬁﬁtélﬁ(iited'rb@r@mi‘@ﬁiﬁrl@ 18y stermcdndt thi shexdnpne 12
of applicatiaon is configured to include a cont%ﬁ#

devi® e bRy FRPodimeny &g AP F RATSVOFE) 2E&r A-ATE, &iFTe

| C casdhreaden 183 kegﬁdfo%nuﬁi@@hrdgc theck1484x:s Jheck 104.
control device 101, corresgondln to the server 11

in The diegsahedt ¢omed.t eaBedifRnts 1e6RrEBHsiRFR) the IC
il QQﬁ 1diGe8! B68 1 4 i%ﬁ\mﬁgﬁcate‘!@%fthafthgr cOSEEON RG ce

of authentication’ and a password, the
authehtication is passed Mor eover, the 25 |ntegrated

.'CIrCUIt CardI%O%?§OL%§S %%Qé E?d&ﬂﬁ;%a %n& hs'fhééy%ed

enbodi nent password are s ore
andiate tisedcasasd kwﬁga&exr 108| ozkiirg thleeabbeefmerctnlca@d

104, e i ntegrat |rcu ard 102-is.,insert.ed
heero ety Phd i eh bl i kR e oo

10congéei calavincend 1He ﬂrftetghate@tceigfameﬁ caracup?z i}arsiét
102 is*inserted into the IC card Hé der 103, as
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integrated circuit card 102 is set. Since the

i nt Bgreftegoatredi fedia Wo2 | hehidesdpP, 15t trandidites to

thel D Mddrol hgetynctinan s-ahl enanddrpsaht 81 kéuit @ard
the control device 101. Wien the IDis transmitted to

1% hel@dntthsl fuagtéen Toblier b vhdatast agithred exelkange of the
Cargata between the control device 101 and the integrated

clrcuit card 102.

The integrated circuit card 102 enciphers the

password with the thus-updated function table, and
20 transmits it to the control device 101. |

The control device 101 performs authentication
based on the ID and the password which are supplied from
the integrated circuit card 102. The control device 101
unlocks the electric lock 104, when the authentication is

25 passed.

Thus, the ID and password are enciphered with
the different function tables, and are transmitted to the
control device 101. Thereby, the secrecy performance on
the ID and passwbrd can be lmproved.

30 : In addition, it is also possible, before
transmitting the ID and password, they are enciphered with
the function table which has been updated several times.

Thereby, the secrecy performance on the ID and password'




~15 102, the function table is updated w thout exchange
of the data between the control device 101 and the
integrated circuit card 102. The integrated circuit
card 102 enci phers the password with the thus-updated
function table, and 20 transmts it to the contro
device 101_ The control device 101 perforns
aut hentication based on the I4¥and the password which
are supplied from the integrated circuit card 102.
The control device 101 unlocks the electric | ock 104,

wherahhBe autheRtdcaukoRer s 25 passed. Thus, the ID
and password are enciphered with the different

function tabl®s 2%kdiare FF SN B8 FREhHeP™ dGhtfols used

deviyee -19du1atHher eRYns e SRCTBENPRENOI RN @RpIENeit is
I D and password can be inproved. 30 In addition, it is

al s@lpospPbsichdPoreplY rathadinany eakcy iy program to

as t ng,j gg];l the function table
§hiEﬁgﬁggn3%%%3%%§g?e§ﬁ§2§%r IW%%ﬁés. Ther eby, the
secrecy per f dtoreoeronat teoudh dine Fasstbrd 26 updatefebased

i mproved further. In,addition, alt t L0
i s R
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an qrdi nary cal.cul ation programt perform .
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- communi cati on operatjons or the, conmmuni cation data
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public 1 nformation, such as for exanple, tine
15 concerning the television broadcast. Furthermore, it is
possible to update the same using clock information inside
the communication apparatus, or so.
Moreover, it is possible to update the function with a
combination of the external information sharable between
20 the transmission side apparatus and reception side
| apparatus; the number of times of communication operations,
and the communication data.
For example, the function may be such as yl =
Fl{xl, x2, x3) There, the variable x1 is the number of
25‘ times of communication operations, x2 is the communication
‘data and x3 is the external real-time information such as
whether information,‘teleﬁision broadcast information, or
s0. ' '
Moreover, it is also possible that such a
30 function as that y2 = f2(xl, x2, x3, x4) may be applied,
wherein the time information x4 is added to the above-
menticned variables x1 through x3. Furthermore, it is

“also pdséible to apply a function, such as a function of




i nformation, weather information, or information 15
concerning the tel evision broadcast. Furthernore, it
is possible to update the sane using clock
information inside the comunication apparatus, or
so. Moreover, it is possible to update the function
with a conbination of the external information
sharabl e between - 20 the transkh¥ssion side apparatus
and reception side apparatus, the nunber of tinmes of
comuni cati on operations, and the comrunication data.
For yexanpBeéylt he fudcti on may be such as yl = flI(xl

x2, x3) There, the variable x| is the nunber o

times of conr%?ﬁeé)éftefcon_lgpjesra“i‘ 'Séjng),osﬁib;ﬂ%nghaet’ basdd on the
conastieeaki on Hat@+and  x8td s, tde exhetbahs rdalkhrbogh v3 -

i nformati on such as whether information,. television

br o@FCa¥feim Br9RREt6AY - or so. Moreover, it is also
ossi bl e that such a 30 function as that y2 = f2(xl

x2, x3, x4) may be applied, wherein the tine
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that, based op the external_j i Qn,
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configuration view of a _second di t of .th
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pr esientl ulls esbadinRnt temchegleis it itohapsat t2ing a key
apparatus 201 and a_ _receivin qﬁggratui. The
t r afiSTeERAGR dfar atds 2B1°R9 s qPE3mmon i tem

- ACqUWSidh98n pgeterdtionapk®y 213, and an encryption part 214.

15 The common item acquisition part 211 acquires an Ltem
which is common with the receiﬁing apparatus 202 from
whether information, time information, a random number
.obtained from a pseudo random.number generator which
generates a random number which is common between the

20 transmission and reception ends, or so.

The common item acquired with the common item
acquisition part 211 is supplied to the key generation
part7212. The key generation part 212 generates a key by
performing various caleculation, such as, multiplying a

25 coefficient, adding a constant, or so, to the common item
supplied from the common item acquisition part 211, or
generates a key by selecting a function from among &
previously set plurality of functions according to the

" common item, and substituting another common item thereto.

30 The key thus generated by the key generation part 212 is
supplied to the table selection/generation part 213.

The table selection/generation part 213

 generates a new table while selecting a table for




generation part 212, an encryption table
sel ection/ generation part 213, and an encryption part
214. 15 The conmon item acquisition part 211 acquires
an item which is common with the receiving apparatus
202 from whether information, tine information, a

- random nunber obtained froma pseudo random nunber
generator which generates a rapdom nunber which is
conmon between the 20 transm ssion and reception
ends, or so. The comon itemacquired with the conmon
I t eRncaphet &id idanapbiie®ldn itheskppl tlewk tapiphéckeyrom the
generation art 212. The key generation part 212
genefyt €87 hHarherkor ming vari ous cal cul ati on

such as, mul ti) yp0gsRowd £aoafddkcientiqaddiide diew of the
constant, or so, to the comon item supplied fromthe

comeR1ft et GONEPERVFA BT PATE, 262- generates a key

by selecting @d ynglLofe{L oM RRYRa t R \HaQ4S bY 3S€hcludes
plurality of functions according to the comon item

and asubsitialt ivaguansetieng aardn 22E enat heeged 1oBOPTFHE 222,

keya]t I&]ggkgg& ﬁfha%tlgg %Hseeéﬁlxgg %H%B&#ﬂ O P t aaazii?ﬁable

supp e table sel n/generation part 2
The skabteiselrectt 884 gerBratindrtipar aRisl segenegapestal2l

] t abl e whill ' tabl e, f 2 [ ' .
e R i e kS e i Bt F SRt bpIctAnY eane
lgeneraki ofmpariica?idn Hdxt 2@skews a bl ock

configuration view of the table_selection/generatjon
part 913 5 TRE1Eabhe LEIEA GRPYENES StTOn S £oo a8

i nclingdesal amivel kbativ@lge-tsoblii g arime? 2%, s@Arting,
operation part 222, a |ook-up tables (LUTs) 223-1

t hr GBEHaDHRN ProgRasLg abt CarderdcPibnithdie SPgrathen part
i ni bhal yadh ue $eELhag Patdead2ll t8818 AN J¥ bkaknbabber—up
as the | ook-up table 223-1 at a tine 10 of a
Lzonmrahieat? bl -st 3he, tarls Getnwgsl Ebentedkmivp &rPLgoFE3TS
thuiaéﬁttfﬁhtﬂEeset to the look-up table 223-2. Similarly,
sequentially, the table set as the front look-up table is
set, and thus the table set as the front look—up table
223—(n-1) is then set as the look-up table 223-n.
20 The tables thus set as the look—up tables 223-1
through 223-n are supplied to the operation part 222 and
the table selection part 224.
While the tables are thus supplied from the
look—up tables 223-1 through 223-n to the operation part
25 222, the key is supplied from the key generation part 212
thereto. The operation part 222 generates a new table by;
for example, summing the plurality of tables obtained from .
the look—up tables 223-1 through 223-n, and then,
multiplying the thus—obtained table with the key.
30 _ The operation in the operation part 222 is not
' necessary to be limited'to this, and it is also possible
to set a nonlinear transition function. The table can be

made to grow in a chaos manner by setting up the nonlinear




initial value setting part 221 at a tinme of starting,
operation processing is carried out in the operation
part 222, and a thus-newy created table is set as
the | ook-up 15 table 223-1. The table set as the
| ook-up table 223-1 last tine is set to the | ook-up
table 223-2. Simlarly, sequentially, the table set
as the front | ook-up table is 2get, and thus the table
set as the front |ook-up table 223-(n-1) is then set
as the | ook-up table 223-n. 20 The tables thus set as
t he tolsitpohablesti223- 1Thhfy ough 2Z3theatebhbaipply e
to the qperation part 22§%gn the table selection _
a

par t OPFADSGHn| $EGHEHEA bR  [FFSVSupPI F e FrOMATRET: It

| ookpdtprieabl@so 223t thr QEpRLA3-thet @otiBey ORErEld Ahus—
part 25 222, the key is supplied fromthe ke

; y
gener#@iigRiphiklel 2ochéhes 0. theogseFanneh pardeceplsed
generatiqs, a new table by, for exanple, summing the
plurality of tables obtained from the | ook-up tables
223-1 through223apleamtiichehs cahguilippbdi by tie operation
t hus: Lpe Wi V...30_The_o 1t jon i
tho et arom s at Ao Det s Sker e TbRe PRSOE N Rab e
to t283F;1 andantericryaltsonpbsyi blag thasseima, nidm itadde which

“transition_functi.on., The t.abl an be de to qgr [
L o Senan S R PP SR e one: TS it o Yhe! Rook-
10r ansg tiabief 22844 OAndThiBe €M isktt Be tiabl Bodsyurbeable
obt aj ned, .since the table thus grows_jn haos . .
pupie FLE TRt i AR R A I L SRR I
W't heddienthasty Acqid ked1bab &etalE thusfol @riaefle ook—up
cannot be decoded 5 easily., The table which is

cal ciitdfed2Ph Hife teperaPt otPOlpait tebdeapgd neRly s then

creadad 5isS186k—a85 thbgel 99K-MP tRBLBveL23tHe 38R set as
encryption key. "At this time, the table which is set

1as tirckrgekiaple A3Pen228- then digeprded. as the | ook 10

up table 223-ghe aNGanhBE L80!& 38k 280kDEp! LANTP 2231
through 223~n are supplied, and, also, the key is supplied

to the table selection/generation part 224 from the key
generation part 212. The table selection/generation part

20 224 selects any one table among these n tables set as the
look—up tableé 223-1 through 223-n accoxding to the key
supplied from the key generation part 212. The table thus
selected by the table selection/generation part 224 is
supplied to the encryption part 214 as the encryption key.

25 The selected table is supplied from the table
selectioﬁ/generation part 224, and also, transmitting data
is supplied to the encryption part 214. The encryption
part 214 enciphers the transmitting data, based on the
selected table supplied froﬁ table selection/generation

30 part 213. A specific manner of the encryption is such as
to encipher the daté, by carrying out matrix operation
between the selected table and the data, only adding,

Tultiplying, or acquiring the data at a position




223-2 .is then set as the | ook-up table 223-3.
Simlarly, sequentially, the table is set as the
follow ng | ook-up table; and the table of | ook-up
table 223-(n-1) is then set as |ook-up table 223-n.
Moreover, the table set as 15 | ook-up table 223-n is
then di scarded. The n tables set as the | ook-up tables
223-1 through 223-n are suppliged, and, al so, the key
is supplied to the table selection/ generation part
224 fromthe key generation part 212. The table
sel egttensGRNIALLOthPaldra?@rirdtbel atlesraqy tapee | alihe
anong these n tables set as the | ook-up tables 223-1
t hr BaBRSD 23 Fhac EBFAYRY- A0 18hBOkeYe i £8 PF ok tHEd
Key +HepeEal I8 BRI L s Ydssithe tt@bgﬁ%igg Ughri98kesb@fkd onal
the tabl e sel ection/ generation par 24 is supplied
_to eheipherins mewhpdst 214 as the encryption key. 25

he sel ected e.i uppl, | tyab :
%election/geﬁ%?g%i8n§%§rt 4%p%%g£%$£§FJ$Tg%s%??%ﬁ%ﬁfd'
data is suppleedeteitviry eppeyptiionipaintde®] 4. cipon item

encryption . part 21 nci phers the transmitti ti
s Tuh TR SoFGothl o ATeCSuRar i Ehoh Pafr & tle
sel gel ot genpmatrheboBGfrar £32]13and speeirfpeionnmert @34 .
the_encryption is such, as, to-enciggﬁr t he datg% Q%F“
car FOErEOBIAR HAER ACEpEr P8P ot e PIHE Ea it ateme
16 abbgeafgidiherdahar ONldheaaddiion itath tdRhysAgio®rpart 211
acquiring the data_at a position 30 Correspondiq? t.0
t heOdatl® fFoMTRETSRY cotmedatupl 601 TP REfHeF B Tihe -
enceyphbONrih ARk PERESSAfAmt Qchfiditidredarkthel et 0,The key
and it is possible to apply various conventional ,
encEpRerd HPeERsds32 PNEREmsathecer iy Mpeapharatdys that in
wi | pbegdeserided: o, The 0661 YNy APPALAMS LhAG! Md8s Aus
common Item acquisition part 231, a key-generation .
1par £0232and daapiiees sthe ctamenkgenes athiadh ipaiche 2BmngHd-ting
- a degr | rt 234. The common item acquisition
, par?55§€£%%$ orfns the sane
The table selection/generatiqn part 233 has the

‘configuration same as that of the table

selection/generation part 213, operates in the same manner,
20 and thereby, the same table as that in traﬁsmitting

‘apparatus 201 is generated and selected. The decryption

part 234 decrypts the original data based on the table

thus selected in the table selection/generation part 213.

According to the present embodiment, since the

25 table changes one after another every data transmission
~ operation, or as the time progresses, the code -cannot bhe
deciphered easily. Moreover, since the table is
calculated one by one and generated based on the initial
table, even if an intermediate table may be known, the
30 following table cannot be acquired. That is, the table
 cannot be acquired unless the initial table occurring at a
time of communication starting and the calculation method

‘are leaked. Moreover, the code cannot be deciphered,




10 operation as that in the comon item acquisition

part 211 of the transmtting apparatus 201, and
acquires the item comon with the common item
acquisition part 211. The key generation part 232
perforns the same operation as that in the key
generation part 212 of the transmtting apparatus 15

201, and acquires the sanme keyias that in the
transmtting apparatus 201. The table

sel ection/ generation part 233 has the configuration
sanmemasss hate ofeyt he s@blieredselkeehi bh/igenanatiah parte and

213, operates, in the sane noer,, 20 and._t hereby,. the

sanE ERBPEr e PhAETITR (T ha g Hpp TS R LHEN |
gengeatedeansy sekerbethr e deekypldOhetpatt f834the table
decg%gts the original data based on the table thus

sel 68pBEe? thareveabl e BerdITORrPgeHRt 499N CPERET 113,
éCC%@aﬂgeJeéa,t heiREesad &ahedi TBAL. i SiBesml h8indd the key

tabl e changes one after another every data '
t r anspBsthercompear atéon, sust &s the weatdisyr 6gr EBes,

t he n - he i~pher ' eqgyve i
e PP SR MRl SRR IRE Ba%hde SRCANPLY 3 s
on theneniby alarryableguievidre nbnihndéart emapdiaien tabltthe

may. . be. kno t he 0 follow t abl cannot _be

et iERiA HeoiEna PP, | Qg W Inb PR £ 3 bolEred and. the
106 he cotiet bah Heakiceoosd Lﬁdﬂﬂg@lﬁy,aﬂlﬁ iclftﬁltepﬁ.s entciphdered with

co ni‘catjon_starting an cal cul ati on netho re:

oG- B gURrR §he e Aint, MEh" doEior G CoRinaLY

unl ess Hbei eV e tasHUiHe God@VBBebhed R dyntt Fal chab) e

and the operation. nmethod are |eaked, since the table

is selected By PRECKIY G HRETBpERAL N Lfe BABULFR DY the

the LaRbe 1€haRGes: EherawidhtsFutl hetdmone, 1hhensagieesent

cannot be 5 deci phered, unless the common itemis

LRkno®APOGiReRt + Hé keynotufieeesRaTEoboif iLdefktedubhreRte, and
t he ;yeab hers Okl 8. ma DT RMBhe Al MC & £ Bt BBhE Ko De

made grow up 1 n a chaos nmanner by carrying out the
nonBifigacult dnsiembeddiofy tthe key in the table, or carrying

- out self-generation of the key from the table.
FIG. 21 shows an operation diagram of a variant
20 of the key generation method.

" As shown in FIG. 21, a setting is previously
made such that a character "A" which is the m~th character
of the iuth.table 223—1 should be used as a key from among
the look-up tables 223-1 through 223-n, and by using this

25 "A" as thé key, the table can be selected or it can also
be used as a coefficient for generation of a following

~ table.
Furthermore, the table and the character number

are determined based on the weather information or time

30 information, and the character is extracted with the thus—
determined table according to the thus—determined |
character number. Then, the thHSmobtained key may be used

for selection of a coefficient or function for the next




table. Accordingly, even if the table is acquired and
the 10 code can be decoded partially, the code is
enci phered with. the table which is changed at a next
nonent. Accordingly, the deciphernment of the code
becomes very difficult. In addition, although the key
is acquired by the conmon item acquisition parts 211
and 231 in the present 15 entginent, it is not
necessary to be limted thereto, and it is possible to
make deci phernment of the code nore difficult by
- enbedditaggédreradtdyni, not heo t abloezooer carihiongh tbé function

sel f.-generation of the key fromthe tahle. Fl 21

o BB RATa G PR VR ke LB0nBE PACIRRTY
genelabkonifidindo AfeShowtiion, Fhfm 2l & sekbi pgsséole to
previously made such that_a character "A" which is |

t he chepfie chateiosrl brsterd iof RheabmeDios.i ¥RBEPYbe 1T

gseQSaﬁogsfﬁié1¥b0ﬁ%@ngn&bmﬂﬂﬂ%tﬁ@ﬁkéfﬂbéﬁ¥@f§§og§3wﬂth the
t hrough 223-n, and by using this 25 "A" as the key,

t he fuabteor aanch@rogpeet ed Omdet thargenertipe nseerss T

coefficient : i f | ;-abkg-p i
s ey REM-d e AR RRE AP belonsl b1 ONABL1ERBLE by using
det er ppmeithdtEised odnctiree nwainise vitnf Creveiunotion &ndre 30
i.nf ormati on, nd.the character is.extracted

| uDrOReE Sl RS ohEnEIEI AT LR ESa ARl ol
10husugeherm ned character nunber. Then, the

t hus- obt ai ned, key may be ysed for selection of a:
coet1icient QICTRINEET o fOF BRE=RRkE SLetimapite the

gengiakkdity Off SameMisiEVEL Areabihoaghy tihe fuafEmDdsidis and
- mainl'y updated in the enbodinent, it |s not necess%%y
to BECFPRI PR -t heRFTRIN- &Y, PRRECTIINGS CarePhoRsi Pi%e

to _wciaﬁng@dﬁl%rt@m@ogeié@ﬂi%ald igkokher fanebi @Re
Moreover, it 5 is possible to use a conbinatjon of .
1eonverBIBReatHarh daka, FRARIGIEA aRdthr cEdoLabER et erd

genghat { oIh AF:0c888 £RA rde+38hf s 98DeLA! HRJaKBYeved, and
becomes nore conplicated by using

therewith encryption and decryption are'performed.
Thereby, it is possible to achieve asynchronous encryption
and decryption.
20 '
[Third embodiment]
_ FIG. 22 shows a system configuration view of a
third embodiment of the present invention. -
The system of the present embodiment is an
25 information processing system. The information progessing
" gystem 301 of the present embodiment is made of an
ordinary personal computer, and thus includes a CPU
(central processing unit) 311, a RAM (random access
”memory) 312, a ROM (read only memory) 313, a HDD (hard
30 disk drive) 314, a CD-ROM (compact diskéROM) drive 315, an
. input device 316, a display 317, a communication device
318, and an encryption device 3109.
| The CPU 311 cooperates with the encryption




a conbi nati on of conversions with the function and

prot ocol, deci phernent of the code becones difficult

10 further. Mreover, in the present enbodi nent, the
plurality of same tables are owned by the transm ssion
and reception side. Thereby, by performng

communi cations wth adding table selection

information to the 15 communi cgiion data, selecting of
the same tabl e between the transm ssion and reception

si de can be achieved, and therewith encryption and
decpt EOM3 BY e P @b PR tencrkRieBY proted Singossthl £ drvgram
achi eve asynchronous encryption and decryptioqmwgo )

[ Thifpd eneEdriem fosFalled dhdhe HDRydtem [he RAM31Z is
confyisgyr L i 9N e WeRbrf atdd F eRROgbEN Of AtBEOS (basic
present 1 nvention. The system of the present _
enbdabnbhoutsnasy2senhf grdratardoupr 8eEsEichd rdpsher oeee
5nf QLOBLLON, RLOCESS B9 YRl gM.EaLs0hg Lt R gsanl s

enbodr nent 1s made of "ah " ordinary pé%sona conput er,

and pelfisrmed | aides taAmEPYE {tceritingl opr tice sigifvgmahi ¢1)

311, a RAM rand%p1a ss nmenory) 312, a ROM (read

onl ?rﬁsﬁﬁ?bégffs‘i B PO (hard 30 disk drive) 314, a

CD- ROM (conpari ities kpBQM) 4 driihee pbgraantor mputydeidrevhich
316, a display 317, a communjcatio evi ce 18, . and

an éfcPyptiion ‘i FRE B BLOT IS VB gﬁ &&Iﬁ%‘&”\‘/ﬁu h
16 he capeiyPldRhrddesdedbCoBiAnke ROt OTdRRRPLYPhL i @ita,
processing with a program for encryption installed jn

t he dEpPAsd 49 trhe 2RARBIS T arsEdPAs0R- itk AEROFPHT®a
of e &PlhGtlaridBhY5 {§ﬁe;¢gpp%apuié19ta Rimps¥ 8t &Mc D,

and various setting infor on are 5 stored in the
ROMaBE32 prembcessrded tHertdd chmpact grSoPréd B2

.ti”%hggeﬁ§?rtfﬂggﬁ§%gkgﬁ fég(EHEQ&b@ﬂon is provided for
15 example, with the compact disc D, is then installed in the
. HDD314 from the CD~ROM drive 315, and is used. It is also
possible to provide the program for encryption from a
network through the communication device 318.
The inpﬁt device 316 includes a keyboard, a .

20 mouse, etc., and is used for starting of the encryption
Aprogram, or selection of original data which should be
enciphered. The display 317 includes a CRT (cathode ray
tube) or an LCD (liquid crystal device), and displays

information, such as original data, decoded data, or a

25 progress situation of encryption.
| The communication device 318 includes a modem, a

terminal adapfer, a router, etc., and is an apparatus for

performing communications with another information

processing apparatus through the network. )

- 30 The encryption device 319 is a board for

 enciphering original data supplied from the program for
encryption, or decoding the encrypted data supplied from .

. the program for encryption.




processi ng system 301. In the HDD 314, the programfor
encryption which 1is- used by the encryption device
319 for perform ng 10 encryption processing, origina
data, encryption data, decoded data, a table for
encryption, etc. are stored. The CD-ROM drive 315 is
equi pped wth a conpact disc D, and a program
recorded in the conpact disc D3is read thereby. The
programfor encryption is provided for 15 exanple,
with the conpact disc D, is then installed in the
HDD314 from tihes CxRENbaET ¥k candigscatsieh vibtwi sf the
al so ossi.ble_to ide the programfor encryption
frorfi Eﬁﬁ%r@‘?ﬁg%géﬁ t he communi cati on device 318.

The input devige &lbviprebidesriakeyboardiuds a28oard
nmouse, etc.,_ and is used for starting of the

encrappEEsHabhe o ama BFLsEpeinhsrast CORPYIMA 1gEeRCoNnect
wh' %ihoa{ﬁ beo1./1G Bheshshn E%mdaégufyl&% pHELUSEE, o

cathode ray tube) or an [1quid crystal
devuk,ea') geaﬁua‘clicsrplmré; 3RAf or nebilensesechicay g@negahaqm part

dat & nggﬁ Bor0l 221281 &7 RIS ep§%§u§§4 % encryptlon

encryptlon Commini cat T on devi |ncIu
nodem eacryptiomalaraddpberand a d&teyptmrc pardn 626 s an
apparatus for

: %erforn1ng conmmuni cat i on w%ﬁglanothfres a
i nformation ?ﬁ %ﬂﬂoﬁg %Bé?ﬁ?ﬁ? ﬁ?%d%ﬁf net wor kS
180 Hﬁﬂmﬁﬁcﬁy@ﬁ i fxromd wacﬁeza IShfcsmatheay dein@r information, or
enci pherin i nal ta, su lied fromth
for @ péﬁ@ﬁﬁ%t?%ﬂﬁéﬁn' éE NeREFVERe aFﬁgnsmlSSlon
supphideeetepfi ot heder, ogb@éarfeca beNer ¥P&hdN . raddom Fhixb @3
shows a bl ock conflguratlon view of the_ encryption

devid@e326°T TRl Eh EFPRER RS doeREOB 1973418} °8 BIERP
conraghabhe %Mﬁc@@hoﬁﬁ@ M Hpheral conmponent
|

i nterconnect 5 bus ncl udes a conmon item
1acquisition p%ﬁq qgmponaltem acquired by the common item
acquisition part 321 is supplied to the key generation
part 322. . The key generation part 322 generates a key
from the common item acquired by the common item
acquisition part 321. The key is generated through
20 -performance of various operation on the common item '
suppiied by the common item acquisition part 321, such as
multiplyiné a ceoefficient, adding a constant, or so.
Moreover, the key is generated by selection of a functipn
according to the common iten from a pluraility of
25 previously set functions, and substituting another common
item thereto.
The key generated by the key generation part 322
is supplied to the table selection/generation part 323.
The table selection/generation part 323 generates a new
30 table while selecting a table for enciphering data based
.On the key thus supplied from the key generation part 322.
FIG. 24 shows a block configquration view of the
table selection/generation part 323. The table




key generation part 322, a table selection/generation
part 323 for encryption, a table nenory part 324 for
encrypti-on, an encryption part 325, and a decryption
part 326. The common item acquisition part 321
acquires a 10 comon item from weat her information
time information, or a random nunber, which is conmon
bet ween the transm ssion and 3®ception ends, obtained
by a pseudo random nunber generator which generates a
common random nunber comon wi th the conmunication
par tdiflfect1bn/henaremmon biemaEE|untedddy drhéndotmbnvalue

item ach|S|t|on part 321 is pl i o.th ey
geneTEtToA PEr 3 %ZZanT%eIRBeE}O@eE’éFEtg%?:Y &;QP?"sIEztables
geneyai 8s tarkeyh F360M t Bl GO of LeMRAGAH KRetby34 he The
conmmon |ten1ach|S|t|on part 321. The key is generated

thr @g@ﬁla;}ovwer seREied ATl A3logsteper aatm&‘rlr ntehee as
f%% upS Ui e?3§¥ the £amRn ot eMARAMSIiBA start,

par suc as nultrplying a coefficient, adding a
consttant . or so. Moreover, the key is generated by

sel ection of {nGkLon, gecOndig 10 e Gy Lhem

froma plural ity of 75 pr évi ously se unctions; and
L subﬁnﬁﬁﬁhﬂngahﬂ@khﬁmlngm@nﬂ:33&eattheta&oofTheaKEyng,

generate t he eper atian par IS sup. i ed

Do kY RETSEeLR Sorar o OBk r 5™ Fhehtab o

1sel %ﬁdx@&&gﬁn@tﬁ 300, pand 833 @eaewaye@r@ﬂwmtaﬁleam eset

whi | e sel ecti ng atﬁgble for enC|pher| data b § o0
OOK—up

t he Wy hen 4SS UBpItRREST 7o t he %&yt@% St 65

322.+51f1leG33241 shaws tamb| 0§ k-eenfsiegueat £1an l\do&\Mpr thihee
tabl e sel ection/generation part 323. The table 3

sel e&t3vn/ g8Het EN1an bﬁr%e%gﬁ?qethHﬁeEaQﬁ?|§ﬂttP§Ithe front

val ug,o1seht ltaglmrt B34, s &0, ORYY AhhentArtarid2set as the
| ook-up tabl'es 333-1 through 333-n, and a table

15el efnanén lpaktuB34blena3st mith)alisvahee s Fsnghgateok—up
331‘E§ﬂf% a§3Lg!t|al tabl e as

The tables set as the loock-up tables 333-1

through 333-n are supplied to the operation part 332 and
Athe table selection part 334. While the tables are thus

20 supplied from the look-up tables 333~1 through 333-n to
the operation part 332, the key is supplied thereto from
the key generation part 322. The operation part 332
generates a new table by carrying out multiplication of
the key to a table obtained from sumhing the respective

25 matrixes of the plurality of tables from the took—up
tables 333-1 through 333-n. The operation in the
operation part 332 is not necessarily limited to this, and
a nonlinear transition function may be applied, for
example.  The table can be made to grow ﬁp in a chaos

'30 manner by setting a nonlinear transition function.

Thereby, even if the table is acquired, since the table

grows in a chaos manner, it becomes impossible to decipher

. the code with the acquired table, and thus the code cannot




5 the |l ook-up table 333-1 at a tinme of a comrunication
start, etc. Wiile the initial table is thus set by
the initial value setting part 331 at a tine of
starting, operation processing is carried out thereon
by the 10 operation part 332, and thus a newly created
table is set to the |ook-up table 333-1. The table
set as the look-up table 333-36last tinme is then set
to the look-up table 333-2. Simlarly, in seguence,
the table set as the front |ook-up table is then set,
and behdscofed teiisliidyset as the 15 front | ook-up table

333-(n-1) i's phen et aﬁl&p%b% WK ciRarlalle diSofer tn

tables set a 00k rough
are ;salrmpBBEdartcb ﬂsh&hupenaml;omr@alttedssﬁ ameh gefieat ab“ll@

sel part. 3 il e t bles

sup EI Pr%?ﬁltené%?’ X\h tt ed1353- ?h?%ﬁ'ﬁtwgégh

t0 ﬂd&% eperad iR a@bk—aﬁztaﬂlhse 3ReY1i 5s supspt m«t as the
thereto from_ the key generation part 32

oper®CkoHP pER LB 333 gendrdt g z}aﬁgﬁ/ tHaps esgd‘:y at'?aﬂlﬁl Jncbo}’ ~up

out yhbi phscationneh stpeakey 1bexaupabhier Hxaised
fromsumm ng the respective 25 matrixes of the

pl ursimilprdy . tiablsesuprem tHe Itebkeups $eablass thgafallowing
through é@%&leTh% Ita]p%ﬁ]@ttémé Rt hE. PpSEaLd q;lab@erm (n-

332 1S not necessar imted to this, an
1ﬁonI1|)nearsetmlﬁheoﬁomﬂ@m|’@5D14¢a933be ammwerfr ofhe table
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30 rmanner by se t n% a nonlinear “transition function.
Ther eby, everThd it hebilabl et $m¢¢}el ﬂ.edk—ls}p e leke333-1

bl h
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t h ustrdie the desie arpmetraBfon hea e Gadedteashéd yrabllke stabdEion
t 332 and is

1%?L§Qﬁ%ap§glCgé%%ggpéetﬁ%ﬁag %Egég?EeB?Qrselec 5 any one
table among these n tables set as the look-up tables 333-1
through 333-n according to the keéy from the key generation
part 322. '
A FIG. 25 shows an operation diagram of the key
20 selection/generation part 323. As shown in FIG. 25, a
setting is previously made such that a character "A", the
m—-th character of the i-th table 333~i from among the _
look—up tables 333-1 through 333-n should be used as a key,
and by using this "A" as the key, the table can be ‘
25 selected or it can be used as a coefficient for generation
of the following table.
Furthermdre,.the_table and the character number
. may be determined from weather information or time
information, the character of the thus—determined
'30 character number in the thus-determined table may be thus
extracted and used for selecting the table or used as a
coefficient for generating the following table, or used

for selecting the function for generating the table.




| ook-up table 333-1. At this tine, the table which is

5 thus set as the | ook-up table 333-1 is then set as
the 1ook-up table 333-2, and the table thus set as

the |l ook-up table 333-2 is then set as a | ook-up

table 333-3- Simlarly, in sequence, the table is set

as the followng |ook-up table, and the table of the

| ook-up table 333-(n 10 1) is &t as the | ook-up table
33-n. Mdreover, the table set as the |ook-up table
333-n is discarded. The n tables set as the | ook-up

tabl es 333-1 Thhrigigle S83eqted evsuppl Fellie avdecilien, part

t he S ' rt.

to the thor HBEIAE R TR B YA e 1255
selempp&me@at@'Bﬁﬂtsbﬁecmemany;ame 324 aomgdt heseein.
in bl es. set_as the_| pok- t abl es 3- t

355 T, ERRT S mt g BRECkEst FSEEnEehotP Gl Rroa 2nd
par nadagedFb. t12b p&b@ﬂ@masz_o@foayp@moﬂi agr am of the

key 20 selectloqﬁggneratlon part 323, shown

FIG 25 a sEtfi eF%éﬁr%%kiﬂcﬁmSySHﬁeél%cﬁ’F%ﬁbe jtable

charsagketisd ﬁ\/’genéﬂa%mmg)&@wwbﬁa 8fsd hechle thatabl€ing
333-i fromanong the |ook-up tabl es 333-1 through

3339313hé6| Sl igse§oatha wsryrtand W@ﬁ%ﬁg t Bps " A
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or t he fol

used as a coefficient generation _ oW ng
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t ablfer encnﬁ@uuxfehdsﬁmeoﬁﬂﬁg bﬁesimwmylammlhgr or carrying
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for encryption at the position corresponding to the data.
The manner of encryption is not necessarily limited
thereto, and various conventional enciphefing methods may
be applied.

20 The encrypted data encrypted in the encryption
part 325 1is read from the encrthion device 319 by the
program for encryption, and is stored by the HDD 314 as an
intermediate file. The table identification information
for identifying which table is used for the encryption is

25 added to the intermediate file stored by the HDD'314. At
a time of decryption, the intermediate file to be decoded
'is read from the HDD 314 by the program for encryption,
and is supplied to the encryption device 319. With the
encryption devige 312, search 1s made in.the table memory

30 part 324 based con the table identification information
.added to the intermediate file for the table for
encryption used at fhe time of encryption, which table is
thus read from the table memory part 324, aﬁd'is stpplied




334 is supplied to the encryption part 325 while it is
supplied to the table nenory part 324 and stored
therein. The table menory part 324 nmay be set in the
HDD314, and 5 managed by the program for encryption.
The selected table is supplied fromthe table
sel ection/ generation part 323, and al so, the
transmtting data is supplied3igo the encryption part
325. The encryption part 325 enci phers the origina
data based on 10 the table selected by the table
sel eod it dacty@Sbmapdrtsgpéed in the table nenory
part 324. A ner of the encryption is such as  that
achi eved, fo?%€§é%ﬁP§F¢B§n E%?FY&%% dﬁﬁi??%:éata with
operatd aanbet ﬁ@ﬁrbﬂd}@[ﬁ@bﬁcg@gpﬁﬁzi & rofi0fn&ngR neRory
and the data, by sinply adding, or carrying. 15 out
nul tRHG Satti onBS 6t HPEREEqaf rieRPHaa fr 63 tHetighl és made
- &or SNGEWYREL PRt Alg the RABHLI 1211 %Jr@%@@@g' N9%:d Qnt Reverse
data. The manner of encryption IS not necessarily
li mi fetipheptYle dngokarhouset rivahel thae ehenshypthgn.,
met hads e L. ed. The.. LYy t -
encrypté%@%ﬁlghéﬁgﬁg#égfi%%e %g%éﬁﬂé}SB%ggr%% Pgﬁgthe
‘encrigpinedmodevi ce 319 by the program for encryption,
and i s stored_b e HDD 314 as .an .Jnterpediate file..
The tabie | deRot 1120 PORORAT oP heit oo AeoF 5P EF b Ay PR 12
10hi cfeddalti-emi shaised ot i bhede@naley ptliooby | fh pradaden For
the internediate fille stor by .t he H 14. At a
B THECPY prsh 1% FEOR daHnERD FF L ¢ §ibahie RAM 12
decagettesi stread i ag 1bed HER: FkbcR¥sthg BF aglcanpfion1l .
encryption, and is supplied to the encryption device
319. Wth the?s YOPEINTRRA ¢ & CFPFIAIBEAFE i PAEFETT

in thedsakber MY Ya38 Paktn324.1asede@natde i aBhepe -

identification information added to the internediate

1Pi | sfoBedt e EdIFODf 67 ¢ encEiptingerusétate fHe-ti Ak &F pot
encryfslighe %lé‘d“si%gbbscbée %ﬂwgiafstgagvéﬁ%tﬁ% bakheis

menory part 324, a iI's supplie
stolen as a result of the encryption of important data and

storage thereof in the HDD 314. Thereby, the secrecy
performance of data can be improved.

20 According to the present embodiment, since the
table changes one after another every data transmission
operation, or as the time progresses, the code cannot be
deciphered easily. Moreover, since the table is
calculated one after another and generated based on the

25 initial table, even if an Intermediate table may be known,
the following table cannot be acquired. That is; the
table cannot be acquired unless the initial table
occurring at a time of communication starting and the
calculation method are leaked. Morecver, the code cannot

30 be deciphered, unless the key is acquired, sven if the
initial table and the operation method are leaked, since
the table is selected by the key or the operation method
for the table changes therewith. Furthermore, the code




to the decryption part 326_ The decryption part 326
decodes the data with the table for encryption
supplied fromthe table nmenory part 324. As a nanner
of decoding, a calculation is nmade 5 of substituting
the table for encryption into an inverse function of
the function used at the tine of encryption, for
exanpl e, and thus, the originakgdata i s decoded
therefrom The data decoded in the decryption part 326
is 10 read fromthe encryption device 319 by the
pr ogtaMdiobe @BEIPHY AN, uADds4 Stisd WoaflohYitde HDRNILA,
O the RAM3 12 stores_ it and it _is used for
pr oc%%‘eﬁen&hﬁykﬂﬁé”@f’u@fl?om@mheﬁ%néHC]éb"ﬁ/et,he weather or .
accoridg berbbgePr asept tgEbodiNERL bRendd 3 eaNubein a
enci phered and it can be 15 stored in the HDD 314 as
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. perfw%’ﬁa%g %%%Pé‘.tw%i% n;Dejamroved 20 According to
t he present enmpodi ment, ~Si Ace 1 He ETIRS changes ‘one
af t excaanatihgl y evighey ddati pheranstn&Sithe copertsddanms oBrry
as tq(le ft.i nﬁ progresses, the code cannot be deciphered
easi Jf m\s| Eover, since the table is cal cul ated one
18f t er anot her ransiganenat edrhased @R kbe i2%ddiitdedl by the
table, even if an internedi ate table rra%ll be known,
t he FBFOGW-AE™ t 2BTE SEAARBt PHE-Sctdi FRITTHRASSSE t he

t abl @ucRnAahtbe AGGULLedn Rt 551 he bAI Lim tdf@reto, and
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original data can be enciphered and then be stored.

Moreover, the data enciphered and stored can be
comminicated using various types of communication
20 apparatus 318.

- FIG. 26 is a system configuration view of an
example of application of the information processing
system 301. |

A syétem 401 of this example of application is
25 configured such that communications.between a server 411
and a client 412 is performed through a network 413. The
server 411 and the client 412 are configured to each have
the same configuration as the information processing
A systerﬁ 301 shown in FIG. 22 through FIG. 24, and the
30 initial wvalue, common item, -and key generation method, the
operation method, etc. are shared mutually.
The server 411 enciphers the original data to be

| transmitted to the client 412 with the above encryption




39 cannot be deci phered, unless the common itemis :
known, since the key uses the common item such as ' g
the weather or tinme. Mreover, since the table can be i
made grow up in a chaos manner by carrying out the
nonlinear transition of 5 the table. Accordingly, even

if the table is acquired and the code can be decoded
partially, the code is enciphdfied with the table

whi ch is changed at a next nonment. Accordingly, the

deci phernment of the code becones very difficult. 10

| n dduice ol altnHoaghreheltkey the dageirredipyet ele into
co j cqQuh.Sit] : 321, d pP{.eS
B e
and isi thés posdiieBetd otimakd ideti pherieonugbf thhenaiowak 413

nor difficult by enbeddi.n key in the table, or
cariyiﬁbef%m®ﬁpl§ Figﬁéﬁ‘Fégigggbf the key fromthe
table. Accordi nget e1ibet priesente enthedinientiothdevice 318
original data can be encﬁg?er%d and then be E%gredd
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apparatus 318. FIG 26 is a systen1conf|%%rat|on Vi ew
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of applicationis 25 configured such that
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"Accordingly, the encryption is easily applicable.

In addition, according to the preéent embodiment,
éince the look—up table changes dynamically, the
decipherment of the code becomes difficult even if the key

20 or the look—up table are acquired temporarily. Therefore,
.the secrecy performance can be improved.

Moreover, according to the present embodiment,
as information at a predetermined position in the table is
used as a key, the key cannot be obtained without

25 obtaining the table. Accordingly, decipherment of the
code becomes difficult, and thus, the secrecy performgnée

can be improved.

{Fourth embodiment]

30 FIG. 27 shows a system configuration view of a
fourth embodiment of the present invention. For the
present embodiment, a description is made for a system in

‘which, while two information processing apparatuses are




transmtted to the client 412 with the above
encryption 40 device 319, and stores it as the
internediate file into the HDD314. The internediate
file stored by the HDD 314 is then supplied to the
client 412 through the network 413 by the

‘comuni cation device 318. 5 In the client 412, the

- communi cation device 318 receives the encrypted data
fromthe server 411, and stores it in the HDD 314 as
the internediate file. The encrypted data stored by

t he udeB 3¢4 asldvheommteicsdicatse chbmienitdecsdede imHd:
therpri inal data with the encryption 10 device 319
and |e§“’%{3}1| P Ze0 By ERE T iSERT A1 2RO R RGOEES T HIS

exarpparatuappld catb@unidie i cthatiasensd pher edtbymibton
encryption _device 319 is stored as the_ internedi ate ]
fi| TPREEREFOFRRIAtUand R LHJedni FLBRL LAY dhengxplanation.

- §xi sting net wordonfhhdi S4EbAS A teNs0h 05al 1Rl @Redént
network) with the existing comunication device 318,
Acc GRaPA§ISRt tinclades ypri gmatd opaprPsesppld eégbpeatygpes 511

addi.t.i rdi r.es ' j
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the T ook=up tabl e changes
decitpirenglentldfanchecnneet ase dbmevatli & faetioarkevéh. i fThehe
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10/0r epaveerss ooy Gpgangtte Jlte pprésent esbodingebbiweas the
inforgﬁtiog.at a predet erm ned EOSitéﬁﬁ i%négg tabl e
is 0SBE"AE Y BEY PRk EPPRARNBE CBe’ bb R wi THout
25 ebtaiptien tdemiabtetriAccatdi pghkyormierithheenetteaf.
the code beconesggifficult t hus, the secrec

performance ‘cHir F%ﬁW%&%EﬂgggoGP?FF@ﬁ%ﬁﬂPﬁeﬁ%?xéﬁfthé

FI Gin2drslevsn droyeteMeE afpagtaki om view of a fourth
enbodi ment of the present invention. For the present

13nbodi ment, aRfSBIPHIA6IPT PTREGESERY aPRaySTym phl 1S made

of a personal computer system, and includes an input
device 521, a processing part 522, and a display 523. The
input device 521 includes a keyboard and a mouse, and
performs input of commands or data in the processing part
20 522.  The display 523.displays a processing result of the
processing part 522.
The processing part 522 includes a CPU 531, a
rcontroller 532, a memory 533, a graphics controller 534, a
bus 535, a controller 536, a hard disk drive 537, an
25 exchangeable disk drive7538, an encryption.device 539, and
- a communication device 540.

7 The CPU 531 performs processing according to a
program. The controller 532 performs data exchange )
between the CPU 531, memory 533, graphics controller 534,

30 and bus 535. The memory 533 1s used as a work memory area
of the.CPU 531. The graphics controller 534 processes
~data processed by the CPU 531, changes it into display

ldata, and éupplies it to the display 523. The display 523




whi ch, while two information processing apparatuses
are -------------- 41 used for. relay conmunicati ons,
conmuni cations are nmade between a conmuni cation
source information processing apparatus and a
conmuni cati on destination information processing
apparatus, in order to sinplify the explanation. 5 A
comuni cation system 500 of th& present enbodi nent

i ncl udes information processing apparatuses 511
through 514. The information processi ng apparatuses
512 didpleyghe S4carecoodiegted ther dughlay Wetbao £kos 151e
The I%p%prgati Qﬁ&éoge§§£ng apparatus 511 and the -

i nf ofTr&t Ton 10 processing apparatus 512 performs

rel ayi ng bet vigten Hhilze 536nioraratisobapedcas sitrg PCT
appar atyses 513 and 514,  and encrggtioh
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processi ng apparatus 511. 15 The i nformation _
pr oCEEETRECH Seuice1349 saumgennepted ger ofabus 23>-

‘conput er Sysh?énir%ﬁh@ Lpphugdess a1 npHEt ndeyiseiddtiva 537,
processi ng part 522, and a display 523. The i nput _
deviaw 3he exclangesbiekeyPoalrdvand3d apusenngaged to the

perfQr | teQf GO d data if=th r i
e 8 oSOTRS B L R CEREEL L 520
1pesuldntgbls highe pmputssppgraparst 5822, thhdigndocéski dyive 537,

part_.522 incl udes a. CPU 531 con l.l er _532.-a
hendy ByRed BT shattR aitve Bagl Rl WP i3 8aad ang
contgenifbens 586,a axbhaadgdi sk drive 537, an 25

exchangeabl e di sk drive 53 an_enc tiaon vice 539,
and a connud%éﬁ?ﬁ%ﬁmdﬁegdgﬁgﬁ@?eTﬁgggﬁiﬁgé%gﬁe ?E? L8k
pr oGRSSENg3IACCand Bgchongealllcogham ddie: comt iel, | 8sr 532
lgerforns dat a exchan bet ween_t he CPU 531, nmenp
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3,55 RpAI ¢ QRO o FepPaa A1k Srarl (Y5 3EmOFRE drive,
mMenyny 938vés LSSIREE Aiyerk RBABRYa 35@%yram and data are

- stored.
The encryption/decryption device 539 is a board
connected to the bus 535, and enciphers data or decodes
20  the enciphered data. The data enciphered with the
encryption/decryption device 139 is supplied to the
communication device 540. The communication device 540 is
- an apparatus for performing communications with the
information processing apparatus 513 through the network
25 514.
The encryption/decryption device 539 will an'be
described in detail. _
FIG. 29 shows a block configuration view of the
éncryption/decryption'device 539.
30 ‘ The'encryption/decryptioﬁ device 539 is a PCI
' board'which is connected‘to the bus 535 and used in this
istate, and is configured to have an encryption/decryption

processing chip C and a,connéctqr 541 mounted on a printed




of the CPU 531. The graphics controller 534 processes
data processed by the CPU 531, changes it into display
data, and supplies it to the display 523. The display
523 42 displays a page according to the display data
fromthe graphics controller 534. The bus 535 is a
bus based on the PClI (peripheral conponent

i nterconnect) standard. The 5 gentroller 536,
encryption/ decryption device 539, and comruni cation
devi ce 540 are connected to the bus 535. The i nput

appafatisg pddrdtde hawedcdhsked va1534, codibtieto the PCT
exchangeabl e di sk drive 538 are connected to the
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drive 5 e eXchangeabl e di sk drive 538, and the
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devi ce '540 is_ an apparatus_for performng
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encryption/decryption device 539. will now be
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15 data.
FIG. 30 shows a data configquration view of the
- memory 544.
In the memory 544, an operation result f(Ai)
calculated by a predetermined function f(x) with an
20 address Ai as an input x, as data Di for the address Al (i
;denotes an integer of 1 through n) is stored. The
microcomputer 545 obtains the operation result f(x) by
performing calculation on the déta % with the
predetermined function f by reading the data from the
25 memory 544 with the data from the PCI bus 535 as the
address therefor. This operation result f£({x) is output as
enciphered data of the data x. '
The microcomputer 545 sets, as an initial
function, data of the memory 544, i.e., the fﬁnction £,
30 .based on common information which is obtainable in common
between the transmission and reception ends, and after

that, dynamically changes it based on the number of times

of communication operations or the communication data.




30 The encryption/ decryption device 539 is a PCI

board which is connected to the bus 535 and used in
this state, and is configured to have an
encrypti on/ decryption processing chip C and a

connector 541 nounted on a printed 43 wring board B
The connector 541 is connected to the PCl bus 535.

The connector 541 is also connaeagted to the

encryption/ decryption processing chip C on the printed
Wi ring board B. 5 The encryption/processing chip C

i ncl pdeseampdesr Yhti aundtibar Fagieaeidscui brS4dul eiflusation
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the gatapciwnt hetbe pdtfedat erdi neghshunaet bRadd Bception

reading the data fromthe 25 nenory 544 with the data
fronfRfe- PEPUBusPB IR aderhentampdes vharkf sy geprrated by

- oper gt Ory neSUbbnfdX)eHeS tolh s A%n 8RAT PRELSD Hakaqs!
- the data x. The m croconputer 545 sets, as an initia
- 15 i.e., a self-generating key, encryption/decryption can be
performed. Therefore, the secret performance ¢f the data
can be iﬁproved.
The processing for encryption with the
encryption/decryption device 539 searches the memory 544
20 in use of the input data as the address therefor. Then,
the data is read from the address corresponding to the
input data of the memory 544. The read data is output as
the encrypted data. Moreover, decryption processing
searches first for the data stored in the memory 544 with
25 the input data. Then, the address in the memory 544 at
~ which the corresponding data exists is acquired. The
acquired address is output as the decoded data. Thus,
since the encryption/decryption device 539 can achieve
- encryption only by reading the data from the memory 544,
30 encryption can be performed at high speed. Moreover,
since decoding is achieved only by acquiring the address
at which the data corfesponding to the input data is

stored from the memory 544, the decoding can be performed




function, data of the nenory 544, i.e., the function
f, 30 based on comon-information which is obtainable
in common between the transm ssion and reception ends,
and after that, dynam cally changes it based on the
‘"nunber of times of conmunication operations or the
communi cation data. 44 For exanple, the function f
changes. O, nmultiplication ot>a coefficient
according to the nunber of tinmes of comrunication
operations is made with the function f. Updating of

t he AftuRéohomrded.s not necessarily linited to 5 one by
t he nunmber of . ti co [ [ [at-i.0 :

t he connunica%%on ggé?’ang, Iﬁﬁ%EQEEQQ%gﬁghtg§€£5551ng
updappagatiis REdidaw the cormibigumftapnasdren ashi-oat i the
acqui_red in. . comopn _anong the i.nfo ti,Qn '
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Enf clesatipbiot i%0.omi@tdder eby, the

encryption/decryption cap be perfornmed wthout

exchangi ng tﬂgﬂégytgﬁfb? B P PLOERS Yfist PBRITRTYSes 513
bet wegn st heywt ransTdsskpiband reception ends. Thus, by
the key information which i's generated by itse|lf in

each of the tFHhsmilsSheHs shdPIsde FOPBHIEIRIdON B of the
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performed. Therefore, the sSecret performance of the -
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the nmenory N use 0O I nput data as the
addr ess t her eioriorThba, infertdtiaon preeessingoappaeatus 513,

addr.ess [ ndi.ng.-t ' fot
Saa THngBRELGRRANEH 9r  nd Mirosetitha YA, Bop B (ARIcknc
Mor eixwer thatecty ®IGon2pr ockssiteg proecasshes phirksiot orf the

- .the .data stored in the nenor 44 with 25 the input
Liat 47 FRERE PP AP 8Ead | PRI Henel " SOF ar - i eh
t he eperyespondiaigyiat an exdric: i539atguimhcedhBy two
~acquired address is outpyt as the decoded data. . Jhus.

the encryption/decryption devices 561 and 562 are

configured to each have the same configuration as that of
20 the encryption/decryption device 539. Accordingly,
description of the encryption/decryption devices 561 and
562 is omitted. :
| The encryption/decryption device 561 of the
information processing apparatus 513 decodes the encrypted
25 data supplied from the information processing apparatus
- 511, and supplies it to the encryption/decryption device
562. The encryption/decryption device 561 enciphers the
decoded data decoded by the encryption/decryption device
562, and supplies it to the information processing
30 apparatus 511.
Therefore, the same data as the data stored by
" the memory 544 of the encryption/decryption device 539 of

 the information processing apparatus 511 is stored by the




since the encryption/ decryption device 539 can achi eve
encryption only by reading the data fromthe nenory
544, 30 encryption can be perforned at high speed.

Mor eover, since decoding is achieved only by
acquiring the address at which the data correspondi ng
to the input data is stored fromthe nenory 544, the
decodi ng can be perfornmed 45 44 high speed. In
addition, since the information processing apparatus
512 has the configuration sane as that of the

i nf oraret-ivofd prat edsi rgcappatat/decsiptidrheledipki st ed 5

description i,s onmitted. Ne the,informti.on .
or o CHRTRS, et Arss BEmRE T4 s th T bk pRlas T ion
- Fl Gae¥icehpes o hiheckneonhiivrbirobeysdiaw alopbletus 511 is
dnformati Qn processi ng.apparatus 513. The sa

1 of GiRShREBT. o e BPTPEE Gy GTeS P hes B Cation

gonfgunat bes, RO tHheN caSmhit catiGn d8ta Anthd BBta of the
duplicated description is omtted. As for_ the )
i nf SerREY oRd Hrofcddsi RECEPPRIAY/GecsyRtion Wlevice 561 is

_conﬁk%ﬁgghigg {ggigggepﬁgﬁgé§jng part 551 is different

from in Fl In the processing part 551 of

the 15 i nf orfm idsriapleceded i thpphe stnerydtd ond fecryption
ooy BRe BN SECHY Ml G UL SariRpb B PR GRRE N IR device

laddigé2aon, Thé henenypityphi daddeorippt denicdehit@esnbbphars] the
562 are _.confi.gured to. each. have the sane

conftgtr &F PBn- et“ﬁé‘FPB%m%%d‘?%%fp%ﬁ%? y% IG5 a8yt on
devia@p338s #¢crr dhegbypmuttesariopt deniad e
encryption/decryption devices 561 and 562 is.onmtted.
'The-encryptioWﬁ%%&ﬁ%fpt%Eﬁ-%ﬁﬁﬁ3§§e§6§aEﬁ ﬁﬁ?'%he

I nf amTRt-hnehi ¢ 5RIS:BIngPRaTatss5384 decadepltibé to the
encrypted 25 data supplied fromthe information

1Br o CESEVRG ApAiRAVBRE 18119 %IfF Slppl iBE it to the
encrapRtryepi derdamtiRRoHeNtEfe 562 decodes the encrypted

data from the information processing apparatus 514, and
supplies it to the encryption/decryption device 561.
Thereby, the same data as the data stored by the
20 memory 544 of the encryption/decryption device 561 of the
information processing apparatus 514 is stored by the
memory 544 of the encryption/decryption device 562.
Moreover, when the memory 544 of the encryption/decryption
device 561 of the information processing apparatus 514 is
- 25 updated with fhe number of times of commumnication
operations or the communication data, the data of the
memory 544 of the encryption/decryption device 561 is
ﬁpdated in the same mannerl 7
Since a configuration of the information
'_30‘ processing apparatus 514 is the same configuration as that
~of the above information processing apparatus 513{ the
: dupiicated description is omitted.

The encryption/decryption device 561 of the




562. The encryption/ decryption device 561 enci phers
the decoded data decoded by the encryption/decryption
. device 562, and supplies it to the information
processi ng 30 apparatus 511. Therefore, the sane data
as the data stored by the nenory 544 of the
encryption/decryption device 539 of the information
processi ng apparatus 511 is stgyred by the 46 nenory
544 of the encryption/decryption device 561. Further,
when the nenory 144 of the encryption/decryption

devi er 230 tabnt Peodarfsanoat by fFBC 6381 Agecappartakusn&idpted
is updated with the nunber _of times of communicatio

5 opetid iSORP 167 HIE SHAMMTCAETIN IR AT T HE HAPROF 1
the syemry éﬂ%ppieg he epcrPtdRR{EREEN PAdaN HevhCevice

561 is wupdated in the same manner. The data decoded

Wi t S&he MREEgPeT oriftde ERGEYR BN/ deerERt 51 daVis8ppPt ed
t-0 the .epcrypiian LR i 10, 56% The

é_} ncr%/}g%lﬁ%%/r etgfrl(g pé‘?%ﬁ%e%gg %g%\éjd%%crpg%r s the data

f r onenidryperionygecoyptdeor derion Sdevi eedseuppldme it to the

suppliges it.to the ¢ nj ' devi,ce 540.

Nor egVer e RE™ E?%epst%gggdéﬁ%%a%%% ? %g i nf or mati on
processi ng appacatiis, Thé bsmsujxila ed tbetdwta Hiored by the
encryption/_decrypt.ion device 562. The, .
encrYPShPGECP pif}feor'?nﬁmyeorﬁ%%c&geﬁﬁg% TR S PG pPEde
1dat ai frcmattieni pferdmingnapsOeassi By3appasainesl bydihe

and supplies it to the encryp ion/decrxq%iqn dg Ece
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20 resmihe44wRkn the eRshYPlionigeehypbhon Mavingaebbiption
of the information processing apparatus 514 is sto%fg ie
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encryption/ decryption device 561 of the information

15r ocerssiatg cappar aths SraunscPsiamdated Wie Hatfe cdufber
of H&gﬁﬁap%éﬁogﬂgQh?%%hggption/decryption device 561 1s
updated in the same manner. . |
The data decoded with the encryption/decryption
device 561 is supplied to the ehcryption/decryption device
20 562. The encryption/decfyption device 562 enciphers the
data from the encryption/decryption device 561, and
supplies it to the communication device 540.
| Moreover, the encrypted data from information
processing apparatus 512 is supplied to the
25 encryption/decryption device 562. The
encryption/decryption device 562 decodes the encrypted
data from the information prdcessing apparatus 512, and
supplies it to the encryption/decryption device 561.
| Thereby, the same data as the data stored by the
30 memory 544 of the encryption/decryption device 539 of the
information processing apparatus 512 is stored by the |
memory 544 of the encryption/decryption device 562.
Moreover, when the memory 544 of the encfyption/decryption




operations or the communi cation data, the data of the
menory 544 of the encryption/decryption device 561 is
updated in the same nanner. Since a configuration of
the information 30 processing apparatus 514 is the
same configuration as that of the above information
processi ng apparatus 513, the duplicated description
is omtted. The encryption/decgypti on device 561 of
the 47 information processing apparatus 514 decodes
the encrypted data supplied fromthe information

pr ocR&sicagSappaf athes inbdanaansh swopksedng tapparehes 512 is
encryption/decryption device  562. reover., _the
encf%hﬂﬁ%?H/HéEﬁyﬁﬁﬁ BHmB%Ei%é Eﬁ¥F55°ggﬁ?TWH§'§a%ﬁ8n
decogrddaba gecaredomntii dheioreiRkypt tion/dieer ypt tha
devi ce 562, and supplies it .to the inforpmation .
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he \dai-a o8t Oh ethd % dlenaAREPrY 544 of the
gnc#%%%ign/decryption ﬁ%vice 562 of the 10

i nf or mati on pFocessicegrdppar bR Uhs PTEpSns tFRegipgrtnepon
meno . t 00/ k Ge:081.

e geatoRlible AR b ssagion phudsesssl
encragptdranbdesr bt isod St2yi tee 562 agf 1bhernatflonnarPeassing

rocessi ng apparatus 513 i u d with the b
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Sy, 33 SCRI AP B GENLEE i et bio S eedobRE or
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encryption/ decryption device 20 Z%?. The i oh d
encr%&ﬁd FRedeRFIRNGTER ot cermer &5cPphety dardPhgaedr ands

fromythe eRcLyptdiQnideerypih@h devineecdfduniadions can be
supplies it to the conmunication device 540. Moreover,

1Bhe ‘ewioygded data frominformation processing
apparatus 5121} s; 8lPRLhedai fndlifh the two relay information

processing apparatuses 513 and 514 are used for the relay
function in the communications performed between the
information processing apparatus 51l_and information
20 processing apparatus 512 in the present embodiment, it is
| also possible to apply three or more relay information
processing apparétuses for the relay function. Thereby,
the decipherment of the code becomes more difficult.
_ Moreover, in the present embodiment, although
25 the comminication system of 1:1 is applied, it is also

possible to apply a communication system of 1:N.

[Fifth embodiment]
FIG. 32 shows a system configuration view of a
30 fifth embodiment of the present invention. The same
reference numeral is'given to the same configuration
portion és in FIG. 1, and the duplicated deséription is

omitted. In addition, in order to simplify the




25 encryption/decryption device 562. The

encryption/ decryption device 562 decodes the encrypted
data fromthe information processing apparatus 512,
and supplies it to the encryption/decryption device
561. Thereby, the sane data as the data stored by the
30 nenory 544 of the encryption/decryption device 539
of the information processingsgpparatus 512 is stored
by the nmenory 544 of the encryption/decryption device
562. Mdreover, when the nenory 544 of the

encryeddraphaesr yptien cABoddexh€e H3%mRfntderion system of
information processing apparatus 512 is wupdated with

t he huniér 28F U ReReE RIS aSorfuRFEE%n  operation or the

comuni cat i oncat & . Qe ke Of  dNGt BRADA 4 5Qf ot he
encryption/ decryption device 562 1s 5 updated in the

sanecommmécat fbhussysgesor dfhg toutiné cprégergystem 600 of the
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of the informption processing apparatuses 511 through
514, “TREmERE AT éﬁ%?&ecéﬂﬁ%’fmﬁogaﬁ?%%@fp ﬁé’P@g?tuseS

1@nd, 621 husohie &erreay, pgaterdmne@cofinthnation processing
communi cations-can be 15 inproved. |In addition, L
al t HRRFFaftHees vio? I dhapuphf B hdtdVeh Thpr sees GaRgLouration
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function in the comunications perforned between the

i nf gf¥fat P8n pFloeceslsineg Bppar w1 et abked i Wiisrmation

20 pionesshp aach%és5é%r'ﬁhx;dﬁ%hpf§§§nits %EB]%'eH?m,

it i's also possible to apply three or nore relay
15nf or mati on PEGceksishgwappapraks esnfogurdiploreviyw of the
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becores nore difficult. :

' The same reference numeral is given to the same
configuration portion as in FIG. 31, and the duplicated
description is omitted.

20 The information processing apparatus 611 of the
present embodiment is different from the‘information
processing apparatus in the configuration of the
processing part 631 shown in FIG. 31.

_ In the information processing apparatus 611,

25 instead of the encryption/decryption devices 561 and 562,
encryption/decryption devices 641 through 644 are provided.
.The encryption/decryption device 641 performs encryption
communications with the relay information processing
apparatus 513. _The encryption/decryption device 642

30 performs encryption communications with the information
processing apparatus 6Z1. The encryption/decryption

- . device 643 performs encryption communications with the

information processing apparatus 622. The




Moreover, in the present enbodi nent, although 25 the
comrmuni cation systemof 1:1 is applied, it is also
possi ble to apply a conmuni cati on systemof 1:N
[Fifth enbodinment] FIG 32 shows a system
configuration view of a 30 fifth enbodi rent of the
present invention. The sane reference nuneral is
given to the sanme configuratidit portion as in FIG 1
and the-duplicated descriptionis omtted. In
addition, in order to sinplify the 49 description of
t he @rhedicent dearvrdinunieatdeo 44y peefoois ehc@ypgion

e S S R R e

conmayy catrhoadsysteim 60Acoftiidhencrypt eseeanybadonedtvices
perforns enc%}%pti on comuni cation of 1.3 between a
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BY 0G5 $RJAPPRF SR8 cBedt 1dH Queh 62839 Widw ia Febay3l,
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conmitle desiconBtign Hhegeof ntpramfited - pr ocessi ng

apparat uses 16 621 £ Nraugh, %cés@iﬂg%ﬁ%ﬂht&h%n decodes

i nformation processing apparatuses 6: hrough 623
" havethchensapptedntdigufapinorhe dadioragtite prfeSFanRdon
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duplicated description is omtted. 20 The .informti.0
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in the configuration of the processi ng part 631 shown

15 mucrypiion key. The data enciphered Dy the
encryption/decryption device 642 is transmitted to the
information processing apparatus 621 by the communication
device 540.

The encryption/decryption device 643 enciphers

20 the data from the encryption/decryption device 641 by a
second encryption key. The data enciphered by the- '
encryptibn/decryption device 643 is transmitted to the
information processing apparatus 622 by the communication
device 540. '

25 The encryption/decry?tion device 644 enciphers
the data from the encryption/decryption device 641 by a
third encryption key. The data enciphered by the

encryption/decryption device 644 is transmitted to the

information processing apparatus 623 by the communication

30 device 540.
' ' The encryptioﬁ/decryption device 539 of the
information processing apparatus 621 has the first

encryption key common with the encryption/decryption




In. the information processing apparatus 611, 25

i nstead of the encryption/decryption devices 561 and
562, encryption/decryption devices 641 through 644
are provided. .The encryption/decryption device 641
perfornms encryption conmunications wth the relay

i nformati on processing apparatus 513. The
encryption/ decryption device 62 30 perforns
encryption conmmuni cations with the information
processi ng apparatus 621. The encryption/decryption
devigeei8436pLréOrdi CRELYRIL YN ©RBRURE LAl RS rattl ¢l
i nformation processing apparatus 622. The 50
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COMpR,eat Lens: id e Esmfn@ﬁﬁa!abhoe?gfmg B¢ the
apparatus 623. In addition, since the -
encroppiiphtatteyplaten d8bitds, 6he fhroughBapthayekey
ach,th a nfi.guration as that 5 of the

gncf&ﬁ |8§/ 6%%6??% “devi ce 539 shown in FIG 31
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decoded with the encryption/decryption, device 641 n
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1gevigesafi4Ribhr ough seddnaca&irdiigoh Oké e AdgHRssd with the
thereof. The encryption/decryption device 642
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enci phered by the encryption/ decryption device 642
Ui s tohangabt dveerticaldE - i nformati on processing
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device 644 of the information processing apparatus 611.
In addition, the third encryption key is upaated with the
number of times of communication operations oxr the

20 communication data. That is, the third encryption key
changes dynamically. '

According to the present embodiment described
above, encryption can be achieved in use of the first
through third encryption keys different from each other

.25 with the information processing apparatuses 621 through
623, respectively, the secret performance of the
communications can be improved. Moreover, since the first
through third encryption keys are always updated
dynamically, the secrecy performance can be further

30 improved. _

Moreover, in the above-mentioned example, the

encryption/decryption device is provided in each of the

comnunication destination information processing




- informati on processi ng apparatus 622 by the
communi cation device 540. 25 The
encrypt.i on/ decryption device 644 enci phers the data
fromthe encryption/decryption device 641 by a third
encryption key. The data enci phered by the
encryption/decryption device 644 is transmtted to the
i nformation processing apparatys 623 by the
conmuni cation 30 device 540. The
encryption/ decryption device 539 of the information

Pr ocesHGvaRRab Al Ushrbadnhess t herdiskel , encramipRikey
conmon Wi th the encryption/decryption 51 device 642

of tHENUTLGARAEPNDSN0EESShARe abgd ®awe mpy be
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communi cati on_operations or the communication data,
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the 15 information processi ng apparatus 623 has the
thlﬁéeséﬁ@ryﬁV?%ﬁuﬁby common with the

encryption/ degfyphd Q@X'ﬁ&sQﬂ%mﬁ&r§h§réﬁﬁﬂkﬁﬁéhoﬂnto

processi ng apparatus 611. In addition, the th
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1@ynamitdafthg, first communication partner is stored. The
encryption data, i.e., £(al) through £(an), are, for
example, results of calculation performed with a first
funéetion £ with addresses "lal through Ilan" used as input -
data. In addition, the first function £ is updated at any

20  time with the number of times of communication operations
or the communication data. In addition, it is also
possible to change the function itself with the number of
times of communication operations, or the communication
data.

257 In the memory area A2, encryption data for
performing encryption communications with the second
communication partner is stored. The encryption data,
i.e., g(al) through g(an), are, for example, results of
calcuiation performed with a second functicn g with

30 addresses "2al through 2an" used as ipput data. In
addition, the second function g is updated at any time
with the number of timeé of communication operations or

the communication data. In addition, it is also possible




According to the present enbodi nent described above,
encryption can be achieved in use of the first

through third encryption keys different from each
other 25 with the information processing apparatuses
621 through 623, respectively, the secret perfornmance
of the communications can be inproved. Moreover,
since the first through thirdd®ncryption keys are

al ways updated dynamically, the secrecy perfornance
can be further 30 inproved. Mreover, in the

above- n:éﬁng@rme dxnmplen itreliendihpthomadkerypfi bimes of
deV|c v o) 0
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destination information processing apparatuses 621 through

623 in the above-mentioned example. However, it is also
'péssible that data is distributed to a plurality of relay
- information processing apparatuses at an intermediate
20 position and after that, data is distributed to the
. commnication destination information processing
apparatuses, or, the data may be distributed to a

plurality of relay information processing apparatuses.

25  [Sixth embodiment]

FIG. 35 shows é system configuration view of a
sixth embodiment of the present invention. The same
reference numeral is given to the same configuration
portion as in FIG. 32, and the duplicated description is

30 omitted.

A communication system 700 of the present

‘embodiment causes data to branch off to relay information

processing apparatuses 721 and 722 with a relay




or the conmunication data. In addition, it is also
possi bl e to change the function itself with the nunber
of tinmes of comunication operations, or the

communi cation data. 25 In the nenory area A2,
encryption data for perform ng encryption

communi cations with the second communication partner
is stored. The encryption datas, i.e., g(al) through
g(an), are, for exanple, results of calculation
performed with a second function g with 30 addresses
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[Seventh embodiment]

FIG. 36 shows a system configuration view of a
seventh embodiment of the preseﬁt invention. The same
20 reference numeral is given to the same configuration
portion as in FIG. 32, and the duplicated description is
omitted. In addition, in order to simply the description,
a communication system of 3:3 is assumed.
A communication system 800 of the present
25 embodiment is such that relay information processing
apparatuses 821 and 811 are used for achieving a relaying
.function so that eﬂcryptibn communications are achieved
between three communication source information processing
apparatuses 811 through 813 and three communication -
30 destination information processing apparatuses 621 through
623.
As to a manner of encryption, the same manner as

. that of the information processing system 600 of the




20 position and after that, data is distributed to the
comruni cati on destination information processing
apparatuses, or, the data may be distributed to a
plurality of relay informati on processi ng appar at uses.
25 [ Sixth enbodi nent] FIG 35 shows a system
configuration view of a sixth enbodi nent of the
present invention. The sane regference nuneral is
given to the sanme configuration portion as in FIG

32, and the duplicated descriptionis 30 omtted. A
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| . FIG. 37 shows a block configuration view of a
first variant of fhe encryption/decryption device. The
same reference numeral is given to the same configuration
portion as in FIG. 29, and the duplicated description is
20 omitted. ‘
| An encryption/decryption device 900 of this
variant has N encryption/decryption processing chips Cl1
through Cn. Since they have the same configuration as
that of the encryption/decryption processing chip C shown
25 in FIG. 29, detailed description of the
encryption/decryption proceséing chips C1 through Cn is
omitted. '
Each of the N encryption/decryption processing
chips C1 through Cn corresponds to the
30 encryption/decryption processing chip or the
éncryption/decryption‘devicé in one of the plurality of
communication destination information processing

apparatuses or the plurality of relay informatiqn




portion as in FIG 32, and the duplicated description
is omtted. In addition, in order to sinply the
description, a communication systemof 3:3 is
assuned. A conmmuni cati on system 800 of the present 25
enbodi nent is such that relay information processing
apparatuses 821 and 811 are used for achieving a

rel aying function so that encg ypti on communi cations
are achi eved between three conmunication source

i nformati on processing apparatuses 811 through 813

and , r-ee s COAMINLLaL,Q05 30 wlest ijrathanygi nf or mati on
. processi ng apparatuses 621 through 623. As to a
maneecrybteons §ptivenion hpreeass imenseipasCltdmpesforme
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variant of the .encryption/decryption device.

In addition, since the encryption/decryption
device of this variant has the same configuration as that
of FIG. 29, the duplicated description is omitted.

20 | In this variant, encryption communications are
performed between a communication source information
processing apparatus 1011, and N communication destination
information processing apparatuses 1012~1 through 101Z-n.

_ In thé communication source information

25 processing apparatus 1011, a encryption/decryption device
01021 has a memory 544 having divided memory areas Al
through An. In each memory area Al, encrypted data for
performing encryption communications with the
communication destiration information processing apparatus

30 1012-1 is stored. The same encrypted data as the
encrypted data stored by the memory area Al of the memory'
544 of the encryption/decryption device 1021 of the

communication source information processing apparatus 1011




20 omtted. An encryption/decryption device 900 of
this variant has N encryption/decryption processing
chips C through Cn. Since they have the sane
configuration as that of the encryption/decryption
processing chip C shown 25 in FIG 29, detail ed
description of the encryption/decryption processing
chips d through Cnis omtteg¢y; Each of the N
encryption/ decryption processing chips Cl1 through Cn
corresponds to the 30 encryption/decryption processing

chi psostbhed xgnec%éphéﬁafpegwpiﬂ enedeMbegrtiRndaeceiption
the pluralit comuni cation destination
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15 encrypted data stored to the memory area AZ of the memory
544 of the encryption/decryption device 1021 of the
communication source information processing apparatus 1011
is stored by the memory 544 of the encryption/decryption

- device 1022-2 of the communication destination information

20 processing apparatus 1012*2. The memory area A2 of the

communication source information processing apparatus 1011

and the memory data of the memory 544 of the communication

destination information processing apparatus 1022-2 are
dynamically updated with the number of times of

25 communication operation, or the communication data.

Thereby, the code cannot be deciphered even if the

encrypted data 1s obtained at a specific time.

In each memory area An, encrypted data fof
performing encryption communications with the

30 communicatioﬁ destination information processing apparatus

- 1012-n is stored. The same encrypted data as the

encrypted data stored to the memory area AZ of the memory

544 of the encryption/decryption device 1021 of the




of .-FIG 29, the duplicated description is omtted. 20

In this variant, encryption comunications are

performed between a contmuni cati on source infornmation
processi ng apparatus 1011, and N communi cati on
destination information processing apparatuses 1012-1

t hrough 1012-n. In the conmmunication source

i nformati on 25 processing appatéatus 1011, a

encryption/ decryption device 1021 has a nenory 544
havi ng di vided nenory areas Al through An. In each

me meropTanaaa il on exrerypt edfohatat foor prpeefoing mgparatus 1011
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apparatus 1012~1 through 1012-n, the encrypted data stored
in any of the memory areas Al through An of the memory 544
20 of communication source information processing apparatus
1011 should be stored. Accordingly, the storage capacity
can be reduced. -
Moreover, it 1s possible that the
encryption/decryption device has loglcs or programs

25 different for respective communication partners.

[Eighth embodiment]
FIG. 39 shows a system configuration view of an
eighth embodiment of the present invention. |
30 . The present embodiment is a service providing
.'sysﬁem. The service providing system 1100 of the present
- embodiment includes a server 1111, an output terminal

devibe 1112, and an portable-encryption device 1113. .




is stored by the nmenory 544 of the
encryption/decryption device 1022-2 of the

comuni cation destination information 20 processi ng
apparatus 1012-2. The nenory area A2 of the

comuni cation source information processing apparatus
1011 and the nenory data of the nenory 544 of the
conmuni cati on destination infdtmation processing
apparatus 1022-2 are dynamcally updated with the
nunber of tinmes of 25 communjcation operation, or th
conmmuni cat i on'RRASErVeThet bbyls CRBILOHET HNEE he pertorm
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apparatus 1012-n_ The nenory area A2 of the 5
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communi cation destination information processing |
appar at us 102Ehe oatputdipamined] Pypapeated W2t st Rguirped
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conmuni cat 1 on data. 10 Ther eby, {he code cannot be
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of tippapttes Ieifoiy acsasniARtethiough owibhemddt heate via

COTIA, LA IS DR Lon dhoRl 00 13 Braseetig
var iragti strant heegieneryd Sdedfafehand owns the portable
" encryption device 1113, and the registrant registered

20 beforehand can refer to the data beforehand registered
into the server 1111 with the output terminal apparatus
1112. Mozreover, the server 1111 performs communications
with the portable encryption device 1113, and thus
authenticates the registrant.

25 By loéding iﬁ the .output terminal apparatus 1112
the portable encryption device 1113, the portable
encryption device 1113 can perform authentication against
the server 1111 automatically, and communication data with
the server 1113 can be enciphered/decoded attomatically.

30 By this, the data can be safely provided to each
registrant. In addition, at this time, since the
encryption device 1113 functions as a data pipeline which

performs encryption/decryption for each registrant, it is




t he communi cation destination information processing
apparatus 1012-1 through 1012-n, the encrypted data
stored in any of the nenory areas A through An of

the nenory 544 20 of communi cation source information
processi ng apparatus 1011 shoul d be stored.

Accordingly, the storage capacity can be reduced.
Moreover, it is possible that ghe

encryption/ decryption device has | ogics or prograns

25 different for respective conmunication partners.
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, and can take out freely the data which the
1pegiistteanonnetor diishdf8¥ ehand. As havi ng such a
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is Q@mnka@mwzw@ ansenci pheredgehat enytdled in the hard
disk drive 1137 is extracted into the RAM 1134 and is

performed by the CPU 1131.
The CPU 1131 communicates with the RAM 1134, the
20 graphics controller 1135, and the PCI bus 1140, via the
controller 1132. The RAM 1134 is used as a work memory
area of the CPU 1131. The graphics controller 1135
creates image data from data processed by the CPU 1131,
and supplies it to the display 1123. The display 1123
. 25 includes a CRT (cathode ray tube) or an LCD (liquid
| crystal display}, and dispiays therewith a page according
to the image data.
The controller 1133 and communication device

H'1139 are connected to the PCI bus 1141. The controller

_— 30 1133 performs communication control with the ECI bus 1141,

ROM 1136, hard disk drive 1137, CD-ROM drive 1138 and
input device 1122.

Various setting information is stored by the ROM




the portable encryption device 1113. Therefor, the
regi strant regi stered beforehand owns the portable
encryption device 1113, and the registrant regi stered
20 beforehand can refer to the data beforehand
registered into the server 1111 with the out put
“termnal apparatus 1112. Nbregﬁ the server 1111
performs conmuni cations wth e portable encryption
device 1113, and thus authenticates the registrant. 25

By | ng_in the output tern1n paratus.1112 .the, .
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encryption/decryption for each registrant, it
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a blqgk confl uratlo of the server 1111. The

serﬁhrjfiif a Eﬁ%s%heﬁed§ part 1121, an 5 input
devi ce 1122, EMEiGDﬂ&DHpﬂﬁyvéJIIBS EhErbﬁﬂynﬁart 1121

i.s confj.qured.to in ,de CPU 113 troll 1 2
105 S 907E e DS oo 2unt e S Roftsdis
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15 drive 1137 after being read fromt
with Next, a conflguratlon of the output termlnal
apparatus 1112 will be described.

FIG. 41 shows a block configuration view of the
output terminal apparatus 1112.

20 The output terminal apparatus 1112 includes a
body part 1141, an'input device 1142, and a display 1123.
The body part 1141 includes a CPU 1151, controllers 1152
and 1153, a RAM 1154, a graphics contrdiler 1155, a ROM
1156, a hard disk drive 1157, a CD-ROM drive 1158, a

25 communication device 1159; a PCI bus 1160, a USB
controller 1161, and a USB port 1162.

The CPU 1151 processes data based on a program
installed in the hard disk driwve 1157. For example, the
program is stored in the CD-ROM disk d, and is provided

30 therefrom. The program is installed in the hard disk
drive 1137 after being read from the CD-ROM disk d with
the CD-ROM drive 1158. The program installed in the hard

disk drive 1157 is extracted into the RAM 1154 and is




the CD-ROM drive 1138. The programinstalled in the
hard disk drive 1137 is extracted into the RAM 1134
and is perforned by the CPU 1131. The CPU 1131
communi cates with the RAM 1134, the 20 graphics
controller 1135, and the PCl bus 1140, via the
controller 1132. The RAM 1134 is used as a work nenory
area of the CPU 1131. The grapl¥i cs controller 1135
creates inmage data from data processed by the CPU
1131, and supplies it to the display 1123. The

di speayoineB I35 theclCBdesl A -CRT (cat hode ray tube) or

an LCD (liquig  ¢hystat, d&o%%h%i%%teaé‘%idéhsghéy 1154, the
therewith a page accordi ng 0 € 1 nage data. The
conigt-abhfs 13 raldee oMYA eati tie d&Mi bes 1169, arigs the

connected fo t PCl _bu The contraoller .30 1133
per COPREC %%%tigﬁeégﬁfﬁip4m%§ﬁﬂ% b 3B BORS MEFPTY
ROMa14360f hawel ciiss k161 i vernkl 3fapide ROWrarby eed 188 5and

i nput device 1122. Various_setting informatjon_i

St OrFEa3EgS L HECRORPS? TAFSEIAte: BErGRRSSAndYaske GHE 1151,
st ogd é%ﬁaﬁ%g‘@&dtg' Ske Hilsy@ay 11343 f ofrneaghsfay 1143

il
p_ersons 0O are regi stered for a service accordin to
t he ipededes 2 f5R8di(raRiodaTHavYdauke Hus a8t 6FBd (LB ¥the

har ' d 371 ' r the.p B
ror A SR ol MREHRTE St oo s
1Thertebyhe imemedaledastored in the hard disk drive 1137

cannot be refer rc%gﬁcl?%f’%/r anY3PeLs %@g@%ﬁ%ﬁe&&ﬁw

regi strant, €even "l S "accesse
CD- ROKD da iy ecclib@®tedr to esheo®CT 10us €ddiong/ ®het cogrfller

t he a stored by the. LROM di sk .d. .. The,in
oend853aSt R0t Sinki5 R En i B "B, bug 1160,
is peEdii®g, imyud Qisy detw 1063f rastioonsizfioe 1158 and

1BOnAGETE ST (e’ PO S46E S THErFBFIRD 1o stored
conmmynigatkan Gomt.rol with the
| The program is stored by the hard disk drive ‘

1157. 1In addition, programuing is made such that data
processed with the output terminal apparatus 1112 is not

20 left in the hard disk drive 1157. The CD-ROM drive 1158
carries out reading/writing of data stored by the CD-ROM
disk d. The input apparatus 1142 includes a keyboard and
a house, and used to input data, instructions for
processing, etc. The communication device 1159 is

25 connected with the PCI bus 1160 and performs communication

_ control with the server 1111 through the network 1114.

The USB controller 1161 performs communications
with an apparatus connected to the USB port 1162. The
portable encryption device 1113 is connected to the USB

‘30 port 1162. In addition, data which is communicated
'betweén the output terminal apparatus 1112 and server 1111
is communicated via the portable encryption device 1113 at

ény time. That is, the portable ehcryption_device 1113




15 output term nal apparatus 1112 through the network
1114. Next, a configuration of the output term na
apparatus 1112 will be described. FIG 41 shows a

bl ock configuration view of the output termna
apparatus 1112. 20 The output term nal apparatus 1112
includes a body part 1141, an input device 1142, and
a display 1123. The body partgd141 includes a CPU
1151, controllers 1152 and 1153, a RAM 1154, a
graphics controller 1155, a ROM 1156, a hard di sk

dri viemtidéns e RAWkdpiyel kb8, a 25 connunication
device 1159; a PCl bus 1160, a USB troller il
and a USB por¥6ﬁ965meTﬁ8n%ﬁBn¥T§fingc %é%maﬁP based_

ONn &rRh9gLash ddsial hedsip thechaedcdisks drive 1157.
For exanpl e, the pro%ran1|s stored in the CD-ROM di sk

d, and is proki@ed236 Pﬁér%#b%ﬂﬁk TRELhreiamn yiew of the
Bnng%ftJt gléneﬂ%&ﬂ%ﬂg e dlrl' %e gn]x&?]?ﬁ E%KE}I RELRY an

rea drive

115&prhéeQrp@wsnﬁqtnSEaVi@wiqﬂ1tbhephat@blama@KrMPt%Qﬁ

1157e¥§ gx%iffted into the RAM 1154 and is 62

per orne he CPU 1151. The CPU 1151 conmuni cat es

with the RAM ﬂﬂé@oﬁthblegér&pﬂ}ipt&oﬂodévbté drl1B156¢clatal a
1160,

t he bus roII 5 e_ RAM
- 1153;?5%l CHERACHY &%r ka?rejr&}} @Cﬁr Sér%‘ij"t ﬁt&?éPUB Py
1ghelgnapha0ﬁl%ﬂﬂkm@hb@f 1&&5 a@ﬂeahSSnténnaa datalfrm The
ata processe U 1151, an ies it to
t he l&%ﬁl’%a&ie 1‘134r§“1‘l5hzlgp f s pHy METesY H?é?o s Gleggeomputer
(catihode ray twbahternal hP 10l7isqdkd peTmstial an IC
di spl a ) and.di sp Ia%s therewi th %gpgg$ accordin
1

to {HETPREGEULACThE bR+ olTEr bdg Dountdd £ a

CO”%H&h%@H'Qﬂnﬁﬁ¥k@§rd1ﬂ§97arQm%DBQECééﬂkéd%thﬁlfij1s
bus “1160. The controller 1153 perfornms conmmunication_ .

12onmesntait ko tiHe Poinbed wipsigg board 1177. The printed
wiring board 1177 on which the IC 1176 and the USB

connector 1171 are mounted is held in a case 1178. An
opening of the case 1178 is equipped with a cover 1179
with a screw 1180. At this time, the USB connector 1171
20  extends outside from the cases 1178 and 1179, and can be
loaded into ihe USB port 1162 of the output terminal
apparatus 1112. -
The USB connector 1171 is mounted on the printed |
wiring board 1177, and is inserted into the USB port 1162
25 of the output terminal apparatus 1112. The USB connector
1171 is comnected to the interface circuit 1172. The
interface circuit 1172 acts as an interface between the
USB port 1162 and the internal bus 1175.
_ The internal bus 1175 is a bus for achieving
30 communications between the interface circuit 1172, memory
1173, and mlcrocomputer 1174. In the memory 1173,
encrypted data which having undergone predetermined

engryptlon is stored with addresses as 1nput data therefor.




ROM 1156, hard disk drive 1157, CD-ROM drive 1158 and
15 input device 1142. Various setting information is
stored by the ROM 1156. The programis stored by the
hard di sk drive 1157. In addition, progranmng is
made such that data processed with the output

term nal apparatus 1112 is not 20 left in the hard

di sk drive 1157. The CD-ROM drbé4e 1158 carries out
reading/witing of data stored by the CDO-ROM disk d.
The input apparatus 1142 includes a keyboard and a
mous®e aigrasetbuten Apidt detalrdsnsheueneamsefiofdata with

T 2
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connected . to the USB 30 Eort 1162. In additiqn,
whi CHPIEIEGRAEAT Savaae bethedh Hife oBERButt et%}lﬁ?ﬁaﬁpparams

appar@tus ddi2oand seevereddikling SnePpRE CRlad FfYbA the
the portable encryptl on device 1113 at any tine. That
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porta cryption device 1113 w | e describ
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- The encryption and decoding of the data are
performed as mentioned above.
Next, processing operation of the server 1111,
output terminal apparatus 1112, and portable encryption
20 device 1113 will be described.
First, processing operation of the server 1111
will be described.
FIG. 44 shows a processing flow chart of the
server 1111.. |
25 : In the server 1111, when an access request is’
received from the output terminal apparatus 1112 at a step
.§21-1, authentication information is required to the
output terminal apparatus 1112 at a step 521-2. Next, the
server 1111 performs authentication processing at a step
30 521-4, when authentication informafion is received from
the output terminal apparatus 1112 at a step $21-3 in
'response. The authentication processing compares the

authentication information supplied from the outpuf




(integrated circuit) 1176. The 1C 1176 is nounted in a
printed wiring board 1177 _ The USB connector 1171 is
15 nounted in the printed wiring board 1177. The
printed wring board 1177 on which the I1C 1176 and
the USB connector 1171 are nounted is held in a case
1178. An opening of the case & 78 is equipped with a
cover 1179 wth a screw 1180. At this tinme, the USB
connector 1171 20 extends outside fromthe cases 1178

he GUPRIET SPROBIC Apolr ot (L L PES TCThe LSS SC4RRBLTor

P nal - apparat us connéect or
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is inserted into the USB port 1162 25 of t out put.
{or HARARSEBAFA S 201 207 SRRSE SBRACE b PR B Fion
conngetRehak@oh hupditietf #e6mCiHL Wiltplt /Eerndi®al apparatus
interface circuit 1172 acts as an I nterface between

fhe 1B ifolp adezengnd FAED| Hiemvanepticasig fppgrmation
i nt ef Rl BUSIIALP: 415 2aPYE £ AGRESVI N1 3&he access to

conmuni cat 1 ons betwpen th@ interface circuit 1172,
menofhe serv8r bhil niscpecwhpbedr 1174. In the nenory

1173, encr yphed dala Wi o RA08 UUELO0NS. the acoess is

predeterm ned éncryption is stored w esses as
i nputerEtaetinat ef artep6421¥he Mierotbapaterssl ia4not

. .acquires.the encrypted data with refere t ;
R R e e
t r angg iheirnghé hemiadra cfotifes ser waich1de dacamst he refused

out put term nal aratus 1112. The acquired 5 B
onc P g o e e S0 Sins 06T vett 71 FFoByS21 S
t he mzomarRieat i ol deviheetd 15% @ontuigieat it dteansoah S21-
apparatus _1112. Moreover, when receiVving encrypt

/pt ed
dat o § rigmtiRcE U, G TET4S F't HXAD BUE RRCTET dPnarrused -

18PPH A Ysalhdd, tHd§relieE OGO RILEE 7dr SERfGNEeS tt BBe step
nenong 1173 with the data 10 fromthe server 1111, and

supﬁ$3€§-the address at which the relevant data is
stored, to thg, PPt LEER Pk number of times at which the

access is refused has not yet reached the predetermined
number of times at the step S$21-6, return l1s made to the
20 step $21-2 and the authentication processing is performed
again. The server 1111 permits access of the output
terminal apparatus 1112 to the server 1111 at a step S21-8,
when the access is permitted at the step 821-5.
If the access is thus permitted and data is
25 required from the output terminal apparatus 1112 at a step
'821-9, the server 1111 reads the data required for the
permitted registrant from the memory area assigned
 beforehand, and transmits it to the output terminal
‘apparatus 1112 at a step $21-10. Moreover, the server
.30 1111 stores data received, into the memory area beforehand
~ assigned for the registrant, if the data from the output
terminal apparatus 1112 is received at a step 521-10. At

~this time, the enciphered data from the output terminal




apparatus 1112 At this tinme, the encryption/decryption
met hod used by the communi cation systemor information
processi ng system descri bed above in other enbodi nents
may 15 be applied for the encryption/decryption al so
in this case. The encryption and decodi ng of the data
are perforned as nentioned above. Next, processing
operation of the server 1111, 66output term na
apparatus 1112, and portable encryption 20 device
1113 will be described. First, processing operation of
t heappznaerusl T1E2 wsl $tdyeeddescri bed. FIG 44 shows a

processing flow chart of. the ey , :d en
server 1111,t@ﬁ%ﬁegﬁeﬁg%ggsngégé%tt?%%ﬁ%ggégﬁé%(%¢on$_
t hesouppu21-ar mhraligiapEr-atusntil2s atotd cet ef £82kN is
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$ervesy Iddhiperforns authentication processing at a

" step 30 S21-4, when authentication information %s
‘recei ved frofie®the OBE¥PEtOT SfnithRal CHERHT 4CEE RN ARRRratus

‘step1PRL; 811 Be HESPPNSE;. The aut hentication processing
conpares the authentication information sugplied from

the output 6FIG-ehfi powapparacessing Wiigy chart of the
aut h ' [ i.Af el orehand registered in
heCSEEN R SRR, tneh

ver erm nes whether both are in
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155 Zli:)gn':téglee Seegc\é%t%%& 1déjv?itc%r Tl?g Sbased on instructions from
the server 1111, and supplies it to the server 1111.

When the access is permitted by the server 11ll
at a step S31-3, communications of the output terminal
apparatus 1112 with the server 1111 is achieved through

20 the portable encryption device 1113. The output terminal
apparatus 1112 supplies the data from the server 1111 to
‘the portable encryption device 1113 at a step $31-5 when
the data is received from the server 1111 at a step S31-4.
The portable encryption device 1i13 decodes the data and

‘25 returns it to the output terminal apparatus 1112. The
output terminal apparatus 1112 opens an application
corresponding to the data thus decoded by the portable
encryption device 1113, and performs desired processing
therewith. For example, the decoded data is displayed on

30 the display 1143. |

Moreover, the output terminal apparatus 1112

:supplies the data which is to be transmitted at a step
-831-8 to the portable encryption?device_1113( when




whet her the nunber of tinmes at which the access is
refused reaches a predeterm ned nunber of tines, at a
step 521-6. The server 11 di sconnects the

communi cation at a step 321- 7, if the nunber of tines
at which the access is refused 15 has reached the
predeterm ned nunber of tines, at the step 521-6.

Mor eover, when the nunber of t§Fes at which the

access is refused has not yet reached the

predetermined nunber of tines at the step 521-6,
r et FFATPELREMRT (9t ABt20P5I%qP 521 - 8O aflte thever 1121 at a

aut ReRki §aiioN BRACESSLAGd %rﬁ?%@i&?%eﬁ%@' 0119NQads the
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bef emeband, and transmits it to the output term nal
apparatus 1112 at a st eE 521-10. Mbreover
F

he serv
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bef ehekapted assi-0nadsf Oficidif@0iksth atls pbitm dat a
fromthe output term nal apparatus 1112 is received
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The server 1111 repeats the processing of the steps
S21thronglbughl - SP1uRRilntie arasssi eetlofthfe aestet sllll is
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Next, operatlon of the portable encryption
dev1c_e 1113 will be described.
FIG. 46 shows a processing flow chart of the
portable encryption device 1113.

20 When the portable encryption device 1113 is
lcaded into the USB port 1162 of the output*terminal
apparatus 1112 with the USB connector 1171 and receives an
inquiry from the output terminal apparatus 1112 aﬁ a step
841-1, it is responded to, to the output terminal ‘

25  apparatus 1112 at a step S41-2. When the portable
encryption device 1113 receives an authentication request
through the output terminal apparatus 1112 from the server
1111 at a step S41-3, the authentication information is -

| supplied to the output terminal apparatus 1112 at a step

30 S41-4. At this time, the authentication information may
be enciphered before being transmitted. For the purpose
of enabling enciphering of the authentication information

at this time, also in the server 1111, it is necessary to




10 The out put term nal apparatus 1112 starts

communi cations with the server 1111 at a step 531-2,

when the portable encryption device 1113 is | oaded

into the USB port 1162 at a step S31-1. The out put

term nal apparatus 1112 reads authentication
information etc. fromthe 15 portable encryption

device 1113 based on instructi®sns from the server

1111, and supplies it to the server 1111. \Wen the
access is permtted by the server 1111 at- a step
531-Bnneotmbmi Tt iIFAAsSbos 1 e aut putrietinmalevice having a

apparatus 11 i.th the server 1111 is achieved
hr SR S OPEhE: T EiR e BRE VIR GHEBITE GEipy SombRRES 25
out pltbskebfl fied medpRer 8t U3 di lhesypptileie iR rgptaoh rduice

the server 1111 to the portable encryption device
1113448 -a step S31-5 when the data is received from

the server 1lide &ordadlePe@drftionT REVRN t1AAle operates as
enCQ%Ptlon device 1113 decodes the data and 25 returns
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termpak.appAratYs 1111240 PRI L,685t0% erminal
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dat &rbRushs Uppled tethomat hgRuhput 1ErMiRakhappatat fism
.. 1112 as the address. 5 The data thus read fromthe '
Lhemdf§ 1977 sllddai ir- Qupptie@nciphered slatFut itefrtmaidl—2,
apparat 4saddkizas the encrypted data: The out put
term nal apparatus 1112 transmts the )

The portable encryption device 1113 supplies the
data enciphered or decoded at a step S41-12 to the output
terminal apparatus 1112. The portable encryption device

20 1113 repeats the step 541-6 through $41-12Z until a notice
of finish is supplied from the output terminal apparatus
‘1112 at a step 541-12.

'~ By the above, the portable encryption device
1113 can act as the private data pipeline, and encryption

25 communications can be performed between the server 1111
and output terminal apparatus 1112.

' In addition, the data transmitted to the output

terminal apparatus 1112 by the server 1111 is

automatically deleted after the communication finish, with

30 driver software or so, for example, and, thus, the data is

- avoided fﬁom_being referred to by another registrant. By
this, the secrecy performance in the output terminal

apparatus 1112 is secured.




encrypted data thus enci phered with the portable 10
encryption device 1113 at a step S31-9 to the server
1111. The output term nal apparatus 1112 repeats the
steps S31-4 through S31-10 until the access with the
server 1111 is disconnected at a step S31-10
"Encryption communi cations are thus perfornmed 15

bet ween the server 1111 and oufBut term nal apparatus
1112. Next, operation of the portable encryption
device 1113 will be described. FIG 46 shows a _
processi ng fl W éh%r%b%ﬁ“tﬂﬁéti@m@ ataardper Ypt idta 1S

devi port ab d it
(s Earet i, Eflel et 2ol SR BRIV BELED, RS ex,
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and receives inguiny fro he out ermna
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S41-2, \When tE{E gortabl encrypti on device 11;% a
recef VES &9 HIEhets COSAUF RIS PO HPBugR Phe 166t pat 20

t er m@alar@ppracatius] ddkked HeBr£1e: 58T Vel omiddddat a
step 541-3, the authentication information is

suppl i ed to tRée sediR Wélnphathsppardens Baa 2t a.

st eReRU-BAkoh abbiddlis gbl Mernd he, auihenhi gadi N 1182 is a
i nformation may be enciphered befdre being

10r anB®h tceadd FernedeedpfeopbBe FPGF erwaBllithg enci pheri ng
of the aut hen%ﬁ,atéé)%ﬂo%%”ﬂé% co%tflbg St1odRricl 88 the

in the server 'S necessary connect t(_)
t he @Cirpidonldevire éidlypt Ton shend ceflkaeiag mumeyedol §

otk T, ikl 199:UUR-F0 A SEUEL S 8, 12, anc
deviice dipl3cabedhiesgoripabbe Bsnmmzipitledn devi ce 1113

perates as he pri vat e dat | pel i when t
1gccess per ni s&f'oh Jtovatrﬁgnﬁ fp% el ev er Jigh bas
t he sWq offeanPCBlboard, whereln, instead of the USB

connector 1171 of the portable enciyption device 1113, a
PCI bus connector 1183 is provided for comnecting with the
PCI bus 1140, and, instead of the interface circuit 1172,
20 the interface-circuit 1140 is provided acting as an
interface between the PCI bus 1140 and the internal bus
1175. Moreover, the encryption device 1182 is formed for
each registrant.
According to this variant, secret commuinications
25 can be achieved with an Ewmaii, or so being received with
the server 1181. The E-mail is stored in the servér 1181,
and the registrant accesses the server 1111 with the
portable encryvption device 1113, and reads the mail. At
this time, the mail is enciphered, and is transmitted to
30 the output terminal apparatus 1112, and then, the mail 1is
decoded by the portable encryption device 1113, and is
displayed on the output terminal apparatus 1112.

The same contents for each registrant should be




apparatus 1112 at a step 541-5. The portable
encryption device 1113 enci phers data at a step
541-8, when the data 10 is. supplied fromthe out put
term nal apparatus 1112 at a step S41-6 and it is
determi ned that the data supplied by the output

term nal apparatus 112 should be transmtted to the
server 1111 at a step 541-7. Mdbeover, when the data
fromthe output term nal apparatus 1112 is the data
from15 the server 1111, i.e., the enciphered data, in
st ept®4edoin the irmmdeyoddd3 dhetlpopeabbralenboipeion

devig sesl%%%éﬂu I%'H att tﬁ“iwdgﬁf t‘%}%"'m@!ﬂ%fdnoi% decofed
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the step unt i
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per fapTed.behvween dhesahyes, Ikl n%mgeQ%ﬂouﬂlniegr genal
apparatus 1112. 1n-addition, the data transmitted to

t he QomMpPBE Cat &I GRET2ApPAP at CAIIIZak{OR i tger 08T exiaPal

Gally deleted after the comunication
flnlgﬁ'ID % %O driver software or so, for exanple,

1and, thus, thdoxkxraer,sitaisi peskidenthet ngeheefremped aera
by a%@%ﬂ%rmeﬁgrftJ%%tPfB¥h?t£H ﬁgﬁﬁSnsgg&c%y %%1%figpe

per for mance apparatu
secumaderGQlSlrudlﬂavaﬂedelnﬁmtpknnaile¥amiﬂareasheodatqf

stqred.in the server in an ci phered state
RNt 8k EhrkPasend e BRE P ke angrymyion
belwgvde@omeﬁs A tAdsshons éndﬁy@tkonomﬁngmganaznls made
view of a 5 variant of _.the server 111

1Y o REETREMEIDI S & PIRHS tb e ShiR S AR GBFA on
portdeRncas imi¥F GS. 39 and
Moreover, it is also possible that the
encryption device 1182 is made to correspond to a
plurality of portable encryption devices 1113 by a
20 configuration in which an interface circuit, a
microcomputer, and a memory'are.formed.into one chip, and
a plurality of chips each thus produced is mounted on one
substrate.
In addition, in the present embodiment, the
25 portable encryption device 1113 is made to perform
communications with the output terminal apparatus 1112 via
the USB interface; However, it is not necessarily to be
limited to this, and another type of interface may be
applied. Moreoﬁer,_a non—contacting radio communication
30 ° system or so may be applied for the communications.
Moreover, the shape of the portable encryption
device 1113 is not necessarily limited to a rectangular

parallelepipéd shape, and a various shape may be applied,




40, and the duplicated description is omtted. The
server 1181 of this variant has an encryption device
1182. The encryption device 1182 is a 10 PCl board
connected to the PCl bus 1140. FIG 48 shows a bl ock
configuration view of the encryption device 1182. The
sane reference. nuneral is given to the sane
configuration portion as in FIG 42, and the
duplicated description is omtted. 15 In this variant,
the encryption device 1182 has a formof a PCl board,
whersidal, asnstkead sifapgche MSBeocmnnddt s 4174 mfsstibée to
~portabl.e encryption devi.ce 1113 PCl b n r.

e T By HBT O L S Get T it CRoPRe DI IBIEEES, in
114QGasand, raass eashmafnildae ibnt efdaee il appiied 182 fo2d of an
the interface circuit 1140 is provi ded acting,

as an
i nt 95CECPEL Weeh ThEPERTHIRT 1 P PRAG Fhe? i Ntn&F 5° MY
Bus bellazy%ii&@reqwfaqdéie enc{ypiiN pdevisee HB2pb3y a form
formed for_ each registrant. According to this

var idhteasddFr erre i SHFRORS thEs @4nabelehi &F8d

Wi t = | r eing received with the server
118?%QTugag?%%?T&T§§§f%¥ed in the server 1181, and

the regi strant accesses the server 1111 with the

‘portabl e encryption device 1113, and reads the mail

At this tinme, the nmail is enciphered, and is
transmtted to 30 the output term nal apparatus 1112,
and then, the mail is decoded by the portable :

encryption device 1113, and is displayed on the

out put term nal apparatus 1112. The sane contents for
each registrant should be 70 stored in the nenory
1173 of the personal digital assistant apparatus 1113
and the nenory 1173 of the encryption device 1182 of
the server. 1181. Mdreover, it s possible to update
the-contents of the menory 1173 of 5 the persona
digital assistant apparatus 1113 and the




menory 1173 of the encryption device 1181 of the
server 1181 based on, for exanple, the nunber of
ti mes of. communi cation operations, comuni cation
data, or external information. 10 Moreover, it is
possi bl e that, the nmenory area of the nmenory 1173 of
“the encryption device 1182 of the server 1181 is
divided into plurality of areas one of which is then
made correspond to one portable encryption device
1113, and, thus, one encryption device 1182 is made 15
to correspond to a pluralityCigfiMsort abl e encryption
devices 1113. Mreover, it is also possible that the
encryption device 1182 is nmade to correspond to a
plurality of portaklementesypidronpgeviees dddidryng Ea
configuration in which an interfage circuit, a .o
ni cFOEBHPLERFOh & n@ no P Y a3 PP T T (oM RhTH-19*
gnd a plural gdda HoncBiPSngathinkh¥s rPEOHGAA gS the data
mount ed on_one  substrate. In_addition, inh the present
enb¥ditheat fUppElomBrpar PEHIXCENEREhR| Bh aFode w1 3thss
made fRuRSEELIMN HMEURL cald ons with the out put
term nal apparatus 1112'via the USB interface.
However, it iwpdidtingemessaridy updabéng| ting tlagotdon v,
and. aneLhgs Lyne ;of SLp .eéérﬁ‘r‘e%&%% REan@RRl 8l ponse to a
Mor 8over, -a non- contac i Ng radio conminicatioh- 30
18ystemmonisatimy wiehappé | ennfuei chhéox gramimiegat i ons.
Mor eover, the shape of the portable encryption device
1113 is not necessarily limted to a rectangul ar
par al | el epi ped. simpe coanan fratdionouppshapes ray cheimed in
appl i.ed Zl such as a key shape. Moreover, it is also
posSHBIE to AP an integrated circuit card shape.
Furthernore, $4id Ccagatand athsC@REHGES AtHOTuBYStOm 15
applied, a formof an accessory such as_an earring, a

l%enggﬁpgcglrpqﬁfd.gp ggen%gmber oT ti@es of data

communication operations.

3. The communication apparatus as claimed in
claim 1 or 2, wherein:
20 .said updating means changes the function or
'protécol based on the data of the data communications made

with the communication partner.

4. The communication apparatus as claimed in
25 ¢laim 1 or 3, wherein: |
sald updating means updates the function or
protocol by selecting one function or protoccl from among
a previously set plurality of functions or pfotocols,
according to the number times of data communication

30 operations.

5. The communication apparatus as claimed in

claim 1 or 4, wherein:




5 be applied. Moreover, it is also possible to apply a
form of easily carriable, such as that of a clock
pen, cellular phone, or so. 72 CLAIMS 1. A
communi cati on apparatus perform ng data communi cations
with a comuni cation partner, conprising: 5 data
converting neans for converting_the data wth a-
function or a protocol which i 3comon with the
communi cation partner; and updating neans for updating
the function or, pagiocol used in said conv rtin%
means in respdnde TRFHPEOTEBRTUM BRGS0 G THITHED °F
CONMRiRYteabll 0By P8¢ 1 dteding? ond NEukOriBM iceabt OFfo @RP &rainUsmong
as clainmed in_ claim.1, wherein: said updating neans
charfg @& PREUF bR cEFoP loraliby pplot Bruitias et diFatrecls
nuMele Blihbm™s Ae ARlA oGOFII CREhAR QPESAL I Ons. 3.
The communi Cation apparatus as claimed in claiml or
2, wherein: 20 said updating neans changes the
function or r ot I . .
connunicationg'nﬁgégcﬁﬁ?ﬁﬁ?ﬁgaﬁ%gﬁﬁgg%gFﬁéﬁ£%§%%%g%§ ln
4. THeiovodAnuni atvlerredpparatus as clainmed in 25 claim
1 or 3, wherein; . said. updating neans  updat t he
function or ﬁ?%gcﬁﬁﬁé gs%?%é%i?ﬁf%ﬂ%@gfﬁréiﬁﬁéilgy of
pr otupelatt 1 hiyoie iy inaapeebOustibrs abnpetdr al i ty . of

unctions or protocols, according to the number tines

f data comruni cation 30 operations. 5. The
conmuni cat i on7 appeialcdmmasi€h i s GgpRraghai 8 kilaiméad in
wherein: 73 .

claim 6, wherein:
said updating means makes the plurality of
updating methods different for each communication

- 15 operation.

8. The communication apparatus as claimed in
claim 6 or 7, wherein:
said updating means executes the plurality of
20 updating methods for one unit of data in a combination

manner,

9. The communication apparatus as claimed in
claim 1 or 8, wherein:
25 said updating means updates the function or

protocol based on sharable external information.

10. - The communication apparatus as claimed in
claim 1 or 9, wherein:
30 said changing means performs nonlinear

transition.

11. A communication apparatus, comprising:




sai d updati ng nmeans updates the function or protoco

by selecting one function or protocol fromanong a
previously set plurality of functions or protocols
according to the data of data comruni cations. 5 6. The
communi cation apparatus as clainmed in claim1l or 5,
wherei n: said updati ng neans executes a plurality of
updating nethods in a conbi nati7an manner. 10 7. The
comuni cation apparatus as clainmed in claim®6,
wherei n: . sai d updati ng means nmakes the plurality of
updati ng net hedsodindf ertest dbdarieach mwormobieation & 5ommon
operation. 8. The communi.cation apparatus_.as clai med

i R it P

execut es the Meyr gkhéyatoing 22adpdad @n@hh@ﬂ@ 4 teyom@sed
unit of data in a, conbination _ manner.

comm®ini it iSGHMQPpaFat EeneTadesi Reosa s C@W@Pﬂ1ﬁ??ﬂ gptaining
whergipi. 25 said updating nmeans updates the function

or protocol based on sharable external informtion.

10. The comuRPEAYPBH APl geusrasing dieapd far dgnguativg &
or 9g Whefel By 30o88dsh @m%a' | B8 Jai?@négpgéﬁgﬁr@ed by said
nonl 1 near transition. . comuni I on appar at us,
conpkésigRyerating mﬁﬁnﬂnwanﬁen1obtaln|ng part obt ai ni ng

a comon itemyhi S, ﬁ) HdSHQ:
key generatlng neé %éf generg}t)£ cﬁ%&ﬂ% e
10 based on the function or protocol generatedvby sald

encryption key generating means.

12. The communication apparatus as claimed in
claim 10, wherein: |

15 said key generating means obtains predetermined
information included in the function or protocol as the

key.

13. The communication apparatus as claimed in
20 claim 10 or 11, wherein:
sald function or protocol generating means
generates a subsegquent fungtion or protocol by making

nonlinear transition of a table value.

25 14. A communication appératus, comprising:

a common item obtaining part obtaining a common

item which is common with a transmission end;
key generating means for generating a key which
is common with the transmission end, based on the common
30 item generated by said common item obtaining part;
encryption key generating means for generating a
function or protocol which is common with the transmission.

' end, based on the key generated by said key generating




on the common item generated by said common item

obtaining 5 part; encryption key generating neans for

generating a function or protocol based on the key
generated by said key generating neans; and

enci phering nmeans for perform ng encryption 10 based

on the function or protocol generated by said

encryption key generating means’512. The comruni cati on

apparatus as clainmed in claim10, wherein: 15 said

key generating nmeans obtains predeterm ned

i nf of'faEs orflihcl uded in the function or protocol as.

the key. 13. i cat s as._¢laj

in 20 claim 1%%@%%%@%% p%%?%%%ﬁ%t&&r?%%gb r%:adsed on

pr ot tbel fHyernsicat iorgpmeansol generated lay ssisegoenyption kéy

funcgji g(g or. or %ge%col by meki ng nonlinear transition

of a’table va U195 14. A conmuni cati on appar at us,

conprising: a conmon item obtaining part obtaining a
common itemwhich is coomon with a transm ssion end;

. key generatin ahd FRrIYRINONaEPRECAt ke RTEALNG S |
common Wi th the hafphbssiPhendr-hased Ondihg1 COMPErom a
30 itemgenerated by said conmon itemobtaining part;
encr §pt§ ok &pcdeheFaRY niineans for generating a
function or pr ' iy | 1 ‘ .

t ransmi ssion lglat%%ﬁ%ggg%&?nllt%hgegey %\(/eidfrl}géarrﬁaste rb?/t%rzi"lng "
1oy enbrtmmmegiate Abbmsenciptiededoditty amedpbefed by said

' perf&gﬁﬁ%ﬂggogégg.based on the function or protocol

generat éd by sa ehcryption key generating means. 5

a decoding part decoding the data stored in saild

intermediate file, and decoding it; and
file storing means for storing as a

15 predetermined file data decoded by said decoding part.

16. The encryption apparatus as claimed in
claim 15, further comprising communicating means for
transmitting the file stored in said file storing means to

20 a communication partner via a network.

17. The encryption apparatus as claimed in
élaim 15 or 16, wherein:
. ' said enciphering part comprises table generating
25 means for dynamically changing a table used for

enciphering the original data.

18. The encryption apparatus as claimed in
claim 17, wherein:
30 saild enciphering part comprises:
- key generating means for generating a key based
on the common item; '

table selecting means for selecting a




15. An encryption apparatus conprising: an enciphering
part reading original data froma file and

enci phering it; internediate file storing neans for
storing in 10 an internediate file enci phered data
enci phered by said enciphering part; a decodi ng part
decoding the data stored in said internediate file,
and decoding it; and file storyfig neans for storing as
a 15 predetermned file data decoded by said decodi ng
part. 16. The encryption apparatus as clained in

cl apfelibrebuihdert60BPFLSH NERMUPLGAL1 NG, Eafshies
transnitting the file stored in said file storing

meaR§REEAEEC L ot e Rt ¢ IFRAATAEE VPR etk . thEy key
The jeRer-¥Pké Ofy ARRRA’ ALY Sqéife Al @iiRHLAs ; Gl M 15 or ‘

16, "wherein: said enciphering part conprises table
generating 2Sn¢iciesiformegmmrficcalbeyfehmimg sgcavphbie
gsed for enciphering the original data. 18. The
encryption apparatus as clainmed in claim17, wherein:
30 sai d enci pheri g pafbrconpm sesrekeingeempaating,
nmeans_for _generating a key based on the comon item
t abf 8" 8ef 8¢ ?hg means for selecting a 76

predet er m neda t&illlee phrons tomings aaphkyral ity of tables
generated by said taple, eneratigg means bas

ed on the,
key gener at ¢ ' SRPETKE) Ridite FEEFRTY ndih ,tﬁngrom saild
1@enciepher pag: means <hekipperfiey iitng encryption. 5 19. An
i nfornmation processi ng apg,ar atus, . conpri sing: . .
intermediate file storing means for storing in
said file part as an intermediate file the enciphered data
enciphered by said enciphering part;
& decoding part decoding the data stored in said
15 intermediate file; and '
file storing means for storing the data decoded

by said decoding part iﬁ said file part.

20. 2An information processing method,
20  comprising:
) an enciphering step of reading original data
from a file and enciphering it;
‘ an intermediate file storing step of storing in

an intermediate file the enciphered data enciphered in

25 said enciphering step;
a decoding step of decoding the data stored in
. the intermediate file; and
a file storing step of storing the data decoded
in said decoding step as a predetermined file.
30
21. A communication system performing
enciphering communications via a repeating communication

- apparatus between a source communication apparatus and a




afile part storing data; an enciphering part reading
the data fromsaid 10 file part, and enciphering it;
internmediate file storing neans for storing in said
file part as an internediate file the enci phered data
enci phered by said enci phering part; a decoding part
decoding the data stored in sai 15 internedi ate
fi-le; and file storing nmeans for storing the data
decoded by said decoding part in said file part. 20.

sQ5 a5 o @6&@5@%90{3{5& atud? ﬁﬁé@é ing: an

enC|p ering step of reading i gi nal "dat a on1a file
and enC|pherla@ldtqommumlna6mq@duaw&atubecsmmnmsag step
of stori te file the enC| gﬁre

dat £618 %ﬁ%‘?‘%d“@aﬁlszf §aP8r %“lﬁi%PFﬁ CEtaprity encryption
deCQﬂin@m&hﬁpcﬁﬁuﬁﬁcﬁﬂbngah@eiﬁﬁkﬂngiOémmhnﬂtaﬂhbﬁ data

' rmediate file; a file storin of storlng

% ?@Xt’*&gd%%%%onq A% aneé‘éE%‘a‘?W&ds%% ﬂg ; and
predetern1nedeﬁ¢f%?t£ﬂ% Bbr FOEQIMNISE a8 | O L8Ry means

perf ormng _enci ering conmuni cations via a repeatl ng
ConminMege| éhff%ﬁ[%’é?r étoas °pel vferfhe SepeRication

comypi-¢at|,98s apparatus and a 77 destination
communi cation apparatus, wherein: said communication

appar at us conprises enciphering neans for perform ng

@redetern1ned fncngglgng aVIngg@&gqﬂ;dﬁ%_ eangn

decodi ng comuni cati on ergone t

pr edékemnhedwlercriypt i on; and encryption perforned by

sai d enci pher 06, NGy 3 0P, 9l bELEOnd P e SR Rngf
source communication apparatus to the destination
communication apparatus via a plurality of communication

15 apparatuses in a relay manner.

23. A communication system in which encryption
communications are performed betweén a plurality of source
communication apparatuses and a plurality of destination
20 commmication apparatuses, domprising:

a first relay communication apparatus which
performs encryption communications with sald plurality of
source communication apparatuses; and

a second relay communication apparatus which
25 relays encryption communications between said first relay -
communication apparatus and said plurélity of destination
communication apparatuses, ' _

wherein encryption communications are performed
between said first relay commmication apparatus and

30 second relay communication apparatus.

24. The communication system as claimed in

claim 23, wherein:




apparatuses. 10 22. The communi cati on system as
claimed in claim2l, wherein: serial communication is
performed fromthe source conmunication apparatus to
the destination conmmunication apparatus via a
plurality of communi cation 15 apparatuses in a relay
manner. 23. A communi cation systemin which encryption
comuni cations are perforned béBween a plurality of
source conmuni cati on apparatuses and a plurality of
destination 20 comuni cati on apparatuses, conpri sing:
a first rel ayS@HimiiStatCoRY apfaratics thAT cRPPHEST ns
eNCRERrbeRs CONPERLCRIN QRS 1h saird Rhyr ahddy 8k plurality
source conmmuni cat’i on apparatuses; and a second reFay
comAtn SeHE FB nCAFPAFaaFs CRhRBPArPBISEs]- ays encrypti on
comruni cati ons between said first relay conmunication
apparatus and said plurality of destination
Zonmuni cat i on2appdited ysoesnwhEr e sgsteypes orlaimed in
conqﬂgg%a%gogé are %&£Q£ned between said first relay
comiuni cati on apparatus and 30 second rel ay
conmuni cat i onsaBap parands re?dy dhencaraUbos adprarasyst em
as claimed in claim?23, .wherein:_ 78 said first relay.,
ComPSATEST? o sl i eebteybr P auenb fufhicy
di f ber asban@hibd heombdiabtidn RpasaEhEes comuni cati on
apparatuses. 5 25. The conmuni cati on system as cl ai ned
n claim23 or 24, wherein: said second rel ay :
communi cati onp@ppay alokdun P £ AR RRACEYRE | @ M behrbSns
different among the plurality of destination ) )
conGHEEFRELOR %ﬂﬂﬂgn&pggégns]kﬁtween a first communication

apparatus and a second communication apparatus,

comprising:.
15 ' first encryption communicating means performing
encryption conmmunications with said first communication
apparatus; and

sacond encfyption commmicating means performing
encryption communications with said second communication

20 apparatus.

27. A communication apparatus relaying
encryption communications between a first group of
communication apparatuses and a second group of
25 = communication apparatuses, comprising:

first encryption communicating means performing
encryption communications with said first group of
communication apparatuses; and

second encryption communicating means performing
30 encryption cocmmunications with said second group of

communication apparatuses.

28. A commnication method for performing -




26. A communi cati on apparatus which perforns

encryption conmuni cati ons between a first

comuni cation apparatus and a second contuni cati on
apparatus, conprising:. 15 first encryption

conmuni cati ng nmeans performng encryption

communi cations wth said first communi cation

appar atus; and second encrypti @® conmuni cati ng nmeans
performng encryption communications with said second
communi cation 20 apparatus. 27. A comuni cation

appasat i Figna yongun eceryquts orteesmumi@atiuonsa bistwesenrce
a fi r oup of. omruni cati_on _apparatuses and a
Secorit of cuntfise T R o B At ees.

conpri sing: fiar seilencaydiLinsC eaNdE Cadrn@ i ABRBNGNS between
perforﬁ$n encrggtion comruni cations with said first

gr oup® ARERLT ot HFaratiusetd CofHMBeEaRP
snecrypdt ok tGemIuRhgat i ng means performng 30
encryption comuni cations with said second group, of
comuni cat i on SAFpAPRIUWs S PRELoATed i EaPPeh c%eﬁﬁ%@nt

for perforin @glggingnﬁk%%&ggﬂ.connunications bet ween a
conmuni cati on sourcé "and a communi-cati on desti nati on,

wherein: a relay apparatus relays conmuni cati ons

betvieen _sai d G0y G0 30U G ANk $29 e forming

comuni cat i on destination; encryption 1s
1ger feramuptilonacommmeicadiifcher batwednra gachat etaying

05" 8yl c3sef SR SO S TELINC Bt BELA P9,
conmisd tdataitdnnsouriees:=iand a plurality of comunication
deStInatlons’a“@gég%igelay communication apparatus performs

encryption communications with said plurality of

15 communication sources;

a second relay communication apparatus relays
encryption communications between said first relay
communication apparatus and said plurality of
communication destinations; and

20 encryption communlcations are performed between

said first relay communication apparatus and said second

relay communication apparatus.

_ 30. An encryption apparatus comprising:
_25 a communication part performing communications
with an external apparatus;
| an enciphering part performing enciphering and
decoding of data communicated with said external apparatus
_ via said communication part; and
30 a control part which inputs the enciphered data
. from said external apparatus, provides it to said external
apparatus after decoding it.with said enciphering part,

inputs data from said external apparatus, and provides it




a first relay conmuni cation apparatus perforns
encryption communi cations with said plurality of 15
comuni cation sources; a second relay contmuni cation
apparatus relays encryption conmuni cati ons between
said first relay comunication apparatus and said
plurality of conmmunication destinations; and 20
encryption comruni cati ons are Pé&rformed between said
first relay communi cati on apparatus and said second
relay conmuni cation apparatus. 30. An encryption
appatEass cteaphesitg i yidhc shndintrarhen iparpart -
perform ng conmmuni cations w th an external apparatus;
an enci phering part perform ng enci phering and
decodi ng of ddla cOmmenmapedow dbpmaitthsextecirmimed in

apparsat:.us ,via said ¢ nicati on rt; and 30, a.
cont%rlol pgpf whi ehe i puts Fﬁe&%ﬁ%#%ﬁ&?eﬁlg%ﬁﬁCkﬁ?gﬁg
Sai direirdiopal ofppatdtaiserpedvitiesrdtust 0 sai d externa

apparatus after decoding it with said. enciphering
part, inputs data from said external apparatus, and

provides it 882 aftes enreypResh opdratuthasaithimed in
enC|pher|n% part. 31. The encryption apparatus as
cl aitéd™ AV eFa?tn 3BeredAti gured to be detachable with

a desired 5 5@£§ﬁ&ﬁﬁ%n§%a§§bg_ﬁ%ﬁﬁrggkdagﬂéﬁﬁ%ﬁﬁng Bart

32." The encryption apparatus as clained in “claim30
18r 31d whéferpntsyl Pactniuni tateonetedr intead dredetermined
gnc%@@gghgg part- 10 and said control part are

integrated into a predeterm ned housing. 33. The

encryption apparatus as claimed in claim30 or 32,
WherelnE 15_S§é§ ‘%HE3%%Er9§££o£Cé ﬂgf% 3s2s claimed in
aut henti cati ng :
claim 30 or 32, wherein:
15 _ said control part comprises an authenticating

part which'performs authentication.

34. BAn information proceésing system
comprising:

20 a first information processing apparatus storing
data; _

_ a second information processing apparatus which
is made communicatable with said first information
processing apparatus; and- _

25 an enciphering apparatus which is made
detachable with said second information processing
apparatus, 1s loaded into said second information
processing apparatus, decodes data which is provided from
said first information processing apparatus via said

30 =second information processing apparatus, so as to make it
processable by said second information processing
‘apparatus, and enciphers data processed by said second

information processing apparatus, and transmits it to said




part which perfornms authentication. 34. An information
processing system conprising: 20 a first information
processi ng apparatus storing data; a second

i nformati on processi ng apparatus which is nade
conmuni catable with said first information processing
apparatus; and 25 an enci phering apparatus which is
made detachable with said sec®hd information
processing apparatus, is |oaded into said second

i nf-ormati on -processing apparatus, decodes data which
i's éi@vtd@mbﬁaaahngaﬁnp&rasmsivﬁaasﬁaﬁiswpqndxiaigrmgtion

appg&g%ggsug% 3@; d_3Q_second information processing

. appara %6 nake it processabl e by said
second i nformation proceSS|ng appar atus, and

enci phers datg pre sse% m¥ sai d second, information
processing ab%%raﬂ? DR R nPESCPES 1RE Sppgraths._as

5- claimed-in -c18%af BaStwikQLeSSi Nng apparatus via said
second i nformation_  processing apparatus. 35. The
i-nformation procedsrng BEpERTIRY RBpaEa i Shogen the data

clakm 34, eMighiRiRa sahdefirst processing apparatus
stores the data in an enciphered state. 36. The

i nfornmation processing apparatus as 10 clained in

- claim 34, wheyeiniy éaigféfﬁﬁﬁlan %gggg%af%a &S hggas

appar at us decodab y enci sa
lencephenedgin agpamabés whmt&mansn1ts it to said second

i nf ormation G%ﬁ sLhg; %ngg %QQe%§§Kf%%ﬁ$QQt

Stores the data encip ereq rOVI
encipbedaivly appapatus tive alsta @1$hceamﬂ|aﬁampmatnog
pro%SB%%Q g“ﬁ%aﬁ%kg%smits it to said seéond_information
processing apparatus, and decodes and stores the data
15 enciphered and provided from said enciphering apparatus

via said second information processing apparatus

_ 37. 'The information processing system as
claimed in claim 34 or 36, wherein:
20 said enciphering apparatus performs
communications with said first communication apparatus,

and performs authentication.

38. 2An information processing method of:

.25 loading an enciphering apparatus which is made
detachable with a second information processing apparatus

' into said second information processing apparatus, which
is made communicatable with a first information processing
apparatus which stores data;

' 30 _decoding data with said enciphering apparatus

provided from said first information processing apparatus

via said second information processing apparatus, so as to

make it processable by said second informa?ion processing




37. The information processing systemas clainmed in
claim34 or 36, wherein: 20 said enci phering apparatus
perfornms comruni cations with said first comruni cation
apparatus, and perforns authentication. 38. An
i nformati on processing nethod of: 25 | oadi ng an
enci phering apparatus which is nade detachable wth a
second information processing &pparatus into said
second i nformati on processing apparatus, which is
made conmuni catable with a first information )
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information processing nmethod as ¢lainmed in claim 38,
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processi ng apparatus. in an enci phered state. 10 40.
The: i nformati on processing nethod as clained_ in claim
188, causing sHid §%§bﬁ§fP¥W%##ﬁﬁiRﬁchﬁﬁé@@§§ﬂﬁ@d as
appaf 2iHsa 10, IdansTsh, t Be gl p decodabbyy Shc-pBetsd
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via said second infeormation processing apparatus.

41. The information processing method as
20 claimed in claim 38 or 40, causing said enciphering
‘apparatus to communicate with said first information

processing apparatus, and perform authentication.

42 . A service providing method of:

25 loading an enciphering apparatus which is made
detachable with a second information processing apparatus
which is made communicatable with a first information .
processing apparétus in which data is stored;

causing said enciphering apparatus to decocde
30 data provided from sald first information processing
- apparatus via said second information prbcessing apparatus
- :so as to make it prbcessable by said second information

‘processing apparatus; and




20 claimed in claim38 or 40, causing said enciphering
apparatus to communicate with said first information
processi ng apparatus, and perform authentication. 42.

A service providing nmethod of: 25 | oading an

enci phering apparatus which is made detachable with a
second i nformati on processi ng apparatus which is nmade
communi catable with a first inBérmati on processing
apparatus in which data is stored; causing said

enci phering apparatus to decode 30 data provided from
sai d first infOHHaE 6alpr seeshsig ncapprraRHas it e8giBler
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$ir gtrocebsin@tamrarasuspr ocessi ng apparatus via said
second information 5 processi ng appar at us.




