1 DESCRI PTI ON 16 Novenber 2005 SERVI CE PROVI DI NG METHOD AND INTEGRATED
CIRCU T 5 TECHNI CAL FI ELD . The present invention rel alte)egNove réto%%r at ed
circuit, a communication nethod and a $ystem of the sane

connunlcatlon apparatus incorporating the integrated CIFCUIt and a
communi cati on apparatus, a 10 processing apparatus and a nethod t her eof
used by the sanme. BACKGROUND ARTpReerfbiryone- commerce using an I C card or
other 1C devices is being conducted. 15 An IC (integrated circuit) of such
an | C device has an interface for comunicating with a transaction
apparatus installed in a store, etc-, a nenory for storing an application
program defini n rocess _relatin e tf.or ng a data
carrier 20 func&%ﬁ%cﬁ%‘? Wlﬁ(ﬁcﬁ@ﬁﬁ &gﬁt ﬁéjﬁ{%fe’g%& b Cﬁ%wﬂo bui I t
into a chip of the IC, and a CPU for executing the programbuilt therein.
However, in the IC of the above-nentioned |IC device, an application program
is stored in the nenory built into 25 the I C as expl ai ned above, and

t heeef ore from tiseHNI AoV GABEID 2005 2 st andpoint of mniaturization and
price-reduction of the IC there is a problemin that services perforned
using a The present invention relates to an integrated

121

circuit, a communication method and a system of the same
using a communication apparatus incorporating the
integrated circuit, and a communication apparatus, a

10 processing apparétus and a method thereof used by the

same .

BACKGROUND ART

Recently, e-commerce using an IC cérd:or other IC
devices is being conducted.

15 An IC (integrated circuit) of such an IC device has
an interface'for communicating with a transaction
‘apparatus installed in a store, etc., a memory for
storing aﬁ_applicqtioﬁ program defining a process
relating to a service performed using a data carrier

20 ‘function and/or an individual authenticationvfunction
built into a chip of the IC, and a CPU for exeguting the
program.bﬁiit‘therein; |

However, in the IC of the ébo#e;meﬁtioged IC device,
aﬁ application prbgram is stored in the memory buiiﬁ-into

25  the IC as explainéd above, and therefore from the




data carrier function and/or an individual authentication function built

into a chip of asingle ICare limted due to the fagt ghatngdersds a
limt in a storage capacity of the nmenory. DI SCLOSURE OF THE | NVENTI ON An

exanpl e enbodi ment can provide a comurg cation nethod and a systemof. the
same, a conmuni cation apparatus, a processing apparatus and a net hod

t hereof capable of providing a variety of;services by using a single
integrated circuit without limtations placed on a storage capacity of a

NMenory buiddaridpo@nithef Blieghthed zaitieH hndFprtikerreliietesampketgabodi ment
can provide an integrated circuit and.a comruni cation apparatus capabl e of

provi di ng 1,V ahieely i@f aSpirvbien hh ¥hhRJsdryhibgkepertbeseat @dingr quit
without Iimtations placed on a storage capacity of a nmenory built into

the int egiRitRd calrirGirt FuNCEad RAd/eraahi LakidsRaal QuthBatREgEesh
I nvention, there is provided a service providing nethod wherein a

comuni cattfuelktdppabatilt AndcAaPERGSeirNd sRRaNat 48 acaMupiealiequtt h each
other in response to a service use request Issued fromthe conmuni cation

appar at Us €0 theO¥hd® thatClthee® 2 & WERLtOfint Bes¢oREHBI eaphentgpaar at us,
conprising the steps of: perform ng conmuni cati on between a 16 venber
2005 3 serter mappakat us storing a programdefining a process relating to
the service and the comruni cati on apparatus to judge if use of the program

s permtted orpfR8EL.OBURRSHPN®AR TRVERSISK' Vi ce use request, the program
being stored in a
An example embodiment can provide a communication
method and a system of the same, a communication apparatus,
a processing apparatus and a method thereof capable of
providing a variety of services by using a single
integrated circuit without limitations placed on a storage
capacity of a memory built into the integrated circuit.
Further, the example embodiment can provide an
integrated circuit and a communication apparatus capable of
providing a variety of services by using a single
integrated circuit without limitations placed on a storage
capacity of a memory bgilt into the integrated circuit.
According to a first aspect of the present invention,
there is provided a service providing method wherein a
communication apparatus and a processing apparatus
communicate with each other in response to a service use
request issued from the communication apparatus to provide

a service to a user of the communication apparatus,

comprising the steps of: performing communication between a




storage area of the server apparatus allocated in advanced to the

conmuni cati on apparatus; executing the program by tgie rver, a us
when use of the programis permtted; and performn %éﬁ??ﬁﬂ?%eaﬁp%ﬁetmen
the server apparatus and the processing apparatus through the

conmuni cation apparatus in response to the execution of the program by

the server apparatus to provide the service to the user, the service being
provided by using a function of data carrier and/or authentication in the
CONMUNI Catd e A RIPH Al AL A inBALE el d#iGhing) ol BrbBRsikr 0cessing
apparatus. In the exanple enbodiffent,” the communicat’ion™ apparatus issues a
service USRIAGRS o KRN sdil S RAP A Jdiiniflodein! Sppaldeas! ol e
server apparatus And the communi cation apparatus conmun Eate to judge if
use of th r:gm. | M t.. ]ng)ﬁj u rogram
s perm t?'é’gi,g%?#gfngesrsev%? ?&Sa?%? s’fag{):g'gu es t té:\gglre%gxlr g%t ?L'g %fg\?ga esfg 2005 4
Then, in res se. t.qQ.the ecut ] of e_praogqr t rv ppar at us,
t he serverteoag%a%r gﬁeurguaér%dﬁe%e%% (%c%é:gsittrll% g%ﬁ%%aa%‘%%égﬁwgﬁf%ggeqﬁh%ough t he

communi cat j.on _ apparat us t rovide the _service.to the user, in. th
exampl e ertEHn L e bt S, S5 7 SEBRT S iiso e 1oratRg Re 88

Fnce% .
) . _ _ _ e present | _nven_t I on,
there is Q:I’OOVI ded a ser.ver ig)ppar at us .communi cat |irgl% V‘I\:ﬂht h_a COI'TTT%I’]I cation

appar at us Bhd e SFEERRSRT I8P APEATE W4t S¥ecut e program by

the server apparatus when use of the program is permitted;
and performing communication between the server apparatus
and the processing apparatus through the communication
apparatus in response to the execution of the program by
the server apparatus to provide the service to the user,
the service being provided by using a function of data
carrier and/or authentication in the communication
apparatus and a reader/writer function in the processing

apparatus,

In the.example embodiment, the communication
apparatus issues a service use request.

Then, in response to the service use request, the
server apparatus ahd the communication apparatus
communicate to judge if use of the program is permitted or
not.

Next, when the use of the program is permitted, the

server apparatus executes the program.

]



transfers data with the communication apparatus and used in a service to a
user of the comrunication apparatus, conprising: nmean etIor tori

program defining a process relating to the service,a%i ?ﬁ?ﬁhﬁﬁn%ﬁgélg
stored in a storage area of the serverg apparatus allocated in advance to
t he comuni cati on apparatus; nmeans for receiving a service use request

fromthe conmuni cati on apparatus; nmeans for authenticating if the service
use request is legitimate or not; and nmeans for controlling a processing

for pfOVidingTﬁeﬁﬁr!hCEeE%thQ p3eikhbNek@bhab8habEoRnY EhokPem BEOCESSi Ng
apparatus in response to the execution of a programdefining a process

relating Qﬁet@%x%%ngﬁgaQXtukea@hﬁgséQ@eBrQggéghg?gphﬁﬁetﬁéori”9 means and

executing the rea gram wien it 1s judg e service use request

s 1 egi ti Rl e sauhea e BUnRLAYEIR] BX-UabAILE LURLROEE ofal a

carrier a or aut cation int conmuni cat 1 on

appar at us ader L.t ar cti .i.n the r Si aratus. In the
exanpl e eﬁ%% |%5%%,q%h%w%kﬁgﬁrgggd%gggéﬁftEotF%%sﬁggg’aggsgﬂgeqyest_of t he
progran1tg&gﬁggetg%bogggggglcatlpn_C|rCU|t to the second communication
apparatus “storing a program defining a process relating to the service

and executing the sgne.'hbxt, when .t he segon? Egnnunicatgon a ggtatus
judges that thESGEEPEqh8sE PEPRYi £FREEE, °F t TBRRETES™ bP8§ it el ating
to the us nog uest. Further, while the comunication b tmeen_gﬂe
processin% 55%a?3t8§°§ﬁ8e h@ server apparatus communicating wi a

communication apparatus and a processing apparatus that
transfers data with the communication apparatus and used in
a service to a user of the communication apparatus,
comprising: means for storing a program defining a process
relating to the service, the program being stored in a
storage area of the server apparatus alleocated in advance
to the communication apparatus; means for receiving a
service use request from the communication apparatus; means
for authenticating if the service use reguest is legitimate
or not; and means for contrelling a processing for

providing a service to the user in collaboration with the

processing apparatus in response to the execution of a
program defining a process relating to the serxvice by
reading the program from the storing means and executing
the read program when it is judged that the service use
request is legitimate, the service being provided by using

a function of data carrier and/or authentication in the




second comuni cati on apparatus conducted through the conmunication circuit
Is relayed by the integrated circuit, the processin ar at us he
second communi cation apparatus performs a process rgvgtﬁﬁfWQ?ﬁﬁgﬂgérvice
in collaboration with each other in response to the execution of the
program by the second communi cation apparatus. In this manner, in the
communi cati on nethod of theexanple enbodi nent, by having the second
comuni cati on apparatus execute the program stored therein in response to

the use r e@uftnildaiohnappatradiadt addCial gdhliekPwiritesceandtic@MHNLRAL L ON
apparatus enabl es the second communi cation apparatus to comunicate with

the procegsidid-aRRJ" abparalthisough the integrated circuit and performin
col | aboration 16 Noveinber 2005 6 with each other a service provided using

the integrated cCirgyi fnelRGLE g%e 'Bd&ﬂ%n%xagﬂéeiﬁ@QBQB@Eatci&@ﬁit

necessity to store'the programin the integfated circit Is no | onger

requi red QARG <A VALECLLALSICE GRS Eacheal’ Bkidadn WAL an integrated

circuit having 1ts storage pacity when the second

comuni catj on ARRALILNS c ik Ud9ES +hbn +heSRRRSEA! QoflmHR S L EINRShpbLoOLEbe
T hat | the*P ed

I ntegrate circul he use request 1S legitinate, egra

circuit relays._the comuni cation.between the processing, apparatus and the
second comtNTERt Rok TATpAPar e ThHATs  BEPEEER “ShesatdckR BBepr event od,
Further, preferabl the ¢ nkﬁationenethod of the exanple enbodi nent

{ .

mu
conpri ses “24t85 SPAEEFCREBY £RE s

Next, when the second communication apparatus judges
that the use request is legitimate, it executes a program
relating to the use request. Further, while the
communication between the processing apparatus and the
second communication apparatus conducted through the
communication’circuit is relayed by the integrated circuit,
the processing apparatus and the second communication
apparatus performs a process felating to the service in
collaboration with each other in response to the execution
of the program by the second communication apparatus.

In this manner, in the communication method of
theexample embodiment, by having the second communication
apparatus execute the program stored therein in response teo
the use request from the integrated circuit to the second
communication apparatus enables the second communication
apparétus to communicate with the processing apparatus

through the integrated circuit and perform in collaboration



second comuni cation apparatus the programrelating to the first
communi cation apparatus in a storage area all ocated igﬁgdva(xatéb&ge
first communi cation apparatus anpbng storage areas in 0%

communi cati on apparatus. Further, prefg ably, the comunication nethod of
the exanple enbodi nent conprises a step of transmtting by the first
communi cati on apparatus to the second conmuni cati on apparatus the use
request indicating use of the storage area allocated in advance to the

first COMPiRIC@lbcAN othRRaLALWSvitE Poucihel a89ag’ thlr thebgrateherably, the
comuni cati on nethod of the exanple enbodi nent ?urther conprises the steps
of :  trangidtiiRg fromthe first communication apparatus to the second

comuni cati on apparatus a program sel ect instruction specifying a program

to be Se'eCtedT%EQeEEE% aEE?Eh%héxahﬂiégéﬁbgﬁiﬁbhﬁuiEh&rﬁQéHLESt%hEouse

request to the second cdomruni cation” apparatus; and readi ng and &xecuting

by the segand %@TE’E{?%?%%‘?&“%BQ §hLya Qa%&%i%ﬁ%chy fd PXﬂéQE program

sel ect instruction. in the co nicat1on net hod of 't exanpl e

enbod ”E”&aeq@& o ABLYn sLRe S %Ee%gm&” LEaLn apRaLat us i §.4 portable
t ype comunitati on appararus, friecdmunccat ion circurtErs a wrel ess
communi cation chbcUilopertar mad, communication usinaca wirgless

R 1y g Conminf€ati-8n ppa?atuspls dnnected to

communi cat’i néet wor e secon
a network ,an% the_jin rateg cirﬁuit conﬁynicateicggggntge 258 ggd
Communi caltBA SEHpaF At SEarr SUGR FRE ESRAORI CaPRER P
judges in response to a use request from the integrated
circuit that the use request is legitimate, the integrated
circuit relays the communication between the processing
apparatus and the second communication apparatus. Thus,
illicit access can be prevented.

Further, preferably, the communication method of the
example embodiment comprises a step of storing by the
second communication apparatus the program relating to the
first communication apparatus in a storage area allocated
in advance teo the first communication apparatus among
storage areas in the second communication apparatus.

Further, preferably, the communication method of the
example embodiment comprises a step of transmitting by the
first communication apparatus to the second communication
apparatus the use request indicating use of the storage

area allocated in advance to the first communication

épparatus.



circuit, the wireless comunication network, and the network. According to
a third aspect of the present invention, there is pﬁgy%ged co | cation
. . . . . ove e]i .

met hod wherein a comuni cation apparatus conprising an‘integrated circuit
and a communi cation circuit comunicates with a processing apparatus that
transfers data with the integrated circuit and used in a service relating
to the integrated circuit, 16 Novenber 2005 8 conprising the steps of:
receiving a use request of a programfromthe integrated circuit through

the conmuni catphQinel, CiirkreraBILN0 AR BBRIMLAFELRTORT MEEABY bel #htng to the
use request froma storing neans] executing the read program and

communi Calgd gl Rmiddi REACC FRLREerARB %&Qést@hgugﬁﬁ%QGoEQ”““”iCati0”

ormut @ .
circuit and the Integrated circuit In Pesponse to t execution of the

Progr am g R oAl A58°EiLELALARh kRS AeLubaeat, €8 taRoTal i on

wi th the processing apparatus; &rei n the programbeing stored in a

storage alea ol %%faant%lﬁ}s quggge?ﬁéarg%gcgt ggfahga%‘rj%ﬁ]%gg %stﬁction

comuni catl on appa , an sServi ce oVl y using a

function %fegg%%i carrier and/ or guthgggb%atlon |nsg eaggggughgatlon

appar at us RS aYrEHdér PRPPEE!® +On€Ei 6R-FhR Fﬁeaﬁgoges | Ng —apparat us.
Accordi ng .t of the i nventi o eis Féovided a
n

f h. ,
O obasi ihtedratdll Bi3oREE £ Runinl e SRE hepl YEROR, col RRG FRSe

apparatus and, dged iin?appeiies, PLOY 98448428t 2tut 8y b Sthe
conmuni cafFCBR pparatus; a ea g a execu g by
second communication apparatus a program specified by the
program select instruction.

Further, in the communication method of the example
embodiment, preferably, the first communication apparatus
is a portable type communication apparatus, the
communication circuit is a wireless communication circuit
performing communication using a wireless communication
network, the second communication apparatus is connected to
a network, and the integrated circuit communicates with the
second communication apparatus through the communication
circuit, the wireless communication network, and the
netwoerk.

According to a third aspect of the present
invention, there is provided a communication method wherein
a communication apparatus comprising an integrated circuit
and a communication circuit communicates with a processing

apparatus that transfers data with the integrated circuit

and used in a service relating to the integrated circuit,



apparatus, wherein, after a second comruni cati on apparatus storing a

program defining a process relating to the service aﬂ$1$&%%£é£m%%ﬁf sane,
and the first conmuni cati on apparatus have authentica ed” one anctner' s

l egitimacy by a nutual authentication gonducted through the conmmunication
circuit, the processing apparatus while comunicating with 16 Novenber 2005
9 the second communi cation apparatus through the first conmunication
apparatus, perfornms a process relating to the service in collaboration

With the SREENG KOIMHNL AP APPHRIMingha RERIFAGRSILNGFSEored in a
storage area of tHhe second comrunication apparatus allocated in advanced

1o the f i 3o, CoMBnhe a0l AALALI o120 (1 8hs8kghC e NG provi ded by

usi ng a functl ta carri and/or authentication in the first

ComMUNi ¢ ald g AARAIAYS Ak ¢ " SULNY BhelrbYIELLIBA Blobhianpr 0CESSi NG

apparatus. According to a aspect o present entron, there is

| ded i_nt. t ' ' t . ferri t
B’ nt ogr SCA R, ey Ll el e AR b R ARl 2"

processi ng,appar u%P used in service E%ylde%ht%h% user of .the first

. . IP gram r1. &Il C O] unica w& roctess:l.ng
conmuni cati on “appa S, Whereinafter a secon cofmrufii cat i on &ppar at us
storing ap

The sane. TRITARE F-HoR T CHB RABRPALIE CHaVC BN B8 cat ca one |
another”  araddIBeY L IuLal, sunenl L calon conduct ed, L iyguoh the
the prOceigga%a%P%%%?%gifggming a process relating to the service in
collaboration with the processing apparatus; wherein the
program being stored in a storage area of the storing means
allocated in advanced: to the communication apparatus; and
the service being provided by using a function of data
carrier and/or authentication in the communication
apparatus and a reader/writer function in the processing
apparatus.
According to a fourth aspect of the present invention,
there is provided a processing apparatus that transfers
data with a first communication apparatus and used in a
service provided to a user of thé first communication
apparatus, wherein, after a second communication apparatus
storing a program defining a process relating to the
service and executing the same, and the first communication
apparatus have authenticated one another’s legitimacy by a
mutual authentication conducted through the communication

circuit, the processing apparatus while communicating with



rel ay communi cation between the second comunication apparatus and t he

processin
bei ng sto
Novenber

appar at us;

g apparatus perfornmed through the integrat rCU|t rogram
red in a storage area of the second conmuni %%Igﬁ%% s 16
2005 10 allocated in advancedgo the first com‘rum cation

and the service being provided by using a function of data

carrier and/or authentication in the first comrunication apparatus and a

reader/wr
aspect of
transferri

iter function in the processing apparatus. According to a sixth

thize srétc%antcomaa%h%on bppheatasPERYLHGH @nBr g¢essi ng net hod
ing data wth a first comruni cati on apparatus conprising an

I ntegrat edomhnylch 386 Qpﬁggg%ﬁbcabEQEthBCH'bré@gsgsﬁglhﬂln& £6T¥hEE

rel ating
mut ual au
program d
and the
ohe anot h
relaying

conmmuni cat1 on appar at us execu

to the s
wherein t

to the integrated circui't, conprising the steps of: conducting

RQL b%aEhOEoQ&aﬁo§S%?BQ wE%ﬂ”EﬂﬁCQEEBHdaBB gLHéaE£8£'”9 a

efining a process relating to the service and executing the sane,

é?ﬁgg% .?.%%E§Bkég%§#ﬁ§ . baPsi By The? hiPaSreCHrRa efcat; on,
B8 SLELAtednGhieull oga gﬁarahggrgggﬂggﬁgataagas%%%%%gg gecond

vige_in collabora |on mnth Lhe_seco d_gommuni cat i appar at us;
Bb¢ Feget roerRatehiol Frpdrattrioeadarhs Brovigt Beim

t t |1 t ed the f t i ti
appar at us PrENAAEHCBY, 853 e S EPRGIPB PledaES GEPRYSE FRRCCFon of data

carrier

authentication in the first communication apparatus and a
reader/writer function for the processing apparatus.
According to a fifth aspect of the present invention,
there is provided an integrated circuit access apparatus
transferring data between an integrated circuit built into
a first communication apparatus and a processing apparatus
used in a service proﬁided to a user of the first
communication apparatus, wherein after a second
communication apparatus storing a program defining a
process relating to the service and executing the same, and
the first communication apparatus have authenticated one
another’s legitimacy by a mutual authentication conducted
through the communication circuit, transfers data between
the integrated circuit and the processing apparatus to
relay communication between the second communication
apparatus and the processing apparatus performed through

the integrated circuit; the program being stored in a

storage area of the second communication apparatus



and/ or authentication in the first comruni cati on apparatus and a

reader/witer function for the integrated circuit. 16 enber 20 1
According to a seventh aspect of the present inventi%%ﬁwéYﬁﬁkf?séﬁh%vided
a communi cation nethod perform ng comqgni cation using a first

communi cati on apparatus conprising an integrated circuit and a

communi cation circuit, a second conmmunication circuit used in a service
relating to the integrated circuit, and a third conmmunication apparatus
storing a arDge@tedein idearmced RS e MElrald RemhAntikatiBhegpghed ki cuit
and executing the sane, conprising the steps of: transmtting a use

request of ahdetis 0L dd WRIMNE Jrhvadicd 84 it b FankRSont BEM Bata
communi catl on appar at us throug t he communi cati on circult; conduct i ng

nut ual  aut fertiSatd .y Hetydeibdti®aditnedrated Fibow Epaﬂqnmst&ghr d

comuni cati on apparatus through said conmmunication circuit; and conducting

mitual | auldiedia 62 | he BRI AR S R60 M 1 kaNoaBRaL ek g and the
third conmuni cati on apparat us en the legitimacy o tRe I nt egr at ed
circuit ang,the £ird comunication apparatus has been authenticated by

t he nmutual "“authentication thereof, and when the second comuni cati on

apparatus and t {o I+ i ar have . _aut henticated one
anot her's | egi tzflferca%:%lb t he mrjytl&glth %%Et entoléi:ﬁ’leoﬁ’?e&%ze%u F‘ﬁ‘gangfic’flhe third

comuni caty,0 Te) t S, t rogram.rel ati to_the_use.reqyest, whereby
t he secon 15%%%3%?3%%?§ﬁk%g§b éFg?sg%EgiH§t§%pr%ragaﬁﬁﬁﬁ?ﬁgtaﬁﬁaapparatus

conmuni cate. .t.0 forma process. .
with £Fi A ale) unlcgilon apparatus comprising an

integrated circuit and a communication circuit and used in
a service relating to the integrated circuit, comprising
the steps of: conducting mutual authentication of a second
communication apparatus storing a program defining a
process relating to the service and executing the same, and
the integrated circuit through the communication circuit,
and after one another’s legitimacy is authenticated by the
mutual authentication; relaying the integrated circuit; and
while communicating with the second communication apparatus
executing the program, performs a process relating to the
service in collaboration with the second communication
apparatus; wherein the program being stored in a storage
area of the second communication apparﬁtus allocated in
advanced to the first communication apparatus; and the
service being provided by using a function of data carrier
and/or authentication in the first communication apparatus

and a reader/writer function for the integrated circuit.



16 Novenber 2005 12 relating to the service in collaboration with each

other in response to the execution of the program 2@ rein the ram
being stored in a storage area of the third conmmuni fi ?V?ﬂﬁﬁﬁféﬁﬁgg
allocated in advanced to the first coggunication apparatus; and the
service being provided by wusing a function of data carrier and/or

authentication in the first comuni cati on apparatus and a reader/witer
function in the second comuni cation circuit. In the exanpl e enbodi nent,

first, a use roe3laigly 8€a REYGNEN aSpktNe® thedptasaHgh the
comuni cation circuit “fromthe |ntegraFéd circuit ?o the third

communi cati:3n ARRA Aridse NEXbroWilidl AULARIKGGALIAN hachgRduct ed bet ween

the integrated circuit an et comuni cat1 on apparatus through the

comuni Ca?e%o%i%}ﬁ';cbmxﬂﬁgcalt&o h%sii gteg,r %&%gtchgﬁié{iﬁhg_ag?ikge. third

conmmuni cat'i on apparatus have authenticated one ant egi timacy by the

mut ual au %‘[’%'}Qa%{é %’&mg@‘its%' aﬁ“‘ig%ghlc%%%hogik:éu%”gﬂﬁt gd between the
second coO nicati on apparatus and tHE third conminication apparatus.
Then, if th§m§econ%i%pnnunica ion a ar%yus and.tggiothind connunggation

apparatuscﬁbvgnﬁuahen i Cated one® A6 erpgmpgﬂ% |nac? SﬁrFH%tnﬁ da

aut hent i gty on., Lhe 16 Noyenher ,2005 13 third. camunigati on,gpparatus

execut es the %pr&§rancr EFafi-agd g d
third communication apparatus storing a program defining a
process relating to the integrated circuit and executing
the same, comprising the steps of: transmitting aluse
request of the program from the integrated circuit to the
third communication apparatus through the communication
cirecuit; conducting mutual authentication between the
integrated circuit and the third communication apparatus
through said communication circuit; and conducting mutual
authentication between the second communication apparatus
and the third communication apparatus when the legitimacy
of the integrated circuit and the third communication
apparatus has been authenticated by the mutual
authentication thereof, and when the second communication
apparatus and the third communication apparatus have
authenticated one another’'s legitimacy by the mutual
authentication, executing by the third communication
apparatus the program relating to the use request, whereby

the second communication apparatus and the third

communication apparatus communicate to perform a process



to the use request. Then, in response to the execution of the program the

second commruni cation apparatus and the third connunig@%bgn ap a&g%%§
comunicate to performa process relating to the ser Y | ration

with each other. In the exanple enbodiygnt, the necessity of storing a
programin the integrated circuit is no |longer required, and therefore a
variety of services can be provided using an integrated circuit with a
storage capacity limted. Further, since nmutual authentication is

conduct ed bgLueep (bhenLNLegLaLedsai Lo knandeibe kbt dogaTUERERt 00

apparatus an ween the second comruni cation apparatus and the third

com ¢ B RBRREE Uhe, hELEGLCACGESShoRolPall cutlLEt, BiEiNr LD

comuni caf1 0 e exanp e prefera urt her

! 1 o bl Tur
appor ot usPrOOFRR Bpia; sebRBRThCh; RRoLLOE, ARG GF DACTRI, OOt "
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function in the second communication circuit.
In the example embodiment, first, a use request of the
program is transmitted through the communication circuit
from the integrated circuit to the third communication
apparatus.
Next, mutual authentication is conducted between the
integrated circuit and the third communication apparatus
through the communication circuit.
.Then, if the integrated circuit and the third
communication apparatus have authenticated one anther’s
legitimacy by the mutual authentication, mutual
authentication is conducted between the second
communication apparatus and the third communication
apparatus.
Then, if the second communication apparatus and the

third communication apparatus have authenticated one

another’s legitimacy by the mutual authentication, the




conprising: a first comunicati on apparatus conprising an integrated
circuit and a conmuni cation circuit; a second commn'ig%ﬁi on a(%gm#s used
in a service relating to the integrated circuit; and B i cation
apparatus storing a programdefining ggprocess relating to the service
and executing the sane, wherein: a use request of the programis

transmtted fromthe integrated circuit to the third conmunication
apparatus through the comunication circuit; nutual authentication is
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apparatus through the conmuni cation circuit; when the i'ntegrated CcCircuit

and the thid q:rp{r{{gwil@*jecg]:_appar atus have authenticated one another's
legitimacy by the nutual authentication, the second communication
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nmut ual authenticatl on, communi cation apparatus executes

programrel atin to the use request, .and the second ¢ nicati
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service being provided by using a function of data carrier and/or
program in the integrated circuit is no longer required,
and therefore a variety of services can be provided using
an integrated circuit with a steorage capacity limited.
Further, since mutual authentication is conducted between
the integrated circuit and the third communication
apparatus and between the second communication apparatus
and the third communication apparatus, illicit access can
be prevented.

Further, the communication method of the example
embodiment, preferably, further comprises the steps of:
transmitting from the second communication apparatus to the
first communication apparatus a program select instruction
for instructing a program to be selected and used;
transmitting by the first communication apparatus on the
basis of the program select instruction a program select

instruction to the third communication instruction; and

executing by the third communication apparatus a program



authentication in the first comrunication apparatus and a reader/witer
function in the second communi cation apparatus. Acc r%i tqQ a .éﬁ

aspect of the present invention, there is provided &ﬂ%ﬁﬂﬁ%ﬁfﬁ% g1
apparatus communicating wth a first ggnmuni cati on apparatus conprising an
integrated circuit and a comunication circuit, and a second comuni cation
apparatus storing a programdefining a process relating to a service and
used in a service relating to the integrated circuit, conprising: neans

for —autheRld GaklRony tthe! BeogeanndctaEEUAhGRLLEAR1 BRPALALFeadkLeR the

integrated circuit and the seCond comruni cati on apparatus have

authenticq&égfqggta@ghggaig Egght&ggg*ag s& Mmutual authentication; and
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~means for conmunicating w .Second conmuni cati on apparatus executing

the programto r.f pr.qc | at t Qet S ' i n collaboration
w th each othe?“:%%'tr(‘ei?&l n§°a%§t§§§h%ﬂ|%% ?%Eh§§ 3ﬁ?hs%%égﬁ§econd

communi cat;i_on_appar atus has _been_aut henti cated. aut henti cation
t hr ough tﬁ@”gb%ﬁgﬁfiggﬁfgnlﬁe 58?1%€QN8v8° ePgigéggﬁgn§%g?%?n t he program
being stored in a storage_area of the_ . second congunicaﬁiggsggﬁag t us,
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servi ce bei rovi ded by . using_a function of data carrier_and/qr
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function in the comunicati on apparatus. According t? g_ten%h a ect of
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integrated circuit; and a third communication apparatus

storing a program defining a process relating tec the
service and executing the same, wherein: a use request of
the program is transmitted from the integrated circuit to
the third communication apparatus through the communication
circuit; mutual authentication is conducted between the
integrated circuit and the third communication apparatus
through the communication circuit; when the integrated
circuit and the third communication apparatus have
authenticated one another’s legitimacy by the mutual
authentication, the second communication apparatus and the
third communication apparatus conducts mutual
authentication; and when the second communication apparatus

and the third communication apparatus have authenticated

one another’s legitimacy by the mutual authentication, the
third communication apparatus executes the program relating

to the use request, and the second communication apparatus

and the third communication apparatus communicate in




a first conmmunication apparatus conprising an integrated circuit and a
communi cation circuit, and a second comrunication ap§§5§tus stoada% a

.. . . Qve
program defining a process relating to a service to be prOV|d%d usi'ng the
integrated circuit and executing the sage, conprising the steps of:
conducting nmutual authentication with the second conmmunication apparatus
after the integrated circuit and the second comuni cati on apparatus have
aut henticated one another's legitimcy by a nutual authentication; and

CO”"U”'Ca&b@&dﬁ%bhtBh%héegﬁaéu%QEHUBEC%BéOErBQEQﬁaEHS peBEBEMt ANY the
programto performa process relating to t service in collaboration with
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apparatus has been authenticated by the nutual authentication with the

second coiyyalCalhan %ﬁgé&ﬁtﬂéln WIRLELA lﬂeapEQQEQ bgkag SEOLRd In a

storage area the se communi eati on appar at us, ocated I n advanced to
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being provi By using a |on 0 a carrier and/or “authentication

in the f'%iEs%Q@gﬂmuﬁiéa%goﬁpggpicE%u ?da% Eﬁédg v1c%e£e1H”Ct'°” for the

first confmuni catlon "appara cor an el'eventh aspgct of the

pr esent I nvent I there is EI’ ovi ded afcgngunl catlion agg?r at us

connunlcaPlng ahb§ FHBE BoARRRTLSE B8R appar STLE EofiPr{ STng an

i nt egr at ed rc nd a.co ni.cation circu and _a_second_cqnmuni cati on
apparatusaﬂgéﬁ %ﬁca ion in gHU first communlcaEion apparagus an 8

reader/writer function in the second communication
apparatus.

According to a ninth aspect of the present invention,
there is provided a communication apparatus communicating
with a first communication apparatus comprising an
integrated circuit and a communication eircuit, and a
second communication apparatus storing a program defining a
pProcess relating to a service and used in a service
relating to the integrated circuit, comprising: means for
authenticating with the second communication apparatus
"after the integrated circuit and the second communication
apparatus have authenticated one another’s legitimacy by a
mutual authentication; and means for communicating with the
second communication apparatus executing the program teo
perform a process relating to the service in ccllaboration
with each other after one another’s legitimacy with the
second communication apparatus has been authenticated by a

mutual authentication through the authentication means;



service relating to the integrated circuit, conprising: a storing neans
for storing a programdefining a process relating to q§ service ln a
storage area of the storing mneans allocated in advan%é %F?WRF¥52%

communi cation apparatus; a receiving ggans for receiving a use request of
the programfromthe integrated circuit through the conmunication circuit;
an aut hentication neans for conducting nutual authentication with the
integrated circuit through the comunication circuit in response to the

use requesieaiad nafhes F%@:@H@b@&ﬁg_s sk8gll HACY Bas-RGenaraHt Bentheat ed by
t he nutual authenticafion, conducting nutual authenfication with the
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the second communi cati on apparatus has been authenticated by the mnutual
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programrelating to the use request-fromithe storing neans and éxecuting
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response £5Tne execut i on € programto performa process relating to

the service, .in.collaborati Wi t.h _each ot her. . wherein %h ervi.ce being
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ConnuniCa%%%gechgcggghi%g% % %%%gggication method performed between
a first communication apparatus comprising an integrated
circuit and a communication circuit, and a second
communication apparatus storing a program defining a
process relating to a service to be provided using the
integrated circuit and executing the same, comprising the
steps of: conducting mutual authentication with the second
communication apparatus after the integrated circuit and
the second communication apparatus have authenticated omne
another’s legitimacy by a mutual authentication; and
communicating with the second communication apparatus
executing the program to perform a process relating to the
service in collaboration with each other after one
another’s legitimacy with the second communication
apparatus has been authenticated by the mutual
authentication with the second communication apparatus;

wherein the program being stored in a storage area the

second communication apparatus, allocated in advanced to



comuni cation apparatus used in a service relating to the integrated
circuit communi cates, conprising the steps of: receiyi a user st of
a programdefining a process relating to the servicé”%%%ﬁ?ﬁh??ﬁ%ﬂ%fated
circuit through the conmunication cirgyit; conducting nutua
authentication wth the integrated circuit through the conmunication

circuit in response to the use request, and after one another's |egitinacy
has been authenticated by the mutual authentication, conducting mnutual

aut hent i cqhjOn;uidh Jo%uni%g%g@nca %%_@Jsi;oanapraﬂgagg§+iasaﬂgmaga program

relating to the use request Troma storing neans and executing The sane

when one ' I f: Y AWM .t he i i appar at us has
been authgﬁ¥$§§%%§kh§%f%égﬁ% ﬁg%%%%ég fgggg%g ﬁ%?ggggagﬁhéﬁgication; and
communi catl g, MiiL1e,5460Rq e EQUIINLCALLAR ARALALUSALDLLESRARSE (O the
execut i on “Of e programto performa process relatthg to the service in
col | abor ati on, wi h.%gchFoth L %Eekﬂ t?g %%pgganhgggg N %tored in a

st orage ar&& 67 /& " Fﬁﬁ FeEns ©4l 1"0€atdd it “CAAVARCET™ P8 the first
conmuni cati on aggaratus; and the service being provided by using a
function arrier and/or authentication in the first conmunication
apparatus and_a reader/witer guncti n for the fiLst communi cati on

appar at us. Acc@ﬁﬁQﬁgﬁﬁg &°t BPr £AENPR R pERE St ofn&PFr BEERE™Y nventi on
there is provided an integrated circuit transferring data with a
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appar at us . . . . . .
communicating with a first communication apparatus

comprising an integrated circuit and a communication
circuit, and a second communication apparatus used in a
service relating to the integrated circuit, comprising: a
storing means for storing a program defining a process
relating to the service in a storage area of the storing
means allocated in advance to the first communication
apparatus; a receiving means for receiving a use request of
the program from the integrated circuit through the
communication circuit; an authentication means for
conducting mutual authentication with the integrated
circuit through the communication circuit in response to
the use request and after one another’s legitimacy has been
authenticated by the mutual authentication, conducting
mutual authentication with the second communication
apparatus; and when cne another’s legitimacy with the
second communication apparatus has been authenticated by

the mutual authentication, a controlling means for reading




performng a process relating to a predeterm ned service, conprising: a
first interface for transferring data with the processing a arqi ;o a
second interface for transferring data with the conﬁUiﬂ%%ﬁ?%ﬁ%%ﬂ éﬁht; and
a controlling nmeans for accessing a sggond communi cation apparatus

t hrough the second interface and the comunication circuit, and whil
comuni cating with the processing apparatus through the first interf

per f or s

a process relating to the service using a program or data
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processing apparafus. An operation of the integrate
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of the exanple e

I'ment’, e contr I Ng neans aneSSG he “second

comuni cat.i on pparatus thr.ough_t he cond {nterface and_the .
Commini catioFoRLABREA L Pl B8 PalE: QERER dd "EBRAIE, She. TREN.CphBeing
controllin% means, perforns a process wh%l communi.catin /mﬁth t he
processi n§ §Bﬁgﬁ§t§¥ PRA8EgR ?H CHPPsP iﬁ?&?fﬁ%ﬁrﬁgfnang BFogr am or
stored in th second conmunj cation apparatuys. .l n this manner, i,n the
integrate& hepkicataon,dn the first communication apparatus and a

reader/writer function in the communication apparatus.

According to a twelfth aspect of the present
invention, there is provided a communication method wherein
a first communication apparatus comprising an integrated
circuit and a communication circuit, and a second
communication apparatus used in a service relating to the
integrated circuit communicates, comprising the steps of:
receiving a use request of a program defining a process
relating to the service from the integrated circuit through
the communication circuit; conducting mutual authentication
with the integrated circuit through the communication
circuit in response to the use request, and after one
another’s legitimacy has been authenticated by the mutual
authentication, conducting mutual authentication with the
second communication apparatus; reading a program relating
to the use request from a storing means and executing the
same when one another’s legitimacy with the second

communication apparatus has been authenticated by the
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exanpl e enbodi nent, the second communi cati on apparatus can be used as a
virtual nmenory and as an apparatus to virtually exec % a_pr.oqr

Further, in the integrated circuit of the exanple eﬁg §¥%%%W?gb?gy%?ably,
~when the second communi cation apparatysg stores a programdefining a
process relating to the service and executes the sane, the controlling

means conducts mutual authentication with the second conmunication
apparatus through the second interface and 16 Novenber 2005 21 the
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the second interface relays the sane. Eurther, in the integrated circuit
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and/or authentication in the first communication apparatus
and a reader/writer function for the first communication
apparatus.

According to a thirteenth aspect of the present
invention, there is provided an integrated circuit
transferring data with a communication circuit of'a first
communication apparatus and a processing apparatus
performing a process relating to a predetermined service,
comprising: a first interface for transferring data with
the processing apparatus; a second interface for
transferring data with the communication circuit; and a
controlling means for accessing a second communication
apparatus through the second interface and the
communication circuit, and while communicating with the
processing apparatus through the first interface, performs
a process relating to the service using a program or data
stored in the second communication apparatus; wherein the

program or data being stored in a storage area of the



Is stored in the storage circuit or not, and when judged that the program
Is stored in the storage circuit, executes the progr ead fro (ﬂf
storage circuit, and while comrunicating with the pf@yg£3|ng appar us
through the first interface in respongg to the execution of the program

perforns a process relating to the service. 16 Novenber 2005 22 Further, in

the integrated circuit of the exanple enbodinent, preferably, when the
controlling neans judges that the programis not stored in the storage

circuit, SELARITCLRMANYSALisHUS ﬁ%aQBttha@&BQEEEHtQntQQvéﬁégadto the
connunlcatlon appar atus through
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comuni cati on ggﬁaiatus 2 E ram or data is being stored in a storage
area of tRBPOEIBRTE dSnAENELA ‘apparatus all ocated in advanced to the

In the integrated circuit of the example embodiment,
the controlling means accesses the second communication
apparatus through the second interface and the
communication circuit under a predetermined condition.

Then, the contrelling means performs a process while
communicating with the processing apparatus through the
first interface using a program or data stored in the
second communication apparatus.

In this manner, in the integrated circuit of the
example embodiment, the second communication apparatus can
be used as a virtual memory and as an apparatus to
virtually execute a program,

Further, in the integrated circuit of the example
embodiment, preferably, when the second communication
apparatus stores a program defining a process relating to
the service and executes the same, the contrelling means
conducts mutual authentication with the second

communication apparatus through the second interface and

he second interface and the conmmuni cation



el ectronic circuit; wherein the predeterm ned service being provided by
using a function of data carrier and/or authentlcatlfglﬁgbé$gaﬁﬂfﬁggonlc
circuit and a reader/witer function in the processing appara Atus

Novenber 2005 23 According to a fifteepth aspect of the present |nvent|on,
there is provided a comuni cati on apparatus conprising a conmuni cation
circuit and an integrated circuit, wherein the integrated circuit
conprises: a first interface for transferring data with a processing

appar at us theeldointinigat iph0 @8 $euit, alhndg thend chhedeler BbiRdnsebtiea; a
second interface for transferring data with the conmmunication circuit; and
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the second interface and the conmunication circuit
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performs a process using a programor data stored in"the another

ComMUNi CatdeRihudARAAIHS cilrB8 iR 88" ¥t rth@atfars% Qﬁgagfat:gr gdal ind storage
area with anot her communi cati on appar atus allocated in advanced to the

connunlca%b@gn@pggﬁggggcéwggﬁg?g the Q%%getern1ned service being provided
by using a function of data cafrier aut hentication in the
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apparatus. Further, inf comnuni ¢ation apparatus of the ex nple

B N U e TR S
the Stora%&t%' %g'se%gkguggmknglcatlon apparatus through the second
interface and the communication circuit to conduct the
mutual authentication based on an authentication request
received from the second communication through the
communication circuit.

Further, the integrated circuit of the example
embodiment, preferably, further comprises a storage circuit
for storing a program relating to a service provided using
the integrated circuit, wherein the controlling means
judges if the program corresponding to a request received
from the processing apparatus through the first interface
is stored in the storage circuit or not, and when judged
that the program is stored in the storage circuit, executes
the program read from the storage c¢ircuit, and while
communicating with the processing apparatus through the

first interface in response to the execution of the

program, performs a process relating to the service.



second interface, and perfornms a process while communicating with the

processing apparatus through the 16 Novenber 2005 24 {ég@évéﬂgégffﬁgnging
a programor data stored in the storage circuit. According to a sixteenth

aspect of the present invention, there2s provided an integrated circuit
transferring data with a comunication circuit of a first conmmunication
apparatus, conprising: an interface for communicating with the

comuni cation circuit; and a controlling nmeans for conducting mutual

aut henti cati on Wrtthen, siorothie conteyrCitdd @irfuEal diFUThe! ikam@la program
defining a process relating to a service through the interface and the
conmuni catémbodiment | prfeferablihe WHaRHE doRdteIl ihgOHeahie Jaagaeni cation
circuit is received through the interface; wherein the program bei ng

stored in ehst otlagerafam Ofs it seead GoNMpnal cabragearRatatiys al | ocat ed
in advanced to the first comuni cation apparatus; and the service being

provi ded byramémirsa 4 Wy ixnfdstladf @R Pr¥lgrag $oOhalsReahgcation in the
first conmunication apparatus and a reader/witer function for the
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enbodi ment, preferably, a result of thée nmutual authentication 1s used for

det er m ni Ngha\edriin il i98C QG- zMUNI cation apparatus and a third
comuni cation apparatus for performng a process relating to a service

using the int egiabed iy feiid AROUELANTIUALEH 82t @rROLLRLILE ProCess

relating to the servicé or not.
invention, there is provided an electronic circuit having a
communication means and an integrated circuit mounted on a
substrate, wherein the integrated circuit comprises: a
first interface transferring data with a p#ocessing
apparatus performing a process relating to a predetermined
service; a second interface transferring daté with the
communication means; and a controlling means for accessing
a second communication apparatus through the second
interface and the communication circuit, and while
communicating with the processing apparatus through the
first interface, performs a process using a program or data
stored in the second communication apparatus, the pProgram
or data is being stored in a storage area of the second
communication apparatus allocated in advanced to the
electronic circuit; wherein the predetermined service being
provided by using a function of data carrier and/or

authentication in the electronic cireuit and a

reader/writer function in the processing apparatus.



16 Novenber 2005 25 Further, the integrated circuit of the exanple

enbodi nent, preferably, further conprises a storage cj it _.far ing a
progran1re|afing to a service provided using the in?@%ﬁ§ %9 (ﬁ%(ﬁﬁqg
wherein the controlling neans judges i23 the programcorresponding to a
request received fromthe communication circuit through the interface is
stored in the storage circuit or not, and when judged that the programis
stored in the storage circuit, executes the programread fromthe storage
circuit and whikecozdimgntsad i fipf tédrtt Respdiy & Nl predkhen apparatus

t hrough the interface and the comunication circuit in response to the

execut i on phvéeheims pothsie Db IfFdE dbd B QASTINi¥adiond appakBeuser Vi ce.
Further, in the integrated circuit of the exanple enbodi nent, preferably,

when the ceshppising AeedEmiMiEas o RAlrdi® RNAYEAMihtelehtaliored in the
storage circuit, transmts a use request of the programto the second

comuni cat &DPc@PPATHiSe £ MWD N d iRt (35ewaRd Lhgr1cRETULI gabLen
circuit. According to a seventeenth aspect of the présent invention, there

| 'S provi degh fe£OLMRINE SR 04h SN 3! Ha teO WS 2N G, BLQUTHRT GALLANGLI Cui t
Clrcul c

and an integrated circuit, wherein the Integrat rrses: an

moans Tor Renuer g O U an 1 8 Rt EEhtshy seByTaat & 11 N0

second interface for transferring data with the
communication circuit; and a controlling means for
accessing another communication apparatus through the
second interface and the communication circuit, and while
communicating with the processing apparatus through the
first interface, performs a process using a program or data
stored in the another communication apparatus, the program
or data is being stored in a storage area with another
.communication apparatus allocated in advanced to the
communication apparatus; wherein the predetermined service
being provided by using a function of data carrier and/or
authentication in the .communication apparatus and a
reader/writer function in the processing apparatus.

Further, in the communication apparatus of the example
embodiment, preferably, the communication circuit comprises
a storage circuit for storing a program or data, and the
controlling means accesses the storage circuit through the
second interface, and performs a process while

communicating with the processing apparatus through the



wi th another conmmunication apparatus storing a program defining a process

relating to a service through the interface and the f@ﬂﬁgg%ﬁgggcgbégrcuit
if an authentication request fromthe communication circuit 1s received

through the interface; wherein the progrgam being stored in a storage area
of the another comruni cation apparatus allocated in advanced to the
communi cation apparatus; and the service being provided by using a
function of data carrier and/or authentication in the comunication

appar at us fiiglsé ileadefavsiueing W @Pridfrdior iditaARAhed eampuai cation
apparatus. BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 is a view of the
overal | costbgagateopewita comunication systemof a first enbodi nent of
the present invention. FIG 2 is a view for explaining the outline of an

exanpl e of an ope&atddiyg Ofo t416s GAEBHYN Adpie 5 b @ReS pRWBenkn FIG 1. FIG
3 is a functional block diagramof the virtual IC storage area server

appar at us shoshtionfl thede fd Grdvided filNGidnaltddl @ik cdiggram of the SAM
shown in FIG 3. FIG 5 is a view for explaining a storage area of the

Menory 52 gReNBrbPrid ddea AP %&Q%t%%nﬂclg’&cgilts of Ul @Y. Ler

expl ai ning an application program stored in the virtual storage area

shown i N FbGumhiEhGor dbdkd it il lliogk dhA9Lalelobhgogont rol

communicating with the communication circuit; and a
controlling means for conducting mutual authentication with
a second communication apparatus storing a program defining
a process relating to a service through the interface and
the communication circuit if an authentication request from
the communication circuit is received through thé
interface; wherein the program being stored in a storage
area of the second communication apparatus allocated in
advanced to the first communication apparatus; and the
service being provided by using a function of data carrier
and/or authentication in the first communication apparatus
and a reader/writer function for the integrated circuit.
Further, in the integrated circuit of the example
embodiment, preferably, a result of the mutual
authentication is used for determining whether the second
communication apparatus and a third communication apparatus
for performing a process relating te a service using the
integrated circuit should communicate to perform a process

relating to the service or not.



28 16 Novenber 2005 unit shown in FIG FIG 8 is a functional block diagram
of a portable comrunication function unit of the port@%&dén%&phﬁ}%

apparatus shown in FIG 1. 5 FIG 9 is a functional bloc agram of an IC-
of the portable tel ephone apparatus shesm in FIG 1. FIG 10 is a view for
expl aining a case wherein the |C shown in FIG 1 uses a nenory of the
virtual 1C storage area server apparatus.. 10 FIG 11 is a view for .
explaining a control flow of the case showmn in FIG 10. FIG 12 is a view

for explaining &Fucaheryhehei intdgratéd sbovbuit) I Ghel dighpia Menory of the
portable comrunication function unit. 15 FIG 13 is a flow chart for

expl ai ni ng emboeiarplte pOEfERSHOPET s e Pl cddfir iGNNI GUIQR UL
illustrating a case of performng a process relating to a’'service using

the | C by il stbREngNaaPpbisah i ﬂ@lﬁ%% i UHKL i de) g2 i ddd "J@in:gc

storage area server apparatus shown i 0O FIG 1 when™a service specified

by a user AhbOoiheeye8HeldYcitbEitlSehndydsn S&lee%o%qzror':ﬂlt glﬁeia%sa flow

chart.for explaining an exanple of the operation o comini cation
System i1} el5ak! 85 e (B8GsRln RESIALALCNHPIAC S SR B R ASEr VI O
25 using the C 21 . by utiTizing an application program venmber
2005 from the communication circuit through the interface is
stored in the storage circuit or not, and when judged that
the program is stored in the storage circuit, executes the
program read from the storage circuit and while
communicating with the third communication apparatus
through the interface and the communication circuit in
response to the execution of the program, performs a
bProcess relating to the service.

Further, in the integrated circuit of the example
embodiment, preferably, when the controlling means Judges
that the program is not stored in the storage circuit,
transmits a use request of the program to the second
cqmmunication apparatus through the interface and the
communication circuit.

According to a seventeenth aspect of the present
invention, there is provided a communication apparatus
comprising a communication circuit and an integrated
circuit, wherein the integrated circuit comprises: an
interface for transferring data the communication circuit:

a controlling means for conducting mutual authentication



stored in the virtual 1C storage area server apparatus shown in FIG 1
when ‘a service to be selected by the 1C R/M/apparatu§6|ﬁb@gﬁéggﬂ i 1y
instructed to the virtual |IC storage area server apparatus. FIG 15 is a
flow chart for explaining an exanple afethe operation of the conmuni cati on
systemillustrating a case of registering (allocating) an |IC virtual
storage area used by the IC of the portable tel ephone apparatus in a
storage area of the nmenory of the virtual 1C storage 10 area server

appar at us stidhnanothe c8mmbhicatfon Sappddonm < addriiny £4Hodranng an
exanple of the operation illustrating a case of registering an

appl i cati odefiogngmai probest Gelatiwg 3 A aEARA t}&lal_%q,att@g to the
portabl e tel ephone apparatus in the 15 third exenplified operation in

response tdnserfipeeathanthef cémunsedtidn HiGouiky iisS 44 f1 ow chart for
expl ai ning an exanple of the operation illustrating a case wherein an

appl i cat i oaunhagtaahiﬁoﬂuifﬁaéé@aﬂ‘dh rag Hahkfhildhdite G20 stual

storage area allocated to portabl e tel ephone apparatus ' the third

exenpl ufuedeaaefraauemr@ugﬁha,elﬁﬂw@d@armlﬁﬁ g%agj.' B8 Qf, the
a

overal |l configuration of a communication systemo odi ment  of

the 25 pregepted YN i Sforafe 16-JOVEMG %QQ&.FIGco%%uhéc%F;%gptlonal bl ock
di agram of an I C service providing apparatus Sh :
apparatus allocated in advanced to the communication
apparatus; and the service being provided by using a
function of data carrier and/or authentication in the
communication apparatus and a reader/writer function for
the another communication apparatus.
BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a view of the overall configuration of a
communication system of a first embodiment of the present
invention, |
FIG. 2 is a view for explaining the outline of an
example of an operation of the communication system shown
in FIG. 1.
FIG. 3 is a functional block diagram of the virtual IC
Storage area server apparatus shown in FIG. 1.
FIG. 4 is a functional block diagram of the SAM shown

in FIG. 3.

FIG. 5 is a view for explaining a storage area of the

memory 52 shown in FIG. 3,



FIG 20 is a function block diagramof a virtual I1C storage area server
apparatus shown in FIG 18. 5 FIG 21 is a functional- pl L agr f an
IC shown in FIG 18. FIG 22 is a flow chart for expl%?ﬁ%%ﬁagﬁggkgﬁ% e of
an operation of the comunication systemillustrating a case of
perform ng. a process relating to a service 10 using the I1C by utilizing an
application programstored in the virtual |1C storage area server apparatus
shown in FIG 18 when a service to be used by a user Ais specified and
sel ected by thenesers As Bl Giedd fot @xpb1aWnahdf tanf QPPQ&EE&E.Bh”BrQBrSﬁaWW e
15 of the operation of the comrunication systemillustrating "a Case of
Per for m NG+ JUDPGES THL Y ViG @12 sTBUGEE a¥eNInbla i BYgutslizing an
application programstored in the virtual |IC storage area server apparatus
shown in FIG Eemhenia sCiadnediBnayl ARy Jilerbly 387 Xheecpllepogvi ding
apparatus itself 1s automatically i1nstructed t the virtual |

st orage-area server apparatus. FIG 24 is a flow chart for explaining an
exanple of the operation illustrating a case of registering an
application programin the I1C virtual storage area 25 allocated to the
portabl e tel ephone apparatus in the 31 16 Novenber 2005 third exenplified
operation when a portable communication function unit does not conduct
confirmation for an available space in the IC virtual storage area. FIG
25 is a flow chart for explaining an exanple




5 of the operation illustrating a case of registering an application
programin the IC virtual storage area allocated to t rrP):iaebrl %Oto%l ephone
apparatus in the third exenplified opéthti on when the port

conmmuni cation function unit conducts confirmation of 10 avail abl e space in
the IC virtual storage area. BEST MODE FOR CARRYI NG QUT THE | NVENTI ON
Hereinafter, ac i patHpR system according to an enbodi nent of the
present invention wll be explained. 15 First Enbodinent FIG 1 is a view

of ,he. overal | confd 0uf afd o Al 8es SO 6341 80a9¥3h o8k 1aOolhaniicesent

i nvention. As sh Fre® Conmunl cati on syst em 1 corrprl ses, for
exanpl e, a gateway 10 an | C_ RFWapparatus,_ 20 11 aﬁg gi‘ |ce provi di ng
appar at us 1gommuRi g2 tben | EHaFEl A eURI oo o thEr PRpHAPARLES ST a portabl e
t el ephone apparatus 14. The portabl e tel ephone apparatus 14 and t he virtual
| C storage apparsenyeshagppaiat BEG131comuni cate through 25 the wirel ess
comuni cation line 17 or other portable 32 16 Novenber 2005 tel ephone
commi cati on netpat K, 9 the Hat@veyidRal ablloak dbhovak & sucACaoft he
Internet. O, comunicate by directly connecting to the gateway 10 which

manages t ey di L& 2% & ONTILGShE Olp Lpaths shuwhhen, Fiee portable

t el ephone apparatus 14 an apparatus 11 conduct, for exanple,
Wi rel ess cormunlEcﬁl;] b is a view for explaining a case wherein the

iC shown in FIG. 1 uses a memory of the virtual IC
storage area server apparatusﬁ
10 FIic. 11 is a view for explaining a control flow of
the case shown in FIG. 10.
FIG. 12 is a view for explaining a case wherein thé
IC shown in FIG. 1 uses a memory of the portable
communication function unit.
15 FIG. 13 is a flow chart for explaining an example
. of the operation of thé communication system illustrating
a case of performing a process relating to a service
using the IC by utilizing an application program stored
in the virtual IC étorage area server appa;aﬁus shown in
20 FIG. 1 when a service specified by a user A to be used by

the user A is selected.

FIG. 14 is a flow chart for explaining an example

of the‘operation of the communication system illustrating
a case of performing a process relating to a service

| 25 ﬁsing the IC 21 by utilizing an application program




Further, the |G R Wapparatus 11 and the I C service providing apparatus 12
communi cates through, for exanple, 10 an exclusive ty 1,551 IRE.

Al so, the portable tel ephone apparatus2p4 conprises 1a@p%oﬂe3rgce%n 200%

comruni cation function unit 20 and an I C 21. The present enbodi nent is an
enbodi nent corresponding to the first to 11th aspect of the present 15

i nvention and the .18th taq 20t h C e S l.n | The IC RF'W
appar at us flq: % eéiem“? nt é.”’ﬁt%%?ffe)(gp%%%a&%]oalgé%r%%%‘g%#n%ﬁg%tggg?us of the
present ‘invention. Further, the portaple tele honf a grst u§h14 20

cor r espond$hayn et EFffunt CHERD P FPEF EERsEDPE S ??E%) ¥ F0Urth aspects
of the present invention, the first comrunication apparatus of the fifth
and sixth aspeers apparatmipriesenitompieitably idrtodeied cbombhecat i on
apparatus of the seventh aspect of the present invention, the 25.

communi cat h@n-taREara ustafaddeartghsdrespeappafatine. 33 16 Novenber 2005
present invention, and the first comruni cation apparatus of the ninth and

“lithgaspects of e PrESen 4 R | HhrEWdhalpldeningtanl ek&mplar age area

server apparatus 13 corresponds to the server apparatus of the 5 first to

fourth aspe of the present_inventj o) ' QR iagpar at us
b fﬁgﬁﬁ#%lon S SQ%? %ﬁﬁﬂunlgftfgﬁ %gsﬁgﬂnyﬂiﬁgkhgﬁ agP

of the fifth a aspec e present 1 nvention, the comrunication

e s acond A GAAM e Sfpatad i [BRELas S ah "o PLERSAL LRLEALLOM and

area used by the IC Qf the portable telephone apparatus
in a storage area of the memory of the virtual IC storage
10 area server apparatus showp in FIG. 3.

FIG. 16 is a flow chart for explaining an example
of the operation illustrating a case of registering an
application program in the IC virtual storage area
allocated to the portable telephone apparatus in the

i5 ._ third exemplified operation in response to an operation

of the user A.

FIG. 17 is a flow chart for éxplaining an‘examﬁle
of the operation illﬁstrating a case whergin aﬁ
appliéation program is automaticélly regiéﬁered in the IC

20 | _#irtual storage area allocated to the pbrtable telephong
apparatus in the third exemplified cperation by the
IC R/W apparatus. |

FIG. 18 is view of the overall configuration of a

communication system of a second embodiment of the

25 ‘present invention.



10 of the ninth and 1ith aspects of the present i nvention. First, an
outline of an exanple of the operation of the comuny ' NSt 1 shown
in FIG 1 will be explained. FIG 2 igga view for eQip Zt]un‘?ng e%llﬁeﬁ(pug{l i ne
of the 15 exanple of the operation of the conmunication system1l shown in
FIG 1. Auser Avisits a store 30, and the |C R Wapparatus 11 and the IC
21 are enabled into a wrel ess

| £31 | - f th
IC21. In this 20 &set? dht aaiéué:‘?alr]%néf%%‘(’)%‘ﬁﬁ&%% rdhfof TafintENNA OF L Ne

erre -1s supplied between
the IC RRWapparatus 11 and the IC 21 through th ntﬁgna, wher eby a
stabilized %ﬁ#t%@eca¥@ﬁhﬁlvﬁlFBB%”?E“%U%B?VEdlnthgaC of the circuits
inside the IC 21. O, the IC RRW apparatus 11 and the IC 21 may_be enabl ed
into a wirel ess XIGomanicadi funstite block pdiegranupfeaf Vokte2batfery 34
.16 Novenber 2005 inside the portable tel ephone apparatus 14. Then, as shown
in FIG 2, {{s&Sdgei Ar&QSHERGEXt GppAratiisr ahben oh FHE.pdetabl e
comuni cation function 20 of the portable tel ephone apparatus 14 by the

user A a5 virtual.stofage arpea,UsLoRgimblotreayhgeatisecdanand of the
present invention or a use demand) is-transmtted to the virtual 1C

storage area server aﬁgar?hus 13 through the wireless communication |ine
17, the gatZHRY™ 15 BAG- e network 18 fromthe portable comunication

function 10 unit 20 in FIG 2). Next, _nutual _authenticati
conduct ed betmeeﬁFIG-(éé is a flo% chart for explaining an exggpl%

of an operation of tye communication system illustrating
a cése of performing_a process relating to a service
10 using the IC by utilizing an application program stored
in the wvirtual IC storage area server apparatus shown in
FIG. 18 when a service to be used by a user A is
specified and selected by the user A.
FIG. 23 is a flow chart for explaining an example
15 of the operation of'fhe communication system illustrating.
a case of performing a process relating to a service
using the IC by utilizing an applicaﬁion program.stored
'in the virtual IC sé;rage aiea server apparatus shown in
FIG. 18 when a service provided by the IC service
20 | provi&ing apparatus itself is automaticaliy instructed tor
the virtual‘IC storage area server apparatus.
FIG. 24 is a flow chart for explaining an éxample
' of the operation illustrating a case of registering an
application program in the IC virtual storage area

25 allocated to the portable telephone apparatus in the




the IC 21 of the portable tel ephone apparatus 14 and the virtual IC
storage area server apparatus 13 (c in FIG 2). 15 T whan ther's
| egitimacy is authenticated. by mutual thenticati onij@ar}f%ng V\nfﬁﬁbé)
transmtting an application programselection instruction to the virtual

| C storage area server apparatus 13 fromthe portabl e comrunication
function unit 20 (Qin_FILG 2) in response 20 to ,ap_operation of the user
A a virtuathirdr ageratéfigdeorasttieri BRePs 2t P&ﬁ§ﬁ£9‘?e&°f“5‘“ﬁ“ﬁ€alté% w o
apparatus 11 fromthe IC 21 ((r) in FIG 2) Next, the IC RRWapparatus 11
and the virfuattién shiatadeearratsepndnchpparfignaticnofrinid®at e t hr ough
the 25 'portable comruni cation function unit 20 and the. IC 21, 16 Novenber
2005 35 andadhiesbtendpgatengnMihdalcavhikenkicatbeagepartar.min

col | aboration with each other a process relating to a service perforned
using a data Cafr#f«?.fgﬂcié% AN Okn Pt RdLvid ﬁLiﬁ!ﬂhﬁ_eahl ealai@n e unction
built into a chip o the 1C21 (0O 1n FIG 20). In this manner, according
to the comupication _system en,the |C petf or . rel ating
to a Eser vi‘&g &F’f’ho’?ﬁﬁa R %%%F%Fﬁ?gli c%%& ?h%r ?ﬁgﬁsl% 12‘%?&2‘% ar ea
server apparatus 13 executes an_ application 10 programstored in the server
- apparat us 13PR}-ieptionpprggtafnife h&ui[ﬁeﬁt"ir(’f‘a’laiiioﬁ F888s§*%4hd perforns a

process relating to the above service while comunicating with the ICR W
~appar at us. @4llocated to the portable telephone apparatus in the

third exemplified operation when the portable
communication function unit conducts confirmation of

10 available space in the IC virtual storage area.

BEST MODE FOR CARRYING OUT THE INVENTION
Hereinafter, a communication system according to an
embodiment of the present invention will be explained.

15 First Embodiment

FIG. 1 is a view of the overall configuration of a
communication system 1 of the present invention.

As shown in EIG. 1, the communication system 1
comprises, for example, a gateway 10, an IC_R/W apparatus

20 11; an IC service providing apparatus 12, a virtual IC

storage area server apparatus 13, and a portable
telephone apparatus 14.

The portable telephone apparatus 14 and the virtual
IC storage area server apparatus 13 communicate through

25 the wireless communication line 17 or other portable



Therefore, even if the storage capacity of the 15 nenory in the I1C 21 is
small, it is possible to provide a service using an gpp{l&ad 8D YRIram
having a |l arge anmpbunt of data. Note t t he service of the present
enbodi nent i nclude services involving™highly confidential processes 20
relating to for exanpl e nenbership, electronic noney, e commerce, point
accunul ati on, cash card, and credit card, and services relating to

confi rmi ng tekkghove ssimunicationt pohwerlht thef gakeraKgiy t RBRe® barri er,
entering and exiting, etc. 25 Below, each of the conponents of the
comuni cat i edériNove ndesh 2095tB6 Syséenet . showncommBhEcatewbll be
explained in detail. [Gateway 10] The gateway 10 is an apparatus for
relaying ¢ ' t%&m@&m&%& henwi §ekensyCOOTWAI At haRakere the 5 or

ot her portable tel'ephones and"the network 18. [IC R/W Apparatus 11] The

| C_R/ W appar at 11 is. install | he,store 30 of a service provider
and transféT%r%E&%Fvﬁ?$???%§?%}g§1igﬁ%l Tinto the portabl e tel ephone
apparatus 14 by a 10 contact system or nop-contact systemto,thereby
perfdrm a proceé?#%h%ﬁdrﬁP?cP%FE%?g?CEEE%P?ﬁ?ﬁEﬁPBé Ag-a ggtggdgarrier
function and/or an individual authentication function built into a chip of
the 1C 21. thethe mGseppasabesdi hbknconduchsefor exanblerr FAFed&SE bet ween
the 15 IC RRWapparatus 11 and the IC 12 by the non-contact

communication.

Further, the IC_R/W apparatus 11 and the IC service
providing apparatus 12 communicates through, for example,

10 - an exclusive transmission }ine.

Also, the portable telephone apparatus 14 comprises
la.portable communication function unit 20 and ap IC 21.

Thé-present embodiment is an embodiment
cdrresponding to the first to 1llth aspéct of the present

15 | invention and the 18th to 20th aspect of the present

inventiqn.
The IC R/W apparatus 11 shown in FIG. 1 corresponds
to a processing apparatus of the presént invention.
Further, the portable telephone apparatus 14
-~ 20 corresponds to the communication apparatus of the first
to fourth aspects of the present invention, the first
communication apparatus of the fifth and sixth aspects of
the present invention, the other communication apparatus
of the seventh aspect of the present invéntiop} the

25 - communication apparatus of the eighth aspect of the




system (wirel ess system) is exenplified. The IC RFRWapparatus 11, as wll
be explained later, communicates with the virtual |Ci§tﬁ55%5hé¥ Gerver
apparatus 13 which stores and executes application 20 program defining a
process relating to the service through the portable tel ephone apparatus
14 to.perform the process relating to the service in collaboration with
the virtual |1C storage area server apparatus 13 in_ response to the

appl i cat i opyRIRpEREReRtier, byndhthesfigs gapnpeicebigge2BPaE2E fver
apparatus 13. 37 16 Novenber 2005 As the above service of the present

enbodi nent ,of t#1es enith Sendi teshi aspeéutagofii gheé ypreaéntieAnvahtippocesses
‘such as authentication of the person in question (individual), electronic

noney, e--CONMEr G&{,r Kk, SLASSHAPELa DI 1@ $t6keje 41&a Seexiree Providing
Apparatus 12] The |1C service providing apparatus 12 transfer data required

in the service rformed usi ta.c [ nghi-9R 22084/ 8¢ &R
| ndi vi dual SRRRESCCS |o%‘g?ﬁ%g??’éﬁgl#bgf‘%tg‘%ﬁ?%yag% "boof the IC 21 with

the |G R Wapparatus_11. Note that i he present inventi. ( h aspect of
t he EresemfﬁFﬁﬁHﬁ?cﬁﬁ?rFBra§§ﬁﬁgFe?Et%gelEfgﬁ?g%cénvﬁP%&ggrnéﬁgbparatus 12
may communi cate with the virtual 15 |1 C storage area _server appa atus 13

t hrough. t eedandy qommppieatien 1apaagatifechorhgpfattd 8pfond §bparatus 14

to 20

aspects of the present inveantion, the communication

apparatus of the seventh and eighth aspects of the

present invention, and the second communication apparatus
10 - of the ninth and 11th aspects of the‘présent invention.

First, an outline of an example of the operation of
the communication system 1 shown in FIG. 1 will be
explained.

FIG. 2 is a view for explaining the outline of the

15 example of the operation of the communication system 1
shown in FIG. 1.

A user A visits a store 30, and the IC_R/W
apparatus 11 and the‘IC 21 are enabled into a wireless
communication state via an antenna of the IC 21. In this

20 ‘case, déta is transferred and power is supplied between
the IC R/W apparatus 11 and the IC 21lthrough the antenna,
whergby a stabilized direct‘durrent voltage is supplied
‘to each of the circuits inside the IC 21. or, the IC R/W
appératus 11 and the IC 21 maf be enabled into a wireless

: 25 communication state by a power source from a battery




performthe process relating to the service in collaboration with the

virtual |1C storage area server apparatus 13 in respo&sq\]é‘penh%er appRld cation
program executed by the virtual 1C stqrage area server apparatus 13. In

this case, the IC RFRWapparatus 11 trafnsfer data between the I1C 21 and the
| C service providing apparatus' 12 in.order to relay comuni cation between
the. IC service 25 providing apparatus 12 and the virtual -1C storage area
38 16 Noverirerid)(the @ertabbpateterhame aprarafas 1fe 1 C R Wapparatus 11
and the IC service providing apparatus 12 may be configured as

i ndependent apparmaidisess raspactin/d@iG. @@, aSimstsi ngh eredpeappar e udn

(Virtual 1C Storage Area Server Apparatus 13] The virtual |1C storage area

server appyllseild, {#NEhd OGSy B Pe Vdbihuthdth i BREDEY Phntébeoh RAlosf the
portabl e tel'ephone apparatus 14, stores an application 10 programrelating

to a servi erfor usi t Ler t] 04 ap individual
aut hent i caﬁ_ﬁbeg P‘?’f}ha(fmfeilj%n %g%ﬁogﬁt%p%gﬁf%go}it e {I:%Qzﬁ,ggénd' executes the
application programin response to an ins rEcti_on frome &anrllg 2 15 FIG
3 is5a fundtiTdimal bTRIAIR T et BT tATIPTt LAFTVTCEsT8Fage area ser ver

apparatus 13. As shown in FIG 3, the virtual I1C storage area server
appar at us E&qxpgﬁsqmg,intmntmgpmﬁg,aapgpwﬁg@gng) is transmitted to

the virtual IC storage area sexrver apparatus 13 thrdugh
the wireless communication line 17, the gateway 10, and
the network 18 from the portable communication fuhction

10  -unit 20 (@ in FIG. 2).

Next, mutual authentication is conducted between
the IC 21 of the portable telephope apparatus 14 and the
virtual IC storage area server apparatus 13 (® in FIG.
2).

15 o Then, when each other's legitimacy is authenticated
by mutual authentication, along with transmitting an
application program selection instruction to the virtual

- IC storage area server apparatus 13 from the portable
communication function_unit 20 (()-in FIG. 2) in response

20 to an operaﬁibn of the user A, a virtual storage area use
instruction is transmitted to the IC R/W apparatus 11
from the IC 21 (@ in FIG. 2). |

Next, the IC R/W apparatus 11 and the virtual IC
étorage arearserver apparatus 13 commuﬁicate th;oﬁgh the

25 'portable communication. function unit 20 and the IC 21,




menory 52, a control. unit 53, and an I/F unit 54. 20 FIG 4 is a

functional bl ock diagramof the SAM 51 shown in FIGq3. l;t%ﬂ%gl\/lzﬁ)]og s a
tanper--resistant nodule . of a hard or software. fﬁ% 51, as shown

in FIG 4, conprises an 25 authenticati™on unit 61, an encryption/decryption

unit 62, 16 Novenber 2005 39 an IC control unit 63, and an IC rel ated

process unit 64. The authentication unit 61 conducts nutual authentication
with the | @2l afemeerduckihe mutarl oputherbierbionr, PSFEPFRr2Pus 11. 5
The encryption/decryption unit 62 perforns, for exanple, encryption-of an
appl i cat i onedugscat Doewi tlegbstkr ethéw at protass tababdkner $o52, and
decryption of an application programread fromthe nmenory 52. The IC

control unide 63 SONLLLESrmd@ us¥AGPhCAall EQPPUSL CRULEBi AT Andjiox| &n21. The
IC related process unit 64 perforime a process relating to a predeterm ned

service in co J‘gbg‘irl%eiacl)n%k\{\{l;rrtt@jﬂgig%ohcfg&ctlgﬁp%F{rpgy_iégoi § LRgH 88 the

vi rtual rrerﬁﬂ ot store an a Ication programrelating to
a service perforned using a data carrier function and/or an individual
aut hént i cattton ¥Qnéti 69 Ba MIG-nt?®P)ax chip of the IC 21. The nenory 52, as

shown in FIG 5, conprises IC 20 virtual storage areas 60a, 6Cb, 60c...
allocated to everin this manner, according to the communication

system 1, when the IC 21 performs a process relating to a
service with the IC_R/W apparatus 11, the virtual IC
storage area server apparatus 13 executes an application
10 program stored in the server apparatus 13 after a
predetermined authentication process, and performs a
process relating to the above service while communicating
with the IC R/W apparatus 1l.
Therefore, even if the storage capacity of the
15 memory in the IC 21 is small, it is possible to provide a
service using an application program having a large
amount of data.
Note that the service of the present embodimen£
include services involving highly confidential processes
20 | relating to for example membership, electronic money, e-
¢ommérce, point accumulation, cash card, and credit card,
and services reléting to confirming and prdcessing
ﬁtiiizétioﬁ rights of exiting a ticket barrier, entering
and exiting, etc.

25 . = Below, each of the components of the”communication




user (portable tel ephone apparatus) in advance by a registration process
which will be explained |ater. For exanple, the IC vjgtual O age, ar ea
60a i-s allocated to. the user A of the portable tel epjhé §ovamndt

IC 25 virtual storage area 60b is allo@&ed to a user B, and 40 16 Novenber
2005 the IC virtual storage area 60c is allocated to a user C. Further,
for exanple as shown in FIG 6, application prograns 65a, 65b, and 65c

regi st er ed Hystdim Bpghdw@t iONFPE 00t amilEdhstexphgipedcossdehash-will be 5
explained later are stored in the IC virtual storage area 60a. The
application progrgis.fndy P, and 65c respectively are prograns defining
processes relating to services provided using the I1C 21. The nenory 52 has

a storage capaci %eoéaeég%?yg:ﬁ%efg@ e%ﬁ‘%&(?éks £y Be1dPengontrol unit 53

i ntegrates the proce virtu storage ared server- apparatus
13 to.-control the sane. FIG 7 is, a functional block dLagrafkgé 396
control 1FqmmynIzatian dnghifern Ehes WHTeLRRsS cCOMPRP* GArt®B3 tonpri ses a
portal unit 71, a user I/F unit 72, an AP éa plication rogram: execution
unit 573, a SAwdort rpdrimble7ielgpbones rgh%oﬁ?%?rlﬁnf%?s 20 The
portal unit 71 realizes'a portal function in response to, for exanple, an

access fromthe pord aihe agtephaneimpparatus 14. For exanple, it displays
a nmenu

The IC R/W apparatus 11 is installed in the store

30 of a service provider and transfers data with the IC
21 built into the portable telephone apparatus 14 by a

10 contact system or non-contact system to thereby perform a
process relating to a service performed using a data
carrier function and/or an individual authentication
function built into a chip of the IC 21. In the present
embodiment, a case of transferring data between the

15 IC R/W apparatus 11 and the IC 127by the non-contact
systeﬁ (wireless system) is exemplified.

Yhe IC R/W apparatus 11, as will be explained later,
communicates with the virtual IC storage area server
apparatus 13 which stores and executes an application

20 program defining a process relating to the service
through the portable telephone apparatus 14 to perform
the process relating to the service in collabdration with
the virtﬁal IC storage area server apparatus'13 in
response to the application pfogram executed by the

25 virtual IC storage area server apparatus 13.

one apparatus 14, the



screen of providabl eservices on a display portion of the portable

tel ephone apparatus 14. 25 The user |/F unit 72 contr9§ érlé@b§creen
-to 41 16 Novenber 2005 be displayed on g, display unit 34 o e portabl e

t el ephone apparatus 14. The AP execution unit 73 executes an application
programread fromthe nmenory 52. 5 The SAM control unit 74 controls a
process using the SAM 51. The nenpry contyol unit 75 npn ges an
appl i cation prog?%n?%?o?%ﬂv?ns?ﬁelﬁ%nﬁfythi PEﬁéEPFIEﬁEP% g rmenory
control unit.75 for exanple allocates the I C virtual 10 storage area 60a to
t he port abl théréepheneergppaeat dnvedvind haghdveeonfideaddpicati on programs
65a, 65b, and 65¢c to the IC virtual storage area 60a. [Portable Tel ephone

Appar at us Igtolsss88WBubA hbkGauthehBfcpeibabb& thkepeasen im apparatus 14
conprises the portable conmunication function unit 20 and the IC 21. Here,

the portabl g, coppypi ?@L&QGL&HQ%I 081Bkt0d9c RBHESSPRASMNRARE and

comuni cation circuit of the present invention, and the I C 21 corresponds
to t inte rated 20_cir Lfgf the present invention. Note that the
us

portabl e t ef ephdhs=aharart conprising the portabl e comunication.

function unit 20 and the IC 21 is exeggllfled I n %?e present enbodi nent,
however, for exanpl®,Safrviee Rrpviding fPeprEeErant

The IC service providing apparatus 12 transfer data
required in the service performed using a data carrier
function and/or an individual authentication function

10 built into a chié of the.IQ 21 with the ICWR/W.apparatus
11.

Note that in the present invention (10th aspect of
the present invention), for example, the IC service
providing apparatus 12 may communicate with the virtual

i5 IC storage area server apparatus 13 through the IC R/W
apparatus 11 and the portable telephone apparatus 14 to
perfotm the process relating to the serviceAin
collaboration with the virtual IC sterage area server
epparatus 13 in responee'to the applicationlprogram

20 executed by the virtual‘IC storage area server apparatus
13.

In this case, the IC_R/W apparatus 11 transfer data
between the IC 21 and the IC service providing apparatus’
12 in order to relay communicatien between the IC service

25 providing apparatﬁs 12 and the virtual IC storage area



25 circuit of the 19th aspect of the present invention) 42 16 Novenber 2005

having the I1C 21, the antenna, and a conmuni cati on i i r%go_m"%(}j' ation
nmeans of the present invention) nount on a substr;ée%é%‘%le e use .5CI n

this case, conmunication with the virtudal I1C 5 storage area server
apparatus 13 is conducted using the antenna and the comunication circuit.
<Portabl e Communi cation Function Unit 20> FIG 8 is a functional block

di agr am of servep@anraFatepdni cation function unit 20 shown in FIG 1. 10
As shown in FIG 8, the portable communication function 20 conprises, for
exanpl e, an audi ot WHaItHE TAUR/W IpparatAlDINIA oshvidrsilBh unit 32, a
DSP 33, a display unit 34, an operation unit 35, an ICI/F unit 36, a

menory 37, 2 R3%% R ROe SSiprabas B9 mapdba dbnidgetedsasnit 40. The
audi o input/output unit 31 conprises a speaker for outputting

voi ces/ SOUNgs L | ESA0NSS 0 All 0! P05paUEL o5y 0N3k hBDM! Leflgieom the

A/ DD/ A conversron u an or outputting an anal og audi o
signal 20 generated in response to the inputted voice/sound to the A/ DDA
conver si on FMATIS The A/ DD/ A conversion unit 32 converts a digital audio
signal inputted fromthe DSP 33 into an anal og audio signal }o t her eby
output it to the [Niditnads 4G R9wAAD ALemi FeRYer Apparatds 13

The virtual IC storagé area server apparatus 13
functions as a virtual memory of the IC 21 of the
portable telephone apparatus 14, stofes an application

1G program relating to a service performed using a data
carrier function and/or an individual authentication
function built into a chip of the IC 21, and executes the
application program in response to an instruction from
the IC 21.

15 FIG. 3 is a functional block diagram of_the virtual
IC storage area server apparatus 13.

As shgwn in FIG. 3, the virtual IC storage area
server apparatus 13 éomprises, for example, a SAM 51, a
‘memory 52, a control unit 53, and an I/F unit¥54.

20 . FIG. 4 is a functional block diagram ofrthe SAM 51
éhown in FIG. 3.

The SAM 51 is a tamper-resistant module of a
hardware or software.

The SAM 51, as shown in FIG. 4, comprises an

25 . authentication unit 61, an encryption/decryption unit 62,




16 Novenber 2005 Further, the A/DD/ A conversion unit 32 converts an anal og
audi o signal inputted fromthe audi o i nput/output t

digital audio signal thereby output it 3 to the DSP SrS]léé\?o%hnﬁﬁ%DZg@%
perfornms a band conpression process of ? 10 25 di gital audio signal. The
display unit 34 displays an inmage in response to an image signal inputted
fromthe control unit 38, for exanple, a liquid crystal displa The
oper ati on ww tIQ5wurgel seslbp& atang Mtl%nselﬂﬁ%idon%‘b‘a?ﬁsoBBthﬁ

signals to the control unit 38 in response to an operation of the

operating buttongTHyy autHeaeticdticon GiniE émidordbudiss ankdkEl (Uni ver sal
Asynchronons Receiver Transmtter), 1 C2, USB, |EEE 139 or other interfaces

for transfef g, dala it heibe bho2ic SY0MRIBuEhG dutdBReTBARLYn37 Stores

programs and data required in processes in the control unit 38 and the
base band ce e ry 37 may be, for exanple, a nenory
fixed to t"’ﬁetq'b'%l %@W%’éﬁ% uhction unit 20 in a state where it
cannot be detached, or nmay be a ?nﬁlﬁ card oy 2%Eher nor i es, det achabl e
fromdt he port abl RS ARFFEREIAFY ¢ T"o‘?f‘d?ﬁ"c Y&Ffbetr °2005

-example, encryption of an application program to be
registered {(write) into the memory 52, and decryptiqn of
an application program read from the memory 52.
The IC control unit 63 controls, for example,
10 communication with the IC 21.
The IC related process unit 64 performs a process
relating to a predetermined service in collaboration with
the IC 21.
The memory 52 is used as the virtual memoxry of the
15 IC 21 to store an applicaticon program relating to a
service performed qsing a data carrier function and/or'an
individual authenticatiocn function built into a chip of
the IC 21.
The memory 52, as shown in FIG. 5, comprises IC
- .20 virtual storage areas 60a, 60b, 60c... allocated to every
user (portable telephone apparatus) in advance by a
registratién process which will be explained later. For
éxampie, the IC virtual storage area 60a is allocated to
the user A of the portable telephone appafatus 14, thé Ic

25 virtual storage area 60b is allocated'to a user B, and



44 The menory 37 has a storage capacity of, for exanple, 64k or 1M bytes;
etc. Further, the portable conmunication function unit6 ﬁg%gtoag§¥%ﬂithe
menory 37, for exanple, a programb5 deu ing a proces u3|n§ﬁFhe 1, and
in response to an instruction fromthe 1C 21, may transmt a programread
fromthe menory 37 by the control unit 38 to a control unit 48 of the IC
21.through the ICI/F unit 36 and an |/F unit 45. Further, the control
uni t -48 exekthe cECthirtoaicaliopragr anpavhlrehy alppsated fg 3t P8§%t &-a
service may be perforned in collaboration with the control unit 38 and the
control unit 48 tiotighr | hfot Gekamplei 4s 38hanwd ivhBIELF6unit 45 The contro
unit 38 conprehensively controls the 15 processes of the portable:

comuni cat i g, { 40t O Yobyrakls 68A¢ 5Bt Aal wbthrbgiegezedt byl had by the
control unit 48 shown in FIG 9, controls the control unit 48. The base

band - L 0o, unj 9 : : i beel It
and pr ocessigs ULl o3 % HELL 8k ol DESE: HNd:AEacesani 2l Haaivkgel ess un

40 perform ying and detecting a wave of the data
GBS o5 i Enad 13aH ArpertPESRat AnFPRntEgP At Bt FEGLEIES Tetonber
2005 45 caqggle gﬁep;ev%gégggohlILgiLaggngggri%gbangnha%%%ring of
- : PP prog ¢ 02D,
respectively are programs defining processes relating to
services provided using the IC 21.
The memory 52 has a storage capacity of, for
10 " example, 2k, 4k, or Bk.

The control unit 53 integrates the processes of the
virtual IC storage area server apparatus 13 to control
the same.

FIG. 7 is a functional block diagram of the control

15- - unit 53.

As shown-in FIG. 7, the control unit 53 comprises a
portal unit 71, a user I/F unit 72, an AP {application
program) execution unit 73, a SAM control unit 74, and a
memory control unit 75.

20 The portal unit 71 realizes a portal function in
respohse to, for example, an access from the portable
" telephone apparatus 14. For example, it displays a menu
screen of providable services on a Aisplay portion of the
'portable telephone apparatus 14.

25 The user I/F unit 72 controls a user I/F screen to



data and processes in the IC 21 and data to be transferred with the

outside, and perforns processes relating to various ki ryi ces
determ ned in 5 advance to be provided *fing the IC ﬁb%?%%ﬁ%&§%§§%¥%?and

the I C service providing apparatus 12. G 9 is a functional block diagram
of the 1C 21 shown in FIG 1. As shown in FIG 9, the IC 21 conprises, for
10 exanple, the I/F unit 45, a nenory 46, an analog unit 47, and the
control unibke 4@8isFhavedFonnat displayanniftt 4f 9€e ther PPELABBIring data
with the ICI/F unit 36 of the portable comunication function unit 20
shown FI G Sebyphoner eppdbasystem.or wirel ess system The nenory 46 stores
data and a programrequired in a process of the control unit 48. Note that

an application ppRIra &sedutiond RALLI 99 8kedutasvhheapplibativari ous
services provided by using the 1C 21 may be 20 stored in the nenory 46. The

analog unit_47 anplifies a [ ansferred with the ICR'W
appar at us ]H??%F%@gﬁe?ﬁefggﬁt5&%a8§§k%§ gﬁmﬁreless system and ot her anal og

processes. 25 The control unit 48 integrates processes of Lhe LC 46 16
Noverfber 2005 21 TQPt?@#e%?nﬁﬁﬂ%rBFl%hg4sgﬁ§Fg? & BoRtro S%nﬁFng control s

the control unit 38 together with being controlled by the control unit 38
of the SAM 51.

The memory control unit 75 manages an application
program stored in the memory 52. Specifically, the memgry
control unit 75 for example allocates the IC virtual

10 storage area 60a to the portable telephone apparatus 14
and registers tﬁe application programs 65a, 65b, and 65c
~ to the IC vi;tual storage area 60a.

[Portable Telephone Apparatus 14}

As shown in FIG. 1, the portable telephone

15 apparatus 14 comprises the portable communication
function unit 20 and the IC 21.

Here, the portable commugication function unit 20
corresponds to the communication circuitrof the present
invention, aﬁd-the IC 21 corrxesponds to the integrated

20 circuit of the present invention.

Note that the portable telephone apparatus 14
comprising the portable communication fﬁnction unit 20
and the Ié 21 is exemplified in the prgsent embodiment,
however, for example, an IC chip module (electronic

,25 . cdircuit of £he 19th aspect of the present invention)



t he portabl e conmunication function unit 20. 5 The base band processi ng

unit 39 perforns a base band process of a signal tr f | t
wireless wunit 40. The I1C 21, as shown FIG 10, agfﬁgégﬁgﬁ%eﬁﬁ)lcatlon

programstored in a nenory 52 of the virtual 10 |IC storage area server
apparatus 13 shown in FIG 3 through the portable comunication function
unit 20, the wreless communication |line 17, and the network 18. The
virtual | Chavingethe eBCstvethgppatanns, 13ndag sewmyRieati¢connected to
the wireless conmunication line 17 15 by an exclusive line or the |ike.

FIG 11 is @iweeitf (commphhtatignanpansesf sbquenesenbeingentibal)l C 21, the
portabl e comruni cation function unit 20 and the virtual |1C storage area

server appagiinted lonif tiBseaseeRshebkh@sk@, 21 utilizes an application 20
program stored in the menory 52 of the virtual IC storage area server

apparatus 13. AS shaw I1EG dupihe %geﬂaﬁ% 48 ghehbe 1 21

transmts a menory access reqUes e control unit of the portable.
conmmuni cation function unit 20 g iTZOO% andtl resgon%% t her et o,
the control SHFFISL LT 13°RBTE asah st? n&fi PRRERE TRENBFY " dc F8Ss request
to control unit 53 of the virtual |1C storage area server apparatus 13
(Step = ST20mtemremndnthaccengunieatignt girfABikenory 52 fromthe 5 1C 21
is permtted, the control unit 53 transmts a

<Portable Communication Function Unit 20>

FIG. 8 is a functiocnal block diagram of the
portable communication function unit 20 shown in FIG. 1.
10 As shown in FIG. 8, the portable communication
function 20 comprises, for example, an audio input/output
unit 31, an A/D-D/A conversion unit 32, a DSP 33, a
display unit 34, an operation unit 35, an IC_I/F unit 36,
a memory 37, a base band processing unit 39, and a
15 wireless,ﬁnit 40 .
Thé audio input/output unit 31 comprises a speaker
for outputting voices/sounds in responéerto an analog
audio signal inputted from the A/D'D/A conversion unit 32,
and a mike for ocutputting an analog:audio signal
20 'éenerated in response to the inputtea voice/sound to the
A/D‘D/A conversion unit 32.
The A/D-D/A conversion unit 32 converits a digitalr
audio signal inputted from the DSP 33 ihto an analog
vaudio signal torthereby output it to the audio

25 input/output unit 31.



menory access perm ssion notification to the control unit 38 of the
portabl e communi cation function unit 20 (Step STZOZ)%--%{]JQ/e e ,confyol unit
38 transnits the nmenory access perm sgipon notificati'onto the control unit
48 of 10 the I1C 21 in response thereto ?St ep ST203). 15 Then, when the
control unit 48 of the 1C 21 receives the nenory access permn ssion
notification at step ST203, it perforns a nmenory access operation to the
control unit 38 @haxtiemoriheh| A/ Tdhifumoasersd oMt o2 FonY &t e ¥Br204) ,
and in response thereto, the control unit 38 perfornms the nenory access
operation tamdlrey cordi®lsigmal SBnpdttdd fion udhe I@@%‘arh@%ﬁg?‘é‘étg\éFver
apparatus 13 (Step ST205). The control unit 53 accesses the nenory 52 in 20

response tQ,ihe FENMH Yo 265 ESSdDpetal | HIdieceiyeal f tharehe cohpubl 1tnit 38.
Then, when nmenory access is conpleted, the control wunit 53 of the virtual

| C storage ,ar S rp@apparatus 13 outputs a nmenory access acknow edge to
t he controltc??qlenﬁé%g%f t he- portabl e communi cation function unit 20 48 16

Novenber 2005 (Step ST206),.and_in response t - | Nt 38
outp@ts the mm@%%g%m%e’“%)al?cﬁec%%%?léﬁﬁ?%gg%ggfo?he IC 21

(Step ST207). Further, in the case an application program5 defining a
process of diwitad Zudisossibgeadlin the nenory 37 of the portable
conmmuni cation function unit 20, as .

The display unit 34 displays an image in response

to an image signal inputted from the control unit 38, for
example, a liquid crystal display.

10 The opefation unit 35 comprises operating buttons
and outputs operation signals to the control unit 38 in
response to an operation of the operating buttons by a
user.

The IC_I/F unit 36 is a UART (Universal‘:

15 Asynchronons Receiver Transmitter), IC2, USB, IEEE 139 or
other interfaces for transferring data with the IC 21
shown in FIG. 1.

The'mémory_BT stores programs and data required ip
processes in the control unit 38 and. the base band

:20 processing unit 39.

The mémory 37 may be, for example, a'memory fixed
to the portable communication function unit 20 in a state
where it cannot be detached, or may bé a memory card or

other memories detachable from the portable communication

25 function unit 20.




shown in FIG 12, the control unit 48 of the IC 21 accesses the nenory 37
through the I/F unit 45, the 1C/F unit 36, and the goniyol unit,33 10 In
this case, the control unit 48 may exerc%te an application programread
fromthe nenory 37, or the. control unit 38 nmay execute the application
program Note that in this case the control unit 48 may hand over the
access authority of the application program 15 stored in the nmenory 37 to
the control unit & memate 3TAHRT ¢t nnags earpehey cohi rfPTunit 38 may
access the application programwhile transmtting commands between each
ot her. Thusaxzaagexy didyk ter t1re Wppikdapleteomuni cati on 20 function unit 20
and the IC 21,-providing the I/F unit 45 and the ICI/F unit 36 enabled .

communi cation betmgahdhe 0 EA 8 KO BB Hth e 201 dANEhhOPi eI dni20 and the
| C 21. Below, an exanple of an operation of the comunication system shown

in FIG 1 wJ]I_,be expl ained. S . Fig st eLall Exgmpl.gl.-49 16 Novenber
2005 Bel ow\,gdans%%(rpefsan}a’fi%ﬁeyﬁl 0’5% %?Veﬁggfé?%"glgg?énprg 1%rof t he operation
of the communication system1 iIJusté}(ilti g ? case otl p]e:rfsorrqisggt% pLocess
rel ati ng t SFIEARY IR LIRTIF tHRE ebj{; uftri 3P BnTaEBPTESL i"5n = or ogr am
stored in the virtual 1C storage area server apparatus 13 when a service

‘to be used imstahectism from theetff2bd BaY SErBEREl ByPTAETA¥ereRd

from the memory 37 by the control unit 38 to a control
unit 48 of the IC 21 through the IC_I/F unit 36 and an
I/F unit 45. Further, the control unit 48 executes the

10 read program, whereby a process relating to a ;ervice may
be performed in collaboration with the control unit 38
and the control unit 48 through the IC_I/F unit 36 and
the I/F unit=45

The control unit 38 comprehensively controls the

15 processes of the portable_communicétion function unit 20,
and together with being controlled by the control unit 48
shown in FiG. 9, confrols the control unit 48.

The base band ;rocessing unit 39 performs a base
band process.

20 The wireless unit 40 perform processes such as
amplifying and detecting a wave qf the data (signa;)
transferrgd through the antenﬁa 17 and generating an IQ
signal.

<IC 21>

25 The IC 21 is a tamper-~resistant integrated circuit



FIG 13 is a flow chart for explaining the above explanation. Bel ow, each
of the steps shown in FIG 13 wll he explained. Ste . The u
i QTR

operates the operation unit 35 of the ortable co W%ﬁ?%ﬁmction uni t

20 of the portable 15 tel ephone appar s 14 shown in FIG 8, and in
response to this operation, the control unit 38 shown in FIG 8 generates a
virtual . storage area use request (use request of the present invention)
and transnidfpdiEe SGfEpidvéieinygi 11LbtitGnehbtagenar @adsbawperipgardt us 13.
20 Step ST2: "When the virtual |IC storage area server apparatus 13 shown

in FIG 3 rq*;&geQn&q§rgéégg@g sLoLRgerarea Hse@ daequestpat step STI, based
on a control of the control 53, the SAM-51 generates an authentication

request and 25 transm.ts.this to fhe.port e Lcat. action 16
Novermber 235%“%%£%ﬂ?né2%¥£%i§%esﬂ§959§gﬁ ?Eé %?ta g g%ﬁ%&ﬁ%%ation

- function unit_ 20 shown in FIG 8,r§ceives the autaegticg%ggnikequest at 5
step' ST2, XkretRdrbP YAT1o28 KiREFaPEsSERVAGERHEEAMTOR" fequest and
transmts the authentication request to the 1C 21 through the ICI/F unit
36. Ehe | C Rdvahosnte &l @rovidedeivéngt bbe A0t RNt peRArdkufeddte®Pd rom t he
portabl e conmuni cati on

the IC service providing apparatus 12.

FIG. 9 is a functional block diagram of the IC 21
shown in FIG. 1.

As shown in FIG. 9, the IC 21 comprises, for

10 examplé, the I/F unit 45, a meﬁory 46, an analog unit 47,
and the control unit 48.

The I/F unit 45 is an interface for transferring
data with the IC_I/F unit 36 of the portable
communication function unit 20 shown FIG. 8 by é‘wired

15 system or wireless system.

The memory 46 stores data and a pfogram requirgd in
a,processfof the‘contfol unit 48. Note that an
application program used in a portion of a service of tﬁe
'various services provided by using the IC 21 may be

20 ‘ ‘stored in the memory 46.
| The analog unit 47 amplifies data {signal)
transferred with the IC_R/W apparatus 11 through‘thé
':éﬁtenna 49 by a wireless system and other analog

processes.

.25 _ The control unit 48 integrates processes of the IC




10 function unit 20 by the I/F unit 45. Step ST4: The control unit 48 of
the 1C 21 perfornms nmutual authentication with the viyf |1 e area
server apparatus 13 through the portabd comuni catiloénLk?ouveéﬁeo%n0Zr unit 20
in response to the authentication reques received at step ST3. Step STS:
When one another’'s legitimacy is authenticated by the nutual

aut hentication of step ST4, the control unit 20 53. of the virtual IC
storage ar el sk vthenpbyracnsred ghepEays-a content (content of a service)
of a virtual storage area corresponding to the portable tel ephone
apparatus 14 on ties dispteyl wmit 348 ofotheohsr thd| eontonkunhddt B8n function
unit 20. 25 Step ST6: 51 16 Novenber 2005 The user A selects a service for

use by opergih&ehetRieREhaLhGNcHAo3DehaBedtRE EbAtYbIl uali tsB36r afe ar ea
content displayed at step STS. Due to this, the control wunit 38 of the

portabl e coin, GALLRM. UBkLR-UEEbn2BundegBRCLARES 28N aPPI I cation sel ect
or-1ns e f

I nstruction ructrng the selecting of an application program

corresponding to the selected service,.and transgits_th S k@ the
virttal | C storagiParkasedhdrd %533?§%ﬁ§glgylgsggbp 9%T8 %H?t%gr, t he

control unit 38 of the portable comunication function unit Osgfnerates a
vi rt ual band process of a signal transferred with the wirele

unit 40.
The IC 21, as shown in FIG. 10, utilizes an
application program stored in a memory 52 of the virtual
10 IC storage area server apparatus 13 shown in FIG. 3
through the portable communication function unit 20, the
wireless communication line 17, and the network 18. The
s‘virtual IC storage area server apparatus 13 may be
directly connected to the wireless communication line 17
15 by an exclusive line or the like.
FiG. 11 is a view for explaining a process sequence
between the IC 21, the portable communication function
unit.20 and the virtual IC storage area Se;ver appératus

13 in the case where the IC 21 utilizes an application

’ : 20 program stored in the memory 52 of the virtual IC storage
‘ area server apparatus 13.

As shdwn in FIG. 11, the control unit 48 of the IC

} 21 transmits.a memory access request to the control unit

38 of the portable communication function unit 20 (Step

25 - -STZOO), and in response thereto, the control unit 38



storage area use instruction and transmts this to the IC 21 through the
IC_I/F unit 36. The 1C 21 shown in FIG 9 receives t G\Qr‘}eq&lerlféto%t rage
area use instruction fromthe portable mruni cati on function uni

the I/F unit 45. Step ST8: The IC RFWapparatus 11 and the 1C 21 are
enabled into a wirel ess conmuni cation state through the antenna 49 of the.
IC 21. In this case, data is transferred and power is supplied_bet

the. | C R Weppremits the meneng areess FRABAGH tReCRREERMavRSt Rﬁeﬁgﬁ
stabilized direct current voltage is supplied to each of the circuits |n
the IC 21. €ie thett&l RIQV appaagéusréh aedveheappfaatmsy 125 (B&epnabl ed into
a wWreless communi cation state by a power 16 Novenber 2005 52 source froma
battery insggleoipe portable tel ephone apparatus 14. Step ST9: In response
‘to-the application select instruction 5 of step ST6 and the virtual

storage area Use jys{1 ki R OleS1£0CSTZ. cULHA! maHbREN5ECRLLAN Ehe

conduct ed bet wee uni t and the virtual TC storage area

13 th the, | C 21 th t ab) i
e R PPALALS, 13 L Ut e CBE 0T LE PRl RBLG i cation

aut henticated by the. nutual authentlcatlon of step ST9, the control uni t
53 of the Viememy C-Ss8rBOEMAPEACBeRPEiTAFpLigpEorFhe control unit

38 of the portable communication functicn unit 20 (Step

ST202), and the control unit 38 transmits the memory

access permission notification to the control unit 48 of
10 the IC 21 in response thereto (Step ST203).

Then, when the control unit 48 of the IC 21
receives the memory access pérmissibn notification at
step 8ST203, it performs a memo;y-access operation to the
cOntfoi unit 38 of the portable communication function 20

i5 " (Step ST204), and in response thereto, the control unit
38-performs the memory access operation to the control
uﬁit 53 6f the virtual IC storage area server apparatus
13 (Step STZ205).
| The control unit 53 accesses the memory 52 in
20 - iespcnse to the memory access operation received from the‘
édntrol unit 38.

Then,'when'memory access is compl%ted, the contgol
unit 53 of the viftual IC storage area server gpparatus
13 outputs a memory access acknowledge to  the control

25 unit 38 of the portable communication function unit 20




instruction received at step ST6 from the nmenory 52 t uting
the application program Step ST1l: [l e conwunicé%?%gﬁ%ﬁﬁgﬁb%%ﬁﬁg

portabl e 20 communi cation function unit 20 and the I1C 21, the virtual IC
storage area server apparatus 13 executing the application program and the
IC RRWunit 11 execute a process relating to a service in collabhoration
with each 6$hep. STBOS)cpasdi2n sespenReyvshserteoobhonefntRelpi@idssi ng of
step ST11 ends, the virtual |1C storage area server apparatus 13 displays a
use record 38 heuephitandha memorgcardest hbhknowledge bn the dogprayl unit 34
.of the portable comrunication function unit 20. 5 [ Second QOperation

Exanpl e] Below: 28 S¥pkaBatbop1Wiklkepesabwen .of the exanple of the
“operation of the comrunication system1l illustrating the case of

performing a procgss fglatifachg o8s3°LKI SE¥3LE%s LHCEEG2AnbY ULi 11 2ing an

application 10 programsfored i n t storage area server

apparatus 13 when a service to be sel ect hy the | C RIW . appar 11 is
aut orfat i cal B§EFRSRI LBt BYCFESPhE vFﬁFu&F gﬁcl t8F8§385?8at§%?8§?%%§§aratus

13. FIG 14 is a flow chart for explaining the above 15 exenplified
as

operation. 37 of the portable communication function uqlt 20,
| shown in FIG. 12, the control unit 48 of the iIC 21
accesses the memory 37 through the I/F unitk45, the
IC I/F unit 36, and the control unit 38.

10 Iﬁ this case, the coptrol unit 48 may execute an
application program read from the memory 37, or the
control unit 38 may execute the application program.

Note that in this case the control unit 48 may hand
ovei the access authority of the application program

15 stored iﬁ the memory 37 to the control unit 38, or the
control uﬁit 48 and the control unit 38 may access the
épplication program while transmitting commands between
each other.

Thus, according to the portable communicatiqn

20 function unit 20 and the IC:21,.providing the I/F unit 45
;nd the IC_I/F unit 36 enabled comﬁunication between the
portable cémmunication function unit 20 and the IC 21.

‘Below, an example of an operation of the
communication gsystem shown in FIG. 1 will be explained.

25 ‘ [First Operation Example]




Step St31: The I1C RRWapparatus 11 and the IC 2.1 are enabled into a

W rel ess communi cation state through the antenna 49 len this
case, data is transferred and 20 power jg supplied beq%é%%%?kgﬂfé? "W
apparatus 11 and the IC 21 through the antenna 49, whereby a stabilized
direct current voltage is supplied to each of the circuits in the IC 21.
O, the IGR Wapparatus 11 and the I1C 21 may be enabled into a wreless
communi cat i on st &L 2PHoeplamatien ceitl Be bR ey FhS ﬁﬁa’Pﬁ\eMeportabl e
t el ephone 16 Novenber 2005 54 apparatus 14. Step ST32: The ICR W
appar at us Idf t tlesopesationppfi thei commynicationssyatemrod for determ ning
an application program 5 corresponding to a service perfornmed using the

| C_ R W appayptwstddeingt hechEe2ds pBefbEm2igShoprotasEl Eelatiageitees t he
application select instruction fromthe IC RRWapparatus 11 by the

ant enna 49 shoyfed WELSy Pne10cSsePpoTagi1ThenG 0BT GptabhtdBaol the |C 21

shown in FIG 9 conducts a search t0 check whet her e application

: det Il ned by th | cat i. | eqt | ' i ved at st
S35 1S CIRTEHTh THETRrbhy B GPIRBEL 16 THER-OHrekoRgoERE Ol Uni ¢ b

judges that the application programis stored in the penory 46, .proceeds
20 " apparatus 13 when a service to be used by the user A is

specified and selected by the user A.

FIG. 13 is a flow chart for explaining the above

explanation.
10 Below, each of the steps shown in FIG. 13 will be
explained.
Steé ST1:

The user A operates the operation unit 35 of the
portable communication fuﬁction unit 20 of the portable
15 | telephone appafatus 14 shown in FIG. 8, and in response
to this ope?ation, the control unit 38 shown in FIG. B
generates a virtual'storage afea:use request (use request
of the present invention) and.transmits the same to the
. virtual IC storage area server apparatus 13.
20 Step ST2:
When tﬁe virtual IC storage area serxver apparatus
13 shown in FIG 3 receives the virtual storage area use
request at step STi, based on a control of the control 53,
?he SAM 51 generates an authentication request and

- 25 transmits this to the portable communication function



to' the processing of step ST34, while when it judges that the application

programis not stored in the nenory 46, proceeds to i f step
ST36. Step ST34: Wien it has been judg at step STSQI?ﬁgﬁk%ﬁ§§$§g%chation

programis stored in the nenory 46, th C21. and the IC RRWapparatus 11
conduct nutual authentication. Step ST35: 25 Wien one another's |egitinacy
is authenticated by 16 Novenber 2005 55 the nutual authentication of step
ST34, the camito20unit 48 of the IC 21 showmn in FIG 9 reads the
application programfromthe nmenory 46 to execute the sanme. Due to this,
the 1C 21 and thest&p Ré¥8apparatus 11, 5 while in communication, execute-
the process relating to the service in collaboration with each other. Step

ST36: When it hasgbeen, +3b18! BBmla3chBbnt PenceBBhi Gakioroprogram is
not stored in théﬂ%%§DF§gg%$gtﬁ% 10 1C 21 ﬁotif?es ?ﬁe | C RFWapparatus 11

t hrough the antenpa 49 thgt the.there,is_ng,appli .lon _proar Step
ST37: Fuﬂﬂﬁﬁ?w?hbncgﬁFro ﬁﬁFFlX§So%hthulBeg%lgéﬁéfé g%d%%{%$¥hal

storage area use request and transmts _this to .15 the partahl.e .
conmni cat | ¥e® URER i oFh20CPREEGEh UPRE PPFgeHﬁFﬁﬁﬁﬁ.a§téﬁ€§ﬁ£¥‘°ﬂﬁ§%ﬁwtable

communi cation function 20 shown in FIG
request and transmits the authentication request to the

I

IC 21 through the IC I/F unit 36.

Thé IC 21 shown in FIG. 9 receives the
authentication request from the portable communication
10 function unit 20 by the I/F unit 45.

Step ST4:

The control unit 48 of the IC 21 performs mutual
authentication with the virtuél Ic‘stérage area server
apparatu5713 through the portable communication function

15 unit 20 in response to the authentication request
raeceived at step ST3.

Step STS:

When one another’s legitimaéy is aﬁthenticated by
the mutual authentication of step ST4, the control unit

20 | 53 of the virtual IC storage area server apparatus 13
&isplayé a content (content-of a service)abf a-virtual
storage area corresponding to the'portabie telephone

‘apparatﬁsrl4 on the display unit 34 of the portable
communiéation function unit 20.

25 - - Step ST6:



8 receives the virtual storage area use request fromthe 20 IC 21 by the
ICI/F unit 36, and transmts the sane to the ertuaJ%éf&éﬁt%gg¥aéH

server apparatus 13 fromthe antenna 4&1 Step ST39: en the virtual I1C
storage area server apparatus 25 13 shown in FIG 3 receives the virtual
storage area use 16 Novenber 2005 56 request at step ST38, based on the
control of the control wunit 53, the SAM 51 generates an aut henti cation
request and tranBhetyseni 2 selepsspsr saFVacEoRRENHESt PN OPEREMTSHY unit

20. 5 Step 40: Wen the portable comunication function unit 20 shown in
FI G 8 recethNesopbeattibhenhitatisobaseguest tdte vsitrdmalT3Fonags cora ol unit
38 generates an authentication request and transmts the authentication 10

request to thgebke2dikpiayeld Ghe stef 915 Ubide 3% thisTheneC cthitshamn in
FIG 9 receives the authentication request fromthe portabl e conmmrunication

function unit.20;5hraugh tB%r f&“ébﬁﬁ%nf@%ﬁ}éﬁ?%knéﬁﬁédﬂuﬁfé”2d”“t 48 of

the 1C 21 b%?%orns mut ua authentication w e virtual 1C storage area

server apparatus 13 through .the portahl e co ni cat.ion function unit 20 in
response tdg?ﬂ%rﬁﬁFﬁeﬁPiEEP'&ﬁaFé&Eb§F3ﬂﬁ§x£HE§fﬁé¥ e6£§ﬁ40.

instructing the selecting of an application program

corresponding to the selected service, and transmits the

same to the virtual IC storage area server apparatus 13.
Step ST7:

10 Further, the-control unit 38 of the portable
cémmunication function unit 20 generates a virtual
storage area use instruction and transmits this to the IC
21 through the IC I/F unit 36.

The IC 21 shown in FIG. 9 receives the virtual

15 storage area use instruction from the portable

communication function unit 20 by the I/F unit 45.

Step ST8:

The IC R/W app;ratus 11 and the IC 21 are enablied
into'a wireleés communication state through the antenna

20 49 of the IC 21. In this case, data is transferred and
power is supplied between the IC_R/W apparatus 11 and the
Ic 21 througﬁ the antenna 49, whereby a stabilized direct
_cur#ent voltage is suppliéd to each of the circuits in
the IC 21. Or, the Ic;R/W apparatus 11 and the IC 21 may

25  be enabled into a wireless communication state by a power




20 Step ST42: \Wen one another's legitimacy is authenticated by the nutual
aut hentication of step ST41l, the control unit 53 of féquc\Q Iﬁk%‘ea} Jfgstorage
area server apparatus 13. generates aﬁy rtual storage area USsé |nstruct|on
and 25 transmts the sane to the portab comuni cation function 57 16
Novenber 2005 unit 20. Step ST43: Wien the virtual storage area use

I nstruction is received, the control unit .38 of the portable 5

comuni cat | serfencEron anbatPeryr ansiides thii porsabie telePbomeough t he
ICI/F unit 36. The IC 21 shown in FIG 9 receives the virtual storage
area use i nsppacatas faomthe portable communication function unit 20 by
the I/F unit 45. Step ST44: The IC RFRWapparatus 11 transmts an
application sel e§£eﬂ> ngtguction for determ ning an application program
corresponding to a service performed, using the IC R'W apparatus 11 to the

virtual 1C storagg, e, selyel, BABALBLS cRioh kAN BRskEZE a0 the

portable comunicatl orf Tunct 'on uni S The 1 C R/ W appar at us

11 and the virtual 1C stora%e area server paratus 13 perf rm Tt U ual
aut héht i cat$onsteRr 3tfnarethe ¥iriHah ﬁ@'"ﬁp PaBF&3c Sifui"ation Tuncti on

20 of step ST7, mutual authentication is conducted between
the IC R/W unit 11 and the virtual IC storage area server
apparatus 13 through the IC 21 and the portable
communication function unit 20.

10 Step ST10:
When one another’s legitimacy is authenticated by
the mutual authentication of stép ST9, the control unit
53 qf the virtual IC storage area server apparatus 13
reads the application program determined by the
15 application select instruction received at step ST6 from
the memory 52 and starts executing the applicetion
program.
Step ST11:
While communicating through the portable
20 . communication function unit 20 and the IC 21, the virtmual
IC storage area server apparatus 13 executing the
_application prograﬁ and the Ic;R/ﬁ unit 11 execute a
process relating to a service in collaboration with each
~other.

25 | Step ST12:



Step ST46: Wen one anot her's legitimacy is authenticated by the nutual

aut hentication of step ST9, the control unit 53 of t ' I or age

area server apparatus 13 58 16 Novenber. 2005 reads thga%%ftélr}([:}%%ﬁ OZn%OFS)E)f_ ogram

determ ned by the application select-instruction received at step ST6 from
the menory 52 and starts executing the application program 5 Step ST47:

~ The virtual |IC storage area server apparatus 13 executi nﬂﬁt he gﬁg&l cation

program and t he WhemR/theproqassingf esepritelserefat FiF vo~© rvice in
col l aboration w th each other while conmunicating through the portable 10

- communi cat iTh §tmcidennteat s@fvandaphara®ig113Sdappdans: avaer rreord

processi ng of step ST47 ends, the virtual |C storage area server apparatus

13 di spl aysciparsse r66@74 ubbereebrandratnseseeoncd oh the géspileg on the
di splay 15 unit 34 of the portable communication function unit 20. [Third

Cperat | on Byl el Sl o B £3RIENALRAANILAL:BR ShkeRiCh Lbgtezampl e of

the operation of the co Icatton system1l illustrating the case of

regi stering (secure) th C 20, virtyal storage area 60a used by the 1C 21
of tRe portable [tseﬁ%ﬂ}fgnép%’b?)'é?%?u]gxﬁﬂp*%ia storage area of the menory 52

of the virtual 1C storage area server apparatus _13 shown in FIG _3.
' Below, an explanation will be given of the example

of the operation of the communication system 1
illustrating the case of performing a process reiating tp
a service using the IC 21 by utilizing an application
10 program stored in the virtual IC storage area server
.apparatus 13 when a service to be selected by the IC_R/W
apparatus 11 is automatically instructed to the virtual
IC storage area server apparatus 13.
FIG. 14 is'a flow chart for explaining‘the above
15 - exemplified coperation.
| Step ét31:
The IC R/W apparatus 11 and the IC 21 are enabled
into a wireless communication statg-fhrough the antenna
49 ofrthe IC 21. In this case, data is,traﬁsferred and
20 " power is sﬁpplied between the IC_R/W apparatus 11 and the
ic 21 thréugh the antenna 49, whereby é stabilized direct
~éurrent vbltage is éuppliéd to each of the circuits in
the IC él. Or, the IC_R/W apparatus 11 and the IC 21 may
fbe enabled iﬁto‘a wireless communication sﬁate by a power

25 source from a battery inside the portable telephone



FIG 15 is a flow chart for explaining the above 25 exenplifi ed operation.

16 Novenber 2005 59 Step ST51: The user A operates t i 35 of
the portable comunication function unit 20 of the t[;igc@rta%lregrhgetr}gIz'.ewhfsz)ne
apparatus 14 shown in FIG 8, and in re'%‘bonse 5 to the operation, the
control unit 38 shown in FIG 8 generates a virtual storage area register
request and transmts the sane to the virtual |1C storage server apparatus
13. Step SHppaddtdseigontrol unit 53 of the virtual 1C storage area server
apparatus 13 shown in FIG 3, in response to the virtual storage area

regi ster request 4 |gpgoat step ST 51, displays a registration form
(registration screen) on the display unit 34 of the portable conmunication

15 function unit Oe fﬂ%ﬂ‘gpa@%aéﬁs ﬂeaﬁg;xrgrﬁitlhg ugﬁ%‘?ﬁgggtlﬁs

i nformati on such W nane, ress, and e- dr ess

required for _registration, accqrdi to the registrati.on_ f.orm of 20
PREE P Fods

di spl ay uni§ekact ThesERpeties fAfo FBATAES: A8n 3™ BE°iTual 1C

storage area server apparatus 13 through the antenna 41. Step ST54: 25 The
cont | unidoBBespotdiingi tbual seEviter pgafaraed using the IC R/W

appaxatué 11 to the IC 21.

The IC 21 shown in FIG. 9 receives the application
select instruction from the IC_R/W apparatus 11 by the
~antenna 49 shown in FIG. 9.

10 ' Step ST33:

The control unit 48 of the IC 21 shown in FIG. 9
conducts a search to check?whether the application
program determined by the application select instruction
received at step ST 32 is.stored in the memory 46 dr not.

15 Then, when the control unit 48 judges that the
application program is stored in the memory 46, proceeds
to’ the procéssihg of step ST34, while when it judges that
the application érogram is not stored in thérmemory 46,
proceeds to the processing of step ST36!
20 - Step ST34:
Wﬁen it has been judged at step ST33 that the
"appiicétion program is sﬁored ;n the memory 46, the IC 21
_and.the IC R/W apparatus 11 conduct mutual authentication.
Step ST35:

25 ‘ When one another’s legitimacy is authenticated by




- 16 November 2005 60 5 10 15 server apparatus 13 issues an |ID and a one tine

password for the portable tel ephone apparatus 14 anqéggggﬁg#% 5 Sane
to the portable comuni cation function %plt 20. Step e control

unit 53 of the virtual |IC storage area®~server apparatus 13 tenporarily
secures fromanong the storage areas in the nenory 52, for exanple, the IC
virtual storage area 60a shown in FIG 5 for the portabl e telephone

appar at us the( ussmua) aitlemiSiEstioThef pstepb$B3¢onkiuai eartsalf #Adti on unit
20 accesses the ICvirtual storage area 60a by using the~ID and the one

time passwagd Jreagie/ert il Sé1epwSThd . FEEeps SFedds Thire pappabtetéomuni cat i on
function unit 20 changes the password. The changed password i s managed by

the COnt! ol iildam $xom! G ﬁéﬁor%naéh&,vgﬁéeakel&étgéﬁge area server

appar at us own in FIG 3 ased on a control of the control t he
port abl o Communi B8 diF At oS UFY (2 boan sy Bie sﬁ@Sﬁ?‘aﬁpm&éc’ﬁhe
5 while in communication, execute the process relatlng,to
the service in collaboration with each othef.
Step ST36:
When it has been judged at step STBB that the
application program is not stored in the memory 46, the
10 IC 21 notifies the IC R/W apparatus 11 through the
antenna 49 that the there is no application program.
Step ST37:
‘Further, the control unit 48 of the IC 21 generates
"a virtual storage area use request and transmits this to
15 the portable communication function 20 through thg I/F
unit 45.
Step STSS:
The portable communication function 20 shown in FIG.
8 receives the virtual storage area use request from the
20 = IC 21 by the IC_I/f unit 36, and transmits the same to
| the virtual IC storage area server apparatus.13 from the
anﬁenna 41 .
Step ST39:
When the virtual IC storage area server apparatus‘

25 . i3 éhqwn in FIG. 3 receives the virtual storage area hsg




25 When the portabl e conmunication function unit 20 16 Novenber 2005 61
shown in FIG 8 receives the authentication request af s #@%Té%ootﬁe
control unit 38 generates an authenticaiion request an ransmts the
aut hentication request to the IC 21 th gh the ICI/F unit 36. 5 The IC
21 shown in FIG 9 receives the authentication request fromthe portable
communi cation function unit 20 through the I/F unit 45. Step ST60: The
control unitediBest sbest&p24TPO|fbassdnohushe tonggclemf dls eentinH t he
virtual IC storage area server apparatus 13 through the portable

communi cat i gi £ UAst | PRe SAIMt 520gbReratpenan hathbe tddatdrin catduestr equest
recei ved at step ST59. St ep ST61: 15 When one another's legitinmacy is

~authent i cat ed b%%?%&si@gt PRk oauLhentl palkaB 8l cshipnITabic dldcdide | C

21(indivic1atlj%ﬁ1 IS recelve e SAM 51 of the .virtual IC

storage area server apparatus 13. Step ST62: 20 The SAM 51 of the virtual |
| C storage upih rver apparatus registers the ID of the IC 21 received at |
step ST 61, the ID issued at step ST54, and the password received at step I
ST575 n correspor#fegrel®th the IC virtual storage area 60a shown in FIG

5. 25 Step ST63: 62

When the portable communication function unit 20
shown in FIG. 8 receives the authentication request at
step.ST39, the control unit-38 generates an
authentication request and transmits the authentication

10 request to the IC 21 through the IC_I/F unit 36.

The IC 21 shown in FIG. 9 reqeivesAthe
authentication request from the portable communication
function unit 20 through the I/F unit 45.

Step ST4l:

15 A ‘_ The control unit 48 of the IC 21 performs mutual
authentication with the virtual IC storage area server
apparatus 13 through the portable coﬁmunication function

_unit 20 in response to the authentication request
received at.step ST40.

20 ' " Step ST42:

| When one another’s'legitimacy is authenticated by
the mutual authentication of step ST4l, the control unit
53 of the virtual IC storage area server apparatus 13
generates a virtual storage area use instruction and

25 ° transmits the same to the portable communication function



16 Novenber 2005 The virtual |C storage area server apparatus 13 notifies
t he portabl e communication function unit 20 the fact {4 tua
storage area 60a has been allocated tg-the portable %%:}g%ﬁegﬂgeﬂa%pdg%t us
14.- 5 [Fourth Operation Exanple] Below, an explanation will be given of an
exanple of the operation illustrating a case of registering the
application program65a in the IC virtual storage area 60a allocated to

t he portablt@itte|Zhone apparatus 14 in 10 the above third exenplified
operation in response to an operation of the user A FIG 16 is a flow
chart for explai Htp t3®WAHbove exenplified operation. Step ST71: 15 The
user A operates the operation unit 35 of the portable comunication

function unit 20vwefed hendorisbh£l $ebeafenaraapasat isstéushdwn is FI G 8,
and in response to the operation, the control unit 38 shown in FIG 8

generates gn annldsatiQl L&FESLE uh@HUSEt o2Ndnk! pBSHRLI 20 the same to the
virtual | C storage area server apparatus 13. Step ST72: Wen the virtual 1C

storage area server aratus, 13 sha ' ;Gecehves h j cation
ool &or 2etrir EFOR Bpdrian “YRECAR, Eriahe; PSS (i URPRC T )

2005 aut hentication request and transmts the sane to the
21 through the IC_I/F unit 36.

The IC 21 shown in FIG. 9 receives the virtual
storage area use instruction from the portable
communication function unit 20 by the I/F unit 45.

10 Step ST44:

| The IC R/W apparatus 11 transmits an application
select instruction for determining an application program
corresponding to a service performed using the fC_R/W
apparatus-ll tc the virtual IC storage area server

15 apparatus 13. through the IC 21 and the portable
communication function gnit 20.

Step ST45:

The IC R/W apparatus 11 and the virtual IC sto?age
area server apparatus 13 perform mutual authentication .

20 through the IC 21 and the portable communication function
| 20.

Step ST46:

When one another’s legitimacy is authegticéted by
the mﬁtual authentication of step ST9, the control unit

25 - 53 of the virtual IC storage area server apparatus 13




portabl e conmuni cation function unit 20 based on the control of the
control unit 53. Step ST73: 5 Wien the portable comupd galdan.dunggdpn 20
shown in FIG 8 receives the authentiggtion request at step SIT72, the
control unit 38 generates an authentication -request and transmts the

aut hentication request to the 1C 21 through the ICI/F unit 36. 10 The IC
21 shown in FIG 9 receives the authenti&gtion.regug;t Lron1the portabl e
communi cat FeRdst Jha iapPlifation Rreger R ERFPLA8S R f8i 74: The contro
unit 48 of the I C 21 performs nutual 15 authentication with the virtual 1C
storage ar eppddroadriomppatettsingtrhebign recepverdaptesEsRntnPc L8N
function wunit 20 in response to the authentication request received at
step ST73. tnd @endApb 520andestones aspbbetisgl ehet apptycatiant henti cated by
t he nutual "authentication of step ST74, the control unit 53 of the virtual °
| C storage q&ggxagrver apparatus 13 notifies the portable conmmunication
function ufit 20 t hat preparation of registering the application is
conpleted. 25 S%ﬁp S@gpu7ﬁ4 16 Novenber 2005 . The portabl e comunication
function unit 20 énérates a relay instruction based on the notification

of step ST75 and transmts the same to the IC 21 through
The virtual IC storage area server apparatus 13

executing the application prﬁgram, and the IC R/W unit 11
execute a process relating to a service in collaboration
with each other while communicating through the portable
10 ‘communication function unit 20 and the IC 21.
Step STA48:
When the processing of step ST47 ends, the virtual
IC storage area server apparatus.13 displays a use record
thereof and a use récord of the service on the display
15 unit 34 of the portable communication funct;on unit 20.
[Third Operation Example]
Below, an explanation will be given of the example
of the operation of the communication gystem 1
illﬁstrating the case of registg:ing (secure) the IC
| 20 virtual storage aieé 60a used by the IC 21 6f‘the
portable telephone apparatus 14 in”a storage area of the
 memory 52 of the virtual IC storage area server apparatﬁs
13 shown in FIG. 3.
FIG. 15 is a flow chart for explaining the above

25 . exemplified operétion.




.instruction fromthe portable communication functio | y. I/ F
unit 45. Step ST77: The IC RFW appar S 11 and thglﬁghé‘ielé?eepezn%ﬁed 10

to be in a wireless conmunication staté&-via the antenna 49. Step ST78: The
|C RFRWapparatus 11 and the virtual 1C storage area server apparatus 13
perform nmutual authentication 15 through the 1C 21 and the portable
communi cat i on f u®dEpor$Tad.: Step ST79: Wien one another's legitimacy is

aut henticated by the nutual authentication of step ST78, the virtual I1C
20 storage area I erseap@Farciaratids atite t dpetO:RiyVapphr 3busfithenhil e
communi cating through the portable comunication function unit 20 and the

I C 21, per Bl G diiisi &t {dn PERLEESoRT uhlle 2pPbECEhieOBofttalilam 65a in
col l aboration with each other. 25 Specifically, the application program

65a is 65 6._November 200, ransm d;to e Hir | i LCrakpdde area
server ap%ae:]‘zﬁpuso a*epr%anﬁoﬁ‘%‘ééI%{R%%ggpgrla?ﬁg'ﬁf %gr ébyrtgﬁe application

DrogLam 654 1 & o A4S0 UL N IETOLY, 521 OLnl BaH! Lhtigh bS 9 2ge area

server app&at
generates a virtual storage area register request and
transmits the same to the wvirtual IC storage server
apparatus i3.

Step ST52:

10 , The control unit 53 of the virtual IC storage area
.server apparatus 13 shown in FIG. 3, in response to the
virtual storage area register reéuest received at step ST
51, displays a registration form (registration screen} on
the display unit 34 of the portable communication

15 function unit 20 shoﬁn-in FIG. 8B.

Step STS53:

Thé user A inputs information such as @he user'’s
own‘name, address, and e-mail address required for
registration according to the registration form of the

20 display unit 34.

The inputted informatién is transmitted to the
Girtual iC storage area server apparatus 13 through the
antenna 41.

Step_ST54:

25 . The control unit 53 of the virtual IC storage area



Step ST8 : Wien the processing of step ST79 ends, the |C RrWapparatus 11

notifies the portable comunication function unit 204 hy dhedds 21
that the application program registratjon process has ended. 10 Step ST81:
When the processing of step ST79 ends, Y%he virtual 1C storage area server

apparatus 13 notifies the portable conmmunication function unit 20 that the
application programregistration process has ended. 15 Due to this, the
portabl e cammwixaprarduretidnissnes 20 EAdandha appl téme PRSFYEFam

regi stration process. [Fifth Operation Exanple] Below. , an explanation
w1l be g vt ahhapciadgle colephenapapphranuk| Ldshnd! itrgnamidse thieer ei n
an 20 application programis automatically registered in the IC virtual

storage ar %&!érﬂ&ﬁ;i@ﬂté&éh&ﬁ%ﬁé@éﬁisﬁl ephereoappanat .14 in the
above third exenplifie operation by the |C RRWapparatus 11. FIG 17 is a

flow chart for explai 'E[[g%‘t he above 25 exenplified operation. 66 16
Novenber 2005 St )eé%eng: e |C RRWapparatus 11 and the I1C 21 are enabl ed

to be in a wireless communication state via the anfepna_ 49, 5 Step ST9Z:
The PC R W appar dIhgs crptgRL twtl@ﬂfp@?oymtua storage are

server apparatus 13 temporérily secures from among the
storage areas in the memory 52, for example, the IC
virtual storage area 60a shown in FIG. 5 for the portable
- telephone apﬁaratﬁs i4 {(user A).
10 Step ST56:
The portable communication function unit 20
accesses the Ic‘virtual storage area 60a by using the ID
and the one time passaword received at step ST54.
.Step 8T57:
i5 ‘ The portable_communication function unit 20 changes
the password. The changed password is managed by the
controi unit 53.
Step ST58:
In the'virtual IC storage area server apparatus 13
20 shown in FIG. 3, based on a control of the gontrol 53,
the SAM 51 generates an authentication requést and "
transmits this to the portable communication function
unit 20.
Step ST59:

- 25 A . When the portable communication function unit 20



mut ual authentication. Step ST93: Wien one another's legitimcy is

aut henticated by 10 the nutual authentication of ste 2 'Cafion
registration request is transmtted tc>% elC21 fron??ﬁ%gv?ngysg@%%aratus
S

11. The application registration reque is received through the antenna
49 of the I1C 21 shown in FIG 9. 15 Step ST94: The IC 21 transmts the
application registration request received at step ST93 to the portable
comruni cat iskrewunicn | BEG un8t r@@eimesuyhet hutheRtigation resmRst RFIG 9. 20
Steps ST95 to ST105: Each of the processes of steps St95 to ST105 shown in

FIG 17 ar etdie See®, achéhoptocksanstoissyeper8tés tam ST81 shown in FIG
16. As expl ai ned above, in the conmmunication system1, 25 even though the

storage Camég%ﬂcébfom@&xeé@ Qhat Reaf8Zmi® sNewRetneRd5 dal@ i shown in

FIG 1 and FI Is limted, by storing in the virtual 1C storage area’

server apparatus 13 the appljcatjon ogram._re Il ng.to service
performed FEHESEhEC dita ggr#?e%hfﬁﬁggighegﬁgig?%iﬁgl%h %Vidual 5

aut hentication function built into a chip of the IC %é and executing the
same5 a variety Ohsetyitksskarrptt BiSvi dedeefa¥ets 10 ng the 1 C 21

provided with a conparatively small size nmenory. It is not necessary to
authentication request from the portable communication

function unit 20 through the I/F unit 45.
Step ST60:
The control unit 48 of the IC 21 perforﬁs mutual
10 éuthentication with the virtual IC storage area server
apparatus 13 through the portable communication function
unit 20 in response to the authentication ;equest
received at step STLH9.
Step ST61:
15 When one another’s legitimacy is authenticated by
the ﬁutual aﬁthenticati;n of stép'STGG, an ID of the IC
21 (inaividual data) is recei&ed from.the SAM 51 of the
virtual IC storagé a#ea server appératus 13.
Step ST62:
20 The SAM 51 of the virtual IC storage area server
. apparatus registers the ID of the IC 21 feceived at step
ST 61, the ID issued at step ST54, and the password
- received at step ST57 in correspondencerwith the IC
virtual storage area 60a showﬁ in FIG. 5.

25 = Step ST63:



downl oad the application programfromthe virtual 1C 10 storage area server

apparatus 13 to the IC 21. In other words, the I'C 21 ) i)y 4
virtual |C storage area server apparatgs$s 13 of the n]gﬁavr\hoﬁé E’;Lgs dl%

virtual nenory, whereby a plurality of services perforned using a
plurality of applications can be 15 provided using one |IC 21. Further,
according to the comuni cation. system1, after the IC 21 and ghe vi rtual

| C storage area S8 &THHaLE REAB IRV DRI POFRRT FRTER TG Adnti cati on,

and the IC_R Wapparatus 11 and the virtual |C storage area 20 server
appar at us I®tidiepcriorpextahieatonnentaatian Sanctianopndt A0

virtual |IC storage area server apparatus 13 executing an application
progr am andddie 4HatfR/Napparaitsudl sboeageuteeahé0prbeesbees] ating to a
service in collaboration with each other, illicit access can be 25

prevent ed. 8 o6 Ny b einL 05 Lib e4f £61 ephohBeappavataentlisaned

comuni cation system 1l is realized by the configuration and operation of

the LC 21 built into the af i tabl e telephone apparatus 14. 5
Further, accordi r{gr%tﬁud:‘{%é%%agé?%ilﬁt I Jt{')(githe portabl e tel ephone
apparatus 14, as shown in FIG_9, rovi dj!a?glat he.l/F ugit 45xf o e

communi cati ng wi B89 PorRAPR nfthtion Fancti 8h ahi £*505F addition
to the antenna 45 which comunicates with the |C RFW10 apparatus 11

enabl ed t hefpditasireroidemi chtvshrathpgi ancase of registering the

application program 65a in the IC virtual storage area
60a allocated to the portable telephone apparatus 14 in

10 the above third exemplified operation in response to an
operation of the user A.

FIG. 16 is a f£low chart for explaiqing the above
exemplified operation.
Step ST71:

15 The user A operates the operation unit 35 of the
portable communication function unit 20 of the portable
telephone apparatus 14 shown in FIG. 8, and in response
to the operation, the control unit 38 shown in FIG. B
generates an application register request anditransmits

20 the same to the virtual-IC storage area server appératus.
i3.

Step ST72:
When the virtual IC storage area server apparatus
13 shown in FIG. 3 receivés the application register

25 request at step ST71, the SAM 51 generates an




15 unit 20 and the 1C 21 to -nutually control each other. Therefore, for

exanpl e, the portable communication function unit 20 4 ﬁ?e‘ﬁﬁ;@
disabling the IC 21 and the I1C 21 is ggpable of di sglb%i%\]ng 1 ergozﬁoaSbl e
comuni cation function unit 20 under a constant condition, whereby various
controls can be realized fromthe viewpoint of a content and security of a
service. Second Enbodl ment FIG 18 |$ g Vi eWﬁ Hgle overaII %%%fsl guration
of a 20 comMiferdtLHFIQR eI ¢ h TPRE8ERT FiVeR 0Sn €22 shown in
FIG 18, the com‘rum cation system 101 conprises, for exanple, the gateway
10, an | C semtiadde momwriudiigy bpar feastian, uniti 29 Brsed SPothfe area
server apparatus 113, and a portabl e tel ephone apparatus 114. The portable
t el ephone appaiAillHEl HheartbritweoBOudbt NBIenber 2005 virtual | C storage area
server apparatus 113 conmuni cate through the wireless communication |ine
17 or other por tgakle siglsaphone communi cation network, the gateway 10, and |
the network 18 such as the Internet. 5 Further, the gateway 10, the IC -
servi.ce providin PR32 JRE: TaTo I | 6180206 aheanserver
apparsat us 113 ar gmc%nﬁgct tij"\?tttj)a]tt2 e net m%ﬁg%%{&@ fshown |n FIG 18, the
conmuni cat i on = stem 101 jis differ ent cormunl cati % s%éi} em 1l shown
flufau 125

in FIG 167 B3F ¢ arq9fdvee sE9i %‘é gfﬁf‘Ebo

ST72, the control unit 38 generates an authentication

request and transmits the authentication request to the
IC 21 through the IC I/F unit 36.

10 The IC 21 shown in FIG. 9 receives the
authentication request from the portable'communication
function unit 20 by the I/F unit 45.

‘Step‘St74:
The control unit 48 of the IC 21 performs mutual

15 authentication with the virtual IC storage area server
apparatus 13 through the portable communication function
unit 20 in response to the autheﬁtication rquest‘
received at step SI?B.

Step ST75:

20 When one another’s iegiﬁimacy is authgnticated by
the mutual authentication of step ST74, the control unit
53 of the virtual IC storage area server apparatus 13
notifies the portablé éommunication function uni£ 20 that
preparation of registering the application is completed.

25 Step ST76:



connected to the network 18. In the communi cation system 101, after the
portable tel ephone apparatus 114 and the |IC service i di 3RAS at us
112 have conmunicated, the virtual |C giorage 15 ar ealpéscei\}r/(%/‘gérnﬁ%ﬁspar atus 13
for executing an application programand the |IC service providing
apparatus 12 comuni cate through the network 18 to be in collaboration
with each other to thereby execute a process relating to iy | C 121. The
virtual 1C stora&é%ﬁ’é’é‘@i’f]@erc%&ﬁ%ﬁ%fs‘% fl‘i’?'f’s“ﬂ?‘?‘é%?lg connected to
the gateway 10, and the IC service providing apparatus 112 may be
connect ed idereugites ke welamandioreeidiehdoaeedork the mREifiezéarn

enbodi nent is an enbodi nent corresponding to the 12th to 17th aspects and
the. 21st 35 A FTh aapectSadmi fe fliesemiei toetheonic 20 tBrNogbrber
2005 The 1 C service providi ng apparatus 112 corresponds to the second
comuni cat i %e aRPE AL Us,:af 4de 12th and 13th aspects of the present

i nvention, t-’[ ec ni cat

co ni cation appara f the 16th th a S pr esent
i n\rITeT}"é‘l‘ti on. Further® EL?I:Z zglorsttkh%"e Telep 'og %%%%?‘g%%stfi%f%gggor responds to
the first. conmunication apparatus of the 12th to 17th aspects of the
present i nvatrietimn thegm the ReFER}e | eompprigatiPBa é‘g &P™ ¥bipar at us
113 corresponds to the third conmunication - : i

20 by the I/F unit 45.

Step ST77:
The IC R/W apparatus 11 and the IC 21 are enabled
10 to be in a wireless communication state via the antenna
49,
Step ST78:
The IC_R/W apparatus 11 and the virtual IC storage
area server apparatus 13 perform mutual authentiqation
15 through the IC 21 and the portable-communicéfion function
20.
Step ST79:
When oﬁe another’s legitimacy is authenticated by
the mutuai authentication of step ST78,-thé virtual IC
20 storage area server apparatus 13 and the IC_R/W apparatus
11, while communicating through the pq;table
communication function unit 20 and the IC 21; performs
the registering process of ﬁhe application p;ogram 65a in
collaboration with each other.

25 - Specifically, the application program 65a is

i on ‘apparatus of the 14th aspect, and the second 5



apparatus of the 12th and 13th aspects of the present invention, the
second commruni cati on apparatus of the 14th and 15th t f esent

i nvention, and the 15 conmuni cation ap at us of theéﬁgﬁﬁng?%ﬁérgyéﬁhe
present invention. 20 Bel ow, each of the conponents shown in FIG 18 w ||
be explained. [IC Service Providing Apparatus 1121 FIG 19 is bl ock
functional diagramof the IC service providing apparatus 112 shown in FIG
18. As shdwmrismitidite the virteali e pEOVPEPNgr8PpaPAVEY 112 is
conprised of, for exanple, an I/F unit 131, an authentication unit 132,
and a cont rgdpdli tud 383 . £25m Thige | 1€ RIWtapg@drasusohhecwbarebyt fkbenet work 18
71 16 Novenber 2005 shown in FIG 18 and transfers a request and data

through thgdei Mot Kord BordPBamUs B8N & CRkE 8BetNih B2 pembetms2mattal

authentication with the virtual IC storage area server 5 apparatus 113.

The control, unif. r Lye opg, egses of the service
provi di ng é%ﬁ%f%&%ﬁ?%ﬁgﬂy %%??%%%I£¥%§Sg%$gég %?ggr%g?%eﬁgApparatus 113]

The virtual 1C storage q{eg server apparatus 113 10 functions as a virtual
menory of the-1C3%P oiT8%e portabl e tel ephone apparatus 114, stores an

application programrelating to a service perforned using a_dat
When the processing of step ST79 ends, the IC R/W

apparatus 11 notifies the portable communication funcﬁion
unit 20 through the IC 21 that the application program
registration process has ended.

10 Step STB1:

When the processing of step ST79 ends, the virtugl
IC storage area server apparaﬁus 13 notifies the portable
communication function unit 20 that the appliéation
'program raegistration pfocess has ended.
15 : Due to this, the portable communication function
unit 20 ends the application program registration process.
[Fifth Operatien Example]
Below, an explanation will be givén of an example
of the operation illuétrating a case wherein an -

20 application program is autématically registered in the IC
virt;al storage area 60a allocated to the portable
telephone apparatus 14 in the above third exemplified
operation by the IC R/W apparatus 11.

FIG. 17 is a flow chartrfor explaining the above

25 exemplified operation.



chip of the IC 121, and executes the application prol%{?\{(;gn‘;%}?ﬂﬁ%qﬁ%e to an

instruction fromthe I1C 121. In respo to the exec

application program the virtual |1C storage area server apparatus 113,
while communicating with the IC service providing apparatus 112 through,
the network 18 without going through the portable tel ephone apparatus 114,
executes a servi dtam ¥ aboration with the I C service providing
apparatus 112. Fig. 20 is a functional block diagramof the virtual 1C
storage area serviHe P&/ wppkhkh oWl iand|€he 26C 181 FPe l€ndbledber 2005
As shown in FIG 20, the virtual IC storage area server apparatus 113

conpri ses, §PMHEXAITA 6wife A 18dmméni 8REDEN 3BAteavianthel amtiennks3, and

an I/F unit 154. The SAM 151 is a tanper-resistant nodule of a 5 hardware
or softwar €9 The SAM 151 conducts nutual authentication with the [C 121,

mut ual authentication with the I C service providing apparatus 112,

encryption of anﬁajpe(%{ei jon programto be registered (wite) in the
meno 152, and csfq]sép’%i on of an application programread fromthe
menory 152. The menory 152 is used as a virtual nenory of the [C 121 and
st-ores an appl i c&HeolGRIF aprtatitnglt ard the VI€2LsPAFEPR® | C 121.

mutual authentication.
Step STS3:
When one another’s legitimacy is authenticated by
10 the mutual authentication of step ST92, an application
registration request is transmitted to the IC 21 from the
IC R/W apparatus 11.
The application registration requgst ié received
through the antenna 49 of‘tﬁe-IC 21 shown in FIG. 9.
15 Step STS4: |
The IC 21 transmits the application_registration
request received at step ST93 to the portable
communication function unit 20 through_fhe i/F unit 45
shown in FIG. 9.
20 Steps ST95 to ST105:
Each of the processes of steps St95 to S7105 shown
in FIG. 17 aré the same as the processes of steps ST71 to
STQI shown in FIG. 16.
As explained abbve, in the comﬁunication éystem 1,

25 = even though the storage capacity of the memory 46 of the



The nenory 152, as shown in FIG 20, conprises the 1C virtual storage

areas 60a, 60b, 60c... allocated to every user (portlﬁéom‘%&l)beeqh%rb%a

apparatus) in advance by a registratigg process whic e expl ai ned
| ater. For exanple, the IC virtual storage area 60a is allocated to the
user A of the portable tel ephone apparatus. 14, the IC virtual storage area

60b is allocated to a user B, and the IC virtual storagg ar%a 60c i s
al l ocat ed t% 2hisgow® M EHer 1 rand KiGpl & 13 LHehReRn BYGET8T*PHe

application prograns 65a, 65b, and 65c registered by an 25 agpl i cation
progr am.r egirsttdre noiprockesEC whietage | drée S6rtew capearabds 3 &0Fl ai ned
| ater are stored in the IC virtual storage area 60a. The application

progranms 653 p kst HEsSgrioeSRETAtiRy ytare pepgiaaspdefommagd msdogsses
relating to services provided using the IC 21. 5 The control unit 153

conpr ehensiyel vy GontLols; & Nery AL OL8SS85a P t BI8e Vinbiuak aligist or age area
server apparatus 113. The control unit 153 executes for exanple an

application programread fromthe nenp 0 t per hgcCcoRtrol unit
153 r‘?’anage?“‘gti'{[1 it et o%u‘b?%b?%ﬁ%%%ge%ﬁg% h(éﬁ%ng?yull%Z:&.cc
Specifically, the nenpry control unit 75 for exanple. allocates the IC
virtual stcndesaationh e t3Rport abreiets bnd3REVAGESr §68s °F14 and

registers the application 15 programs 65a, 65b, and 65c to the IC virtual
storage ar growiBied even if using the IC 21 provided w1th a

comparatively small size memory. It is not necessafy to
download the application program from the virtual IC
i0 storage area server appara#us 13 to the IC 21.

In other words, the IC 21 can utilize the virtual
IC storage area server apparatus 13 of the network 18 as
a virtual memory, whereby a plurality of services
performed using a plurality of applications can be

15 provided using one IC 21.

Further, according to the communication system 1,
after the IC 21 and the virtual IC storage area server
apparatus 13 have performed mutual auvthentication, and
the IC R/W apparatus 11 and the virtual iC storage area

20 server apparatus 13 have performed mutual authentication,
in order for the'virtual IC storage area server apparatus
13 executing an application program and the IC_R/W
apparatus 11 to execute the process relating to a service
in collaboratioﬁ with each other, illicit access can ‘be

‘25 .prevented.




[ Port abl e Tel ephone Apparatus 114] As shown in FIG 18, the portable

t el ephone apparatus 114 conprises a portabl e comrunicat, Agctd 20
unit 120 and the I C 121. The portabl e ggmmunication fﬁ%ol}h?‘gbn uni tjdid}o has -a
configuration simlar to that of the portable comunication function unit
20 of the first enbodi nent explained using FIG- 8. 25 The I1C 121 is a
tanper-resistant integrated circuit 74 16 Novenber 2005 capabl e of
preventing illici®® ar ify Bl %’ﬁ%’cﬂnﬁt%@&ﬁbﬂb‘?ggégges inthe IC
121 and data to be transferred with the outside, and perforns processes

rel ating t eywarenouls ks rcsabizedrivy cdve deent hgweation 5andvaReEataobe
~provided by using the |IC service providing apparatus 112. FIG 21 is a
functional d¥ agle i@ BM@i1£hEnt&L R4 atbpamentiébh&l p8rtAblshown in FI G
21, the 1C 121 conprises, for 10 exanple, an I/F unit 145, a nenory 146,

and a cont r%eleﬁgﬁg%g%agmg/ﬁynit 45 is an interface for transferring

data with t abl e ‘communi cation function unit 120 shown FIG 18 by a

wired systemor wreless system. 15 .The .me y. rescdaipeand a
program r equi red\%‘ﬁ’ﬁ:hfrp(r o%%%%”%lfnq ALY g%}h :?(;CF %%ﬁl?ui%e ﬁﬁ)te that an
application programused in a portion of a service of . the vaBi ous services
provi ded bf@ﬁﬁéﬁ}qrﬁg#qp@gpgmgpmﬁgatus 14, as shqwn in FIG. 9,

providing the I/F unit 45 for communicating with the
éortable communicatién function unit 20 in addition to
the antenna 45 which communicates with the IC R/W

10 - apparatus 11 enabled the portable communication function
unit 20 and the IC 21 to mutually control each other.
Therefore, for example, the portable communication
function unit 20 is capable of disabling the IC 21 and
the IC 21 is capable of disabling the portable

15 communication function unit 20 under a constant condition,

, whereby various controls can be realized from the

viewpoint of a content and securitonf a se;vice.

Second Embodiment

FIG. 18 is a view of the overall configuratign of a
20  communication system 101 of the present invention.

As shown in FIG. 18, the communication éystem 101
comprises, for example, the gateway 10, an IC service“
providing apparaﬁus 112, a virtual IC stofagg area serwver
épparatus 113, and a éort&ble'telephone apparatus 114i

-25 ' The portable telephone apparatus 114 and the



stored in the menory 146. 20 The control unit 148 conprehensively controls
the process of the IC 121, transfers a command with .t tr.ol rt 38
shown in FIG 8, and conducts a. pred% erm ned cont rlof#jef\}or?pe%ﬁrrgt)zoolrﬁ;tion
therewith. Bel ow, an exanple of an operation of the .25 comunication
system 101 shown in FIG 18 will be 16 Novenber 2005 75 explained. [First
Operation Exanple] Below, an explanation will be given of the exapple of
the oper at ivoreiBfat HC cHFATiRTS AT S5STSm W2 s (L3 FPHEERLERSE of
perform ng a process relating to a service using the I1C 121 by utili zing
an appl i catélnroudgh oghanwistakess gponmmigatien 1ihetbf e aFkarserver '
.apparatus 113 when a service to be used by the user Ais specified and

sel ected by,dheniEertdtegitbid GomdunScat {d0mebastk f othexghtewagglOhe above
-expl anation. Bel ow, each of the steps shown in FIG 22 will be .explained.

Step STS0L,ddp HIE dstlofk ORPTAES decRbefatioponi L 35 shown in FIG 8

of - the portazﬁ) e communi cation function unit 120'of the portable tel ephone

apparatus 114, and in respqonse to this. opgration e l gupit 38
show? in FIG 8 degddeindicwh/nee ];(%bvtf“ehd:f nigga%%%%?%%%‘g tﬁrgugh t he
20 wirel ess communication line 17, the gateway 10, and the

apparatus 112, and the virtual IC storage area server

apparatus 113 are connected to the network 18.

As shown in FIG. 18, the communication system 101

is different from the communication #ystem 1 shown in FIG.
16 1 in that the IC service providing apparatus 112 is
connected to the network 18.

In the communication system 101, after the portable
telephone apparatus 114 and the IC service providing
apparatus 112 have communicated, the virtuai IC storége

15 . area server apparatus 13 for executing an applicat%on
program and the IC service providing apparatus 12
communicate through the network 18 to be in collaboration
with each other to thereby execute a process rélating to
“an IC 12i. The viftual IC storage area server apparafus

- 20 113 is directiy connected to the gateway 10, and the IC
service providing apparatus 112 may be connected through
the gateway 10 and the network 18.

The present embodiment is an embodiment

corresponding to the712th'to 17th aspects and the‘?lstj

25 and 22nd aspects of the present invention.



~apparatus 112 shown in FIG 19 generates an application select {iﬁgstruct I on |

network 18. Step ST302: The user A operates the operation unit 35, whereby
I n response to this operation, the control unit 38 2 rkgﬂgga't e
service select instruction for selecti 76 16 Novent5)'Leér 0 bé%d%d{)%
instructing a service to be used to the I C service providing apparatus
112. Step ST303: The control unit 133 of the IC service providing 5

that has specifi @headCamsitvists RFOWHHRARRTEN AT FITFIFRORSR servi ce
select instruction received at step ST302 and transmts the sane to the
portabl e camnthe atddsnd urminwmi cation 2pphirates 16E pehre abt tht @8hdphone
apparatus 114. Step ST304: The control unit 153 of the virtual |C storage

area server3@ppRaliss 18 S0 VWrd et Gnvéh ghhie) atles eommatilahtishor age
area use request in response to the application 15 select instruction

recei ved at__step .ST30 t ] i he,S@nend osddgnairtual 1C storage
ar ea serverapfpaplgar% 1 osfi%ge %ﬁ%%’%%%‘t" g

us When the virtual |IC storage area

server apparatus 20 113 shown jn Fl 20 ei ve V] LsSL@rage area
use ﬁequestc%‘lm‘é‘l’e‘f?fs"ﬁébfpfb%’%%ﬂl%n°g*&%‘ﬁti%ﬁho?m?hie#@%o%%%%i@ anit 153, the
SAM 151 generates an authentication

" the present invention.

Further, the portable telephone apparatué 114
éorresponds to the first communication apparatus of the
12th to 17th aspects of the present invention. E
10 Further, the virtual IC storage area server
_ apparatus 113 corresponds to the third communication
appératus of the 12th and 13th aspects of the present
invention, the second communication apparatus of the 14th
and 15th aspects of the present inveﬁtion, and the
15 communication apparatus of the.léth aspect of the present
. invention.
Below, each of thelcomponenté shown in FIG. 18 will
be explained.
[IC Service Providing Apparatus 112]
_20. FIG. 19 is block functional diagram of the IC
service providing apparatus 112 shown in FIG. 18.
As shown in FIG. 19, the IC service providing
apparatus 112 is comprised of, for example, an I/F unit
131, an authentication unit 132, and a control unit 133.

25 . " The I/F unit 131 is connected to the network 18



request and transmts the same to the portable communi cation function unit
120. 25 Step ST306: 77 16 Novenber 2005 When the porigb&gvgaﬁyu$§gg§ion
function unit 120 receives the authent;cation request  at s?ep , the
control unit 38 generates an authenticaﬁion request and transmts the

aut hentication request to the IC 121 5 through the ICI/F unit 36. The IC
121 shown in FIG 21 receives the authentication request fromthe portable
comuni cat i mowh uhust F6&. uhBt andotpgnsfiers/ # paguesksand; dgtarihroughy The
control .unit 148 of the IC 121 conducts nutual authentication wth the
virtual |C skhernagewatrraigerver apparatus 113 through the portable

comuni cation function wunit 120 in response to the authentication request

received at step §]306,ion St &Re SI308h:1 MWIES2 O9Er A8HhE S suhegi ti MaCY i
aut henticated by the nmutual authentication of step ST307, the control unit

193 of the ylihdal, L5 hor30enalea SSLYRL1ARRALELNT L Sred! SBlaYs a cont ent
(content of "a serV|cef of a“virtual storage area“corresponding to the
portabl e tel ephone aggaratus. 114 on the display unit 34 of the portable
conmfi cat | ¥PRERERFoAldnit 120. Step ST309: The user A selects a service

for use by operating
The control unit 133 comprehensively controls the

processes of the service providing apparatus 112.
[Virtual IC Storage Area Server Apparatus 113]
The virtual IC storage area server apparatus 113
10 | functions as a virtual memory of the IC 121 of the
portable telephone apparatus 114, stores an application
program relating to a service performed using a data
carrier function and/or individual authentication
function built into a chip of the IC 121, and executes
15 the application program in response to an instruction
from the IC 121. in response to the execution of ﬁhe
abp;ication program, the virtual IC stbrage area server
aﬁparatus 113, while communicating with the IC service
- providing apparatus 112 through the netwofk 18 without
20' going.through the portable telephone apparatus 114,
executes a_service in collaboration with the IC ser;ice'
prbviding apparatus 112.
Fig. 20 is a functional block diagram'of the

virtual IC storage area server apparatus 113 shown in FIG.

25’ 18.



other. .Step ST3fEhe SAM

25 the operation unit 35 based on. the virtual storage area 78 16 Novenber
2005 content displayed at step ST308. Due to this, theg;gonttol . unds 38 of

t he portable communi cation function unkb 120 generates an appﬁlcatlon
select instruction for instructing the selecting of an application program
.5 corresponding to the selected service, and transmts the sane to the

virtual |C storage area server_ap atys 113 { SI310: | ponse to

t he application g’tﬂ oY Thsitt lﬁf&cf'o%ad"oftliﬁ e‘ﬁ'%% hsetqrél%ee%/él%a?e provi di ng
apparatus 112 and 10 the virtual |V storage area server a arﬂgfs 113
conduct nutasiverutdrpRIEEs ohl3 eoRRFiseR, nEPHRRARLe 513 3tPTviten one
another's legitimacy is authenticated by the nutual authentication of step

ST310, the ol 15m) ta donib3l oinibel 53 5 tamd . ar T AF ormife BPéa server
apparatus 113 shown in FIG 20-reads the application program determ ned by

the application sgleGian NI UL i DN dnfet Vieshk 26 t & € indhB00 £ oan t he nenory
152 to start executing the sanme. Step ST312: 20 Wil e comuni cating through

t he t wor af11r8dw§1be 25 ViEiyal.! C storage area server apparatus 113

executi ng e app?i%’ét on pr ogr am and the 1C service providing apparatus
112 perform a process re'fst,i ngoéé)u&serw ce in coléaboragljlo‘pi%tghgach

s mutual authenticatx
IC 121, mutual authentication with the IC service
providing apparatus 112, encryption of an application
program to be registered (write) in the memory 152, and
10 decryption of an application program read from the memory
152,
The memory 152 is used as a virtual memory of the
IC 121 and stores an application program relating to a
service using the IC 121.
15 _ The memory 152, as shown in FIG. 20,7comprises the
IC virtual storage areas 60a, 60b, 60c... allocated to
every user (portable telephone apparatus) in advance by a
registration proceés which will be explained later. For
_rexample, the IC virtual storage area 60a is allocated to
-26 . the user A of the portable telephone apparatus 14, the iC
virtual storage area 60b is allocated to a user B, and
the IC virtual storage area 60c is allocated to a user C.
Further, for example as shown in FIG. 6, the
'applicétion programs 65a, 65b, and 65c registered by an

25 application program registering process which will be



16 Novenber 2005 7 9 When the processing of step ST312 ends, the IC.

service providing apparatus 112 notifies the portabl gﬂg}gm tJ _
function unit 120 the end of the appl L,éat i on procesgl.6 tep eqsé}gl(ﬁ{s When
the processing of step ST312 ends, the'Virtual |C storage area server
apparatus 113 displays a use record thereof and a use record of the
service on the display unit 34 of the portable communication function 10
‘unit 120. (SgdenichepekaitenmiE atpiedd Bat ovhe a¥C o5dpt ik | DRI BESTi ven of
an exanple of the operation of the comunication system 101 illustrating
a case of pRYd OMAL G I ELESSn Rt dgtangs t€ba, 16hlserandes®sing the C 121 by
utilizing an application programstored in the virtual |1C storage area

server . ap%ﬁ%@m PpSEG VRS OV e Proddesd £ seTatieg poovi ding

appar at us I's automatically Instructed to the virtual |C storage

~area server_20 apparatus. 113. FI G 23 i | ow chart for explaining the
above exerﬁﬁ’?“f’i(g (ﬁ)’é?vajtcl}%%u ) éﬁ%zﬁc%{é' user A operates the operation

unit 35 shown in 25 FIG 8 of the 5oortabl e .conmuni catioq:fqlctii:og unit 120
of 18 Novenber 200® ggpntrol unit 153 comprehensively controls n

' processes of the virtuwal IC storage area gerver apparatﬁs
113.

The control unit 153 executes for example an
application program read from the memory 152.

10 Further, the control unit 153 manages an
application program stored in the memory 152.
Specifically, the memory control unit 75 for example
allocates the IC virtual storage area 60a to the portable
telephone apparatus 114 and registers the-application

15 progfams 65&, 65b, and 65¢ to the IC virtual storage arxrea
60a.

[Portable Telephone Apparatus 114}
‘As shown in FIG. 18, the portable telephone
apparatus 114 comprise; a portable communication function

20 unit 120 and the IC 121.

The portable communication function unit 120 has a
configuration similar to that of the portable
éommunication function unit 20 of thg first embodiment

explained using FIG. 8.

25 ‘ "The IC 121 is a tamper-resistant integrated circuit




t he portabl e tel ephone apparatus 114, and in response to. this operation,
the control unit 38 shown in FIG 8 access the |C seryigh, Vi di
apparatus 112 through the wreless coggunication line 17, the gateway 10,
and the 5 network 18. Step ST321: The user A operates the operation unit
35, whereby in response to this operation, the control unit 38 transmts

a use service select instruction for selecting 10 and jnstruct] ng service

to be usedcepatie & sweMenting AdHHE ApHtaniaa prd danp °*The

control unit 133 of _.the IC service providing apparatus 112 shown in FIG
"19 gener at e tan aapp lpreatdsores 1 sdlecliC i 1Rt anst idata et Bmas specified an
application program corresponding to the use service select instruction

recei ved aly ShREeStl «ahd: RN Sidde HAMedfvide pasdadias
communi cation function unit 120 of the portable tel ephone apparatus 114.

.20 Step S‘L%%:g[ti %e t%or‘;aﬁgoqlscqm Cad 1 Q- funad !cfghémjgnécgoint ransmts a |

search instructiom for the application programindicated by the
appl ication select ingtruction ceived at,.st ST322. 10 i 1. -25
The Sear ch 3 W& Feti%rS ?’?%che‘?”\’fg}iby“stﬂbg Islfﬁl%tsﬁ%%éﬁi%%% d 81
145 shown in FIG 21.

apparatus 112.

FIG. 21 is a functional block diagram of tﬁe Ic 121
shown in FIG. 18.
As shown in FIG. 21, the IC 121 comprises, for
10 . example, an I/F unit 145, a mém§ry 146, and a control
uniﬁ 148.
The I/F unit 45 is an interface for transferring
data with the portable communication function unit 120
shown FIG. 18 by a wired system or wireless system.
i5 The memory 146 stores data and a progr&m required
in a process of the control unit 48. Note that an
-application program used in a portion of a service of the
various services provided by using the.IC 21 may be
stored in the memory 146;
20 The control unit 148 comprehensively controls the
process of the IC 121, transférs a command with the
"cont:ol unit 38 shown in FIG. 8, and conducts_a_
predetermined control in collaboration therewith.
Below, an example of an operation of the

25 communication system 101 shown in FIG. 18 will be

%



Step ST324: The control unit 148 of the IC 121 shown in FIG 21 searches

to check if the application programthat becanme 5 th f.t sear ch
instruction is stored in the nenory 1 or not. Theﬁf§akgﬁ&F%g'ggﬁ¥%ol

unit 148 judges that the application programis stored in the nenory 146,
proceeds to step ST325, while when it judges that the application 10
programis not stored.in the nmenory 146, proceeds- to step ST328. Step
ST325: Wierexpldimmedeen judged that the application programis stored in
the nenory 146 by the search of step 15 ST324, the IC 121 and the IC

servi ce providi ngi@ppaE abperatian cERaslenut ual aut hentication. Step ST326:
When one another's legitimacy is authenticated by the nutual

authenti cation ofp st 8D H320xpiiRaEROARL1UNGE g2Ped48E SERMMekinpLE: 21

executes the application programread fromthe nenory 146, whereby the IC

121 and the | C . service_providi appar at 12 € process
reLating'tdIé E%?v?%%r?ﬁgeﬁrkabgﬁgt?gﬁmﬁfgﬁaéég pg%%g%gslg?eppST327: 25

When the processing of step ST326 ends, the control 16 hbxegber %005 82
unit 5133 oftthestratipgi 2eCpPBvPEi REFAPFRIATuE RI9°SASWAS P BPG 218

generates an application end notification and transmts the same to the
port abl e coseaxmicatesingubbei 8¢ 121 by utilizing an application '

program stored in the virtual IC storage area server
apparatus 113 when a service to be used by the user A is
specified and selected by the user A.
10 FIG. 22 is a flow chart for explaining the above
explanation.
Below, each of the steps shown in FIG. 22 will be
. explained.
Step ST301:
i5 The user A operates the operation unit 35 shown in
FIG. 8 of the portable communication function unit 120 0£
Athe portable telephone apparatusllldf and in response to
this operation, thé control unit 38 shown in FiG. B
access the IC service providing apparatus 112 through the
20 ) wireless communication line 17; the gateway 10, and the
network 18.
Step ST302:
The user A operates the operation unit 35, whereby
in response to this operation, tﬁe control unit 38

25 . transmits a use service select instruction for selecting




unit 120 of the portabl e tel ephone apparatus 114. 5 Step ST328: \Wen it has
been judged that the application programis. not stof Lher Ry Y 146
by the search of step ST324, the port e connunlcatloﬂﬂ-ﬂ%ctlon unit 120
of the portable tel ephone apparatus 114 generates a 10 virtual storage area
use request ‘and transmts the sane to the virtual |1C storage area server
apparatus 113. Step ST329: Wen the virtual |1C storage_area server

appar atus and imswRucEirg@ servieei fesbenused: toafhe: FagBTXrE] 15 use
request at step ST328, based on a control of the control unit 153, the SAM
151 gener atmsowidang happacatusnllequest and transmts the sane to the
portable comunication function unit 120. Step ST330: .20 Wen the
portabl e communi catsnstagetion unit 120 receives the authentication
request at step ST329, the control unit 38 generates an authentication

request and Lran téo:?%?g “’Qti§§tbfntﬁgqfésgefpléé‘e%f&rﬂinéhrOth the
ICI/F unit 36. shown 1 n 21 receives the 16 Novenber

2005 83 authentlc tio equest fro ortable conmuni nction

unit 2120 byPRERTF ?ﬁuﬂ}% %gowgiéﬁ g#é Tﬁg SoﬁF?Slaﬁnlgg%%ggt%ophe |C 121

conducts nutual 5 authentication with the virtual 1C storage area server
select instruction that has specified an application

program corresponding to the use service select
~instruction received at step ST302 and transmits the same
to the portable communication function unit 120 of the

10 portable telephéne apparatus 114.

Step ST304:

The control unit 153 of the virtual IC storage area
server apparatus 113 shown in FIG. 20 generates a virtuai
stoiage area use request in response to the application

15 select instruction received at step ST303 and transmits

the same to the virtual IC storage area server apparatus

113.
Step ST305:
When the virtual IC storage area server apparatus
.20 113 shown in FIG. 20 receives the virtual storage area

use request at step ST304, based on a control of the
control unit 153, the SAM 151 generates an authentication
request and transmits the same to the'pértable_
communication function unit 120.

25 . Step ST306:



apparatus 113 through the portable comuni cation function wunit 120 in
response to the authentication request received at st T ST332:
10 Wien one another's legitinacy is authenticated byﬁteﬁg\]o%uet?fﬁb%r 2R

aut henti cati on of step ST331, the control unit 153 of the virtual IC
storage area. server apparatus 113 displays a content (content of a
service) of a virtual storage area corresgon,di ngﬁto t he portgbif t el ephone
15 apparatus 114 Wen HQIiRF ERP1IM| Fommuntcq fem FYneaon it i t4f i on
function unit 120. Step ST333: Based on the virtual storage area content
di spl ayed mdcesteps HB82authentteationereauesh atrgter $FE30nsethy

operating the operation unit 35. Due to this, the control unit 38 of the
portabl e cBRsESRluRDE f3mchénarabes aR0aughastitatian apghestt rRod sel ect
instruction for instructing the selecting of an application program

corresponding 1 G108 S5l ech e SL¥hESonaPEqhesnSELL nbhec2b2same to the
virtual | C'storage area server apparatus 113. 16 Novenber 2005 84 Step

ST334: . In response to t licaji sel ect instruction of step ST333,
the IFC ser FREPYHHVFLE nggagppgr‘é‘fh}é §€2 and. the virtual |V storage area
server apparatus 113 conduct _ nutual aut hegii cation th{é]?ugh t he network 18.
Step St335: Wen Bie Hnotherskovrgiti fbEy LEERERET cal'ed by

authentication request from the portable communication
function unit 120 by the I/F unit 145.
| Step ST307:

10 _ The control unit 148 of the IC 121 conducts mutual
authentiéatioﬁ with the wvirtual IC storage area server
apparatus 113 through the portable communication function
unit 120 in response to the authgntidation request
received at step ST306.

15 . Step STBOQ:

When one another’s legitimacy is authenticated by

the ﬁutual authentication of step ST307, the control unit
- 153 of the virtual IC storagé area server apparatus 113
,disélays é content {content of a service) of a virtual

2b ' stbrage area corresponding to the portable telephone
apparatus 114 on the display unit 34 éf the portable
¢ommunication function unit 120.

Step ST309:
The user A selects a service for use by operating

25 . the operation unit 35 based on the‘virtqal storage area



the nutual authentication of step ST334, the control unit 153 of the
virtual | C storage area server apparatus 113 shown i Flio%e Q0 t he
application programdeternm ned by the-gpplication select instruction
received at step ST333 fromthe nmenory 152 to start executing the sane..
Step ST336: The I C service providing apparatus 112 and the virtual 1C
storage area server_.apparatus 113 comunicate w th_ each 1_g;her’ it_p response
to the execontentodisplavghdteaaten Frf aRuhED ot m P pret s el ating
to a service in collaboration with each other. Step ST337: 20 Wen the
processi nguofi tst3@p c3T336: @vdstahle ¢@mussraa Hieoprneinp dypst A28 112
notifies the portable communication function unit 120 the end of the

appl i cat i OgeRREdTs a3 eipriidadiicb Wksct henprooesiomoEef step ST336 ends,
the virtual 16 Novenber 2005 85 |IC storage area server apparatus

113. di spl BhhsF R ﬁ;:‘)&{&' SISO n @k diSsprperieiof $hegsaivice on the

di splay unit t portabl e comruni cation function wunit 120 5 [Third

of aBcace GPERRSHEEP (Rt (o R vl A e SR oed by
the 1C 121 of the portable tel eghonergpé)aégégssérléexi: n a storage prea of
t he nenorysame to the wvirtual IC storag _ PP
Step ST310:
In response to the application select instruction
of step ST309, the IC service providing apparatus 112 and
10 the virtual IV storage area server apparatus 113 conduct
mutual authentication through the network 18.
Step St311:
When one another’s legitimacy is authenticated by
the mutual authentication of step ST310, the control unit
15 153 of the virtual IC storage area server apparatus 113
shown in FIG. 20 reads the application program determined
by the applicatiqn select instruction keceived at step
ST309 from fhé memory 152 to start executing the same.
Step ST312:
20. While communicating. through the network 18, the
ﬁirfual IC storage are;_server apparatus 113 executing
the application progfam and the IC service providing
apparatus 112 perform a proéess reiating to a service in
'rcbllaboration with each other.

25 Step ST313:



10 152 of the virtual IC storage area server apparatus 113 shown in FIG
20 is specifically the sane as the case shown in FI G t he
poi nt that communication is conducted_between the | g%ﬁ?&%:eq{)o%%%l e
communi cation function unit 120, and tH& virtual IC 15 storage area‘server
apparatus 113. [Fourth Operation Exanple] Below, an explanation will be
given of an exanple of the operation illustrating a case of registering
the applicati onwWheagrdia ghodeasdigg |dF & ttap BTt Drends arde ZC 60a

all ocated to the portable tel ephone apparatus 114 in the above third
exenpl i fi ed QREIAL i bWeIhd Nebpord @bt €112 oFtDf Las | ee fpwetdlebeuni t 120
does not conduct confirmation for an avail able space in the IC virtual
storage area 60a.. 25 F| G 24 i char 0, X tRiNg the above 16
Novenber 26:€§m§’éue%<%r%p?1?fflléldp%%%€a%+%¥lv.f t‘té%ésér%%l&%lgéuser A oper at es
t he operation unit 35 shown in FIG 8 of the portable conmunication
function uRPPIERGEOD PEIET/rt abl e tel ephone apparatus 114, and in
response to the operation, the control unit 38 shown in FIG 8 generates
an application prdgrafTdHf ster request and transnmits the sane to the IC
service providing apparatus 112~ 10 Step ST342: Wen the |1 C service
provi di ng appar atigenl he processing of step ST312 ends, the virtual

IC storage area server apparatus 113 displays a use
record thereof and a use recoxd of the service on the
display unit 34 of the portable communication function
10 unit 120.
[Secénd Operation Example]
Bélow, an explanation will be given of an example
of the operation of the communication system 101
illustrating'a case of performing a process relating to a
15 service using the IC 121 by utiiizing an application
programrstored in the virtual IC storage area server
apparatus 113 when a service provided by the IC service
providing appératus 112 itself is automatically
instructed to the virtual IC storaga area server
20 apparatus 113.
| FIG. 23 is a.flow.chért for éxplaining the above
exemplified operation.
Step ST320
The user A operates the operation unit 35 shown in

25 FIG. 8 of the portable'communication‘function unit 120 of




receives the application register request at step ST341, it displays a
registration format of the application programon the. djspl unjt..34 .
shown in FIG 8 of the 15 portable comunication fungtq %‘?‘%ﬁﬁeﬂ%% St ep
ST343: The user A operates the operatigpo unit 35 showmn in FIG 8 of the
portabl e communi cation function unit 120 of the portable tel ephone
apparatus 114 to input -information 20 required for registration of the
appl i cation, proar ang _.the inputted ] rﬂa,%i { Sid AN ddLded 0 the I1C
service pfmél 1 di ﬁgz%&ﬁas:ﬁlt? ?‘fffo eagr% : hgi}lldCS'L'sIIer Vi ce x|{o§r€gvi di ng
apparatus 112 inquires the .~5 portable co nication f tié)n unit 120 a
desi gnat i ofP16 W%P%O@%FW?%&%’(%%QSHW ai'prblﬁg’ti on program
Step ST345: In response to the inquiry received at stelp ST344, _the

portabl e cemwesiscdhiecoTd weatvicre mrRaviding rapraratis o134 Fpeeygh sERS ce
provi ding apparatus 112 a register destination designation indicating the
virtual |Cuskrelage chfmnSeiattornpatatlfs, 148 (dd4tawneskly yand Ctert ua
storage area 60a) for registering an application program Step ST346: 10
The gortablgygepunigcation function 120 of the portable telephone
apparatus 114 generates an application register request requesting
;:grgi/:';ratl on of tsrg:%p gq.glzllc:atl on programto the virtual 1C storage area

The user A operates the operation unit 35, whereby
in response to this operation, the control unit 38
transmits a use service select instruction for selecting
‘10 and instructing a service ?o be used to the IC service
providing apparatus 112.
Step ST322:
The control unit 133 of the IC service providing
appafatus 112 shown in FIG. 19 generates an application
15 select instruction that has specified an application
?rogram corresponding to the use service select
instruction redéived at step ST321 and transmits the same
to the portable communication function unit 120 of the
portable telephone apparaﬁus 114.
20 Step ST323:
The portable.communication function unit 120
_transmits a search instruction forlthe application
program indicated by the application select instruétion
received at step sST322 to thg Ic 121.

25 o The search instruction is received by the I/F unit




apparatus 113 and transmits the sane to the I C storage 15 area server
apparatus 113. Step ST347: Wien the virtual 1C stora Y '
apparatus 113 shown in FIG 20 receives the appli cat?gnﬁé\g%}@%r%oﬁequest
at step ST346, based on a control of tHd control- 20 unit 153, the SAM 151
generates an authentication request and transmts the sane to the portable
comuni cation function unit 120. Step ST348: \Wen the-portable

-comuni cat i1gfy UG O Wid . 12P. 25 receives the authentication request. at
step ST347, the 16 Novenber 2005 88 control unit 38 generates an

aut henti cation r%ﬁ%§St : .transmts the authentication request to the IC
121 through the B unit 36. The I C 121 shown in FIG 21 receives the 5

“authentication request fromthe, portabl e communpi ion .functigon it 120
by the I1/F unit ZBe Suzers wit 38 hitle {ﬁifﬁﬁh%‘r’“th‘é ‘%@12%’{]

conducts nutual authentication with the virtual IC storage area server 10
appar at us keandiresudie t¢legior i fibtke capplhfebitonprogtapofhatinPeca®s i n
response to the authentication request received at step ST348. Step ST350:
“Whensone amMidafargd€git | theyseéaraht bratigatbdnbys &Botrhd aut the
aut henti cati on of step ST349, the control unit

memory 146 or not.

Then, when the control unit 148 judges thét the
application program is stored in the memory 146, proceeds
to step ST325, while when it judges that the application

10 program is not stored in the memory 146, proceeds to step
5T328.

Step ST325:

When it has been judged that the application

. program is stored in the memory 146 by the search of step
i5 | - 87324, the IC 121 and the IC service providing apparatus
1;2 conduct mutual authentication.:
| Step ST326:
When one another’s legitimacy is authenticated by
the mutﬁal authentication of step ST325; the control.unit
20 . 148 shown in:FIG. 21 executes the application program
rread from the memorf 146, whereby the IC 121 and the IC
serxvice providing apparatus 112 performé the process
relating to a servicé in collaboration with each other.

Step S8ST327:

25 When the processing of step ST326 ends, the control



153 of the virtual |C storage area server apparatus 113 notifies the
portabl e comruni cation function unit 120 that preparati st ering
the application is conpleted. 20 Step ST351: The por?%bcgm%%%ﬁiﬁgggiion
function unit 120 generates a registr&®@ on start request requesting the
start of registering the application programon the basis of the
notification of step ST350 and transmts the sane 25 to the |IC service

provi di ng pRA atlss Jil Zhd SrNWSFPEEe 2005y B&i Sy eRpSdBRLus The2 | §heenvi ce

provi di ng apparatus 112 and the virtual |1C storage area server apparatus

113 conduct, al, aut hentication. 53. ; hgrgs
n %&E# 1 %%é %$laé%§%§¥t§g§ ana V&R P&, 8DOh hERG

Iegitinacylis aut'hent icated e aut hentication of step ST352,

the IC service providing apparatus 112 and.the virtualtighsggﬁgggogrea
server appdFROFRItEs thengAleate W PRRERPLE nEP™ aRR IO heRr oF i a

regi stration process of the application program 65a. Specifically, the

appl i cat i omngrogizdm ®bathe perxtakle t tetephonet fePrEatBFviL4- provi di ng

apparatus 112 to the virtual |IC storage area server apparatus 113, 15

wher gby the appl isaadp @aT3g®gram 65a is witten in the menory 152 of. the

virtual |C stor.age area server apparatus 113.

When it has been judged that the application
piogram is not stored in the memory 146 by the search of
step ST324, the portable communication function unit 120
of the portable telephone apparatus 114 generates a
10 virtual storage area use request and transmits thg same
to the virtual iC storage area server apparatus 113.
Step ST329:
When the virtual IC storage area server apparatus
113 shoﬁn in FIG. 20 receives the virtual storage area
.15 - use request at step ST328, based on a control of the
control unit 153, the SAM 151 generates an authenticatioen
reqﬁest and transmits the same to the portable
éommunication function unit 120,
Step ST330:

20 When the portable communication function unit 120
receives the authentication requést at step ST329, the
coﬁtrol unit 38 generates an authentication request and
transmits the authentication reques£ to the IC 121
thiough the IC I/F unit 36.

25 The IC 121 shown in FIG. 21 receives the



Step ST354: When the process'i ng of step ST353 ends, the IC 20 service

provi di ng apparatus 112 notifies the portable conmunj .00 | uni t
120 through the IC 121 that the application regist r;iﬁ:g%d procéé%g}dr%g

ended. Step ST355: When the processing88f step ST353 ends, the virtual |IC
storage area server apparatus 113 notifies the 16 Novenber 2005 90 portable
~communi cati.on function unit 120 through the I1C 121 that the application

regi strati g ggasn b2 tﬁfegig%s@%w i Spot bEH DOT S@tthen SeFELSA CaL | ON

function unit 120 en plication registration process. 5 [Fifth
Oper ati on anpl.e]. Bel.qw, expl.anat j.on V\A'L|4$])e gi ven of an exanple of an
operation Eﬁ%’#ﬁ i%nglalc%gga%fti}eegfl}é e‘?xlung the application program 65a
‘inthe ICvirtual storage area 60a allocated to the portable tel ephone
apparatus 114 i nStem jve third exenplified operation when the portable
communi cation function unit 120 conducts confirmation of avail able space
in the | C virtualThst oradecdr emiB0d 4FIE tise | EC gl 3] wendue ks B texdl ai ni ng
t he above exenplified operation. 15 The processing of steps ST361 to ST363 .
shows i N Fh@thihtdlca divh saieh ashd hebetwil SIepstSiddd 4o0e&T848vehown in
-FIG 24. Further, the processing of steps ST368 to ST377 shown in FIG 25
are the Sa%pﬂﬁ:&%%l@f é{%lsrﬁ‘f@ p&rtable communication function
unit 120 in response to the authentication request
received at step ST330.
Step ST332:
10 _ When one another’s legitimacy is authenticated by
the mutual authentication of step ST331, the control unit
153 of the virtual IC storage area server apparatus 113
displays a content (content of a serfice) of a virtual
storage area corresponding to the portable telephone
i5 apparatus 114 on the display unit 34 of the portable
communication function unit 120.
Step ST333:
Based on the virtual storage area‘content displayed
at step S8T332, the user é selects a service for use by
20 = operating the operation unit 35. Due to this, the control

unit 38 of the portable communication function unit 120

generates an application select instruction for

instructing the selecting of an application program
corresponding to the selected serxvice, and transmits the

i : 25 same to the virtual IC storage area server apparatus 113.




20 ST355 shown in FIG 24. In the process shown in FIG 25, the IC service

provi di ng apparatus 112 transnits the registration q§i%ﬂﬂﬂa'%g‘b%%%iry
together with a required nmenory capacity for storing e appli1cation

programto be 25 registered to the porwgabl e conmunication function unit 16
Novenber 2005. 91 120 (Step ST364). Next, the portable comunication
function unit 120 searches the IC virtual storage area 60a of the virtual
| C storage area §%%ver gﬁaratus 113 to check if there is 5 the required
avai |l abl e space OFT? t€p ST365). Then, when there is no avail able
space, the I1C service providing_apparatus 112 is notjified fromthe

portabl e connuniE&tF&ﬁpﬂﬁﬁﬁiqﬂsihﬁtaQB&?qaﬁﬁ°qrﬁﬁk??% HE ST e space
(Step ST366). 10 On the other hand, when there is avail abl e space, _an
appl i cat i owEr ediest STIXYudste | EC wopvicePIeGRire apRRFabre Lofmahtcati on
function unit 120 to the virtual 1C storage area server apparatus 113
(Step ST36&he aidthall Oy Hisrldpstirnsd | oodesi grpatatus ntldartnduche
“virtual 15 IC storage area server apparatus 113 is transmtted to the IC

service proviedi-A0 ARRRLALNS dild, fERfehde 98¢ tadtworkomBUNi cation function
unit' 120 (Step ST367). As expl ai ned above, in the comunication system 101,

.even though thergtgs %4§%§I in the storage capacity of 20 the nenory 146
of the IC 121 shownrin FI'G™ 18 and FIG . 19, by storing in the virtual.IC

storage area seryver , :
J When one another’s legitimacy is authenticated by

the-mutual authentication of step $T334, the control unit
153 of the virtual IC storage area sérver apparatus 113
10 shown in FIG. 20 reads the applicatiqn program determined
by the application sélect-instruction received at step
ST333 from the memory 152 to start executing the same.
. Step ST336:
The IC service providing apparatus 112 and tﬁe
15 virtual IC storage area server apparatus 113 communicate
with each other in response to the execution of the
application program and perform a process relating to a
éefvice in collaboration with each otﬁer.
Step ST337:

20 When the procéssing of step ST336 ends, the IC
service providing apparatus 112 notifies the porﬁable
communication function unit 120 the end of'the
application process.

Step ST338:

25 : When the processing of step ST336 ends, the virtual.




apparatus 113 the, application'progran1relating to a service perforned

using the data carrier function and/or the individuai6a&g¢§%§%§x?dég1
S

function built into a chip -25 of the I1C 121 and the virtua orage
area server 16 Novenber 2005 92 apparat&8s 113 executing the sane, a variety
of services can be provided using the IC 121 provided with a

conparatively small size nmenory. Further, in this case, an application

progr am neege ot o Pagdoypbaaded vhroapbheatuyl idalilpleher agasal ea server.
apparatus 113 to the 1C 121 because conmuni cati on based on the application

program i s perfonmeg beleen f e LS $RLU 6 o QY dingysappakaluss 112 and

the virtual“TT% orage area server . apparatus 0. 'In other words, a

plurality of services _ performed using a plurality of applicatiaqns can be
provi ded usﬁhﬁpl?ﬁe“PEglgf gfofbe portRble 58&&%%%%??%#% #ESHethi cat i on

system 101, after the I1C 121 and the virtual |1C storage area server 15
appar at us MM@iha¥@0perfornmed nutual authentication, and the IC service
provi di ng apparatus 112 and the virtual |IC storage area server apparatus
113 mmve perfor megrnitdabpenathont Egampder] in order for the virtual IC
storage area server apparatus 113 executing an application program and 20

the I C service proyigi8gpappacat BrahpZet BrEXBEUEEmNG i REREORS sh@ithid Ng tO0 a
service in collaboration with each other, illicit access can be prevented.
An effect c{oihgfagoggégegki QSQs%%@EHBj%%QdE}e) the IC wvirtual
' storage ﬁrea 60a used by the IC 121 of the portable
telephone apparatus 114 in a storage area of the memory
10 152 of the virtual IC storage area server apparatus 113
shown in FIG. 20 is specificall& the same as the case
shown in FIG. 15 except for the point that communication
'is cenducted between the IC 121, the portéble
.communication.fqnction unit 120, and the virtual IC
15 storage area server apparétus 113.
[Fourth Operation Example]
' Beléw} an explanation will be given of an example
of the éperation illustrating a case of registering ;he
Aépplication program 65a in the IC virtual storage area
20 - 60a allocated té the portablertelephone appafatus 114 in
the above third exemplified operation when the po;table
communicétion function unit 120 does not conduct
confiimatioh for an available space in the IC virtual
storage arxea 60a.

25 - FIG. 24 is a flow chart for explaining the above



system 101 is realized by the configuration and operation 25 of the IC 121
built into the aforenentioned portable 16 Novenber ZOP(?S IY903Vtegee£3

apparatus 114. Further, according to the IC 121 built™in o The portabl e

t el ephone apparatus 114, as shown in FIge 21, providing the I/F unit 145
for communicating wwth the 5 portable comunication function unit 120
enabl ed the 10 portabl e communication function unit 120 and the IC 121 to

-mutual |y CQQﬁéﬁ%lf@?Qd°%€§£atI%§refOre’ for exanple, the portable .
i it 12071

conmuni.cation tunction I's capable of disabling the IC 21 and the
| C 121 i s capabl e_of difﬁ#ﬂjng t he portabl e conmunication function unit 120
under a constant TotRiit , " whereby various controls can be realized from
t he viewpoint of a content and securitx of a service, I@s Lesent
invention is not Theneerid eprerabevethexpParatycB BBa’F tE.OKPtﬁEUgh
cases in which the I1Cs 21 and 121 built into the portable tel ephone
appar at usesFid. agdof 18haepertakdepkphnudicatike fyoedioppmaiited20 of

enbodi ments, the present invention is applicable to a fixed tel ephone
connegted tendixedehbne, tal@phbabl appafarmst 144 ,t end Hal resRemsondio Di git al
Assi stants), that is, a conpact, information equipnment, a clock, a

comput er , efige oA0fa LURN LReAcEARENN MICE oS 121 K6 121 s built
i nto equi pnent 1 ving thé capability of being able to be
generates an application program register request and
transmits the same to the IC service providing apparatus
112,
10 _ Step ST342:

When the IC service providing apparatus 112
receives the applicatign register request at step ST341,
it displays a registration format of the application
program on the aisplay unit 34 shown in FIG. 8 of the

15 portable communication function unit 120.

Step ST343:

The user A operates the operafion unit 35 shown in
FIG. 8 of the portable communication function unit 120 of-
the portable telephone apparatus-114.to input inférmation

20 ~ required for registration of the application program, and
the inputted information is transmittéd_to the IC service
préviding apparatus 112.

Step S5T344:

The IC service providiﬁg apparatus 112 inquires the

- 25 | portable communication function unit 120 a designation




25 connected to a network by either the wired or wirel ess 16 Novenber 2005
94 system Further, the ICs 21 and 121 nmay be detac Ly _built i t he
“comruni cati on apparatus or non-detachably built thep@?H%D %@%%ﬁd%ﬂﬁ%ving
the ICs 21 and 121 built therein 5 or & nenory card or other external
storage nedi unms may be detachably configured in a portable tel ephone
apparatus., a portable information termnal, a computer or the Iike.

| NDUSTRI AL #RPLAL ARl dd di¥n g O s ggﬁigbgggoﬁbgygggaﬁgordlng to the present

i nvention, a conmuni cation nethod and a systemof the sane, a

communi cation appalat Uss3 g processing apparatus and a method of the sane
capabl e of providing a Variety of services by using a single integrated

circuit without 15 limtations placed on the storage capagity he menory
95 <R05ErbLr 308

built into the i MPedHRAPRS i tPLaFPEYBY KFRE" 5 95
CLAIM5 1. A service providing nethod wherein a 5 _conmmuni cation apparatus
“and a procddst mprtihkateannenteriien chrechien vath LERefrRrRsSPEdSolSe to a

“service use request issued from said comruni cation apparatus to provide a

servbBce to theuskr srsaial poovidicgt apparappar il2sa cegpsiterng t he steps
of : perform ng comuni cati on between a server
destination designation indicating the virtual IC storage
area server apparatus 113 (if necessary, IC virtual
storage area 60a) for registering an application program.

Step ST346:

10 The portable communication function 120 of the
portable telephone apparatus 114 generates an épplication
régister request requesting registration of the
application program to the virtual IC storage area server
apparatus 113 and transmits the same to the IC storage

15 area server apparatus 113.

Step ST347:

When the wvirtual IC storage area server apparatus
i13 shown-in FIG. 20 receives the application register
requeét at step ST346, based on a control of the control

20 unit 153, the SAM 151 generates an authentication request
andltransﬁits the same to the portable communication
function unit 120.

Step ST348:

When the portable communication function unit 120

25 receives the authentication request at step ST347, the



apparatus storing a programdefining a process relating to said service
and said conmmuni cation apparatus to judge if use of féib?oyé%rargdo%

permtted or not In response to sal d service use request, Sal program

being 15 stored in a storage area of tlgg server apparatus allocated in
advanced to said communi cation apparatus; executing said program by said
server apparatus when use of said programis permtted; and performng

conmmuni cati on between sajd server, 20 app a0y 534, d shhE

appar at us CRESF S aéc%rﬁﬁfh?%%‘f?sonmgp%é% VT ?%slp]éﬁggétgg t he
execution of said program by said server ‘%g%?éa ust;lo Eéoﬂge said

servi ce totgansmidet theapRentieA bthgrp et by*€usrng“a function of
data carrier and/or authentication 25 in said comunication apparatus and a
reader/ w i drodgihcitieonid rk SRiwhir o¥®ssi ng apparatus. 2. A service
providing nethod as claimed in claim1l, wherein said comrunication

appar at us ‘transnmphe [k sehdwe LsaFI@eqUEstréeaivasi bgeuse of said
storage 30 area to said server apparatus. 3. A server apparatus

comyni cat i i j i t icagiappar at us
AU & £ LOITHNLGEE £ OPr SRPEREt pSrBaE1a poafaatcagiapp
th;?tTg transters data V\fth sai d communi cati on apparatus and 16 Novenber 2005

96 wused in a service o er of sai kcation. apparatus,
conpri si ng}' {?fsoq_o"?msifoj??ﬁab% %F%g?é% 'géea?ﬁ?ng a process 5 relating to
said service, said pro&[am being stored in a

Step 349:

The control unit 148 of the IC 121 conducts mutuai

‘authentication with the virtual IC storage area server

10 apparatus 113 through the portable communication function
unit 120 in response to the authentication reqguest
received at step ST348.

Step ST350:

Wheﬁ one'anotheﬁ's legitimacy is authenticated by

15 the mutual authentication of.step 8T349, the control unit.
15370f the virtual IC storage area server apparatus 113
notifies the portable communication function ugit 120

- that preparation for registering the épplicaﬁion is
COﬁpleted.

20 Step ST351:‘

The portable communiqétion function unit 12@
generates a registration start request requegting the
start ofrregistering the application progrém oﬂ the basis.
of the notification of steprSI350 and transmits %he same

25 " to the IC service providing apparatus 112.



10 storage area of the server apparatus allocated in advance to said
communi cation appar at us; means for receiving a servi cg | a%éa%l¥¥§0J§(nn
sai d comuni cati on apparatus; neans for authenticating if sard seérvice us
request is legitimate or not; and nmean8%or controlling a processing for
providing a service to said user in collaboration with the processing
apparatus in response to the execution of 15 a program defining a process

relating to said i &y. reading the programfromsaid storing neans
and executing tﬁ%g%%éﬁﬁ%rogran1mhen it is judged that said service use
e

sarequest is legitinat said service bein [ OVI UgjQ9+Ref Unction of
data carrier and/ e:ﬁfzﬂﬁ*ﬁﬁﬁ?(ﬁﬁ?%%ﬁ%%gsggﬁgg%gﬁ%n?%%t?%ﬁ gpﬁaratus and a

reader/witer function in said processing apparatus. g The s%&yice
provi di ng neeHewE| B¢ neborage| aFRr ISTWAEr 8PRAFEEPE AorntiRPERSYon appar at us
is a portable 25 conmunication apparatus and includes an integrated
circuit ancmetwaX chwslsexbihpahieati on circuit performng comunication
using a wireless communication network, and said server apparatus is
conngcted to a IHhdietawsk3: and said integrated circuit comunicates with
said server apparatus through said wireless conmunication circuit, said
w rel ess Connun'%ﬂh&PQnﬂ§tgﬂgéheﬁmg féﬁﬂtimacy.is authenticated by
thé mutual authenticétion of step ST352, the IC sexvice
providing apparatus 112 and the virtual IC storage area
server apparatus 113 communicate with each other and
10 perform a registration process of the application program
65a.
Specifically, the application program 65a is
transmitted from the IC service providing apparatus 112
to the virtual IC storaée area server apparatus 113,
15 whereby the application program 65a is written in the
memory 152 of the virtual IC storage area server
aﬁparatus 113.
Step ST354:
When the processing of step ST353 ends, the IC
20 service providing apparatus 112 notifies the portable
. communication function unit 120 through the IC 121 that
the application registration process has ended.
Step ST355:

When the processing of step ST353 ends, the virtual

25 'IC storage area server apparatus 113 notifies the .




networ k. 16 Novenber 2005 97 5. The service providing nethod clained in

claim4, wherein said integrated circuit conprises a giﬁg¥eﬂgggg&%%e for
transferring data with said 5 processing apparatus and a second i nterface

-for transferring data with said comumsigcation circuit. 6. A communication
met hod wherein a conmuni cation apparatus conprising an integrated circuit
and a communication circuit conmunicates with a processing 10 apparat us

that transfers ta with said integrated citcui. NG, HSESh 1 fh@ $€rvi ce
relating t &1 ézé’r“ﬁué&cacctﬁocrhi ,n%%fr%'?ilgﬂhn% it%(g St eps&laf: receiving a

use ‘request of a programfromsaid integrated circuit thﬁoughnaghd
communi cat 1&3 dhatuithe PPRIERAHPANT FrabrYn BFQGTE PeTating to  said
use request froma storing neans; executing the read progran  and
conmruni‘cat i ng Wi Diwes diod thricce ddien papirhr ke (ROmMRURHAfHL i tROHHRI cat i on
circuit and said integrated 20 circuit in response to the execution of the
progr am angnaay fIoTdifs tHaoCAgslieh i ongrégistratsen vprecens.-col | aborati on
with the processing apparatus; wherein said programbeing stored in a
storgge area of t/hg SOl JERIS Mtdgepdpd in advanced to said 25

communi cati on apparatus; "and 30 said service being provided by using a
- Below, an exp;anation will be given of an example
of an operation illustrating a case of registering the
application program 65a in the IC virtual storage area
"60a allocated to the portable telephone apparatus 114 in
16 the above third exemplified operation when the portable
communication function unit 120 conducts confirmation of
available space in the IC virtualiétorage area 60a.

FIG. 25 is a flow chart for explaining the above
aexemplified operation.

15 | " The processing of steps $T361 to ST363 shown in FIG.
25 are the same as fhose of steps ST341 to ST343 shown in;
FIG. 24.

Further, the processing of steps ST368 to ST377

shown in FIG. 25 are the éame as those of steps ST346 to
20 ST355 shown in-FIG. 24.

In the process shown inuFIG. 25, the IC service
p?oviding apparatus 112 transmits the registration
designation inquiry togethef witb a required memory
capacity for storing the apﬁlication program to be

25l registered to the portable communication function unit




function of data carrier and/or authentication in said conmunication
apparatus and a reader/witer function in said proc i appar . 7. A
processi ng apparatus that transfers data wth a fir§ﬁ§§§%ﬁ%ﬁﬁﬁh?#®% '
apparatus and used in a service provided to a user of said first

communi cati on apparatus, wherein, 16 Novenber 2005 98 after a second
communi cation apparatus storing a programdefining a process relating to
sai d servicgg ag_gt%éegggggg.t he sane, and said first conmunication 5
apparatus have authenticated one another's legitimacy by a mnutual

aut henti cati on cqnducted throu aid__conuounicati@n_cilcui TEULT
processi ng appar atst whFire PEBE%B%?CS?F%B“&?? 1?5i§“§8§5§§ %8ﬁnun?bation

apparatus through said first conmunication apparatus,_ perforns a _10

process relsra¥ghes thedISeVirsEal,s&srrgBorEERof O OF B it B¥tond

conmuni'cati on apparatus; said programbeing stored in a storage area of
t he second DOnetkage i aneapparseys apphoedued 113 &dv ebheak itfp e g st
conmruni cati on apparatus; and said service being provided by using a

functg on ofeulat Seg@i FoQr adBdiablavkpadtl oat not i(Step GTIEF)St communi cation
apparatus and a reader/witer function for said processing apparatus. 8. A

pr ocessi ng appar ajyis, as,£Lai BRArkNi 6! AbMhfai20ptaeEphRd,N thaspense to a use
request of said program

' service providing apparatus 112 is notified from the
Vportéble communication fﬁnction unit 120 that ﬁhere is no
avaiiable s?ace (Step ST366} .

10 On the other hand, when there is available space,
én application register request is outputted from thé
portable communication function unit 120 to the wvirtual
iC storage area server apparatus 113 (Step ST368), and a
register destination designation indicating the virtual

15 IC storage area server apparatus 113 is transmitted to
the IC service providing apparatus 112 from ﬁhe portable
communication funcﬁion anit 120 (Step ST367).

As explained above, in the communication sysfem 101,

even though there is a limit in Fhe storage capacify o£

20 the memory 146 of the IC 121 shown in FIG. 18 and FIG. 19,
by stﬁring in the virtual IC storage area server
apparatus 113 the application program relating to a
service performed using the data caprier fqnction and/or
the individual authentication function built into a chip

25 of the IC 121 and the virtual IC storége area server




fromsaid first communi cati on apparatus to said second conmunication
apparatus, said processing apparatus transmts to Saﬂéiﬁ%¥é%%%r 2005
comuni cation apparatus through said first comuni cdtion apparatus an
instruction 25 selecting a programreladang to said service to be executed
- by said second communi cati on apparatus when use permssion is received
fromsaid second comuni cati on apparatus through said first communication.
apparatus. o, A, 40l 091 3! eoChEEH)! £ALCEaRCIPRALALYS LySAe! AN/ Ng dala
bet ween an |ﬁfegré?ed crrcurt burft 1nto a first confruni cati on apparat us
and a processin appargtys used ip a.secylce provi ded . user of said
first comnmft® ?dﬂggﬁba?atﬂgfnﬂhéggiﬁélé¥ho?5ngépe%€8%%§9%after a second
conmmuni cati on apparatus storing _a programdefining a _process relating to
sai d serviG@NmaﬂﬁabkﬁebfiﬁgaiﬁesééﬁewegﬁﬁysaFHrFPF§U-&&ﬂﬁ%ﬁ%:

apparatus have authenticated one another's legitimacy by a mnutual

aut hent i catamnapphilcetdnt hrogghmsaiedd ootmbe dewindwadede finem thhhsfers
data between said integrated circuit and said processing apparatus to

rel ays COMupy £8hh ONTHEL ¥BRAgEah SR es0 AparaaiisON 180 tappdeatls and said
processi ng apparatus perforned through said integrated circuit; said

program bei1gy SLOLEHskNc ARl 8081 8hCBAka bRC heC ARl GomRIRLal | on
cated I n a

apparatus alTo ( vance to said first communication apparatus; and
15 said Sea¥ég§¥gﬁlgg 8ég¥ggggdb¥e%%ggﬂ %he IC service providing

apparatus 112 and the virtual IC storage area server
.apparatus 113.
i0 : In othér words, a plurality of services performed
using a plurality of applications can be provided using
the IC 121 alcne.
Further, according to the communication system 101,
after the IC 121 and the virtual IC storage area server
i5 apparatus 113 have performed mutual authentication, and:
the IC service providing apparatus 112 and the virtual IC
sforage area server apparatué 113 have performed mutual
‘authentication, in order for the virtual IC storége area
server apparatus 113 executing an application program and
20 , the IC service providing apparatus 112 to execute the
| process relating to a servicé in collaboration with eéch
other, illicit access can be prevented.
An effect of the above~méntioned communication
system 101 is realized by the configuration and operation

25 of the IC 121 built into the aforementioned portable




function of data carrier and/or authentication in said first comunication
apparatus and a reader/witer function in said procqﬁ§5¢§%éﬁg%%r§b%%. 10. A
processing nethod transferring data with a 20 first “conmmuni cati on
apparatus conprising an integrated ci®d&uit and a communication circuit and
used in. a service relating to said integrated circuit, conprising the

steps of: conducting nmutual authentication of a second 25 comuni cation

apparat us stgrd ﬂ%[gﬁggfggﬁgﬁifgpg a 30 process relating to said service
and executing e sane,” and said integrated circuit through said

communi cation cigcyit, and after "B L{{egyed s

aut henti cat ed by t%&hﬁuﬁ'uﬁccfuﬁcﬁ'enrﬂo{%%ﬁlg%?fée a%/%ﬂéai d 1i:Ar>1ti<h§1g§;?at ed
circuit; and while conmmunicating with saig secondHl connunk&gtigg appar at us
executi ng ®ATEARIRyrEteRReTD P22 b chLd r B3F aPPRYEPt B sard sérvice in
col l aboration with said second communi cation apparatus; wherein 16
Novenber 2@@®viGling dite oF/Oyremi bel 48 Sebr eampnniacatdpaguitPedPi t he
second comuni cation apparatus allocated in advanced to said first

comgni cat iyt tIas addimyureich bicai flusetvboeubekny2fr enabiéedbyhgsi ng a

- function of data carrier and/or authentication in said } first

g?pgﬂ?icatB@%ﬁﬁﬂ%ﬂEﬂdﬁh&ﬁ%hé&i@@dﬁﬁﬁ$iiéﬁruniﬁnﬁtboﬁn&Oth&aEd iletlegr at ed
| to mutually control each other. Therefore, for example,
ﬁhe portable communication fun#tion unit 120 is capable
of disabling the IC 21 and the IC 121 is capable of
‘10 disabling the portable communication function unit 120
under a constant condition, whereby various contrels ¢an
be realizéd from the viewpoint of a content and security
of a service.
The present invention is not limited to the above
15 explained embodiments .
| Although cases in which the ICs 21 and 121 built
into the portable telephone apparatuses 14 and 114 were’
‘exemplified in the above explained embodiments, the
présent invention is.applicable to a fixed telephone
- 20 connected to fixed line, a portable information terminal
(Personal Digital Assistants), that is, a compact
 infofmation equipment, a clock, a computer, etc., and
even to a case in which the ICs 21 or 121 is built into
equipment haviﬁg the capability of being able to be

25 | connected to a network'by either the wired or wireless




11. A communi cation method performing 10 communication using a first
conmuni cati on apparatus conprising an integrated circuif and a

communi cation circuit, a second comunication cirCLn%éﬂﬁﬂﬁfﬁ%$ra20ggrvice
relating to said integrated circuit, afd® a third conmmunication apparatus
storing a programdefining a 15 process relating to said integrated circuit
and executing the sanme, conprising the steps of: transmtting a use
request of iWdgprogramfromsaid integrated circuit to said third

comuni cati 6n apparatus through said comuni cation circuit; 20 conducting
nutual aut henti cglj.qn et Waen Al by | UFO A Gl bl K6 UbL cROMaBRY dpilikd
conmuni cation apparatus’ through sald comunicdtion circuit; and conducting
mut ual aut hentication between said second communic t%onhgggargauitand sai d
third 25 c&ﬂﬁﬂﬂ?ﬁﬁi?ﬁwﬁﬂﬂkﬁ%fh%nmﬁ63a¥ﬁ5“?eﬁFtPﬂﬁcge f<8araY Phtegr at ed
circuit and said third conmuni cati on apparatus has been aut henti cated by

t he nutual thesedant i kXGtd¢avds herebrg the HRan2larBdségdnBuddimiReEgiron
apparatus and 30 said third communi cati on apparatus have aut henti cated

one Bnot heks d eginidpcyaby dheotbiévaéxbethaht Etarage, medivngt nay bg sai d
third conmuni cati on apparatus said programrelating to said use request,
wher eby saigd 380014, b6 2bd 0n aRPRs ALAB1 aNdesapHohbi BfpaGaiasgnber
2005 101 conmmuni cat’i on apparatus conmuni cate to perform a process

a portable information terminal, a computer or the like.

INDUSTRIAL APPLICABILITY
10 As explained above, according to the present
invention, a communication method and a system of  the
same, a communication apparatus, a piocessing apparatus
and a method of the same capable of prov;ding a va?iety
of services by using a single integrated circuiﬁ without
15 - 1imitétions placed on the storage capacity of the memory

built into the integrated circuit can be provided.




relating to said service in collaboration with each other in response to
the execution of said program 5 wherein said progrlglﬁg stor. in a
storage area of the third comunication apparatus al ocaﬁ%%t1n a véﬁced
to said first communication apparatus; and said service being provided by
using a 10 function of data carrier and/or authentication in said first
comuni cation apparatus and a reader/witer function in said second
comuni cation circuit. 12. A comunicati®dn nethod as clainmed in claim1l
further conprising the steps of: 15 triaigéting fromsaid second ’
comuni cation apparatus to said firsF conmuni cati on apparatus a program
sel ect instruction for instructing a programto be selected and used;,
transmtting by said first comunication 2.0 apparatus on_ the basis of
sai d program sel ett |Astr@ervéfica pPEYamddl ect™S uctiBt g  sai® third

comunication_ instr i on; ting,py gai d,iJiddiGrmMmuabsatson
appara%us a %?%ﬁﬁéﬁggéggﬁfigﬁgﬁgégggd prggra§1sg1ect£g?5 instrlﬁctions
retCﬁl \éed f r?ﬂbﬁﬂtditatst weehmeacbabitber dpparesnensel 30 A cHPFTHFE atfdn
nmet hod as c aimed in ¢claim11 further, conprisin he s :
transnyttlngrPﬂBﬁ?EaiHS§E@8ndf58ﬂnuﬁ?%atiSﬁgmgﬁl%%E%?gtuégﬁgrggFa fT¥st
conmmuni cat | ofy-gppaLat ys derpiograppsehectisenpst pact sandf ocommshiostiog a

programto
apparatus, comprising the steps of:

10 performing communication between a server
apparatus storing a program defining a process relating
to said service and said communication apparatus to
judge if use of said program is permitted or not in
response to said service use request, said program being

15 stored in a storage area of the server apparatus
allocated in advanced to said communication apparatus:

executing said program by said server
apparatus when use of said program is permitted; and
performing communication between said server

20 apparatus and said processing apparatus through said
communication apparatus in response to the execution of
said program by said server apparatus to provide said
service to said user, said service being provided by
using a function of data carrier and/or authentication

25 in said .communication apparatus and a reader/writer
function in said processing apparatus. |

2. A service providing method as claimed in
claim 1, wherein said communication apparatus transmits
said service use request indicating use of said storage

30 area to said server apparatus.

| 3. A server apparatus communicating with a
communication apparatus and a processing apparatus that

transfers data with said communication apparatus and




be sel ected and used; judging by said integrated circuit if a programto
be used in a service perforned using said 16 hbvenbeﬁlf 5 102 gﬁﬁﬂpd

. . . . ove er
conmuni cation apparatus is stored or not in response to said program
sel ect instruction; when said integrated circuit judges said 5 programis
stored, executing by said integrated circuit 10 the program and perform ng
a process relating to said service by said integrated circuit and said
second conmmuni cation apparatus in coll &oration with each other in

response to the,execution of .the program__and en d ] cclrcuit
j udges said “prgrih id ﬁ%?“@?%ﬁe3¥)tﬁaggﬁﬁfti§% b§§§%idé$$$§%fé§918ﬁ
communi cat i ogppapatasscanpr ogiagt sel ect instruction to said third

comuni cati on appar at us, executin% by said third communication aggaratus a

program speci fi ed by ama3Npr SGFam-OE1L86t a FRIVAT SF i dtdided PFOnrssi d

first scommupLegtiny 8BPanakuse LneAUG AR UOSYy Jebadnmig sald
service by sard second communi cation apparatus and said third

communi cat i oatappgeat asedn ofol Itésor atdoremi tdprEcttwt hexlleocaeadonse to

the 20 execution of said.grogran1.14 A connunigagion met hod as clainmed in
claim11, wASYBPR® 58 3pic comnunication”dppdratus.

means for receiving a service use request from
said communication apparatus;
i0 means for authenticating 1f said service use
request is legitimate or not; and
means for controlling a processing for
providing a service to said user in collaboration with
the processing apparatus in response to the execution of
15 a program defining a process relating to said service by
reading the program from said storing means and
~executing the read program when it is judged that said
service use request is legitimate, said service being
provided by using a function of data carrier and/or
20 authentication in said communication apparatus and a
reader/writer function in said processing apparatus.
4, The service providing method claimed in claim
1, wherein:
said communication apparatus 1is a portable
25 communication apparatus and includes an integrated
circuit and a wireless communication circuit performing
communication using a wireless communication network,
and
said server apparatus 1is connected to a
30 network, and
said integrated circuit communicates with said
server apparatus through said wireless communication
circuit, said wireless communication network, and said

network.




said first comunication apparatus is a portable type communication

apparatus; said comunication circuit is a wreless GO ni ati%% %ircuit
. . . . } . : ]] oV erk_ 05,

perform ng comruni cati on using a W reless comuni cat’ion ne rk;”said

second comuni cation apparatus and third comunication apparatus are

connected to a network; said integrated circuit comrunicates with said

second communi cation apparatus and said _third conmunication apparatus

t hrough said comrunication circuit, sai"d wireless comuni cati on network

and said networks, andrié Neanbete 20P20%03ingai hesennd eqaHmidcatimn
apparatus and_said third conmuni cati on apparat us -conmmuni cate through said
network. 5 1&la¥tchmmifieERin id eindSHFateidngSLEChiltst CeBRFuAEEatd on

appar at us COpprLsi Ng Al rAJHLIr 3ed CLEGHLE AP @ COMMNI CRtik@n ChyLyit;
a second communi cation apparatus used in a service relating to said
integrated chrecessiand Eprmitdtiusl cemduni zat ismtapbar antsrsaoei ngfar

program definin roces elating_to.said service and, exeguting t he
Sans, wher ei ht28° Heb ag det of L EAT B BR oGP MR T ST F ARG ne LB O 1 om sai
integrated circuig.to sab8minlihkdataBnURictAbdOWhek idpRar abmauh heotbn sai d
communi cation circuit; mnutual authentication is conducted between
apparatus comprising an integrated circuit and a
communication circuit communicates with a processing
10 apparatus that transfers data with said integrated
circuit and-used in a service relating to the integrated
circuit, comprising the steps of:
receiving a use request of a program from said
integrated circuit through said communication circuit:;
15 reading an application program relating to
said use request from a storing means;
executing the read program; and
communicating with said processing apparatus
through said communication circuit and said integrated
20 circuit in response to the execution of the program and
performing a process relating to said service 1in
collaboration with the processing apparatus; wherein
said program being stored in a storage area of
the storing means allocated 1n advanced to said
25 communication apparatus; and
said service being provided by using a
function of data carrier and/or authentication in said
communication apparatus and a reader/writer function in
said processing apparatus.
30 7. A processing apparatus that transfers data
‘with a first communication apparatus and used in a
service provided to a user of-said first communication

apparatus, wherein,




said integrated circuit and said third conmmunicati on apparatus through
said communi cation circuit; when said integrated ci rcijét and sz;ci dz(} ird 20

comuni cati on appar atus have aut henti cated one anot her SNO‘Teemgti‘:“tl nacy by the

mut ual aut hentication, said second comrunication apparatus and said third
communi cati on apparatus conducts nutual authentication; and when said

second communi cation apparatus and 25 said third conmunicati on apparatus
have aut henticated one another's | egi ti9ﬁacy by the nutual authentication,

sai d third comuni cati 9p.apPar akusneX eor®S i%2itd i APRPatiR adddeid® said
use request, and said second comrunication apparatus and said third

comruni cati on BEogppar adeticbhgur cRIeces r espaidac ote headdecB¥6HCOf  t he
programto performa pr.ocess,.relating to said. seryi in. I on

wi th each ot?ﬁ%é; eﬂ?ﬂ@vlenrgoer hfooéa%ﬂ %%(i?ds(érlg;rg%k%gi ngorfsﬁ@%)é%pﬁ %Bljé
storage areaapbpatdreus hhadecamruentathopdappa atritstadn/oc el tiimadyvamged to
said first communi cation apparatus; and 5 said servjce hein rovi ded by

using a furktioRubRadat a2&PFPERCARGLSr artWEMGT Rt i o PP ¥ d  $71St
communi cat i OB, ARRAY 84 USoANT & SHdder 5u hi §froddUIeid PN sl aaicd sS epente

communi cati on apparatus. 16. A comuni cation apparatus comunicating with a
10 first comemicatcaningparidttusssddprisiong asommuagcatdgnl apparatus
through said first communication apparatus, performs a
10 process relating to said service in collaboration with
'said second communication apparatus:
said program being stored in a storage area of
the second communication apparatus allocated in advanced
to said first communication apparatus; and
i5 said service Dbeing provided by using a
function of data carrier and/or authentication in said
first communication apparatus and a reader/writer
function for said processing apparatus.
8. A processing apparatus as claimed in claim 7,
20 wherein in response to a use request of said program
from said first communication apparatus to said second
communication apparatus, said processing apparatus
transmits to said second communication apparatus through
said first communication apparatus an instruction
25 .Selecting a program relating to said service to be
executed by said second communication apparatus when use
permission is received from said second communication
apparatus through said first communication apparatus.
9. An integrated circuit access apparatus
30 transferring data between an integrated circuit built
into a first communication apparatus and a processing
apparatus used in a service provided to a user of said

first communication apparatus, wherein




circuit and a conmuni cation circuit, and a second conmunication apparatus

storing a programdefining a process relating to a j ce and USRS in a
service relating to said integrated circuit, conpri?ﬁ%é&“ﬁ%%ﬁg-for%

authenticating with said second comunication apparatus after said
integrated circuit and said second conmmuni cation apparatus have

aut henti cated one another's legitimacy by a nutual authentication; and
means for communicating with said second? communi cati on apparatus executing

sai d program to perfO%P%%ﬁpéoggagnﬁeH@HdﬂhIééﬁﬁgﬁjéﬁﬂé@éﬁhér%toring_

col I aboration wth eac er arter one another's legitimacy with said
second comuai gatdgeanappef atiisg has @bhobesn awtlladrimnigcated siyida pexvbEe

au;hentication t hrough 30 sajd aut henticati on .neans; erein i ram
being stored®q £%0tEGY Ehéa BF"Fhe ¥ oﬁﬁ“ggnﬁﬁﬁﬁggt?%%m%%%ggg U@?
al | ocaged in,,34¥apG80dnkoe SalidnkhisateUMHHC aid @ihappar Bé4is: imndy say d

service being provided by using a function of data carrier and/or .
aut henticatian i mucapd fianthessieadilon i ordphitads dMFA9Rade?f2 Wit er

e aemar CRPAAT  s0d IR oL ondfelByeale, 2005000, 1ol
conpri sing apnt8gegtatiedcietttui tandd aaddmmnabcassdngci appatrataad Bosecond
relay communication between said second communication
10 apparatus and said processing apparatus performed
through said integrated circuit; _
said program being stored in a storage area of
the second communication apparatus allocated in advanced
to said first communication apparatus; and
15 said service Dbeing provided by using a
function of data carrier and/or authentication in said
first communication apparatus and a reader/writer
function in said processing apparatus.
10. A processing method transferring data with a
20 first communication apparatus comprising an integrated
circuit and a communication circuit and wused 1in a
service relating to said integrated circuit, comprising
the steps of:
conducting mutual authentication of a second
25 communication apparatus storing a program defining a
process relating to said service and executing the same,
and said integrated circuit through said communication
circuit, and after one another’s legitimacy is
authenticated by the mutual authentication;
30 relaying said integrated circuit; and
while communicating with said second
communication apparatus executing said program, performs
a process relating to said service in collaboration with

said second communication apparatus; wherein




5 communi cation apparatus storing a programdefining a process relating to
a service to be provided using said integrated circui nd executing the
same, conprising the steps of: conducting nutual au?%eﬁﬁ?é?ﬁ*ﬁh%§#¥% sai d
10 second comuni cation apparatus after said integrated circuit and said
second communi cation apparatus have authenticated one another's |egitinmacy
by a nmutual authentication; and comrunicating with said second

communi cation 15 apparatus executing sef® programto perform a process

relating to said servigedn,collaRopathanotbiBacash 2 YhEad Leredner
another's legitimcy w H s&cond  contuni cati on appar atus has been
aut henti cat ethdyssavd outmahiasthent epapbiranus &l lsaiad eseciondadoamagd cat i on

20 apparatus; wherein said programbeing stored in a storage area the

t
second comur? c3ft} %5%%r%.%@,nb??%%%?eﬁp?%raﬁﬁ§én%%§ to said first

commung cati on appar at ug; i @nd seahd cger bEendei pgoprieviddedb Py usiing a a 25 .
function of data carrier and/or authentication in said first comunication
appar at us anfhectieniepfwdater chuhéeromdbOL ap At ReREICEBARNIIEat F I

apparatus. 16,4 COmmAl§a1I0n SPPALALUS. QMU fRLT 8D Wdduar /{8
conmuni cat i on ‘apparatus conprising a |n?egrate 30 circurt and a
communi cat i ofuedtt Tath t £ oAansa bd Ssecoagrevatuni cation apparatus used in a

service relating to said integrated circuit, congki%ing: a storing neans
for storing a progtam@efini Prmunication metho perrormrng

i0 communication using a first communication apparatus
comprising an integrated circuit ahd a communication
circuit, 'a second communication circuit used in a
service relating to said integrated circuit, and a third
communication apparatus storing a program defining a

15 process relating to said integrated <circuit and
executing the same, comprising the steps of:

transmitting a use request of said program
from said integrated circuit to said third communication
apparatus through said communication circuit;

20 conducting mutual authentication between said
integrated circuit and said third communication
apparatus through said communication circuit; and

conducting mutual authentication between said
second communication apparatus and said third

25 communication apparatus when the legitimacy of said
integrated circuit and said third communication
apparatus has been authenticated by the mutual
authentication thereof, and

when said second communication apparatus and

30 said third communication apparatus have authenticated
one another’s legitimacy by the mutual authentication,
executing by said third commﬁnication apparatus said
program relating to said use request, whereby said

second communication apparatus and said third




a process relating to said service in a storage area of 16 Novenber 2005
106 the storing neans allocated in advance to said fj cammuny i on
b fER AR,
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apparatus; a recelving neans for receivi ng a use requ sal rogram

fromsaid integrated circuit through said conmunication circuit; an
aut henti cati on neans for conducting nutual authentication with said
integrated circuit through said comrunigation circuit in response to said
use request 10 and after one another's F@gitinacy has been authenti cated

by the nutuakboaihiieBhitgahi ARpaGARGUCIdRBuaR @t hentdent 4 Oprvtkhssai d
second communi cation apparatus; and when one another's legitihmacy with
sai d second rebagénmunteat ehdappireies Has lvodd adhwedrdncavédhpyesasnd

mutual aut heQ’thg%“PH’ J?e%%{}‘tx%em 'éo”gtggag‘%xéc‘?ﬁt{&ﬁdi&@ 3al Brodr-aiy

relating to said use requ fomsai Oor i ng means and exetutrng ft he
sanme, &and cowhmmkdating w th said second conmunication apparatus in
response to 20 the execution of the programto perform rocess relating

]
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bei ng provi dede by SN G Anumb ALt Pin Obpakat6ar it A PriRULAeRhLeat i on
in said 25 first communication apparatus and a reader/witer function in
sai d communi Eat Feadapparat gonmegicatiermanpedaitos ;meérklod wherein a first

said service being provided by using a

10 function of data carrier and/or authentication in said
first communication apparatus and a reader/writer
function in said second communication circuit.

12. A communication method as claimed in claim 11,
further comprising the steps of:

15 transmitting from said second communication
apparatus to said first communication apparatus a
program select instruction for instructing a program to
be selected and used;

transmitting by said first communication

20 apparatus on the basis of said program select
instruction a program select instruction to said third
communication instruction; and

executing by said third communication
apparatus a program specified by said program select

25 instruction received from said first communication
apparatus.

13. A communication method as claimed in claim 11,
further comprising the steps of:
transmitting from said second communication

30 apparatus to said first communication apparatus a
program select instruction for instructing a program to
be selected and used;

judging by said integrated circuit if a

program to be used in a service performed using said



conmmuni cati on apparatus conprising an integrated circuit and a
comruni cation circuit, and a second comunication 30 PPPRsALMSUSAfhd N a
service relating to said integrated circuit conmuni cates, conprising the
steps of: receiving a use request of a programdefining a process relating
to said service fromsaid integrated circuit through said comrunication
circuit; 16 Novenber 2005 107 conductiRgonutual authentication with said
integrated circuit through said comrunication circuit in response to said
use request, sandndf t ecmoneianttiber' sppBriadgist i fecy sliegebdeenraunhént ioat ed
by the nutual authenticatioa,gcon uctin tuyal  aut hentication wth said

u

duct 9 .
second conmuRPERPIGH &BpaPAFuBTCPEEt RS & S dUrAh s ng to said use

request froma storingheBansant exgedyiragetine Samriwhen; @dges 10sanat her' s
l egitimacy with said second communi cati on apparatus_has been authenti cated
by sai @ nut uBFOg&aTherMt | TeFhy, ARECEEERENIYatI T witheghpBcdeConguit

comuni cat i opy AMAAS, | 105 e3BIIIERLAG! N BXBEULLON Dlarlilfy PEOILANI O 15

perform a proces ating to service i aboration wth each

ot her; wher ebrrsaice pbggr amibei ngtsgorédd ncarstiditagendar eaidf skeostori ng
neans al |l ocat ed in.ad%anced to' s

d first muni cati on_apparatus; and 20
sai d servi ce“BBIHG HPov e #PRF TaSiHg & 7?&é§ ARy al At ag?Fgroiﬁ or
authenticati @8 kBspdnée to the execution of the program; and

10 when said integrated «circuit Jjudges said
program 1is not stored, transmitting by said first
communication apparatus a program select instruction to
said third communication apparatus, executing by said
third communication apparatus a program specified by a

15 program select instruction received from said first
communication apparatus, and performing a process
relating to said service by said second communication
apparatus and said third communication apparatus in
collaboration with each other in response to the

20 execution of said program.

14. A communication method as claimed in claim 11,
wherein:
sald first communication apparatus is a
portable type communication apparatus;

25 said communication circuit is a wireless
communication circuit performing communication using a
wireless communication network;

said second communication apparatus and third
communication apparatus are connected to a network;

30 said integrated circuit communicates with said
second- communication apparatus and said third
communication  apparatus through said communication
circuit, said wireless communication network, and said

network; and



first conmunication apparatus and a reader/witer function for said first
communi cation apparatus. 20. An integrated circuit tragsieréting. daf@gwth a
25 communication circuit of a first comunication apparatus 30 and a
processi ng "apparatus performng a process relating to a predeterm ned
service, conprising: a first interface for transferring data with said
processing apparatus; a second interfacgeggor transferring data with said
comuni cation circuit; and a controlling neans for accessing a second
conmmuni cat i on appar at usatdir cegleorshi dosmoondaicaver f apparane sand said
communi cation circuit, and while comunicatin hbvenb%% 200% 1Q§idmﬁth

| 16
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relating to s@wWoservice using a programor data stored in said second 5
conmmuni cati on apparatus; wherein said programor data being stored in a
storage area of the skcopEredhRahieat PEATEPpaPEPESSaNocated in advanced

to said first conmmuni catifQn  2PRAALUSE 0, sald seryi,ce Leldg LrRyi dgd by
using a 10 function o ggtg carf?%r %%%?or aﬁ?ﬁenticationE?%'sé§% first
conmuni cat i ohneppazeatdscanduat readea/ wpomingnichbnothi oarcnisai d processi ng
apparatus. 21. An integrate rcuit as. clainmed .in cl%hﬂgzo, mheaeig when

d ci
sai d second conmuni cat cn??ﬁﬁﬂézHQRPWHQﬂﬁﬁFlon appara used ™ 1

service relating to said integrated circuit; and
10 a third communication apparatus storing a
program defining a process relating to said service and
executing the same, wherein:
a use request of said program is transmitted
from said integrated circuit to said third communication
15 apparatus through said communication circuit;
mutual authentication is conducted between
said integrated circuit and said third communication
apparatus through said communication circuit;
when said integrated circuit and said third
20 communication apparatus have authenticated one another’s
legitimacy by the mutual authentication, said second
communication apparatus and said third communication
apparatus conducts mutual authentication; and
when said second communication apparatus and
25 said third communication apparatus have authenticated
one another’s legitimacy by the mutual authentication,
said third communication apparatus executes said program
relating to said use request, and said second
communication apparatus and said third communication
30 - apparatus communicate in response to the execution of
the program to perform a process relating to @ said

service in collaboration with each other;



15 a program defining a process relating to said service and executes the
sane, said controlling neans conducts nutual aUthentﬂé*NJJEhB@fi?G%% d
second comuni cation apparatus through said second intertface and said
comuni cation circuit, and then controls comruni cation 20 of said second
conmmuni cati on apparatus executing said program and said processing

appar atus performed through said connu?bgation circuit so that said first
interface and said second interface relays the same. 22. An integrated
circuit as clained in skaidnp2egra@Sbafiegestosaidd icort rsdldrayy neass of

niorface and-Sat e EmAAFERL A LT UL T o onBaeecaard Ruttaranced 7o

aut henti cat ioh Has@dr DRsBN-GRhleIEd €8bh OBppeaLess; segei ved fromsaid
second comuni cation through said 30 communication circuit. 23. An

integrated circuit as ¥E nedetiickai Pebng f provddegondby si Mg &8st of age
circuit storj . Drogr-a | at i o i i - US| S

i nt egrated %§$€f}§g gﬁé?%?%ﬁlggkgggkbéﬁugggﬁ %ggﬂé§g+g§€%ﬁ§rg?1i%%ﬂ%eans
judges if safirpr ogrammoricespiondi ngpberatnequesid r eeei viegsh de n/msatar

processi ng ﬁ$¥ ratus, through said first inteéface is stored in said 5
storage circtft®ot®hot? % mﬂ%ﬁo?ﬁdﬁ%ﬁm?ﬂéfa 3Py %9%%?%5??3 stored in said
storage circuit, pxecutesosmhficRt0ghaBphedd thisomoadiuth ia@riage witcuat and

while comrunicating with said processing apparatus through

10 first communication apparatus comprising an integrated
circuit and a communication c¢ircuit, and a second
communication apparatus storing a program defining a
process relating to a service and used 1in a service
relating to said integrated circuit, comprising:

15 means for authenticating with said second
communication apparatus after said integrated circuit
and said second communication apparatus have
authenticated one another’s legitimacy by a mutual
authentication; and

20 means for communicating with said second
communication apparatus executing said program to
pexrform a  process relating to said service in
collaboration with each other after one another’s
legitimacy with said second communication apparatus has

25 been authenticated by a mutual authentication through
said authentication means;

wherein said program being stored in a storage
area of the second communication apparatus, allocated in
advanced to said first communication apparatus; and

30 | sald service being provided by using a
function of data carrier and/or authentication in said
first communication appaﬁratus and a reader/writer

function in said communication apparatus.




said first interface in response to the execution of the 10 program

perfornms a process relating to said service. 24. An iy g Lid@d t as
clainmed in claim23, wherein when said controlling neans féu“g%es Cﬁj(ﬂ sai d

programis not stored in said storage circuit, transmts a use request of

said programto said second 15 communi cati on apparatus through said second

interface and said comrunication ci rcui(§5 25. An integrated circuit as

claimed in claim?20, wherein: said first communication apparatus is a 20

portabl e type conilni cat i commapparat en  sae thed mpsn Oatmnedh dhecwedni sa a

wreless co nication cgircyit perform ﬁg conmuni cation usjng a _wreless
c

comuni cat i ont hiet wGPRMUiCE el nAPRBRAGHE c ATUH gt aflls 14595 tShnect ed

to a networksi aRgisai §ngonir okbbinRansbhedbh CRIRMIIGIt e thy  sadébrs@cond
comuni cation apparatus through said second interface, said communication
circui?, saiermiuelezsioromarmcHiion STEGYKk, 2anBregraned®BLRING0 26. An

ntegrated o) fellds ase el RN LIAM A0 cdhgkerisaldd el sd gl roult
IS a tanper-tesisStan crréait. fe venber 20 f . An
el ectroni ¢ cincegtatayi nd rawdamunbdcaékxe©cuting the same, comprising
the steps of:
conducting mutual authentication with said
10 second communication apparatus after said integrated
circuit and said second communication apparatus have
authenticated one another’s legitimacy by a mutual
authentication; and
communicating with said second communication
15 apparatus executing said program to perform a process
relating to said service in collaboration with each
other after one another’s legitimacy with second
communication apparatus has been authenticated by said
mutual authentication with said second communication
20 apparatus;
wherein said program being stored in a storage
area the second communication apparatus, allocated in
advanced to said first communication apparatus; and
said service being provided by using a
25 function of data carrier and/or authentication in said
first communication apparatus and a reader/writer
function for said first communication apparatus.
18. A communication apparatus communicating with a
first communication apparatus comprising an integrated
30 circuit and a communication c¢ircuit, and a second
communication apparatus used in a service relating to
said integrated circuit, compriéing:
a storing means for storing a program defining

a process relating to said service in a storage area of




means and an integrated circuit nmounted on a substrate, wherein said

integrated circuit conprises: a first interface transferyring.dat idh a
processi ng apparatus performng a process relating to{§ I\E%‘Fegr%%%?znq%n%d
service; a second interface transferring data with said comunication
means; and a controlling nmeans for accessing a second conmunication
apparatus through said second interface and said comunication circuit,
and while communicating wth said proc&98ing apparatus through said first

interface, perforns a process_usj grs 5 stseried £hrsai d
ﬁtéjr‘]:lé%pa?lg?ﬁss, L 10,8, PLRITGN Qhvdata 1€ 51 r

second comuhPat sard programor data is being stored in a
storage areacghmhih€catesandppapruniscati on apparatus allocated in advanced

to said electronic circuit; wherein said_predeterm.ned setvice.pgibag 20
provi ded by using a fuﬁctrlet‘?ﬁléﬁ‘l”@at”ée%%?rf& 53&F6F19§utah§%#categon in said

electrgn ¢ chEcull; @ng.a Leadenw i 581 df unetd @ ta saiitqridcesbirnggh
appar at'us. 28" Anele trgnic circuit as clainmed in claim27, wherein when
sai d second eatnunboathonaappar attysusttdres 25 a program defining a process

relating to said service @g{ﬁ%eﬁﬁefé’%‘?foﬁ hﬁgﬁﬁge’fo%?i o @REE Dh | B@LIRANS

conducts mutual aut hefl Said 'second communi cati on apparatus .
through sai d $e¢eRd;icatebhaca tandssiad dicoeyrmiedt cbncsdtcihealeh &d hen
T e gtion ol fcafeolh FRTPURLEation 3RRa lus rARRK nO
' 10 and after one another’s legitimacy has been
authenticated by the mutual authentication, conducting
mutual authentication with said second communication
apparatus; and
when one another’s legitimacy with said second
15 communication apparatus has been authenticated by said
mutual authentication, a controlling means for reading
said program relating to said use request from said
storing means and executing the same, and communicating
with said second communication apparatus in response to
20 the execution of the program to perform a process
relating to sald service in collaboration with each
other;
wherein said service being provided by using a
function of data carrier and/or authentication in said
25 first communiéation. apparatus and a reader/writer
| function in said communication apparatus.

19. A communication method wherein a first
communication apparatus comprising an integrated circuit
and a communication circuit, and a second communication

30 apparatus used in a service relating to said intggrated
circuit communicates, comprising the steps of:

receiving a use request of a program defining

a process relating to said service from said integrated

circuit through said communication circuit;



g;pgeﬁsln? apPar?tus pe;forneg through said comunication circuit so that
i irst interface an said second interface rela t SANE.

Novenber 2005 5 111- 29. A comuni cati on appar at us cgﬁ%ﬁggfng a 2605
comuni cation circuit and an integrated circuit, wherein said integrated
circuit conprises: a first- interface for transferring data with a
processing apparatus performng a proce relating to a predeterm ned
service; a second interface for transfeiﬁ?ng data with said communi cation

circuit; and 10 a contrglkj,pg; fEaNsfQR1aCCRATIHIG ianalifer  whrlunsaadi on
apparatus through said second Interface and said conmmunication ¢jircuit,

and whil e coimbapratedgcinicttsaihd qnabc assichcappErEast hr obRYShi 40 i r st

interface, perfornms _a process using ra 1 o] i id
anot her connﬁﬁ??ﬁ??%n‘%bpﬁ?é ué?“%af%qﬂ%gggrgﬁ?%rggggg ??ﬁieﬁﬁgtgﬁéfgh in a

:;?éaggm%ﬁ?%g?ghimaagt hawgagorr\;\w}inmjmat 'aaluhgppacatad albypcattée i nmygvanced to
. i on appar at us; erein sai redetermned.service bei 20
provi ded by asthgriifahéPhon SPngépélearrPBEua d/BPgﬁgngﬁFﬁéﬁ i'ca ?gﬁgin

Sai d_communi ¢51,00.ABRA AbiihuARLaR cheadgrkakbisr function in said
processi ng apparatus. 30. A communication apparatus as clainmed in claim
reading a program relating to said use request
from a storing means and executing the same when one
10 another’s legitimacy with said second communication
apparatus has been authenticated by said mutual
authentication; and
communicating with said second communication
apparatus in response to the execution of the program to
15 perform a  process relating to said service in
| collaboration with each other;
wherein said program being stored in a storage
" area of the storing means allocated in advanced to said
first communication apparatus; and
20 said service being provided by using a
| function of data carrier and/or authentication in said
first communication apparatus and a reader/writer
function for said first communication apparatus.
20. An integrated circuit transferring data with a
25 communication circuit of a first communication apparatus
and a processing apparatus performing a process relating
to a predetermined service, comprising:
a first interface for transferring data with
sald processing apparatus;
30 a second interface for tfansferring data with
said communication circuit; and
a controlling means for accessing a second
communication apparatus through said second interface

and said communication circuit, and while communicating



29, wherein: said conmunication circuit conprises a storage circuit for

storing a programor data; and said controlling rrean;tbag\fess S saj
; st or age
e 0
S R/\% I é

circuit through said second interface, and perforns OCt

comuni cating with said processing 30 apparatus through said first
interface using a program or data stored in said storage circuit. 31. A
comuni cation apparatus as clainmed in claim 29, wherein when said another
conmmuni cati on apparatus 16 Novenber 200828112 stores a program defining a

process relating to said service and executes t , i« C i
means conductsthut 83Fd 5PEARERT T Cat iaﬁp%%%dlsano?ﬁé_?a@gnm%l?at io%thfé)d o
apparatus thgough, sai dpgeeeidsi i eptaeesandesaitd reprmonisedtd opereiceuit,

and then controls conmuni cati on of said another conmuni cat.i on appar at us
and sai d proeessyngaappa¥edLan perf ordER t he&e§ESsai t coffdil ca??‘g%n i rcuit

so that 10 said fir j ot e nd. sgg ond interface relays the sane
32. A %ommn?%ré”fuil%%\é%tb%% a%%lgﬁ%é@%?hi me%r?ﬁﬁcl aim 29, wherei n?/ sai d .

(F;(r)gzruni ca]'Ei '?E circuit sanprpsesram 5 demer dleingy s fiot *oREPBERIEng a
ess of the conmunication circuit, . and.said ntrolli NEANS, [
communi cat i ORTSRi Péuitthean%e‘"s%r?cg EBWPPB?‘F?%OHEQREJ of tglﬁ I nt egr at g%nsal |

advanced to said first communication apparatus; and
said service being provided by using a
10 function of data carrier and/or authentication in said
first communication apparatus and a reader/writer
function in said processing apparatus.
21. An integrated circuit as claimed in claim 20,
wherein when said second communication apparatus stores
15 a program defining a process relating to said service
and executes the same, sald controlling means conducts
mutual authentication with said second communication
apparatus through said second interface and said
- communication circuit, and then controls communication
20 of said second communication apparatus executing said
program and said processing apparatus performed through
said communication circuit so that said first interface
and said second interface relays the same.
22. An integrated circuit as claimed in claim 20,
25 wherein said controlling means communicates with said
second communication apparatus through said second
interface and said communication circuit to conduct said
mutual authentication based on an authentication request
received from said second communication through said
30 communication circuit.
23. BAn integrated circuit as claimed in claim 20,
further comprising a storage circuit storing a program
relating to ar service provided using said integrated

circuit, wherein




circuit comruni cate through said second interface to 20 thereby

col | aborate and performa process. 33. An integrated fgrﬁ%QémgéfﬂEgdgring
data with a communication circuit of a first comruni'cati on apparatus,

conprising: an interface for communicating with said 25 comunication
circuit; and a controlling neans for conducting nutual authentication with
a second communi cati on apparatus storifgga programdefining a process
relating to a service through said interface and said communi cation 30
circuit if an authentigalflogondgquddtingr aveaysd djudgerudifcatdioh preguam s

received thr i1d..interface; wherein 16 Novenber 2005 113 said
progran1beinggg %?é%g?ﬁng g?osaggnggg 5FKFﬁ@N¥%égaﬁnc% MNP carfont e
appar at us al hppatetusnthdyaghedaitio feaisdt fiintsdr fe@BUE catdo8d appasaids; and
5 said_service being provided by using a function of data carrier and/or
authen?icatiﬁEOFﬂg%aiglr?P%Et ebrmBRFcat #8% . WBpPar dvdgedndtact eatRiAwri t er

function forpsgkeahnt §95LEEACIHCWAd 30 Ad NtpIE@tEd ChElds 35, phai med
in cIaimSS,p ?% aherein a res&lt g?'saién%ﬁ{ua ad%%eht?caf#%ﬁsisaused
f or det er mi nPhAgIWRt heradlai d et onsk cdmahbrageon ciappdrtat Lndéndwiaitdi rd

comuni catiop apharatus for .performng a process relating to ghggév'ce
using said |Hﬁggrd?ed C rCU|€§sh%ﬁf% g%ﬁ%gﬁ?%%?% t%p%%F?gPﬁ1a g
said first interface in response to the execution of the
10 program, performs a process relating to said service.

24. An integrated circuit as claimed in claim 23,
wherein when said controlling means Jjudges that said
program is not stored in said storage circuit, transmits
a use request of said program to said second

i5 communication apparatus through said second interface
and said communication circuit.

25. An integrated circuit as claimed in claim 20,
wherein:

" said first communication apparatus is a
20 portable type communication apparatus;
said communication circuit is a wireless
communication circuit performing communication using a
wireless communication network;
said second communication apparatus is
25 connected to a network; and
said controlling circuit communicates with
said second communication apparatus through said second
interface, said communication circuit, said wireless
communication network, and said network.
30 26. An integrated circuit as claimed in claim 20,
wherein sald integrated circuit is a tamper-resistant

circuit.



15 process relating to said service or not. 20 35. Alintegrated circuit as

claimed in claim 34, further conprising a storage c t f I st ng a
programrelating to a service provided using said %3* l?%
wherein said controlling neans judges if said progran1 correspondlng to a
request received fromsaid conmunication circuit through said interface is
stored in said storage circuit or not, and when judged that said program
is stored in said storage circuit, 25 ekEut es sai d programread from said

storage circult %?a%'l%at&mam h 133016t M T ooeRIAMEL €854, On
appar at us through sal |nte ace and sail comuni cation circuit in
response to rhd%n@xandt laon ioftedrherqut ogiarmipemboneda opr gcesshstetateng to

said 30 service. An nte rate & circujt as clained in claim 35,

wher ei n when %%?%l%oﬁ?+%l+?5% FRERY et t FIPERT S programis not stored

in saig storage circuif, giansmilrerFiee teaueFerefingal daprogwatht oasaid
second 16 Novenber 2005 114 communication apparatus through said interface

and said comﬁ®©¢%%1m@na@PﬁéaﬁPS PRrIRFNifce gF aPBOERPEUITE 1as 18GaitRdi n

claim 34, g%@gf@Ehlﬁgadséfgféeconnunlcatlon apparatus is a portable
type communi ati on apparatu

a second interface transferring data with said
communication means; and
10 a controlling means for accessing a second
communication apparatus through said second interface
and said communication circuit, and while communicating
with said processing apparatus through said first
interface, performs a process using a program or data
15 stored in said second communication apparatus, said
program or data is being stored in a storage area of the
second communication apparatus allocated in advanced to
said electronic circuit;
wherein said  predetermined service being
20 provided by using a function of data carrier and/or
authentication in said electronic circuit and a
reader/writer function in said processing -apparatus.
28. An electronic circuit as claimed in claim 27,
wherein when said second communication apparatus stores
25 a program defining a process relating to said service
and executes the same,
said controlling means conducts mutual
~authentication said second communication  apparatus
through said second interface and said communication
30 circuit, and then controls communication of said second
communication apparatus executing said program and said
processing apparatus performed through said
communication circuit so that said first interface and

said second interface relays the same.




sai d comunication circuit is a wireless comunication circuit perform ng
conmuni cation using a 10 wirel ess comruni cation net Wok ky o saiisk sesons
comuni cation apparatus and said third comuni cation apparatus are
connected to a network; and said controlling neans conmuni cates with said
15 second communi cati on apparatus through said interface, said

comuni cation circuit, said wireless co ni cation network, and said
network. 38. An integrated circuit as cfained in claim33, wherein said

integrated circuipois a tameimhesiattiant 2ApgdrLiid. 3QomprTLOMYNI cation
apparatus conprising a, communication circuit and an integrated circuit,
wherein  sai GOMHBEFAEEANC ICAEGUE Lo GRSt e sinNROTHERE f GEECHLE. t FRRER&RY i ng

data said 2§a§8”€H@b%§5k88 E&EEEh£ BmbRLEQllI i ng nmeans for conducting
0

nut ual aut henticati anot her co nication apparatus storing a
program defining a proaeisrselamm@gfaaeafqmﬂtm&mﬁféwxm@gl@atd wmtbrﬁace
and sai d conmmuni cati.on qvft |f:€n aut hentication re u st ﬁg1said

connunlcatloﬁreFﬁéﬁﬂPgléaaﬁﬁﬁ &d Rrotigh '$4i @ p'ﬁF?FFa@@
Novenber 200pridstsamtinptogeafiibei;ng stored in a storage area of the

anot her conmuni cati on apparatus allocated in
a second interface for transferring data with
said communication circuit; and
10 a controlling means for accessing another
communication apparatus through said second interface
and said communication circuit, and while communicating
with said ©processing apparatus through said first
interface, performs a process using a program or data
15 stored in said another communication apparatus, said
program or data is being stored in a storage area with
another communication apparatus allocated in advanced to
sald communication apparatus;
wherein said predetermined service being
20 provided by wusing a function of data carrier and/or
authentication in said communication apparatus and a
reader/writer function in said processing apparatus.
30. A communicaticon apparatus as claimed in claim
29, wﬁerein:
25 said chmunication circuit comprises a storage
circuit for storing a piogram or data; and _
said controlling means accesses said storage
circuit through said second interface, and performs a
process while communicating with said processing
30 apparatus through said first interface using a program
or data stored in said storage circuit.
31. A communication apparatus as claimed in claim

29, wherein when said another communication apparatus



advanced to said comruni cati on appar at us;

by using a

function of data carrier and/or authentigﬁ%hﬂﬂmg %gkﬂ{ 5
At o(%er

comuni cati on apparatus and a reader/witer function

communi cati on appar at us.

whet her a first conmunication apparatus serving as said anot her
communi cation apparatus and a second cbh#uni cation apparatus for

performng a
shoul d comun

process re Ing to sal

41. A communigatien appacabystas thai segejn claim 40, wherein: said

conmmuni cation circuit conprises a storage circuit for(;toring a ﬁrogran1or
data, and said control Bfhg ne&AEtEEEdEEs sEASRTST or df EHYD

YSh%ui t

sai d igterface, ,and; perfonms A iRy 0CLSS:LUbi | & SRIEINAALNY Wpphrsend
second comruni cation apparatus through said interface and said

conmuni cat i ohhroiwbui $aidi nepeerpt ogrdrardractat anst opeddi nceErdn sE8FAgR

circuit.
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performed through said communication circuit so that
said first interface and said second interface relays
the same.

32. A communication apparatus as claimed in claim
29, wherein:

said communication circuit comprises a
controlling means for controlling a process of the
communication circuit, and

said controlling means of said communication
circuit and said controlling means of said integrated
circuit communicate through said second interface to
thereby collaborate and perform a process.

33. BAn integrated circuit transferring data with a
communication circuit of a first communication
apparatus, comprising:

an interface for communicating with said
communiéation circuit; and

a controlling means for conducting mutual
authentication with a second communication apparatus

storing a program defining a process relating to a

. service through said interface and said communication

circuit if an authentication request from said
communication circuit is received through said

interface; wherein

gh

and said service being provided

40. A conmuni cation apparatus as clained in claim
39, wherein a result of said nutual authentication is used for determ ning

PRSES"S, SLAbiTR, LB EELY 50 BibBassal e steduciacu

service or not.
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the IC 21 and the virtual IC storage area server apparatus 13 through a
portabl e comruni cation function wunit 20, the server:ﬂpgﬂ%%%ﬂﬁn;%nﬁﬁﬁcutes
a

the application programand through the IC 21, the port
function unit 20, a wireless communication line 17, and a

e conmmunicati on
network 18,

communi cates with an IC RFWapparatus 11 and perforns a process relating

to a service in collaboration wth eacfigther.

10

15

20

25

30

said program being stored in a storage area of
the second communication apparatus allcocated in advanced
to said first communication apparatus; and

said service being provided by using a
function of data carrier and/or authentication in said
first communication = apparatus and a reader/writer
function for said integrated circuit. -

34. An integrated circuit as claimed in claim 33,
wherein a result of said mutual authentication is used
for determining whether said second communication
apparatus and a third communication apparatus for
performing a process relating to a service using said
integrated «circuit should communicate to perform a
process relating to said service or not.

35. A integrated circuilt as claimed in claim 34,
further comprising a storage circuit for storing a
program relating to a service provided using said
integrated circuit, wherein

said controlling means Jjudges 1if said program
corresponding to a request received from said
communication circuit through said interface is stored
in said storage circuit or not, and when Jjudged that
said program is stored in said storage circuit,

executes said program read from said storage
circuit and while communicating with said  third
communication apparatus through said interface and said
communication circuit in response to the execution of
the program, performs a process relating to said
service.

36. An integrated circuit as claimed in claim 35,
wherein when said controlling means judgeé that said
program is not stored in said storage circuit, transmits

a use request of said program to said second
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communication apparatus through said interface and said
communication circuit.
37. An integrate circuit as claimed in claim 34,
wherein:
said first communication apparatus is a
portable type communication apparatus;
said communication circuit 1is a wireless
communication circuit performing communication using a
wireless communication network;
said second communication apparatus and said
third communication apparatus are connected to a
network; and

said controlling means communicates with said

" second communication apparatus through said interface,

said communication circuit, said wireless communication
network, and said network.

38. An integrated circuit as claimed in claim 33,

‘wherein said integrated circuit is a tamper-resistant

circuit,

39. A communication apparatus comprising a
communication circuit and an integrated circuit, wherein
said integrated circuilt comprises:

an interface for transferring data said
communication circuit;

a controlling means for conducting mutual
authentication with another communication apparatus
storing a program defining a process relating to a
service through said interface and said communication
circuit if an authentication request from said
communication circuit is received through said

interface; wherein
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said program being stored in a storage area of
the another communication  apparatus allocated in
advanced to said communication apparatus; and

said service Dbeing provided by using a
function of data carrier and/or authentication in said
communication apparatus and a reader/writer function for
said another communication apparatus.

40. A communication apparatus as claimed in claim
39, wherein a result of said mutual authentication is
used for determining whether a first communication
apparatus serving as said another communication
apparatus and a second communication apparatus for
performing a process relating to a service using said
integrated «circuit should communicate to perform a
process relating to said service or not.
41. A communication apparatus as claimed in claim

40, wherein:

said communication circuit comprises a storage
circuit for storing a program or data, and

said controlling means accesses said stdrage
circuit through said interface, and performs a process
while communicating with said second communication
apparatus through said interface and said communication
circuit using a program or data stored in said storage

circuit.
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ABSTRACT

An application program relating to a process of an
IC 21 is stored in a virtual IC storage area servexr
apparatus 13. Following a mutual authentication between
the IC 21 and the virtual IC storage area serfer
apparatus 13 through a portable communication function
unit 20, the server apparatus 13 executes the application

program and through the IC 21, the portable communication

function unit 20, a wireless communication line 17, and a

network 18, communicates with an IC R/W apparatus 11 and

performs a process relating to a service in collaboration

with each other.




