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TITLE: 
PROGRESSIVE CHARTING 

BACKGROUND: 
Field: 

[0001] Embodiments of the invention generally relate to network traffic 
analysis and reporting. More particularly, examples of the invention are 

directed to methods, systems, and computer programs for reporting on 

network traffic flow data. 

Description of the Related Art: 
[0002] Network traffic flow data is of interest to network administrators 
for a number of reasons, including analyzing the impact of a new application 

on the network, troubleshooting network pain points, detecting heavy users 

of bandwidth, and securing networks. The primary protocol associated with 
traffic flow data is NetFlow which was developed by Cisco Systems®. 
There are also several other varieties of flow protocols, such as sFlow, 

IPFIX, Jflow, NetStream, and Cflowd. All of these protocols support flows 

that are similar to NetFlow and contain similar types of information, such as 
source internet protocol (IP) address, destination IP address, source port, 

destination port, IP protocol, ingress interface, IP Type of Service, start and 
finish times, number of bytes, and next hop. 

[0003] As networks become larger and more complex, systems that 

analyze and report on traffic flow data must become more efficient at 
handling the increasing amount of information generated about network 

traffic. Aggregating data from many network devices can result in datasets 
that contain billions of entries or flows. Additionally, running reporting 
queries on a dataset of large size can be taxing on the storage system or 

database. Traditional methods for solving this data overflow problem have 



WO 2011/146172 PCT/US2011/031937 

2 

been to improve the quantity or quality of the hardware that hosts the storage 

system. 

SUMMARY: 

10004] One embodiment of the invention is directed to a method. The 

method includes receiving, at a network traffic analyzer, a query of network 

traffic flow data over a certain time period, and modifying the query to 

produce sub-queries each based on different segments of time within the 

certain time period. The method further includes executing at least one of 

the sub-queries, and incrementally outputting results of each of said 

executed sub-queries as each of the sub-queries are completed. 

[0005] Another embodiment is directed to an apparatus. The apparatus 

includes a receiver configured to receive a query of network traffic flow data 

over a certain time period, and a processor. The processor is configured to 

control the apparatus to modify the query to produce sub-queries each based 

on different segments of time within the certain time period, to execute at 

least one of the sub-queries, and to incrementally output results of said sub-

queries as the sub-queries are completed. 

[0006] Another embodiment is directed to a computer program embodied 

on a computer readable medium. The computer program is configured to 

control a processor to perform operations including receiving, at a network 

traffic analyzer, a query of network traffic flow data over a certain time 

period, and modifying the query to produce sub-queries each based on 

different segments of time within the certain time period. The operations 

may further include executing at least one of the sub-queries, and 

incrementally outputting results of each of said executed sub-queries as each 

of the sub-queries are completed. 

[0007] Another embodiment is directed to an apparatus. The apparatus 

includes receiving means for receiving, at a network traffic analyzer, a query 
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of network traffic flow data over a certain time period, and modifying means 

for modifying the query to produce sub-queries each based on different 

segments of time within the certain time period. The apparatus further 

includes executing means for executing at least one of the sub-queries, and 

outputting means for incrementally outputting results of each of said 

executed sub-queries as each of the sub-queries are completed. 

BRIEF DESCRIPTION OF THE DRAWINGS: 

[0008] For proper understanding of the invention, reference should be 

made to the accompanying drawings, wherein: 

[0009] Fig. 1 illustrates a system according to one embodiment; 

[0010] Fig. 2 illustrates an initial chart produced by an exemplary 

embodiment of the invention; 

[0011] Fig. 3 illustrates another chart according to an embodiment of the 

invention; 

[0012] Fig. 4 illustrates yet another chart according to one embodiment; 

[0013] Fig. 5 illustrates a complete chart in accordance with an 

embodiment; 

[0014] Fig. 6 illustrates a system according to one embodiment; and 

[0015] Fig. 7 illustrates an exemplary method according to one 

embodiment. 

DETAILED DESCRIPTION: 

[0016] Embodiments of the present invention include a method, apparatus, 

system, and/or computer program for reporting on network traffic flow data. 

Responsiveness is an important aspect of reporting network traffic. A user 

that requires reports generally has a pressing goal when requesting those 
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reports. This is especially true in the network administration space. 
Network administrators need to quickly assess the state of the network to 

troubleshoot any issues that may exist. One important area that network 
administrators monitor is their network traffic. Network traffic data is often 
encapsulated in flows. A complex network generates a high number of 
flows. It can be difficult to produce reports on network traffic when there 
are an overwhelming number of flows. A single query can take minutes or 

even hours to complete. This loss of time can be costly to an organization if 

a business critical service is not performing properly. Embodiments of the 
present invention solve these problems by returning the most important data 
to the network administrator (user) quickly. According to one example, the 
most important data is understood to be the service, protocol, or entity that is 
consuming the greatest number of resources. 

[0017] Thus, embodiments of the invention include a system that improves 
responsiveness of network traffic flow reporting by sending charts 

incrementally as segmented queries are executed and results are returned. In 
one example, a network traffic analyzer scans for proper entities to report 
on. In some embodiments, the network traffic analyzer will select the 
network entities consuming the highest amount of network bandwidth for 
reporting. The network traffic analyzer can then select data from each entity 

for the most recent period of time. The network traffic analyzer may 
generate and send a chart representing the first period of time. The network 

traffic analyzer then repeats this process for each next most recent period of 
time. As a result, the initial response time of network traffic flow reporting 
is significantly improved. 

[0018] Fig. 1 illustrates an exemplary system according to one 

embodiment. The system includes network traffic analyzer 100, network 
traffic data storage 110, and a terminal 120. Network traffic data storage 
110 stores network traffic flow data. Network traffic data storage 110 can 
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be a database or any other appropriate storage device, A user, such as a 

network administrator, may utilize terminal 120 to send a request or query to 

the network traffic analyzer 100. The request may be, for example, a request 

for a report on network traffic flow data related to one or more network 

entities in the network. In some embodiments, the request may indicate a 

certain number of network entities and a certain time period in which the 

network administrator is interested. 

[0019] The network traffic analyzer 100 receives the request from the 

terminal 120 and scans for the proper entities to report on. For instance, if 

the user requested a report on the entities that are the top five traffic 

producers on the network over the last day, the network traffic analyzer 100 

will create a query to retrieve the first five results, ordered by the sum of the 

data transferred. The network traffic analyzer 100 then sends an initial 

response to the terminal 120 that indicates which entity is producing the 

most traffic on the network. This is the quickest way to deliver immediate 

feedback to the user who is interested in finding a problem on the network. 

[0020] Next, the network traffic analyzer 100 incrementally generates a 

chart to represent the requested time period. For instance, continuing with 

the example above, the network traffic analyzer 100 would start by creating 

a query, which is sent to the network traffic data storage 110, to retrieve the 

total amount of data transferred by the previously identified top five traffic 

producers over the most recent segment of time. This segment of time could 

be an hour, two hours, or any other useful segment of time. In one example, 

the segment of time is some portion of the time period included in the 

request by the user. Therefore, in some embodiments, the network traffic 

analyzer 100 can modify the request to produce a partial request or sub-

query that covers a time segment within the requested time period. In this 

manner, the network traffic analyzer 100 can produce incremental results for 

the request in a faster and more efficient manner, as will be discussed in 
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further detail below. 

[0021] In response to the query received from the network traffic analyzer 

100, the network traffic data storage 110 retrieves the total amount of data in 

accordance with the parameters provided by the query, and returns the 

retrieved information to the network traffic analyzer 100. When the network 

traffic data storage 110 returns the results of the query, the network traffic 

analyzer 100 generates an image or data representation of a chart that 

illustrates the results of the query and sends the initial results to the user. 

Fig. 2 illustrates an example incremental chart for the initial incremental 

segment of time. The chart updates may be drawn or produced either at the 

terminal 120 (client side) or at the network traffic analyzer 100 (server side). 

In one embodiment, the initial incremental chart or result can be delivered 

twice as fast or faster than a complete chart. 

[0022] The network traffic analyzer will continue to query the network 

traffic data storage 110 and produce additional incremental results that are 

incorporated into the chart as shown in Figs. 3 and 4. In particular, 

according to one embodiment, the process is repeated for each subsequent 

segment of time, iteratively returning a more complete chart to the user until 

the chart is completed as shown in Fig. 5. 

[0023] Fig. 6 illustrates a block diagram of a system 10 that may 

implement one embodiment of the invention. System 10 includes a bus 12 

or other communications mechanism for communicating information 

between components of system 10. System 10 also includes a processor 22, 

coupled to bus 12, for processing information and executing instructions or 

operations. Processor 22 may be any type of general or specific purpose 

processor. System 10 further includes a memory 14 for storing information 

and instructions to be executed by processor 22. Memory 14 can be 

comprised of any combination of random access memory ("RAM"), read 

only memory ("ROM"), static storage such as a magnetic or optical disk, or 
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any other type of machine or computer readable media. System 10 further 
includes a communication device 20, such as a network interface card or 

other communications interface, to provide access to a network. As a result, 

a user may interface with system 10 directly or remotely through a network 
or any other method. 

[0024] Computer readable media may be any available media that can be 

accessed by processor 22 and includes both volatile and nonvolatile media, 
removable and non-removable media, and communication media. 

Communication media may include computer readable instructions, data 
structures, program modules or other data in a modulated data signal such as 

a carrier wave or other transport mechanism and includes any information 
delivery media. 

[0025] Processor 22 is further coupled via bus 12 to a display 24, such as a 

Liquid Crystal Display ("LCD") of terminal 120, for displaying information 

to a user, such as network traffic information. A keyboard 26 and a cursor 
control device 28, such as a computer mouse, are further coupled to bus 12 
to enable a user to interface with system 10. Processor 22 and memory 14 
may also be coupled via bus 12 to a database system 30 and, thus, may be 
able to access and retrieve information stored in database system 30. In one 

embodiment, database system 30 is the network traffic data storage 110 
illustrated in Fig. 1. Although only a single database is illustrated in Fig. 6, 

any number of databases may be used in accordance with certain 
embodiments. 

[0026] In one embodiment, memory 14 stores software modules that 

provide functionality when executed by processor 22. The modules may 

include an operating system 15 that provides operating system functionality 

for system 10. The memory may also store a network traffic analyzer 
module 16, which provides an enhanced network traffic analysis solution 
through improved responsiveness of network traffic flow reporting. System 
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10 may also include one or more other functional modules 18 to provide 

additional functionality. 

[0027] Database system 30 may include a database server and any type of 

database, such as a relational or flat file database. Database system 30 may 

store data related to network traffic flow of each of the entities in the 

network, and/or any data associated with system 10 or its associated 

modules and components. 

[0028] In certain embodiments, processor 22, network traffic analyzer 

module 16, and other functional modules 18 may be implemented as 

separate physical and logical units or may be implemented in a single 

physical and logical unit. Furthermore, in some embodiments, processor 22, 

network traffic analyzer module 16, and other functional modules 18 may be 

implemented in hardware, or as any suitable combination of hardware and 

software. 

[0029] Additionally, in some embodiments, system 10 may include a 

receiver configured to receive a query of network traffic flow data over a 

certain time period. Once such a query is received, processor 22 is 

configured to control system 10 to segment the query into sub-queries each 

based on different segments of time within the certain time period, and to 

execute at least one of the sub-queries. Once a sub-query is executed and its 

result returned, processor 22 can control system 10 to incrementally output 

the results of that sub-query immediately as it is completed. According to 

one embodiment, processor 22 is further configured to control system 10 to 

generate a graphical chart which illustrates the incremental results of the 

sub-query. System 10 is configured to iteratively execute sub-queries and 

iteratively perform the incremental outputting until all of the sub-queries are 

completed such that the graphical chart illustrates the complete results of the 

query. 

[0030] As mentioned above, according to one example, the query received 
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by system 10 relates to traffic flow data from at least one network entity. In 
some embodiments, processor 22 may be further configured to control 

system 10 to scan a plurality of network entities to report on, and to select 

for reporting at least one network entity that transfers a largest amount of 
data among the plurality of network entities. According to certain 

embodiments, system 10 may select, for example, the five network entities 
that are transferring the largest amount of data among all of the network 

entities in the network. 

[0031] Embodiments of the invention also include a method for 
progressively charting network traffic flow information, as illustrated in Fig. 
7. The method includes receiving 700, at a network traffic analyzer, a query 
of network traffic flow data over a certain time period. At 710, the method 

includes modifying the query to produce sub-queries each based on different 

segments of time within the certain time period. At 720, the method includes 
executing at least one of the sub-queries, and, at 730, incrementally outputting 
the results of each of the executed sub-queries as each of the sub-queries are 
completed. At 740, the method includes iteratively performing the incremental 
outputting until all of the sub-queries are completed. 

[0032] In one embodiment, incrementally outputting the results includes 
immediately outputting the results of a sub-query when the sub-query is 

completed. Additionally, in some embodiments, incrementally outputting 
the results includes generating a graphical chart illustrating the incremental 
results of the sub-query. The query received by the network traffic analyzer 

may relate to traffic flow data from at least one network entity. Also, in one 

embodiment, the method may further include scanning a plurality of 
network entities to report on, and selecting for reporting at least one network 

entity that transfers a largest amount of data among the plurality of network 
entities. In some embodiments, the network traffic analyzer may select the 
five network entities that transfer the largest amount of data for reporting. 
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[0033| The computer readable medium mentioned above may be at least 

partially embodied by a transmission line, a compact disk, digital-video disk, 

a magnetic tape, a Bernoulli drive, a magnetic disk, holographic disk or tape, 

flash memory, magnetoresistive memory, integrated circuits, or other digital 

processing apparatus memory device. 

[0034] The described features, advantages, and characteristics of the 

invention may be combined in any suitable manner in one or more 

embodiments. One skilled in the relevant art will recognize that the 

invention can be practiced without one or more of the specific features or 

advantages of a particular embodiment. In other instances, additional 

features and advantages may be recognized in certain embodiments that may 

not be present in all embodiments of the invention. 

[0035] Therefore, one having ordinary skill in the art will readily 

understand that the invention as discussed above may be practiced with steps 

in a different order, may be practiced with hardware elements in 

configurations which are different than those which are disclosed, and that 

embodiments may be combined in any appropriate manner. Accordingly, 

although the invention has been described based upon these preferred 

embodiments, it would be apparent to those of skill in the art that certain 

modifications, variations, and alternative constructions would be apparent, 

while remaining within the spirit and scope of the invention. In order to 

determine the metes and bounds of the invention, therefore, reference should 

be made to the appended claims. 
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WE CLAIM: 

1. A method, comprising: 

receiving, at a network traffic analyzer, a query of network traffic flow 

data over a certain time period; 

modifying the query to produce a plurality of sub-queries, wherein each 

of the sub-queries are based on different segments of time within the certain 

time period; 

executing at least one of the sub-queries; and 

incrementally outputting results of each of said executed sub-queries as 

each of the sub-queries are completed. 

2. The method of claim 1, wherein incrementally outputting the results 

comprises immediately outputting the results of a sub-query when the sub-

query is completed. 

3. The method of claim 1, wherein incrementally outputting the results 

comprises generating a graphical chart illustrating the incremental results of the 

sub-query. 

4. The method of claim 1, further comprising iteratively performing the 

incremental outputting until all of the sub-queries are completed. 

5. The method of claim 1, wherein the query relates to traffic flow data from at 

least one network entity. 

6. The method of claim 1, further comprising scanning a plurality of network 

entities to report on, and selecting for reporting at least one network entity that 

transfers a largest amount of data among the plurality of network entities. 
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7. An apparatus, comprising: 
a receiver configured to receive a query of network traffic flow data 

over a certain time period; and 
a processor configured to control the apparatus to 

modify the query to produce sub-queries each based on different 

segments of time within the certain time period; 
execute at least one of the sub-queries; and 

incrementally output results of said sub-queries as the sub-queries are 
completed. 

8. The apparatus of claim 7, wherein the processor is further configured to 
control the apparatus to immediately output the results of a sub-query when the 
sub-query is completed. 

9. The apparatus of claim 7, wherein the processor is further configured to 
control the apparatus to generate a graphical chart illustrating the incremental 
results of the sub-query. 

10. The apparatus of claim 7, wherein the processor is further configured to 

control the apparatus to iteratively perform the incremental outputting until all 
of the sub-queries are completed. 

11. The apparatus of claim 7, wherein the query relates to traffic flow data from 
at least one network entity. 

12. The apparatus of claim 7, wherein the processor is further configured to 
control the apparatus to 

scan a plurality of network entities to report on, and 

select for reporting at least one network entity that transfers a largest 
amount of data among the plurality of network entities. 
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13. A computer program, embodied on a computer readable medium, the 
computer program configured to control a processor to perform operations 
comprising: 

receiving, at a network traffic analyzer, a query of network traffic flow-
data over a certain time period; 

modifying the query to produce sub-queries each based on different 
segments of time within the certain time period; 

executing at least one of the sub-queries; and 

incrementally outputting results of each of said executed sub-queries as 
each of the sub-queries are completed. 

14. The computer program of claim 13, wherein incrementally outputting the 
results comprises immediately outputting the results of a sub-query when the 
sub-query is completed. 

15. The computer program of claim 13, wherein incrementally outputting the 

results comprises generating a graphical chart illustrating the incremental 
results of the sub-query. 

16. The computer program of claim 13, further comprising iteratively 

performing the incremental outputting until all of the sub-queries are 
completed. 

17. The computer program of claim 13, wherein the query relates to traffic flow 
data from at least one network entity. 

18. The computer program of claim 13, further comprising scanning a plurality 
of network entities to report on, and selecting for reporting at least one network 

entity that transfers a largest amount of data among the plurality of network 
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entities. 

19. An apparatus, comprising: 

receiving means for receiving, at a network traffic analyzer, a query of 
network traffic flow data over a certain time period; 

modifying means for modifying the query to produce sub-queries each 
based on different segments of time within the certain time period; 

executing means for executing at least one of the sub-queries; and 

outputting means for incrementally outputting results of each of said 
executed sub-queries as each of the sub-queries are completed. 


