| NCI DENT COVMUNI CATI ON | NTERFACE FOR THE KNOW.EDGE
MANAGEMENT SYSTEM This invention relates generally to
the field of know edge nmanagenment, and nore
particularly enbodi ments of the invention relate to
systens, methods, and conputer program products for
provi di ng a conprehensive system for production
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Each time an incident is escalated to a higher support level it costs valuable time and

negatively impacts a business’s customers. Typical knowledge management systems are
personally based, in that they are dependent upon the knowledge levels of certain associates in

various groups. Therefore, contacting the specific associates whenever an incident occurs is
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inefficient and far froma best practice. Enployees
usi ng these systens respond reactively to any
incidents and pull associates in a nunber of groups
away fromtheir normal roles, which translates into
i ncreased costs. Furthernore, when audit reviews take
pl ace within a business, a significant nmanua
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foregoing for creating a knowledge management system with an incident commumication
interface system for production support incidents that is standardized and centralized across the
channels and sub-channels in an organization. The incident communication interface system is

used to track, identify, and resolve the incidents that occur throughout the organization.
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knowl edge managenent system conprising a user

interface, a nenory device, a conmunication device,

and a processor. The processer is operatively coupl ed

to the conmmunication device, user interface, and the

menory device, and configured to execute a

conput er -readabl e program code to receive a first user

input to initiate an incident ticket associated with

an incident. The processor is also configured to
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In yet another embodiment of the invention, the processor is further configured to execute
the computer-readable program code to provide for a bridge-line within the knowledge
management system to allow the plurality of predefined business associates an incident relation
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configured to execute the conputer-readabl e program

code to provide process map access to the business

associ ates to resolve the incident, wherein the

process maps are included within the know edge

managenent system | n another enbodi nent of the

i nvention, the processor is further configured to

execute the conputer-readabl e programcode to provide

flow chart access to the business associates to
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One embodiment of the invention is a computer program product for a knowledge
management system, the computer program product comprising at least one computer-readable
medium having computer-readable program code portions embodied therein, the computer-
readable program code portions comprising a first, second, third, forth, and fifth executable
portion. The first executable portion is configured for receiving, through the use of a processor,

a first user input to initiate an incident ticket associated with an incident, wherein the processor
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is operatively coupled to a user interface, a nenory

devi ce, a communi cation device, and the

conput er - r eadabl e program code portions. The second

execut abl e portion is configured for conmunicating,

t hrough the comuni cation device, information rel ated

to the incident ticket to a plurality of

predet er mi ned busi ness associates. The third

executable is portion configured for providing,
is opdritiRUnE Bodple 4SLuRt ihlBack! PERARPY deHOOW RHEHRIBRBAYEREL, and the

syste€m access to the business "associates to resolve
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r.Jdnter . | BC t ' | ' A .
S i e L S
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furth&@oh¥ighred 61 dieFlalifg RASBONSE fnferfaBS &h thdienk REmndunications interface

user rnput. In yet another enbodi ment of the invention
configyred farrepeivinesibe fisueerparat on is further configured

for cally . .

BB EBRR Rt o RRE M B Oy BkoaBbf po SO fher configured
for digglewag bm thetuser inteefackent incidpatrticketamat aserfar iarespoce denteiving the

dat.abase. I n anot her enbodi nent of the invention, the
Iim'?"tsﬁ‘ilpaﬂexecutable portion is further configured for
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plurality of predeterm ned business _associates . )
configed &rapomajically poralating oge ar morgfigids inghded iy the incident ticket entry
' . _ . . ity bl e
i SEOGHTE O SRS bt oAy Sigellel o

bini anhgéhet émisodiintiti of thehievémion) thel derdrxragsie pertisy st ferther@onfigured

allow the plurality of . predefined busi ness.assqci ate .
for pifytek pesdie BhidbRd foRnh AR herhlBrallc St AT FIL business
assocRAdRQEioIRINd wikh thBendidusent i on, the third executable

portion is further confiqgured for providing process
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: r : I
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. ._knowl edge managenent system_ -5,
incident, wherein the process maps are included within the knowledge management system,

In another embodiment of the invention, the third executable portion is further configured
for providing flow chart access to the business associates to resolve the incident, wherein the

flow charts are included within the knowledge management system.
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In yet another enbodi nent of the invention, the third
executabl e portion is further configured for
provi di ng i nci dent database access to the business
associ ates to resolve the incident, wherein the

i nci dent database is included wthin the know edge
managenent system I n anot her enbodi nent of the
invention, the third executable portion is further
configured for providing incident recovery guide

4Rt @b aR6HAC eRBSdHRL BE thySlveREsh, 3RS Wit ulBlc” $5AbY8s further
the incident, wherein the incident recovery guide
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incidehf Wil XRE HcRRhCreb ey 8Bidk Aafabhdens withaP Rfel 18Ik Fhanagement
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system.esol ution interface configured for receiving the
(¢ npuU a 0gj h
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identifying and resolving incidents in a know
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ibtmq%ﬂg %wQQ%hS%qummﬁonnunlcatlon devi ce, and processor
e processor 1s - operatively coupled to the

dangetinhethtn enbatbmenteof theanveéntior) fhacfeurtia rdeduteblanponioy is further

devj ce,.. and. confjgured tq execute a . conputer-readable .
configl D8 it 00 Dttt esidier e et e R s ek ek gchuding
a detaff ehtRCfi @ Bhd 4 bdok Bfuse agBoGdi@t ed with an incident and

di spl'ay on the user interface an incident

odimend & thejinyaatipm ise wystem fgnidsatifyane and gesolvingyincidents in a

LSt Lap h :2SSOr | onfi t Qanre
know%ﬁé%u %%%%§%3t§&$9§a a g&ggogrg#?cggég?%’d%sg#ggg%n&amm’ 8
commizhatise rdevite,e rshd c proasssomci That procaskeet 1s ioptetifeg ecaupled to the

response to receiyi th i rst user .input,. The
comn3F B A6 RGP, Y PR S Pk B e somTgured to exccute &
compGeARHMe PRASIP|BIP 1O FERMCH IRt @ycPikRIIRS IififibleYan incident ticket
popul ate one or nore fields included in the incident

associgfed with jant igeidentcangy diglare ©8i thy usar inienfaseran ingjdlont; communications
interf%%trc?)ﬁg?lﬁ'g(g E?I?fécéiqgl'gdtﬁgtﬁrgtaﬁs%p ﬁ'@%}m T-B@epr&geg%?gﬁ gﬁso' configured to

gured® o execute ut er-r eada
execufrr compartereeaiableoprogrmmucideabedisplayf on rie bem intetfatecsh {wident ticket
) the incident ticket .to.a plurality,of predeterm ned
interfyisdp (P90 SETOLVEL e iR UNST Bthuts GE POCEROE I o tigured to
executecoBpREd kedaIEPHIgRim t&BAa RLRNRAEATyABpERALHe O RicRY Figids included
know edge managenent system access to the business

in thejneident Hicket inteyface dy|ageesips ap Hwidgathweport gafabase or an incident database.

The processor is further configured to execute computer-readable program code to communicate
information related to the incident ticket to a plurality of predetermined business associates.
The processor is also configured to execute computer-readable program code to provide

knowledge management system access to the business associates to resolve the incident. The
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-6 processor is further configured to execute
conput er -readabl e program code to receive a second
user input associated with incident details related to
resolving the incident and display the incident
details on the incident ticket interface configured
for receiving the second user input. The processor is
al so configured to execute conputer-readabl e program
code to store the incident details in an incident
proce%&i?@i furtflat @RGESEred k8 efééﬁfe%fnpﬁﬁ:? PLadaMit plbofdin SHROEIBRMNe a second
of the invention, provid edge’ mnmanagenent
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I [ t [
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incid SPATLE o 8 TeT el Bibci dont relat i on forum
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puof D EAAE TAIALETEOL ST L S 50 g i
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wherein the incident recovery gui de database is

includgdy within threknavdodssqgenagemenjsivelem. Bipyiding incidentedrtibgseneagess to the
busmggr?oa'is %giltégvtg %so% tilﬂ’:S infideRTRAE R ﬁ% QAN gﬁt%jagg s 1@191{1&&1 within the

managenent system the conputer program
knowiﬂdgci Magﬁmqnt pysiamy zatl ;irewadnng omedand ngol ey -guakkdddtdbase access to the

iR AT B SOTRB S S SS 295, BT LA e

withi® SHelkin@WEedgOfahigehiebt Fsfetn. st, second, third, fourth,
and fifth executable ortlon The first executable

pere |3m‘?0¢§1€€bﬁf ith AR iy @ceInpuy, plpmagugwdpﬁefqysfe knowledge
managéméh R é?&ﬁslﬁ ﬁelf r%gltal’ryﬁf%ﬁ?ﬁlgeﬂl‘ijﬂglﬁ pieﬁét%:iﬂlﬁ c@ﬂputer—readable

nC| t tic sso ted w anti nct dent
mediyrh dlapngcamgmmer-raaﬂabbepragname kgdec pmpbesj embodiedi $lgrein, the computer-

reacal RO R coff TP RRHG 050 R B p R FOHAS T gnecutabl

portidhl e fRstegduddMiepdaon isQonfigurbd Fdriedeiveas) ftlhlﬁtlglﬂlie fu8¥ of a processor,
di spl ayi ng on the user interface an .incjdent

a firslopssiiRRiCiatnigal aningreng digket @ﬁgf"ic@ﬁﬁdéﬂw #t incidgt Whﬁr@m the grocessor
is opérht'i\%tl fed OPMEser Iﬂi@rﬁfcbr éhle%‘f'f H&ﬂgg % &ﬁ{lﬁﬁxﬁ&tlbﬁ device, and the

further Configured for displaying on’the user
compiliet-egaflatd e progrann gmdmm’ucmsc lﬂat fieh texgcutahtemoﬁ‘tauss [ﬁmher configured for

d1splar T onn 3 u%gr 1¥1 e?f%%é/ [%nn %8} e ffo | %:Ja 10ns mggr? & CHlét;Lgured for receiving
81 HCTRE 1Iorsre SkEEy S U
the fig0der ipue dTHheofirsheeaim@ble gaktion ip GptheAtodTiutsddodisplaPhE on the user
fields included in the [ncident ticket entry interface

interfasp o Eedderh ek enfricrigERte e FoPensedarTaAYRe dhe gt user input and
wherdif} "H'léjﬁf& eQé%h%BféSﬁomJIh% RERONChEEELH BP bR oRHidalIY hobSlating one or

configured for
more fields included in the incident ticket entry interface by accessing the incident report

database or an incident database. The second executable portion is configured for

communicating, through the communication device, information related to the incident ticket to
-7-



comuni cating, through the communi cati on devi ce,
information related to the incident ticket to -7 a
plurality of predeterm ned busi ness associ ates. The
third executable portion is configured for providing,
t hrough the use of the processor, know edge managenent
system access to the business associates to resolve
the incident. The fourth executable portionis
configured for receiving, through the use of the
a plurfi{9©F PRQEterRinSE BNy BRbcikidR UThAhea tkahubiebdrtion is configured for
i nCi dent details related to resolving the 1ncident
providingl rasgh dhe mge ohdhe pracesar knowigdes mgnageraent fyptg@ngccess to the
r
businsh 388beucerb TR REERRbLGHT Dbl Rlarth SEBNE pirion 36 SO pured for
receivinp) througheitie sy ofsthe pracessona sbdvmd seronyut ciesocated wikteincident details

i,nci dent, details.in an jncident repart t.abase, Ln. .
rlate. 6 i b dRih 9 LRI DBRCH A R, G i pident ficket
mterfﬁclaec&ﬁgﬁl@d SRR GelleRBhE tIROLdoR vsér ipuf. t NBie GAMfdxgattMe portion is

rovi di ng knowl edge managenent system access

conﬁglmd fga ptaEng, pmélw memery dsuigh he Bgidgel defrdls rapgsidegyreport database.
e d A 08d Wk Bl &%@6&111&1)5 193¢ tﬁé GREMEIT e qlnﬂyéicgﬁt%ﬁle portion is
assocl at€s . assocl a Th the I'Rct dent, provi di ng

furthet @onidguved ﬁ:gqarbwdmgvlumhrileulge hmariagmmtrm dgﬂelmmm}e nmimding, providing

peging 2t astom TP dsRauRing resplsiy B AR GRBRRLPIGRSS sssosite

associfc@CREIS R cRIRRt, pkANMifg) 361 a IS Hnd VithRe tHRUGIoR@SEEe management
associ ates to resolve the i nci dent, wherein the

systerprigcilow theprluzsty ef piedehinad; Busificss psreriage dnvineies fekgion forum,

provugﬂg gt %gﬁ“:}n I Qﬁaﬁt %égsqgkheoﬁlﬁﬁiegé Dodi& g%éolve the incident,
ase access to the business assocliates to resolve

wheremh ¢he pmlcehs nmhaps asideflew whette areninclddert withinatheslenomdedge management

sl Gt S RBL59 SRBRSETERL B3 B A oo,

wherdif) €hd) Ui Q6 Haiab&e Gk aﬁ@ﬁdetdo“ﬁtﬁﬁlo{h\éelqioheedgb Naigahent system and
wherein the incident recovery guide database is wthi

providipg 1%;9; é@f@@@fﬁmﬁ@ pase apeesn e thenRusiness g§s§§1ates to resolve the
incident! n&l‘i Qﬂ%e ﬂﬁﬂiegfj ide NBlabRAVIE VEED o %ﬁégement
€ a |eved epen y in various enbodi nents of
systethhe present i nvention or nay be conblned in yet other
RS el P50, St Bhe PRI B BBl e
indepBidetty RRAERISIhEN ikt bﬁh&ﬁé%h%hﬁf&r%y%ow et other
Havi ng thus described enbodi nents of the invention in

emboé’@l?@ﬁafufth@f Aetaily ff whigh can O peenbith rofenegde theotoflpwing description

andd@g%%%panylng drawi ngs, which are not necessarily drawn
to sctale, and wherein: Figure 1 prOV|des an overV|ew

of the interaction between the know edge enment

sy ARIEF I GRIBTEI iHeTHE WEMERAL VHEIWS EHE| WINGS
accordance with an enbodi nent of the invention;

FHag/limgthﬁs mmbadesn‘tm)dmmseoﬁthﬁ agerdioniih perstal srmegrefenance will now

graction of t stens | . .
be maclle to the accompanyfng Wit S, Which aré nctatrh%cessanly drawn to scale, and wherein:

Figure 1 provides an overview of the interaction between the knowledge management
system and the channels within a business, in accordance with an embodiment of the invention;
Figure 2 provides a system diagram illustrating the interaction of the systems in the
knowledge management system, in accordance with an embodiment of the invention;
-



knowl edge managenent system in accordance with an
enbodi nent of the invention; -8 Figure 3 provides a
hone page for the know edge managenent system
illustrating an overview of the incidents within
production support, in accordance with an enbodi nent
of the invention; Figure 4a provides a process flow
for the dashboard system of the know edge managenent
system in accordance with an enbodi nent of the
'ﬂ%ﬁ@tﬂ Fovides AUiEné Paddl RY e RndivIe@ BRI EmER S}Isféﬁl 111ustratmg an
e managenment systemillustrating a__channel
overview mfrtireyingidenth evithire brydwnetionsupporh ip rechidance it asparhodinent of the
invent@GC O dance with an enbodi nent of the invention;
e gure 5 provides anot her dashboard for the knowl edge
NELPG e A% Niro\iiat @mpidebdss float lfasrgtl& dashbeartiasysedm safither knowledge

ofthelnCJdent W thin ction.support, in
managgRER) SR ACEIAN “@W@a?ﬁﬂﬁpﬁtmw of {8 Ty on;
Frigkte 40 poVRIEL AeSashBRAE€6r SR IBRAA e fRinabiRert @%ﬁdﬂlﬁsﬁatmg a

rmnagemsnt systemillustrating anincident |evel
channed gwarenayy off the knsidenisi vithin groghetiviosuppait] i pecordasemyih an empodiment
ofthe%%&?[r glance with an enbodi nent of the invention;
igure’7 provides another dashboard for the knowl edge
NEipag S ovidesysibthier ddshbisird &irithgknoavledgeanahepiment mmmy ilbfstrating a

a specific incident W|th|n roducti on suppor.t
sub- hﬁ%‘?@erﬁ’ t FRCocidepts o Withi, Pro Ct{qlfesﬁlmi{égmlﬁl oaﬁcordance with an

embodith &4 08 1R iRvQYibges a pl aybook interface for the
know edge rmnagemsnt systemillustrating th

sEgvreHi prgvidagl azmtlsqmcmhbpeﬁﬁicﬁor theskogfedeg ém@émm% Spen yllustrating
an incpcfegf: géles%rl{tﬁ)&ry O?S[HQ g%% ts \gltﬁlﬂgéi‘béthﬁon S Oglenltl %cci{}:&nce with an

accordance w an I ment e I nventrfon I gure
emboc@mmt@flt}meﬁv@tlbmovw edgebase interface for the knOV\A edge

R BBt PP HiAEY PastEerrdas g P UETigiod e e eyl R llustrating

an 1ncidénla§ﬁﬁh§i§'r6¥ea spéctilt mbidenipRuhiieibdRtioh Reppodly @tat&@idance with an
gure 10 provides a process nap interface for the

embodt‘ﬁ@%@&g’@@ﬁa@:enent system illustrating the
| ogﬁx‘é ﬂ}gmﬁ tﬁihﬁ)@o@fn‘t& hORS kﬁ&\@leﬂ%&?g&ﬂ%@%ﬁleﬁlsystem illustrating

ctlona process .
the searcking c:had] (despi/ayt fanetione fxothicivent reodverh erdacasses fararspoRdiggrte specific

oVi rocess..na for t he know edge
incideffyBgeieics bR erpre fen Sk PR Beanpl e of
PIY&ieCR Iprovi@@i £ &howRg ébﬁéﬁlﬁﬂéi‘fdce et they REeAsdg¥aRandgBment system
accordance w th_ an errbodl ment of the inventian;
illustrating the searching and display functions for the resolved incident tickets, in accordance
with an embodiment of the invention;

Figure 10 provides a process map interface for the knowledge management system
illustrating the searching and display functions for the physical, logical, and transactional process
maps, in accordance with an embodiment of the invention;

Figure 11 provides a process map display for the knowledge management system

iHlustrating an example of a physical, logical, or transactional process map, in accordance with an

embodiment of the invention;



-9 Figure 12 provides a flow chart display for the
know edge managenent system illustrating an exanple
of a flow chart froma customer perspective, in
accordance with an enbodi ment of the invention;
Fi gure 13a provides a process flow for the operationa
reliability index system of the know edge managenent
system in accordance with an enbodi nent of the
invention; Figure 13b provides a operationa
"8iraPid ik il dddE XGNP "BhaR2ER YT fol e KBRWI&RBC management system
) managenment systemillustrating the reliability scores °
illustrafing an sexkmpleapine|flow phast Gomdarsestomer perapectivnbio dicpesdancefwith an
[ at j on: Figure 14a provides an operationa
ﬂmmﬂﬁﬁﬁFgE%?5%§ﬁﬁ%aex scoring interface for the know edge
Rigag d0® proddst e proceds Ukiw &dri thg dplxatioed] irdibility yndeg asy@sm of the
for each sub-chanpel, application, and category.
knowlegige FARASFMERLTYAGT 17 #oardmineuiies Spodinsn! Ghie drYFsien: of
tlﬂi'?]ré N\BBNhices Fl BPEdickAD rBliMWitd eRd&N heRE' flek ORR! the knowledge
re |ab|I|_Y i ndex scopln? tenplate for the know edge
manageraerd gestentillusimtingnth relighifitit sooepst lhe eachothanepl.nmat acicerdatagrwith an
{ﬁ@ jes,. in accordance with an enbodi ment of
etmbod etﬁﬁ%gﬁﬁ%%ﬁﬁhFigure 1l4c provi des anot her operationa
Meguralidd ptoyides dexpaativriah eeliabibipt aklex taiting isterfhoroiol datdaowledge
nanagenentpﬁ%sten1 ratin [ metrics for

management ngﬁtgl&o Ee}tlnfg ntihlgi ld'g 2 &H}H nggre%m Sﬁ%c ' %,{}}%W nflpp(]}f’ ation, and

categofyR@itHiA Y @RdnneNin dcbidhnfoe Irith H @HodAler® BOMB SiveRIRGS; at i onal
reliability index scoring tenplate for the know edge

rragrag & e irovides aa pprations reliebWigy index seasingrigmpiaterfoe thetlgowledge

ina . di .
s SGLEANTLGRpd HLGSHE TR Mo ARcBAG DLl it
embodinsdnt abthk itvwntiongex scoring tenplate for the know edge

nagenent systemijllustrati e.scoring netrics for
T e el grroriies hinse Shribfined delotiiy SReh St ineee for the
knowlddB€ man¥RnfchOdyistelrl Mu§tRutihD tHY RUIiSeHeics AR bitegdHc8ihA6&rdance
. for the know edge managenent system illustrating the
with ansemabadimeny ofg leNeapeRly i nterface for the hierarchy and
Cit i Of 10t :
TIRLECHD, BOUREE anblieh DherafBt Sty ek LM Winptare for the
knowlddge mahapeerehi systemFilgsirating Ghepeonmglmstrian farmeo datngorieg pomatcordance

.. request interface.for the know edge managenent system
“mhaﬂ?ﬁﬁé&?@??ﬁgmémFﬁaﬂkst formfor reporting the

i €leme Sprioided @nsthet @PtratithaRGeRALARNCRIN tsBorddy template for the
enbodi nent of the_invention; . )
knowledge management system illustrating the scoring metrics for two categories, in accordance

with an embodiment of the invention;

Figure 15 provides a contacts interface for the knowledge management system
illustrating the searching and display interface for the hierarchy and contacts related to one
section of the knowledge management system, in accordance with an embodiment of the
invention;

Figure 16 provides an incident report request interface for the knowledge management
system illustrating a request form for reporting the incidents in the system, in accordance with an

embodiment of the invention;

-10 -



-10 Figure 17 provides an incident report for the

know edge managenent systemillustrating a report

summary of a particular incident, in accordance with

an enbodi ment of the invention; Figure 18 provides a
process flow for the know edge managenent system
illustrating the incident notification process flow,

in accordance with an enbodi nent of the invention;

Fi gure 19 provides an incident hone page for the

ki 80 4R TBRSHSABIAENt SYSIEfdr thd knoSHEdk ntGhagdifenk ksten®illustrating
opén incidents, in accordance with an enbodi ment of

a repoit Femmatyeqita Refficular inpident dn grcerdapesswitthan ergpodiment of thednyention;
i L. i t : .
g@% e ﬁ?‘%‘h‘g AR ?’%‘g gg‘r%tfgg?letl‘ﬁgwi%ﬁgﬁn%gm%%f)nr%%ﬁgg%ﬁmﬂg the

incidemtirotificaten provessibovw, it agdoetance with ag embadimest ofithdinsiention;

odi ment of the.inyention; Figure, 21 provides
TGSl pimfcst it insea gt passolbh b JePbftef iampgespent system
illustrdtiak Rt okiRMiRAGBI TR RESABMe WiktSiredmBbdditéit bl thefvention;
anot her part of the information |located within an

i Figwmgetft Providestpars of 48 cigeidapic eommppcdione issticerdpt they knowledge
et AL R SO o o PUNAIESY R by Bl ik, i
accordamragiénendémisndinerhol tHelustansioi;ng anot her part of the

i nf or ion .,ocated wthi n .incident ticket, .

DG dBOvE, Bt Herte ST RS e, for te
knowl&de h e 8ant aiyoehellluftedting GinothRe phid GIf B inf6@MATSNA| 16@kddOWithin an
. interface faor the know edge managenent system
incident| tickel incrordanes gtithein sgrhodinggnt phthe iRieatiofit | on | ocat ed

"%ﬁ&’(ﬁ”z@ ro@r'?gé. de8therd gﬁllf el teD HRGGA %ﬂﬁﬁm‘f@aﬁ@n Sfterface for the
enpodi ne of the i1nvention; Figure 24 provides
knowledget haragpaent syStethidlustratingeamptheo pam wif dhe irdprmatips rlbeates] within an

... faor.the kngw ed man nent stem j.l lustrating
incident Hoksloh SRS R USSR ShUP GRAPHSFwi t hi n an
i FigindeD? prbcided andthert a0 sRMRe iviiddht adnmaiidaAtioR Nhietfhce for the
the invention; Figure 25 provides ggqhher part of the . .
knowlpdge margenehiypceat lugrting: wethse @agt ' the, enformatipn dgepted within an

incideﬁfﬁﬁﬁ&?iﬁ%éora?(&%%ﬁﬂ Aﬂéﬁéﬁﬁﬁﬁéﬂﬂ gfﬂlﬁ%\ééﬁfiorﬁa_” of the

Information |ocated within an incident ticket, in
adganed 2 cuovidesh apethemiped | ofethe dfcidane dompamidabon iRtefage for the

pr.OVi roc f h \. . 1
toowt kB o BEA RS ol AT ST REERRion docated witin an
incideftrtiRbesth deb@dande witC:mantdarentiof thedmveatiligdi ment of the

invention; Figure 27 provigdes an_ acade honme page

!E}g%rlef 22 el_’rf’ﬂflgst ﬁgoté%md _ﬂ?ﬁa rﬂo%@%qagﬂﬁ 191terface for the
knowl%déettaﬁaﬁa@tnh&& dyRmCfubtrdting aldofRr 384 JIOHY ifBrRM RN 180K& within an

0

e user, I'n accordance wth an enbodi ment of the
incideptriighett inggcorddne with an embodiment of the invention;

Figure 26 provides a process flow for the knowledge management system illustrating the
incident response process flow, in accordance with an embodiment of the invention;

Figure 27 provides an academy home page interface for the knowledge management
system illustrating the certification and modules available to the user, in accordance with an

embodiment of the invention;
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Fi gure 28 provi des an expanded acadeny honme page

interface for the know edge managenent system

illustrating the certification and nodul es avail abl e

to the user, in accordance wth an enbodi nment of the

i nvention. Figure 29 provides an acadeny nodul e

interface for the know edge nmanagenent system

illustrating the nodul e display for a user, in

accordance wi th an enbodi nent of the invention; and

Pt GUE ©2 B Brdidd ] S 3xFhinBEP GBAR Y R¥nE Pagd NBteARRIRIVthe knowledge

system of the knowl'edge managénent “system in )
manageigen sysiers dllusiretingthe eerbeatioamnd grodulee ayatiabla o B user, in accordance

. A ON OF EMBODI MENTS OF THE | NVENTI ON

with a@%@lﬁnﬁéﬁ%ﬁgﬁh{%é%r esent invention will now be

déguae 2B eebviaas eanfanhdeynyhraodul e afidrace Wartthe kii@efledgenomagenent system
. t.he acconppanyi rawi ngs, in which sonme, but not.all, .
llusteaiie 56 oRrle IPLET & Fhoit syt b o cinbitingtl of i ivention;
and 1nvention may be enbodied in many different forns and

shoul d not be construed as limted to the enbodi nents

Jagur 3P providss @iprocepsall ave for thacgdemppiistsen pfthe knqgyledge management

pr.OVi hat [ [ Wl satisfy
SyStema%lp%éF%g%fcé%ega e@%&%?%%?rﬁ%? zweﬁ‘.“@é nunbers refer to
i ke el ements throughout. Although the enbodi nents of
the invention described herein are generally

i PRLRT RO DS AE e of RPN argPR O 2R ATy
RRAHETERS e PRTeH ORI HAMIA AR EEBPEG 08! fy hgesingfter wih

referericB t6 ARk WREIhRRyMEt dtalvligs bANhIA Rt Hunenall, embé®iments of the
of the processes or steps described herein as being

inventi!gg rdfre ﬁm.bgn@eﬁaﬁr@_in@nﬁ@n m@nh@@mhgqﬁp@; i@ﬁnaglﬁedifferent forms and
should! H¥E %%: (g({ﬁsﬁ%lulg?\r@kj\fa % I'}E% %&dﬁéﬁf ISSFP %l‘?ﬁ ggere%' k{llgeé, these

fina toget her. be "appreci a
embodiyerdngre pfovided|sb than tHihdisdodurd willsatiefyabplidabk: lekiab edqogemnents. Like

nmnbetasﬂ? Bx%gfjm Sel%rg%/}gfn é#ﬁ%lq%t&%m u? g}tﬁcﬁ{gnbgg{hgg?ﬁqﬁ}ag% r2)?dth(e) rinvention

descritié@ \Hefefh at g‘enéralrllg deRri6IRN MRbIvER PfbahkRe dneloB SeiRdy skill in the art
_ Accordingly, enbodiments of the present invention nay

will appyredate Hhatf oy embedimsntsi olefhy Haemtioar mag nibvelverpther tasinesses or

kel twar ' Lincl.udi £
finaacEDinkdyldhs 3 e pRED OELTRRA: h BB SRRl perform one
or morooDilri pocsedst wastepsadebctibedhacm s pasg petfhmtedry a bank. Other
eneral.ly be referred to herein as a "system' L
embodiEATh BF b BYeRD gD e GEIG S Resae AR s GAanpig) industey
altogetha@ke the formof a computer program -12 product
conprising a conguter-usable st orage. nedi um havi ng

il be 2ppyeginted by e Ainskidloadhe avipliviaw plliragisdosure, the present
inventi'oﬁslﬁzﬁpt?é RGOS fthdla brt elﬁeapwiﬂhﬂ rfhystem, computer program product,

device, etc.), or a combination of the foregoing. Accordingly, embodiments of the present

invention may take the form of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, micro-code, etc.), or an embodiment
combining software and hardware aspects that may generally be referred to herein as a "system."

Furthermore, embodiments of the present invention may take the form of a computer program

-12-



Any suitabl e conputer-usabl e or conputer-readabl e

medi um may be utilized. The conputer usable or

conmput er readabl e nedi um nay be, for exanple but not

limted to, an electronic, magnetic, optical,

el ectromagnetic, infrared, or sem conductor system

apparatus, or device. Mre specific exanples (a

non- exhaustive list) of the conputer-readabl e nmedi um

woul d include the follow ng: an electrical connection
produd? aé’dnﬂﬁ'lsﬁ%e a0 EOIHPlIt@r WabI@S stofize mbANM lﬁhﬁngt &fnﬁgl@er-usable program

medi um such as portabl e conputer diske
code/cdmskter@addﬁ@mmnawes embasiest ip thermefiuma  r ead- o nI y

s%ta%%&gr-ga l%a(prl Son%{%&ﬁ%%ﬁ%' Sae&fﬁ dan%gl Be utilized. The

comput&ratbamﬁlqt doRHpmtey r@ﬁdﬁbﬁd@admﬁf mayhmr ftbraa!girﬂ]ﬂ@ bophotcAinited to, an
iC aiora e devi ce, uter.

net r
clectroisg BTEFHS SR A IBMBERSLE: Infiaton H S O byitergy pparats, or
device0 @@5@% Qe Santph éa R6ESSHustivAMROdfeR: EoRpuRR-r¥ddable@iediiin would
an o ect oriente SCri ted or unscri pt ed programn nlg
includg¢ anﬁqtlg@mgu@m el&gtmg@i\ﬁamn@@pn hagpg one gF porgwiregrortaangible storage
| r
modiul ) eEAAONar FOARHE! ORIt e U PRI aeRap (RAMD 2
read-oﬂlgennambqn&{@M)t fre erasabwtpmgnamyblalxsmi-&mﬁy mermonye@PROM or Flash

nventi on cedur al g ch as
memoRfect CRRBT G5 AT MG AR BT ar o ST IBAGR SRR " magneti
storagé @guages. Enbodinents of the present invention are
descrlbed below with reference to flowchart

i ComButerrpIAR codecomPEeoERdab cigstaretions forsarnarg oy operations of the

0
prescnf ROAN S UE BT i AR HARIORDRAHH EhSrini prygramming
languagé sutie af |Jovw Herl Sralleedlt,r @+ amstharlkeor Hobvkoark theti ecgmpanes, program
codel BT RRS e TP S g S Iy mvetion may aso b
writter | BARMEIBRAI DYroSCRIIt @b rRMBHH R ﬂhﬂgﬂ&%dsu‘éﬁdlrp% thel h€S &rogramming
conput er program instructions e provided to a
language e €848y Progragnyag ngragssr pose conputer, speci al
%ﬂ&ﬁﬁeﬁt@@%@?ms&{t inRhf&H %ﬁrd%gémlo%v %arefereﬁlce to flowchart
processi ng apparatus to produce a particular
illustragiood antar bloek dnagmw of imethodswhi ehparime uspstems ¢omeputer program
cessor

produ S5 gggg%sr t& ? al)tagfl éjrt t?)é%ﬁ'lrgt ??%E Eagorcl: ﬁg‘rﬂr%%aﬁ 1lfjuasl{r§10ns and/or

block diBplaBREH d@ﬁlbﬁﬂhﬂoﬁsléﬂﬂb@{@ $h Rt fovwihee ilhiseetidnd ahdyer block diagrams,
fl owchart_ and/or bl ock diagram bl ock or bl ocks. Thesge

can becprplereiicd, by §PHANERH BIOS(EY ASHECHARY- Jihess BRINRUIG RIgEtaR igstructions
may b wg&f for§ ARBdsBr HFQ%"eﬂeralt oAbt Clpedial BipHiElomputer, or

gr ammabl e "dat a cessi ng apparatus to
other pmg(atnmniplq data prq;mssmng: a@mratmmqg]odu@@ partiqular piaghine, such that the

1nstrucﬁ1P%% L\g %Qgcu?é%gae& ! nrotcg S ﬁﬁf@l}% S(ﬁn&él.ﬁgrd 81b I0 gpﬁ)gggré(mmable data

nclu
proceskifg tahpartfug) nﬁreatﬂhh@hamﬁfﬂé ﬁfﬂlﬁipléﬂilﬁlti&lg k¢ ifomeliand/acts specified in the
specified in the  flow qart and/ or bl ock di agram bl ock
ﬂowclgq:t am/9E Rlock d1agram block or blocks.
These computer program instructions may also be stored in a computer-readable memory
that can direct a computer or other programmable data processing apparatus to function in a

particular manner, such that the instructions stored in the computer readable memory produce an
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The conputer programinstructions may al so be | oaded
onto a conputer or other programmabl e data processing
apparatus to cause a series of operational steps to be
performed on the conputer or other progranmabl e
apparatus to produce a conputer inplenmented process
such that the instructions which execute on the
conmput er or other programuabl e apparatus provide
steps for inplenenting the functions/acts specified in

article toﬁ‘ SahhRweRamtuang/ifdtrlliQaK whithaghrmdat e uRtioRlaCdpscificd in the

ternatlvely conput er progran1|nplenented steps or
ﬂ0WCha€ft3§d/ﬁﬁ§ oplediagremilerkariilacks.oper at or or human

d e 0
TR TR o RRR iRl RN, by YfiChe 184 o B boBfus, or other
progratuneieodifze proacsame rapparatay $d eamsd a senesam‘fmmannm swept o B performed
on thegyglpgt:q{ngp %)@glgprtg & n ﬁagqmﬁamst oAt -érg%{k ug%,.[\%ﬁg eutgﬁamﬁ ed process

such th&rthélihstruBliort Whl@ﬂseke@t@ loHrt8é ichbdputef of Hehes BRSIRMable apparatus
across a bank and the sub- channels within those

providg (gps efios . implemeantng |th®§woap@iziacéhﬁwnfwénm theh Bowphasin apdfor block

a5 i, YIRS GO AL e s oy b

comblmdtmﬂam;mdatomrllmmanmplbmentemwps @taatsnie brdér toscamgpuagesmbodiment
fh eqU| ty, and insurance technology ( MHEIT")
oft elélﬁ 5, a card services channel 6, a deposits
qqgﬁr@CI ingsttatk the Ddowledpbama®igehentaSystote! 1, @S aloh®ihce with an
addi ti onal channel s 8. wever, in other enbodinents
embodiment o thenpentionn 1he fowledgsmanrgemeninwgismehts & gsicansonfigured to
f A )
manag%@g?feﬁéée ‘flcg'rz%lir?rgjﬁ tsclgrf@stoe{ ﬁ]%&g}rt#! Iaif tgclé' ?gzgglglg na?fosgpeﬁag{g QRY the sub
channdbs svithes $hosE| dpanmglL dnobhf: dﬁsstmtesly shbodigliestg rtmnchﬂﬁnels include, for

example, ot & Go e Eni: 65 dibiPs Yenlel S BhEN B0 Cagpuet 3, an

automﬁ@ﬁ;ﬂbﬁﬁﬁ&hlﬁﬁc (ATE) tRanadt4, QNmorfie, hdrhdsduig! & inBurElhcﬁLtE@mology
user conputer syst em 110 is operatively c
( NH{EA‘Ta) chapeal ot kard agrvicepchapngl Rl BEEs GPRRALRSHER Q‘%‘S\)@harmel 7, as
well a%%ﬂ't(er 08t iBhal "QHalndi@ BK ﬁ@&r@péilsﬁlsoﬁép em@&ﬂrﬂ%ﬂt@ il thg%\?en on, the
comput er systens 140. 1n this way, a user
knowl¢dge mmegentatrpytan 1soastpronidd recsamerog soniles supgosicfor @irffarent LOBs,
d arti nftor ma{li on fromt h(% knc%vl\)AHelggsg managenment server 120,
CPATLGERR G SYABEE 8L TR Tt HE " Fank conputer systens
1Fi§ure PheovigéswsstelDdiagay 100 iflugfatib@thedihReaction mpﬂﬂé systems in the
such as the, Internet, a W de area network

howl%mménaaem% Sstapel lﬁeﬁtcmﬂ@c(i Ly an &Plbsﬁg}l‘lﬁ‘ﬁf REfthg fpyention.  As
1llustra?_%.1 419?%%6&% ?’o%/ e Qgg?ltmﬁ@{ﬁnfg() if Séég&g)ggr co-ﬁpﬁzd N&hL WRkKvork 102, to
a knowleddsi matagemensfsexvier €20, moe @n diong baiie@ab@smﬂl}ﬁ; aat orenor more bank

compufer gs\éf?[%mi‘f&(zf éﬁeuslenpva% 25? in%tel\reﬁsol)fs?e Hsey meB%tSUStsF ??0 can receive

electroﬁi%ﬁﬁfohﬁ@t&)néﬁ“orﬁ &[Hlliﬁwmgb efangevicaesehit 120, lﬁﬁl@dﬂ&lﬁdsﬂegl 30, and the
device 112, and_a nory device 113, As used herein

bank computer sysfems 140. The network 102 may be a global area network (GAN), such as the

Internet, a wide area network (WAN), a local area network (ILAN), or any other type of network

or combination of networks, The network 104 may provide for wireline, wireless, or a

combination of wireline and wireless communication between devices in the network.
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the term "processing device" generally includes
circuitry used for inplenenting the comunication
and/or logic functions of a particular system For
exanpl e, a processing device may include a digital
si gnal processor device, a mcroprocessor device, and
various anal og-to- digital converters,
di gi tal -to-anal og converters, and other support
circuits and/or conbinations of the foregoing.
CROtifRr A0 15 HGRRL DY BECaSk NGbniptRG! HARM Mot t Edfhpri
are]al%ocated béﬁmeen t hese Hﬂkesggng deV|%§§ ¥ pn&sla
commuigicgiogideyict 311, Iaerrocqssspé@mwbl% atphbmempr)e@wwﬁé 3. As used herein,
roceSS|n deyi ce. ma clude . functi.onal ity
the t‘%ﬂler BRgesthe SEVis: eg%%%"p ia“ﬁ’F%g|r‘£§?i}§“"yt> a“sss% %’ﬁ implementing - the
cormnﬁﬂﬁmdﬁneihdfoe debabhimctidiBtor wgiartiuusar syit&ﬁe(l?br exdmipld) amycdedng device
ored . in a nenory device 113.. The processi ng devi.ce
may indlglech digia) S PEISRISAT EFVicsy SriisTopryerer 35‘@?%@?3 &pyjous analog-to-

dlgltal(b%ﬁ@ér%?s it N®-anGRITIR &Rt, 8f S8 &Bpdrl dir@id ahdY8r combinations of

menory devi ce 113. “The processing deV|ce 112 uses the
the fox@e@mﬂncwml @nd diguai peockgsing ﬁmgfmrmswﬁ thespystemardalldgated between these

process1 g%ﬂ? ggsbacg%a%% "ﬁfﬁr rRSPed yS e c]a%%t]dg pkl"heﬁ 30%? éev%%%’lay include

ens over e ne
functldxﬁﬁty nésteltacﬂbnetdaenore eafoatt cp&igrams bswd o cdrhputgered:bld istructions
g ri ses, a nogdem server t her device for
thereo BRPT HEredin fMSmeEY 44535 Hds on the net wor k 102,
ogésﬁﬁk AvicdPUBES thK BYR @8 uter §sfehP PIPR %pe@ﬁ'@’ell? Eou led to the

speakers for comrunicating w orle or nore users

commpgictipng dﬁérce 1111) andt the measndry; dﬁVlg@nlé3 1,The pgoagssng é@mmi 1 uses the
I t

comm%iétl ?cﬂevg:e 1%t ﬁgS&m%@{é d\,gi\rtllii gl-gﬁ%%?l&i\%ﬁrﬁ? nagér"g}é%ng gcgrv?rhlem, bank
databasesTpR0A, eandr ﬂmdeecdnnlﬁitefrugtsteﬂmslmlévﬂ‘f tha nemetrkbi@2aseXs such, the

115 or ather sim|ar plication that allows the us
commpigs{ivte Aods B BHEPED) OB G0, HOGHE BF GHiFodevice for
commBRiBRngd fith COROBe il HE MO mstw R . 10BN anded dpe¥S Soubd Skeyboard,

allows the user 104 to access the RnomAedge
microphpRagatrfien spepkits dat commupBaling il Rpfowr darje users 104, As further

illustr%%cpp ﬁ'? g%ﬁfé& }],Sti% éﬁ%ra%cﬁ'rgjruéegl ]sljéfrﬁ(r)rlgft(f g%ﬁd?gg Ro e e gable:hmstructlons

114 stéaed\nh the geenodry teeica$ sl wlmhasclada‘ tesomplitenfeatidtde olvameiohs 114 of a

into application a s.the information for
web biitn 8 18 Hpr, RGLISF ABRGPUT Al PO RSBl Stem 110 1o
commBHieRk @At dnBdk nRLE Yther évidek Bn tendREAOMS. AR Browser 115 allows
Users 104, who are often bank enpl oyees,  use the

the userolfide dg eaccrisn Hige kaoiledes mansesment 1 aopligatianndRs o they knowledge
managi%f%#éﬁﬁ Cerl @ 1307€ ’Ilhgcla'fo'w%}iggf mglllel Bgﬁt' @gaﬁo%l @£ Pathers information
n gredater

mat i on references, -as I1s -discu
represck&hlglthe kidvdedgeAs the hssotints aciossmlFofﬂw eh@melsheto one application and

stores [t RS0 B0 KR ool B s S TRh B tort i RER P9 g occur

within2thBBAEIbYs Bigihele 1skrs The \ﬁlﬁd)%S(SﬂtdﬁgbarﬂieetmﬂsyeﬁbZZudeSthe knowledge
led to the communi cation device 12

operatlvel cou
managgR§nt ARPlica %@( 2§e1 eir @930 sowse Tore thsr loctiay ah aHeR’HSE’éSS related
1nfomf'agigihi‘l§ nctdeg eas‘f@mgée‘a% LARtHAMLE Beldgl O communi cate

As illustrated in Flgure 2, the knowledge management server 120 generally comprises a

communication device 121, a processing device 122, and a memory device 123. The processing

device 122 is operatively coupled to the communication device 121 and the memory device 123.
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conmput er system 110, the bank databases 130, and the
bank conputer systens 140 over the network 102. As
such, the conmuni cation device 121 generally conprises
a nodem server, or other device for comunicating
with other devices on the network 102. As further
illustrated in Figure 2, the know edge managenent
server 120 includes conputer-readable instructions 124
stored in the nenory device 123, which include the

The proOdiRiE evic€adahk& thebidfhicaisn déAcLi21 ReconkBMURLIGSh the user
managenent appllcatlon 125. Although Figure 2

compuigr| systemat s thehbankrdaiabasrgel 30mand genbank eommputar systemgd40 over the
networ(l)(nl%f%s S th% c&ﬂnhﬁ?ﬁfo&%‘ho@929%{31'2&51@6&0&'&&?1%53 a &%Herg server, or

one or mu each conponent’s
other dehizt fdsramﬁhmm@ltlhg @ﬁﬂlmer siedtésm, thanetwdils102. bad funfert 1llestrated in

Figureyhy e BB BB oSG o | 0 DR GRS ANE Aisaions 124

stored ql@‘ﬂiecrﬁerﬁ , dcRicR 199 8% Bich Sncl§RVih€ QorhBwter-RAGHE: ﬁiﬁt@ﬁt"tﬁéns 124 of the
devi ce 13 The proceSS|ng device 132 is ;ﬁ&ratlve

knowledgg pn@r!aae@letlh @ppleghnini 2at i ORhanghi Bgurs 2 tretge the knowledge
managgglg&rs)érv%F ﬁ(? &s yst-EHzl étpig ?rﬁsér%‘dnp th gfﬁg g ﬂile?% a?]hsl:?esorfeho“ar multiple

onnunlca I on conmuni cat e

systemS 0 Bt @ith sgymﬂﬁ!fmdrﬂﬁhnenth ethkm barlded gellectimg) agiaingn tand edistabuting the
120, .and .t he, bank co ter systens 140 over the

’nﬁ“mﬁBWth efQQWR%§ HE“$@ ni cati on device 131

oeekaak| dtabER1BE %§né‘all§D§’(ﬁHﬁns§ & MRmuEatioh MVice 131, a ﬂrocessing
device(s) for _comunicating wth other devices on t

devicerlgwindie memorypdevicgrld e Mhe pragsssingtdeyice A 3Figenceativelyrogapled to the
r

comn Aol 3 PR3 8 0he RORONAFAIPLEE THEBELLE 8L A wes

comthartﬂonldBmlcej débstd d:mnmmﬂpme eithribadsiplcempuist syseid dH) tk3dhowledge

managglaﬁql as‘é%f:{s ks ax%g%lggg%ﬂ cal I ffrgy%ég? mOT(DV%ﬁ ata St E 189 As such, the

commiié RoABddvie 13D ?eh&ﬁlly \REIpASs R amKded MR & ! 0‘5 y(&h&rfﬂevwe(s) for
140, and know edge managenent server 120, for th

commgHeAKINg it Othengay é‘i‘?ﬁﬁﬂ thppetvert i G Asfurthes rﬂh@i@aﬁ%ll@ Figuge 2, the
i r

bank afeEHS0 By coiby Rl LANRR nshedicit 438 ddhee jf Benemory

dev1ceolﬁér whicbnadludes Itileid:n'dlputgt-rbm;ibbcdastmcttmst Eét of , dataegponages applications
Lncident connu jcation_ . nterf and den1 of

135, THE SRR oTipTet APPSR chisritre dived &y Captiiyndy e dnigppstion. from the

variou§l bakUaRflter Bystahsi 40, Bl Rvwwidide |iﬂdiﬂ%en'f¢1ﬁ Béreer2120 for the_ knowledge
illustrates the bank databases 130 as one s ste

managegentagpliqatian 125 Frscsamplg:inope prabedimenfeths hanky atﬁ‘h?ﬁftsl lépétore the
data r&%@qg%ﬁé lgﬁ&;ksv\'kﬁ&ﬁ Og;gbbs%g &ngq{b‘%w %p&gﬁ'(gnah %lfgbﬁlty indexes,

urlng, torin di sty T but'i hg
contactsnfnapm i mmdﬁmir cbﬁmukmandgErfm,agladeanadsyss eofi Ihe Throwledge

manas B RER ShicheH lBind %R blbal ARIBE pfhure st e
bank d@ifebases metrtzarsyoﬂéesyist@ﬁl 14:3. impogail 0 GRS tHAP ey & bd 48e 108 multiple

operatlvely coupl ed to the communi cati on_device 141
databaggsqcach Vil ik geppensnts that hppdle sapfudag sipyingegidéer distfiguting the

information for the knowledge management system 1.
The bank computer systems 140 generally comprise a communication device 141, a
processing device 142, and a memory device 143. The processing device 142 is operatively

coupled to the communication device 141 and the memory device 143. The processing device
-16 -



142 uses the comuni cation device 141 to comuni cate
Wi th the user conmputer system 110, the know edge
managenent server 120, and the bank databases 130 over
the network 102. As such, the conmunication device
141 generally conprises a nodem server, or other
device(s) for communicating with other devices on the
network 102, and a display, nouse, keyboard,

m crophone, and/or speakers for comunicating with one

142 us%g ﬂ%&gﬁ%@aﬁo&@éﬁcéﬂ 1f 87 b R uni 8{e' vVﬁf% f@tu8d dofhplited Wskem 110, the

conputer systens 140 contain

knowledgepurregeme dertverel 20¢ gt thenbaikndatahastsi ISAovarthe setorogdd 192 As such,
h t he nenory devi%Z 14%,lwhich.includ%% t@%V or oiher device(s) for
the coppmitasn [ deigadtd sPRellY FOPPORE 1 4% By YRk
comm@aiPatingavith rkihér45@viaé|§eoﬂﬁam§< nefrk CHR| Q?di aﬁl.ﬁﬁsphiwéfmtﬁleéi, keyboard,

. in part, to capture the necessary information for the
microplioat aue FsAlse feincomIRIcRLAS SHh10u oY giRge isen 104 A& further
illustrdePYd qt‘ié}@e URIRO Bhnkf %mﬁﬁtgze EysRAK 18 ShRTB- cohfi@48itable program

FI gure I I Tustrates the bank conputer systens 140 as

instruatieas Syidt stered i in the memporyt detice d4howkichhicludpe tlee cempiger-readable
. ne qQr, ltiple sz€ach - whth simlar ,go t.
imstrucfi g R Bk eI 24T b, el 1S PRP REL 6 part, o
capturt Glic hév@ssaknifdratigen famnhg diemcdgy shanagcmenFiagplicatiGh 125 along with

_lllustrates the_know edge na nt appl.icatiop ho
providiigyaippert feppther avsiesie _rfrﬁﬁa&gﬁlnswg IL!H%B@EﬁS_ ﬁ&ﬂ% computer
systenlsN@01aB bEOLsRE, iGis HafdrtabPth riote MAOHBRIcak Be YAECH @hIBPleRYstems, each

on, either automatically or manually, to the

with knmlm‘ sdgwonentadedtehandly ceplying  apde dishtntiagighe information for the
nagenen Licati on hone page 50 has tabs for the
knOWIer}%reir%nglE%I%%q%?g%?lﬁ2‘ns within the know edge nmanagenent
shigters dllusitites Kisduwloedigige mmageanen tapplotop hgae page 50. This is the
contains tahs for _ _the pl.aybooks 0, th . .
page thatolfy f@&g@gﬁ)&g@% of thFH%V‘%HBé_ " 106 B WP‘&?& togfyen giging on, cither
automﬁ@c%h?oélr G8ame@fy, 1d18he ARRWMdgE NHandRieAliskittM INdeRhe knowledge
("ORI") 600, the contacts 700, the reports 750, the .
managemehd epplicaiermmheniec Regeo A0 hase taba clor (the gjaripug @pplicafiens pathin the

[, QNS t :
o B S S "1 i KGR ARERRRL20 conin s for
the playbpgariioo] tha ksowladgehedd 208sthe tnieps 30@ rtind Byvee400nthehiashboards 500, the
access, .l.n arder tq nonitor, traqubl ogt, and f.J ny. .
operatfggaaiapUfly TG Moo b B SULEERTn 150 T inciden
commefiBiticndini@iie ANArgt guee ald tef atiRnknoob edgoise! atigd knowledge
to production support. In one enbodi nent of the

managepgehepnbisationh B2k isoled dy el hahthgereditctioy surpertiteaan sewell as other
emplo?ée%dwﬁl? acéersé,ci!ﬁ Le oy Q)eﬂihﬁit&h %uﬂl%%oﬁ%ﬁhﬁl{] a%? %ﬁ&ﬂ:@gon incidents,
nci dents are ‘events that occur W thin the ba
implemygritt res paddetppdppbiedtionn sandhsivreaalie oD theskindwledge releteded production
&perating procedures. The incidents can lead to
SUPPCflai | ed customer interactions ("FCls") if the custoner

| B cHefeRfHo@ENdAY of A6 inveahSIE Me lalowldiige nidnBEenftint ty36m 1 can be used to
incident or at a later point in tine. Incidents can

track gicilsnisehitt ecsuBEhETE okt ofstdents e eyents s ocoyscwithin the bank
systen%?%ﬁ_ﬁspn?%{oﬁse glgaﬁtaré ottt dhe ARthaP@FEHhEngdhidbddeses! Oftfe incidents can

lead to failed customer interactions (“FCIs”) if the customer is affected by the incident at the

time of the incident or at a later point in time. Incidents can also lead to degraded customer

interactions (“DCI”), people hours lost (“PHL”), and agents minutes lost (“AML”) for each
-17-



-17 incident. The know edge managenent system 1

t hrough the knowl edge managenent application 125
tracks all of these nmetrics for incident

troubl eshooti ng and anal ysis of the bank conputer
systens 140 and bank applications 145. Traditionally,
when incidents would occur, details of the incidents
were stored and enployees reviewed the incidents on
an as demanded basis. Furthernore, systeminformation

inciderlte TRt ﬁﬁovtrl@d%er}ﬁaﬂa@&h&ﬁ RisterANAhRGSH fh%tkﬁoﬁl%ﬁg@ﬁltan&]'éﬁl%ﬂtsapphcanon
were not established or maintained in a centralized

125 trgchg gll jod thesqmetigsder incident teutleshopting andvanalyeig ofilesnbank computer
system@'f% %Ydet?ﬁk@ﬁél c%u&%tmtjo the next incident in the

géirent pushed for resolution of a
pha&ncmdllar whﬂnllﬂﬁdetnts andld ecquroyesds wb thed inoilents vwsve stored and
wner s to co tact % res | ve th

cruployShs FYANEE. o FHAeT TR B Perp e PR i EEIey By information

relatedt @K@SE ThQAMAY atd ARuRLS BSHAR Ygr&ﬁas r\ﬁéi'b QNYt ehgblisARPet attained in a
the incidents and to engage the approprlate resour ces

centralizgd Jqegipry eThaieforen Hichisnts versiryiewed syhen empieygbaword ggtgo the next

1n01derg ?1{11 ov@%éug (arswﬁéﬁé{in%%ggﬁéﬂt%sﬂ r tio[:l g&&%g\%? é)g g}%ﬁﬁﬁlap Yeidlident, and

Iment’s o
employmmagmlrbnbt kyst evhal preeces oesirgnedontact parcsolvenithdincidents.  This

metnof G arking G 0l ks g est Jottaccampie 1 S tayiatpacs of the
incider¥ BREo eagag%%§ appRSprEtCiRsouRbl A6 F¥BRE $hethciiBfs KOQW LH8Rm would

managenent system 1 focus on reducing the nunber and
allow ’@um&vy Brlsdhatiopgiresd fersthe oametsasons pyprand evRi@aaing he

VSRR TR R g Y a0, i e

goal oloredamgzibe IFE@S In@h@:telntls Ih;nbleeamﬂ airagfonpif iidents corregpohdy directly

tothe GRERPERER) <Gl eeBOda oy ko b s erehl Retam L focuson

reduciflC fhéMunibet BRI daRkos @ﬁ'ﬁlﬂicﬁﬂhtss Wai@ thADreduSBVBRE nbyati9B Smpact to
(1) incidents are high |npact significant events that

customggyse ful | disruption of service or outages to

iRt RPRERs / l%r ﬁ%ﬁ@& Sent 16088 Gft Qwﬁity?l& braci ﬂ?% n%mlze the

represent t rating. Typi cal ere are
incidents i allevel s pmrmem rathey @utegofids iImcindeerbisydiraend, theeincidents are

.ar.e ressed. i di at el. revent f
orgeniIGpoHf oS ot b iritubRSHE B e bk Py systems 140,
Sevent@&ﬁl@ ¢i)ahéidents H@\WeHH finpattderifdant BeenttaRitTaddequlBituption of service
I npact events that cause partial disruption of service

or outages toSYFIARELS ANE/OF AP ASS- P Spengkigeidsitte scpresghyithahighesh rating.
Typlca 8% OB ho° (VOH{ ds ify r&@{?&ﬁy lohe a(;{ﬁgh‘ggén %, dnf" thk %?@ addressed

ents, which may be utilized by 'to prevent
unmediamly hrepredcls rful;ﬂuerahsrqitlostetrf\ﬂewemr omgeaglesustowmem husl/ori asociates.

ntil a nent f|x S | enent ed Sev
sover P 8g2} B den AR PR i el e OB BHORL S BEGpP e gervice o
outage@‘?’cﬁ&isﬁmﬁdﬂ&hd/ﬁﬁ‘d@oﬁhﬁb My picAlPAS twd'rlﬁhr&ﬂ@&@b@esﬁﬂ%@é is available
associ ates. These types of events are fixed. by the

for thepgAyentsn Whishagaxbeudired 4yi the burk ©aweveshHuthondistuption of pevice or
outages for the time being until a permanent fix is implemented. Severity three (3) incidents are

low impact or non-widespread events that have minimal impact to customers and/or associates.

These types of events are fixed by the bank on an as needed basis. In some embodiments of the
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-18 invention only severity one (1) and two (2)

i ncidents are tracked by the know edge nanagenent

system 1. Figure 4a illustrates a dashboard process

fl ow 1500 used by the know edge managenent system 1

to track and display the incidents that occur at the

bank on and t hrough the dashboards 500. As

illustrated by bl ock 1502, the know edge managenent

application 125 receives, by either pulling or being
inventioH TG severitly OhBRl) A tw8 (2 iReldbis hltGracREd BYe1He knbRRUge management

occur throughout” the various bank conputer systens
systemI40 and associ ated bank applications 145 fromthe bank

nput.er...s L nci I
AP TR ol AE A8 By mansemen
systendiRfo frdvk ded didplayghe meilege e bcappt thedianlo on 226 thosgshrthe dsshboards

the incidents b tus, description, start-dat .
500. @ lkpied b, Piagk J30 6 S ir ok fanaecomea Aaplicefigh {7 geoeives, by
either bllifg of HRRFRISEE], nfoBbdtiod refildd tohtheGh&iddnts B4Pv6RRNARUghout the
i npacted (i.e. online banking, dot com snal

varioup sk espmputer csypiemp al40ednd @ssorgkndr bankt applicatians, 14t érom the bank

t : t -
T
4a, thel bGyledgdrembkmppinenigayplieatiag elPS ndrgarigmsi thafincddents2y status, description,

sar G E2ES ol LD LG o CORUL S DSL e 1A0 T Her 3, aru

4, etcQV SiRtHannclC AR, (isURnEhaMaRting 86t b YindlAusiness, etc.), failed
incident |evel through the use of the dashboards 500.

custonyes intpraptiggy, efgt el Horep taj gpthe bapk dafgleases 630 for japglyss by the user
¢ . o . on t '

00 PSSR 06L, 145, 8 UL AL oy L2

with theawskereswnspuier apsieg €14 foe disphiyabgrihsdatoodated fondye atcidehis on an overall,

0 SR8, SR AR SRR R0 s 0. A

ﬂ1ustrawiew/ BRicRasD38,i thE eerato4onilaed hrrwsh Brlatisel BI3 ayasilbyagpliation, to
know edge managenent system 1l .is displayed in variaqus

accessdha epdes, managesentapelicatian fPg in exlento grigwandianplyge e incidents

o r E P . . . d
onrg %00 gL B B! 118 S, o S 5088 ot vt v
the dashbbatle0@.0 tracki ng the nunber of incidents that are

rrently.open.in the variqus, channgl .l evel.s. For each
cHasnerent girianon cathre Aud iRl B s e ledgs maRigetteht bystem 1
is dispR@€ 1d Qariivs Rlaghbdarls LSRN inMRipelens, siddiigiraghtd. OAs ilfdtrated in
. and a daily performance section 70. The current .
Figure; 3, ghedenntvlades masagsaant applisefion komreRage of pgiddes slata related to tracking
o g 54 010 eSO PO oy MRS FpPER cane
the knowledge mehagemest appficitendiomanpage P displdksta ¢umshiimnidsntGatus section

n,one enbodi ment., e-gauges .62..di spl r ' i
60 and § g HeBRRSGIGT R jon g0 THEUHE Pcicsl} B8 fesRof, B Gl Pruges o2
illustrfing! WSsohR\wahboldiien®d, thedduritee of bpe steadity 1ével eac(l) ticket incidents 64

channpel . -19
and the number of severity level two (2) ticket incidents 66. In one embodiment, the gauges 62

display a reading in the green, yellow, or red for illustrating the general status level for all of the

incidents in each channel.
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A user 104 of the know edge managenent application
125, can select the detach button 52 and the current
i ncident status box 60 remains as the top | evel view
on the user's screen as the user 104 navi gates
through the rest of the know edge managenent
application 125. The know edge nanagenent application
hone page 50 is a tool for upper nanagenent to see
the overall health of the systens by providing an

QY G5¢ 1 10% 2fthd BRwIAIR thalagdiRtht BPpIRAMEH 133/ 8RN Seledt Jfﬁe &"5kh button
severity two (2) falled c¢ustomer incidents at the

52 and dhpgwent ingident statisebod £H0Irgmpias poibrréardevd st gnthy gsesis sergen as the

user 1dﬁﬁj%W&§%9 ﬁ-tr&?gﬁﬁﬁf IF es I“qué{gte %?‘m%gén r?%gpr’p h%i&ﬂ?ln%sdent s

MeﬂdnaWIehge/mamgBMenmj)phthﬁ &bmk page 5@R W thalrforegpbr management to

see thegi il iliel GEETOR Booray e BiEVESE GEe ik ROVER i Syt one

(1) ancps'év&t?@\% @)?ﬁlaﬁfcﬁé‘tbﬂbﬂﬁciﬁﬁﬁs Htstﬁé cHefflelaevel sual di spl ay
nber of incidents that are normal (in the

g}ﬂ?@edﬂ)lycﬂeriona@ncsr@cmaﬁ? 981the knowledse mgpagemisat genligation 125, in
some e@gboaﬂ?entss ‘fﬂsﬁ"sﬂeg %he ol Hﬁﬁgﬁb(yf 1%&8&1&%’ %? Yhat El?vp e&dcﬁh‘p&/ thusfar in a

executi ves rac on a
day foroagb ichhnehai 1d@athsntanﬂoﬁdthomwﬁ@ (514 érhﬁdaﬁlb@eﬁommucé se@tion 70 also

) support teans. re | arti ar. channel
gives SSHRPGY SV 1 0 o RIS dBn s S04 s GHRRER Pl pymber of
inciderOWMAt bt RrAdUiiA HNgkert BrahanNad ¥Slosmal @R fe@). The ﬁauges 62 and
t r oubl eshoot and track what factors are causing :

scales /h@redesad by eraplyees, fsnﬁcw!imeg@ﬁu@gess & ek e high 1?\‘?6 lthe pymber of

e [

channe$ ehcevitg AdighHevel af blantd a566r t(dran drillslewnsnta addisibingd alath analysis
500.that, like th one e 50, .dis s the daily

tools 1 Boyeid bt and S5 Vit F9as Basrsiod tRLENAE ot ol “aunber
A ubdpCliod @RaYiZatéd tidlifidia] fol 18 tHd khdwledde Iﬁbﬂa@gméﬁt atpbﬁ’catlon 125
number of i ncidents is nornmal or abnornal

by selechies thasirehbangd 3002t As llusirated fokigureatbe ripsiing ﬂset @ﬁh@ard 500 tab
present%%cc{ahlgifz)aﬁﬂ?oo tﬁﬂellﬁ@ﬁg @18#16%% 56 d?st%gyk P CEQ@' pgff&ﬁﬁaggec’ sétion 70

act o ci dents-across
and inclodesntbk toml aumbmtxdrlncxﬂertth dltand theecals e illOstratay ifv thevmumber of

i 5 PR R S S R 0 Sl o s

sectionSHQt IThS cHanelF@a[tuﬁéé@#mi 502 Pro@léss vidw of tHelsmbid b thetii@dents across
charts related to the e-comerce channel The

cach clityaeliep nymieref chawsy | e usenl 04 may,gev dhesspamts chawyshipfermation by
selectnt?%lg ARl Hae lﬁ“&acL 900?1]19 Eﬁlgﬁagl’f h‘ﬂﬁﬁ %%éét%n Gy é}gagnSple Figure

e root cause chart rati o chart
4b illustoatest the chartsoreiatedcte thh armaimeice qimenel s pdhe ehand status sect1on 502

s SRS bl RLTEL 52 ARG LA BT ot R e

514, aﬂdi‘ﬂi@ IFCDRRio dhint 506 f&aUEE icbimnlcdé@hatkaaD2 ( The irddbite Ahe rdstdial chart
particul ar day. The FCl intensity chart 512

510 ingieaigs the dversee e ihisiHdRe BrORSaRCwRPeH iniseolyAsy sryerity level one
(1) or Jelvérﬁ ef R&J‘@ Ihglcﬁﬁt@ R5i'a a?@dﬁ@eﬁ‘%iﬁ LB FOY flentit e)p&[z%h%?fz‘?lflustrates

seve ays, ours e roof caus _
the nubér mfsmgadmte theh avere ndt] ﬁmdrmtﬁnn dh¢ hepeomspanaeisies owef a period of

several \geegs,d:‘%gg ﬁg E‘P'gﬁ F@? gogi gaeug%] g&d&?ﬁ i z%‘.rplleoc Bt ustt%ﬁng the I‘O(I)]: causes

of the incidents as a percentage of various changes, such as a production release change, a
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-20 business as usual ("BAU') change, a BAU failure,
an unapproved change, or a m scell aneous change.
Finally, the FCl ratio chart 516 illustrates the
percentage of FCls for each channel in relation to

t he other channels within the bank. A user 104 can
drill-down to view the incidents associated with

speci fic sub-channel s of each channel, by sel ecting
(doubl e-clicking) a link or icon for a channels in the

busine?f‘%s!uﬁsfstufag f‘@iﬂf ‘ﬁ:ﬂg\% o? cﬁ%@ Tailfe, $Ofind %FS&'JP& @hangé O £ miscellaneous

es a Vi |nC|dents n the s
change hBEmaky, sho FCI neicechedrfrhérilastabesrthe pergentagecdf B(Sls tfoweeach channel in

jyne banki n 0 m 522, and small busi ness
“*ﬂwgﬂﬁhgﬁgiEﬂgﬁﬂgang#ﬂg &ﬂ@idents are displayed for each
SA Qrs@rm@ﬂrt@h dill- dom t6 R Ble iddidots Sseediatedwit 3pedific sabcdhannels of

ane way as they were dlsp%ﬁged for the chan el
each wwl, oy tahoting (dgublereliekingiaA clénks QEtirdh 1910 aofhapgfgrig the daily

perfonﬂg%ce-r%%@tldrp dept eﬁh‘ﬂﬂ']@rﬂ'@&efsoﬂlu@@&& £iclin8B e incidents in the sub-

anne are displayed in the sub-channel status
channgdg of th@n:—@mnera@ chidnhelst, sacheas th onllgmb@kslg 5@9e dotcom 522, and small

. Sub;channel st .
busineg e U8 2R Ry STt SRR B T B n e e channel view
sectiorC Bd) g mshcthe @Ame W3 #3f thEy Gueredidplaydiufor tilkeclodhaclt Isvd Hawhe daily

t he break down, of tge én0|dents for, each %gb hanne
perforgags sextie 10 igisn 48 o be {nsideplcsuspowisies S e e aHehannels are
dlsplamrﬁ ¥ subCRihrelsthil€ s&cRBRNHOY, a¥ lIRMr2EBin Fikurd SUSIBE stb: ﬂhannel status

wants to examne a particul’ar I ncident Wthin any

section H4 digplaysthe sahe chartsaind drformatgm thati ware digplasied i the ehannel section
shb 50 0,4t he [ ut.

502 th@ %L{Ie %g,dau% ﬂ}el cglg{tsr % o(\iy dthI o G%E%O g’% bl%c’:u(l?n%/%é éeg:#&%lé%ﬁﬁ{nel when

the useireloe @ﬂemgth(e dsdsbilaedcub-charmg) ndrﬁmorsuhr ia hisndhehndh &iey §03.

i con |n t he dashboard 500, i]lustrated, in Fi e b.
THé web! 04 wags & erasyes ﬁ@ﬁ’ftw“{a% iy nwnﬁlge%nytﬁ‘{w Sl}% channels, the
user 10£ARRAELDA & {HRIdabiRaRNSDDUS the ﬁﬁﬁ’ig@lﬁ bR ﬂu@rf (“MGID dgRtident list 530
in a particular channel, sub-channel g i cation
1

illustrated sl Figire Shiey, eingkamplee stiing rﬁd‘iﬂﬂ’&@hqkmﬁﬂ thg3gbighannghname or icon
C g

in tho YFRAET SO b Re REREET S SPAIOE i BHEHARm RSl dog rgnoser

is resp'onﬁlbkédbt' the ex#eetuahtﬁ?.‘blﬁnoz'ﬁéi incidénes mit aparsicld? chanhel, sub-channel, or

applicqlipe Tayeh o Bt boviy g heayiD ipRiRE oS IS of i ideph ShGs 5oty 540 and o

custorid? Q‘o%\lﬂ 2008k sBID %& R iReABstatad sbctibe Smls@ﬂ@,ln&i@m Beket number 541,
53 and AML 554 for each incident. hi s

the St%li%ﬁsﬁ%éh%i da‘-;crlausn e ofighe inpident, dhe siar date é%hthc cnd date 545, the

durahéi{‘é{ﬁﬁ er1t %ﬁ‘IJ gtggéhén?;elt ﬁi;)aé $3 1588 aﬁ‘ila&?(gf Es% u*iﬁ;bl 351, PHL 553,

and AMEe¥54 ffhﬂ&ch anmdan&v\mlkl dashhoard @elivss thy usemiOH to weekine eact unresolved

. .. day,.as Il _as c e I he_.nungber. of ents. .viewed
inidofh S Syl o i agete” pEETCEGREr ROURRATLI BRR . o user
104 canl Jidis tHeAhSidentd bir nHake week %nﬂ%&? dshgellsedhahge thi @vmbBEof incidents
nunber of custoners who have |[ogged into the rel ated
Wﬁwa@ﬁéﬁﬁ@ﬁ§””§hﬁp§ﬁhnneIs and applications at the bank.
&f&ﬁ)%r og ih Qfévﬁgﬁ at‘!:@%ﬂoﬂ Nﬂe%‘f"aﬁg@s fhleluléé'ttf) @Iié%gthe number
%ﬁgure provi des & humber of
of customers who have logged into the related channels, sub-channels, and applications at the

bank. For example, the customer login view 532 illustrated in Figure 6, provides the number of

customers who have logged into the online banking sub-channel of the e-commerce channel 2.
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custoners who have | ogged into the online banking

sub-channel of the e-conmmerce channel 2. -21 The
chart provides a general neasurenent of the nunber of
custoner to logged into a channel, sub-channel, or

application so it can be conpared agai nst the anount
of incidents that have occurred in that channel,
sub-channel, or application. In nmany cases the nunber
of incidents is proportional to the nunber of
The cHaHSONESs d ?691 1% medlirerh A Tof KR MRbeR bR P80 F628d 1n-E5§ channel,
cust oner ogin view 532 sinply provides another tool
sub-chpnmeh eqrpﬂpmbcat@ntaoaé lcamibd compatsd eaghinstt tha ragngupt pfléneidents that have
occurrff‘cﬂ th%c chih ts%.l% cganéawp F}E gp@%éa@ Srfglglga o5 (% etg%: ﬁum@ér SPiRcidents is
propor'tlmﬁi’ll \td dida&llumheﬂ @)If denbmeraivgink| histthatiedot Awkygthe e:aga ']I'Hitﬁcustomer
04 ect the i Cld nt tlcﬂ%taagurrbgf in
login YigE S3RERIREroYies appther Q8ONSRLY iU EFIE,% ARy incidents

thm{méﬁgﬁﬂéﬁﬁngetal| report 560 contains a summary of
i nportant information contained in the incident

t Theldashbogird £19 alsp afloyesiibe egeri 194 de vigw thsspepificsTabeut each individual
mmderﬂe%seﬂlusnra%ﬁ% k (/55%:07 hﬁged.%glu %frﬁ%‘a ueg%?thetlgc?degfpa&?hmnber 541 in the

mation s orma
MOD ﬁl@ﬁltehﬁ[st 5830 tibe thawghasl repadft dﬁﬁat'ﬁherde&dﬁ't:pdm%'w&hntm summary

of lmpPrﬁ'ﬂs erﬁﬁ%fy?né&%%gﬁt i ﬁam%}ed%'%t%?( 8@&& hﬁ? aﬁgﬁﬁ in 3?%1.1 pelow. The

detail 14:@51@ 566 Mds fRt Sectidht ahd Péherd] YRbrikAbR SectINE?, tHeNGLHE Mformation
ticket nunber, problemticket nunber, severity, di

d
section 3, thedmpeatiinfarmasion seetion 578y anddhe summry dnfiornstiontsectianeSs0. The

L o P

owner, V\Jmerdentt tickef atnbere pesbtem rtelet minatier,escoatityc didsthd ekdution meet the

wied Bbb A SRl ] S PRI P mpact of LB i

casual ifBrrhdHRA Cde8tbnCHaNRRd whéR, the Wﬁluh‘é’rﬁ&‘il}@@ WEBE bR adaused the failure,
executive 572, the jinpacted sub- channel 573, the

and whad dguap H‘P@qu’@é@d thenimgrmgt, oft the frmtyre55Ghe impectpaformstion sesgion 570
mcludg Htlhe %ﬁacg%g ﬁM‘ the’] u%nagélaeteaﬂﬂglﬁ eYeduftfd %??t th@ I'fmpacted sub-

|nc udes a s e restora
channed: amsehe gavdraphicdocation 574, |tknenF®}f SinhthelD@i $hénthe PEB. 532 and the AML

553, (e uiay o R ooamn D adud apufreiay, SR S ol gause, and

the resblutib® of Be FRERhY 8s it RBrrédIB HHNAS., TRONNhFRE oﬁﬁélﬂﬂc&ﬁ}ﬂeted in the detail
inci dent stands within the production sup

report foGyere dependent ondwwidilliculidt isite roselye B@éﬂclﬁ%éw“t E@r fleag the incident

s DS o, ol Syl SRt pda 0 bl pat 0

inciderd tisk@y asi9distusseebin fiartter deteil withthe Il sedtins Bﬂ@nt progress
chrecBEt P p aflSrR 8t £04 o RolrdRe i i e diilent Brogross of

particul ¥Ghi@Rts dfiigkRESo tiut UseN 04.08y Wk drhinRigSpBik indided! tidkBI® or completed
sane i ssue é@/‘*reduce the work | oad on

incideny; trkelss p HEPS L4 Withra sinHF 9T ithe ST dSsUf Mpyareputer ﬁhe ¥k load on
hlmselk‘/ﬂ&kﬁle ot otthfs 1{%%6%1% g F)ar?‘lh iﬁ 1d&{to ot tﬁ@sg}ﬁé or %Iﬁglem has
I n e resol ut

é past t on o i nci dent may
occurrgbinvthetpiast fhe eswhttionndi tUﬁnm;ldaﬂﬁ emay help solve the present 11101dent The
detail report 560 and the incident tickets provide a detailed outline of the process, people, and

fixes involved with each of the production incidents. Furthermore, a user 104 can also utilize
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detail report 560 and the incident tickets provide a
detailed outline of the process, people, and fixes
i nvolved with each of the production incidents.
Furthernore, a user 104 can also utilize -22 the
detail report 560 to identify the status of an

i nci dent and determ ne the next step in the process
of resolving the incident because the detail report
560 lists the | ast person to work on the i ncident,

the deﬁﬂdre%&? sb8sb uﬁ.én'ﬁFy teesthtd€ bf @A tindil & Ghd WRRrMirR Ve ne{thﬁep in the
pl aybook 100 tab'is illustrated in Figure S. The

procesppEagsalving tigoineidentthaermsethealstail repast S60Jistseibe Tasbparsuitelavpk on the
1nc1der{tec \ﬁgé %stgtﬁng @1% l‘i]t;(%'n‘t J&(%EJWQ& {ilggfg(i r ecovery g ui des 150
€in ornaf i on on OW an | nci dent can be
r’Eﬁ:qilas&)dohmd) tdbds ghepated akBigufed®. Tikeplagmok U0 databdse tghes a user

woess o S B8 B B PSR 157 RIS 6o on
how aRRREGRILR bef @iV &4l R/ R4R BRGAfortthe résBRIER IS the incidents, A
recovery guide 150. Alternatively, the user 104 may

playbogls ageateh f wetiothd 79 ne i evifed: eigovkich f@m wer 186 &9&0ﬁgth9h‘élannel and

apphcﬂ{oﬁyfglo&élcﬁ @i nas 'ﬂ{quc@%rg reéo@e de F30P A?I é}}?ﬁf\élgt B user 104
pl aybook search section nay a specific pag

may sdif&rﬁoﬁﬂiengcl&ﬂt rabvergeuidericasing theplavieoi sga.tt:ld extidh 070. In some

emtod i DBV Sy SHAFUAIEL, 00 Shafoc SSLEEd i o

incidettBBvRYy BEiBEs PSOERSH pplicdtb@Nbut.dtansel! BEcHAR¢ LRURADY the user
of an’incident and fiXxing t he problen1 The i nci dent
104. recovery guides 150 include information about how an
[ \: q..t 3
ARt SO gRPR B 101 R 8 OGRS 1 it causes of
an incidentiand Wisfnpahe groblenfi 'thr inciflent Theverycguikiast] 50 éminderiyformation about

o St 2% 5o U S 5558 B B 5

recovePP IO N §0 Rfifiett0d in F@RE8| SThESAciddn edb@sr® Guitle 130 has an overview
l'eader 155, the initial triage paging grougs 156,

sectiophyl Hatk Belp éhee%ymm@v/égcl@e@nt 15hethe pefsiblncayses bybithe geﬁ%a%e effected
channe]rs5 954 H%g‘erﬁ Al nCI ?'lgf e %ﬁlgaé kr%a%& ﬁ:é %ﬁ%&ﬁ@ﬁé glﬁf any associated

produce nt ’suc )
notes fml the eindiderkti regovenn |gmdn s Jhowiynptem/finegient 162ilistsr the error that

t he 1n0|dent itsel Th ssibl e causes, 153 of the .
producl) i BitdPfe P 5t of o8 SRS bTRASRic e Yol o toein
failureNévtBic PHAIBAE REEITL MEheQoksiblei cAuded @ SPas theGkmiphad/inelehid] 52 indicate the

produce the error. The possible affected channels 154
commegasss Wt BveHOdsed TNOUQMHE tBe PR 06 ket SABEPLice dhe ormor. The

poss1bﬁe eg{%arb'ﬂﬁxlué Hllaﬁldfcgﬁ 16 rtﬁ@{lse?qﬁ4 Et‘lfxlvéu%ﬁferen?@ﬁannels or sub-channels

lation eader I'i's
that thﬁrtﬁwoasnayuﬁm e Th@muednag@n éaaétn bft5 (istspi MOPhadMbe infrastructure

domailg Irgg%e{lj%%%? gﬁﬁ&'ﬂﬁ p’g% w \%’?Of‘fg nentsgbloxl' lebd q%X&Enﬁabnﬁ%Ver the production

suppo1 @h{if@ingentd, twhilchi@e I\I’DG Partrekd tvithathe QMODL &n tceitif b Crurﬁnt@ Mo focus on
servi ce restoral and foll ows established, r?ot caus

serviceygeatorad pad follqws epiablisipd fqof sepse gaalysyy thonpel Fmge Ppaing,groups 156
is a lisk b8 theQrotfR&h & RAPSecliNE be TRAuAAGH thOineRIchietHARApBsE € order to

I ncident ‘recovery process in order to
resolve the incident. A notes section 156 is also included giving the person who drafted the

incident recovery guide 150 a place to list any comments or special instructions.
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resolve the incident. A notes section 156 is al so

i ncl uded giving the person who drafted the incident
recovery guide 150 a place to list any comments or
special instructions. -23 The incident recovery guide
150 al so has an incident recovery guide display
section 160. This section lists all of the process
steps 162 for each incident recovery guide 150. The
process steps 162 include |inks and notes 164 that

fiHetiRGlerfl 8dcb P&y IciRlci 186 1268 Mhs hE feMRhd Ve ol @ROIIIRE &SBon 160.

and FYOVIde cross-linked references to other areas and
1

This segtiom ligts alhiof thetpeodenbaibisdige fomensh dnradrnt regpysiry gaide 0. 1PBe process
steps Itggg%clh\%@iﬁ:kggﬁﬂo%{fmaﬁa g rrtg%%geeﬁr%g c&'cgegl% Te%(g)\éé{# gmﬁ% 2@(5 process
and prEN‘l'écE efoss-Hnked uefermpcaspecithdr caraak epd dana wikdn tiecknosigdge management

eoicfigg 3 T35 SO R0 5, Pl b B 18 5y e SRt e
knowlé?fg@%ﬁ%ﬁiﬁéfﬁalt' dpplibfioRBPs. 30GcResrE] Biving g[?@ciﬂcoﬁéi%g h theD Qecovery
user have a roblemw th one of the eps and
procesgray usse d@4t @ndislyrécu@s 8 {)Iﬂwtft e {irecesppnapyr dngt Becest aﬁ:ttaken to the
on
comes g Yiocer dop RN FBh 008 ool | ifonall e TR0 B ey bave
probleitadith onehafahe sieyhd anﬂeﬁaywhaed it disdiss &pptiothe iapprepiaat@ctict. The user

b B2 bt LB PR B A e 70
which lolfiné€ otk Qﬂf@hﬁarb izdtd) 601&5@%19 EHaE R artiORat aiRp. Furthermore the

di scussed | ater, at have been resolved using t

incider gpqoveny] gade 1y laélnkedr ey ingideaklidst. ln%knqrél@firgehm 200 tab,
dlscuss,@ﬂ}{atgll i BQ\?«: lBJéfﬁl ggs%ﬂ}edtdsfglg%% &Jaftﬂ:g tlﬂc ehﬂ?ecb%ﬂr Ak 150. The

ecoveéery gui de In or ow previ ous
user 101)41 ma@lem\ws theeineideristidkesdinksd ng thehecidani réemtery ggide db9 in order to

QUi 150. .1 nb book 10Q

identit o Berdib s AR B oy i ra st maea( Gige 150
[h Qe ClribBBim eRE 1t Playbdvit 10@%@@1&&@%&6&&&&&9@ %ﬁ&ésnﬁﬂsﬁ)r every
If an_incident occurs that does not_ already ave

productine ingisdent thalcesgersd withiaghelmisinegsy df %@mda%tsch%ré ¢hat dogsinet already

v EUBELET R 50, 1 O et SRSl ok e

recovensguideel weaud radd ttadsthemlaybeoﬁsriow edge managenent
Ilca 12 ) S bel o whenever ther.e
B S Pleelhats 2001 % a5 e Bnebqeb R e A ation 125.
As dls&lﬁﬁbdcb%[bw bﬂleﬁ@%ﬂ tHefe ik lah linc@léht @Bt AdR8d BRtexhinilke the IST 8O0 tab can
the incident is resolved, the conpleted ticket is

be used togfilbent ap gncigeat fekstu éj@é@gé@l@gls rqgebyeds the gompleted ticket is stored
in the ﬁﬁ%ﬂ%‘lﬁ% doat ltf@é[fgreo LOBLGIRE %l‘({)%th \65 slr%gs Yl}Snﬂglﬂll RGHAGY Rcidents

the nomﬂed ebase r utions o
may ses:rcitnthfaknomhcdgd‘mse 800 feir gezsokutl@ns of] suaﬂarammnm e exenpl ary

f t he |nt .or t mAed bas 2
B s s i cae e BBediRenlhing 1RO TG da e goTedgobase
200 tab, @bl iScl8 & tthOstartB Qection 2t1 h an&m@wésaﬁg&i@a&ezz(ﬁ qaﬂo:erknowledgebase
section 210, a user 104 can search any

search oiPaHRBI @ 7 iRl Y 1590 1863 raly 2afp the a‘@ﬂﬁbledtqksﬁ% by keyword 212,
apphcattfoﬁ ke, | n%} @i%%[ﬁq A G PP 38 apdiRGHAPPI4 &BEdhUhds and

searc
d1splays any tickets related to a specific application used in production support. The results

section 220 lists each incident found in the search and lists the ticket number 222, start date 224,

end date 226, issue description 228, cause of the incident 230, and resolution 232.
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di spl ays any tickets related to a specific application
used in production support. The results section 220
lists each incident found in the search and lists the
ticket nunber 222, start date 224, end date 226,

i ssue description 228, cause of the incident 230, and
resolution 232. -24 Users 104 of the know edge
managenent application 125 researching particul ar
incidents may search for related incidents and find

st Yid Snfe ko8& B %@rﬁeﬂt %ﬁplﬂﬁﬁb§ 1efed RetiltEp @IS incidents
104 have to escalate the incidents to other

may sepsefuior slated ingidents sud find sesolutipnstophetetatedsingidprip before the users 104
. oot . —

L e

the bahl\f@m havdaglio pukaideahsie eadryday wiklqad 3b trotbleshuse ireide0# that they

an_utilize the know e g of oth ass ia es. to
have {IFAREKERGREe Phdn MHPEons T D4 G Wi eh it Hayrdgs of other
assocﬂ.tt@s £P bEREhobthBE SRR oh their *ROFItRIL $1av1ﬁ§ Qo skt He specific

of the know edge managenent application 125 click on
associgthe sel ectabl e incident ticket number 222 link to

SFRTYLR K0k ABLA b RAG BHILIRHTPod ROLELR

incidett ket nibatex2rlidketd dpeh oy tih il theiien tmpmg outtimirigQhe h8@@y of the

. ., tab. ks wi thi he . nt ti cket | Low the us
incidefikel; TS otiint Pt (e frcj0ebh G504 4f SGaSEteRalRE S e the 11
800 tabnovihROGahiNBRS GRARAE tiselall6Rtthe® Dseks? P04 80168 s@ft dife&ly to other tabs
mﬂﬁ@gla ybook 100 tab. For exanple, as described later in

pelathe kngeledee mgnegemang applicagon H5, gichgche anybesle 100 tab. For
S h r n P
et o BT A SHO ol 0T b G 14
examm]hg tlminstomﬂf an inaiddnt ckes ntamsnlgct\th@xmnﬂemldccanesf guacﬂ@ri 50 oelated to
t he asso i_nci very
the b B et gy o PR A PRSP HSOGH HisideRieeyspy svide 150
in the blagh®ik 108} at) EDFfcBine derbi@n@bﬂlﬁé iicedent tickat mhiiBe BBRIISN b&l%r to allow
to see how incident reports were anmended over tine

the userad @4 fhieq howtiagide reposiatere amends (Ovel Hime.r g drsaribes kaﬁ—‘é in greater
detail lvﬁh é%g 4 IPfRe 1ED (H%ﬁrtﬁe 104 heY Gavchfie Aty tBXo&l@atltHnﬁghaﬁEes in the

nges in t ticket over tine to exam ne
ticket prapdiasgo eﬁamtuu tk@sprom failwceseswbsiceassasas pisoliving thdrmcidents.

Y By L5 AL e TR es e

maps FRPSrd hald fF eroubkRshdotifig tilicidddkss Sho physigl 300, theribgicalt 309, and the
physi cal 310, the | ogical 320, and_the tra? ctiona

transa%malp} crecestEs. A W04 em elast Clickser) ) 9tdhe BamesAfyfhe maps
300 mc}f1gﬁ1*QQOQ§ﬁ&%ssoﬁ1a ﬁlm%gﬁ% I TheRis@UT (R A&y LiSo 8GHESHe e maps 300

articul ar 300 he user 104 may "al so search
throughrvekermpsd gagh ﬁlwmug340a Iix ethgo eabediments of theciny entiogAthe left side of

el enbo nv th
the 1nt81?‘ace fﬁr hhe ﬁ'&laéars]ggg? %he % aﬁlhﬁe roc:g%dﬁ?ﬂé C{f eaﬁiéh%g%%{sa]\] ‘1b -channel.
When Fth@(pﬁ&%ssr’ﬂhﬁp n@ﬁm&@&hle@lbdmeﬂhe defdl skieb tlehprotak .mapNsedisplayed in a

. . the name is selected on the |eft side, the
windojy; o e STERROF 8 Hieaprn/ A IRiSriace-froRs,FrihpdiTpest T‘?lgﬂft the procedures
and sy§ieﬁfé iRfihd HScdBRDp3 AR ¢rBiLHdIRE %o oltiRr BRReRMRGHAI X8 Mirect®) Accessible

of the procedures
through the other tab sections in the knowledge management application 125.

Figure 11 illustrates an example of a physical process map from the maps 300 tab. In one

embodiment of the invention, the maps 300 section has a roll over feature that displays more
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and systens in the process nmaps are cross-linked to
ot her process maps and directly accessible through
the other tab sections in the know edge managenent
application 125. Figure 11 illustrates an exanple of a
physi cal process map fromthe maps 300 tab. In one
enbodi nent of the invention, the maps 300 section has
a roll over feature that displays nore -25
i nformati on whenever the curser is over an elenent in
informbfiéh REQESSSthEBRserM16Ver AR cRIRABMR thé Probfi8 map! APRGSan@@nent in the
is rolled over, the objects are drilled down to a
procesp gy 19 ealief cmebvﬁhm qhipctforie driltedodoran itoe losventlesl traovidiag more
[ I
mfomgilﬁrgﬁhhedn%%ﬁg eg?rgﬁ% %:}J.%d%tﬁﬁélgl dﬂ%tg%g ? Hcg(? é{qlammﬁ the element of
the preeadsankiporent when an icon in a partlcular map is clicked

e robp et wiegish #RGari Rl east ke Sciala Sver, a pop-
up wnidloﬁrt %Oéh?ﬁ@cﬁé ot @fé inRfhéd BLNISS The WhRlo® 30BAL tab?@ﬁd 1iqh 8ssociated
0

rel ate di fferent aspects of the icon and the

attribues tof ithsyeleenti <khe Rl Tsiobtol Gfferet asearth ob theriprn mskibe aftpibutes list

1nfor1n§18&ﬁf ggg“?‘c gh%F | ggﬁ\kﬁﬁ% %&Me \éffc |a§ ?ga&gpvé H@&Er&lpﬂmctlon, a

hierardhg fdoid Iden (maefa‘mﬂ/oo lig@ rif Zifbimeatiah fplum]gam%mnalrmlrposes The attributes
ut es n each .tab rela

in cacf 8 SO BITARoT (IEUE (B "ab STHHER (it R mentaton, performance

metric) Mk O fCHGProd¥B thhssS dath inhs kh@wl@&ﬁhe;haﬁ %&&Sapgﬁdhﬁon 125, as well
data in the knomAedge nanag@nent applicatiaon

as sys(gg} Fequigmens fermibe eqm@&mh 1reFess MRPey Eirathich fhe wwéow 350 is
assocu# @C%%‘ 4o ﬂ:o\‘i@ '38@ é’l& ngiofﬂeéar?ag? lof ea@hc‘%g Eﬁ‘% Fﬁged in one

e naV|ga 1 on i1cons the t6 t he
embodiracht, fvainking taiethel; areas odrilee krmvﬁcxigenmm,gerﬁm sj/stm:k il ragd ffar creating

e e _know ed nagenent system 1 and
and edﬁwﬁ%@? B el e ne By W BRI o oemt o i m the
smamﬂ%w 339 Qispldyethp hx@ivaad andBihysiddl Qethils Bbait atsystem. They

har war e and physical details about a system They

includg ds) BATAWRRORPOUTS docatinn Gh &l somposenisi datalgpes; prvers, ete. of the
syste:rrﬁeI HeGkBatcd ai‘ﬁ'@%ﬁ@ﬁﬁl rﬁgp?.l Vﬁb%a tﬁfeano%atﬁJherela%ﬂscB BE box (or the

i nvéstigate ysi car maps 310 capture
physichlrﬁand\nab ip fher leink}, dcinsportt ﬂretob@ix(s(andardlhei fopigtsfoc aklivering audio &

video 8% GHERentetF aPRREY b oH b Pviders, ogign of the box,

IP Adéidbs capRity tdheddniin@r Retle syesnOdelvetl @YleCidéntifidati b RRES as primary,
servjce providers, location of the box | P Address

falloveé,agc&{yp Y- FrRClvS HAMSS @pxthf@eg )ggrtggqﬁat@grt{l}%tr isrgsponsible for physical
hardwargf Q}ﬁoiefcf Sﬂ:hééﬁ%t1§1§§ icBs \&ner Mlsed fo 't*n.ﬂ% %ﬁffer@xﬁtﬂlyfsf(% ¥Shardware

I Ndct1ve status 0X 0 organi zat |
togethtrawpd irgérbd teonfinformitiosi veit othtrasws:tm&@pplmbpm tnd/or elements.

ﬁ 8%%“1 Ve Ser Ve‘ﬁgr gwg}%“él? l‘z éﬂee}%fﬂ’dl mg%)édiﬂgcan be accessed by

scrollmg‘lb%raﬁtchaﬂng Bﬁ @h i&dni i@ thavirial. CHoh ekarﬁplshelﬁﬁl, a server is mcluded in a
plications, and/or elepents. The information for

proce%m 3 meerapahrehtk om of Kol iyst tha seriep 1eoandap YHRdow 330 pops up
showu‘t?%iﬁ‘:%ﬁlﬁﬂ’:agr BY tabs Gngl! thé RErONES £3' thEsbGk) Neke@ BeRRY 'tlﬁ:oﬁbé NIn some

e map. For exanple, when a server 1s included in a
embodiments, the physical maps 310 can have tabs with information, including but not limited to
monitoring summary documents (“MSDs™), change records, server information, and

performance & capacity information.
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process map a user may click on or scroll over the
server icon and a wi ndow 350 pops up showi ng a nunber
of tabs and the attributes for the server |isted bel ow
the tabs. In sone enbodi nents, the physical maps 310
can have tabs with information, including but not
limted to nonitoring summary docunents ("MsSDs"),
change records, server information, and perfornmance &
capacity information. -26 The tabs for the MSD

| THeOEBREr QRe MISYY iiffBrohdtiak préads RekiBdcsumbsls @ad data throughout the
t hr oughout the knomAedge managenent application 125,

knowlefge hmamagemaet ARRlicRiion tléeh susht e hub o dimided #p hee incidents in the
3 ' it t .

o0 50558 2080 50 3SRELAL b SRy g o

links tb apeqificirfcident recodeptguides d§@rwhighiaegsed 50 fixeh pf mcadests associated

., jused in fjixes,of inci s associated, wi th .t
with Bk Ltk eunf R S0 oS A oats rgredh £ ED tab. Tho user can
quickly NehmaRdndw thd)8erVEDist plifordde: usiag thé@@asthohrak500 to view the open
- _evaluate how the server js performng using the
incidenfs a1spejated vabohat sevPeRy apRlicaBRn i nci dent's associ at ed
V\'l"ﬁe,htagé~I R aﬁfﬁ%@ FecBFd RRB 6k ipPdVidel Rist 8PS ftRE chiMEBIfade to the
record infornmation provide a“list of all the charnges
servernaudl as,cchtzhges is éhosbost nsmehasasell eh thegesvidenprohided s the server over a
.fnéggf as Il as the service provided to the server
Speailig BeR I ecified tinme period. The tabs for server
| THeOtaBB Fir @BrveAThfbriakivfl @a® RRIRI | opgratiMs s iterh Rfform@iohOfervice level
service | evel] agreenent data, .as well as other system_ .
agreement shaleaip orelk ay ofhice s¥e dpformation S the Sspishi siiasman application
invent L@AYT"Y Ohich i¢Viskd 13 tral¥¥inGBnibsy MERY b Qpbh@Bkns, host name, b
mvendl)rﬁrﬁﬂt(gry P’gﬁatceé tso applagl\Mge{lt [ on@, host ngfr)re b%Sf(_ oSt narie, hox
ownerpbme ryailabilityvisic] afd IP tagdressre ThesmdabsPmay disesiscludh&igks to contacts

tabs.may .al so include |i t p ,cont.aci responsi b
responp e il he et B 6B, R By SR Uil eSRRPT0A B 10 the
contactd TOUSLsee I ontact @@ mation fdaehe watic®ct s 700 tab see the

contact information for the_cqnfacts. ,Qg tabs for tq$

pEIT BPiPTc be oEiapBRIce v icAPitraiophation {|ustrate degl digpe performance
metrick ifBcARAL BV RAE the JTRLE Lokt &AL 1hBGapRWy WedibathBSiow much more

server T's working and the capacity indicating how nuch
informatipre thejspifver eamt donhrol 4nd staresueh anthe ©utage mean dhessepyes and any up or
down§ugh as the outage tine of the server and any up or

dovin time. The | ogi cal maps 320 display all the

| Theelogizhl mgpapl) dizplay atlsthe iMeractpry applitations,sthe upplicaten structures

.and interfaces, and the |inkage between t The .

and. inf g L% GBI P e HBpIOREAL TGRS SihFaN g APplication
informib Wﬂﬂlo&%yhﬁf&i?fﬁé QetdBd, l%dl&ding ﬁ%hﬂ'@idr%)pﬁéﬁﬁhs, Qfefber applications,

a we

pplications, helper applications, servers
web seryfersr iformagtioni Aedluding gsimplanbiechigress meleeds (FAGE dr protocol

speciﬁé%t%%g; )exél‘?aﬁlgé %El%?tﬁl‘e inth .tifé).hici%% }h%ni leﬁéﬁﬁﬁgg 8{‘/\6 v%ab services in

ructure | ormati on I n nentati on
compiBérmetve@is)] web logic, web sphere (sets-up, operates, and integrates electronic business

applications across multiple computing platforms), middleware tools, web methods, and online
support systems (“OSS”) interaction.

In one embodiment, the logical maps 320 interface is set up in much the same way as the
physical maps 310 interface. A user 104 views information about a particular application or part

of an application by scrolling over the icon or selecting the icon. A window pops up on the
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conmput er networks), web | ogic, web sphere (sets-up
operates, and integrates el ectronic business
appl i cations across nultiple conmputing platformns),

m ddl eware tools, web nethods, and online support
systenms ("OSS") interaction. In one enbodi nent, the

| ogi cal maps 320 interface is set up in nuch the sane
way as the physical maps 310 interface. A user 104
views information about a particular application or

screen RASWing Of mabe RIP Az akitiP E‘ttrmhte%(‘(ffq}xé {aBisRiiSeldvin € ThE Mb &Ltions can
sel ecting the icon. A w nd OM/B@DS up on the -27

have sewe ebfic sipoataby ohths phisseal afaps 3 alqurtdlﬁ@rﬁmﬂ tphst ddredgbsicpe include
1nform%ﬁ&1 {éoglr%rféﬁ%a Qght? ‘ioﬁﬂealtdﬁoée%? H n‘g 'i]g‘w gﬂ'o %ns HE chInge control

1nformdt1(ﬁrf Hte ﬂlahﬁlangl&fbcbmlbﬁsm:hmsl mxrdlatehsl éo thfnfamlrmtm:rg rfof arparticular
e contr f ool s, qess )
applicqHiRc s B i BTIRE QNG KOS AR, GoBRiv e topl. s as the
momtdrﬁg 1601 200g Filé, %ﬁﬁr%stools Hﬂ‘chalﬁsotlfi&qaﬁ@& foBl fab®hed from the application.
l'ication, for partlcular Hllcat|on over a
The mgmmem wdorpjagign p@wwhethﬂﬁ@ magoves Hlageed paravinvedaphen sgvas done,
r . pe
who h%sgrg}n?‘:we& dea@ht{'nﬁ? waE‘Bz%é{e nltneo%laondé grgg Meg?%astpﬁb@lﬁgg facility
for seﬁp]plﬂmmbna‘lny all?b'bvmg'rﬂ:p nﬁrlilﬁw to ndeatchefor amfoshation inhihie hlatowledge

managﬁlgg% Ef C@G@% (ilg? (ilaé ™~ eyl evl\i‘lfar\ﬁlgéyh C@E%ts %’5\@1%1 %q:gagtﬁpé:non 8epending

onwhﬁmggsrfﬁgﬁs%rglg@n RbgwRaovide a facility for search
functionality allow ng the user 104 to search for

i Piedrangactiopalingap 19 ﬂhﬁwméwgdsaﬂr@mgr@n@ﬁﬂowmqv@m ingand out of
the a %atfo%ls a Sefds. pqrhﬁ ‘i‘h‘!) ' &@M&n ’en&—YOS-érf‘cfntBaBEactlon flow
ansactlon ependi ng protess maps are belng
commmm@atmg/edmtéfhmng mﬁﬂhffemMBﬂerfmp iﬁﬂﬁdiag buih applieations and hardware.

rtlc | ar ty,ansaction.is |nt and t of the,
The tr ﬂ?tfoél g3§ncalp§1§%st @ﬁcgma Booclll raﬁan 31;)’3&{ E?tggen Qifferent
applicio€ls,tifp@ Nahd t Sudi s FFdnh @AcH éﬂﬂYcatﬁﬁ bfadybieh Qbw, business function,
interacting with different interfaces, |nclud|ng bot h
sequengig| ditferentdnsingssfungiiontieangd Impagieon Fransaeions dhallehprpessy. A user
104 v19@9t1ﬁf[)ﬁ'§aé oRf LR IpQ’HlCu]%P ﬁ%s@&mﬂaﬂhﬁo%b' scrdl over an icon or
t ween ferent © applications, Input a d out put from
selectig@matn wapprll ilcatampnA windee pepsyis b Ehefslcwm shoysing asmmber of tabs with

ol o SR B0 B B B bt 50 e some
of the St t&bs&iﬁhd pHyeicaBhiR 1abedogRanaads 320] @ﬁ/drﬁﬁmaﬁtab@nal
map 330 by scrolling_over, an icon or selecting.a

Tacamerl fl}?d’rﬁ‘%?ﬁs W%M@Wﬁ@ﬂ% SERPOBriedth &1fernation indicating who is

t -

o ORI BATE s B o SRS e o poi
out thendhpsges Bﬂlutrach inthe proscmmapdb thelseppattearh ko wEeivésmotification for the

i cal s 31 I i cal s 3 and/ or
requesfil R o B o5 107 PR hE R B Rnefse. 2000 °F L ¢ ner
| 10 Gnt @RbSAIRRAT the flRAMATONE piRided ﬂowruﬁhﬁsamm@omugt@mer interface
responsi bl e for_maintaining the(frocess maps.

perspeghiiGodf Wasratedie igwe 14.04 15 yndggiteod thatygoter e@bpdlfrwats he flow 400
tab caﬂ;ﬁ@ﬁgg ShdrR Pt @ bhik SRISPEQRTRRPedIRE. ’Tﬂe A cRARRB brovide a high

team who receives notification for
level overview of the applications that the customer 1nterfaces w1th throughout the bank. A user

104 can also drill down to lower level flow charts 402 that provide more detail related to the

customer interface applications and systems or view other flow charts 402 for other applications
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requested change fromthe user 104 through the maps
300 interface. In one enbodi nent the flow 400 tab
provi des flow charts 402 froma custoner interface
perspective, as illustrated in Figure 12. It is
understood that in other enbodi ments the flow 400 tab
can provide charts fromthe bank or busi ness
perspective. The flow charts 402 provide a high |evel
overvi ew of the appl ications that the custoner
Ler e AQfh /RN
and oy fthE EF SR B PAOLPURLADP PRE e ob 38k s, &lor in some
cases q@fmhﬁgi@onmw'ﬁhid@!@ﬁl(h\vpm%a to the custoner interface
| i catjon te rV|ew th f
a'gl?er%{:%le‘t%e %IEIB Ch;\ S’l}%tmaOg er. ch Se(fs § 511 J:l-%%eg &gﬁlgrﬁth%%%nk. The
flow dhartd BO2 SeatEs- flml&lddwﬂlﬁ)%theldivuﬁgmbh ﬁoﬁr ﬂ'{aﬂddﬂﬁ ame e $BGsical 310,
[ cases seI ecting icon gﬁt he fl ow,

_oor_in
logical gy pad essactppigh BORFPeSEAY: £5 BEL aF 5 FEdionyyitigythe tabs of
the kifohAGHR! mamd chR hj & &m& hENgapd 1300 A
charts 402 gﬁlg&cr oss&ﬁnn\lg%%l’ i d&ﬁo? her cbst orarlgr oﬁ/?/cuon >
descmiaddantrsgaa@z) thedrodess pﬂlﬂp‘s |t1¢fau5631©4 scrpigpesaor 3elect @nl@on in the flow
tr 3 [ er
s 30153 e RSB o Bl ol Berausin, e
informafph isetidplayed IPdpoasp dﬁﬁbw \bleldtabﬁand eh‘mbﬂ&p S/lﬂiﬁﬂeach tab.
secti on. [

As . describhed,in re rd to the
* oG and oG R rdish e SEP atsbess InaBgRe fh BT chits 402 can
be up(faltéaVYn ﬁ@ﬂ&vﬁe(fé@%nhﬁg&ﬁ@tﬁ'a Ehé’@lbﬁ 105f emaRics Qﬁhd@li@ e elements and
hat elenent in the flow chart 402. Again, the

mformahfm) itkrghe pracess maps png yitaw icharts ﬂﬁ?palﬁpmﬁﬁlqiiﬂﬁwpﬂﬂtﬁ Hny gleer process
maps I%néj b c.'hQILt’st gf%?.m% egﬁh{;r ?ﬁ%ﬂﬁ&t@? hﬁ‘{e?ﬁp&ﬁ hﬁfg&gj to the glements and

ormation re 0 eac process naps
inforndatien thamged: hBert es:aﬁa@]& emnpgrbde wwpdsired niay Hehmplenumtedcbg ¢he bank. A

nage t .a icati 25 Chan es nad
wser 11 S i JBTOTPHIGy (AT DD 16 FHE B ORLCL U apReah P Gyorder t
displaf & héw @@@eﬁb‘éﬁﬂﬁi iFainatiodPdAS @ R8I, of iR seﬂfe@%ﬁﬁ&rs in any other
maps and flow charts 402 or other i nformation t i S

procesg rnm thej infosmation ralpiedeiocthatntesves itautpiptisialy tpdited inatngluge the new

%g,gm_e, an upgrade to a server may be inplenented
capamgf'h{% ank. A user 104 updates the information

r Ehaa OBd 600 tdbhie aSBlllT/ldBVEil moqnmt@belfdrmwme@omﬂp dt alfpws a user to

drili d%ﬁl ; ?l’t@gﬂ?ldl % a%{rﬁa EQ}%{P e%rg}:yga Sllghétab{l ?ac c}r 187 views to
evaluald @eeRHabing, aﬂdwﬁablﬁ{wémiel aplicloat @f they taé & ewleme@ry, sub-
automatically updated to include the new capaci

channglpangk Ghatnch nEachuedrtpbifibofaciap crissaryntnplicatiosy gb- “Ghanicl, and channel
is aSSIgI‘Perd]sz %@%&Eﬁ%&?@ﬁﬁd ﬁ)gflﬁ%v? %ﬂg(?]r% Edchal P@%ﬂﬁ% lt'l?eelrehBlthy of the

to channe appli cat _
level ab@tveg d‘ﬁlyzref(ae,dhp iseatesc fraim thﬁtpyedleteblhty faetpe ﬂevvl easbe wlled-up into a

score (¢ St shlee ooy sfEShBh Rk e BUISOR. <.

CH@ﬁ&ei 3A ﬂﬂﬁtr@tbﬁ BREIRI wmacds ﬂ'[o@&d 1 600RdNek | Hyythfa a@b@ledge management
cat egory, i cati on, _sub-channel,. and channe|] is

systerd 40 adkring I@h’{hédel&béllft&(j’é theaapglieAtiond SHORNAREISy fgbannels. As
illustrR8E By bfock 168830t Bow88ed fbhaRineh dppAlatfol 25 receives weighed values

for how each of the predictability factors affects each of the categories. The weighed values may

be assigned manually by a user 104 through the user computer systems 110 or they may be

determined automatically based on data gathered by the knowledge management application 125
-29.



| evel above. Therefore, the scores fromthe
predictability factor |level can be rolled-up into a
score for each of the category, application,
sub-channel , and channel |evels. Figure 13A
illustrates an ORI process flow 1600 used by the

know edge managenent system 1 to track and di spl ay
the reliability of the applications, sub-channels, and
channels. As illustrated by block 1602, the know edge

throug NRGASBRR BinpalePhysteals 120, life ursm\éﬁﬁ%ﬂﬁﬁ% easkivabdiBfrages may be
for how each of the predictability factors affects

an applgaipngnanaper, MA@ otee, bayk smpkaygh stichrsgaeisdetripining the how cach
pesicSTLFRSE TRALLN o Bk R pbACHERE Ay Ui e bk
aAr dliestraicdl By blvek eth0d nthe akrmwdadgh emexhgby edthapliogiwine dige receives

. nagenent appl.ication 125 -29 through the hank
weightgd FAIFLIO b9 BTk oL 16 SAteRETes SEFe9t Qb P T o sub-chanels, o
channd heWicash SMBE agRR i 28Rt Abh 8Pk sGRthARITBARSRne aRd/or how
or ot her bank enpl oyee in charge of determ mg@)% t he
A 7 C

cach ofdbg selrehanpelaaffeetatsaeh of theachagpelaf fAgains the sieighfied yalucs may be
. et e DN T
osignGE SR B, boGeE1BE PuBRL LR LIRS 118, Dl may oo

determined|avntoaiatioallyebasal oredaa gaberedvby gietlmdwicdke emndgemehapplication 125

ch of the categori af fect each of the
ﬂlrougggﬁl%a@&{’?%ﬂ‘g?rs ffgr-nﬁﬁginel s, or channels, how each of
tAe ihRphieg 8y Btk afJ08CthecRM&fget MEnHeRemhasRhIoraNd5 receives
channel s, and/or how each of the sub-channels affects

reliability datadpr thie @redicaahwiay Jactoyy ferreach afthgbankmpplicajigng &45. ndy illustrated
R
a scorauborethi patictablipe dactan  Fat axgaplhe foedthb predigatiipwlaetdgeof “if an

onicBRASTF AP OR 8y B8 SHORHIS ARG BT . some

embodichiéltd, eOe afiBrR G PRthe RAPV IR harirgdmbnt BFRIaYES 125 transfers the yes
reliability data for the predictability factors for

into a geee, ob i 0@% and dhthe Agpyercigmoghis trapsferiad 19 5P%st Inggther enghpdiments,
ifferePl{ f2fi%bitk 4 RGedeRAW B i lofl | i
diferel] R 8 oo o AT ORI BT RRPYoRS: hReckited in furthcr
detail btarh Agaai the atliability datacandr scofes rmagx bevpéségnedl onamuhldy by a user 104
r.edictability fact of ,"if a pl i cation ha
trougB UG} Bty @5} 210 B meb rySche, R ER ph el hpapd on carn
gatherdteBy @e RidbwltdeSAigeaeh GghpIEMibs , 126 thidigh ARs vk ¢S systems
t he know edge nmanagenent application 125 transfers the
40. yes into a score of 100% and if the answer is no it
| 8 fiarsdady K6k 51908 koW1 QieB e %@?@éﬂ. HeStion 12
ditterent S ability data o8 Hen SERAG, Mg on 125 tekes thy scores
for eadhnpredigiabilier &wtor o erels categoryliand walsdates a dategotyescoral@n aipplication
score, %g%b?%h 4 %%oﬁ% 6#1{1])% céasnlnl ﬁsgcé}éalrt}a\{%ﬂoant tﬁﬁ ?Ngld hﬁeﬁ?{ﬁ@%ﬁ Q@%e Br%dictability
factors¢eutgpetied, appliheds, dniGublchidiels within &&hdRiEel ned
automatical ly based on, data_ _gathered by the know egge
1

( y .
THEHE & AR HUSEHR freamodimens of e Sy P00 hemis page- cBigist 1gp 1llustrates
the top91¥v$trl O scoké for each major channel 602; the e-commerce channel 2, the BCT channel

3, the DCC channel 7, the card channel 6, the MHEIT channel 5, and the ATM channel 4. Each
channel 602 has an icon 601, and the icons 601 list the channel score 603 for each channel 602.

A user 104 can view the ORI 600 scores for each of the sub-channels 604 within the channels
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As illustrated by block 1610 the know edge managenent
application 125 takes the scores for each
predictability factor in each category and cal cul ates
a category score, an application score, a sub-channe
score, and a channel score based on the wei ghted
values of the predictability factors, categories,
appl i cations, and sub-channels w thin each channel.
Figure 13b illustrates one enbodi nent of the ORI 600
602 b)hélf@m%fa&?one': dfché Bhahdd ibddsWdli I ah Sther bRBodifRnts £8 usPR04 can view

score for each or channel 602; the e- COMMer ce

the ORMhe(¥nssbrefor eiph <Ef e gitueltranels §04 tbﬁéhﬁi@@g oh drmetiangel naps, or using
r I Nﬁﬁ: annel 5, and the ATM
ﬂwsemﬂaﬁﬁé(%ﬂﬂ% 15 Igla'ﬁanne Ig%% has an icon 601, and the
i Elgfl]ﬁ: 18a Ilhllstmtes tphﬂ of lieen@RI 68€ forehé 8-3ofnarere@adtianehan riﬁie ORI 600

for eagh chucl 432 cnclitihs) GO alaotyiers b AHEnR ST QTiGnn 2gehegag 602, each

apphcaibncé%ctﬂtri&pﬁﬁs %esuﬁfchﬁﬁiﬁlscd'(ﬂn B Me%ﬁ@@o&&%%'tﬁat%&&@ fthe impact
mbodi ments, the user 104 can view thée OR 600 score

of eachmppb@@hn 6064 H%otﬂbwemﬁ@l Ee@emblﬁiyy ctask b Ky feyreaeh gategory 608,

n h s i .
e A RS 5 0 IR AN B8l p e i
from tﬁﬂ;ub@ﬂﬁnﬁfﬂ) 604 kel tccmﬁmrapmm lppiivatior?606Tleecl ORI th& e gol w608 level,

each channe cl ud he, al], of the sub-chanpel s
and dgg g, D Cic BT S 0510 IEh" hsorots pEncAGHARNgesed on the
pred1ctaﬁﬂﬁ§'3 Tzﬁ:tdr@@oﬁ:@?cdﬁéﬁﬂ@{w@ fg@% ,avéfded 418 thet ©Q0Mb e8cHAR a category
hat™ score the inpact each application 606. Not
score @}hm impacting @plgircetm 8ot 016 2 B Eml &rpe f1% apd fipally the channel
tegory 608, which are discussed in detail below A
rill-down button 605 is used to drill-down in the
i ’ﬁhﬁast:orefsranﬂsmalhﬂamdl ercdaaim applicdOdn bty by using at BRI score-sheet 620, as

catlo 608, | evel the ¢ ory, 608
iltustegtg) 8 Pl Mo lkoHEl e gPeqrarabie g & GG glighin 622, a FCl
predictai fachﬂ QolBBRAIRS, & Ss&el Clhih 626, Q%&E@at@g’ory h&lghtmg column 628, a

pre |ctab|I|ty factor score 612 and the we
sourcepplipa 620, arfarmah splumicid 2t »sealg «lyar 834 a@a@égwi C%Qg@ﬂéwelghtmg
cdumﬁ%ﬁé an inpacting application score 616, a sub-channe
score 618, and finally the channel score 603. The
sty egegories 663 ¢ kttet @tbgbor caawh @ p:low@raa ramge @@@ﬁwgement areas in

produgti Py Py RO bR s UsTh b Raressed with any
applicSteinC 606 Yhat Gb WRE 62 prodaciidd supgpodi Bheb labpltc}lhfﬁrﬁ@t)@ lis scored in the
columm 624, an answer colum 626, a_sub-categ

knowlggdgegmenaggment aprticapen 135 aolieckasisorlfirhss thecatggopige 608. The
catego\%g% Uﬂ@ f&%ﬁe O%I%@@l\@erg Qét%ngéﬂase@%ﬂ o eﬁ:ﬁlgﬁg eF tt}%egglﬁé}&rxyhen, and

um 636. The categories 60 ]
how tMCéIg opgurxcd lthnomgl®RP the @mucaon supgert pfocassn dy eneembedimean, the most

importiélgt[ (‘é%%rg?)?lgi %Q%gre{s%gi?n%ﬁed as ar § gﬁ%%%nhgﬁ! 8 fl 'élaﬁ%%ﬁft’? %anagement

612, safidel comtingity @dGadehaht 653 Ll&@drld:dgaﬂf@dﬂ&ﬁ&rl@ﬂgeﬁmmpﬁﬂ infrastructure

Each application 606 is scored in the
and risk management 615, capacity management 616, service level management 617, and

score

systems management 618. However, it is understood that, in other embodiments, the criteria
may be split into any number of different categories 608.
Each of the categories 608 have a number of associated predictability factors 610

illustrated in the predictability factor column 624. The predictability factors 610 are questions,
231 -



know edge managenent application 125 on the basis of
each of the categories 608. The categories 608 for
the ORI 600 were determ ned based on an anal ysis of

t he where, when, and how the FCls occurred throughout
t he production support process. In one enbodi nent, the
nost inportant categories 608 were identified as
change nmanagenent 611, availability managenent 612,
service continuity managenent 613, know edge transfer

data vARRAEGRIRE] orSdifler faltbfsaShith! 6dlatt @ heRFCTs SKcuFBNAEE R Bank for cach
615, capaC|t managenent 616, service | evel managenent

particulpr pategary 608,y ¥itvins caeh salgaory 608.ghgpredistabifisy factors 615) are weighted as
o s S0 b 0 GRG0 Sy R DAL, w0
catego§0E8 fleadic applitdiens éO@gﬁnllmaﬁ:ﬂ 8n kalueman28u rffierwmghted percentages

are b SCH S By 8B ok e oo e Bl B ory LS BRI s i the past
The toﬁ! éﬂ:gﬁt@ééls o e froditiapisitydhtrory €1CWREhIBES categodyl 60BA@] up to one-
ues, netrics, or other factors which relate to how

hunmfﬁ@ﬁ@“@déwx%hﬁthln t he bank for each particul ar

AsGih 91‘?de ?%u: V\?B,@ file SRAGNLeC A tﬁ??l cﬁlggoq/o ]F;CIWpredlctablhty

pre |cta actors are
ﬁmnmmuﬁmneanﬁu¢wedlctablI|ty factor 610 contrlbutes to
c Hgt occur within the cat L
*t 8 t FQCE ipiHgting, APPIoV{pg; P’%Ft‘féﬂlgl n%f ’mges always
£ﬂﬁm@@kghted percentages are based on historical data
analysis of the predictability factors 610 causing
. FIsjltlgcrq': A cldae dgsgig@tion bifreseenoa alhange remnsta(ges upgradenapplication, change
|ct Wi t hi_n h cate
G st Rk Lol vL BB s PRl Betgocting o
|pmﬁ&qmune 14b, the change managenent 611 category's
FCI predlctablllt factors 610 may include: Are the
* pusdapragslar BViGHs; (t ¢4t lcag), qualﬁe;;%w rﬁ@rfOWPFff 9f dhgngss anplemented

EﬁﬁgtLH bﬁﬂerﬁ@f"if%ﬁa% §mdﬂ'91 éi’gforlﬂ%ls% fe&tidh?
ear drstincti et ween uest . g.

. uhgnmd&plapqﬂhted: a]namges gohmﬂwd thmpreperb/maﬁe@wdaanid@nmmunicated to
updat.e f.ir.ewal licies, etc d Servi eguest
ERGH s bt EitpgoRie i wirs ot gt e anges (e
MRYdrQeE dbllayLduridle impREfenfatianter | y) on performance of
changes i npl enent ed agalnst docunent ed key

performance indicators ("KPIs") for this application?

2%{ elg‘l‘ﬂ%tltéltfela%l dr e‘¥4l9h@l{bg%%a1%bﬂﬁge&aﬁ‘ﬂ;%%ﬁte%lﬁr 9&%@%&}/ s FCI

mruni Cated to
predicthbibityfastdrzed 8 mayendudencl udi ng | ast m nute schedul e

. ff?% ?fg%%ém(yeeﬁf?%wﬂéf it Seokg o ﬁgqmplfw angHer yos)?
avap| apydsi dritichR) A9 eBRhmeAtbre@oggory’ s FCl
e Arc availability impact information (including the detail of the impact of proposed
changes) communicated to the change management process area?
s s there a regular (e.g. at least every 6-months) review of current infrastructure against
required availability
o with a view to identify SPOF?

o with a view to optimizing equipment (lowering cost)?
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predictability factors 610 may include: Are there any
single points of failure ("SPOF") (If not known,

pl ease answer yes)? o If yes, criticality to

envi ronnent of SPOF? Are availability inpact

information (including the detail of the inpact of
proposed changes) communi cated to the change

managenment process area? |s there a regular (e.g. at

| east every 6-nonths) review of current infrastructure
apalyRg have' g%&é’dﬁx%ﬁi @RS, I adhly2in 4nl fBre¥dsBUE b@vice availability?
identify OwWth a viewto optim zing equipnent
(Avbeieragdie omcpdhres Bpladedo yalidatethe opgeing depuessyfapd appropriateness

monitorin an 2|n and forecasting service

a?/ﬂ*‘? %Ht&?wngﬁgcﬂs Broﬁe%“?sgpr ocedures in place to
vBb i ybat vt hR a8 @drgéis FSCHE AR Mil A ky 2 RlTaBility ah® lﬁi%%ﬁamé]flhty of IT
the monitoring and forecasting procedures?

hig{Frastesure, @anmegfét(@clﬂlémgt3ﬁép%r%mnaﬁﬁ3) jofigd upaay ‘?Yatb? pprligation?

a [ n

(ch d@ér@l %ﬁp nllcgltrlt%Sn g otfés 519&?#5&33 SE lﬂgeﬁ a&gﬁtgﬁfgﬁ Ieﬁablhty and
ampintanaibtlnyl df Iﬂ)mnﬁraslrucmre yompbnamtsn(mmiudmg Jah gatty eatiors) to help
a i s of t vai l abi lity, reliability and

n@??#élpﬂtgﬁ?lﬁd $’§7‘r%f tl‘Ilep‘sf‘ rastructure conponents

(including 3rd party vendors) to help identify

potential future bottlenecks? As illustrated in Figure
148 illysiated einy Figarec b ithe seryicrenoatiewivhmapaggmeat é§bcgtegory’s FCI

predlcgght%esﬁgégf@lg%h{cmdgactors 610 may include: |Is the

S contl lan in standard format? o \Wat
|Fsth&@sﬁﬁk@cdﬂfmﬁﬁppihﬁﬁistﬁrﬂﬁfd’fonﬁﬁve al | outstandi ng
i ssues_j denti f | result of testing been resolved
or % What %Hi?rq E‘“u@? %%rgsJ continuity renediation

PHaL L (ﬁlts"i‘zﬁﬁmg is%lléshﬁéﬁjtﬁddé)scgrﬁ%ﬂﬂ€9f Wk U reso%}ved or is an

recovery plan in ace for each service area, In
eappraved usinesy nOMmlgyeﬂn¢ch&m’plmAn@lach%r e regul ar
backups of critical data taken and stored securely?
Are critical backups of information tested on a

rBaHér@a BdtshRhted |mdli@svhNgcRly PIalEA pleRe fatiddchtsérvice area, in the
attributes such as reliability, usability, and

neticat of aawforpsegmisaae?i | | ustrated in Figure 1l4c, the
KR EL9E 4 HASEGE oFBARIPAR M kbl 8588 Hc¥irely C

Are critical backups of information tested on a regular basis?
Is testing performed for quality attributes such as reliability, usability, and

maintainability?

As illustrated in Figure 14c, the knowledge transfer management 614 category’s FCI

predictability factors 610 may include:

Has handover/takeover meeting conducted with initial team?

Has necessary documentation been completed?

Rate the quality of on-boarding new resources (bank and strategic partner)
Rate the quality of training documentation and schedules

Are workarounds documented/new changes tested with workarounds in place?
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predictability factors 610 may include: Has
handover/t akeover neeting conducted with initial teanf
Has necessary docunentati on been conpleted? Rate the
qual ity of on-boardi ng new resources (bank and
strategi c partner) Rate the quality of training
docunent ati on and schedul es Are workarounds
docurnent ed/ new changes tested with workarounds in
place? -33 As illustrated in Figure 14d, the

| A astdidCinigurandd, the knIRAAISIRNY Bl %1&1@%%&% 815 cdtédory’s FCI
predictability factors 610 may i ncl ude: es the

medé@bbﬂbg@ﬁdﬂo@@@1&ﬂvkhon pernltted ("NP") technol ogi es?

qe&f‘cﬁbd%é%hctaé%ﬁg?e 86%/%\09/‘1?1 é)elalé r y ()..tér?%ﬁfo%?e(s é?éﬁgﬁer software
ﬂﬁfeﬁ noh paiitted ﬁor@bpéﬂtﬂ@hswlﬁéﬁnoh)gbrfan& delivehp(VET&ILY") (can be more

stances of NP technol ogy exist? o Does application
PLRBRESSHPDN pl an for any non-permitted
t echngf Qg ﬁ&?manfﬂ@ﬁn&ﬁ%k N@’%élﬁiﬂlo?ﬁ%ﬁs@ control plan?
o Was t control plan updated w thin past cal endar
y eap? Does)@mdw@m@ hewys rmﬂe@satnorrp&@tfomm npgipsiipified teohpgogies?
Iust at ed the capacity managenent 616
1% B@ gmﬁﬁveﬂrg ‘g? Blity factors 610 nmay

i anUdJEas théBorAoe piag apdudl Witids adcalefddi y€ar? processi ng

volunes to the volune ceiling of the application?

Apass thedrsingssympadwaalyss eXi8¥ i ves that will increase

rate of growh? (Initiative, Sales canpaigns, etc.)

Are threshold alarns in place for individual services

tAzail lusttated inHigirt 1dbabe cappity amhagegientn@da cawpocdp ECI pyedictability
e key conponents (resources) nonitored for

factors(ﬁgﬁqg}ﬁytllg,clﬁl ad? (e.g.. Hard disk, menory, CPU, etc.).

IGn GARAE hywdabR ﬁ@rb%h@ﬁtt ﬁéc@s@ﬁ%yﬂﬁﬁnésotd“ﬁlepvdlﬁne ceiling of the
resolution of incidents and problens? Are changes to

tappliegipati ty of the application handl ed through a

formal change nmanagenent process? As illustrated in

Figure 14e, the service | evel nmanagenent 617

catepeeyary kfdwn initiatives that will increase rate of growth? (Initiative, Sales

campaigns, etc.)

Are threshold alarms in place for individual services that alert staff about approaching
maximum capacity limits?

Are key components (resources) monitored for capacity load? (e.g.. Hard disk, memory,
CPU, etc.).

Is capacity data constantly analyzed to help in resolution of incidents and problems?

Arc changes to the capacity of the application handled through a formal change

management process?

As illustrated in Figure 14e, the service level management 617 category’s FCI

predictability factors 610 may include:

Do service level agreements (“SLA”) exist between LOB and consumer and small

business bank technology and operations?
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predictability factors 610 may i nclude: Do service

| evel agreenents ("SLA") exist between LOB and
consuner and snall busi ness bank technol ogy and
operations? -34 |Is risk rating assigned by LOB? Does
the current application design support the LOB risk
rati ng/ SLA? Are agreenents with vendors docunented
and reflected in the SLA s? Does the SLA structure

i nclude features such as reliability, security,
sgqgkggm@ggﬁéwdb§qﬁﬂ91t response tinmes, turnaround
tinmes, péerformance criteria? Are there nmechanisns in
pDa@ﬂh¢onﬂmhmqmpmamdkmgasun@ﬂah¢LOBeMkﬁMngSﬁAﬁing

SR upd s Apfeed PE g JRSIALC o 1O

I BSROMRESIA BHcRRA Ifc'llﬁiégx%aiﬁ?é%dédcﬁga% éﬁalblhbﬂ%te&ﬁl&?dsérﬂce hours,
Fi gure 14e, the system nmanagenent 618 category's

pwnmtreﬂ@pnsettyneﬁ enagoundgingesnpgyformanagdeiteriajy e tooI s

a [9cesses I n_plac uto te or Lckl aC

R e S S G R

OPg rSUAORa% dl@hlyeiﬁé’nuﬁ%ﬂqce@q RERE sEaRe houRe Bﬁﬁiaﬁﬂi{y reliability,
nonitoring tools avail abl e e.g. Introscope, PerfNMbn,
NBPRRG I ESPORset i s s chmeéla%dlma?mnd Center, etc.) Is

t he operating system (on which the appllcatlon

conmponents are installed) nonitored on server and

cAs dhistrated i Fegife | Radha gystam manygomenie 6 W citedor®’s H(dgabdictability

factor@f% /O Ren‘Dt e Di Sk I/O) Ar e appl |catl on

PHEARES  ends nonitored and projected forward to

| AFH Gl alh @fbcedsBy 88 e StoVnltbmbte ek qaftdly st a6t @Etomer / agent
breaks that are alerted with sufficient tine to alter

timpactigoivesia e pivisp operiensl wlisl’d service breaks from

RSB ARS %, SARRRS P ORRhLFRAL L LL £ 5focope Pt
INétSE(fLﬂ,CSﬂéScoﬁeE Mquent Comimaad [(Bniegrete) nonitoring tools

avai |l abl e? (e.g. Topaz, Online Banking Monitor,
Conmpuwar e Vant age Agentl ess Monitoring (Measure

t
SRR B B RS e B o

assvey pedickenpaachives? 4Pagiwg, dHe 1/10n Netveork 3¢k Losaldyek IO, Remote Disk

'ghting columm 628 associated with how each
predictability factor 610

Are application performance trends monitored and projected forward to indicate when
thresholds will break and projected breaks that are alerted with sufficient time to alter the
application/system to avoid service breaks from happening?

Are component/Application interfaces monitored (Al Component Boundaries,
Frémework Interfaces)

Are customer experience monitoring tools available? (e.g. Topaz, Online Banking
Monitor, Compuware Vantage Agentless Monitoring (Measure transaction response time,

transaction volume})

Each of the predictability factors 610 listed above are assigned a particular weight in the

sub-category weighting column 628 associated with how ecach predictability factor 610
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-35 contributes to producing FCls. The scores of each

predictability factor 610 may be manually entered by

the source listed in colum 630, other enployees, or a

user 104 in charge of review ng the scoring.

Al ternatively, the scores nmay be automatically

popul ated by receiving information from other

applications in the know edge managenent system 1 or

the bank conmputer systens 140. As illustrated by the
contnli‘u%srf@tpr@d?llc ?F(ﬁgz T%C&c&%ﬁb? eé‘(ﬂﬁ' pedic@bifity foRr 630 Qﬁa@zsbe manually

bé based on a " response, a scale

entered_; @Unqhe\ﬁgp@g hsmglr g)eﬁqlg@gsfifa(}a qﬁ]@gﬁmplomﬁg@ a pigels 104 m charge of
rev1ewf1r?qn{h]e s@oljfﬁ | A gtg%%‘{é?mtﬂ{?colr&%éf ﬁg gﬂl%ﬁan%lgsﬁ%?ula%gw receiving

informu@dru émm $>mh e@pheatlsnahma therdyiowWwhedge magamdned;ystemt 1 tdvathe bank

ef i nes £s for scorin
compufit saRERs g o5 MR by GBS irias REShinnGi e ieale sabann 634, the
scores l:% baEdn £2fs” Gﬁynd*%ﬁaoﬂﬁ Q stdl€ladguid VAN, PErchtifIeS, a number
ulate why a particular score was given for a
range, P@ﬁ‘stoif &Hfaglabr eigflisms prd ﬁwemr}ﬁ% pr g other sgpidpsrating system. Items
with ﬂuﬂﬁé}% f¥tidh r%jgal[u?s.t 'SH(QI asl Qescalgxba?rlﬂvg AhLRial édeﬂezgls W3e Idpi?ﬁeg the best
In the scoring across the c anne
practicEe ferrsdorge the prbrhctablhtzyefactoo 61 e Ipsede embbdiients, ﬁ'acst:mesaheet 620
610, i e .enbodi men he redlctablllt facto
may hRghott i AU GPAH Horndoh i TR i BRACH 8o Wapgiven for a
particl & pRERECtiBINg fRAor( 100k ord@k6 ﬁiéflfy thé fitiag OTRe Rkt #hd notes fields help to
particul ar category 608 for an application 606 is
create gaifarAnityan theScing asfoss e chawslses for each of the
I flat I r t
IREEEE R I nehBE "t CYRTRO el B90, B ohibolififtat, the
predicmleiligghfammgﬁ eodivern s@28in thn ABOTE cehhmoﬁZﬁmftzsrodﬂ) tohfme hundred (100)

ention er, scores used th
pereen, K Sepeiea i ootk 6i6rEy BB 55 mlenith P e fre sum of te
scores 46t @cRon tiRGpréditaBiify facidts 610 i Gt Ratepsty baflgsledttiethe factor weight
) ag&llcatlon score is used to calculate the
listed ig ke SURAtsePTy fdehting AWM es.  For exarrpl e, in sone
15h0adl %Q&ﬁeﬁfg oIl fn@@ﬁtfo? otﬁéxséfﬁ 80 AL g with the edictability

assessnent tool 'S utiized to tern1n an
factorsXROADr edch Ka‘sg@rwevmaiemnmﬁ?@]ie appitcamn sooy ad bEfree ARGNPlication
score %ﬁlqzlié%[ﬁ%léu%ﬁe gl& OrSlg[gj ch I nh ﬁ (:?I'Igfi Ia:]igﬁgrn ﬁ{(%ﬁp e m some
embodd@ &SI hitications kisks ehditcﬂdtnblo aisbs%maﬁ)tp kdot A ARCATSYCE @fized to

busi ness | npact anal ysi s, domnstrean1%§PI|cat|ons

determipscan ARGAZ Bk iSearE Aathen ARCAYsesipbitoreat AT ik shge is related
to 1nhér@1‘ﬁod§gl'iéét15ﬁ PRkd O ARTBAL ek §c%¥@fs%tenﬁﬁfeg‘ﬂ?rtﬁqﬂ§ ¢hto account the
privacy data. The ARCAT cont score is
risks mlatedatouthe apphcaﬁil@n;: ouvhr & bummsamppm analysis,ndewrstream applications,
upstre%% szpl%ggat%é% s ans)c{gt}o%gfaéﬁlgj)lr g:?g SVQID ggté dl%ggve]% I'hl’{l% I:‘Izgff‘u-lrrcments related
hardwap Rhd et & an8 priehdidch. tTheDARCATSBnE@6INCbIdUs & Yheasure of the control
t echnol ogy architecture, platform.or enviraonopent,

an applicainichasciyes vampusi qifier sysigms 4F gPplicaipns | Ahe ARG cptsdl score is

calcul:REcP&a%@@on R thel BHIRaNBE 1sQB1aRA ¢ Bidinktss dREnER), 6841 %)f &thitecture,
each application nmay be reduced to a per cént age o

platform or environment, production stability, regulatory compliance, business process and

information security. The ORI score for each application may be reduced to a percentage of the

total score, and the ARCAT risk score and ARCAT control score may be added to the final ORI
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total score, and the ARCAT risk score and ARCAT
control score may be added to the final ORI -36
score. For exanple the ORI score for a particular
application in one enbodi nent may be nultiplied by

ei ghty percent (80% . The resulting score may be added
to the ARCAT risk score, neasured on a zero (0) to
ten (10) basis, and the ARCAT control score, neasured
on a zero (0) to ten (10) basis. The final score is

score. S tFo} lex@Hple Qfie %0/ %copéJTorn@g attidGlat qsﬁhcta{}@n Al dhi 'eﬁ%hlment may be

factors of th ri sk score and ARCAT contr ol
multlp;hcd) be elgﬁtyrnen@nh@ﬂ%ﬁ) dbe rgshltiog seare mambetaﬁéeddatth;@bR@AT risk score,

measué h% L%g é@ %rf (1%?§as§ac h E@g&g&é\gt @ g o srgsoreS %h%?su?ea §a zero (0)

to ten (Eﬂ) dhasisl The Aol sthe 1§ﬁtlBg§1ro)f 160%8, Emrno“eachdémhé additiorah factors of
a %01 t he oc kince of FCls in each channel and

heAI%(ta% ﬁ"r?é?afi GogHok 9% he ot her categories 608
MirthBioiort NS ﬁl%@ﬂrdt&f‘iﬂ @ cd%égorﬁmrg?lhﬁg c@ﬁuﬁﬂ B%Eﬁcﬁt &nhdl, and in

Figure 14b, the ch ange managenent wei ght for

some easgtoraeh seleclymarlnis assighesd & oategoyy Meight f?éfrt@,fbm howohgycategory 608 for
each aéﬁl}éggﬁrﬁ Q@?&’\ﬁ‘, ggc{'l.lg{eg% 3%1? at%{i: gﬁ%@gll glt§| lI) Ewgyln relation to the

other duedgagjeN@Rt witih egoipplication. Tat egoiple, mﬂlgbttatéd)lm Figure 14b, the change
e- Conmer ce |s fifteen per ent 150 l e the pQnht .

manageRient FrE1eBEfor: Higriepmmerce tY(Eb%ercqiﬁe&S Vg while the

weighOffole M BE1 GhiRel 3V ar 8ty Ciferceﬁ@ Qﬂ)%ﬁt &80T XisbD fON ﬁle availability
channel equals a total of one-hundred percent (100

managth?@memg@ry, dhe eajegoyy wetaht dor Gaemmeice @&ﬁe@plpﬂm@a(m’pb while the

t \
€, QAP L YO S R Gt s o
each c&pgéﬂyambn@crhahmi equaﬂs:mtoealaﬁ ohe}himllned percenp e]ct]()%)eaﬁierefore category

and chan efor reyi ousl
scores cﬁi gg%% apqlwétl%@rg éra.ﬂy,plgeg %Y&lg?lgﬂd g%ﬁ:lr Sh Q{Ib-channel and
channé\48fl A4 Bnicdeso RCE dpicatibd hats)ﬁ deafetRlo BEW Eﬁﬁlpﬁét@ each sub-channel
listed in answer colum 626. The application score 616
andcmmﬂda sub-channel or channel is a wei ghted average of

geff}%anngfééloﬁgl rﬁ&ugﬁkﬁ {hgrca{e%glfy %BWBAOBP@H é)g/ef%ﬂﬁeéi a%@ﬁﬂe of the

hann n ot di nents
pred1c‘szbﬂ}t}a lﬁmtm‘esico@e ol e listes ma;lsvbra' @lumve 62ht dtic apglicatien sfore 616 for a
the.a |on ) at _sub-c I N
sub-otaiiel B P i BB Suegfesor Yo ihor” O S1di o Pepplcaton fo
each @M&Jhﬁnﬁiﬁl @t dnBighe$ Ubin CHBANGhbSHBERS, ﬁlé&uerchtaxhﬁl score 618 may be a
pplication scores 616 for that ‘channe

Welgh@é Gy eraghelthe applivatiey scorsd185p1 thategubrsharngh Bl@aléapa%& @ynnel scores
603 ce{nnber E¥e g’ g‘lﬁeﬁedvegﬁé LP ﬁle%[)' ﬁgﬁjﬁl 8 o?%feél\ga(l)rsthe Qgp g?&p%c%%s 616 for
need ence t he

asls to exam ne the con scor
that cheheelnel s, sub- channels, and applications. In sone

nmbodi nts,. .t.h es for a particular.a cati,on
TGRS 520 e 363 lisor” BE b Bt i PG e periodic
intervAl§, AP iaf ads | BISPPRGLTo tanvié ithe SonfideBEe/ 8dotes dMNtheOfARiels, sub-
to remnd the person tasked with populatlng that field

channgls, and applipajions.t |Iﬁreqoylef epabqdipents, thespies for & particular application or

category are e-mailed to a subject matter expert or application manager at various intervals, in
order to remind the person tasked with populating that field to do so in a timely fashion. In other
embodiments of the invention, the measure time is tracked, and alarms and requests for updates

to the predictability factor 610 scores are sent to the proper employees to make sure the scoring
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enbodi nents of the invention, the neasure tine is
tracked, and al arns and requests for updates to the
predictability factor 610 scores are sent to the
proper enpl oyees to make sure the scoring -37 of each
application is kept up to date. Access to nmake changes
to the predictability factors 610, the associ ated
scores, or the weighted averages may be restricted to
only those who have been granted clearance. In one
of eactEAFMEAITRNS kerft @b Q6 1100 E4LcS&GAD nblte kBardBPlol 1B pleicRMBANy factors 610,
scoring level to give a user 104 the ability to
the assqeiptel [sgores o the yeighied @veragrs| Baysbp resisighsd dh frliethgseomiao have been
tions 606, categories 608, or predictability
gambf' %%?g 610 that are acceptable, in danger of failing,
Imbnd anbchdmgentSaﬂmemde@ sepaing fis 4ipdind ’beéch seprmgdevghedgive a user 104

e a0 oS Ui, b, BRSO Rl s

608, 07 rédfkﬁ&llﬁ?%cﬂ&@%l@ H& droWc&PlaBle, &P dnden dF (Fﬁlmgm)rtfﬁ]iﬁhg Scores
e assoclated netric is in danger of failing and

greateréh@uﬁ% pee aseianador gracesderaioge indicating thekthe wssogiaged grefric has passed
d o ' t C g .
ond i SR 0 PR a0yl g mdicatin hat

the assatiaficy siefrid i® uﬂé&rgemﬁfeﬂmg fand sho“ﬁttbbmnmia:mecbclaw seotdsdelow 50%

as iJlustrated i e 15, i1s a referen ab f.
are asqpndl Aot 1ot e maftolifi Fi fhE sl TG DG and necds
Hmnam@gbﬁ@g§¢oggbﬁ&§ethcontract hi erarchy | evels,

notification contacts, as well as other contact

Thefcoptagis 90 sastion;, tap lkslﬁﬁréwdtlakf@,gqrﬁ rlgudthaueferenes tab for finding the

[

necess oA R MRORIRS pRfR Hhis Y phitac: Se@REy loyels, nojificaion
contacispuewellta dthe emiact helerandes] ede Iw1tht mhtmtabaﬁpbmghauﬁ thie knowledge

manast ST el gt or A aF i O Pk g fg chanmel

level, to@NeEdub- &Mnxﬁzﬁle@@[t tolle bibiRicRRdEISvd)/ intorder @ RViewdhtsotinformation for
enpl oyees in the different channels, sub-channels,

or

variouggipployessi dhe uasrdi04 camdrilldesm; to dhelevels g selecsing fhgynamgy or title of
r

various! %‘%Pﬁ’ggef GR gieg&gfelégﬁ Héﬂnél% ?}]ﬂti 312?13191% F ?@Tlgﬁloﬂqwgs{rfg%i%rgatwely,

the userl Od> aaypise tind ccaita;:o Reagaht fediuspT@yon dma»ribwn ench@ 4/ 0B o ffind a specific

ontacts 700 tab for the online banking sub-channe

f the e-conmerce channel 2. The contact display

Figiir€ 1§ dtStratéd4n Basnglyver 5 e6ithd rassplatyhﬁteﬁxw mehe contacts 700 tab
contacts 710 and the nanager contacts 720.

for thecplipe parking LrAbartel of thy csupmee Phagpd % hﬁl@rﬁogléaafr dipplay interface
704 ha? %Q%ecm)ﬁ s, (Y eie@ﬁl\le' Johﬁ):ts%g ahﬁ' %&ﬁbﬁb‘gepéon%&t%t ’Im:dexecutwe

contac

eac hi erarch pol nt . I'n one enbodi nent
contactsi B aecion 1zt the h?emclnsnpcmhb? b’b(@)c the tide) @otﬁtﬂmpfsnt Gflcontact 714 for
each hiega%%}br%]m% %Et It Qnge 'élgx o] otgﬁé S xeC brl Vo%‘(;)t 'H"z gl'b eﬁecutlve contacts

710 se€i@Qists th€teckritto gymieétﬁlﬁ‘/&rlﬁbdl@ﬁora ELqipbﬁ eﬁéchmee an@mmerce production
oper ati ons_executive. The manager cgntacts 720 section

suppor} Frechis> @cifp icshraleg Aghiterie PP PSRIASIFFWRS ed
THE nY4nGES contacts 720 section in this example displays the contacts for shared services,

which includes the internal bank production support partners. The manager contacts 720 section
lists the same information as the executive contacts 710 section but on a lower hierarchy level.

The manager contact 720 section also has the hierarchy point 722 and the point of contact 724
-38 - '



whi ch includes the internal bank production support

partners. The manager contacts 720 section lists the
same information as the executive contacts 710 section
but on a | ower hierarchy level. The nmanager contact

720 section also has the hierarchy point 722 and the
poi nt of contact 724 38 for each hierarchy point 722.
In one enbodi nent of the manager contracts 720
section, the hierarchy point 722 lists the |evel one,

for ea&ﬁ’"ﬁmrzﬁ*&ﬂr boihee2Pr @Rt RBoGHRROLE (HEBRRIRES cordthBls 720 section, the
websphere, the unix, the distributed performnce and

hierarghappeint 22 Ujstothe teplagas. stwa, raddbresi produelipagauppod emeragers, the

webspﬁérﬁg%ér%%nf\)g 2{:‘% dﬁﬁ#@%e%é?r%oﬁ%%%ceo%@t &z)%.gi ogliﬂg V]\#an% 6:1"31 thc domain
manages [centeit dfeseclivacagatapers liest paﬁnerﬁ,e;shwelﬂexs ca\tﬁn:ybegmﬂ cdhrs managers and

150, the i.dent tlckets or other areas of the

theen}l’ﬁ&ﬁfse\g]&é \%eh‘? AR8FScation 125, indicate that a
’ﬁ{%eﬁbfdbﬁ LA g!imedo @5mtthc7 Zeideht GO Gr Rfthdr Nurds Qﬂfthé ‘Rnowledge
resol ve a particul ar incident. Alink is provi ded t

managemeat applicaiioarl25.0ndicete thas aspesps hiswmhaoint 789 is Mﬁwteﬂcm order to
s 3R ki AR 30y RN St 0 180 BBt 7o

tab. Fof exanpld, évanl inGdqit ectoetiyquideusp ondlcatwthg&he foordestshoed be brought

service brings the  user he manger .
to the 3feror solxelct PRRTT cuPrort B3Test R et 16ioRn  [ilrings the
user 1096 68 hah R cGRAA 720 B&tibA ahideed td Eigefe 1150 THa@is@f 19AR%n then send
| evel 3 production port manager listed_ in the point
the ingdlen Hpleeh éq the ppopeg lﬂvelﬁpmﬂhct@@rﬁepqugéhh@%ln the point of contact
7z4aﬁ&ﬁﬁarchy point link nay be provided so a user 104 can
iew a hierarchy map by selecting on the hierarchy
Ipmonte dnpboldimérnits m&k@archayrponit hnhmm,y hmlarousled sd@AlsmayO4 can view a

hierar erfvi\fr.ﬁ lg%eﬁegzggg 0{1] ﬁ_g(}ﬁr ylpgggbn]l( ]t_nt(ﬁ.E rpeaq t aCt sp 816 user 104 may

view tﬁ@ AR tnukdér £l A ofTﬁkﬁcd’rﬂﬂwF&ﬁt Fpélidkaly, onABe name listed in the point
ustrated in Figure 16 ows the user the

Of“mﬁﬁb i qilymn.of extracting reports fromthe incidents
1Ak L7507 g@ (iillﬁ’é{'trtd@ﬂ in F%ré( [ WEI9 e TRBAG @E[{}Blhty of extracting
recel

app Pcation 1 user 104 can create,
reports Enoh the greoibeath dnt mastaohedr withintthe knwlgﬂget menagepent @pﬁ@ﬂmn 125.
strate e 16, the ingident
A uset P oo VST e gemb A ratecrs o et PR g rapgs 750 b
As illesheetian & Stlﬁmlﬁflné:ldékﬁadfdiﬁﬁmfﬂ repdh eh@pior 751 3510 bé dlled out to

i ncludes fields for eneratin reports g ? peci
create 13 QRGPS ORFANRS( EPPThg THE eS| 780 fappincuges Kelds orcgétlf‘éatmrepms on

spemﬁ%rtw'kgt@ b?%teﬁiﬁ Ghe/ ﬁﬁe 952 1HE slaRCafeMa of k&l daft ’Fﬁe&f the incident

4 may - al so popul ate the 1 ncident ticket nunber 76
ticket. oA weo b may alsk goprlatetthe inckBat titkst numbegr 16w paokrl@p dncket number
762 thg{] thg}LrJiSv%an %‘%)Ac') S | g,\lf/ SETS %eaa%%ésoe(?gaté ?eg?ﬂ% E?seeg Bnt t € sevemty rating
level Bd3abnes t\%@%rahretehﬂlel dtueledn sf thchiacidods, theuss da\m:ediwﬂ& @66 of the

1n01d65tg*éphftg%;:§]{gblg%§n§r§§wgg@\s sg}%gtﬁggzg{l%lagg lera(tlgylss Lsgisg?lge 768, to
name a few.

Figure 17, illustrates what the custom or canned report 770 looks like after a request is
entered in the reports 750 tab. The report contains the information entered in the incident

information report generator 751 in the overview section 772 of the report 770. The causal
-39.



nane a few Figure 17, illustrates what the custom or
canned report 770 |l ooks like after a request is
entered in the reports 750 tab. The report contains
the information entered in the incident information
report generator 751 in the overview section 772 of
the report 770. The causal -39 information 780
section illustrates the how the incident occurred
including the origination system 781, the causa

inform@MEN Y80/ RetiortiNdsttR thehdw! iR ihd i€ bechBdd inthRlig TR 6igination system
I nformation 790 section |lays out the inpacted channel

781, tlmusail ayRué 784 apd dhrafadare impact 783y dhy dmpact lformgsign 789 section lays

o ERRTRg{ 5, B ARIBEIPIL RS L B M b

the geagraphicAlobation T84 oTthe imppm hd théGuadbecofl HES 393, CIs 3%y@HLs 797, and

LT S CHSHATEE 05, LBl LBt 8T8 e or e

informialiéh, tCEAENTY 7, TR the@RRIdtRn 7ER 0B iR thdiiking alThy repBRORTRAER dypically
for senior exeCUt ive nanagerrent reporti ng and are

generatesh fop wrHoopRegutivg| INgnapemend repgyng prchaetrsvipred g dallydasis. The
d r I J

eron bS8l e SR K AL SHLLRA SRR SOl i

goalsdfahnbatk illustrated in Figure 19, is where the

i,NCi are Kk romwhen . they .are first

Mgl 50 B EnlieE HERFUY Rt e R R egked from when
they af¥ ﬁ@ﬁﬁﬁnﬁﬁ’edd eBilpu Ighlﬁﬁtrdtébcihg Qﬁhﬁcdﬂ&ﬁ'}:rd)desd ® ddal $4ith an incident

found. The first step in the process when a_ production

when it ig fiest fund c T direh steprip the Presesa Bben @prgshishiers cigientpecprs during a
produe?iro gﬁ‘ GdekPBr 5y ?t E@ldcﬁoﬁ r§?§(§erﬁrls it Qh eﬁi%? URr it information of the
mation o I'ncident is sent for storage In a
1n01dentas abtd de, steaghinasddtitasd anéh ahathabagedd8bse &30, as illustrated by block
| ustrat,e

1810. S G B LA Pt QUGB AP OioF g Yome ofher

comm@iif@ion AN E dhé Ofcuidal Affer @ededfind) a&hoﬂﬁ&:lﬂlbﬁeﬁl whifet R forming
receiving a notification or while performn

proactwﬁda@tlﬁoveg R 1ees 10 gearrkes tbe rdatfb@esfe%ﬁ éﬁ@smeﬂent as illustrated by

block qgf of e GeP W iRnlif&N, ’ne@'Sl]pblldEﬂ{,sﬂfeaﬁs@fj 16¥ édéﬂhﬂ%the issue
1 After the user 104 1dentifies a new | ncl

associqtbwith dire 1n@46nt¢QWM1wg thherrpsepert imths dgiabasedasllitdtratadan block

1814. é%}cg %sueﬁr ﬁ? ?1% is 12161{&%6@10[% C?(SGP T@Aflsiarc&shtg F%owledgebase 200

for any Sstated icidents figat | fhﬂi‘d fisdlved the isaladissiid @dhé Past, L@Qﬂu@@&d in diamond
searches the know edgebase 200 for any relat

1816. j 16 gheckispt £04 fads thaivtee jsve dagt parelsigtandidandthe HSftfHQ“ drifis-down
into tl{%aﬁ'&rdeﬁsret)(lnjt Yo kE@tefad Parf élﬁéln&@atedlﬁﬂz@entl fs debgvdis et il@frated in

finds that the there | in fact a related incidéent
diamonchd 8 U erlf 1iges iradent i;tclchbm rejofsted anideclpsedicaié dleny thpoutssr fellows the

procedzlg flne hattln? rév'vl%&%:%é al%@l%%ntrﬁc éjﬁﬂ sloﬁvgl tg 1t1rr§1q incident, as

111ustrattd:d:ffﬁ&ilodk31 3ee.sThy aghr &lﬂkﬁnﬁy oReéloattthe IshenvlidhetheiBeldent is resolved, as
the . procedure qutlined in the know edgebase

illustragbin, th eErpimeticn o [1A4)- TRBBPIS. 96 DI IOLEN ACHROEG B aser 104 can
update"’lﬁe ineldemtSticdk Bt B6nd i th Bfde1dd20ase 206 withi @y 2&ehiSRY infdr38on found

out the issue when the incident is resolved, as
during the process of closing the current incident report, in order to help subsequent users facing

the same or similar incident.
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illustrated in the termnation bl ock 1840.
Furthernore, as previously described the user 104 can
update the incident ticket found in the know edgebase
200 with any additional information found during the
process of closing the current incident report, in
order to hel p subsequent users facing the sanme or
simlar incident. -40 As illustrated by di anonds 1816
and 1818, if the user 104 cannot find a rel ated
Adheenty b§' G Ra018 T 8nd 1EISd 8Nihe huSerM@4 daRSA HRAC rélfhé‘d incident
user 104 logs a new incident ticket into the |C
ticket asthe |u1ld1¢®t isaoe desbvetﬂmltb«tksei 8@42logﬂagmwenq@erttItlcwtlnfattb% IC1 800, as

ﬂIustr y gla]( gﬂ# r P%ﬁﬁlls%%g dt%@?ncbc{éﬁ }Ezlgfn %Yethé mpﬁlent tickets.

user 1041 eduﬂﬁﬂér anbintident BOskldeting the ‘el lﬁﬂﬂem’bhmtonpﬁgem the;ICI 800 home
illustra I 822. After openin ew ;
page, i AligrEried Pk I8350 ATE opeitsh Srns Hedest B GHT 104 g faien to the

1n01de§tcﬁ&%@s<§ééi)1 S ab llusghicdtie @1@%5&@%&%112@ t i @@ edbodiments the
I'n some embodi nents the w edge managenment

knowlgqggm magageroent Bpslicetion o calua:eﬂadatmr@o theercheicifenttigkeitirom the data
k f rt

in the ?‘%’nﬁ{ :%é?teggg éfgegf)%%co&ﬁ%%ag% g&;ﬂr g{%chr SPek pr(%l?ﬁnetgckl%pnumber 811,

sevenﬂj}'lﬁfaer)r £art times&M\3e i twell 8t 2ny othes lmfbtmatlonﬁhﬁldﬁn badowwel in the error

rpon ol ok 1AL BR T b el 80 e kS n e nciden
ticket. @Phdrifbde, hfer@0iskr 004 G818 Endclich heysiBBdah @htel b drftBange the problem
incidenf ticket. Therefore, after a user 104 creates

ticket §1 Inéhe aerf@nm&%éh%m@steramkémwbqr 8 1o (the mamb of Hhe fgsiomros mgport for
1dent11§rif%ktfl thﬂnuatl 12?1100 |1tr8%t2ﬁrgttr %Pﬁ@eﬂg Cthe téfh‘éllftefmﬂaWﬁ and the
status RO of iHeyticket. t]h.a'thprmmi-a,ca& wersi Ijdipobenliatevthe mcuctent Bclfet they may select
. identified t he cl.i ent
varioug gfoge t it SR R, SPRG thendrs BB 70 4G Py it reaches
certair BElektOSdsIRNthet hrokRs byhRYeclBY IR LRAT timy F1BOUS dNHkdeES 816, MOD
to tinme stanp the_ incident ticket when it is received

engagsl 8 k7 eastosed Weﬁﬂq finighed 848 uttensy t aj n m I estones in the
t n;
,‘gﬁ%ﬁﬁmé}ylgﬁgggigkg’%%{ 6B S Ehg fsd}‘g@’ 5 ng L%gr ﬁﬂalregﬂt%sthe paging

restore I ni shed
guidelnes formscaldidnens ilustraiekby bipdk 11824 Ehe paging ghidklotes |t¢il the user 104,

t he 800, .th ser 104, rev
based 1 WBAG S OF dPra aparonn® ey T bf FuBBRETE fresipgident. 1 one
embocﬁl%&ﬂt tHd @aaglﬂﬂlgﬁﬂieﬁﬁésdﬁﬂel Reged 6h lthé htcidae rrecib@éﬁy ghidgeds0 of the
n what type of incident occurs, who peeds t

playbqols dParteb. oNextnha ver dihelert fhecieiel WRLGAPRORS ?IStt fog the incident, as

1llustr:R9cgb ngloglg '(1)% 'Iﬁ%ﬁe @ﬁlﬁ adl%ggtagﬁjl_%%él {)%g(l') Réélﬁ’fﬁ@t i{ e %Ycﬁﬁtﬁbf people

who aﬂﬁOﬁrSahemﬁlcd d)ﬂ'ml inewlelht t'Dky: l@Q@l qga@iih@Qm&hstfb@slcal}yesewes as the first

Lkl ustrat ock 8
help dg%ofga?el Pﬂ & Iir%tbbiefsg%%}langﬁgslc(' ﬁo pearllésl ng (ﬁllgs trrlb%dl eiilt the level two (2)
pagm%’ﬁstp@ ()2 Qextvéiﬁupﬁbﬁ pédplé thanafd fiade awhreadt the dhdidemts, aﬂ'ch Gre usually
evel one 1) paging |.ist baS|§aIIy ser,

th .
taskedfto,dep  dReficassen s TR0 SH B R OB gFoBd | Einally, the
level t{ﬂfé%%??%m% fistOR]hé g%&g JFeRbp lettﬁ'zﬁ ar&¥&ltadtPwhen sofRABE B8de needs

next g of people that are nade aware
changin to Hix & peitidelat incidentd After ihs dewel §wo (2) paging is complete, the user 104

opens a knowledge management bridgeline (or phoneline) with the employees on the paging
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tasked to determ ne the root cause and fix the
i ncident or provide a work around. Finally, the |evel
three (3) paging list is the group of people that are
cont acted when software code needs changing to fix a
particular incident. After the level two (2) paging is
conplete, the user 104 opens a know edge managenent
bridgeline (or phoneline) with the enpl oyees on the
paging -41 lists, in order to begin use the know edge
lists, i'BIABORHRBH AP Ble IGRWIQABe ﬁgﬂaéreﬁleh?wﬁéﬁmhrl@i it FdsS19 B the iRSident, as
illustrated by bl ock 1828 he usér 104 then begins to
llluStra*@%h}thi@Ch 7(3 28he incident to asses the problem as
I o S
Theou\l%?nge bg%ngj 1%%) ]ﬁﬁ(g ﬂﬁe @ﬂ%g ZI[S ?jgé\%g Zﬁv\% ]91‘%)?1%1% T 111ustrated mn
block B ofttwreapon&e ptocass rbvadedomit Figaan2én d hd amersitOd aaviews the maps 300
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charts 380, 1! 1%1&@5@1@ bld&k hker kFﬁi%%nbﬁeaéJﬁﬁEtréécﬁﬁl blSéi@IESBfQEe user also
t he know edgebase 200 and the i nci dent recovery gu

examines thq kpopiedgsbasy BBGRed thednaidast recoyery gbides l&ié)smtthﬁaplaymoss 100 tab
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group,. and deter e custa act for the

and defliiR e AROnEE et} Bt SRS AR s Ba T ) Ol ook 1856,
ABubtie@dd AIbEANSIE, GRVIRE! hdigh®Y &kvdry 18] tohi ¢&Mdent ticket. The
ticket. The severlty | evel 812 hel ps determ ne the

severityleyeb&l heMpscdetarminedBprpecss faken Hoicadie the drcidgal, |as aullap ghe proper
indivi ! (3R rmaléenéu/e}f‘{: evglllles gl%gl Hi?an tﬁ%gﬁern& 1%3'%?8 Up&h&%@g thrcgl.fghout the

e severity ges t
resolutiams ptogtdsoof preo cegkntickdie thenased emby tentek g, tht heverite rup grades or

er in the sever.ity. upgrades down rades 82
downgfits B3, Sl ovet S e Btk i BOH HeRE o e LB 0T S evertty changes
are redotd®l @ YheQdev @ity upe@s bit Joveliandasistod! feld 8210 'le@dlsérnl 04hfso enters a

severi t%zogq%gr ade or downgrade history field 821. The

brief desegiptiarp dretiers descaiptipn $4lf intpdide incplentlickgb @s dlvetrated in Figure
21. TIRJ{ l[fyllffgf %@écgl 815 kPs isoeptl@e?c]r éhgﬁ%ﬁﬁtgxgcri e?‘lhg@;{hetge é?gl r%‘@gm and the

rat In Figure 21. T crlptlo
probleinsiescriptivh §2£brs ash@‘ctleisém @sa@tmutolf 'tlre:i pngplethe gener al

A8 T Byl oD RIS BRI PEE  dofipfia¥BE on who the

incider®esreuidt Ye |c@h‘1ﬁ{un&11%dl ® el emal ﬂ‘tﬁi@l &(h sddid W@ﬁclcﬁmt ticket to, as
determ nati on on who the incident should be

illustragssh st oeiad 835- t Sheasrdton e MO scalaiss dascapidert tigket to those levels, as
ﬂhmuaé?wfmﬁq . fgisgket to, as illustrated by block 1858.

er the MOD escal ates the incident ticket to
Athbssniedunt the MOD is Idbﬂﬂsnlnmgethe bsgalbtiog thel 880 104Mand: dugone that the

a time th .S er.m.nin scalatlon he ;
MoD e Bt Mttt oA Gt bRl iy Rarchil§ the issus
associ®&L abid gk tih@ddnt Cﬂﬁﬁét 1139 uﬂﬁgl the tragusdes Pcaditaidddaliny 2h& Gnowledge
and research|£§ i associated with the

management daplication k&t 2p ilh‘@@“iltﬁ‘b by Rlock 4806 r thesiseol{ianifeanyppe notified of
the incid¥gt KOQMRAORN out the fields describing the problems, tracking the progress of the

incident ticket resolution, identifying the source of the error, etc. The ICI 800 has the ability to

store the history of changes made to the incident tickets, and store information for each field

from previous incident tickets. Thus, the user 104 fills in the appropriate fields in the incident
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managenent application 125, as illustrated by bl ock

1860. The user 104, and anyone notified of the

incident ticket, may fill out the fields describing

t he problens, tracking the progress of the incident

ticket resolution, identifying the source of the

error, etc. The ICl 800 has the ability to store the

hi story of changes made to the incident tickets, and

store information for each field from previous
it REIASOL LGl gV 1P 01 0 4of ol i e 0
may npnealbt Hil éd thdr wguideinficldat The oseri 04t ik eneourageddo utilize the pre-stored
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tickets€ M H1RESdhd Gsetil 10413 Befidiinfiérstadd thedshued Al réﬁﬂttlcdlatﬁa' the incident
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it BB IR o100 3 B Y. e
custon&lr&ﬂpéridnbs s¢atioh 835 df fpepilewd apif inf@triadon aelated to how the incident is

tionality sectjon 8 utlinin
ofTctip i oS REIGF CHE L IR DS ep 1 %%&09%%31&?% athegtigr 104 also
indicalc! tHRaRBeaPR0A 8bcaf Bl 8 54 e ihd MMtedent ERRpakiag! WARA may help to identify
experi ence section 835 is p%ﬁulated with informatio
the roqt spugead atp@rtmw sYsten aesadegst The totalfm@éwt FTQPQ% 8371s tallied at the end
!
o te G5k OB 389 M e R} K961 KL M cach et nd
mﬂ»dgﬁmgraphlcal | ocation 836 that the incident |s

np ctll1 whi ¢ el t he root caus

b Gt shiftion ke ofide e kednt a St o GEHiRunications
betwednTRRE 1(&3@y1h§ td adsbivedhaticene Acidr 104 ehtb® d HMPABAd description in the

section 830, and lists the total FCls, DCls, AM.s, and
ComnyBqtailsf &1 ssation, dndissele mfRrmation relpsd i@ resolvieg the incident ticket. A
runmng%%: Bf t’ﬁE %nﬁx?&taﬁ% 395 Qépttnl;' ﬂle' d%gé idh sEdtﬁ)kl%g kG Bfiy®e edited

nmuni cat rons en users

or deléte@asrt@e nlmﬂeﬁsxsllmsngwed. [ Alseiavml@bh:sa rtheldMClmttoarssct'a)n 840 is a work

BN DTN RN T T —"

fixed writ tigherabt dduskRlidenfificd UAMIFREN. t Bero bret 416 reioRl ﬁlh&ﬁb%d)lﬁﬂ@ 844, and
842 is kept in the description section 840 and

root caugf fesgriptégn §4S| seetians At ppecr 19d papates with W@@%ﬂt@atf%denﬁfmg and
ﬁxmg’%ﬁef‘x%o@éﬁﬁéé é}ghgﬂlgﬂeﬁﬂﬁkgtescrl ption section 840 is a

aroun section, which allows a user 104 to
Ale flusirited by \widnhendp 63| ehthe awothreusceispot adentified at the initial level the

incident is escalated to a higher level for more expertise on the incident team, as illustrated by

block 1864. Thereafter, the team analyzes and researches the incident ticket again until the root
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fixed until the root cause is identified and fixed.
There are also restoral and resol ution 844, and root
cause description 845 sections that a user 104

popul ates with information for identifying and fixing
the root cause of the incident ticket. As illustrated
by di anond 1862, if the root cause is not identified
at the initial level the incident is escalated to a
hi gher | evel for nore expertise on the incident team

cause RSidedtifiéa! r R&&4n Yoot Rhaekis 188G ditied MRy RRILA teath hﬁlple%fémg a fix that
anal yzes and researches the incident ticket again

addresgastthe rqoh saysg deilure, 48 ibuatrstedi by bladkn 18606 dd thiafixdncludas a request for
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caunsd RECPRR, 4355081 e, OB o2 LORLETRINS e
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Furthernore, the incident duration 847 is populated
RFC tickad i8¢ &t asriplk 45¢he MD iconted arfofmainnip alio phvided der folgyemh inquires
byﬂmhﬁ§lb$0ident into the know edge nanagenent
pp

['rcation 125 until the fix for the incident ticket
Afees thadfintis impldmeied itekuseo dialfie a WFE ip fokk ehe BHR) imdicatl|how the

as_t MOD. cont act i nfornmati.on i 0. provi or
team IR el el = et it Block 4B5S ATRERer {167 A5 opthe ot
detailsisBRH0B BBO Ldthk ot b a@se sBitRhiss0 A Welih@ddhP1itiRE. TheothEMdetails section
i ndi cating how the teamresolved the incident ticket,

850 hagcdatq prfest prgese i apioblsak sueBey e tigk rassigament|852, angt permanent

resolut B, 1T 05 S P ) S R AR o FRAR g how

the prabéat occurre85@hitabe dstra deintortyouhteslast tlor prablemo bhé the outcome of the

S ry 851, ticket . assignnen 2, and perjranent .
toubleRSE Ty FBRSi85 3.8 ek GITBHFBL a4 IBGHPRofe technical toam
responfiBRUoA tiRCpetinhient RisBRufBA.| Qe ipefhaRhl REIBEM 85NGechbP BERRbes the

occurred, what the users did to troubl eshoot the
final oyipeype ehthe findontheinsideslome of the troubl eshooting

’[%E%ltﬁ@ WiStails! el g&?&ls@?&hgﬁgﬁg t($)§528§§l9§eh iy s&i@é ﬁ{e' igﬁaent. The
the technical team Tresponsible for the pernmanen
identificetsal eftthotwolsThidizekinamden butrie ol lihitahto3Hha phebodkowsed 855, whether

d ri be final ut c of the fix for the
the usch 30 oA IBe KponiFesBie; T oo Gfeciitomb g for any files 857 tha
were créigdtdriuse@btd i€ theoiatideS4A165 G sbifie SRbYEncAR 1inkS afeRtluded in the
The identification of the tools utilized includes,

incidery§ fickets whish tRksheaer K04 fontbe dpely pilizedy sindgmpbutgeé dipgied to, the
inciderlt t}t@co'\!'m%u}&% l%rl%g(# h‘gﬁly{h?ﬁléé@g%s@g g%sﬁciﬁétﬁ’ticﬁag w8 from the

attac t area t were create
knowlaigehpse@d0d, otcf i x the i ncident. Also, in sone enbodi nents

inks, are inclu in.the incident ticket, which.take .

U651 S 558 YR oty Boryled BEMe sk Gl P i iRt x5

determiried) 1@ ¢hd @ot édue sdctiéh 60 ithd 8E&P 04 VeRHbeCihe tRBaMBRGe details 861
fron1th§“flaybooks 100, the_ incident tickets used from

by ansygang the, oBiReIIsstions theggrdid the failure originate 861; what event caused the
failure 866; and what issues compounded the impact of the initial failure 8707

Under the question, where did the failure originate 861, the user populates the fields
describing the initial point of failure 863, the second point of failure 864, and the final point of

failure 865. Under the question, what event caused the failure 866, the user populates the cause
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The root cause section 860 is also popul ated by the
user 104 after the incident fix is determned. In the
root cause section 860, the user 104 describes the
causal /failure details 861 by answering the follow ng
questions: where did the failure originate 861; what
event caused the failure 866; and what issues
conmpounded the inpact of the initial failure 8707?
Under the question, where did the failure originate
867, tHO ]evcﬁth§88JSeﬁlﬁ ﬁ]l?pt?g @lﬁﬁﬁmt §@) fsb&loHs d@RE:i Rk rtﬁleétﬂﬁ what issues
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conse PR S SHE o G e B DA B0 s
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historyTlsection e§901 0t Xieeps 4 ilist andime Istampst 41bef jthe mews @dmdo rand deleted
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‘nﬁ”nPan3ﬁ£? ‘fﬁ%?qgin Furthernore, the incident ticket
'Hieiiﬁmbaﬁ datailo sithdrcavedin thé bailodagatasst 1]30msﬁﬂﬁsttaMtby block 1870.
eeps. a list and tine stanmps all of _the qgw edi t

Afersied TVt Be sy REF o R {986 P T OF S apflustated by
block '1@?‘2 OpRdcFRE ahd Ssc2f84 fcﬁk? 810§@8@c%é Ebsﬁ@ﬁs askadptPbREEI874. The

as Illustrated by b Afterword it is
final ocbmtﬁm@tion megarding ﬂlerwmdelﬁtls lsqst tp ﬁh¢ é’é@D b@@hali ineédgnt pummary, as
syst.e Suhl |l Ust b
llustrgt ﬁemug%?k %%ac%egll{%% féﬁglgtap? e Jéhg uePast I ustr ag{‘ %&ge incident
report b kaﬁ@ﬂédgeﬁm 200] Rékrecibarridad répont setered forgfuture searchmg and
dent sent, to the MOD with an incident summary,
troubl%%ootmgl fﬂéfefaé &aCidnt| ock 1876. When the MOD approves

Axli’yeusre? PO that R oA RHPRIN Wantd Reeditnffodfion ih ARRAFHculs® tHERR can pull
krnow edgebase 200, where the incident report is stored
up thefl6F 8¢@hemepaasas dliiskrated iriFigureok b | Brerisen | Mgnasorearch fog tickets within
o B0 401 RE e ARG PED R GHANERD T bome
page ligs dlhef kel inSidenthiinket pagbera$06 lthat shatett dt Sem'cﬁlogm:arta a9 well as the
.Th ser, 104 ch for_tli ket i1 hin.
associgy isPR MeP IR P ARG B65D ARG B e ideisbet pymbers. The
user 1@‘0416\7@ hindX¥ent ke fob BATRAE b Qﬁcklﬂ_é@n MeRketRadBet 65th6 iident in the
he incident ticket nunbers 806 that match the
1ﬂmdﬁﬁﬁﬂﬁﬂﬂ@ﬂ¢¥§@¢gﬂm@§ wel | as the associated issue
t f .t
AT fon RSB s A 0 o Bt i i
27. The edadtmy@ﬁﬁ mmjcmsmﬁmuyonal trmlnmggfomm fdrepreductien suppoi assoc1ates In

other Eepeiientt i SRS AL FebEeitan oy St A e Haging for al of
the enfftdReMit B0 Bakiabs the enipldyéss frﬂirﬁydothéf Husidése The academy 900 provides

online training to users 104 of the knowledge management application 125, including bank

personnel, such as the production support employees and the MODs. The academy 900 provides
access to certification programs, which contain training modules for specific positions within the
bank. In other embodiments, the modules may be singular modules not associated with specific

certification programs. Figure 27 illustrates the academy 900 home page, including tabs for the
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27. The acadeny 900 is a cross functional training
forum for production support associates. In other
enbodi nents the acadeny 900 can be used to store and
track all of the training for all of the enployees at
the bank or the enployees in any other business. The
acadeny 900 provides online training to users 104 of
t he know edge managenent application 125, including
bank personnel, such as the production support
acaden®TRLRAKORD, 3Gy tatleieMgQ% 904 Escafch IR AMInO0DD AU H8% transcripts 908
access to certification prograns whi'ch contain
sectionsy aThe giningdupdaes aray shsepiovided godhe jussrs! Ofi ohi mumber of different
a
format? T‘ﬁe Flggulr%rgogﬁ? gg@ﬁogb%g%%%og% O ,ﬂ#lmg §ue(fgi?yor L?ig interactive display,
tonaneefmwflcatlon prograns Fi gure 27 iIIustrates t he

cade 0 ho i,ncl udi n or.th -45
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indicatayffenotes if dhs estionte programnissavaifide ol d itriayn pecess, erdl it has
tat] C
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deened necessary by the bank, LOB, departnent, or
Progral o in which the user 104 works. A status indicator

T AcdRin§Shokde 90292 BIES hid £AKIEIBKRBLAGA 92 BVAbIvaRE Bsek 204 to look
take, if it is in process, or if it has been

at eaclb@fﬁbﬁép@dﬁc modplee and squeBents agspeisted vl e gertidicaligreprogram, as

111ustra Ui Fi gu?é A eghé il BSwﬁ Gf Ehﬁ 'eﬁi%tcht% 113?8'&011 ﬁmﬁl?l? lﬁ{]%fs&equlred and
é rovided to user to speci

whethaos cnoi 'ehe aubdnic 19 avhibabbe i plfagneas icomplepedp gr bwkedlP22 (which indicates

tat 0 GBGl, BR ] B ke Tk R R BBy ect

moduldBEY heve ARCMBE G isERBBNSE &S B& YU Gnipdidd Hehfe being allow to move
certification program as illustrated in Figure 28.

on to thyrexipecipn We. T ox@yizaes maxtaisgrbeireatingd abién eppberithe modules
to det"g@g‘%ﬁ%%}‘gé’?g il'ibﬁ ‘S)%fﬂ:‘?éin: ‘(\élﬁlt tlﬂ@ ltEjEc& QIQJtteI' P f(@%h‘ élgeér' 04 is allow to

rogr ess
proceeq W iothier mdulcabebefotdm‘tliﬁdaaom f@'ra pa,rsculmoprpglemels@'m«ed Again, a
. d | es, before Io econe avail able). Each
status ﬁ%?%éﬁﬁﬁ ‘?@gw EFm’ @Tlons that the user 104
me Wu&ilﬁl&a@ﬁfg@ﬂﬁ taredl g sahd @ééfr fobroWYEthrodigh bR ofﬂ@ 1&@xihg modules
ection or nodule. Test or quizzes nmay al so

that arg %&a‘ﬂ% at the bfﬂ#@ﬂé Add drem eranirsetifisae Prograyes e rﬂaﬁ yrer's g4 academy
home %Oge FThe cgi%ﬁ8QcE ?fdg?z{.rﬁ?égz&vﬁtﬁ%&tﬁestrﬂ ﬁﬁ%edr@tr%ﬁ u{;l fcétg g’é‘r specific

e user 1 procee her
job opdnéigs @ jolmrwitliin e groupnddpertmantp sirb- ¢hauﬂ1®,ror|@hmgleh ritiesuser 104 can add

f ed. ain t i ndi cat.or 914 lays th
the crfF oo et Bt et B Rirrelisa o kg Ui P cny o
are availablews thdeseti3€4 td Bafb@nte usé OUBhgeaktal QlﬁOWlE@gel £d0NothEr groups,
nmodul es that are avail able at the bank and add t hem

depama?nt% Hy0-clanprls; phannsiowihindhe banky Fugggsmoge, some Jisgrg d i who are
in charge of a group, department, etc. may have the ability to assign specific certification

programs or modules to other users 104 that work in that group, department, etc. The

certification program or modules may be uploaded by the boss of the group, department, etc. to
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home 902. The certificate progranms and nodul es may be
organi zed as requirenents for specific |ob openings,
or jobs within a group, departnment, sub-channel, or
channel . The user 104 can add the certification
prograns or nodul es that the user 104 is required to
take, along with any that are available to the user
104 to inprove the user's 104 general know edge about
ot her groups, departnents, sub-channels, or channels
all of thé ﬁg&snl d4hg ﬂﬁ@gﬂ%clﬂétgr&ﬁ? HERArenhent QB aé»'ﬁﬁﬁl?ed]t%n\’i@ Br ﬁ’é% of interest
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certifrcation ogram
departfigyt, Bitb-¢hahoddduinmy, étheschobisg dbr mf}ecemfmapon gegaamisn@mmodules that
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prograns found in the search |leaning 906 tab to
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return 6 Ghid @{ddﬁ&s,ortda}&: kRgthaifothsy Gave E}ﬁesﬁhﬁw\lﬁl thbl‘mum:.e\ﬁookmarks for
transcrjpt_ 908 tab outllnlng the user's, 104

Q hav
specifigopfptsetisiod nathis b kapwlgdes MaRpgrgrenhsaptication "8 G8'6e added or

removed within the modules to help direct the users 104 to arcas related to the modules.
In other embodiments of the invention users 104 may play games in the academy 900 that

are related to modules. The academy 900 also contains a glossary of terms so users 104 not
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Wthin the nodules in the acadeny 900, a user 104 can

navi gate through links to content pages |ooking for

i nformati on el sewhere in the know edge managenent

application 125. The wuser 104 can al so, add, edit,

and del ete notes on particul ar pages of each of the

nodul es, and return to the nodul es or note sections

if they have questions in the future. Booknmarks for

specific areas visited within the know edge nanagenent
familiAAPPi Cartdi® RerddSwitian the nRIRE afY ablE DYt B Pﬁﬁflde a better

nmodul es to help direct the users 104 to areas related
uﬂdersif’@dtnﬁé?fihﬁdm@%e In other embodi nents of the invention

a?ge éﬂ}%o er u%: e .p%?_(gﬁgtﬁagnge Ea%eg%%ggr}yocﬁlgeolgtepﬁée 95 Scons 952

are usagll fosglabat fodctibes sush sochasging t‘rik(lhem@ ttime- Jeépihgrar Ibbekméwking different

certain t. t he nodul es are.ab t.0.l 00k the
modulin G T he S MATHRIGHESE APRICTHPTof 23 PO ions D54 are
provid&d ﬁh‘rtﬁosﬁ% inhihisibihat £l &ﬁzﬁéaﬂi@lﬁé plaf. tihe digiSr Iﬁ&ﬁdlé/ ﬁ1terface 950
di spl a nmodul e interface 9 | cons 952 are used f

also hagjagpain lipk Aeq fos hiskisg eithdhe mesredes gnanpgement applicetionel 25 ‘home page.
ol e

A o058yl RAGETR S L A8 1515050 o bt

limited/\éo ckbwv Houtet paps, @odsay dunqoiony raleatcésopage] dslpnpage, notes page, print

. m ni. m and resi zi t he dj spl ..The displ a )
Tt P e G 31 Bt lo39r 107 P S5 1 104 cam view
any of|thé%l{s s@iond b clidkén mbqﬂgg;rmmﬁﬁﬁ@fooawl gsgatA Bhlrdelit button

A tool bar 958 contains icons for |inks

959 is \ﬂhw ﬁrqwqgeﬁécm the apad O (e thp canyrse durizen sftersymaduyls iggempleted. If
I

the mt%@éugﬁrdé Satygtg%&elﬁ’e rtﬁf}%cg ggfg“%%g?de %\gjhgsdsﬁfﬁulg WaGHkES 104 progress is

saved lbafmtthmpdulmsemaoct ive games, quizzes and t est page,

100 .tab,. etc. A us 4 can view. any o ;

BB ERBEpERn ieiphin Fpkn! i 00 o RPN ALE oy nterface

950 haso@knlbagr6295&aw‘gaﬁ&upaﬁ £ 6D Yt MBvin® FBroliShck 98 module, and go
ided for the user 104 tq exit the course during or

forwarg{966rand, equRiek &0 B Jeatrnp farteving pack ppd fosthethpwghqus a module.  The
oGP DL IG5 358 RS, 21 M PO 6
transcreptiaread972 provivies eq:mm‘ |th@ pudio tdostenti Finpbpt thatchametar Sfifhation 980

makes Etl?og( @ggts %ﬁés{/:/fg glfel gﬁraﬁé{ HS g?aéglngéfe rl%sggrﬁgg H&clu@es &aractcr

animatidhfd@ti@:bl@ 082 fdreotitesilihthe aidlo 98 adiRENG oF (R6&hapdeebrgo back
968 features for noving back and forth throughout a

FrepeieiP@ Hlustrates ap aeademydireiasaflog 7A908 Hiseis by His lgjoardedge ananagement
systemgﬁ%iﬁ%ﬁfl% hb& iR gnd (ﬂ%ﬂfa‘éstﬁé trhifiin éﬁlufég afd) ?é}ﬂﬁcén%ﬁ jrograms for

ranscript are rovi es text o
each of dhet vmts 1(1211' aidhe iaanh hés clﬂmtratetléxy blodkn (20 thedg O wlerigk eanagement
e ound as cter is t achi. he .
spplcdin 3R fochif S R EShes s IR Boetoc BRES bl g Ssociated
tests, quidzess Oides Glds] Audid files, @ted FromangbeA 0B b the fisek B@nputer systems 110
character. Figure_ 30 |IIustrates an acadeny pr o

or autqmatigalboihry ulggé]&p Wktqq@pkﬁﬁws&%se gsg};@qﬁlem in the bank databases

130. The modules and certification programs may be created and uploaded to the knowledge

management application 125 by the user 104 or they can be pulled or pushed into the academy
900 by the knowledge management application 125 as they are created.
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system | outlining how it tracks and displays the
training nodul es and certification prograns for each
of the users 104 at the bank. As illustrated by bl ock
1902, the know edge managenent application 125
receives training nodules and certification prograns,
along wth the associated tests, quizzes, video
files, audio files, etc. froma user 104 though the
user conputer systenms 110 or automatically through

Ad ﬁk}ggﬁ @6&‘3 f90~°4y\§fle§fT§ w401 Angl13{:0f @RintfeMolifle toh Rertification
ba tab

ses 130. he nodul es and certification
prograpr ﬂgow*ﬂsthnwelb@mm &a'dtemn 10 pho dneswledgs maeagcmm entyigation 125

allowsggg ﬁ%&? E@% %cc;%gsntl g}%g elo?f% Ikei.’l)ﬁg%tg) m/ﬁ%.@i 1ﬂ{1?t{1alge%lybycbqgck 1906,
the ksw@Whe dgaplers ﬂg&iﬁmh ﬂmdhleﬁ at ¢antifichPbn @ﬁ)gt‘fhmjarﬂr‘the associated tests,
* ecreated 1-348 As |IIustrated x ?&g ck 1904 whep a user .
quizzes cpie-dat kradodge paaRsRE ABBIARLOR (2 LB eV e g pBheation of completion
from Ef oA PoldpuRN AstbAS MPChnL AFPA! B S¥8fe8iMid 1Re bhAE databases 130.
now edge "nanagenent application 125 allows the user
Furthetifdrea s eliwtmtsd tih dlockolP@Beavthecuser 194 cemplsies pho §riatms mgdules or
ustra b 1 r
coni 5 P RS B, A 3 ST v
modulds 60&drafitioh @Rigiams fpuitikz@sy 164, CAs ilhstriad bldgle 1910 the knowledge

mana nt .ap cation 125 receives the notification . .
managSTIeB OB RO 21 FB T BEbFOTSrG PP IS JoAbiesis e, maining
modu1§§ %E @étlﬁ&ﬁmﬁ&)?(ﬁrﬁﬁ&rﬂ ArdrR&if asdtiod &t MR RS dakAhses 130.

hernore, "as illustrated in block 1908, as the user
Tllmfoblowmgelﬂ Ss pathet applitationg) areofilad eencyprontbeith the prep appllcatwn
[
o o 3D S A O RS A REPL BUER B i o
12/42§p3prtanGraterett die and eentitled . | Iﬁmwlédges Maaa@memn YiseoK; U S. Patent

roni T80 A0 O S8y B PSSR0 H3 58 Dusbons

Monithfifd ToNéhe KRGWARSe Mbndpikhi s?z@ém@num ORHteiBApplication Serial No.
transcri pt section in the bank databases 130.

The
12/428,839 ¢ovi Grgceues al. pande prititleg pfQrezationals Religbikity) odex for the Knowledge
Y t LicRb r
rnn RSSO PP 0B B e .
entitled.“Acaddmiyefot théﬂ{ﬂd“daigeMarﬁgcmaﬁ Shetem™.12/ 428, 330 to

%pgfﬁgrﬁmbo @n?sp%tt n{n'vgtl}_i\g%l air%g?%\c’:\'{ %e%%lgeﬁl\l/lg Pﬁ%gﬁl%tdiﬁcaﬁons and other
embodifiefld 31 B3ntAtibH 38 Corfl harbin vANdo@Bid lido 'oRe sifinediRnBLart to which
Dashboard Monitoring for the Know edge Managenent

the inwyptipp periaing Igviethe fenckis oF hedeachmesprcseniedy, the foregoing descriptions
a |

RS S bl 00 LAY IR B30 s v

limiteGysthe lsjiemﬁxminlhd:dﬁnelﬁaﬂlsdbscdmnﬂ ithe tricdHic@tensand Ngher embodiments and

12/428,340 to race e
combiAIOTR 1SRy e g e S BE in St RE RGO B appended
claim®f Aliifagh Rp&ifid RAnaLR cAgseyel heekid)elie aie udddriy a generic and descriptive
nndlflcatlons and ot her . enbodi nents of the invention
sense gply ap@petfonppppses ff Imitatite to nmind to one skilled in
the art to which the invention pertains having the
benefit of the teachings presented in the foregoing
descri ptions
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and the associ ated drawi ngs. Therefore, it is to be
understood that the invention is not to be limted to
the specific enbodi nents di scl osed and t hat
nodi fi cati ons and ot her enbodi ments and conbi nations
of enbodi ments are intended to be included within the
scope of the appended clainms. Al though specific terns
are enpl oyed herein, they are used in a generic and
descriptive sense only and not for purposes of

limtation. -49 WHAT \$1CEM MERIUED k- A system for

identifying and resolving incidents in a know edge
n t [ t: riSinek

B e foP M Eng oRAk R EENGAIR LD deP piE Mement system,
said syateth @onpprismgssor operati vely coupled to the

comuni cation device, user interface, and the nenory

d%W?EE@x%ﬁ% configured to execute a conputer-readabl e

P Peari deelde; to: receive a first user input to

initiate an incident ticket associated with an

i hEQnyBWHCatiop daviekiiaB4t e i nformation related to the

| . .

P RER oy Loty MR ghinforfleioRUEHEE, S lEfice,and the
memogydsyiem ad cesfigural tlraedntsa cragmutarssaiablatpesprim codewol ve

the incident ecel ve .a.second. user. 1 nput associ ated. .

wi th iR EARSGHBETPE § A" ekl drep e with anincident,

i nci dedmmuaidtesihRifatiditrelatdite eietindédndtibicet tda fﬁlrality of

i ncident report database. 2. The system of claim1l,

IHEFETRIRCA QUSRS 8898Htess furt her configured to execute

the — GRORM BlowiGRERR A AILRAEF O8O ifliRBhaX (ActiE 1o

user intgrface an i ncident communications i1nterfa
acoslvegbie adidenl, receiving the first user input. 3. The

cont | ghivbis s Bodpdent BB Rk Rl aRERE ekt pporine the

dadeedtandi spl ay on the user interface an incident

ticket entry .interface in response to receiving the

first Stgetheipmidpnt defailsigan dyrideatyiepert database-3, wher ei n

the processor is further configured to execute the
conmput er -r eadabl e program code to autonatically

Popul dibe spyiem of claior & Whes¢in thei predessde ib furthertvonfigured wemecute the

' i nter b cessi t he . nci dent N
compu?éé'%%ar%%blg g[‘%aa% g&%rtg gir:]sslla )é)ln e s rdlg[]egfg c.af 11101%61% communications
interface configured for receiving the first user input.

3. The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to display on the user interface an incident ticket entry

-interface in response to receiving the first user input.
4. The system of claim 3, wherein the processor is further configured to execute the

computer-readable program code to automatically populate one or more fields included in the

incident ticket entry interface by accessing the incident report database or an incident database.
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-50 5. The systemof claim1, wherein the processor is

further configured to execute the conputer-readable

program code to provide pagi ng gui deline access for

identifying the plurality of predeterm ned business

associ ates associated with the incident. 6. The system

of claim1, wherein the processor is further

configured to execute the conputer-readabl e program

code to provide for a bridge-line within the know edge

nRnagenRitystemeT Rt 1 OwlbdeRWhe PR cEsb i@ lilrihér &fnfigured to execute the

predefi ned busi ness aSSOCIateS an incident relation
comptesrrgpdable pragramspde orprevide paging guidelme aedeps fon deptibingtheplurality
of prede%erfnﬁeh%%m&gr}% ogﬁ[eg QSStOQIa%)&%\gH} t?l M&?dent

conputer-rea rogram co 0 provide process nap

access to the bu3|ness aSSOCIateS to resolve the

e, bG8 aRi Ao a)S pERRSe T SRLRETA RO htute the

complﬁd:r%maﬁle pﬂ&@wc@dé f@ﬁ)r@sh@é?ﬁ)ir%%dF@-hﬁélMtﬁiﬂ&h@l&ﬂfvﬂ&ﬁe%’anagement
to execute the ut er - readab program code to

systenpogipyehg pl@}whtc)h%fmre ed Busingss @ﬁéoqa@tgs Fheigeident selation fosum.

to resolve the incident, wherein the flow charts are

i ncluded within the know edge managenent system 9.

T'he S yHiteesystorn ocf lckimrml 1 whevemrtbe probéssomis ﬁxrﬂlsscnnfigsred to execute the

urth conf dto ex ecute the co e - r.eadabl

COmPYiYTe 66? eé’é%% ﬁ %’\H"‘a‘é 7 HOreRE H%apd‘é?% © BeRSs aﬁs‘a‘“ates to
resolvé 1R iiGdnh) Oftferas ﬁﬁﬁir@ie@ﬁmﬁ aré iRl w‘ithﬁl th®RhHABdge management

wherein the incident database is included within the
systellknowl edge managenent system 10. The system of claim

1, wherein the processor is further configured to

execute the conputer-readable programcode to provide

i $ici defte sysemvod clairg lli wherdat thbpoeesaque ﬁs’ﬂleocmiﬁgured to execute the

usi n associ a es he i nci.d wher ei

compSeRRER EREF BB F AE kAot LR bRt tes o
resol vk @R dtge, wiRRag eHEE v hasth @i indliided Wighif Yetl@oWwRidge hdhdfement

1, wherein the processor is further configured to
systelyecut e t he conput er -readabl e program code to receive

a third user input that identifies the severity of the

incident. -51 12. The systemof claim1, wherein the

p?-oc esBwrsystemfof clabren, wbﬂf:inqhq: pl@cq:sgoreix @uthercanifigured to execute the
compu%eg' é&agf’e' E‘c? gﬁ%o&%l% rP[r 1{1& errxtecfc’ag I%ﬁes¥t t?i%&)lu%%%g gsrsociates to

resolvéimﬁflm@dlﬂhe avHedin theGadiddnn @athlbt@e mﬁdﬁ&dﬁﬁﬁn it towlelige
The system of claim 12, wherein the processor is
managemERiFESeRonf i gured to execute

10.  The system of claim 1, wherein the processor is further configured to exccute the
computer-readable program code to provide incident recovery guide database access to the
business associates to resolve the incident, wherein the incident recovery guide database is

within the knowledge management system.

11, The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to receive a third user input that identifies the severity of the

incident,
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the conputer-readabl e program code to display on the
user interface the incident ticket resolution
interface including a details entry field and a root
cause entry field. 14. A conputer program product for
a knowl edge managenent system the conputer program
product conprising at |east one conputer-readable
medi um havi ng conput er-readabl e program code portions
enbodi ed therein, the conputer-readabl e program code
portions conprising: a first executable portion
configured for receiving, through the_ use
poce g@@ systerg of laigm 1 pekarein fisArogessar i ﬁlrth%réoaﬁgqr%wéﬁwfe the
compu‘ér ?&%&bl@?ﬁ%ﬂn‘?gg& thEsE '?m'tl%:tilsg di%erfa&@ﬁ{ ﬁblﬁcﬁtm%kff‘t resolution
cessor Is operativVv ou to a user Interface,
1nterfaae coafigurgd dmremm@thc ceavnd mummln devi ce, and the
comput er - r eadabl e program code portions; a second
execut abl e portion configured for conmunicati ng,
t 13 OUgThd dy8temCTONMRI 10 8h@BindRY prosssirid Aiiel doafigiel & @dcute
to the incident ticket to a plurality of
the compuieraicadabiarasmRsiofe pdisplap the eer Hﬁefif#?ie e ipsidenttighnt gesolution
gh the use of
e R el e aco0ss (o
t he busi ness associates to resolve the incident, a
fldur t KA ecxmpieraidgaparedughioe s knowedgdmimmgemend sysi¢raghe computer

h h f h . '
progralp e R it el A o P BERAGH RedER G 3Bt BRhasbie
progratf®@de beGibalesthbodigiicthérein| fhkBoteatetiteaddbie gogitaimosode portions

configured for storing, on the menory device, the
COmpSHig dent details in an incident report database. -52

15.  Thersreiliie E(Frﬁgﬁ BSRRLRA YS! re&fxwﬁ% ahidudiihe o6 processor,

the first executa ortionis further configured
fa)ﬁrstjmsspinayﬁ tadnitafe a QCIﬁ@@?thkﬂit aspacipied with ﬁlht’él%ﬂém wherein the

fl?r(r) sollj Sse rpe?a{’_cﬁraly%%%&l&?%ﬁa uS(éIollﬁ @9@ %q?é;n%r Fdng\ﬁgééé ngn‘fu{ﬂﬁatlon
?deaicam abd, tha/vi'tﬁqﬁﬂtdﬂ-rbd'dlﬁblblpmgrarﬁnatﬂ,}t(mbcblﬂhport ion is

t t
|t er ARCET PR RAToH SRDERER doF o Eoed i ugh the

r QARSI HR dEBEL infbiAoitibh Belitkd &l thd! BRIdeht et to & plurdlR§ of
conput er progran1product of claim 14, wherein the

fm$@1ﬂ@m€@@vﬁb@§aﬁﬁpwﬁén is further configured for

1 e G by BBR BoflohNon B0 hor IR i, Byl BE LUt

t precdssie) ldendedge pantgctahadyaem areesano fhabusleest agatialeatearcsolve the
incident,

a fourth executable portion configured for receiving, through the use of the
processor, a second user input associated with incident details related to resolving the
incident, and

a fifth executable portion configured for storing, on the memory device, the

incident details in an incident report database.

-52-



18. The conputer program product of claim 14, wherein

the third executable portion is further configured

for providing pagi ng guideline access for identifying

the plurality of predeterm ned business associ ates

associated with the incident. 19. The conputer program

product of claim 14, wherein the third executable

portion is further configured for providing for a

bridge-line within the know edge nanagenent systemto

ald ow :he |t fi ' j o

o TS RirP bldetar roB R 50y WRDETR: SREAELANAS porton i
furtheipronfigered ddr didphivingleh theher énterfice en tdvidedt eonemutiediloas interface

portion |i.S fu%ther configured for providing process
confighted forreesiving et YsePPlss associ ates to resol ve the

i nci dent, wherein the process maps are included within

t he know edge managenent system 21. The conputer )

ptogr afhpeaapnier nsperamareduciiof algiey I, wherein the fipg exccutable portion
N . o g - r . .
i fat Y EEMARARP AL le ob Erc ML BREREAI IR il Qlonty interface in
responds taecavieg thedirstasal ivpuit he i nci dent, wherein the fl ow

charts are included within the know edge managenent

system 22. The conputer program product of claim 14,

wWher ei The dﬂ)ﬁlfpﬁ.lﬂair pfbgP@ proidait! oF cR@k ti4 ORhertis thefilst€ecutable portion is

configured for pfOVidIn? incident database access taq .
furthe ¢rafiguredl hargutomatisalivapepylatisg pag of pere fiells iniuadedrp thedpgident ticket

_ . e e incl. tnin the
entry ]@r}gf\%? éel{’}'ggiectaﬁsgir?ggié‘?r@%deﬁg I!:y@t em at 5 61{}%6111!%%%% %%Pdsgr ogram

product of claim 14, wherein the third executable

portiao is further confiqured.faqr ovi dj ng.i.ncid .

P B o Pty gt e S A i 3, RhSE T Birt BRLLERle porton
is furtl® SOEMHg&Bfot ProvRBRd peidgheiddliat desets forienfythgtth€plurality of

i ncident recovery gui de database i.s within the
predetpirgnpdpsineppssesitiesassagiatedewith the nciggnt.conput er progr am

product of claim 14, further conprising an executabl e

portion configured for receiving a third user input

t Hat i Dlervtonfpubs ptdgeans pweluctof crimtlhewhereindenthird 28ecutdhle portion

. onput er oqr am. pr oduct. .of ..cl air wherein th
s furi Pt ol PRSP B # B e Pl s Drddorgne systom to
allow thepikralytly dO prdefittd HusiBtssiandoelataacr ividdnnadd@a tfortuirc ket
resolution interface configured for receiving the
second user input. 26. The conputer program product of
Ch@i m g, co\ﬁﬁﬁ’fé? :pfb(g,&ﬁﬁ FRMELdF cBXBAY! BRESInRRE ThirdRxeduBable portion
further configure foP di spl ayi ng on the user
is furthextcenfigired foh pravivingienacess nppaccasedhe busress agseriflatie resolve the

i S8 2Bl ARl 1l BB SRR S

incidents in a know edge managenent system said
system conpri si ng: . . .
X 1.  The cr(r)pmputer p?ogram product of claim 14, wherein the third executable portion

is further configured for providing flow charts access to the business associates to resolve the

incident, wherein the flow charts are included within the knowledge management system.

22. The computer program product of claim 14, wherein the third executable portion

is further configured for providing incident database access to the business associates to resolve
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a user interface; a nenory device; a comrunication
devi ce; and a processor operatively coupled to the
comuni cati on device, user interface, and the nenory
devi ce, and configured to execute a conputer-readabl e
program code to: receive a first user input to
initiate an incident ticket associated wth an
incident and display on the user interface an
i nci dent conmuni cations interface configured for
the indiRAE WHcRSh B diddhBHadtRE isiiftibitied »ﬁ&ap{h@hmeaghem Ement
intérface an incident ticket interface i n respons
systemreceiving the first user input, -54 automatically
popul ate one or nore fields included in the incident
ticket interface by accessing an incident report
dx. abdge o@fnpafer progiasiepiodaabébiaine 14,6a1ersin iheakied executable portion

|nfo t|o ated t. the |nC|dent tjcket to a ,
is further a? fgr propidugdpeident Feqvesy gride data ga%qeéﬁf@@e business

assom@ééj%'rgs%h}éﬁﬁé’qn@iggﬁ WROBASREALI ISMSERMAGRREalBade€ within the
busi ness associates to resolve the i'ncident, receive

knowledgs ersmagempsié gysiamput associ ated with incident details
related to resolving the incident and display the
incident details on the incident ticket interface
conf i dilteedmpoter progeagi prodgst biielaise t4 Ifﬁi‘thw edsmpmug an agdutable
i nci.dent details in a nt re

. st t
portioiguted Torsgceivings LYty 1gputdhal; .lﬁnrﬁe BFPH Yprf & Taridgnt

know edge managenent system access includes providing

pagln gui del i ne access for identifying the plurality
gﬁwemmﬁeﬁomprné@i opglgior 1 hidsran Bio doutheakeqitathe portion

is fm’tl{(e? gﬂ%ﬁg@%@%@gﬁ%% ﬁ]lg ;/Jg r%tje aalnllﬂch LH(E:Frets&]%tl(t)n 1ntc?rface

amﬁgmméﬁaﬁhm@dn@ﬂshammduasmqnmates an inci dent reIatlon
forum providing process map and fl ow chart access to
t he busi ness associates to resolve the incident,

vger enrhetcbel V\?@gxﬁnﬂﬁﬁém@ﬁflclﬁlhp% GhRFdiBthRTSuriH ke portion
edge

within the managenent system providing
is furthen @@Ilf@ﬁted(falt @aﬁeéna@mee gserantenecerbesinpided tisketaesobution interface

includfnE 3Uetls R 6iAGAE PRIt ANEERE GGRE | nel dent dat abase
IS I ncluded wthnin e managenent system
and providing incident recovery gui de database access
&% t he bu% ss a oci at.es io res Ive t fident,
or oih PR T oGRSt edens i e mgppggrpent
systerd, Bid kyaqumh eslgigistdnagenent
a user interface;
a memory device;
a communication device; and
a processor operatively coupled to the communication device, user interface, and the
memory device, and configured to execute a computer-readable program code to:
receive a first user input to initiate an incident ticket associated with an incident
and display on the user interface an incident communications interface configured for
receiving the first user input,
display on the user interface an incident ticket interface in response to receiving

the first user input,
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system 29. A conputer program product for a know edge
managenment system the conputer program product
conprising at | east one comnputer-readabl e nmedi um
havi ng conput er-readabl e program code portions
enbodi ed therein, the conputer-readabl e program code
portions conprising: a first executable portion
configured for receiving, through the use of a
processor, a first user input to initiate an incident
Ui ckely@RRAchi®y S5hulitd St rhdi6 LRI incl VMR8 1SIHR ifdient ticket interface
processor 1s operatively coupled to a user interface,
abynaeessingdeiaident epod pdhase At roincidgeidagabaseand t he

comput er - r eadabl rogram.c ri £ei
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fmeddéraphalbusmesnstdeatasser i nterface an incident
conmuni cati ons i nterface configured for, receiving t

he
first RISYAS KpRYIFISIRRNIRFIBETH SHSIFTR @oocs Yodho Risacst aghpedatcs to

PRESH Ofhe lisiddat t her configured for displaying on the

user interface an incident ficket entry interface in

r esporrseciven seserd yschputassddiated with arcidenpiatailspelaigi & wpelving the
the. i rst,: t.abl i i . i
rilFidgln bl ispiag e ARG REalL B oot N6k GRRH B Riured for

| recdiviclg the secdridersemniaputemid ti cket entry interface by
accessing t he .incident, report datab %@ or an incident
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communi cating, through the comunication device,
information related to the incident ticket to a
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provi di ng knowl edge managenent system access i ncl udi ng

systetthr ovi di ng

29. A computer program product for a knowledge management system, the computer
program product comprising at least one computer-readable medium having computer-readable
program code portions embodied therein, the computer-readable program code portions
comprising:

a first executable portion configured for receiving, through the use of a processor,

a first user input to initiate an incident ticket associated with an incident, wherein the

processor is operatively coupled to a user interface, a memory device, a communication

device, and the computer-readable program code portions, and wherein the first
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pagi ng gui deline access for identifying the plurality
of predeterm ned busi ness associates associated with
the incident, providing for a bridge-line within the
knowl edge managenent systemto allow the plurality of
predefi ned busi ness associ ates an incident relation
forum providing process map and fl ow chart access to
t he busi ness associates to resol ve the incident,
wherein the process maps and flow charts are included

kb Aitdbld RN RWMRKLS o FRRERIE isplafids b Me tREAMicadtan incident

I nci dent dat abase access to the business associates to
rceponupicatipns inteeieroniigurgd &rapqeivinakthp At dearinpratand sdirein the
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tinciddnt titkes enesmiteafaseni ratpeasd to recedadg/the fime usdd @nput and wherein the
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fields included in the incident ticket entry interface by accessing the incident report
database or an incident database;

a second executable portion configured for communicating, through the
communication device, information related to the incident ticket to a plurality of
predetermined business associates;

a third executable portion configured for providing, through the use of the
processor, knowledge management system access to the business associates to resolve the
incident;

a fourth executable portion configured for receiving, through the use of the
processor, a second user input associated with incident details related to resolving the
incident and displaying on the incident details on the incident ticket interface configured
for receiving the second user input; and

a fifth executable portion configured for storing, on the memory device, the

incident details in an incident report database.

30.  The computer program product of claim 29, wherein the third executable portion

is further configured for providing knowledge management system access including providing

paging guideline access for identifying the plurality of predetermined business associates

associated with the incident, providing for a bridge-line within the knowledge management

system to allow the plurality of predefined business associates an incident relation forum,

providing process map and flow chart access to the business associates to resolve the incident,

wherein the process maps and flow charts are included within the knowledge management

system, providing incident database access to the business associates to resolve the incident,

wherein the incident database is included within the knowledge management system, and

providing incident recovery guide database access to the business associates to resolve the
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incident, wherein the incident recovery guide database is within the knowledge management

system.
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