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virtual routers could service nultiple Internet

BACKSROUNDFOBIHIRRSVENTION corporations with the single
network el enment. [0004] Figure 1 (Prior Art) is a

o di agram of a single network el ement with virtual

Fieldof theluventiph Fj gure 1, a network el ement 101 incl udes
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C and respectively transmt traffic out of the
egress ports 15 1A -151C as illustrated in Figure 1.

Backgipmngi oftthe Invengionr VR- A 111 receives traffic 109A from
the ingress port 103A and transmts the traffic 109A
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109C fromthe ingress _port 103C and transmts the
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In Figuedh la,meneﬂwerkr eldmaeht(anl éncludess tvirtuad eovdas W R-At ldrlt &ReB)113) 4nd VR-C
elved ket f r transm ssion tg. VR B,
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111ustrated in Figure 1. The virtual router VR-A 111 receives traffic 109A from the ingress
port 103A and transmits the traffic 109A out of the egress port 151 A. The virtual router VR-

B 113 receives traffic 109B from the ingress port 103B and transmits the traffic 109B out of

the egress port 151B. The virtual router VR-C 115 receives traffic 109C from the ingress
port 103C and transmits the traffic 109C out of the egress port 151C.

[0005] Network elements that support virtual routers, performed inter-VR forwarding
based on the forwarding scheme described (i.e., with standard interfaces). if. VR-A 111
received a packet for transmission to VR-B 113, then the VR-A 111 looked up the next hop
in its routing table, found an interface that was associated with the ingress port 103B, and

forwarded the packet based on that interface.



forwarded the packet based on that interface. 1 WO
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Figure 2 is an exenplary diagramillustrating
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[0012] Figure 3A is an exemplary diagram illustrating peering of virtual routers

according to one embodiment of the invention.

[0013] Figure 3B is an exemplary diagram illustrating additional peering of virtual
routers according to one embodiment of the invention.

[0014] Figure 3C is an exemplary diagram illustrating inter-VR interfaces as local area
network interfaces according to one embodiment of the invention.

[0015] Figure 4 is an exemplary diagram illustrating external route distribution between

virtual routers according to one embodiment of the invention.



network interfaces according to one enbodi nent of the
invention. [0015] Figure 4 is an exenplary diagram
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information for reaching destinations external to the AS of the virtual router 205A. The main
routing table 213 is built using route entries from the interior gateway routing tables 209, the
exterior gateway routing table 211, and interfaces from an interface manager 271.

[0020] The interface manager 271 includes a data structure that indicates interfaces and
their corresponding reachable IP addresses via the interfaces. In certain embodiments of the
invention, the interface manager also associates lower layer hardware information learned
from lower layer protocols with interfaces. Each routing process exchanges routing

information with other network elements through interfaces and install learned reachable



routing table 213 is built using route entries from

the interior gateway routing tables 209, the exterior
w@aioenenss4 outi ng table 211, and interfaces froPCEHNS2003/020456

i nterface manager 271. [0020] The interface nanager

routeg figto 'tl#%%'a'ﬂ%éutgjgdﬁhl% @chﬂ%}yév%nﬁ%ﬁg di)\;}glioﬁﬁéﬁtg forwarding tables of

Interfaces an €i r correspondinhg reacha
the datd qblaassfuxn ﬁleanzuheomtmgetatblameﬁw cbntrelefdre ﬁmﬁmmac&emmager 271

indicfies, i TRSA I AR S5FBrch B ASh G FITTOF CHETV B flgmeRlech routing
proces§ Qﬁﬁiegmérfﬁ&ys%tuﬂo%ﬂ&oéo?re&‘ﬂ bltihPi&ididees. Each

routing process exchanges routing’ information wth
[0021¢ The dérstookne efvaoh sntry'lwﬁh@ll*eac]m bEtht acwemgaaldes 269,211, and 213

ndioh 24 TSR £.3, 40, 20041 010050, PCTLUSZ000/ 020458, o0

211, ﬁi@ﬂ%th%' ﬂmstfi@emh%gﬁg 2llﬂaleatésoa[ G @Lb@ IALRRE BSp ﬁfelthtexhﬁl interface
data plane fromthe main routing le in the control

next m;a@ ., atogicalior physicad interfaqge o1 Qﬁq_n-mt@rﬁacg a@efsh%)r(é g an IP address,
for.each.,interf

a virf{Ra iRt B oRhE e redinbRE CouRhbihGark o B8 xiig e 209,

211, &ided13SindRaleRNEitiOAAINBHling PESrinAtdosl @Gt AN, nlc@ftlbtcThe
first colum of each entry within each of the routln

(00231 €ke yiytnal wuter 29H4 alspanclpdesi acfar\wdmgd@@,dulﬁ 207 and a ﬂdwardmg

abtog 38 16 bl GRAL SOL AP BE R, B bR P
routet PO5AC AL fFoflan@With ‘ﬂ'lb foﬁv:ﬁﬂiﬁfg ti1921$. Ehd fb@Waﬂmg table 219 receives
interface next hop (i | ogi cal or physi cal

mfonmﬁm#%@ya@d fepmléiw mﬁflé?‘ftﬁtgéalﬂéxt hop (e.g., an IP
0545 4 S0 0 R 0
includﬁsdrlltﬁﬁﬁl dasnﬁnmdrfs IEde]DZ cana um wﬁu omgfes;pmhdmgate@mpsqadh VR-B,
ine, net t 0022] Thy ter 205A
and ADRBERS teferetiveivt U5 belB 3 10.3HR emtying (oo IReaclratess.
preﬁﬁeﬁl &) SiGtherk elgir é@@‘ﬁgﬁgg’b@‘ﬁ% ?an%QKSfaQ EHW al%ﬁ%%?ﬁéSA One

are recelv router
or maxe obthe amtcmal/\detshnmimls fmayvmsocb eregpotleein Iv&tuﬁ]lﬂxute‘f Ivethln the same

n t le 2 |nfor oaded
netwarf ot (o 111 By PRy Fe Hhtle o 957 eRodimgnLQLihe faention,
1nterdai Jiééﬁhﬁt?érﬁ Qha@ YrdbtEs Bridal rbitersiafd RichPiedOR iR WRYrtd0 l%dté}gdentlﬁer

209 1 ncludes internal destinations | D1,
(i.e. artuallrwemhmdle)oaltmmmﬂ@dmms dfdpsinveiion Ry Blentifnah internal

destirafjgh e Wl s, Iaonds AnBE YR Mesfichisie) Thy pext hop

I/F1 i9h pRY& imBianeer ad The&naxd hsp WRLBirayt htea I%%f@l Deerfe tﬂl;h@ indicates a
virtual router 205A. One " or nore of e internal

VR ingtesd pham IR addressy(i-al goinkes-ER mteréacehsuarwndi@al rowar kandlg, etsi n
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I ment
that identifies a spec1ﬁc virtual router. When an administrator creates a virtual router, the

administrator provides a user-friendly virtual router identifier (“VR name”) for the created
virtual router. In response to the creation of a virtual router, the network element 202 creates
and associates a unique virtual router identifier (“VR identifier”’) to be utilized by the network
element 202 to identify the created virtual router. While in one embodiment inter-virtual

router next hops in the routing tables are VR identifiers, alternative embodiments of the



internal destinations that are other virtual routers
are identified with a virtual router identifier
w@ 2008/010654 rt ual router handle), alternative enbOOURENG/B20456

of the invention may identify an internal destination
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hop is not an inter-VR next hop (e.g., a logical or physical interface that does not indicate a

virtual router, an IP address, etc.), then the packet processed accordingly (e.g., if the next hop
is a physical interface, then the packet is processed at lower layers in order to forward the
packet along the appropriate hardware lines to the egress port). In another embodiment of the

invention, a switching module is implemented separately from the forwarding module. If the



destination of the packet 201 is ID 1, then the
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non-
to testing and parallel network inter-communication. Since virtual routers can be connected

without wires, then numerous virtual routers can be peered or connected to represent the
topology of actual networks. The inter-VR routing and forwarding can then be used to
simulate routing in different network topologies without cables and wires. For parallel
network inter-communication, a service provider with an operational legacy network and a

next generation network can utilize inter-VR routing and forwarding for experimental, trial,



[0029] Enabling inter-VR routing and forwarding
provi des additional functionality. A service provider
WO bat/0i®s5a cust oner of a network provider, whi BOT/OS2083/620456
network element wth inter-VR routing and forwarding,
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tables\(/"ag&%ug‘il& vy gtgr f%l&?l Jecerdgeo; o embodingnt Réfhwdntention. Figure
3A lsl%% ?farifgﬁlg 11u§ ath bﬁﬁé@hﬁﬁﬂﬁ%ﬁm&%&&faﬁ% ?1?

t asks or by a CPE router, esp
embofligment o6 the inmmtonrrﬁl BiguiealA,acdgsal roter BEIAYR-A) mpbered with

A N =TT NI Y

IP addtebdebl@b. 110Ut Q). B1.2t ffINLg. N1 8T Tﬂgvhﬁiﬂ i‘d’iﬁe@% peeftarit] fkic

enabl es | ocal area, netro area, and
routingr(i.e-a 2 admimsiraterl COpﬁguraﬁ the gemndctigns bthhmmhe unntual routgys). An

admnﬁ%][}/a?%rcc%lnﬁ{gltl}%%%?? gF{ 8%"#?%% ll%&gx gﬁ? gm r(ﬂ)l % 303A to reach the

virtuafiterBBS Bagdi dnl ifRAVRCRRMALE 315188 Aot dh the YRAML rolt@ 303A to reach
testing and parallel network inter-conmmunication.

the vidpglgeuter 3Q3(al WTtblﬁtCénﬁglt,rm theintwfaces or the viited goutexd(3ds the
admnﬁ%%%ﬁa;f@c{ ocrepr %‘g em{ ﬁ %}ﬁcets g;&o]g ?ncg? Fsgfgﬁ gjpectively on the

vmuanmums BO3B % 303¢.elr rékpdnsiifol the c@{ﬁgufrﬁ[dﬁaﬂiéllﬂl@néﬁghtéw‘rouﬁng
used to sinulate routing in different networ

tablestoéﬁéﬂ veradowertaaipdded es and wires. For parall el
[0084YRA %téﬂﬂ&%ﬁ&fﬁé%&élﬁ%&?l%&oﬁ £ i &iﬁuﬁrrgl}(tetd%&} 1s ull?dated to

an operati work and a ‘next gener
1ncludeatmumkg etry thiat ilnthz:etes destinatidn roul l?ﬂ@at&faﬂlefv@i n&ftdﬂoﬁ WR-B and a

destingiGen TDaAFBRliia e VBoer Wi onseshedijaentothe next hops
to a vﬁ't‘ﬂla!f Ratep ﬁfé’ﬁﬁféatteg it VR, @éhttlf'%? t Y@ﬁ}ﬁﬁvé el S&m‘r{éﬁts to#fhe invention

ferent networ incl ude virtual rou
may 1111chdatv poirtdal nattevorekt ldpewiinthe)virtddl rewdees namé belPsaidvdss.e

(OB3 S A ortt e g taFles 07 BT e vagantgouien AR idaged o
includ® %)i’bu ﬂh@ﬂn@i@ﬁt‘é@ﬁ Hestin@®3A1 0. i1 AWeEShaBrR V1a ﬁfi.:ela{/ R interface

exenp ary iagrans illustrating Interior gate
VR-Ay Wmchngthe VR identifier for the virtual router 303A. An 1nter10r gateway routing

tables307N for the virtual router 303C is updated to include a routing entry that indicates the
destination 10.1.1.1 reachable via inter-VR interface VR-A.

[0036] In an embodiment that processes packets sent over inter-VR interfaces with a
single routing process, a packet can be processed without inter-process communication. For
example, if RIP is configured on inter-VR interface 315L.A and the RIP process sends a
packet over the inter-VR interface 315L.A, the RIP packet immediately considers the packet
as received on the inter-VR interface 315A.L by the single RIP process. Routing processes



tables being built with inter-VR routes according to

one enbodi nent of the invention. Figure 3A is an
wez@apl@sy diagramillustrating peering of virPCEUS2003/020456

routers according to one enbodinment of the invention.

. ' . l . - i I
T R s R M
informatidrevia tBOihfer-\VBR IMBerfavesl BRSfoutiag pesdebsee dywhivue thekProutes into the

. addresses 10.1.1.1, 10.1.1.2, and 10.1.1.3. The
main goytingpble ysipginterVR ipissfaees AHnER RWst i ¢ routing (i.e.,
(S TREBLR T bl lefiin IR ERECI OF BRI Rffors that are
not virtuabroutér 1odal eccoadiag Rildie. etnbmdirhére of ithiet inedntionu T FigaBs32B, the

) 0 rea he Lrtual, router 30 and an inter-Vl
vistug] fpFp §Bé}3§115 303t RiSebesh conpectit . V%‘«ﬂtr@we%%é,?ﬁe% been
confif®ed b rdaBeEIVidia ot BT AR dfe inﬂ]-'\}ﬁ irﬁ%}ﬁz{ec'egtf 5 A Wadd e virtual

interfaces on the virtual router 30
routendld Imdssteenm tonfiguirebtogeavhithevieisal rontar 308 iviwt the firee ¥R interface

315A. L and .315B. L respectively, on th irtual routers.
315853 arins el el BS Foemonisy (0 Brev e er ARt coneatiggs Deing
creatddTBedied vitiBh19vaMrd. OHoh& BmbbdRIcBB o Othe ii@nib, talbbck is performed

routers are updated. [0034] An interior gateway
whenytheadmigustratsir s @07 Acdndigutationhat birds intexfacs 0§ 0gwvirkial routers.

(BT o e ot By R ehieBfio Fltick Y esBPloRSSeinge,
interfBl@sik nfiBEéd MHeAnferfheSmbRaseh aldufes\ondy SxbleRd Mitnber is utilized to

Wil e in one enbodi ment, the next hops to a virtual
connqch pair of vistuahrpugass.edthoughraltgrngive gabedimeats ofghe mventiansay

' . t Lnvent | i\ndj Vir I
o SRSk g e RERAT ol, MBALF Bl s protco
proceBidbR s al It idMhel cohBgured irgaifaen Yorleat Vitgial dbiee s ik
) for the virtual router 303B is updated to include a,
interfacspARgeR NTGSPORER, theaicsiaeemanages pravirles thmregistering interior |

] | - . | |
gatowlgG G fplKilt L Rf it btk PiSindblnflulifBef Robily gl router,

and tlgatypeaf/intepface.nBor dxahiptes 3&hMefths fdlloeving ednfguratiottieéntered:
dated to include a routing entry that

303Cis u

i ndi catvésrptt”r‘?elr‘%]@%% dation 10.1.1.1 reachable via

i nt er - VR d U dACE/ MR 1At 10381 d ) @i eimbodi ment  t hat
processes packets sent over inter-VR interfaces with a
si ngl e Igutdang 93 oo rkR packet can be processed

wi t hout inter-process conmunication. For exanple, if
RIP is configured on inter-VR interface 315L. A and the

Rl P pracessgards.ex Hacket over the inter-VR
interface 315L. A,&j he RI P packet immedjately considers
t he padlfdrerigse dodid ddtGr tHeRIR 1R i nterface

W0 2004 00 P REO0T ogoase 0 T oo T

[0039] The first set of configuration commands configures the interface I/F1 on the

virtual router A. The second set of commands configures the interface I/F2 on the virtual
router B. The interface manager creates a tuple that reflects the configuration of these
interfaces on their corresponding virtual routers. When the interior gateway routing protocol

process learns this inter-VR interface binding from the interface state manager, the interior



(both interior and exterior gateway routing protocol
processes) can exchange routing information via the

WO pa0e/0106R | nt er f aces. The routing processes domil/vaz03/020456
t hese routes into the main routing table usi ng

gatev&ifaa&trg{m n%)ljoﬁ) I%S?sg r%%? F?Eé&{nn% e?\ge pg\gl?p%‘] Sn% ok ra?ﬁ)g this inter-

VR intenfacer £ if VRtAame VRaBtwate vl atparie hetwor eRmeagcor di ng
t o one enbodi ment of the invention. In Figure 3B, the

[0440] Jigure 36+ is a8 exenplandiegamdl lngiasing duer- Y& inissioees astoeal arca

netwdfkihidFpodsQediing A B0 AR GARE bk, O HIEREAC Bth of the
virtuA neiteBS03 AL BB and303€T ard @3nietede anvitwel owgerrlochltagea network
VRLGRE Bt e YR BAN SEhie et g ah Y Rgha8-baf lhaueh the virtual routers
3034} FRYIS IR O bR REGUAA s HRAMUALGABTAS VRODANDDI I tyis

treate ween Vi rtua ters one odi ment o
exampleefawer entrioonyirtmakcloeteks may be ccﬁm’rented to thieeViRAIHEN. In addition,

} ini_strator e a.confi tion that _hinds
mulﬂ?ﬁ'%?ﬂa%&ca&rbet C?&Sineﬁ? PRt IR Aigietent giopp38f vitHa %ﬁaieﬁeqonnected
to the®lTRBhIPRILANS! H®r EXMEANE R.B, AMRICARI VRBA may bﬁ connected to VR-

poi nt -t o- poi nt (p2p) interface is utilized.
LAN. 111;1 wile A0 AgdiReeare eosuced toWRyLANs2.nglterraiingy,\VRHeAN Ismay

compifsc N5 VETD R vov BHEERT AN L ey PR VB YR-Bpd VR-C.

[(ﬁidlpwafepmemahﬁm@drﬁom Itels ONELR WG thckd 81318V, 315A.V, and
routers. An interior @éqroutl ng pr ot ocol pr ocess

3 ISBr\équB@céwglym the we“wktowtqﬁs 3 3B and 393G, thteemtﬁlame@wvmy

routiE ok s AU & it ot PR B R v router

303 Arvigh the@fiterficd MhigeN I Thediateefddy mafalicr BEHVRIR HRCRLisRiREefterior
with the correspondi n% bi nd nunber, bound virtual
gatewiay Gewing prateeok nrecesy pithdhe asseanted SR-LAM n'é%b‘?fpVB -LAN-1, which

cen B HEY BI04 0L AHA Aot Be S i gy

routing@ubetolRboeas kdsesses atlual strackuey (efy. | dlirketl die®) wHidRindicates each
inter-VR-p2p bindl, igp router networkB [0039] The

VR-LAN gitergace agockabsek Wiy thigt YRRA-ARS idantitied by s igterlace mﬁ@ager

I
e R T
process the asdociated WR+L AN 1ﬁ[fblé’aoes| tdffdradly (epndbeintafaeahemager may

. tuple that reflects the confj ation of these .
maintp AR LB U d) C%ﬁh%?@o#fgﬁ@dﬁw%?& Vel Mntertaces).
The iMBES GV dyTb&EihSprodRbENRYess APEABYitPIARE Bhteway routing tables to
indicate the associated VR-LAN interfaces as illustrated in Figure 3C. In an alternative

—.J

embodiment of the invention, the interior gateway routing protocol process accesses the VR-
LAN data structure that indicates associated VR-LAN interfaces instead of inserting the data
structure in the interior gateway routing table. When the interior gateway routing protocol
process transmits a control packet, the interior gateway routing protocol processes transmits
to each VR-LAN interface associated with the VR-LAN. After transmitting the control
packet, the interior gateway routing protocol process marks the associated VR-LAN

interfaces as received. For example, assume OSPF is configured on interfaces 315L.V,



process learns this inter-VR interface binding from
the interface state nanager, the interior 8 WO
wQoeMN08654 PCT/ US2003/ 020456 gat eway rout i NBCT/US2003/020456
prot ocol process can do peering between VR-A and VR-B
r hirsAi = ' f j.f -
s15A30] 95,4 QP s (RO RIS o Wi s M B
303Bj theaantOSPIppavkyt idiimphicitly rédeisgtiroatthe thtérfiicey 3MR.V and 315B.V. In
interfaces as, | ocal area network interfaces according
an enphodgpent ghat dgplements ¥ sipgle 1outing procsss for mory Yan engwirtushechiter, the
. . i | ’ ! .
singlQonkBE ot U2 T TS i sertl i pilfee Uil i inter-process
comnfurficatidll) 323. The VR-LAN 323 is identified as

VR- L AN-1. Al t hough the virtual routers _303A, 303B and
(R RSpacions s et scabiaias bebtEED Baciet: ORUaYRS been
- r
i RS 1 SR g Sy 8 o
procewing. Aslicantive enibbdinedtswfithe inxentinns patikkfsenagnite gaseedodown for
ot B O SRR Ee o shamel between

ti DESER Ik PheVd ih . 5 L&
routifEHIIREIR anl telfira pialkt tha é%}dd\%/sRyﬁL%Aﬁrgyﬁﬁﬁaﬁ{gﬁ%rg?ﬁﬁ 16tting or

minimyige the ayRuBt afiodific@iahingde gRoLUME Profagylsconpri se VR- A,
-B. and, VR-C, [00411. After, the.admnistratqr. . ..
(3T G otk o ot bR 0G Upipution between
virtuad #GuierY ad RIMAE td MR dmBYihBE: ofithd HM@bnticRU IR Fiousdd s vid@aBouter

and 303C, the interior gateway routing protocol

401 withdPeddrepe §0-4 tlelris papredl My Wsnalirauterset03 Atandf443B Vda BiterWR
interférF%[s] ggg@va]n@teh%;t%ggg %Eemﬁeg}?g er"V'peltoe?lgt‘g ?ggsga%ﬁiﬁfééfv%ﬁh either static

routinge@ ivitheiftefigr pMbwaY Bduting PEEIE] pistiebd. MThePfifhfl GOUteiR403 €508 A and
with the associated VR-LAN nunber, VR-LAN-1, which

403 B refpfigt] Vo1 YAV IFEIeTIRT BRI B IRULIAR t3bies 4050 H e msb i nThepolded

entries b BYERAbLE gaﬂew ghﬁu('tjiﬁé ‘?a[b'h%MoS aj ,{and e Ihg?e l?({(eﬂgga(i‘géd from
process accesse a dafa structure e.dg., a llnke

other Virtta) rowtersch i ndi cates each VR-LAN interface
the_ interface

ssoci ated with the VR-LAN identified b
l@aﬁbﬁwmu% re@%%?% s lesrmedironisite %tﬁnxah%esrlﬁvms iF&¥? 4l ED7
. r g [
e L5l 08 g A0 HSH 078 4Rl P93
learnedhreutestoendterna destineagions BBy anddiD fiom the dattial otitend031r Ehe virtual

routeritéﬁiggrhifag e a%d%%b}-ttﬁg ?q %%ﬁ%e%ﬁ%tgaggﬂlﬁggﬂz\émy &g the virtual

routerfo@Ccess updates its interior gateway routing tables to
i ndi cate the associated VR-LAN interfaces as
[GOHFLBarioas eoute disfritydios palivies pandre apiptied tvedistvibution of routes between

s Ty SR P Rt B G S, e e

customer’s virtual router should not be peered with any other virtual routers that do not fall

under the customer’s control. A policy may be implemented on a network element that

allows the virtual router local to learn routes but not distribute routers. Alternatively, certain

routes may be tagged as either restricted or unrestricted for inter-VR route distribution.
[0046] Figure 5 is a diagram of an exemplary network element according to one

embodiment of the invention. In Figure 5, a network element 500 includes a control card 503

10



LAN data structure that indicates associated VR LAN
interfaces instead of inserting the data structure in
WO b@4iontess | or gat eway routing table. Wien the PeI/E81008/020456
gateway routing protocol process transmts a control
at ' I
comBShtla s BPUAELEN 515 Q2T QUG EHERIn 51 o5, pckes

meshammdnmg eddinnt, letct o T HéRobABL cafl 563 hdstsaxdemiliroiing Pocesses 505A —
trol cket, the interior atevva routing protocol

505F&P§8@§§Sma IR cxisEonguBTARErangReRN07 At 0 FiacBie geatrol card 503

o SB35 8y R B OIRL AT s oo

tableSI®IA V,509H.5Badk ofithe ﬁfﬁ’ﬁal&renﬁﬁg PropassdseI06an- Sﬂﬁﬁaﬁd their
t he .VR- L AN 323 for the VR-B,. 303B. the. sent
comesphading Y& Itaon STy Toubas (Ablgs SAOA e UDR er Pisday mdifiereyt virtua

routePEGhIFARER oft the Retwiftk SRRRRAL SRNELNRE tHeBREEAR ?%ﬁt%r%r Eﬂo&%g& 505A —

routlng process for nore than one virtua
505F aindh ghear mpmwglll}g%@agsr(oe gatewaDBRENg el Sé)gAt -A607F are used by

thedl?%ndl n?fglgﬁo ?%Fﬁ%é%?d%ﬁﬁ F‘@%“E‘t gqm‘{%’l'igB ‘nt er f ace

[0RTNBACHEY tRe1ing cata€ sl 5 2 aGH §E Snd10dHIR In 16 tWSELRdin fables. The
virtual routers are passed directly between virt u%

line ca@LﬁléAslnaludemUR forgardimgdahles F1I00A + 61@ Tlaayleme card 515B includes

al enbodi of . t )
VR L ERRR LR 51002 L R SRR T Bl M vt i
517AprThe Q"Sﬁﬁdii&ng €atles, 5170 1 B l'=‘7fkﬁ6 RedatAFFINE Forwatif S il fSrnfation
conmmuni cati on channel between routing Erocesses and

downl%é@%lﬁ?ﬁl the serral kand 03¢ Hagle of thedR Eawdling tablesicatredponds to a
dlfferglgc:}}ﬁ?ﬁz{l‘f Jt&“éon@i%m%td on%g#xgﬂv%ﬁ( 5181?18 rﬁb nth[x 8’@) 2§?mﬁ1‘@eu%bod1ment

PN o routing pr

of thednventian, £xiewpl @uter dsagh@thdnl ditVR G riardxE RbRAVR RitdrRr
di strjbution between virtual routers according to one

gatewaphRningdatle.cmdiaid/ R gyterien gatewashropiieg iable In anqthex u@matwe
emboﬁﬁ’xétn?B A Gelveptibhl 4'/1043 1A§l %@%&&&r 1&t61]1}a'l Ic'o rp%i C gd by

Vi rtua routers
differéit Virtwal ander 15L. B, respectively. The peering |s

| hed { th tat t
PO A A e L
g A AT SRR ot AT
Such mempries inichide henashirericadabiramediain orowhichds stadet aseti@bnstructions
P e ey P T
can reEi‘éHt%ﬂlé’ceS/)Gr%E Ralt aesd é/n@'lthﬂﬂﬁls%&?%@gz w1ﬁ11?ﬁ fhe %ghcycessor

fromvirtual routers 403A and 403B, réspectiv
and/ox/ABIGsa| For thet marrp e 4 this specification, the term "machme-readable medium"

shall be taken to include any mechanism that provides (i.e., stores and/or transmits)

information in a form readable by a machine (e.g., a computer). For example, a machine-
readable medium includes read only memory ("ROM"), random access memory ("RAM"),
magnetic disk storage media, optical storage media, flash memory devices, electrical, optical,
acoustical, or other forms of propagated signals (e.g., carrier waves, infrared signals, digital

signals, etc.), etc.
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| earned routes to external destinations ED 1 and ED7
fromthe virtual router 405. The virtual router 403B
wha®4loemsyned routes to external destinations BPOT/UEIDA3/020456
and ED5 fromthe virtual router 401. [0045] Various
1648) Sy flehe IRih ALY LB ABANiIEnADRY dofttal Snbodiments, those
skilled us tlmmfwﬂbmsogmm thatthe imuehsn fsmomindited vo ﬂietbaiboﬂﬁnﬁlﬁsf
ustoner s virtual .route

d r@ﬁa &Jbut nBen the
escriRBul SBPEAS; Fhealﬁyerawﬁéan bs Prégtiped-with aiogification and
alterahBﬁtmﬁ‘ﬁl ﬁ‘l@ts fritlahd S%fo t}y‘ag)ﬁ)@if@etd%%s S Tﬁ? QELR: tloﬁlstthus to be

pol i cy may e i mpl e a network el emen

regarddd apvilutttative instaadlof limitieg o thedhventioh.ear n r out es but
not distribute routers. Alternatively, certain routes
may be tagged as either restricted or unrestricted for
inter-VR route distribution. [0046] Figure 5is a
di agram of an exenplary network el ement according to
one enbodi ment of the invention. In Figure 5 a
network el ement 500 includes a control card 503 10 WO
2004/ 010654 PCT/ US2003/ 020456 coupled with a set of
i ne cards 515A - 515C via a transm ssion nedi um 551
(e.g., a packet nesh, switching medium etc.). The
control card 503 hosts external routing processes 505A
- 505F and correspondi ng exterior gateway routing
tabl es 507A - 507F. The control card 503 also hosts
internal routing processes 506A - 506F and
corresponding interior gateway routing tables 509A -
509F. Each of the internal routing processes 506A -
506F and their corresponding VR interior gateway
routing tables 509A - 509F are used by a different
virtual router configured on the network el enent 500.
Each of the external routing processes 505A - 505F and
their corresponding VR exterior gateway routing tables
507A - 507F are used by the different virtual router
configured on the network el enment 500. [00471 Each of
the line cards 515A - 515C include one or nore
forwarding tables. The |ine card 515A includes VR
forwardi ng tables 517A - 517F. The line card 515B
includes VR forwarding tables 517B - 517E. The |ine
card 515C includes the VR forwarding table 517A. The
forwardi ng tabl es 517A - 517F are created from
forwardi ng i nformati on downl oaded fromthe contro
card 503. Each of the VR forwarding tables corresponds
to a different virtual router configured on the
network el ement 500. In an alternative enbodi mrent of
the invention, a virtual router uses nore than one VR
forwarding table, VR interior

12



gateway routing table, and/or VR exterior gateway
routing table. In another alternative enbodi nent of
w0 b@4iomsent i on, a single external and/or i nterP@l/US2003/020456

routing process is shared by different virtual

CLAQ%“”S- [0048] The control card 503 and |ine cards

A - 517C illustrated in Figure 5 and the network

We odimment s described in the Figures include nenories,
processors, and/or ASICs. Such penories include a

L. m%@i@&%%@@nﬁ@mr%ﬁ%eawnmwswstor ed a set of
[ : [ — f : j
e B B e A G NP RS 81 second
can r esviteal routepd letve lsgpanate addrbsapacesand separate ranitingitables;
t hi.s .menor nd/or wwthin th rocessor. nd/ or. ASI Cs.
Fofist g 7 0% 0B of WP TOplse fip Tl v Viryl Fpiletfp the Second
" machi ngrihaaeat Svitgelh 4 Hrst oT R det BEroh R Sdenkifiel Bfe! ftSyirtual
any nechani smthat provides (i.e., stores and/or
t r ansmirouter as yhextrhopiodthe firstrofitss said Sz adyite inpjudang a destination;
machi ne_(;e.g., a conputer). For exanple, a nmachine-
r eadabl® nedi um i ncl udes read onl y nmenory ("ROM),
I ek AGOLR S ¥ BP6NE dr TRAMfdrwardiBe RdlldsCtheidektirtioh a8€ the next
nmedi a, optical storage nedia, flash nenory devi ces,
el ectrilo® , optical, acoustical, or other forns of
propagated signals (e.g., carrier waves, infrared
signals, digital signals, etc.), etc. 11 WO

2. 200/ Heh6d 4 Baht WS 020 Ho&ing dafdRikedNii | € t he
i nvention has been described in terns of several
erfseratiag o dirstlogied interfpga thef ipgicatpethg dirstwinrtpal reeryni ze
¢ he i : . Li . . .
adBnefie b SRR 100l Sse A ek b U B TR L
c aassde@ating alad firsetbgidal mterficte fwithathé ssvoad dirtval tenat aah
wi thin the spi rié and_ scope of the appended cl ai s.
THESWrRBg i sesAn logiogl s aithy g HFsh ¥hrtugbrouter.
illustrative instead of limting on the invention. 12
WO 2004/ 010654 PCT/ US2003/ 020456 CLAIMS W claim 1.

3. A Tietnibod of daim 2 dlirthen edompriking h eovgintg protopoli gddeys exchanging

. .peering.a first .virtual router t second virtual
rout“fg&ﬁ}foém,gu%?élraéﬁ?ﬁ fifs én#Jf"?cgf“? a%’é'g%%&es'vi rtual routers
have separate address spaces and separate routing

t abl es;
4, The method of claim 1 wherein the next hop is a logical interface that indicates the

first virtual router.

5. The method of claim 1 wherein the next hop is the first virtual router’s identifier.

6. The method of claim 1 further comprising associating the first and second virtual

routers with a virtual local area network (VLAN).

7. The method of claim 6 wherein said associating comprises:

13



8.

di stributing a set of one or nore routes fromthe
first virtual router to the second virtual router,

wobkedeissa first of the set of routes identifiRCT/URN03/020456

first virtual router as a next hop of the first

" ami . . i O .
acan et sqd betond Ol o WHbM RS Aol oot Ades aid
t he desVLAN asandestinationeand @xirst lhgipal idterfabethaeindidtesbaid first
claim1 wherein said peering conprises: generating a

first 1'GEReldPUeEREBdf ace that indicates the first

Vightidling RHLARA first RAR! Akl 18y a R RAbul A @6 s said
that indrcates the second virtual router; assoclating

t he fi réLANogy acddstinationrahd eseeindHogiba isecfacuthat ntlicates said
router; and, .associating the second |logical interface

with t FECGGIUAIPHSE| router. 3. The method of claim

2 further conprising a routing protocol process

exchanging routing information via the first and

s ddmiethodypEelhin A ifentticacempriging F4id fimsitand deavhd olirialrouters

wherein.the .next. hop is l.ogi cal interface that
exchqn,gmgcrgpté%gmf@mqlqopgga%w. router. 5. The nmethod of

10.

11.

12.

claim1 wherein the next hop is the first virtual
router's identifier. 6. The nmethod of claim 1 further
c dapreitwidrig assrgle hefwiorlgelementfcomprisigd second vi rt ual

SRR B8 Ry Sl P P

conpr i sRstinatibd al0a 28R P16 AR BbD WsetdiGydn 2 8d&hd virtual router,

generating in said second virtual router's routing .

tabl e avhdreigsaiddirstevirtnalroytpreanessronssite)a firsirddeespspace different
desti nat | ' [oJel ' f . i
i ot 8 Phabaltehs pabMaf Bt Blls 3 LA vigual souter; and
| Rlosamlchdirig the rotite toumforvandirgy tabler outi ng tabl e a second

route that includes said VLAN as a destination and a
second | ogical interface that indicates said second

Vi Yadins PHE 85%;1? whEREn 5%& hod 18h ich ¥ a?iﬂ‘téfﬁc er

conpri sing sal irst and second virtual routers

exchangi ng routing information via the VLAN.

The method of claim 9 wherein said next hop is the second virtual router’s identifier.

The method of claim 9 further comprising said first virtual router exchanges routing

information with said second virtual router via said route.

13.

The method of claim 9 further comprising forwarding a packet from said first virtual

router to said second virtual router in accordance with said next hop indicated in said

forwarding table.

14.

A method in a single network element comprising:
associating a first virtual router and a second virtual router to a virtual local area
network (VLAN); and

14



9. Anethod in a single network el ement conpri sing:
inserting in a first virtual router's routing table a

WO ou®10686i d route indicating a destination aPdI/aSI08X020456
hop, said next hop identifying a second virtual

r CIH&% tmgsmeﬂgg tsaﬁieda 13‘0{1{63&?1‘%( 'tﬁeI ﬁ'l%J[ v1¥t9g1t r%{lte? & tﬁi@ gp&lﬁﬂ%llrtual

to a S space erent roma Sseco

addr es&o&&avmthhéilmmresponds to the second virtual
router; and downl oading the route to a forwardi ng
table. 10. The nethod of claim9 wherein sai d next hop

15. | ST 11 thO@bE B clafth ¢4 fw%l%m Qa]%asggﬁafﬁ%%ﬁsfes £ férst logical

wherei n said next hop e seco tua rout
interfachefmt tHd fust virthal rommethueinklmdtee thaeVRAN #hdf ausecbiat logical interface for

rjsi a| d first v rout er exchanges routing
the S‘?Icﬂ\a VW&‘@F’%W t]?aﬁ ?%C%E%m. rtual router via said
route. 13. The nmethod of claim9 further conprising

forwarding a packet fromsaid first virtual router to
16. sdlihg segbothaf elaim Lawhersut sud first andsecdaheietval tobtesaéxthange routing

next ho dj sallLi1 rwarding table. 14. A
mfonﬂg‘f%ﬁa% Qrt “fafj‘g‘iego Eféﬁ%snt conpri si ng:

associating a first virtual router and a second

virtual router to a virtual |ocal area network

17.  (\Vibanpethedhof daimng fugihay eonping oty uggosp@ketateahe second virtual
t e fro t he

indi cati.ng.in [ o,
routet BE} ANl S i B ABR Ry Bl B desflah i o ey i e
first vitifilrodter’s fdi artdwableOfvhich anditakds iRt Rigica$ Bitélface as a next hop to
associ ating conprises generating a first |ogical
the VLADNer f ace for the first virtual router that indicates
the VLAN and a second logical interface for the
second virtual router that indicates the VLAN. 16. The

18. ndhbaeethdd of dirim IHwhkreinethe packietlisfredeiteddycths eeond v1rtua1 router

.oovirt ial ) ?uters exchange routing information via th
via a feppad logigal Yuerieg an g}eégnr d viial R acceives thaeackelhpatiard logical

intrfiCe2ivRbrtth ot 2qeBha KRIER! nfirhie AL R e o AERk it the

third bogeeal inteaface indicsds thothirdrvirtial aoder. dance with an entry
inthe first virtual router's forwardi ng table, which
indicates a first logical interface as a next hop to

19. U ResiNHBNetwork element comprising:
a control card having a set of instructions to cause the control card to,

insert in a first virtual router’s routing table a route, said route to indicate a
destination and a next hop, said next hop to identify a second virtual
router, wherein said first virtual router corresponds to a first address
space different from a second address space that corresponds to the
second virtual router, and

download the route to a forwarding table; and

a set of one or more line cards coupled with the control card, at least one of the set of

line cards to receive said route.

15



18. The nmethod of claim 17 wherein the packet is
recei ved by the second virtual router via a second
wo ogioniess nt erface and the third virtual rout ePCT/US2003/020456

receives the packet via a third Iogical i nterface,
i
20, ORISR SR SanBA a0 a8 R AL SHAA0E s LABMLALERebi o oy

route$ t&fha@@ie@&fkﬁ@c&rh& rd virtual router. 19. A single
network el enent conprising: a control card having a
set of instructions to cause the control card to,
[ rt i ' I
21, ok Schiimbbe Yol $90wifeRh Ble o B4 e Aok frcffce,
next hop, said next hop to identify a second virtua
r wherein id first virtual router correspo
2. { dtherebwark clempms ot claigp, 12 &arin Hedieict Romoiey el gpier adle
address space that corresponds to the second virtua
router, and downl oad the route to a forwardi ng tabl e;
23. a%@eﬂ%rkceﬂemﬂm ofclampd @ whermn tersdsoftiostpictidnsfurthet temse the
cont card, at |least one.of the get of lin

contrci_)ld:alr Eoetfq%a §%h OPe Pk @orelrguw PEOREPHRIPERSSES » eacl? o% &{édsgt of routing
protoE@r&@g&Q 36RE4bAling #0a di'ﬁk‘i’erﬁ%ﬂ‘tﬁ’féﬁor@io%ﬂ? e sef ofHodiifg Srotocol

her conprising a transm ssion nediumto carry
processes tte processqackets o aglurhlifyefvantend rowtdrs sipporied bydhdnetwork
le el enment of claim19 wherein the next hop is a | ogical
© mnﬁ‘t erface. 22. The network el ement of claim 19 wherein
the next hop is a virtual router handle. 23. The
network el ement of claim 19 wherein the set of

24. i ridemgborlieienent phelping 4% s@cht ¢fghe sat of Hoe cards mcludena set of
instru%ﬁ(tn%sgt]é cgugst% tg? cg%es O r&) Hé pr o 5?(# R&S | fglr\xpa(fc? ﬁg %isoc’esse 92?15

forw£@ing @edrestotgodeds ﬁ:ndirfgfaﬁﬂ e&deiving bf andk%ﬁlﬁd@@@én viktnel reeiers.
of routing protocol ‘processes to process packets for

a plurality of virtual routers supported by the
. f '
o 2 ifine Fe G et (L BT SRS T w Bk by

of oné¢ BSibLCHroEOdESoris Ocat s ishid §di efpm‘cemmm @eﬁmﬂl operati@tstotmprising:

host, a, faorwardi ng_process, said faorwa g process, to
prpdigdinedenaroge &lecrai Hier{ach §s gmext cfg? 3 Fingde, said logical

virt ualmt%ﬂﬂéeef{déntlf?ﬁﬁs 11\?\2\‘1\1%9191'0{1@9@9@ fhrs Hgéi%ﬁtglaﬁicludlng a

provi des I nstruct ch when execut
first routing table; and

inserting said route into a second routing table of a second virtual router, wherein said
first routing table is for a first address space different than the second routing

table’s address space.

26. The machine-readable medium of claim 25 further comprising:
indicating for a second route a second logical interface as a second next hop for a
second destination, said second logical interface identifying the second virtual
router;

inserting said second route into the first routing table; and
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of one or nore processors, cause said set of
processors to perform operations conpri sing:

w0 pasoatesng for a route a | ogical interface asPEI/N82003/020456
hop for a destination, said |ogical interface

- ael P uGin R het S BB A pd RS bR e

sai d f%'éé&ldldﬂHQ‘lr§t1§§i@&lriﬂtefiﬁwsl ng table of a second
virtual router, wherein said first routing table is

for a first address space different than the second

217. %h}r}seaigg%} ble l%g%ﬁﬁfngfo‘?ﬁﬁ’l 23 tlflnétglgr %&rﬁ}rhsmrg downloading the

destuﬁlﬁﬁﬂ v;m@ tedogicaldhRffhtd® & dita plaseaafdrwarding packes foch the second
| ogical interface as a second next hgp for a second
virtua) seutertathehtst igual roatcs wath thelogigal F’r‘i‘?rgq"?ace i denti fying
the second virtual router; inserting said second
route into the first routing table; and 16 WO
28. 200/ mddbakdrebabld in2diany 20AMRS fxthbroopipripingout e
i nf or mat.i on between t he fII‘SI and secondhl rtua]ate
r SEANERLLing 3 pagkst &eedhe seeqpd ¥ rqu%ﬁg‘ it & thifd,yighplyouter via a

27, TheokmbhiealinRAak] @alReiiilsthe o1 ANTAR [ ur ther
conpri si ng ng the estination and the
| agiebvdhg 'thetmcltet@a atthlrd lopitad inpbrdiave aasvatiatat weh thengLAN and the
packets from e second virtual router to the first
vi rt ualh 5) W % the logical interface. 28. The
machi ne-r eadabl e nmedi um of claim25 further
conprising: transmtting a packet fromthe second

29. v |A tachine-vesdebletnpediurh that @rcwldets umdtruconse whidhawhen exsewedby a set

i cal mterfacetth nt fies . the VLAN atF

of On? HOTH IGCtHUS PR b3t ] P‘E?CF%OTS&& P‘éri?m? ARy pomprising:
ag3aehBh Bekt Wirtual fduger Yo Abecdnd virfigl réuidr] Whetdefr thafirst and second
router. 29. A machine-readabl e nedi um that provides
i nst r uctitesd sout@m iheve separategdseess sprosy and spparatgiouling tables;
ngi}s?%lﬁ#?n%sa:f gef %rhesor(lin?)% ffgﬁtgs ﬁgxln tﬁé fn% 99‘&1%?%5’?61‘&8 the second
vi rt ualviftglk@lter, WhareS s GAd ofthretsetadfrbﬁm Rientifiéethe ififst tvireual
first and second virtual routers have separ at e addr ess

spaces rewer ascpeaxhhen pbibeifisg rewsy wid firshroste nplydingp destination;
set of e or nore routes fromthe first virtual
router 10 the second

downloading to a set of one or more forwarding tables, the destination and the next

hop.

30.  The machine-readable medium of claim 29 wherein said peering comprises:
generating a first logical interface that indicates the first virtual router;
generating a second logical interface that indicates the second virtual router;
associating the first logical interface with the second virtual router; and

associating the second logical interface with the first virtual router.

31.  The machine-readable medium of claim 30 further comprising a routing protocol

process exchanging routing information via the first and second logical interfaces.
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virtual router, wherein a first of the set of routes
identifies the first virtual router as a next hop of

W0 b@4f010684 route, said first route includi ng aPCT/US2003/020456
destination; and downloading to a set of one or nore
forwardi ng tables, the destination and the next hop.
30. The machi ne-readabl e nedi um of cl ai m 29 wherein

32, Sarkk Medind@abdHPiiedRsi of ASRELPWhaGithe nefthopdgh tedlical interface
interface that indicates the first virtual router;

that indinatesithe fgstyidea sowder. ogi cal i nterface that indicates
the second virtual router; associating the first
| ogical interface with the second virtual router; and
33. asH@GhétmahincRadebtonddiunaodabim 28 whérsmathemétt Hobés the first
. first virtuyal router. 31. The machi ne-readabl e nmedi um
virtugd golpris enafistyr t her conprising a routing protocol
process exchanging routing information via the first
and second | ogical interfaces. 17 WD 2004/ 010654
34. PUHeugahirt@20ebbdmedim dihdaimpzhiunther emaisireg assodiatingathe first

claim 29 wherein.the next hop is a |ogi i nterface
and sgqomnd vinGepl Fogtters withea yirtugl lo d %@W%ﬁﬁ&m‘b& The net
machi ne-r eadabl e medi um of claim 29 wherein the next
hop is the first wvirtual router's identifier. 34. The
35. it mashireagadibée medivorofifaiol 34 whaeinf said dseociatirguongirisgs:
nrig My bt fechnd Shryaliiiep SEOfe bk § rafrgulethat indiides saia

machi neyr SRORL RstiRfiod Theh mbabstadnidietehb Badictkes said first
assocl at | ng conpri ses. gener atl ng 1 n sal d second

vi rt ualvirtealtrewters andut i ng table a first route that

i ncludes said, .VLAN as a destination _and fir : .
| graig el bl oS v el a ol roblsthatinghudes said
rout er ;\VEAN LQNRE@hAtdE ahd a Saddhdlogied] interfhcerthat iBdic&es Said
routing table a second route that includes said VLAN

as a desednddtiftes] rawer.a second | ogi cal interface that
indicates said second virtual router. 36. The
machi ne-readabl e nmedi um of claim 34 further conprising

36. Sat@ rhichiife-RAdhbie@editm of dldined4 fuetbeddineisiipesagi figt and second
_ routing information via the VLAN
virtual routers exchanging routing information via the VLAN.

37. A machine-readable medium that provides instructions, which when executed by a set
of one or more processors, cause said set of processors to perform operations comprising:
inserting in a first virtual router’s routing table a route, said route indicating a
destination and a next hop, said next hop identifying a second virtual router,
wherein said first virtual router corresponds to a first address space different
from a second address space that corresponds to the second virtual router; and

downloading the route to a forwarding table.

38.  The machine-readable medium of claim 37 wherein said next hop is a logical

interface.
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37. A machi ne-readabl e nedi um that provides
i nstructions, which when executed by a set of one or
woroa/opresEessor s, cause said set of processor SPEDUS2003/020456

perform operations conprising: inserting in a first
39. V"Ié}‘[ Jflchrﬁ]rgé‘-'{ae%gabi Iin%g{unggf (t,al%ig‘l 27 %Q)E(I;%H‘Lseald ﬁ&t %85 ?sut(hg s?]cond virtual

router’d @dehtifiyi.ng a second virtual router, V\,her ein said
first virtual router corresponds to a first address
space different froma second address space that

ggfm}%ﬁggﬁﬁlﬁéreﬁﬁaeﬁlg §1ue Hflcléﬁ o%.}\lljva . 3%9&&&%%1@‘&%% ﬁrsf virtual router

exchamgedioneing erddabhtmrmexﬂh semi eécondi mrtnaBﬁ)uvzanzesam ®aite]l next
hop is a logical interface. 18 W 2004/ 010654
PCT/ US2003/ 020456 39. The machi ne-readabl e nmedi um of
¢l AehahifdiRh8itle fRbfn) 62 4iRRY fithdRB Gorbhdrliih@!
) réﬁ%er §m¥gent???er. 20, e nghﬁ?ne ?gﬁﬁﬂg Oﬁﬁggﬁg%pmmet
from chid dirstivimt @il réwtet ﬂosaidcsenqmd ditug) rebrinfaccatlandervitiabaid next hop
ter XC outl ng information with said second
lndlc@tﬁ‘hjlwd %SW{“%} sal d route. 41. The
machi ne- readable nedlun1of clainB7 further conprising
forwarding a packet fromsaid first virtual router to
42. s aA mashmcﬂdadabIetmedlumdmt@rromdﬁsanmctiam avhight Whern¢xtcuted by a set
£ eeg i ndi cat ed i‘ﬂ rvvartd n&tabl e..42. A ..
° OHRQEWPE fPS%SE%rGr @R LAY t"ﬁ B{°°B§S8¥? 0 RETIPIR PPIFREQTG fomprising:
Whis§deiathen feseethgdoér fndeiecod vieial Bute e £virtual local area
processors, cause said set of processors to perform

oper at |f®ﬁ§0ﬁ,<dﬁﬁr1’ﬂ§) ad  associati ng a first virtual
9 H]é gﬁtﬂqgﬁa&%&ﬁﬁ e?’aI rrgh%qlro%ﬁﬁ ] 1t x}lﬁu% r\é{l e H)athﬁ égc%%h virtual

i ng Fout
tabl e &oﬁ@ﬂ{/ﬁtﬁéVﬂDAtN]e first virtual router to the
second virtual router via the VLAN 43. The

machi ne-r eadabl e nedi um of claim42 wherein said

43, ?ﬁ@g%%gﬁe&?reﬁg{fﬁé ﬁ%&@g} S 34{3 Wherdin fs'a{dsz%ss(%c‘i’ﬁ %a{!c omprises

generating &ifSNlegich] antefaedorthe dgstcarduadl noweerf thsteindioates the VLAN and a
secaond .virtual router that indicates the VLAN 44. The
seconddeEiFRldD eBaErAlIIT e reemaERalapiprinasindicaies e LA f i r ot
and second virtual routers exchange routing
information via the first and second | ogi cal
44. i rMihemhabham-readable medium of claim 43 wherein said first and second virtual

routers exchange routing information via the first and second logical interfaces.

45.  The machine-readable medium of claim 42 further comprising forwarding a packet to
the second virtual router and a third virtual router from the first virtual router in accordance
with an entry in the first virtual router’s forwarding table, which indicates a first logical

interface as a next hop to the VLAN.

46.  The machine-readable medium of claim 45 wherein the packet is received by the

second virtual router via a second logical interface and the third virtual router receives the
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45. The machi ne-readabl e nmedi um of claim42 further
conprising forwardi ng a packet to the second virtua
wo oumtoeand a third virtual router fromthe fiPGI/US2003/020456

virtual router in accordance wth an entry in the
first virtual .router's forwardin abl i ch .

packet i & G est ih@itare, yeiett 4R PAPALIGERS s iPacEaensitieg he second

virtual Bttt thé Grird B SicaBiaRAE: maRdRE e thfdivitiadiowtdrai m 45
wherein the packet is received by the second virtua
router via a second logical interface and the third
virtual router receives the 19 WO 2004/010654
PCT/ US2003/ 020456 packet via a third | ogica
interface, wherein said second |ogical interface
identifies the second virtual router and the third
| ogical interface indicates the third virtual router
20
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