
WO 2004/010654 PCT/US2003/020456  METHOD AND APPARATUS
FOR ROUTING AND FORWARDING BETWEEN  VIRTUAL ROUTERS
WITHIN A SINGLE NETWORK ELEMENT CROSS-REFERENCE TO
RELATED APPLICATIONS [0001] This application claims
the benefit of U.S. Provisional Patent Application
Number  60/397,353, entitled "Method and Apparatus for
Routing and Forwarding Between Virtual  Routers Within
a Single Network Element" filed on July 20, 2002.
BACKGROUND OF THE INVENTION  Field of the Invention
[0002] The invention relates to the field of
communication. More specifically, the  invention
relates to communication networks. Background of the
Invention [0003] The development of virtual routers
within a single network element provided  certain
benefits and functionality unavailable with legacy
routers. For example, a single  network element with
virtual routers could service multiple Internet
Service Providers and/or  corporations with the single
network element. [0004] Figure 1 (Prior Art) is a
diagram of a single network element with virtual
routers.  In Figure 1, a network element 101 includes
virtual routers VR-A 111, VR-B 113, and VR-C  115.
Each of the virtual routers 111, 113, and 115
respectively receive traffic from ingress  ports 103A
- 103 C and respectively transmit traffic out of the
egress ports 15 1A -151C as  illustrated in Figure 1.
The virtual router VR-A 111 receives traffic 109A from
the ingress  port 103A and transmits the traffic 109A
out of the egress port 151A. The virtual router VR- B
113 receives traffic 109B from the ingress port 103B
and transmits the traffic 109B out of  the egress port
151B. The virtual router VR-C 115 receives traffic
109C from the ingress  port 103C and transmits the
traffic 109C out of the egress port 151 C. [0005]
Network elements that support virtual routers,
performed inter-VR forwarding  based on the forwarding
scheme described (i.e., with standard interfaces). If
VR-A 111  received a packet for transmission to VR-B
113, then the VR-A 111 looked up the next hop  in its
routing table, found an interface that was associated
with the ingress port 103B, and  



forwarded the packet based on that interface. 1 WO
2004/010654 PCT/US2003/020456  [0006] Despite the
advantages offered by virtual routers and the
capability of a single network element to behave as
multiple routers, the virtual routers within a single
network  element do not communicate routing and/or
forwarding information as if separate routers.  BRIEF
SUMMARY OF THE INVENTION [0007] A method and apparatus
for routing and forwarding between virtual routers is
described. According to one aspect of the invention, a
method in a single network element  provides for
peering a first virtual router to a second virtual
router, wherein the first and  second virtual routers
have separate address spaces and separate routing
tables. A set of one  or more routes are distributed
from the first virtual router to the second virtual
router, wherein  a first of the set of routes
identifies the first virtual router as a next hop of
the first route, said  first route including a
destination. In addition, the method provides for
downloading to a set  of one or more forwarding
tables, the destination and the next hop. [0008] These
and other aspects of the present invention will be
better described with  reference to the Detailed
Description and the accompanying Figures. BRIEF
DESCRIPTION OF THE DRAWINGS [0009] The invention may
best be understood by referring to the following
description  and accompanying drawings that are used
to illustrate embodiments of the invention. In the
drawings: [0010] Figure 1 (Prior Art) is a diagram of
a single network element with virtual routers.  [0011]
Figure 2 is an exemplary diagram illustrating
forwarding between virtual routers  according to one
embodiment of the invention. [0012] Figure 3A is an
exemplary diagram illustrating peering of virtual
routers  according to one embodiment of the invention.
[0013] Figure 3B is an exemplary diagram illustrating
additional peering of virtual  routers according to
one embodiment of the invention. [0014] Figure 3C is
an exemplary diagram illustrating inter-VR interfaces
as local area  



network interfaces according to one embodiment of the
invention. [0015] Figure 4 is an exemplary diagram
illustrating external route distribution between
virtual routers according to one embodiment of the
invention. 2 WO 2004/010654 PCT/US2003/020456  [0016]
Figure 5 is a diagram of an exemplary network element
according to one  embodiment of the invention.
DETAILED DESCRIPTION OF THE INVENTION [0017] In the
following description, numerous specific details are
set forth to provide a  thorough understanding of the
invention. However, it is understood that the
invention may be  practiced without these specific
details. In other instances, well-known circuits,
structures,  standards, and techniques have not been
shown in detail in order not to obscure the invention.
The terms "routing table" and "forwarding table" are
used throughout the description, but are  not limited
to being tables. A routing table and a forwarding
table may be implemented with  a variety of data
structures (e.g., trees, tries, linked lists, hash
tables, hybrid data structures,  etc.). [0018] Figure
2 is an exemplary diagram illustrating forwarding
between virtual routers  according to one embodiment
of the invention. Figure 2 illustrates a network
element 202 as  including a virtual router 205A and a
virtual router 205B. The virtual router 205A is
identified as VR-B and the virtual router 205 is
identified as VR-C. [0019] The virtual router 205A
includes interior gateway routing tables 209, an
exterior  gateway routing table 211, and a main
routing table 213. Interior gateway routing protocol
processes (e.g., OSPF, RIP, iBGP, IS-IS, etc.) build
each of the interior gateway routing  tables 209. The
interior gateway routing tables 209 indicate routing
information for reaching  a destination, as determined
by a corresponding interior gateway routing protocol
process,  that is internal to an autonomous system
(AS), which includes the virtual router 205A. A
process implementing an exterior gateway protocol
(e.g., BGP-v4, EGP, etc.) builds the  exterior gateway
routing table 211. The exterior gateway routing table
211 indicates routing  information for reaching
destinations external to the AS of the virtual router
205A. The main  



routing table 213 is built using route entries from
the interior gateway routing tables 209, the  exterior
gateway routing table 211, and interfaces from an
interface manager 271. [0020] The interface manager
271 includes a data structure that indicates
interfaces and  their corresponding reachable IP
addresses via the interfaces. In certain embodiments
of the  invention, the interface manager also
associates lower layer hardware information learned
from lower layer protocols with interfaces. Each
routing process exchanges routing  information with
other network elements through interfaces and install
learned reachable 3 WO 2004/010654 PCT/US2003/020456
routes into the main routing table, which are
eventually downloaded into forwarding tables of  the
data plane from the main routing table in the control
plane. The interface manager 271  indicates and
maintains a status for each interface of the host
network element. A routing  process utilizes interface
status to make correct routing decisions. [0021] The
first column of each entry within each of the routing
tables 209, 211, and 213  indicates a destination. The
last column of each entry within each of the routing
tables 209,  211, and 213 as illustrated in Figure 2
indicates a next hop. A next hop is either an
interface  next hop (i.e., a logical or physical
interface) or a non-interface next hop (e.g., an IP
address,  a virtual router name, etc.). The remaining
columns within each of the routing tables 209,  211,
and 213 indicate additional routing information, such
as line, metrics, etc. [0022] The virtual router 205A
also includes a forwarding module 207 and a forwarding
table 219. The forwarding module 207 forwards packets
that are received by the virtual  router 205A in
accordance with the forwarding table 219. The
forwarding table 219 receives  information downloaded
from the main routing table. [0023] In the example
illustrated by Figure 1, the interior gateway routing
tables 209  includes internal destinations ID1, ID2,
and ID3 with corresponding next hops I/F1, VR-B,  and
ADDRESS, respectively. ID1, ID2 and ID3 are
identifying data (e.g., IP addresses,  prefixes, etc.)
of other network elements within the same AS as the
virtual router 205A. One  or more of the internal
destinations may also be another virtual router within
the same  network element (e.g., ID1 may be VR-B).
While in one embodiment of the invention,  



internal destinations that are other virtual routers
are identified with a virtual router identifier
(i.e., virtual router handle), alternative embodiments
of the invention may identify an internal  destination
with other techniques (e.g., IP address, inter-VR
interface, etc.). The next hop  I/F1 is a physical
interface and the next hop VR-B may be a logical
interface that indicates a  VR instead of an IP
address (i.e., an inter-VR interface), a virtual
router handle, etc. [0024] An inter-virtual router
next hop is a unique value within the network element
202  that identifies a specific virtual router. When
an administrator creates a virtual router, the
administrator provides a user-friendly virtual router
identifier ("VR name") for the created  virtual
router. In response to the creation of a virtual
router, the network element 202 creates  and
associates a unique virtual router identifier ("VR
identifier") to be utilized by the network  element
202 to identify the created virtual router. While in
one embodiment inter-virtual  router next hops in the
routing tables are VR identifiers, alternative
embodiments of the 4 WO 2004/010654 PCT/US2003/020456
invention may utilize alternative techniques to
identify inter-VR next hops (e.g., the routing  table
indicates the VR name and a table that associates the
VR name to a VR identifier is  used to access the VR
identifier, an inter-VR interface value is created
within the network  element and associated with a
VR-identifier or VR-name in another data structure,
etc.). For  the purposes of this description, an
inter-VR next hop is the VR identifier. [0025] The
exterior gateway routing table 211 as illustrated in
Figure 2 indicates external  destinations ED1, ED2,
and ED3 and corresponding next hops ADDRESS, 1/F2, and
VR-C,  respectively. As with the internal
destinations, the external destinations ED1, ED2, and
ED3  can be IP addresses, prefixes, etc. While in one
embodiment of the invention, external destinations
that are other virtual routers are identified by an IP
address or prefix, in  alternative embodiments of the
invention the external destination may be a VR name or
VR  identifier. [00261 When the forwarding module 207
receives a packet 201, the forwarding module  207
determines the destination of the packet 207. The
destination of the packet 207 is looked  up in the
forwarding table 219 to determine the appropriate
outgoing interface. If the  



destination of the packet 201 is ID 1, then the
forwarding module 207 forwards the packet 201  to an
egress port that corresponds to the outgoing interface
I/F1. If the destination of the  packet 201 is ED3,
then the forwarding module 207 forwards the packet 201
to the virtual  router 205B. If the packet 201 is
forwarded to the virtual router 205B, the virtual
router  205B will process the packet 201 in accordance
with its forwarding/routing information (e.g.,  drop
the packet 201, forward the packet 201 to the
appropriate egress port, forward the packet  201 to
another virtual router, etc.). [0027] The decision
mechanism for determining whether a packet will be
forwarded to an  egress port or another virtual router
can be implemented with a variety of techniques. In
one  embodiment of the invention, the forwarding
module determines if the next hop indicated by  the
forwarding table for a packet is an inter-VR next hop.
If the next hop is an inter-VR next  hop then the
corresponding packet is forwarded to the appropriate
virtual router. If the next  hop is not an inter-VR
next hop (e.g., a logical or physical interface that
does not indicate a  virtual router, an IP address,
etc.), then the packet processed accordingly (e.g., if
the next hop  is a physical interface, then the packet
is processed at lower layers in order to forward the
packet along the appropriate hardware lines to the
egress port). In another embodiment of the  invention,
a switching module is implemented separately from the
forwarding module. If the  5 WO 2004/010654
PCT/US2003/020456  next hop for a packet is a physical
interface, then the forwarding module passes the
packet to  the switching module, which forwards the
packet along the hardware lines that correspond to
the physical interface. If the next hop is an inter-VR
next hop, then the forwarding module  forwards the
packet to the appropriate virtual router. [0028] In
addition other techniques can be used to determine
whether the next hop is a  virtual router, an IP
address, a physical interface, a logical interface,
etc. In one embodiment  of the invention, an
additional field is included in each routing and
forwarding table entry to  explicitly indicate a type
for the outgoing interface. In another embodiment of
the invention,  the value of the next hop implicitly
indicates whether the next hop is a VR next hop or
non- VR next hop. 



[0029] Enabling inter-VR routing and forwarding
provides additional functionality. A  service provider
that is a customer of a network provider, which owns a
network element  with inter-VR routing and forwarding,
can allow its virtual private network (VPN) customers
to exchange routes. In addition, inter-VR routing and
forwarding enables a service provider's  VPN customers
to use the provider's network for Internet access.
Inter-VR routing and  forwarding can also be utilized
to allow service providers to announce VPN customers'
routes if they are part of the public address space.
[0030] Inter-VR routing and forwarding also enables
virtual routers to replace customer  premise equipment
(CPE) routers. The service provider and/or network
provider can utilize a  virtual router to perform the
tasks typically performed by a CPE router, especially
for those  customers that access the network from
multiple locations. [0031] If multiple customers of a
network provider are on the same network element with
virtual routers, then inter-VR routing and forwarding
enables local area, metro area, and/or
intra-continental private peerings without utilizing
physical lines and/or ports to connect  virtual
routers. [0032] Inter-VR routing and forwarding also
provides additional capabilities with respect  to
testing and parallel network inter-communication.
Since virtual routers can be connected  without wires,
then numerous virtual routers can be peered or
connected to represent the  topology of actual
networks. The inter-VR routing and forwarding can then
be used to  simulate routing in different network
topologies without cables and wires. For parallel
network inter-communication, a service provider with
an operational legacy network and a  next generation
network can utilize inter-VR routing and forwarding
for experimental, trial, 6 WO 2004/010654
PCT/US2003/020456  and/or operational exchanges of
routes between the different networks (assuming the
different networks include virtual routers within
individual network elements). Moreover,  the service
provider can utilize inter-VR routing and forwarding
to migrate their customers  from a legacy network to a
next generation network. [0033] Figures 3A - 3C are
exemplary diagrams illustrating interior gateway
routing  



tables being built with inter-VR routes according to
one embodiment of the invention. Figure  3A is an
exemplary diagram illustrating peering of virtual
routers according to one  embodiment of the invention.
In Figure 3A, a virtual router 303A (VR-A) is peered
with  virtual routers 303B and 303C. The virtual
routers 303A, 303B, and 303C respectively have  IP
addresses 10.1.1.1, 10.1.1.2, and 10.1.1.3. The
virtual routers are peered with static  routing (i.e.,
an administrator configures the connections between
the virtual routers). An  administrator configures an
inter-VR interface 315L.A on the virtual router 303A
to reach the  virtual router 303B and an inter-VR
interface 315L.B also on the virtual router 303A to
reach  the virtual router 303C. While configuring the
interfaces on the virtual router 303A, the
administrator also configures inter-VR interfaces
315A.L and 315B.L respectively on the  virtual routers
303B and 303C. In response to the configuration, the
interior gateway routing  tables of the virtual
routers are updated. [0034] An interior gateway
routing tables307A for the virtual router 303A is
updated to  include a routing entry that indicates
destination 10.1.1.2 reachable via next hop VR-B and a
destination 10.1.1.3 reachable via next hop VR-C.
While in one embodiment, the next hops  to a virtual
router are indicated with a VR identifier, alternative
embodiments of the invention  may indicate a virtual
router next hop with the virtual router's name or IP
address. [0035] An interior gateway routing tables307B
for the virtual router 303B is updated to  include a
routing entry that indicates a destination 10.1.1.1
reachable via inter-VR interface  VR-A, which is the
VR identifier for the virtual router 303A. An interior
gateway routing  tables307N for the virtual router
303C is updated to include a routing entry that
indicates the  destination 10.1.1.1 reachable via
inter-VR interface VR-A. [0036] In an embodiment that
processes packets sent over inter-VR interfaces with a
single routing process, a packet can be processed
without inter-process communication. For  example, if
RIP is configured on inter-VR interface 315L.A and the
RIP process sends a  packet over the inter-VR
interface 315L.A, the RIP packet immediately considers
the packet  as received on the inter-VR interface
315A.L by the single RIP process. Routing processes  7
WO 2004/010654 PCT/US2003/020456  



(both interior and exterior gateway routing protocol
processes) can exchange routing  information via the
inter-VR interfaces. The routing processes download
these routes into the  main routing table using
inter-VR interfaces as next hops. [0037] Figure 3B is
an exemplary diagram illustrating peering of virtual
routers that are  not virtual router local according
to one embodiment of the invention. In Figure 3B, the
virtual routers 303B and 303C have been connected. The
virtual router 303B has been  configured to reach the
virtual router 303C via the inter-VR interface 315A.B
and the virtual router 303 has been configured to
reach the virtual router 303B via the inter-VR
interface  315B.A. Various techniques can be
implemented to prevent redundant connections being
created between virtual routers. In one embodiment of
the invention, a check is performed  when the
administrator enters a configuration that binds
interfaces of two virtual routers.  [0038] In another
embodiment of the invention, an inter-VR
point-to-point (p2p) interface is utilized. The
interface manager ensures only a single bind number is
utilized to  connect a pair of virtual routers,
although alternative embodiments of the invention may
allow for multiple connections between virtual
routers. An interior gateway routing protocol  process
registers an interest in the configured interfaces for
each virtual router with the  interface manager. In
response, the interface manager provides the
registering interior  gateway routing protocol process
with the corresponding bind number, bound virtual
router,  and the type of interface. For example,
assume the following configuration is entered:
virtualrouter A interface I/F1 inter-VR-p2p bindl  igp
router networkA  virtualrouter B interface I/F2
inter-VR-p2p bindl  igp router networkB [0039] The
first set of configuration commands configures the
interface I/Fl on the  virtual router A. The second
set of commands configures the interface I/F2 on the
virtual  router B. The interface manager creates a
tuple that reflects the configuration of these
interfaces on their corresponding virtual routers.
When the interior gateway routing protocol  



process learns this inter-VR interface binding from
the interface state manager, the interior 8 WO
2004/010654 PCT/US2003/020456  gateway routing
protocol process can do peering between VR-A and VR-B
across this inter- VR interface as if VR-A and VR-B
were two separate network elements. [00401 Figure 3C
is an exemplary diagram illustrating inter-VR
interfaces as local area  network interfaces according
to one embodiment of the invention. In Figure 3C, each
of the  virtual routers 303A, 303B and 303C are
connected to a virtual router local area network
(VR-LAN) 323. The VR-LAN 323 is identified as
VR-LAN-1. Although the virtual routers  303A, 303B and
303C are illustrated as being connected to the VR-LAN
323 for this  example, fewer or more virtual routers
may be connected to the VR-LAN. In addition,  multiple
VR-LANs can be defined with various different groups
of virtual routers connected  to the different
VR-LANS. For example, VR-B, VR-C and VR-A may be
connected to VR- LAN-1, while VR-A, VR-C are connected
to VR-LAN-2. Alternatively, VR-LAN-1 may  comprise
VR-A, VR-B and VR-C while VR-LAN-2 may comprise VR-A,
VR-B, and VR-C. [00411 After the administrator
configures VR-LAN interfaces 315L.V, 315A.V, and
315B.V respectively on the virtual routers 303A, 303B
and 303C, the interior gateway  routing protocol
process registers an interest in the interface 315L.V
for the virtual router  303A with the interface
manager. The interface manager provides the
registering interior  gateway routing protocol process
with the associated VR-LAN number, VR-LAN-1, which
identifies the VR-LAN 323. While in one embodiment of
the invention, the interior gateway  routing protocol
process accesses a data structure (e.g., a linked
list) which indicates each  VR-LAN interface
associated with the VR-LAN identified by the interface
manager,  alternative embodiments of the invention may
provide the interior gateway routing protocol  process
the associated VR-LAN interfaces differently (e.g.,
the interface manager may  maintain a data structure
that indicates the VR-LAN and associated VR-LAN
interfaces).  The interior gateway routing protocol
process updates its interior gateway routing tables to
indicate the associated VR-LAN interfaces as
illustrated in Figure 3C. In an alternative
embodiment of the invention, the interior gateway
routing protocol process accesses the VR- 



LAN data structure that indicates associated VR-LAN
interfaces instead of inserting the data  structure in
the interior gateway routing table. When the interior
gateway routing protocol  process transmits a control
packet, the interior gateway routing protocol
processes transmits  to each VR-LAN interface
associated with the VR-LAN. After transmitting the
control  packet, the interior gateway routing protocol
process marks the associated VR-LAN  interfaces as
received. For example, assume OSPF is configured on
interfaces 315L.V, 9 WO 2004/010654 PCT/US2003/020456
315A.V, 315B.V. If OSPF sends a packet on 315A.V to
the VR-LAN 323 for the VR-B  303B, the sent OSPF
packet is implicitly received on the interfaces 315L.V
and 315B.V. In  an embodiment that implements a single
routing process for more than one virtual router, the
single routing process (e.g., OSPF) handles the
sending and receiving without inter-process
communication. [0042] Regardless of the interface
technique being used, packets forwarded between
virtual routers are passed directly between virtual
routers and not passed down for lower layer
processing. In alternative embodiments of the
invention, packets may be passed down for  lower layer
processing (e.g., to the kernel socket, which is a
communication channel between  routing processes and
the data plane that includes line cards) to maintain
agnostic routing or  minimize the amount of
modification made to routing protocols. [0043] Figure
4 is an exemplary diagram illustrating external route
distribution between  virtual routers according to one
embodiment of the invention. In Figure 4, a virtual
router  401 with IP address 10.1.1.1 is peered with
virtual routers 403A and 403B via inter-VR  interfaces
415L.A and 415L.B, respectively. The peering is
established with either static  routing or with
interior gateway routing protocol process. The virtual
routers 401, 403A and  403B respectively have exterior
gateway routing tables 405, 407A and 407B. The bolded
entries in the exterior gateway routing tables 405,
407A, and 407B have been learned from  other virtual
routers. [0044] The virtual router 401 has learned
routes to external destinations ED2 and ED7  directly
from virtual routers 403A and 403B, respectively. The
virtual router 403A has  



learned routes to external destinations ED 1 and ED7
from the virtual router 405. The virtual  router 403B
has learned routes to external destinations ED1, ED2,
and ED5 from the virtual  router 401. [0045] Various
route distribution policies can be applied to
distribution of routes between  virtual routers. If a
customer does not want routes from its virtual router
distributed, then the  customer's virtual router
should not be peered with any other virtual routers
that do not fall  under the customer's control. A
policy may be implemented on a network element that
allows the virtual router local to learn routes but
not distribute routers. Alternatively, certain  routes
may be tagged as either restricted or unrestricted for
inter-VR route distribution. [0046] Figure 5 is a
diagram of an exemplary network element according to
one  embodiment of the invention. In Figure 5, a
network element 500 includes a control card 503  10 WO
2004/010654 PCT/US2003/020456  coupled with a set of
line cards 515A - 515C via a transmission medium 551
(e.g., a packet  mesh, switching medium, etc.). The
control card 503 hosts external routing processes 505A
- 505F and corresponding exterior gateway routing
tables 507A - 507F. The control card 503  also hosts
internal routing processes 506A - 506F and
corresponding interior gateway routing  tables 509A -
509F. Each of the internal routing processes 506A -
506F and their  corresponding VR interior gateway
routing tables 509A - 509F are used by a different
virtual  router configured on the network element 500.
Each of the external routing processes 505A - 505F and
their corresponding VR exterior gateway routing tables
507A - 507F are used by  the different virtual router
configured on the network element 500. [00471 Each of
the line cards 515A - 515C include one or more
forwarding tables. The  line card 515A includes VR
forwarding tables 517A - 517F. The line card 515B
includes  VR forwarding tables 517B - 517E. The line
card 515C includes the VR forwarding table  517A. The
forwarding tables 517A - 517F are created from
forwarding information downloaded from the control
card 503. Each of the VR forwarding tables corresponds
to a  different virtual router configured on the
network element 500. In an alternative embodiment  of
the invention, a virtual router uses more than one VR
forwarding table, VR interior  



gateway routing table, and/or VR exterior gateway
routing table. In another alternative  embodiment of
the invention, a single external and/or internal
routing process is shared by  different virtual
routers. [0048] The control card 503 and line cards
517A - 517C illustrated in Figure 5 and the  network
elements described in the Figures include memories,
processors, and/or ASICs.  Such memories include a
machine-readable medium on which is stored a set of
instructions  (i.e., software) embodying any one, or
all, of the methodologies described herein. Software
can reside, completely or at least partially, within
this memory and/or within the processor  and/or ASICs.
For the purpose of this specification, the term
"machine-readable medium"  shall be taken to include.
any mechanism that provides (i.e., stores and/or
transmits)  information in a form readable by a
machine (e.g., a computer). For example, a machine-
readable medium includes read only memory ("ROM"),
random access memory ("RAM"),  magnetic disk storage
media, optical storage media, flash memory devices,
electrical, optical,  acoustical, or other forms of
propagated signals (e.g., carrier waves, infrared
signals, digital  signals, etc.), etc. 11 WO
2004/010654 PCT/US2003/020456  [00491 While the
invention has been described in terms of several
embodiments, those  skilled in the art will recognize
that the invention is not limited to the embodiments
described. The method and apparatus of the invention
can be practiced with modification and  alteration
within the spirit and scope of the appended claims.
The description is thus to be  regarded as
illustrative instead of limiting on the invention. 12
WO 2004/010654 PCT/US2003/020456  CLAIMS We claim: 1.
A method in a single network element comprising:
peering a first virtual router to a second virtual
router, wherein the first and second  virtual routers
have separate address spaces and separate routing
tables;  



distributing a set of one or more routes from the
first virtual router to the second virtual router,
wherein a first of the set of routes identifies the
first virtual  router as a next hop of the first
route, said first route including a destination;  and
downloading to a set of one or more forwarding tables,
the destination and the next  hop. 2. The method of
claim 1 wherein said peering comprises: generating a
first logical interface that indicates the first
virtual router;  generating a second logical interface
that indicates the second virtual router;  associating
the first logical interface with the second virtual
router; and  associating the second logical interface
with the first virtual router. 3. The method of claim
2 further comprising a routing protocol process
exchanging  routing information via the first and
second logical interfaces. 4. The method of claim 1
wherein the next hop is a logical interface that
indicates the  first virtual router. 5. The method of
claim 1 wherein the next hop is the first virtual
router's identifier.  6. The method of claim 1 further
comprising associating the first and second virtual
routers with a virtual local area network (VLAN). 7.
The method of claim 6 wherein said associating
comprises:  13 WO 2004/010654 PCT/US2003/020456
generating in said second virtual router's routing
table a first route that includes said VLAN as a
destination and a first logical interface that
indicates said first  virtual router; and generating
in said first virtual router's routing table a second
route that includes said  VLAN as a destination and a
second logical interface that indicates said  second
virtual router. 8. The method of claim 6 further
comprising said first and second virtual routers
exchanging routing information via the VLAN. 



9. A method in a single network element comprising:
inserting in a first virtual router's routing table a
route, said route indicating a  destination and a next
hop, said next hop identifying a second virtual
router,  wherein said first virtual router corresponds
to a first address space different  from a second
address space that corresponds to the second virtual
router; and downloading the route to a forwarding
table. 10. The method of claim 9 wherein said next hop
is a logical interface. 11. The method of claim 9
wherein said next hop is the second virtual router's
identifier.  12. The method of claim 9 further
comprising said first virtual router exchanges routing
information with said second virtual router via said
route. 13. The method of claim 9 further comprising
forwarding a packet from said first virtual  router to
said second virtual router in accordance with said
next hop indicated in said  forwarding table. 14. A
method in a single network element comprising:
associating a first virtual router and a second
virtual router to a virtual local area  network
(VLAN); and 14 WO 2004/010654 PCT/US2003/020456
indicating in a routing table a route from the first
virtual router to the second virtual  router via the
VLAN. 15. The method of claim 14 wherein said
associating comprises generating a first logical
interface for the first virtual router that indicates
the VLAN and a second logical interface for  the
second virtual router that indicates the VLAN. 16. The
method of claim 15 wherein said first and second
virtual routers exchange routing  information via the
first and second logical interfaces. 17. The method of
claim 14 further comprising forwarding a packet to the
second virtual  router and a third virtual router from
the first virtual router in accordance with an entry
in the  first virtual router's forwarding table, which
indicates a first logical interface as a next hop to
the VLAN. 



18. The method of claim 17 wherein the packet is
received by the second virtual router  via a second
logical interface and the third virtual router
receives the packet via a third logical  interface,
wherein said second logical interface identifies the
second virtual router and the  third logical interface
indicates the third virtual router. 19. A single
network element comprising: a control card having a
set of instructions to cause the control card to,
insert in a first virtual router's routing table a
route, said route to indicate a  destination and a
next hop, said next hop to identify a second virtual
router, wherein said first virtual router corresponds
to a first address  space different from a second
address space that corresponds to the  second virtual
router, and download the route to a forwarding table;
and a set of one or more line cards coupled with the
control card, at least one of the set of  line cards
to receive said route. 15 WO 2004/010654
PCT/US2003/020456  20. The network element of claiml9
further comprising a transmission medium to carry
routes to said set of line cards. 21. The network
element of claim 19 wherein the next hop is a logical
interface. 22. The network element of claim 19 wherein
the next hop is a virtual router handle.  23. The
network element of claim 19 wherein the set of
instructions further cause the  control card to host a
set of one or more routing protocol processes , each
of the set of routing  protocol processes
corresponding to a different routing protocol, the set
of routing protocol  processes to process packets for
a plurality of virtual routers supported by the
network  element. 24. The network element of claim 19
each of the set of line cards includes a set of
instructions to cause the corresponding line card to
host a forwarding process, said  forwarding process to
process sending and receiving of a packet between
virtual routers. 25. A machine-readable medium that
provides instructions, which when executed by a set  



of one or more processors, cause said set of
processors to perform operations comprising:
indicating for a route a logical interface as a next
hop for a destination, said logical interface
identifying a first virtual router, said first virtual
router including a  first routing table; and inserting
said route into a second routing table of a second
virtual router, wherein said  first routing table is
for a first address space different than the second
routing  table's address space. 26. The
machine-readable medium of claim 25 further
comprising: indicating for a second route a second
logical interface as a second next hop for a  second
destination, said second logical interface identifying
the second virtual  router; inserting said second
route into the first routing table; and  16 WO
2004/010654 PCT/US2003/020456  exchanging route
information between the first and second virtual
routers via the second and first logical interfaces.
27. The machine-readable medium of claim 25 further
comprising downloading the  destination and the
logical interface to a data plane and forwarding
packets from the second  virtual router to the first
virtual router with the logical interface. 28. The
machine-readable medium of claim 25 further
comprising: transmitting a packet from the second
virtual router to a third virtual router via a  second
logical interface that identifies the VLAN; and
receiving the packet on a third logical interface
associated with the VLAN and the  third virtual
router. 29. A machine-readable medium that provides
instructions, which when executed by a set  of one or
more processors, cause said set of processors to
perform operations comprising:  peering a first
virtual router to a second virtual router, wherein the
first and second virtual routers have separate address
spaces and separate routing tables;  distributing a
set of one or more routes from the first virtual
router to the second  



virtual router, wherein a first of the set of routes
identifies the first virtual  router as a next hop of
the first route, said first route including a
destination;  and downloading to a set of one or more
forwarding tables, the destination and the next  hop.
30. The machine-readable medium of claim 29 wherein
said peering comprises:  generating a first logical
interface that indicates the first virtual router;
generating a second logical interface that indicates
the second virtual router;  associating the first
logical interface with the second virtual router; and
associating the second logical interface with the
first virtual router. 31. The machine-readable medium
of claim 30 further comprising a routing protocol
process exchanging routing information via the first
and second logical interfaces. 17 WO 2004/010654
PCT/US2003/020456  32. The machine-readable medium of
claim 29 wherein the next hop is a logical interface
that indicates the first virtual router. 33. The met
machine-readable medium of claim 29 wherein the next
hop is the first  virtual router's identifier. 34. The
machine-readable medium of claim 29 further comprising
associating the first  and second virtual routers with
a virtual local area network (VLAN). 35. The
machine-readable medium of claim 34 wherein said
associating comprises:  generating in said second
virtual router's routing table a first route that
includes said  VLAN as a destination and a first
logical interface that indicates said first  virtual
router; and generating in said first virtual router's
routing table a second route that includes said  VLAN
as a destination and a second logical interface that
indicates said  second virtual router. 36. The
machine-readable medium of claim 34 further comprising
said first and second  virtual routers exchanging
routing information via the VLAN. 



37. A machine-readable medium that provides
instructions, which when executed by a set  of one or
more processors, cause said set of processors to
perform operations comprising:  inserting in a first
virtual router's routing table a route, said route
indicating a destination and a next hop, said next hop
identifying a second virtual router,  wherein said
first virtual router corresponds to a first address
space different  from a second address space that
corresponds to the second virtual router; and
downloading the route to a forwarding table. 38. The
machine-readable medium of claim 37 wherein said next
hop is a logical  interface. 18 WO 2004/010654
PCT/US2003/020456 39. The machine-readable medium of
claim 37 wherein said next hop is the second virtual
router's identifier. 40. The machine-readable medium
of claim 37 further comprising said first virtual
router  exchanges routing information with said second
virtual router via said route. 41. The
machine-readable medium of claim37 further comprising
forwarding a packet  from said first virtual router to
said second virtual router in accordance with said
next hop  indicated in said forwarding table. 42. A
machine-readable medium that provides instructions,
which when executed by a set  of one or more
processors, cause said set of processors to perform
operations comprising:  associating a first virtual
router and a second virtual router to a virtual local
area  network (VLAN); and indicating in a routing
table a route from the first virtual router to the
second virtual  router via the VLAN. 43. The
machine-readable medium of claim 42 wherein said
associating comprises  generating a first logical
interface for the first virtual router that indicates
the VLAN and a  second logical interface for the
second virtual router that indicates the VLAN. 44. The
machine-readable medium of claim 43 wherein said first
and second virtual  routers exchange routing
information via the first and second logical
interfaces. 



45. The machine-readable medium of claim 42 further
comprising forwarding a packet to  the second virtual
router and a third virtual router from the first
virtual router in accordance  with an entry in the
first virtual router's forwarding table, which
indicates a first logical  interface as a next hop to
the VLAN. 46. The machine-readable medium of claim 45
wherein the packet is received by the  second virtual
router via a second logical interface and the third
virtual router receives the  19 WO 2004/010654
PCT/US2003/020456  packet via a third logical
interface, wherein said second logical interface
identifies the second  virtual router and the third
logical interface indicates the third virtual router.
20 


