WO 2006/ 111013 PC T/ CA2006/ 000606 METHOD AND SYSTEM FOR REMOTE SERVER
ADM NI STRATI ON [0001] The present invention relates to wireless

comuni cat {,@ng,dgM,¢es. and in particular to a nethod gnd.,s¥sk, (g})for
renote server admnistration froma wireless term nal deV| ce. F 02] The

nunber and variety of wireless termnal devices, such as nobile
t el ephones, personal conputers and PDAs with wreless comunication
capabilities, self service kiosks and two-way pagers is rapidly

i ncreasi ng. Soﬁéz\@@bea@oe&w@t bememm %ERMHA&MIE@&%QEV' ces increase
their utility. exa an application

which retri eV[esofq he rweafheent qmvanglengeelefteglttd @8re1@ssa PDA may include
an application th%;['llcat,lons Auser to sh og %I‘OCGI’I es. These software
appl i cations take advantage of -~ Wi rel eds %rtr‘iﬁ’e]c VPt 5P @&fa net wor k
(such as the ®¥fteérnEw) fPff'PtGr gderveroapriovidetrt pmelrynandiiusefasl services to
users. [0003J GaphicalevUser Interface (GQUJI) based server admnistration
tools provide user-friendly interfaces for a systemadm nistrator to

configure, mangad MALALecaNtha LLAUBL S SNOOL NATIOUS, SLINEL S, VEb-based
server admnistration i s becomng Increasingly popular ecause it

provides a contili Bht™RaY® I BRSSP nger efftitle SSBIFEFS avdnBifeneRth over a data
network (e.g. #ihelbst &I’ol‘ﬂ@ﬁr)lcat:fbn e@mbamsm& b4 bEadick Qﬂﬁzlkssﬁ{dver

For exarrpl e, the server can beé actesse ‘nmanage a convent i onal
browser i nter fHE&" élﬁdoao‘é?sﬁo‘if"’rléahllﬁér?% ale it Pehllcw Byveci al i zed
admi ni strat i ore:sobt svarenast lehghdreendt encidder g nalp1 i As ianr@sieht , the server

can be accessel%tq’@gves the weather for a range of cities, or a PDA may
include an application that allows a user to shop for
groceries. These software applications take advantage of
wireless connectivity to a data network (such as the
internet} in order to provide timely and useful services to

Users,

{0003] Graphical User Interface (GUI) based server
administration tools provide user-friendly interfaces for a
system administrator to configure, manage, monitor, and
trouble-shoot various servers. Web-based server
administration is becoming increasingly popular because it
provides a convenient way of enabling remote server
management over a data network (s.g. the Internet). In
comparison with traditional server administration tools, web
based administration offers varicus benefits. For example,
the server can be accessed and managed via a conventionzl
browser interface, and does not require installation of
specialized administration software on the “remote”
terminal. As a result, the server can be accessed and
managed from virtually any terminal having a connection to

the network. Additionally, web-based administration



managed fromvirtually any term nal having a connection to the network.
Addi tionally, web-based adm nistration WD 2006/ 1111013 PCT/ CA2006/ 000606 2

applicati ogg AR Wesk With enterprise servers through ,standand.ddypertext
Transfer Protocol WEH'I'TP) and Secure Hypertext Transfer I!’r'ot ocol HTTPS)

protocols. This sinplifies communications, and inproves security for 5
network/fi.rewal |l nmanagement, because no extra ports need to be opened and
managed t hrough the firewall. Encryption and basic authentication can be

provi ded by HTR3A FITGRARr 40618 vit RSPRRELIMBE YsearFbpal Y cupteb- based

adm ni strati on_ap| li«?%ti&nc software can be egsi\]i devel oped using well
known techni ques 10" And®EppiT cat6heddv eI St ‘Tool €9 ASTEfr esent ati ve
web- based sererbet Arstaiati Bretoyst éRfTRS)i breskerat edhin FIG 1. [ 0004]

As may be seensimpibtfEs domdint¥Piicak, Weh- hased.SeLuer;,adpi ni stration
applicati on, 2 can _conveni ef tl% be built using a |layered architecture,

i ncl udi ng web TAYEF 4, T8 Eer Ve 9PE A unP AT al? &t Fayerts ficthce

adm ni strati onPd ogfezd and narapayadrsahvens forewdny eknconponents (MSCs) 8

that are |inkaditostdi@nSales, adm fl SLEAM 4N, aNeFs Birfrer zbased
adm ni stration. 'Il'heawe_li Iaaer 121 is co%fi ureedb%s a %ﬁ{iTn %{&?gﬁ(?l%v\hi ch
i

exposes a ser VErPEEM T ¥t rACPORY i HERTPEES F B 10T AR TarEPHEPRETK 10 usi ng
st andar d hypersdfgxtrearark-p eabangdags opbl Ms)ing Aegy strenmadkinni Sidsat or usi ng
a renote pyowser . %n(cgum ASvelPheSXARP £ M{sgp%ggﬁt&t%gfw%%t Expl or er (TM

) can then access the server admnistration interface to performdesired
managenment f urEEGnSe VAT rBRPBETEOE I SHRYE O St HdukBEE g, I IPs el | known
inthe art, a layered structure of this type has an advantage in that it
enabl es separl8%bn &f tHe Entsenf e d and ser viaricad ishi-bé Fegit Ferver

administration application 2 can conveniently be built using
a layered architecture, including web layer 4, a server

15 administration layer 6 with administration logic, and
managed servers or server components (MSCs) B that are
linked to the server administration layer 6 for web-based
administration. The web layer 4 ig configured as a thin
ciient which exposes a server administration interface to

20 the data network 10 using standard hyper-text mark-up
language (HTML). A system administrator using a remote
browser 12 {such as, for example Migrosoft Internet
Explorer (TM) ) can then access the server administration
interface to perform desired management functions in respect

25  of any of the MSCs 8. As is well known in the art, a layered
structure of this type has an advantage in that it enables
separation of the interface and server administration
functionality, so that each layer can be independently
developed and maintained. Unlike a fat-client user

30 interface (Ul), such as is typically implemented in Java
Swing or Windows (Trademark) applications, coding in HTML
requires no knowledge of complicated application program

interface (API) or computer programming languages.



functionality, so that each | ayer can be independently devel oped and
mai ntai ned. Unlike a fat-client user 30 interface (Ul), such as is

typically t#ghﬁqgnﬁgd in Java Swing or Wndows (Tradegmykl,.abRhdcations,
coding in requires no know edge of conplicated application program

interface (APlI) or conputer programm ng | anguages. WO 2006/ 111013
PCT/ CA2006/ 000606 3 (0005] However, web-based server adm nistration tools
suffer froma nunber of shortcom ngs. For exanple, web-based applications

require a stahpgspet w@wé@e(rl NiLr Pelda COANSCEALR s, AddLY opakly, web based
adninistration tools with 5 sgphlstlcated HTM_ i nterfaces typlcally consune

significant aiolnt SE6F § &&BREcES, STEUER T HE I e dor y= T8 £ r 48RS on
bandwi dth. A ﬁmmﬁh&mlbnﬂnmabtnnalstﬁﬂatn@mbrb&sedenaﬁpl¢mﬁmton3zare based

on a "Pull"” technol gy, i %ew&@ddﬁnﬁmédﬂatw{ %o&f‘é%t§erver status
information) is downl oaded the renote termnal (browser) only in

response t 5“¢Pé??§§h@dé%ﬁhﬁﬂﬁef?%m?tﬁ%”FéHB&éo%%wﬁlﬁﬁrﬂff@ﬁéﬁ] As a
result of theSﬁwﬁaﬁi@ES%HMMEeﬁESSuﬁEEEhﬂﬁblyd&MICﬁﬁm&ﬁemkmplca||y

unsui t abl e for,weh;hased s gyggl @Qﬂk”bét agﬁgpweﬁqmgggtlcular W rel ess
networks tend to 15 suffer fromf ; nal attenuation) and tenporary

service inter¥EptFons t dué }E"b‘seldog% %of Pi‘gnafirronkichitmérfetdawi th the
mai nt enance ofia stabkesqetworde ftater nefgmeoniects aownldhaditiconal Iy,

Wi rel ess nﬁ)t \ADcrhlés At dUE liXa?%ﬁaE?v['sefrr chgll OW1 rtesg&%@ §§Ia0n bandwi dt h,

thereby limting e useful ness of 20 any plication which generates a

| ar ge anount oﬁeﬁFﬁﬁ"F?%ﬁ?@cf“¥MF%%éFWﬂﬁéLeﬁﬁ%@zmﬁreless term nal devices
| ack sufficient resources (principally nmenory, but also including
processor sped@PVend Bhe: sezeltsophiistsecitdtons ofwithiesdi splrapal

devices are typically unsuitable for web-based server
administration. In particular, wireless networks tend to

15 suffer from fade (signal attenuation) and tewporary service
interruptions {due to loss of signal), which interfere with
the maintenance of a stable network (internet) connection,.
Additionally, wireless networks frequently suffer from low
transmission bandwidth, thereby limiting the usefulness of

20 any applicaticn which generates a large amount of HITP
traffic. Furthermore, most wireless terminal devices lack
sufficient resources (principally memory, but alsc including
processor speed and the size/sophistication of the display
screen) to effectively utilize complex HTML pages operating

25 through a browser interface. Finally, the “Pull” technology
of web-based applications means that a server administrator
will only receive a system status update when they request
it. 7This implies that the administrator might not be timely
notified of a change in server status, which could be

3G critical in an emergency situation. It is possible to
mitigate this latter problem by designing the web-based

application 2 to continuocusly refresh the browser window,



screen) to effectively utilize conplex HTM. pages operating 25 through a
browser interface. Finally, the "Pull" technol ogy of web-based

appl i cati ops 2@@@,} hat a server administrator wll oply-[REEINE;Q System
status update en they request it. '"Phis inplies that t?ﬁe‘ adm ni strator

m ght not be tinmely notified of a change in server status, which could be
30 critical in an energency situation., It is possible to mtigate this
| atter problem by designing the web-based application 2 to continuously

refresh the browses: -WindewsedR-2006/ 114013 RG LGA2006L 006064 but this
i ncreases network ,trafglﬁéFand axes the bandw dth capacity of the wreless

networ k. [0007FPZCESr YRt O dS T4 "syst ems enabl ing remote server
adm nistration froma wireless termnal. device 5 renmains highly desirable.
SUMVARY [ 0008198 c or ¥f 3PPy 9ltvh etgihese mdi fASREP dhopl BFeF8BP  provi des

met hods and systefs auhichtexeeonerat Vieastssareniofa: &dhecabove- not ed

deficiencigs of the ggéhqr gLt .40.[0009] The present invention preferably
al so provi des ” “het hods® and systens for renote server administration froma

wirel ess term nal device. [0010] The objects of the invention are net by
the features @fpddie present invention defined in the appended independent
15 clainms. Optionat features of the invention are defined in the dependent
clai nms. [001119%Hus, 2P 4spEet bi® PRESPIFe SN PR ERET B1fpY ovi des a  net hod
for enabling mpepdiessesvernsadm aystaqat ylorhustangode deel@@nakodeviice of a

wi rel ess net wqpk e Ler Ral dewice 3P e hostegdy an appli cation
es

gat eway whi ch ena
10 [6009) The present invention preferably alsc provides
methods and systems for remote server adwinistration from a

wireless terminal device.

[6010} The objects of the inventicn are met by the features
of the present invention defined in the appended independent
15 ¢laimg. QOptional features of the iavention are defined in

the dependent claims.

{0011] Thus, an aspect of the present invention provides a
method for enabling remote server administration using a
terminal device of a wireless network. The terminal device

20 is hosted by an application gateway which enables
communications between the terminal device and back-end
regources of a data network. A wek service implementing
administration functionality for one or more managed server
components (MSCs) is deployed on the data network. a

25  plurality of server administration applications is then
installed on the terminal device. Each server
administration application is designed to access the web

service to provide a regpective server management function.



communi cati ons between the term nal device and back-end resources of a
data network. A web service inplenenting admnistration functionality for

one or nore _ server conponents (MSCs) is deplo O dat a
net wor k. A&Qg%%ﬂgﬁgiity of server adm nistration appli%g fg%g&gﬁuﬁhen

installed on the term nal device. Each server adm nistration application
is designed to access the web service.to provide a respective server
management function. WO 2006/ 111073 PCT/ CA2006/ 000606 5 BRI EF DESCRI PTI ON

OF THE DRAW NGR:EPGkbe bl Sdr iRl REn@Nd advant ages of the present

i nvention w | I become apparent fromthe fTollowng detailed description,
taken in conbﬂﬂﬁ?ﬁonFﬁf?ﬁrtﬁ%“ﬁﬁﬁ%ﬁﬁ@dm%mﬂF%ﬁFn@gf*FnPﬁﬁWEE: (0013] FIG 1
is a block di agram schemat beadidey appdngst riatoinnghe dotmientdegnaledveb- based

server admi ni sfration gystem (004 ELG, %149 BePiQrkadi agram _
schematically 1llTustratin conponents and operation of a representative

renote server Y88 2fni At strati on systemin accordance with an enbodi nent of
the present invention, [0015] It will be noted that throughout the appended
drawi ngs, |ikd0%ighat uFés. dr esiaddenaeti idedsiyr ikt etdrigneevshurerdl s. 15

DETAI LS [ 0016], Fhevd:esent «iPuentiion REpVHdes: Jethods samghsystenms for
renote server admnistration froma wireless term nal device. A

representati vqocﬁgﬁodipﬁr@ntz of 4@@o&}mggaqnsg&ma%é&rﬂyb@mg@kwmby way  of
exanple only, wth reference to 20 FI 2. [0017] Réferring to ' FIG 2, a
syst emin acc&oﬁﬁﬁ%@% frﬁi gperatlon of a represéntative remote seIver

10  administration system in accordance with an embodiment of

the present invention;

[0015] It will be noted that throughout the appended
drawings, like features are identified by like reference

numerals.

15 DETATILS
[0016] The present invention provides methods and systems
for remote server administration from a wireless terminal
device. A representative embodiment of the invention is
described below, by way of example only, with reference to
20 FIG. 2.

{0017] Referring to FIG. 2, a system in accordance with a
representative embodiment of the present invention generally
comprises an Application Gateway (AG) 14 coupled between a
wireless network 16 and the data network 10, such as for

25 example, the internet; a registyy 18; & server system 20
coupled to the data network 10 to enable remeote management;
and c¢ne or more wireless terminal devices 22 coupled to the

wireless network 16, and hosted by the AG 14.



representative enbodi nent of the present invention generally conprises an
Application Gateway (AG 14 coupled between a wreless network 16 and the
data network 10, such as for 25 exanple, the internet; a registry 18; a
server system 20 coupled to the data network 10 to enable renote
managenent; and one or nore wireless té&rmnal devices 22 coupled to the

w reless network 16, and hosted by the AG 14. 6 [0018] The AG 14 generally
operates to nedi ate nessage flows between the term' nal devices 22 and data

services accessi ble through the data network 1 h escri bed
in ApplichfPl81co-Pendihg n‘?‘?‘é%lr%fi@egp?’ﬁ?éﬁ g iLJI %g%ﬁgé g

2004/ 0215 n 0 9 94 me;ersemzstemd mtmmm be
co-resi de%?gwg %ef%%g&l %%% %%rm[ﬁg%%bee | ocated renotely fromthe AG 14 and

accessed am:aseheleattameg\mnklel@atg?em@r‘falqr3}< cddhpimt S8 P 1 es  registry
24 and an appli.catjqns _regi.str 26 The r W nt ai ns,
for each BEPRIFAEEYST EBP g ﬁ)eé)terp({ %pér o(‘ﬁﬁlgé)d PR VoL

i've e which contains
i nfor n?t' %b'l%@lttllfowsngaoseaczmoammz1catammanM4ewmmme termi nal device
22. The applications registry 26 contains information i dent| fy| ng

wirel ess applications that are available to the term nal 1\@ CES. 22, and
the addred$8d9e. gThenk¢eisaFYRSoulEEST C68% Pip SO TORESETSr “Padheds ve

back-end datg s %ljl:r(fn% %d/l%caé% SSY L Pfork h@hélaA@ D@ta\@cﬂka&@eéﬁl@ﬂ are

accessed eac | i'cat’i on 020] In general, the term nal _devices 22
can be anyief the Zﬁltw de twarnt leth0 of gsof tavhl ¢- corpE bbeeda wref £385devi ces

PDAs i 1 1 EAGHE1'G06 A T tiO RGBT (|0 S CEL T gorar B k] Dok, and
two-Way PagefiStAS 46 dldak®WEdR each terminal device 22, a
respective profile which contains information identifying
each application installed on the terminal device 22. The
applications registry 26 contains information identifying
wireless applications that are available to the terminal
15 devices 22, and the addresses (e.g. Universal Rescurces
Look-ups - URLs) of respective hack~end data sources and/or
web services of the data network 10 that are accessed by

each application.

[0020] In general, the terminal devices 22 can be any of a
20 wide variety of software-controlled wireless devices
including, but not limited to: mobile telephones; personal
computers and PDAs with wireless communication capabilities;
self service kiosks; and two-way pagers. As is well known in
the art, such devices generally comprise a Microprocessor
25 which operates under software control to provide the
functionality of the terminal device. As shown in FiG. 2,
the software is preferably designed on a layered model, in
which one or more wireless applications 28 control the
user's experience of the terminal device 22, and a runtime

30 environment (RE) 30 translates between the application



the art, such devices generally conprise a m croprocessor 25 which operates
under software control to provide the functionality of the term nal

devi ce. n,FIG 2, the software is preferabl
Iayer ed rm‘(’:‘f%%‘wdm%/\h ch one or nore wirel ess appli catllyonsﬂé'g(m@g(h"?r ol the

user's experience of the termnal device 22, and a runtinme 30 environnent
(RE) 30 transl ates between the application V\D 20(16/111 ol a PCTK;
A2006/ 000606 7 softvvare and the nativé machine-| anguage of the term nal

deVI ce 22 tO CO?F" 13T & an Lt}lgril;gl q(%le P(%iaC‘Ylllg'ee h%(E]LgaV\ar g% t%é“ terlnlmnl Cate \M t h
data services "d

| ayered software he mannér 1n which it
operates is kr@@mc‘&f rzén’F@ cApptPlcane’ ts’il@eﬂadeﬁ‘éﬁ”n?g’ Wridved= Staatles Pat ent

Publ i cations JNesuni2Q04/ 0215700 8pe 2004/ @320998er{dH@21{wsAs described in
Applicant's co- e{ldl g\ Lgtel ted States. &Eat ent _Publications Nos. 2004/0215700
and 2004/ 02209@ Sper at ORoT the AG 14 &RabI 68 ¥ Wirel 658" application 28
10 executi rig iAPPAL CaBY T e pledingeUpi efl oS GG AMTteAt PW L PRtAeBS servi ces 32

of fered throughst hevosdaias-net ey kodd.o2Thdsx. operation may, for exanple,
i ncludi ng accessing HTM. content, and downl oading files from back-end data

sources (not (ghewn) connechad tQ Ahe; tta ”@é‘l{ﬁgﬁ&n%%nm%doéé%‘% st0 15

reduce device resource requirenents, each wre E i cation 28 provides
User Interfacd®fery Hhnctd-onat ity 1P OBV AC FirSp oA QAP Wer i nput)
appropri at e t eogehericapahitlei ¢ es efartike 4)31E.t”ebsl$|saépﬁlal‘cﬁtftﬁbl zglevice 22. At

least a poytign O dne, ApRLLEALL 01001 & b8 SXRGHIEAODANGAC 14 20
itself, so that si gnaé a?)f%IeFe ween erm nal device 22 is

limted to dovifioads %‘étﬁhéﬁug}ﬁéf“é dca(SatII‘FéWPé}F n‘lonalﬂb}éw ce 22 for
| ocal st or age @Rbation may, for example, including accessing HTML

content, and downloading files from back-end data sources
{(not shown) connected to the data network 10. In order to
15 reduce device resource reguirements, each wireless
application 28 provides User Interface (UI) functionality
(for both display and user input} appropriate to the
capabilities of the particular terminal device 22. At least
a portion of the application logilc is executed on the AG 14
20 itself, so that signalling between the AG 14 and the
terminal device 22 is limited to downloading application
data to the terminal device 22 for local storage and
display, and uploading user inputs. The application logic
executing on the AG i4 communicates with the web service 32
25 or back-end data rescurce on the data network 10, in
response to the user inputs received from the terminal
device 22, to provide the functionality of wireless
application 2Z8. This arrangewent enables a user of the
terminal device 22 to access and use the web service's
30  functionality, but with reduced signalling traffic te/from
the terminal device 22 to thereby limit wireless network
bandwidth and device resource requirements. In addition, the

AG 14 is capable of implementing a generic



di spl ay, and upl oadi ng user inputs. The application |logic executing on the
AG 1.4 comunicates with the web service 32 25 or back-end data resource on

t he data work 10, in response to the user inputs re t he
t erm nal n‘éi@ ‘“é”é”é'? to provide the functionality of V\ﬁ(?]Z‘JI U('W(’/(T“&((B‘[nl i cation

28. This arrangenent enables a user of the term nal device 22 to access
and use the web service's 30 functionality, but with reduced signalling
traffic to/from the terminal. device 22 to thereby linit wreless network

bandw dt h and devi ce J.es urcg regw rements. In addition, the AG 14 is
capabl e of i npl-EREhtEHG" 4 Gehsrad NG 56667 {20 FRPPET AR (6 AO0TE116 8
subscri ption/ rn(ﬁtﬂlﬁﬁ%:aiult@ma‘ theticoms f omiapplhicatirenzaaha, that Ac resi des

outsi de the AGdeWdhed hirsoQh1:A0G0MRNYs N, AG LhupSUBSCI Begf 0 an event
source (that is, a conponent of a Web service or back-en data source

which is capabi®VeFe $*gRHar&ET rfi@tﬁo?‘?”fricﬁa‘fri%ﬁ BV EARED off behal f of a
wirel ess appliwcatreomg28eiinstatlcadeomea) ter penalt dewi eer22ss Thereafter,

the event Sourfgagenakal o8 ﬁ@@lal%%@dén aN954nI1599tae99c£\é%ntS to the AG 14 in
accordance with the subscription. fication Events are received by

the AG 1.0 14, "R&y 4re ﬁf%éé%’éteﬁot”&edé%?lﬁltﬁ% PHeSEWHscri ption(s) that
they are assoc:ﬁca;tléclcambh svands foor was ded14 ant heccatibest eden treem nal  devi ce(s)

22, using, forg Lﬁ;ggpgjt tmth(;\ p,]g(gjlflg okl ShLY. 24,10 gg tlf AE;e i nvol ved

term nal device(s) [0022] TIn't IlTustrated e
functionaltty of 5% ﬁéeAGOEEﬂS@ids tPéV—’é?é’g’é’& e éﬁhﬁ@%é@fﬁtsé swtver
admi ni strati ortrfuyomea a\m;cﬁ@]aess dienmaal raeskees 22. cid arpaddeacul ar, the that

server admini Sgerrglg.llxé).l.n dL*yPcC n?é i EXi f OI’ r&%ample, {he prcr)]fagled Server
conmponents ( MSCs)
reglstly 24 to identify the invelved terminal device(s) 22.
[0022] In the illustrated embodiment, this functionality of
15 the AG 14 is leveraged to enable remote server
administration from a wireless terminal device 22. 1In
particular, the that server administration functionality for
one or more managed servex components (MSCs) 8 is
implemented as an administration web service 34, which is
20 developed and deployed on the data network 10 uging
techniques well known in the art. One or more lightweight
server administration wireless applications (server admin.
applications) 36 are developed to implement server
management functions as desired. The server admin.
25 applications 36 can then be published and instaliled on the
AG 14 and one or more terminal devices 22 according to
actual gystem administration needs. Theresafter, the MSC's §
can be monitored and managed from the terminal devices 22 by

execution of the applicable server admin. application{s) 26,

3o [0023} In principle, all of the desired server management
functions could ke implemented within a single server admin.

application 36. However, this soclution would tend to



i npl emented as an adm nistration web service 34, which is 20 devel oped and
depl oyed on the data network 10 using techniques well known in the art.

One or ”Dr\%()'zk,(gm}’\ﬁ‘} ght server administration wrel esrs( ]a}p;\)}”h(g( ,Jupns
(server adm™n applications) 36 are developed to inple

managenent functions as desired. The server adm n. 25 appl | catl ons 36 can
then be published and installed on the AG 14 and one or nore term nal
devi ces 22 according to actual systen’admninistrati on needs Thereafter,

the MsC s 8 candbe m)nltored nd mana qlfcgtomth he rm %I ces 22 by
execution of tREY&pPprfcHisia* ’éaebrve]r éﬁrﬁg?ﬁ app |Ca‘f’| on(’é‘j [0023] In
principle, allraofetdieddeBireed teerverl Aenagen®hton Fluivet F'OF‘FSmC}@ﬂH d be

i mpl emented wi tnfawuaedSI NHc8r-$8IMEI adak rbrefapmlieca&' 813& sHowever, this
solution would _tend to WD 2 06/ 11101%PPC|I %2006/0 uce an

undesi rabl y | &ye* gl PLatFon, SSWRFt F 88U 1 HRE 1% nﬁ%“]bfc’ dkalngr ent

term nal devi gesv2&s0n vmacchm tsecarr beragavstial fuedtigkcend dismgly, it is

preferable to publish.a Rhukali tYaRhur S bpsaivetoadntfc;appl i cations,
each of which 5 provi des. a_specific server rrana%errent functl on and user

per i ssi ons, aFrY&e UGG UF S EFpr opr i &t €F8r°38 Epedi 'L St ype of terninal

device 22. In @mmem sicbrevaye beompd oy eat erlt skovest edeiit.he conpl ete set

of server adnif),,;apalbheatd Qns,:36. Wdhbn Ray9ervess Regi §Maﬁ 38 I N which
each 10 server adm n. application 36 is assocjated with inforpmation

i denti fyi ntf t FETEEMAN ST r SPPOF ARt tHi®ont H°SBetF 6 nEd oy  t4&E 1 ¥er ver  adni n.
appl i cati on 36idandi@iinberhet hémidisttavour funantdrors) t e toype{ &) ofact er m nal

devi ce(s) that,Gan, rin;the, server,admn: Appli ¢ation¢386,,,the Server

Regi stry 38 may be 15 associated wth the server 20 itself, or may be
mai nt ai ned and/or the typel(s} of terminal device{s) that can run the

gerver admin. application 36. The Server Registry 28 may be

15 associated with the server 20 itself, or may be maintained
as a back-end resource connected to the data network 10. In
either case, storing server admin. applications 36 within a
server registyy 38 in this manner allows server admin.
applications 36 to be selected for download from the Server

20 Registry 38 and installed on a terminal device 22 (and the
AG 14), on an *as-needed" basis. The deployment of multiple
such lightweight server admin. applications 36 enables a
system administrator to manage the MSCs 8 using any of &
variety of different terminal devices 22, by selecting,

25 downleoading and installing on each terminal device 22 those
servey admin. applications 36 having the appropriate

combination of functicnality, permissions and UI.

[0024] The solution of the present invention ocifers the
following advantages:
30 s gerver admin. applications 36 are lightweight and
efficient, both on the server 20 and terminal devices 22.
The present invention separates the invocation of

administration web services 34 from the resulting display



as a back-end resource connected to the data network 10. In either case,
storing server admn. applications 36 within a server registry 38 in this

manner al la%"&%%ﬁfqeadm n. applications 36 to be sel F@fﬁ?@g&@({ﬂn&?"\m' oad

fromthe Server gistry 38 and installed on a term ha ce 22 (and

the AG 14) , on an "as-needed" basis. The deploynment of nultiple such

| i ght wei ght server admi n. applications 36 enables a system adm nistrator

to nmanage the MBCs 8 using any of a vHtiety of different termnal devices

22, by selecting, 25 downl Qa%ivrilge% d | nstal lL’itlEg %% each term nal device 22
e app

those server adm n. “applications 36 Havi hg® r 0Pt IS8T “Eonbi nat i on of
functionality, pEWFssit@Rscand etrvef00P41iThetsol yuhonicoklithe ipr esent

i nvention of f er soififerefohk OWcNgo2AdvaNt AGES: ce30:r SELMEL Al N cappl i cations
36 are |ightwei gpatpkgndt e?_’fefji_Ci enté db th gn tr%e server_ 20 and term nal

devi ces 22. The present’ I nventi'dit “seParat €5t Rt 16 otat Potferate

adm ni strati on wWels SérntesestB4ohr ofpitheares Hetiveng rdbsplcay A 2006/ 111013
PCT/ CA2006/ 00060&wet0 on a terminal device 22. As a result, the "Wb
Services" inplenentation of server admnistration functionality is only

responsi ble for the actual server-side admnistration tasks; there is no
t

need for the Vieb SErVice 34 16 generate s’ t'158 th°r &88itati on, which saves

server resour cesPHERAsFEREP:. thh iddnpareitsdrenltimeeonyventitenal maeb- based

server admi ni stf@kipny, bheaddekusthal ed epbodi BBNL i Bk OV deS. A 0r e
f1exible, l'anced, and distributed soQ{ ution. The design 10 of a
PBR°t GO HEEHR 8 "t HKB TNy factors into

. Ve
conventional web-based adm fistYati
consi der at i on, St"{féiﬁ Banys dgatiqe into consideration, such as session

management, authentication and authorization, ete., which
increase the size and complexity of any *"complete" web-
based server administration toocl. The mokile server

15 soluticn of Fig. 2 enables a "complete" server
administration sclution through the use of multiple
special purpose server admin. applications 36, and
leverages the existing session management functionality of

the AG 14.

20 e With security wireless infrastructure support, secure
communications between the AG 14 and the terminal device
22 can be guaranteed., An end-to-end secure solution can
be obtained by placing the administration web service 34
behind a firewall {not shown), in a manner known in the

25 art.

* The wireless friendly “push” operation enabled by the
subscription/notificaticon function of the AG 14 means that
server admin. applications 36 can be esasily deployed to
automatically receive notifications and alerts of server

30 emergencies, which enables faster administration response

time. Thus, for example, a server admin. application 36



managenent, authentication and authorization, etc., which increase the
size and conplexity of any "conplete" web- based server adm nistration

tool. The %b;‘;)'(ic;]] (}er\%ver 15 solution of Fig. 2 enables g(.‘,;jggwiﬂ%g;g server
adm ni stration solution through the use of nmultiple specral purpose server

adm n. applications 36, and |everages the existing session nmanagenent
functionality of the AG 14. 20 Wth s%{:uri ty wireless infrastructure
support, secure conmmunications between the AG 14 and the term nal device

22 can be guaranieads) A0 Lnd-d0580A SeaLe, 0L LA gan, Be,optal ned by

pl acing the adm nistration web service 3 nd a i fewal [ (not shown),
in a manner knowrGiiAlEHeon25EAREe OfTRE® iGr &t es&R 19 EREIAS "spatPrioper ati on
enabl ed by the suhsetppichondmnatitdfdicat iorcianatien o tde:AGad nmeans that

server adm n. applicaiions, 30 Gan,he,casily deployed o ,automtical |y
receive notifications and alerts of server 30 ener genci es,” whi ch enabl es
faster adm i strigliedh eesponseveriafdic THeslifadicexa@npFe, cbaaser ver admi n.
gppl i cation 36 V\Q>ﬁ@@ﬁiﬂi:bioé.&nEQﬂeSéZQ@Q/OOQ%Qﬁanﬁejs }(Bﬁﬁﬁﬂy' ed on a term Eal
evice 22 can su ri.be.to a _notificati service of the AG 14. Using the
AG s generic su%%gsr thﬁ“c??\/ not irg?%va ni%gtnO %Eﬁcsﬁrgﬁélai Ty t%@é}lﬁ%ﬁnt hen
subscribes with the atriswbstrsnlbn "webler pPeid i34t iaaneseiiehatd of t he

server adm n. applicsati@ni1db:otaraht ai.nehenatifi eatdrensement satiel ated to any

changes (ipO any of .the_. I\/SSIg 8) that are relevant ta the server admn.
: A a&gllcat on T Pln% on _the geynina .dev1c8 22, h?
application 36. "Any subsequently T eceived notification‘eévents are

automati cal |y f ofsfecdeeRasy thheiSAG 14 tie thels@tver Gadavay 14 itself

(or a component therecf) a variation of the generic
subscription/notification functionality can be
implemented, in which changes that are relevant to the

15 server admin. application 36 are passed to the server
admin. application 36 without the generation and handling
of a notification event per se. The use of the
subscription/notification functionality of the AS 14 for
event handling ensures that the user of the server admin.

20 application 36 receives prompt notification of any changes

in MSC status.

{0025] The embodiment {s) of the invention described above
iz{are) intended to be exemplary only. The scope of the
inventicn is therefore intended to be limited solely by the

25  scope of the appended claims.



10 appli.cation 36 running on the term nal device 22. In cases where the
MSC 8 is the Application Gateway 14 itself (or a conponent thereof) a
variation of the generic subscription/notification functionality can be

i npl enented, in which charges that are relevant to the 15 server adm n.
application 36 are passed to the server admn. application 36 wi thout the
generation and handling of a notification event per se. The use of the
subscription/notification functionality of the AG 14 for event handling
ensures that the user of the server admli. 20 application 36 receives
pronpt notification of any changes in MSC status. (00251 The enbodi nent (s)
of the inveftleénsdescri bed above is(are) intended to be exenplary only.
The scope oﬁ t he igyﬁpkto&Ais %gerefore intq$ded to be limted solely by
the 25 scope of tHESapperded @PaiAg. T830 0 W LB L EATABPhBA BF¢ eMabl i ng
renot e adm ni strandon ofnonRe Gk rvARN ecRBNAged: SENVelr GOApeReRts.d8) of a
dat a network (10%h§fiQ% a term nal deyice (2%%#of a wreless 5 network
(16), wherein the Hod Eofprits8e "the 8 ps (oF: fr GvivdFRgeam applicati on
gateway $14) couphetwdk the) dahareebhwenk (d)odnbuhe swer ehess. et wor k
(16) and hostingo%he term nal device (22), the 10 application gateway (14)
bei ng adapted to nediate signalling between the term nal device (22) and a

plurality of web seswvi€asy (32,app4)catibhegdeddsy natMokuH10); £ &Nthe
installing a server %ﬂﬂkﬁ%&ﬁi@&koq18?péh§a%ﬁé”hi %%éssnnetwork (16}
and hosting the terminal device {(22), the
10 application gateway (14} being adapted to mediate
signalling between the terminal device (22) and a
plurality of web services (32, 34) of the data
network (10}; and
installing a server administration application (36) on
15 the terminal device (22) and the application
gateway (14), the server administration
application (36) being adapted to control a
generic runtime environment of the terminal device
(22) to interact with the application gateway
20 (14), via a portion of application logic of the
server administration application (36) being
executed on the application gateway (14), to
subscribe with a generic subscription/notification
functionality of the application gateway (14); the
25 application gateway (14) subsequently subscribing
with an administration web service (34), on behalf
of the server administraticn application {(36), to
obtain notification events related to any changes
that are relevant to the server administration
30 application (36), and to thereafter forwarding any
notification events received from the
administration web service (34) to the server

administration application (36) on the terminal



15 the term nal device (22) and the application gateway (14), the server
adm nistration application (36) being adapted to control a generic
runtime environnment of the termnal device (2-2) To interact with the
application gateway 20 (14), via a portion of application |ogic of the
server admnistration application (36) being executed on the application
gateway (14), to subscribe with a generic subscription/notification
functionality of the application gateway (14); the 25 application gateway
(14) subsequently subscribing wth an adm nistration web service (34), on
behal f of the server adm nistration application (36), to obtain

notification events r \g;%g(998an¥0cggng§qimggﬁ; r%v&?lexapéggecghe server

admi ni stration 30 application (36), and to tHereafter "tor war di an
notification events r&eiaredaehpgrmehe f@@mﬂmnsKﬁhwmensmﬁbeserV|ce (34) to

the server adm nistiatlon anskieatlon (96),00 the Leril nal, 43, device

(22), so as to thereby provide a respective nmanag eneﬁ?jfunctlon of
the server adninistratdron lappl itcation té%ﬁrqmtdheredu@edalsdgwmﬁé| ng
traffic to/fromthe tgg nal device 5 (22). 2. Amethod as clained in claim
1, wherein the step o |nstaII|ng a server admnistration application (36)
conprises the steps of: 10 accessing a first plurality of server

ol Tty 2o Pn o P RPLEERbL O (Ainc8R G BRI DL Nehbe o cbLr o)

plurality of applications havi
installing a server administration application (36)

comprises the steps of:

10 accessing a first plurality of server administration
applications {38}, each application within the
first plurality of applications having a
respective predetermined server management
function and User Interface;

15 selecting, from the first plurality of applications, a
second plurality of applications, each application
within the second plurality of applications having
a User Interface that matches a capability of the
terminal device; and

20 installing at least one application from the second

plurality of applications on the terminal device.

3. A method as claimed in claim 1 or claim 2, wherein a
plurality of server administration applications (36)

25 are installed on the terminal device.

4, A method as claimed in claim 3, wherein each server
administration application (36) provides a respective
speclfic server administration function.

30

5. & method as claimed in any one of claims 1 to 4,

wherein the server administration application (36)

comprises:



respective predeterm ned server managenent

function and User Interface;

15

selecting, fromthe first plurality of applications, a second plurality of

appl i cations,
having a User

each application

within the second plurality of applications
~ Interface that matches a capability of the term nal device;
and 20 installing at |east one application fromthe second plurality of

applications on the termnal device. 3. A nethod as clainmed in claim1l or

claim2, wherein a plurality of server adm nistration applications (36)
are installed on the term nal device. 414A nethod as clained in claim3,
adm ni stration application (36) provides a respective
specific server adm aspstiatiiam flugdti part 36h oA deichaedoasos! aidred in any
i.n the server adm nistration application (36)

wherein each server

one of clains 1 to 4

) er :
conprises: 19 an apptitcatifon Todi¢®porii on for execution on the
appl i cati on gat enayjysar usere i ficer Hace ipar féon fatumxecdhi 0ne O tdiaztier mi nal
device; 5 wherein the,user interface portion is adapted to display
application data r eceiVed ¥r om t he application logic portion, and to send
user inpbits to theesappliwatiord agiterpeass st and isharabRetihes appl i cation

| ogic portion is resqgnsive to

10 t&
interface portion to it eadPRliFRHEAR Latd i

io0
15 6.
20
25

7.
30

Fatior FREpThe

application logic portiocn, and to send user inputs
to the application logic portion; and

wherein the application logic portion is responsive to
the user inputs received from the user interface
portion to interact with the administration web
service to implement the respective server

management function.

A method as claimed in claim 5, wherein the step of

installing the server administration application (36)

on the terminal device comprises steps of:

downloading the user interface portion to the terminal
device;

registering the downloaded user interface portion and
the application logic portion on the application
gateway, such that launching the downloaded user
interface portion on the terminal device triggers
aexecution c¢f the application logic portion on the

application gateway.

A method as claimed in any one of claims 1 to 6,
wherein the administration web service (34) comprises
an event source component designed to generate a
notification event indicative of a predetermined
change, and wherein the method further comprises a
step of subscribing & server administration

application 1installed on the terminal device with a

t he user igggts received fromthe user

25



service to inplenment the respective server managenent function. 15 6. A
nmethod as clainmed in claim5, wherein the step of installing the server
adm ni stration application (36) on the term nal device conprises steps of:
downl oadi ng the user interface portion to the termnal. device; 20

regi stering the downl oaded user interface portion and the application

| ogic portion on the application gateway, such that |aunching the

downl oaded user interface portion on the term nal device triggers
execution of the application logic portiiébn on the 25 application gateway.
7. A nethod as clainmed in any one of clainms 1. to 6, wherein the

admi ni stration webuisefMipea on3hptCENPEL 86§ 1@k 8VaNt rSeHE CeLsoPAnent
designed to generate a 30 notification event indicative of a predeterm ned

change, and wher e? A*$HE metivGd thaft hRR 2pdrGadeéoragaseepy of L &ubscri bing a
server adm ni stratporcappld.cation i.nstalled on the termnal. device with
a 15 subscription/notification function of the application gateway, such
that the applicat? O Gat¥ndy ‘P14e Bperatste odubser pBein ¢ hrationevent

source of the adm ni sidiatde@Rice WER) sesVi&a (34 hokQrkecei¥e NAtdfd,cation
events; subsequently receive notification events fromthe event source;

process recei ved hotiFIUERtilon t6FEATE boti HigmGiOp eNsNEFi EBPT Ofhevent s t hat
are relevant to the &rgervaikcadm nistration application (36); and

process received notification events to identify
notification events that are relevant to the
10 server administration application (36); and
forward each identified notification event to the

server administration application (36).

8. A system for remote administration of one or more
15 managed server components (8) of a data network (10),
the system comprising a terminal device (22) of a
wireless network (16) and an application gateway (14)
coupled to the data network {(10) and the wireless
network (16) and hosting the terminal device (27, the
20 application gateway (14) being adapted to mediate
signalling between the terminal device (22) and a
plurality of web services {32, 34) of the data network
(10), wherein:
a server administration application (36) is installed
25 on the terminal device (22) and the application
gateway {(14), the server administration
application (36) being adapted to control a
generic runtime environment cof the terminal device
(22) to interact with the application gateway
30 {14), via a portion of application logic of the
server administration application (36) being
executed on the application gateway (14), to

subscribe with a generic subscription/notification



forward each identified notification event to the server adm nistration
application (36). 8. A systemfor renote admnistration of one or nore 15
managed server conponents (8) of a data network (10), the system
conprising a termnal device (22) of a wreless network (16) and an
application gateway (14) coupled to the data network (10) and the w rel ess
network (16) and hosting the term nal device (2Z), the 20 application
gateway (14) being adapted to nediate signalling between the term nal
device (22) and a plurality of web serwisces (32, 34) of the data network
(10), wherein: a server admnistration application (36) is installed 25 on
the termnal device (22canhdine appl Laathom; gatieway cidl, (D) senyer
adm ni stration application (36) being adapted to control a generic
runtime environnent ofPEheCatdti ralcedeyi ¢b1) (2B)sacpeintt gr agbsof thirtche
application gateway 3Qi{d4n MrdndsRPhtlON ofy aRpljicatian, | ogi c, of, the
server adm nistration application (36) being executed on t he application
gateway (14), to subStriibe sfinvi¢racgenstfersiubycroptliionthoti (36) cataion 16
functionaglity of the gpplicfaldQn; y ; ppl.i [ . eway
(14) subsequently subscribing w %%Egﬁﬁaﬁénéﬁ%sst%e}alﬁtgg \%Le)bgg rgtﬁ%rgf%%@, on
behal f of the servert&hiHiSticdeiventappl teat o (360 mindssrabiain
notification events r f €0 ;0,2 hapggs, .t r@ el t server
adm ni stration appl i%%}?j on (36) ?%gﬁd ?ggt th%rg%ﬁe%r&fegr \Iﬁg}ég?%%{g%y%ey
notification events retket Vel FodmevEats received from the

administration web service (34) to the server

10 administration application (36) on the terminal
device (22), so as to thereby provide a respective
server management function of the server
administration application (36) with reduced

signalling traffic to/from the terminal device
15 (22) .

9. A system as claimed in claim 8, wherein a plurality of
server administration applications {(36) are installed

on the #erminal device.

20
10. A system as claimed in claim 9, wherein each server
administration application (36) provides a respective
specific server administration function.

25 11, A system as claimed in any one of claims 8 to 10,
wherein the server administration application (36)
compriLses:
an application logic portion registered on the
application gateway (14);

30 a user interface portion installed on the terminal

device (22);
wherein the user interface portion is adapted to

display application data received from the



‘adm ni stration web service (34) to.the server 10 admi nistration application
(36) on the termnal device (22), so as to thereby provide a respective
server nmanagenent function of the server adninistration application (36)
with reduced signalling traffic to/fromthe term nal device 15 (22). 9. A
systemas clained in claim@8, wherein a plurality of server adm nistration
applications (36) are installed on the termnal device. 20 10. A system as
claimed in claim9, wherein each server admnistration application (36)
provi des a respective specific server ddmnistration function. 25 11. A
systemas clained in any one of clains 8 to 10, wherein the server

admi ni strati on applicaﬁ@lﬂtdﬁﬂ@h 1@@H§rb53§lo@ﬁeﬁﬂphkﬁ%kh@nuEQgiQnﬁEﬁéiOn
regi stered on the atlon atema 30 a user interface portion
installed on the ter §a€2?¥ 9&%&6ﬁ9¥94ﬂ9 ‘u$ef interface portion

is adapted to dlSpb&y;@p@hiQﬁkﬂQﬂﬂdaba i@@ﬁ&w&&kﬁﬂdwﬂﬂéh%eéﬁonépaéHﬁ?t'0”
| ogi c portion, and to_send user inputs to the application [ogic portion;

and wherein the appl|E%?|%ﬁ?ﬂ(ﬁﬁﬂ?tﬁoFFF%hV?% TSI veeroinghefaser i nputs

recei vedSfrom the usepoint@r fracenbepabti ONcK O HdtRIAGE sWirkB i bR yen

adm nistration web service to inplenent the respective server nmanagenent
functi on. service to implement the respective server

management function.



