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DATA TRANSM TTI NG APPARATUS, RECEI VI NG APPARATUS, AND DATA TRANSNISSI&N AND
- RECEPTI ON SYSTEM BACKGROUND OF THE | NVENTI.ON Fiel d of the Invention The P& <
-invention relates to a data transmitting apparatus, a recei ving apparat us,
and a data 5 transm ssion and recgption systemfor recording digital
data which is transmtted via, for exanple, a digital satellite
br oadcast i nAEht BRANSNBFRENG ARRARATUSc REGET\GING fARBARATEISH ANDADATA
Recently, a digital broggansiiiBEIONSARS REEEPPTON sY&FRMSM tting nultinedia
data such as inmage signal, audio signal, and the like by using a
conmuni cation satellite has bee lcal use. The
i nvention can be applied to su © = d' t .ystenl Fi g. Tﬁe
shows an outli ne t ¥R roadcasti ng system
transm ssi on side TidAd P £a fkégﬁéiléhp of an up-link station, a program

provi der, and a managerrent BYSt#i%ention relates to a data transmitting

apparatus, a receiving apparatus, and a data

5 transmission and reception system for recording digital
data which is transmitted via, for example, a digital
satellite broadcasting onto a storage medium. -

Description of the Related Art

Recently, a digital broadcasting system for
10 transmitting multimedia data such as image signal,
audio signal, and the like by using a communication
satellite has been being put inté practical use. The
invention can be applied to such a digital broadcasting
system. Fig. 4 shows an outline of a typical digital
15 broadcasting system. The transmission side of a
program is made up of an up-link station, a program
provider, and a management system.
Video and audio data from a program provider
101 is supplied to an encoder and multiplexer 103 of
20 the MPEG (Moving Pictures Expert Group) 2 of an up-link
station 102. 1In the MPEG 2 encoder and multiplexer
103, the video and audio data is compressed and the
compressed video and audio data is stored in a packet
of a length of 188 bytes. A plurality of progéams and
25 the péckets of the respective corresponding video and
audio data are multiplexed, so that a transport packet

of the MPEG2 is formed. A transpdrt stream is formed
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Vi.-deo and audio data froma program provider 101 is supplied to an encoder
“and mul tiplexer 103 of 20 . the MPEG (Moving. Pictures Expert Goup) 2 of
an up-link station 102. In the MPEG 2 encoder and nultipl exer 103, the
video and audio data is conpressed and the conpressed video and audi o data
Is stored in a packet of a length of 188 bytes. A plurality of progranms and
25 t he packets of the respective 2orrespondi ng video and audi o data
are multiplexed, so that a transport packet of the MPEQ is forned. A

transport stream iy foorseRies of byarmspfid @ackbthl aNBROItundREKRlES. The
nunber of transport streams corresponds to the number of transponders
installed in the coranspoct sbreaed addndespohlls MPEGRe tmumitsyyoolf streami s
supplied to a 5 transm ssjon system 104. In the transm ssion system
transponders installed in the communication satellite.

The MPEGZ transport stream is supplied to a

5 transmission system 104. 1In the transmission system
104, processes such as scrambling process of every
packet, error correction encoding of every packet,
modulation, and the like are executed and a modulation
output is supplied to a transmitting antenna 105. The

10 scrambling process is necessary to realize a
conditional access which is used to control about the
permission or inhibition of the monitoring every
viewer. 1In the scrambling process, for example, a
contract of a pay-per-view in which only a certain

15 program is monitored with a toll every time can be
made. A key to descramble is supplied from a key
management system 106 to the MPEG2 encoder and
multiplexer 103 and has been inserted as one of the
packets into the transport stream in a manner similar

20 to the video and audio information.

An integrated management of the MPEG2 packets
is performed by a program management system 107. The
program management system 107 and key management system
106 are unified, thereby éncrypting the key to

25 descramble. Further, in a customer management system

108, items regarding a monitor contract or the like are

managed. Viewer information is transmitted and



104, processes such as scranbling process of every packet, error correction
: encodi ng of every packet, nodul ation, and the |ike are executed and a

nodul ation output is supplied to a transmtting antenna 105. The 10
scranbling process is necessary to realize a conditional access which is
used to control about the permi ssion or inhibition of the nonitoring every
viewer. In the scrambling process, foriexanple,-a contract of a
pay-per-view in which only a certain 15 programis nonitored with a

toll every tinme c . . 0 descranble is supplied from.a_key
rranagerren%/ systemaﬁ'%(g&t‘;ﬁﬁjgt@s yte%c%‘ﬁsetroné?rfdm%&ﬁ??rﬁ?‘gge?ysl gﬁ‘& FB8 been
inserted as one ofpddle JAGKR! 9k 12 4 'ANRPbheSIEREM 9. @ mManner

simlar 20 to the video and audi o information. An integrated

managenent of the MPER packebsoasdcpef iy Rdiiby waver ogimdRimRIgerBat system
107. The program managenent system 107 and key managenent system 106 are
uni fied, thereby ecthe yeinsgithéngesnitenna 105 through a communication

) satellite 110 is received by a receiving antenna 111 at
each home. A receiver 112 is connected to the
receiving antenna 111. The receiver 112 is constructed
by a tuner for designating a receiving transponder, a
dgmodulating unit, a desérambling unit for

10 descrambling, a demultiplexer for designating a packet
to be separated, a video decoding unit, an audio
decoding unit, and the like. The decoded video and
audio signals are supplied to a television receiver
113.

15 A key for descrambling is encrypted and
transmitted as concerned information together with
video and audio signals. The key to decrypt the
encryption has been stored in an IC card 114 inserted
in the receiver 112. Which program can be descrambled

20 can be controlled from the transmission side on the
basis of contract-information of each reception system.
The receiver having a conditional accessing function is
usually called an IRD (Integrated Receiver/Decoder).

The above digital satellite broadcasting

25 system is not limited to an application field such that

a television broadcasting is merely monitored but can

be also used as a transmission system of digital data



25 descranble. Further, in a custonmer nenagenent.system 108, itens

- regarding a nonitor contract or the |like are managed. Viewer information is
transmtted and 3 received betweem the custonmer nmanagenent system and

the honme of the viewer via a tel ephone Iine 109. A broadcasting radi o wave

transmitted fromthe transmtting antenna 105 through a comunication 5

satellite 110 is received by a receivifijg antenna 111 at each hone. A .

receiver 112 is connected to the receiving antenna 111. The receiver 112 is

constructed by a igfer 160ge deshanal hgcai Mg o F anapendsr
denodul ating unit, a desq?gnﬁféngqﬁzgg 8r910 sdescranb_?ng?ﬁéi _
demul ti pl exer for réesigsatonNotie RAGKRE1! 92 b1 BRRA T RAcadt Yh§e@alaeRA NY

unit, an audi o decoding unit, and the |ike. The decoded vi deo and
a function as a receiving apparatus of digital data
such as video and audio data, data for a computer, or
5 the 1like. |
As one of using methods of the digital
satellite broadcasting, there is considered a method
whereby by combining a receiver and a recording medium
of a large capacity, a large quantity of reception data
10 can be accumulated. For example, the reception data is
recorded at night when a transmitting line is
relatively free, and a desired portion is reproduced
from the recorded data later. As a recording medium of
a large capacity, a digital VCR, a hard disk, an
15 -optical disk, a semiconductor memory, or the like can
be used.
In the digital satellite broadcasting,
although a form in which a monitor contract is made on
a channel unit basis, a form (pay-per-view) in which a
20 fee of only the monitored programs is paid, and the
like exist, it is-generally a toll broadcasting and the
conditional acceés is used. Therefore, according to
the method whereby reception data has previously been
stored in éhe memory of the large capacity and_ the
25 desired program is reproduced later, it is irrational
that all of the programs which are stored are charged.

The programs which were selectively read out from the



audi o signals.are supplied to a television receiver 113. 15

A key for descranbling is encrypted and transmtted as concerned

i nformati on together with video and audi o signals. The key to decrypt the
encryption has been stored in an IC card 114 inserted in the receiver 112.
Whi ch program can be descranbl ed 20 can be controlled fromthe
transm ssion side on the basis of contract-information of each reception
system The receiver having a conditional accessing function is usually

called an I RD (I nt e@nfr§d aRECHE VE/dPRGRUREN. aFBEC digital satellite

br oadcasting 25 systemis not Iimted to an application field such
that a tel evision broadcasti nge imsomittoal yomonol oiedthrittaldn breadkbastitsged as
a transm ssion systemof digital data 4

system is performed by a scramble authorization system.
In this system, individual information (EMM:

5 Entitlement Management Message) that was formed on the
transmission side and is peculiar to the receiving
terminal is sent to the viewer. On the receiving
terminal, the EMM of the same ID as the own ID is
decrypted, and a work key is fetched into the IC card.

10 The key to decode the EMM is a key which ié individual
for each receiving terminal and has previously been
stored in the IC card. Further, a contracted channel
ID and a contract type {(temporary contract, pay-per-
view, or the like) in addition to the work key are

15 included in the EMM. ‘

When a program is monitored, common
information (ECM: Entitlement Control Message) which is
accompanied with the program and is common for the
receiving terminals is fetched into the IC card. If

20 the work key corresponding to this channel has |
previously been stored, a descrambling is performed and
can be monitored. The EMM and the common information
(hereinafter, referred to as an ECM) are transmitted in
a form of the packet of the transport stream of the

25 MPEG2 in a manner similar to the video and audio data.
In case of the pay-per-view, the monitor information is

periodically up-loaded through the telephone line.



of a large capacity by many channels. That is, the receiver of the digital
satellite broadcasting can have a function as a receiving apparatus of
digital data such as video and audi 6 data, data for a conputer, or 5

the like. As one of using nethods of the digital satellite broadcasting,
there is considered a nethod whereby by conbining a receiver and a
recordi ng nmediumof a |large capacity, @ |large quantity of reception data 10
can be accumul ated. For exanple, the reception data is recorded at night

when a transmtting |ine isxd;[ ?H%t if\é%éoiﬁgsetoﬂ‘%z%a EiEEEH%P%é ; ia]%
reproduced fromthe recorde ata latér. a recording nedi of 'a lTarge
capacity, a digitaheVeR méthtisd off $6al2Pid® a methRMl hakeBV Skhe a
sem conductor nenory, or the like can be used. In the digital satellite
broadcasti ng, alt meaghding oradilum URbche acapacity meadtriyfcis i contridednoa
channel unit basis, a form (pay-per-view) in which a

the receiver and a desi;ed one of the programs stored

5 in the recording medium is selectively reproduced and

only the reproduced program is charged, a method of

recording the EMM and ECM as. well to the recording

medium is also considered. The video and audio data of

a plurality of programs are recorded in a scrambled

10 state (form of the packet) on the recording medium, the
video and audio data which was selectively reproduced
is descrambled by the system of the receiver, and is
further decoded. 1In order to enable the descrambling,
the EMM and ECM are recorded to the recording medium.

15 . However, a time lag exists between the timing
when recording the reception data to the recording
medium and the timing when reproducing it later. There
is a possibility such that the EMM which is individual
for each receiving terminal is changed due to a change

20 or the like in contract. Thus, according to the system
for recording the-EMM at that time point together with
the data of the program, there occurs a fear such that
the reliability of the conditional access is
deteriorated. For example, upon recording, although

25 the customer which is instructed in the EMM has a right

corresponding to the rank of the recorded program, at

the time of point of reproduction, even if the right



20 fee of only the nonitored prograns is paid, and the |ike exist, it
"is generally a toll broadcasting and the conditional access is used.
Therefore, according to the nethod whereby reception data has previously
been stored in the nmenory of the |arge capacity and the 25 desired
programis reproduced later, it is irrational that all of the prograns

whi ch are stored are charged. The progrfans which were sel ectively read out
fromthe S menory and were reproduced are charged. The nonitor control

in the tol | broadcast t f 0 th t
Systom In thi s sy RREfFRAY TN SOrPUPRER oo TG LepSR PP tHeen; |
Management Message), b t@a&twem”ﬁ% gﬁﬁtﬂely LSS of) @e ﬁﬁ«recelh\” g

peculiar to the receiving termna nt to t he vi ewer.
has already been recorded. In an extreme case, a

situation such that the right which was validated by
5 the latest EMM is invalidated by the reproduced old EMM

also occurs.

OBJECTS AND SUMMARY OF THE INVENTION

It is, therefore, an object of the in&ention,
10 to provide a data transmitting apparatus, a receiving
apparatus, and a data transmission and reception system
which can prevent a situation such that the reliability
of a conditional access is deteriorated by controlling
the reproduction of recorded data by latest individual
15 information.

According to the invention, to solve the
foregoing problems, there is provided a data -
transmitting apparatus for transmitting multiplexed
digital data, characterized by comprising:

20 means for encrypting a plurality of
information data; -

means for transmitting first control data
which is used to decrypt the encryption and is common
to receiving terminals and second control data which is

25 used to decrypt the encryption and is individual for
the receiving terminals together with the plurality of

encrypted information data; and

This Sheet Has Been Re laced
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termnal, the EMM of the sane ID as the own ID is decrypted, and a work key
is fetched into the I1C card. 10 The key to decode the EMMis a key
which is individual for each receiving term nal and has previously been
stored in the I1C card. Further, a contracted channel ID and a contract type
(tenporary contract, pay-per- view, or the like) in addition to the work
key are 15 included in the EMM \hen a programis nonitored, common
information (ECM Entitlenment Control Message) which is acconpanied with
the programand is common for the receiving termnals is fetched into the
IC card. |If 20 t he woRkake\EUWorassenlrHRd t 2 tninecersnnEl thas
previ ously been stored, a descranbl.i.n g% gg%éorned and can he nonitored.

n

The EMM and the cIEh eVt HRGeR T R LAy et qatd 8g%athen Ec) are
pens Lo 2 S bpEaetigieth WiEal seberotie sATIE) P, 20
pay- per-vi ew, thee&%@&b@édiiﬁfﬁﬂﬁﬁﬂﬂaﬁ bWata was transmitted.

5 According to the invention, there is also
provided a data receiving apparatus for receiving
multiplexed digital data, characterized in that

a plurality of encrypted information data,
first control data which is used to decrypt the

10 encryption and is common to receiving terminals, and
second control data which is used to decrypt the
encryption and is individual for the receiving
terminals are included in a reception signal,

and the apparatus comprises:

15 a recording medium for recording the
plurality of encrypted information data and the first
control data;

managing means for instructing a recording
position of each of the plurality of information data

20 on the recording medium;

means for reproducing desired information
data and the first control data from the recording
medium with reference to the managing means; and

means for decrypting the reproduced -

25 information data by using the reproduced first control
data and the present second control data received.

According to the invention, there is further

This Sheet Has Been Replaced
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periodically up-loaded through the tel ephone |ine. 6 In the foregoing
toll broadcasting system as one of rethods of realizing a nethod whereby
the recording medi um (| arge capacity nenory) is conbined to the receiver
and a desired one of the programs stored 5 in the recording mediumis
sel ectively reproduced and only the reproduced programis charged, a nethod
of recording the EMM and ECM as wel | ? the recording nediumis al so

consi dered. The video and audi o data o
recorded in a scr
nmedi um the video and audi o data which was sel ective

a plurality of prograns are

kededOa data ﬁ:tr%tn%mgsgighoénci he ?%KGB)SQ&érbeerecord' ng

y reproduced iIs

descranbl ed by therayshestdig g vipdekear digdehl ddtar bhar réesosiaty the or der
to enabl e the descranbling, the EMM and ECM are recorded to the recording

nmedi um

10

15

" 20

25

multiplexed digital data, characterized in that

an apparatus on the transmission side
comprises:

means for encrypting a plurality of
information data; and

means for transmitting first control data
which is used to decrypt and is common to receiving
terminals and second control data which is used to
decrypt and is individual for the receivin§ terminals
together with the plurality of encrypted information
data,

and an apparatus on the reception side
comprises:

a recording medium for recording the
plurality of encrypted information data and the first
control data,

managing means for instructing a recording
position of each of the plurality of information data
on the recording medium;

means for reproducing desired information
data and the first control data from the recording
medium with reference to the managing means; and

means for decrypting the reproduced
information data by using the reproduced first control

data and the present second control data received.
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15 However, a _tinme |lag exists between the timng when

: recordlng the reception data to the recording nediumand the timng when
reproducing it later. There is a possibility such that the EMM which is

i ndi vidual for each receiving termnal is changed due to a change 20

or the like in contract. Thus, according to the systemfor recording the
EMM at that tinme point together wth the data of the program there occurs
a fear such that the reliability of t hd%conditi onal access is deteriorated.

For example, upon fecording, cééx{}dl?t%glﬂo2§he ggﬁtag%tiﬁéogg%ﬁm&%]he recor ded

instructed in the EMM has a ri rrespon

program at the tigme th@@tmn,ofsﬂn%er eﬂec&aﬁm fo@é/%t'rfle%klﬁ?ré ght has
al ready been terminated due to the elapse of the validity term the right

is authorised on plerEMitwho£ hinfasmakieadyatreaemd eter dedond ncat 4t r ene
case, a situation such that the right which was validated by the |atest EMM
i s invalidated bydata EMM are transmitted, the plurality of information
5 data can be easily retrieved on the reception side.
Since the encryption is decrypted by the lateést EMM on
the reception side, the reliability of the conditional
access is not deteriorated. 1In the receiving
apperatus, the plurality of information data received
10 and the first control data ECM are recorded to the
recording medium and the reproduced first control data
ECM and the received second control data EMM are used
to decrypt the information data which was selectively
reproduced, so that the deterioration of the
15 reliability of the conditional access can be prevented.
The above, and other, objects, features and
advantage of the present invention will become readily
apparent from the following detailed description

thereof which is to be read in connection with the

20 accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing a
construction of an embodiment of the invention;
25 Fig. 2 is a block diagram showing a
construction mainly about the monitor control in the

embodiment of the invention;

This Sheet Has Been Replaced

A




5 the reproduced old EMM al so occurs. OBJECTS AND SUMVARY OF THE
INVENTION It is therefore an object of the invention to provide a data
transmtting apparatus a receiving apparatus, and a data transm ssion and
reception systemwhich can prevent a situation such that the reliability of
a conditional access is deteriorated 10 by controlling the reproduction
of recorded data by latest individual [pnformation. According to the

i nvention, to address or at |east alleviate the foregoing problens, there
is provided a data transm tgjigngappas al USed i d BAGFLA EOP &RplildiRliaged
digital data, the apparatus conprising: neans for éncrypting a plurality of
i nformation data; tA® retrievingBaperdPiod 'ANYAd lemBdibht SRitthedl urality of
i nformation data, first control data which is used to decrypt said
encryption and i siswemiprt;o andcei ving terminals and second control data
which is used to decrypt said encryption and is individual for each of said
receiving termnals; and nédfs fotSta sEmnaticydigpran shewing @ality of
encrypted information, data has 20 been transmtted, .retrieval data by

whi ch user % nf or nBEF OIS Aiafl RYPEERE HECid e RO GEAE B8 INFEAT 1y of

I nformati on data may be displayed, and further second control data to all ow
decryption of said plurality of encrypted information data. The invention

al so provides a dpiea¥Eeipeistd 2PPal abdw! STH IPRESFERRYD NBMBODIMENTS

An embodiment of the invention will now be
described hereinbelow with reference to the drawings. ’
10 Fig. 1 is a block diagram showing the embodiment. A
receiving antenna shown at 1 receives a radio wave from
a communication satellite (or broadcasting satellite).
A converter associated with the antenna 1 down-converts
the reception signal into a first IF (intermediate
15 frequency) signal of a predetermined frequency and
generates to a tuner 2.
In the tuner 2, a receiving channel (namely,
receiving transponder) set by the user is selected and
a second IF signal is formed. The second IF signal is
20 supplied to a demodulating unit 3 and, for example, a
QPSK is demodulated. A demodulation output from the
demodulating unit 3 is supplied to an error correctiﬁg
unit 4. The error correcting unit 4 corrects errors
occurring during the transmission by an error
25 correction code such as a Reed Solomon code. An output
({transport stream) of the error correcting unit 4 is

supplied to a descrambling unit 5. In the descrambling
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mul tipl exed digital data, 25 wherein a plurality of encrypted
information data, first control data which is used to decrypt said
encryption and is commbn to receivinng termnals, and second control data
which is used to decrypt said encryption and is individual for each of said
receiving termnals are included in a reception signal; and said apparatus
conpri ses; 8 receiving neans for receiving said reception signal; a
recordi ng medi um recordi ng nmeans for ugcording said plurality of encrypted

i nformati on data o] a rdi.ng nmedium 5
! .@Mafter salgmﬁﬁuratfﬂ 21 Pnal o4 QY 4is

means for receiving, encryp "'1¥f or mat i on data and
said first contropefidrncder e recorded by sald recordi ng neans, retrieval
data by which user information relating to the contents of said plurality
of information data may beTHesptaysshrt epredmcbigtie aMPEG20kWhiehels i arel y
reproduci ng said encrypted information data
output of the descrambling unit 5 is supplied to a
5 separating unit 6. In the separating unit 6, the
packet of a desired channel is separated from the
transport stream. It is also separated into video
data, audio data, and control data (the ECM and EMM and
the like are included) on the basis of information of a
10 header portion. Further, a switching between the data
of the received program and the data of the prbgram
which was selectively reproduced from the recording
medium is also performed.
The video data from the separating unit 6 is
15 decoded by a video decoding unit 7V and a reception
video signal is generated. The audio data is decoded
by an audio decoding unit 7A and a reception audio
signal is generated. The control data (including the
EMM and ECM) is supplied to an apparatus control unit
20 10. The decoded video signél is added with a signal
for display by an-adder 16. An output video signal of
the adder 16 is displayed on a display (not shown).
Similarly, the decoded audio signal is, for instance,
amplified by an amplifier and outputted from a speaker
25 (not shown). A PID is added to the transport packet

and a transmission destination (video decoding unit 7V,

audio decoding unit 7A, or apparatus control unit 10)
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10 and said first control data which were recorded on said recording
medi um on the basis of said retrieval data; and neans for decrypting said
encrypted information data reproduced by said reproduci ng neans by using
said first control data reproduced by said reproduci ng neans and second
control data derived froma currently received reception signal. 15 9
According to the transmtting apparatus of the invention, since the data
for retrieving a plurality of informatdn data and the second control data

EMM are transmi ttgd, thdaiketalist ¥inofridted BBt LRE PID. data can be easily
retrieved on the reception side. Since the encryption is decrypted by the

| at est EMM on the recepti orhei dppatdneus eldrtiriolli tiwiof 10 heormradist theal access
is not deteriorated. In the receiving apparatus, the plurality of
i nformati on dat a ereedtigth of the whole receiver and.is coastructed by a
microcomputer. The tuner 2, an IC card 11,'a flash
5 memory 12, an RAM 13, a user intérfacé 14, and a screen
display forming unit 15 are connected to the ‘apparatus
control unit 10. Further; bit error rate information
is supplied from the error correcting unit 4 to the
.apparatus control unit 10. Since a bit error rate has
i0 a correlation with a C/N ratio, the apparatus control-
unit 10 can know a radio wave situation (C/N ratio)
from the bit error rate information. A degree of C/N
ratio can be displayed on the screen of the display.
Thus, the adjustment of the direction of the antenna,

15 permission or inhibition of the down-loading of the
program, and the like can be controlled.

The user interface 14 is keys on a front
panel, a pointing device such as screen display, mouse,
or the like, a remote control system, or the like.

20 Although not shown, a modem is connected to the
apparatus control -unit 10 and viewer information is
transmitted via the telephone line.

A program for controlling the ordinary
operation is stored in the flash memory 12. The

25 control of the ordinary operation which is executed by
the apparatus control unit 10 is executed on the basis

of the program stored in the flash memory 12. The RAM
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10 and the first control data ECM are recorded to the recording medi um
~and the reproduced first control data ECM and the received second control
data EMMare used to decrypt the information data which was sel ectively

reproduced, so that the deterioration of the 15 reliability of the
condi tional access can be prevented. The above, and other, objects,
features and advantage of the present invention wll becone readily

apparent fromthe followi ng detailed debkription thereof which is to be

read in connectio i & h L4 raw hgs. BRI EFE.
DESCRI PTI ON OF THE:;\SA'IL?,%\V\?%\%C% a%uog‘;"l teop g?ggg}%{ﬂ i ag’f‘gﬁﬁ ‘sfﬁ%%vi.rneg“’%.tmg |
construction of agnenpD&HBM¥mRly 41De | PNENYE RN splay forming unithl 9- 2

is a bl ock diagram showi ng a construction mainly about” the nonitor control
in the enbodi nent 16f fotres ivardmisofiisplay signals under the control of
' the apparatus control unit 10. The dispiay signals are
5 supplied to the adder 16 and multiplexed to the decoded
video signal.

24 recording medium 20 is connected to the
receiver through a digital interface 22 in order to
record the data of a plurality of programs received by

10 the receiver by using free time such as at night or the
like as mentioned above and to selectively reproduce a
desired program among them after that. As a recording
medium 20, a medium of a large capacity is preferable
and a digital VCR (video cassette tape recofder); a

15 hard disk, an optical disk, or the like can be used. A
management table 21 is used in association with the
recording medium 20. The management table 21 shows a
corresponding relation between the recorded data, for
example, an ID (program number) of the program and

20 information of its recording position. Although a
control unit, a mechanism unit, and the like are
provided in association with the recording medium 20,
they are not shown for simplicity of explanation.

As a management table 21, an area on the same

25 medium as that of the recording medium 20 can be used
or an area on another medium can be also used. For

example, in case of the digital VCR, the management
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10 Fig. 3 is a schematic diagramfor explaining the retrieving operation in
" the enbodi nent of the invention; and Fig. 4 is a schematic di agram show ng
an 5 outline of a typical digital broadcasting system DETAILED
DESCRI PTI ON OF THE PREFERRED EMBODI MENTS An enbodi ment of the invention
wi Il now be described hereinbelow wth reference to the draw ngs. 10

Fig. 1 is a block diagram show ng the eabodi nent. A receiving antenna
shown at 1 receives a radio wave froma comuni cation satellite (or
broadcasting sat eldddle) caA Beny&idtuctee0snakesemi ddhduet odnkhenssy 1

down-converts the reception signal into a first IF (internediate 15
frequency) si gnal harilg pnede@@ssntrt@dofrr eqsenfycansf gorecatssette. a Iiner 2.
In the tuner 2, a rece|V|ng channel (nanely, receiving transponder) set by
the user is sel ectéfeaRd the semiconductor memory, a directory area on

the memory can be used.

5 The previous data of the descrambling unit 5,
namely, the video and audio data in the scrambled state
is recorded on the recording medium 20 through the
digital interface 22. The apparatus control unit 10
and digital interface 22 are connected and the ECM

10 associated with the video and audio data of the program
to be recorded is also recorded. Since the ECM and EMM
are information for control, they are not sérambled.
However, the EMM as individual control data is not
recorded in the receiver. This is because the EMM

15 received at the newest real time is to be used as the
EMM.

Further, control information necessary to
record and reproduce the data to/from the recording
medium 20 is also transmitted from the apparatus

20 control unit 10 through the digital interface 22. The
reproduced data, namely, the wvideo data and audio data
of the selected program are supplied to the
descrambling unit 5 through the digital interface 22.
The reproduced ECM associated with the selecteq program

25 is supplied to the apparatus control unit 10 through

the digital interface 22. By using the reproduced ECM

and the received present (namely, latest) EMM, the
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a second IF signal is fornmed. The second IF signal is 20 supplied to a
- dermodul ating unit 3 and, for exanple, a QPSK is denodul ated. A dermodul at i on
output fromthe denmpdul ating unit 3 is supplied to an error correcting unit
4. The error correcting unit 4 corrects errors occurring during the

transm ssion by an error 25 correction code such as a Reed Sol onon
code. An output (transport stream) of the error correcting unit 4 is
supplied to a descranbling unit 5. I nhe descranbl i ng 11 unit 5, a
descrnabl e to can erforned. The transport stream of the

MPEG2 which is ang§é?%%$“%?°r‘1a’ﬁg‘|°ge§§#Enb?is‘rg'l%ﬁﬁtte55ai §CEaBpl¢ JerY Fhats

separating unit 6;g h?cé%rﬁf%&ahieggréﬁ%fil% e r%%%clggltzcg A eeoSIarn%d

channel is separated fromthe .
audio data. Thus, the descrambled video and audio data
is obtained.

5 Although the digital satellite broadcasting
system is constructed in a manner similar to that shown
in Fig. 4, a more detailed construction mainly about
the monitor control in the toll broadcasting_is shown
in Fig. 2. Fig. 2 shows a transmission side system and

10 a reception side system. Both systems are connected by
a transmission path 31 including a communication
satellite,_a broadcasting satellite, and the like and a
telephone line 32 to up-load the monitor information.

The transmission side system will now be

15 described. An encoder 33 converts the video signal and
audio signal into digital signals and compresses the
digital signals. Specifically speaking, for example,
an MPEGZ encoder is used. An output of the encoder 33
is supplied to a multiplexing unit 34. In the

20 multiplexing unit 34, the output of the encoder 33 and
the control information are time-division multiplexed.
A scrambling unit 35 scrambles the digital information
by the scramble key. The EMM and ECM serving as
control information are not scrambled. .

25 The EMM is transmitted to the individual
receiver and the ECM is the information associated with

the program and they are the signals which are commonly
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transport stream It is also separated into video data, audio data, and
~control data (the ECMand EMM and the like are included) on the basis of

i nformation of a 10 header portion. Further, a sw tching between the
data of the received program and the data of the program which was

sel ectively reproduced fromthe recording nediumis also performed. The
video data fromthe separating unit 6 is 15 decoded by a video
decoding unit 7V and a reception vided7ignal is generated. The audio data

s decoded by an auiecad BO LRG (ol Ackecer! | o yUdciiagg! 1
generated. The control data (including the EMM anc E “i's supplied to an

apparatus control imidrnd@ion trdfsmitiihgleeddedsyi R $iaidlel 'i‘tegdﬂ@d with
a signal for display by an-adder 16. An out put i deo signal of the adder 16
i s di splayed on a «fispypapd(hpt thhowpk kSivriangr iy, tramsmictededsasdparsi gnal

I's, for instance, lified by an anplifier and outputted froma speaker 25
(not shown). A PI 85 £hgq8EH- t oThevarkakeyods FAEKEpted in a scramble

5 management system 37 by an individual key peculiar to

the receiver and is transmitted as a part of the EMM.
In the scramble management system 37, the individual
key is stored in correspondence to all of the
receivers. That is, the scramble management system 37

10 receives the data of the EMM from a customer management
system 38 and encrypts the data. In the scramble
management system 37, a card ID, the individual key,
and all of the circulated work keys are stored. A card
ID and an individual key are newly generated and

15 transferred to an IC card issuer, thereby allowing an
IC card to be formed.

A customer management system 38 processes the
monitor information which is up-linked from a number of
receivers and contract requests from the viewers and

20 transfers the contract information to the scramble
manégement system 37. A program management system 39
controls the encoder 33 by the control signal in
accordance with the program. And the program
management system 39 generates a program number or the

25 like, and supplies to the concerned information
transmitting unit 36. The concerned information
transmitting unit 36 mainly receives the ECM and
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and a transm ssion destination (video decoding unit 7V, audio decoding unit
7A, or apparatus control unit 10) 12 of the packet is instructed by the
PI D. The apparatus control unit 10 controls the operation of the whole
receiver and is constructed by a mcroconputer. The tuner 2, an IC card 11,
a flash 5 menory 12, an RAM 13, a user interface 14, and a screen
display formng unit 15 are connected;4o the apparatus control unit 10.
Further, bit error rate information is supplied fromthe error correcting
unit 4 to the apparatus control unit 10. Since a bit error rate has 10

‘a correlation witfReE¥®% ratio, the apparatus control unit 10 can know a
radi o wave situation (C'N Qgt%g% Lronlthe mdé

! & e CLHS" il tesi}fe%”m h9n- A
degree of G Nratio can be i ayeﬁelo‘ﬁ?’f e °S¢r 6éR Of - tre K splogﬁ. y
fetched to an IC card 41 (shown at reference numeral 11
in Fig. 1) as one of security modules and is decoded by
S the EMM recorded in the I€ card 41. The work key is
taken out and stored in the IC card 41. The'éontract
information in the EMM is stored.

In case of receiving a certain program, the
receiver reads the ECM associated with the program into

10 the IC card 41 and is collated with the contract
information which has previously been fetched. If the
received program is the contracted program, the
scramble key in the ECM is decoded by using the work
key and sent to a decoder 42. 1In the decoder 42, a

15 descrambling is performed by an internal descrambling
unit.

In case of the pay-per-view contract, a
monitor career is stored in the IC card 41. After the
elapse of a predetermined period, the monitor career is

20 up-linked as monitor information to the customer
management system-38 of the transmission side system
through a telephone modem in the decoder 42. The IC
card uses, for example, an 8-bit CPU of one chip. The
individual key and the ID have been written in .an

25 EEPROM in the chip and cannot be rewritten by the user.
The monitor information is also written in the EEPROM.

The control of the monitor control system in
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Thus, the adjustnment of the direction of the antenna, 15 per m ssion or
.inhibition of the down-I|oading of the program and the |ike can be
controlled. The user interface 14 is keys on a front panel, a pointing

devi ce such as screen display, nouse, or the |like, a renote control system
or the like. 20 Al t hough not shown, a nodemis connected to the
apparatus control unit 10 and vi ewer i¥90rnation Is transmtted via the

tel ephone line. A progran1for controlling the ordinary operation is stored

in the flash nenory 12 control of e ordi.nary opgration which
i s executed by thé¥§b§89étB§°%Qﬁﬂ§§ﬂnguWFPti9n?§ ‘ﬁhﬁ@gioﬁ Vﬁgeba;is ofIC
the progran1stpred E% & dflafﬁbrqgg@fﬁm$%inghféF%Mﬁstru%%ea3bys used as a

tenporary storing uni Wheh rewri
processes of three stages. First, the work key is

decoded from the EMM by using the individual key of the
5 receiver. Subsequently, the scramble key is decoded
from the ECM by using the work key. The video data and
audio data are descrambled by using the decoded
scramble key.
When explaining in more detail, the EMM is
10 transmitted to the viewer who normally made a contracf,
the encryption is decrypted by the first decoder, and
the work key is stored into the IC card 41. The key
which is used in the decoding is the key that is
individual for each receiver. The individual key.has
15 previously been stored in the IC card 41. In the
transmission side system, as mentioned above, the
individual keys of the receivers and all of the ID
numbers have been stored and the encrypted EMM is
transmitted by 'using the individual key corresponding
20 to the ID number of the receiver to be transmitted.
The ID number has-been added to the non-encrypting
portion of the EMM. In the receiver, the ID number is
compared with the ID in the IC card 41. Only the EMM
in which those IDs coincide is fetched into the IC card
25 41 and used.
When the program is monitored, the ECM

associated with the program is fetched to the IC card
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the flash nenory 12. The screen display formng unit 15 forns vari ous

di splay signals under the control of the apparatus control unit 10. The

di splay signals are 5 supplied to the adder 16 and nulti pl exed to the
decoded video signal. A recording nedium?20 is connected to the receiver
through a digital interface 22 in order to record the data of a plurality
of prograns received by 10 t he gﬁﬁeiver by using free tine such as at
night or the |ike as nmentioned above d to selectively reproduce a desired

program anong t heg af ter t%,llgagmrﬁ,éﬁe | g&?%s%l\?%% E{gdﬁgn&g@,ch%n%@ Hppof a

| arge capacity is prefera e an | deo cassette tape

recorder), a 15 previtilsdydbskn afofdd, Gdle dieskndOdeddtiar idpRradBsbengsed.
A managenent table 21 is used in association with the recordi ng medi um 20.

The managenent t athe Xrambdeskay cds rasEpdmetidng ke ascxamdietdvpeongthre recor ded
data, for exanple, an ID (progran1nunber) of the program and 20
i nformation of itSignddorai Agsesamelesh in Ahehdegarambling unit and is

5 outputted as a signal which can be normally monitored.
Information of the work key, contracted
channel ID, and contract type (temporary contract, pay-
per-view, or the like) is included in the EMM. The
work key is sent together with the key number and a
10 plurality of work keys can be selectively used.
According to the embodiment of the invention,
in a plurality of received program data, the packet of
the video data and the packet of the audio data of the
scrambled information and the ECM associated with the
i5 program are stored into the recording medium 20 through
the digital interface 22. In this case, a
corresponding relation between the program number as an
ID of the program and the recording position of the
program on the recording medium 20 is also recorded in
20 the management table 21 concerned with the recording
medium 20. The EMM having a possibility such that it
will be changed in future by a change in contracted
contents or the like is not recorded onto the recording
medium 20. .
25 After the recording to the recording medium
20, data for retrieving (browsing) the recorded

information data is transmitted from an up-link station
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control unit, a mechanismunit, and the |ike are provided in association

W th the recording nedium 20, they are not shown for sinplicity of

expl anation. As a managenent table 21, an area on the sane 25 medi um
as that of the recording nedium 20 can be used or an area on anot her nedi um
can be al so used. For exanple, in case of the digital VCR the managenent
14 table can be constructed in a semcqonductor nenory built in a cassette
or a surface of the cassette. In case &ﬁ t he sem conduct or nmenory, a

directory area on ﬁ%ﬁ egggr A? %ame ime E E% pr-evi ous
hane e}

data of the descra I ng unit G RE™Vi Ge0 hn Qu a?a in the

scrambl ed state is iwlmlorﬂntsﬁné@f&{ QisN@1380hHAR ALY tdHO¥eBnEheL gl t al
i nterface 22. The apparatus control unit 10

to the viewer who recorded the program. Processes in
case of selectively reproducing the desired program
5 from the recording medium.zo will now be described.ﬁith
reference to Fig. 3.
By the data for browsing sent from the up-
link statipn to the viewer, contents as shown at 51 in
Fig. 3 are displayed on the display of the viewer.

10 That is, characters showing the contents 52 of the
plurality of recorded programs and the buttons 53 for
selection are included. The display 51 shown in Fig. 3
is one example. As another example, so long as a
display such that the contents of the recorded programs

15 are displayed and a desired one of the recorded
programs can be selected, various displays can be used.
The browser (software) has previously been stored as a
program in the ROM of the receiver or is transmitted
through the broadcasting wave and is down-loaded into

20 the memory which is connected to the apparatus control
unit 10.

The viewer designates a desired program to be
reproduced by using a mouse or the like in the display
51 for browsing. When a certain program is designated,

25 the program number corresponding to the program is

supplied from the apparatus control unit 10 to the

management table 21 through the digital interface 22,
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and digital interface 22 are connected and the ECM 10 associated with
t he video. and audi o data of the programto be recorded is also recorded.
Since the ECM and EMM are information for control, they are not scranbl ed.
However, the EMM as individual control data is not recorded in the
receiver. This.is because the EWMWM 15 received at the newest real tine
is to be used as the EMM Further, cogjrol information necessary to record
and reproduce the data to/fromthe recording nedium?20 is also transmtted
fromthe apparat u§o20exampleontisokshornt il Fidw Guglrechedingi pa$itivner f ace
22. The reproduced data, nanely, the video data and audi o data of the

sel ect ed program dfEastppfldrasses BRé. d8E2r anblqi F@duPe 8ddnResIfth BHe
digital interf . Th d d E i at i_th th | ect ed

o o0ram 25+ T ERG b Do GREh ESHBPS I R 2B CErPEORERE RFGEN S he
digital int erfaceﬁ% x%;e.“.s.i RE LHE pERSPANC G o MeBNdnt e M SEEIMAG PT ESENt

(nanely, |atest) .
5 medium 20 have been written in the management table 21.

Therefore, by referring to the management table 21, the
recording position of the program number designated in
the display 51 of the browsing can be known.
The information of the desired program numbér
10 and the corresponding recording position is sent to the
recording medium 20 (more specifically speaking,
reading or reproduction control unit). Thus, the video
packet, audio packet, and ECM of the program of the
desired program number are reproduced. The reproduced
15 information is transmitted to the apparatus control
unit 10 through the d&gital interface 22. In the
apparatus control unit 10, the scramble key is
generated as mentioned above by using the received
latest EMM and the reproduced ECM. In the descrambling
20 unit 5, the video packet and audio packet of the
selected program are descrambled by using the scramble
key. The separating unit 6 is controlled by the
apparatus control unit 10 so as to select the data of
the reproduced program. In a manner similar to the
25 ordinary received program, the program by the
reproduction data of the recording medium 20 can be

monitored.
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15 apparatus control unit 10 generates a scranmble key that is necessary for. .

" descranbling the reproduced video and audio data. Thus, the descranbl ed

vi deo and audio data is obtained. 5 ° Al t hough the digital

satellite broadcasting systemis constructed in a manner similar to that

shown in Fig. 4, a nore detailed construction nmainly about the nonitor

control in the toll broadcasting is shgam in Fig. 2. Fig. 2 shows a

transm ssion side system and 10 a reception side system Both systens

are connected by a transm ssilahopahhtRa éiﬁﬁpﬁﬁfufitﬁ&ﬁ%ﬁﬂﬂtﬁﬁ%“ﬁﬂé
p

satellite, a broadcasting satellite, and the |like and a tel ephone line 32
to up-load the rmni"ﬁ-@f—‘oi@ﬂ%r&mkﬁoodata'hbhmmrﬁltﬁsibmpadbdeptgrgtmaMHals now
be 15 deser PBen & ST hnave . ONS fivention con be Aiso applicd
to a system for transmitting the video and audio data
5 by a radio transmission other than the broadcasting
wave. Only one of the video data and the audio data
can be also transmitted. Further, data of a computer
program can be also transmitted without limiting to the
video and audio data.
10 By transmitting the data for retrieval to the
viewer after the recording, the.viewer can easily
perform the 'selecting operation of the desired program.
Having described a specific preferred
embodiment of the present invention with reference to
15 the accompanying drawings, it is to be understood that
the invention is not limited to that precise
embodiment, and that various changes and modifications
may be effected therein by one skilled in the art

without departing from the scope or the spirit of the

20 invention as defined in the appended claims.
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audio signal into digital signals. and conpresses the digital signals.

Specifically speaking, for exanple, an MPE& encoder
the encoder 33 is supplied to a nultiplexing unit 34.

| s--used.- -An- out put - of
In the 20

nul tiplexing unit 34, the output of the encoder 33 and 3¢en Replaced
information are tinme-division nultiplexed.-A scranbling 14 I ;MMLes
the digital information by the scranblg key. The EMM and

control informati on are not scranbl ed. 25
transmtted to th@gHRDAISi chusiMBredsi:ver and the ECM i s

The EMM i s
the infornmation

associated wth the programand they are the signals which are commonly
16 transnitted tolthe progriamatécéirassmithing cppeerated £ofor mati on

transmtting unit 36, the scranmble key is encrypted by

transnitted as a p&ARSmitting multipleked digital data,

the work key and is
comprising:

means for encrypting a plurality of

5 information data; and
means for transmitting first
which is used to decrypt said encrypti
to receiving terminals and second cont

used to decrypt said encryption and is

control data
on and is common
rol data which is

individual for

10 each of said receiving terminals together with said

plurality of encrypted information data.

2. A data transmitting apparatus for
transmitting multiplexed digital data, comprising:
15 means for encrypting a plurality of

information data;

means for transmitting first
which is used to decrypt said encrypti
to receiving terminals and sécoﬁd cont

20 used to decrypt said encryption and is

control data
on and is common
rol data which is

individual for

each of said receiving terminals together with said

plurality of encrypted information data; and

means for transmitting data
plurality of information data.

25

to retrieve said

3. A data transmitting apparatus for

transmitting multiplexed digital data,

comprising:
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of.the ECM The work key is encrypted in a scranble
-system 37 by an individual key peculiar to the rece

key is stored in correspondence to all of the receive

5_. _managenent
|ver and is transmtted

as a part of the EMM In the scranbl e nanagenent systhe mmnemem dual

scranbl e managenent system 37 10 recei ves the d

cust omer managenment system 38 and encry4fis the data.
managenent system 37, a card I D, the individual key

froma
In t he scr
, and all of the

circul ated work keys are st ogp&shs /\f&a@qc&gpgmga@ PR AMis ?abfkey are newy
e

generated and 15 transferred to an I1C card iss

uer, reby allow ng an

I C card to be fornethfokmausdmndatayanagenent systen138 processes the nonitor
i nformati on which is up-linked froma nunber of receivers and contract
requests fromthe viewers are@p for trpagsibiing Heluséncoasrolnddtamtion to

the scranbl e nanageneng steqi37 A pro
the encoder 33 by tHe“Cohtrbte

ment system 39 controls

m panage
%ﬁ“ﬂechp sald ené%yptlon and is common

5 to receiving terminals and second control data which is

used to decrypt said encryption and is individual for

each of said receiving terminals together with said

plurality of encrypted information

data; and

means for transmitting data to retrieve said

10 plurality of information data and said present second

control data after said plurality of encrypted data was

transmitted.
4, A data receiving apparatus for receiving
15 multiplexed digital data, wherein

a plurality of encrypted

information data,

first control data which is used to decrypt said

encryption and is common to receiving terminals, and

second control data which is used to decrypt said

20 encryption and is individual for each of said receiving

terminals are included in a reception signal,

and said apparatus comprises:

recording means for recording said plurality

of encrypted information data and said first control

25 data;

a recording medium on which said plurality of

encrypted information data and said first control data
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accordance with the program And the program mahagenent system 39 generates
.a program nunber or the 25 i ke, and supplié 1 ncer,ned
information transmtting unit 36. The-concernedhﬁﬁ;&gHquaﬁ% eﬁsm’tting
unit 36 mainly receives the ECM and 17 encrypUI wmﬂm ei ver side,
the EMMis previously fetched to an IC card-41 ( ence nuner al
11 in Fig. 1) as one of security nodul eggand i s decoded by 5 t he EVMM
recorded in the IC card 41. The work key is taken out and stored in the IC
card 41. The contracke ratorded ilmn said hecEhbling mdaorsed. I n case of

receiving a certain program the receiver reads the ECM associ ated with the
programinto 10 t he | C eepupdariagdmeans of ppinaprpdupingesaisht r act

encrypted information data and said first control data
which were recorded on said recording medium by said
5 recording means; and
means for decrypting the encryption of said
encrypted information data reproducéd by said
reproducing means by using said first control data
reproduced by said reproducing means and said present

10 sécond control data received.

5. " A data receiving apparatus for receiving
multiplexed digital data, wherein
a plurality of encrypted information data,

15 first control data which is used to decrypt said
encryption and is common to receiving terminals, and
second control data which is used to decrypt said
encryption and is individual for each of said receiving
terminals are included in a reception signal,

20 and said apparatus comprises:

recording means for recording said plurality
of encrypted information data and said first control
data;

a recording medium on which said plurality of

25 encrypted information data and said first control data
are recorded by said recording means;

managing means for instructing a recording

rn



i nformation which has previously been fetched. If the received programis
the contracted program the scranble key in the E using the
wor k key and sent to a decoder 42. In the decod diial &ﬂmQN
descranbling is perfornmed by an internal descra llm

pay- per-view contract, a nonitor career is s-tor

the el apse of a predeterm ned peri od, t B monitor career is 20

up-linked as nonitor information to the custoner nanagenment system 38 of
the transmi ssion sidessysermf nﬁgbghfasqzei apivaed iswded ¢ncuyrbedecoder 42.
The I C card uses, for _exanple, an 8-bit CPU of one chip. The individual key
and the I D have beeh®fPTRaEPH fakA §S°°rdedl3§PﬁéWF|ﬁe??ﬁg%ﬂﬁ|ﬁe§ﬁﬁmcaﬁnot be

rewitten by the us The itor information is also witten in the
EEPROM The controlga%d he 9 4%P?or %trol systemin

reproducing means for reproducing desired

case of the
d 41. After

5 encrypted informa;ion data and said first control data
according to said information data with reference to
said managing means from said plurality of encrypted
information daté and said first control data which were
recorded on said recording medium by said recording

10 means; and
means for decrypting the encryption of said
encrypted information data reproduced by said
reproducing means by using said first control data
reproduced by said reproducing means and said present

15 second control data received.

6. A data receiving system for receiving
multiplexed digital data, comprising:
a receiving apparatus having receiving means
20 for receiving a plurality of encrypted information
data, first control data which is used to decrypt said
encryption and is common to receiving terminals, and
second control data which is used to decrypt said
encryption and is individual for each of said Feceiving
25 terminals;
a recording and reproducing apparatus;

transmitting means for transmitting said
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18 the tol | broadcasti ng nmenti oned above will now be described. The
descranbling is qg@&h&uﬁtedmﬂaﬂ ebcesses of three stages. First, the work

key is decoded fr sing the individual key of the 5 _
recei ver. Subsequ anbl e key is decoded fromthe ECM by using
the work key. The a and audi o data are descranbl ed by using the

decoded scranbl e key. When expl ai ning48n nore detail, the EMMis 10
transmitted to the viewer who normally nade a contract, the encryption is
decrypted by the pinsaliks adeencapdtedeinmboimatdyn daseoard saitd filret! C card
41. The key which is used in the decoding is the key that is individual for
each receiver. ThERhERVidRlA WRéghnwere sreceived, by satfyreradvisidored in the
IC card 41. In the transm_ssion side sy%%fq% as Jrenti oned abhove, tge

an

i ndi vi dual keys of€Phe TREAVeFECRRAIAY 15U 1REO(PCIng apparatus;

transmitting means for transmitting saig
5 encrypted information data and said first control data
which were recorded and reproduced by said recording
and reproducing apparatus,
wherein said recording and reproducing
apparatus has
10 ' recording means for recording said plurality
of encrypted information data and said first control
data which were transmitted from said receiving
apparatus by said transmitting means and
reproducing means for reproducing said
15 encrypted information data and said first control data
which were recorded by said recording means, and
said receiving apparatus has
means for decrypting the encryption of said
encrypted information data transmitted from said
20 recording and reproducing apparatus by said
transmitting means by using said first control data
transmitted from said recording and reproducing
apparatus by said transmitting means and said present
second control data received.
25
7. A data receiving system for receiving

multiplexed digital data, comprising:
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nunbers have been stored and the encrypted EMM i s~-transm tt-ed by using the

i ndividual key correspondi ng 20 .to the Eg unber of the receiver to be
transmtted. The I D nunber has been added to s 4dng portion of
the EMM In the receiver, the I D nunber is co ' IDin the IC
card 41. Only the EMM in which those IDs coin into the IC
card 25 41 and used. Wen the pr@&gamis nonitored, the ECM associ at ed
with the programis fetched to the | C card 19 41. |If thq Work key
corresponding to the channel® E&Sepveng capparaien havonedreddiorisige mednsecoder
operates and the sgranbl e. key is obtained. The scranbl ed program signal is
descranbl ed in t he*YeskFSEiiRdgauRtErakity ©f encrypged piriqrmagion si gnal

whi ch can be nornaéé&éfn¥yr%%r8ghtrol data which is used to decrypt said
encryption and is common to receiving terminals, and
5 second control data which is used to decrypt said
encryption and is individual for each of said receiving
terminals;
a recording and reproducing apparatus;
transmitting means for transmitting said
10 plurality of encrypted information data and said first
control data which were received by said receiving
means to said recording and reproducing apparatus; and
transmitting means for transmitting said
plurality of encrypted information data and said first
15 control data which were recorded and reproduced by said
recording and reproducing apparatus,
wherein said recording and reproducing
apparatus has
recording means for recording said plurality
20 of encrypted information data and said first control
data which were transmitted from said receiving
apparatus by said transmitting means,
managing means for instructing a recording
position of each of said plurality of encrypted
25 information data recorded by said recording means, and
. reproducing means for reproducing desired

encrypted information data and said first control data
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I nformation of the work key, contracted channel ID, and contract type

(terrporarl;htscscmﬂacﬂe sedper view, or the like) is included in the EMWM
The work k ther with the key nunber and a 10 plurality
of work ke tlvely used. According to the enbodi nent of the

I nventi on, |n a ura recei ved program data, the packet of the video
data and the packet of the audi o data 3 the scranbled information and the
ECM associated with the 15 program are stored into the recording

medi um 20 t hrough &feoxdiyig dlo isatidr iafer2tidm dalthswiels exe feidec gpoNndi ng
rel ati on between the program nunber as an I D of the program and the
recordi ng positi onS8#d tHANIFiEGr BARDA fmn refdisr @lugahety wif Zdrypdleso

ecorded in 20 he nag nt t 1 concerned with the recording
;redi um 20. The EW%%W%%B §g§13b?‘i‘ ’éﬁ&%ﬁa?@?rﬁlqﬂ@e‘@ﬁ&ﬁgyarﬁn

future by a changeri g, con rbe,cgsgdcpgégpéago nek§, ' big '8 not recorded onto
the recordi ng nedi um 20.
5 - said receiving apparatus has

means for decrypting the encryption of said
encrypted information data transmitted.from said
recording and reproducing apparatus by said
transmitting means by using said first control data
10 transmitted from said recording and reproducing
apparatus by said transmitting means and said present

~second control data received.

8. An apparatus according to claim 4, wherein

15 after said plurality of encrypted information data and
said first control data were recorded by said recording
means, data for retrieving said plurality of
information data is received together with said second

control data and desired information data is

20 selectively reproduced by using said data for
retrieving.
9. A system according to claim 6, wherein after

said plurality of encrypted information data and said
25 first control data were recorded by said recording
means, data for retrieving said plurality of

information data is received together with said present
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25 ‘ After the recording to the recording nedium 20, data for

-retrieving (browsing) the recorded infornatioqhggﬂgukgB&% n Qi%ted from an
'

up-link station 20 to the receiver. At the g as an
i ndi vidual information is also annexed and tra;ﬁﬂﬂﬂ HH
recorded the program Processes in case of sel

vi ewer who
uci ng the

desired program5 fromthe recordgmg nmedium 20 will now be descri bed

with reference to Fig. 3. By the data for browsing sent fromthe up- link

station to the vi evedcorrDRoARESLAGaSNWBY sAliddkebBitifly dppratdissphayed on
t he display of the viewer. 10 - That is, characters show ng the contents
52 of the pluralitydefinescaonfednptibon atetaans skéebuively Pproduced| bytion
are included. The display 51 shown in Fi%ﬁ 3 . ] .

. said reproducing means by using said data for

retrieving.

10. A data transmission and reception system for
tiansmitting multiplexed digital data and receiving
said multiplexed digital data, wherein
a transmission side has °
i0 means for encrypting a plurality of
information data and
means for transmitting first control data
which is used to decrypt said encryption and is common
to receiving terminals and second control data which is
15 . used to decrypt said encryption and is individual for
each of said receiving terminals together with said
plurality of encrypted informatign data, and
a reception side has
recording means for recording said plurality
20 of encrypted information data and said first control
data,
a recording medium on which said plurality of
encrypted information data and said first control data
are recorded by said recording means, ,
25 reproducing means for reproducing said
encrypted information data and said first control data

which were recorded on said recording medium by said

* [ L M § *



is one exanple. As another exanple, so long as a display such that the .
.contents of the recorded prograns 15 are displayed _and a desired one
of the recorded prograns can be sel écted, various dlsplays can be used The

browser (software) has previously been stored as a amﬂﬁ
the receiver or is transmtted through the broadcastl
down-1| oaded into 20 the nmenory which is connecte tus

control unit 10. The vi ewer designates3Zd desired progran1to be r epr oduced

by using a nouse of th i splay 51 for browsing. Wien a certain
programis de5|gnatedn§§gkkﬁwaﬂs g%‘?ogramnunber corresponding to the

programis supplied er”!thﬁeéﬁﬁaféiu§eé%?ﬁﬁiﬂg %Rbteﬁé&ﬁétﬂdﬁeoﬁﬁﬂaﬂénﬁnt
table 21 through the digital interface 2
encrypted information data reproduced by said
reproducing means by using said first control data
5 reproduced by said reproducing means and said present

second control data received.

i11. A data transmission and reception syseem for
transmitting multiplexed digital data and receiving
10 said multiplexed.digital data, wherein
a transmission side has
means for encrypting a plurality of
information data and
means for transmitting first control data
15 which is used to decrypt said encryption and is common
to receiving terminals and second control data which is
used to decrypt said encryption and is individual for
each of said receiving terminals together with said
plurality of encrypted information data, and
20 a reception side has
recording means for recording said plurality
of encrypted information data and said first control
data,
a recording medium on which said plurality of
25 encrypted information data and said first control data
are recorded by said recording means,

managing means for instructing a recording
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for exanple. As .shown in Fig. 3, recording positions (start addresses STI1,

.ST2, ..., and end addresses EN1, EN2, ...) Q%B%H%t ecordi ng nmedi um 20 of
program nunbers X1, X2, ... of the progranms r ed ecording 5
medi um 20 have been written in the nanagenentﬂ I i" iref ore, by
referring to the managenent table 21, the rec n of the program

nunber designated in the display 51 of e browsing can be known. The

i nformati on of the desired program nunter 10 and the correspondi ng
recordi ng positionposiséoh &0 éduh reaiceaddnpluealiity 2F enorepseaci fically
speaki ng, reading or repraduction control unit). Thus, the video packet,
audi o packet, and EoNosmathen piajif siecordedconesd ik demorgdingm nedben ki e
reproduced. The reprqduced 15, information is transmtted to the
appar atus control GAFE YBCPREREGMSERE digital interface 22. In the

apparatus control unit 10, the scramble k [ enerated.a niioned above
by using the received | at estrﬁﬁ\ﬂd’gﬁ&n@h%‘egéﬁr% Creec?rlgel\}leflﬁ {{rﬁ%lrec?

descranbl i ng encrypted information data and said first control data
according to said information data with reference to
said managing means from said plurality of encrypted
information data and said first control data which were
recorded on said recording medium by said recording

10 means, and
means for decrypting the encryption of said

encrypted information data reproduced by said
reproducing means by using said first control data

reproduced by said reproducing means and said present

15 second control data received.
12. A system according to claim 10, further
comprising

means for transmitting data for retrieving
20 said plurality of information data together with said
present second control data after said plurality of

encrypted information data was transmitted.

13. A data transmission and reception system for
25 transmitting multiplexed digital data and receiving
said multiplexed digital data, wherein

a transmission side comprises
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20 uni-t--5, the-vi deo packet and audi o packet of the sel ected program
-are descranbl ed by u ing_ﬁggiscranble key. The separating unit 6 is
control | ed By ﬁﬁ H(

control unit 10 so as to select the data of the
reproduced pr nner simlar to the 25 ordi nary received
program the reproduction data of the recordi ng nedi um 20
can be nonitored. 22 A though the exgyple of transmtting the video and

audi o data through the broadcasti ng wave has been descri bed above, the

i nvention can be al so appli emedrs &£y eherypbing ransimidling blie vi deo and
audio data 5 by a radio transm ssion other than the broadcasting wave.
Only one of the vi d8dogmphieomdlate aaddi o data can be also transmitted.

Further, data of a conputer s .
means for transmitting first control data

which is used to decrypt said encryption and is common
. 5 to receiving terminals and second control data which is
used to decrypt said encryption and is individual for
each of ‘said receiving terminals together with said
plurality of encrypted information data, and
a reception side comprises

10 ‘a receiving apparatus having receiving means
for receiving said plurality of encrypted information
data, said first control data, and said second control
data,

a recording and repreoducing apparatus,

15 transmitting means for transmitting said
plurality of encrypted information data and said first
control data which were received by said receiving
means to said recording and reproducing apparatus, and

transmitting means for transmitting said

20 encrypted information data and said first control data
which were recorded and reproduced by said recording
and reproducing apparatus to said receiving apparatus,

said recording and reproducing apparatus
comprises i
25 : recording means for recording said plurality
of encrypted information data and said first control

data which were transmitted from said receiving
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program can be also transmtted without limting to t he video and. audio

-data. 10 By transmitting the data forThiseShdreig\g%l to the
viewer after the recording, the viewer can easily per rRepladey Ng
operation of the desired program Having described a ” // rred
enbodi ment of the present invention with reference to

acconpanying drawings, it is to be undggstood that the invention I's not
limted to that precise enbodi nent, and that various changes and _
nodi fications may lkepetéees aiy tdadieitrabgmooeinkidk, anghe art without
departing fromthe scope or ‘the spirit of the 20 I nvention as defined
in the appended cl ai ns. 2FrioduEng meang\ et arepradsingi sgidippar at us

for transmtting nultiplexed digital data, the ) .
encrypted information data and said first control data

which were recorded by said recording means, and
5 , said receiving apparatus has

means for decrypting the encryption of said
.encrypted information data transmitted from said
recording and reproducing apparatus by said
transmitting means by using said first control data

10 transmitted from said recording and reproducing

apparatus'by said transmitting means and said present

second control data.

14. A data transmission and reception system for
15 transmitting multiplexed digital data and receiving
said multiplexed digital data, wherein
a transmission side comprises
means for encrypting a plurality of
information data and
20 means for transmitting first control data
which is used to decrypt said encryption and is common
to receiving terminals and second control data which is
used to decrypt said encryption and is individual for
each of said receiving terminals together with said
25 plurality of encrypted information data, and
a reception side comprises

a receiving apparatus having receiving means
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appar at us Commis%h&gﬁas%%

-5 . mean f
first control ﬂ[ _
to receiving te cond control data which is used to decrypt

said encryption and is individual for each of said receiving termnals;

means for transmt

has 10 been transmtted, retrieval

fof encrypting a plurality of information data;
?ﬂng, wth said plurality of i'nformation data,

sed to decrypt said encryption and is comon

and

ting, after said plqgglity of encrypted information data
a

ta by which user information

relating to the coficentscaifvisg dapdupatraVitof dmbeacrgbtod Tiafarmeyi dne
di spl ayed, and further second control data to allow decryption of said
plurality of encryBebd |saist dEiséncantrol data, anddseddrseednd mprdmodr at us
%gkgxed digital data, 15 wherein a plurality of

for receiving mult
encrypted informt

‘data, first control data which is used to decrypt

said encryption and is co n | V] rm.nals, and second control
data which is used to decryp r%gP%SESQ éﬁ%ﬂée

necryptio

sai d receivisng terminals, ateah8h el iikdnd G0EPLEMaAI G0 4 Sai

apparatus conprises: 20 recei vi ng neans _ _
reception signal,; pluwcongi o eRdrypted entichinadiBRafstd Gnd &x@ldisagsgai d

receivihg sad

plurality of encrypted information data and

10

15

20

25

control data which were received by said receiving
means to said recording and reproducing apparatus, and

transmitting means for transmitting said
encrypted information data and said first control aata
which were recorded and reproduced by said recording
and reproducing apparatus to said receiving apparatus,

said recording and reproducing apparatus
comprises

recording means for recording said plurality
of encrypted information data and said first control
data which were transmitted from said receiving
apparatus by said transmitting means,

managing means for instructing a recording
position of each of said plurality'of ericrypted
information data recorded by said recording means, and

reproducing means for reproducing desired
encrypted information data and said first control data
according to said information data with reference to
said managing means from said plurality of encrypted
information data and said first control data which were

recorded by said recording means,

R
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'said first control ‘data on said recording nmedium neans for receiving,

~after said plurality of encrypted information data and ’Bx&lSdeeQﬁasBeémKe Thced
control data have been recorded by said recordi ng neans, a by

whi ch user information relating to the contents of sald

I nformati on data nmay he di splayed; reproduci ng neans for

reproduci ng said encrypted informatio ata and said first control dat a

whi ch were recorded on said recordi ng nmedium on the basis 30 of said

retrieval data; and 24 neabhd faveiddalypppagatas chancrypted i nformation

data reproduced by said reproduci ng neans by using said first control data
reproduced by said reproducmwmd&ndypéé@%dt%rﬂH@MDa dérsaddl froma

currently recei ved rece par atus according to claim

2, conprising mand&gi Eséﬁ@*?%&\%% E?éFPnEr%n? fFoBo§pifon of each
of said plurali ty Q B%ﬁeér?&i ﬂerbfr%r E%tingnaggééaéu ryd%%l%n said recording

medi um by sai d recor
5 transmitting means by using said first control data

transmitted from said recording and reproducing
apparatus by said transmitting means and said present

second control data.

10 15. A system according to claim 13, further.
comprising
means for transmitting data for retrieving
said plurality of information data together with said
present second control data after said plurality of

15 encrypted information data was transmitted.

l6. An apparatus according to claim 1, wherein
said digital data is a broadcasting wave of a digital

television broadcasting.

20
17. An apparatus according to claim 4, wherein
said digital data is a broadcasting wave of a digital
television broadcasting.

25 18. A system according to claim 6, wherein said

digital data is a broadcastiﬁg wave of a digital

television broadcasting.
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10 . 4. A data transm ssion and reception systemfor transmtting
mul tiplexed digital data and receiving said nult im{sg);&pi[ﬁbg;nt dgta, the

system conpri sing: transm ssion apparatus accordin and

recei ving apparatus according to claim2 or claim ﬁulﬂH Wmm An
apparatus or system according to any one of -clains ! I ch said
recording neans is a digital VCR 6. 38an apparatus or system according to
any one of claims | to 5, wherein said digital data conprises digital

tel evision broadcasfgng dataa g@stem according to claim 10, wherein said .

digital ‘data is a broadcasting wave of a digital

television broadcasting.

5 20. A system according to claim 13, wherein said
digital data is a broadcasting wave of a digital

television broadcasting.

21. A system according to claim 6, wherein said

10 recording and reproducing apparatus is a digital VCR.
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