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(57) Abstract

" A method and apparatus for implementing a digital valuables depository _ I
system, for public or corporation users to store-and to retrieve valuable digital Service
information electronically is described. The apparitus is the electronic analogy =~ = ' ey .
to the physical safe boxes provided by banks whereby customers can keep their - Provider "
valuable belongings. The digital valuable depository service is provided by a ' - o
Service Provider (SP). To make use of the services, a user first opens a Digital = - S | . .
Safe account with the SP. The user can then deposit digital valuables into, as - : A ‘15 L
well as retrieve, copy and delete them from its account, all being carried out in L"’
an authentic and secure manner. To store a digital valuable, the SP first encodes Y
it into N parts based on an encoding algorithm, and then stores the N parts
into one or more data storage devices. To retrieve or copy a digital valuable - Transmission
| which has been stored previously, the SP reads the N parts from corresponding - = | & ' famm "

storage devices, and recovers the digital valuable from the N parts based on a Channe :
decoding algorithm. The encoding and decoding algorithms are selected such
that the original digital valuable is recovered correctly even if some of the N 3” 25

20 -

parts are lost or corrupted. To avoid storage error/corruption accumulation, the
system periodically checks the N parts of every stored digital valuables and
recovers/corrects lost/corrupted parts when they are detected.
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such digital valuables are patients nedical records, financial
transactions, various certificates, propriet ary busi ness data, electronic

noney, and wegdhrgdgcunents. Currently, a user's digital infpcrsGbsionons
commonly stored in the user's corrput er of in a networ ked file server. There-
are several og 5 at, flrstly, it
| acks i nt

T . y i n digital
format. The information is easy to tarrper Wlth and the nodifications need
not | eave any trace on the physical nmedium In many situations it is
necessar \BAGKGROIANDt QFVEHEIINVENTIONe i nformation retrieved is indeed
what was stored in the first place and any nodification to the information
by systemfaults or nalicious process can be detected. The second problem
is | ow r%ﬁg_&pFﬂﬁéqnvgn{;@ﬁd di sk or floppy disk nmay crash, resulti ng in

I rreversi a. A networked file server provi des hi gher
reliability than a | ocal hard di sk but |oss of WD 99/ 37054

2 data is_not uncaonmon, l\/breover rvers | ack adequate securi
protecti ohh@ REFSERtINNERtQILESIAtES 19 '@Ei’g%‘l’é&(tﬁpfﬁ?ﬁfﬁ“&g’&g r°?ﬁ‘§‘°t‘f?i'u1?'d{’%‘r%l em
Wi th the & \'iiwelgtﬁczb hﬂﬁyan‘df ?Eﬁgﬁmr iﬁ#x@ﬁi@ﬁ&#@ﬁ systerhRadlich Is d88Sto {Pr&@i'd@

confi dent Y ot ect1 on. an ob] ect ofthe Invention to alleviate
at | east. dightallstopabeostirviges fdr pubkicioricorposate usersSUMVARY OF THE 1. NVENTI.ON . :

Description of the Re]ated Art -
The exploswe growth in automatic mformatton systems and their interconnections via
"cyberspace” has increased the dependence of both orgamzatlons and mdmduals on the

~ information processed, stored and commumcated using these systems Some of the
mformatxon hereinafter called dxgltal valuables or valuables for short - whether it be text,
graphtcs, animation, video, audio, all types of data, or software (such as source code or
machine code) written in vanous_progx_'ammmg languages, are very pr_ectous for a user -

" whether the user is an' o“r_ganimti‘on: .'ot' _i_ndividlta}; and need be kept in a safe place from

* which the valuables can be retrieived reliabiy and 'seourely at a later stage: Examples of

1

such digital valuables are patients’ medical records, financial transacnons vanous

- -cemﬁeates, propnetary business data, electronic money, and legal documents -

Currently, a user’s digital information is commonly stored in the user’s computer or in a
networked file server. There are several fundamental problems with such an approach in
that, firstly, it lacks integrity_ protection. Digital information is inevitably in digital f‘ormat. :
The information is easy to tamper with, and the modifications need not leave any trace on
the physical medium. In many situations it is necessary for a user to verify that the
information retrieved is indeed what was stored in the first place and any modification to
the information by system faults or malicious process can be detected. The second problem
is low reliability. A hard disk or floppy disk may crash, resulting in irreversible loss of

data. A networked file server provides higher reliability than a local hard disk but loss of



According to the invention in a first aspect, there is provided a digital
dat a deposi-tory for storing digital data itens for a user corrpri Si ng -
dat a st or agqu@eessss @ user account associated with the user; Eoo
communi cation wth the user; neans for authentication of the user Wlt ?h
depository; neans for establ ishing a digital data transaction session in
whi ch t Hfataiscpoti uncgisireon.Mpreoven, euchs sm'erg dack adeguatesealrityfpratectiqi il adat a

itemin as hat i user' ans..f encodi n the dat a
[t om i neBt R RPN b Bl B, TSR sl S i Gt desdeelog oine
St or age JiEHaiS irFBfnaRANS thaY it 486 Aid\Grifden®fpJestedtiia item  According to
the invention in a second aspect, -there is provided a nethod of storing

digital data itens for a user corrpr|5| ng the steps of: providing a user

account associ ate t he. user ; hen i cating t i denjity of the user;
recei vi ng*Hy Pg-] ngéﬁ VERti té?nihp ‘? ﬂ%ie?‘i}c‘tqe #’]’GWPS% theariqr@rt.t he it em
to be stored in association with the user's account; and encoding the data
iteminto a plurality of parts and storing the parts separately.

Accor di rfEUMMARY OF, €HiFE BMVENTIONi rd aspect, there is provided a method of
protecting digital data conprising: - providing a data depository in
which digital data may be stored el ectronically; provi ding for

r egl str %ééb?diﬂ% tHihe ﬁl\@htx&bﬁx Qﬁrﬁ agﬁ‘éé?sﬁléx%ﬁx pr&ﬁ&éh yﬁx"gﬁtaf‘&%h 'dgpc%rtory for ET

stonng dlgxtal data itéms for a user compnsmg

q-ﬁr.ﬁi:'ﬂ‘_-h"-

 data storage means -
"'"'a user account assocxated w1th the user,

means for commumcatxon with the user;

means for authentxcatlon of the user with the deposttory,

R T N N HF Ly

‘means for estabhshmg a dlgxtal data transaction session in which the user is able to instruct

] storage or retneval of a digital data item in assomatlon w1th the user’s account;

‘means for encodmg the data item into a pluralxty of parts, the parts being separately stored
in the storage means;and

means for decoding the encoded data 1tem

Accordmg to thei mventlon ina second aspect, there is prov1ded a method of stonng dlgltal 4
data items for a user compnsmo the steps of . S - O
providing a user account associated with the user;

- .. authenticating the xdentlty of the “user;
receiving a digital data item and an instruction from the user for the item to be stored in
- association with the user’s account; and

encoding the data item into a plurality of parts and storing the parts separately.

According to the invention in a third aspect there is provided a method of protectmo
.digital data comprising:
providing a data depository in which digital data may be stored electronically;

providing for registration of users of the data depository, each user having an



WO 99/ 37054 _ 3 account with the

" deposi tory; in response to a request froma user, opening a

transacti orWO®8B7e4 with the user in which the user and the dEFESHQI8/PY03
aut henti cate each other and perform ng a transaction instructed by the user

i n respaedouat vAthiih@ depbsitiiyp item the transaction being selected by the
user froma plurality of available transactions inc|uding staorage of the
itemin or rdm rrrsmse tqarmerttfaqﬁlfarm {OPENIAg dJEansastion sesypr Withstheuserin

enbodi nept ,of, t he | NV enent i ng a
di gi tal " V&é‘%&bﬁ §er t%ﬁp mgfgtag‘#?e% 1§a(.te @fo@xeg%ggadeﬁégmrég"g "tt’é’ st or e
and to iﬁ&hb&\aeomqtse;um 1@bpskict 6 a digﬁtﬁrdﬁﬁit@m theeanda&ionl NG|

the electronic analogy to the physical safe boxes provi ded Dby banks mhereby

cust o rrensercfaomkepbxralhmqf qmaé@blo transsstionsginalydingTsterage of ¢he item s osiretrieval
entities,i,n the rvice Provider (SP) and a User, the SP

oper at i HG%H ‘E'r%é qﬁ’@?’fzﬂ' Safe services to the User. To make use of
the service, the User first registers with the SP to open an account. The
User can then deposit digital valuables into, retrieve and delete them from
its acca‘dmtdesembedoemhgdxm o6 thepresenh invention disaloses amethat: fordmplementing . The

val uab| & gk \abianleqenoRaR Y Ee Fonii G F Somg e Repa 1§ stoe %too%%a%e‘”?_
encodi Ng kS dfght) ifBEAtaD THe UelSribdacerhbatiifubit isthe él’é&o?r’ic BRAIGY IR the

storage“devices:” To retrieve or copy a val uabl e which -
physical safe boxes provided by banks whereby customers can keep their preclous
-belongmgs There are two. generic entmes in the system a Sérvice Provider (SP)and a - N
- -User, the SP operatmv and provrdes Dmtal Safe’ servxces to the User To make use of the ~
- service, the User first reglsters with the SP to open an account The User can then deposrt
. drgrtal valuables mto remeve and delete them from its. account, all being carned out mr o

an authentic and secure manner

The SP ensures high reliability in storing osers’ digital valuables. To store a valuable, the
' SP first encodes each valuable into N parts based on an encodmg algonthm ‘and then stores T
| the N parts 1nto one or more data storage devices. To- retrieve or copy a valuable whxch has - |
been stored previously, the SP reads the N parts from correspondmg storage devices, and
recovers the valuable from the N parts based on a decodmg algonthm The encodmg and
| decoding algorithms are chosen such that the ongmal ‘valuable can be recovered correctly "
even if some of the N parts are. lost or corrupted To avoid storage error/corruptlon
.accumulatlon the system periodically checks the N parts of every stored valuables and =

recovers/corrects lost/corrupted parts when they are detected.
BRIEF DESCRIPTION OF THE DRAWINGS

An embodiment of the invention will now be described, by way of example, with reference

to the accompanying drawings in which:



been stored previously, the SP reads the N parts.from correspondi ng storage
devi ces, and recovers the valuable fromthe N parts based on a decodi ng

al gorit hm We oeiasgi ng and decoding al gorithnms are chosen Su%ﬁﬁfbﬁmﬁdﬁ?
origi nal vaI uabl e can be recover ed correctly even if sonme of the Nparts
are | ost Qrrupted. .To,avoid e error/corruption accumul ation, the
System ﬁlw IpeEiatie R BERE R BAS Storaes, BRlF T bHRE 20 ArRhsiaentcaidihe
recover Sineaitigct s | ost/corrupted parts when they are detect ed. BRI EF
DESCRI PTI ON O: THE DRAW NGS An enbodi nent of the invention will now be
descri bed, by way of exarrpl e, with reference to the acconpanying draw ngs
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FIG 1 i5G Zehewa ostiblg dain gruchrs of dhe Usen deceyniteaintainedriy the Semvisei ment

of the i fpur e of the User -
Account 1rsrpa(’l nt ai ne) u%ﬁ{e e éiéraw ce rovisdcfgbgf)g%%ﬁﬁ ﬁ‘wl#e preferred enbodi ment

of the present i nventi on. FIG 3 shows the steps to allow the User

accessi nlgl his account in the preferred enmbodi nent |
G. 3 shows the steps to allow the User accessing his account in the preferred embodiment

of the present invention.

-FIG. 4(a) xllustrates a'pcsséisié logxcal structure of -the. Transaction Réf;uest ﬁxessage of type -
~ Valuable Storage (VS Req) in accordance w1th the preferred embodxment of the present L .

' "_jlnventzon B -.:.._

o FIG 4(b) 1llustrates a possrble logrcal structure of the Tra.nsactron Request message of type e
Valuable Copy (VC Req) in accordance thh the preferred emibodiment of the present':' -

_mventlon

| FIG 4(c) 1llustrates a poss1b1e loglcal structure of the Transaction Request message of type
Valuable Delétion (VD Req) in, accordance w1th the preferred embodrment of the. present ’ o

mventron o T

FIG. 4(d) illustrates a p’ossible'lo'gical' structure of the' Transaction Request' message of type |
Valuable Retrieval (VR_Req) in accordance with the preferred embodiment of the present

invention.

FIG. 4(e) illustrates a possible logical structure of the Transaction Request message of type
Account Status Report (ASR_Req) in accordance with the preferred embodiment of the

present invention.

FIG. 4(f) illustrates a possible logical structure of the Transaction Request message of type
Session Close (SC_Req) in accordance with the preferred embodiment of the present

invention.



of the present invention. FIG 4(a) illustrates a possible |ogical
structure of the Transaction Request nessage of type Valuable Storage (VS
Req) i n accwaleammsai th the preferred eqnbodi ment of the preseMCTSQASRO3N.
FIG 4(b) illustrates a possible logicdl structure of the Transaction

Request. S e

or of or r ERCe A8 e 8 pERMEMEIcaP Bhucnte B THpHEReY TS SR
possi bl gypeo¥ahadbls Storage! r(USgResp)emTwmﬂhnte vitiRtipupreferradsembedindent g the

Val uabl e Deletion (VD _Req) in accordance with the preferred enbodi nent of

t he predsesent HVERLPBN FIG 4(d) illustrates a possible logical structure
of the Transacti on Request nessage of type Valuable Retrieval (VR Req) in
accordance with the preferred enbodi nent of the present invention. FI G

4(e) il A6t %ﬁﬁhﬁtrﬁﬁﬁ% possibloWgicdl structued of eheoTrankartibh RespolisetiesSHRICS
nmessage of t Account Status Report. (ASR_,Req) .in accordance with the

pref er r dype bﬂﬁe Fopy {(ViGuRespleinegnicordapes withypreferred gmbadiment of the ipaeseat o
p055|ble | 0 JCaI structure of the Transacti on Request nessage of type
Sessi on &' (SC Req) in accordance with the preferred enbodi nent of the
present :

. FIG. 5(c) 1llustrates a possxble logxcal structure of the Transactron Response message of .-
“type. Valuable Deletlon (VD Resp) in accordance thh the preferred embodunent of the

present mventlon

FIG. 5(d) illustrates a possible logfcai structure of the Transet:tion Response me:ss_ag.e"of‘ o
. type Valuable Retrieval (VR Reep) in accordance w1th the preferred embodunent of the |

: present mventron

FIG. 5(e) illustrates a possible logical structure of the Transaction Response message of - _
type Account Status Report (ASR Resp) in accordance with the preferred embodiment of

the present mventxon

FIG. S(t) xllustrates a possxble logzcal structure of the Transactron Response message of
type Session Close (SC Resp) in accordance w1th the preferred embodnnent of the present N

invention.
FIG. 5(g5 illustrates a possible logical structure ‘of the Transaction Response message of
type Error (ERR_Resp) in accordance with the preferred embodiment of the present

invention.

- FIG. 6 shows the flow diagram of a Transaction Response Program (TRP) used in the

preferred embodiment of the present invention.

FIG. 7 illustrates the flow diagram of the first Valuable Dispersal Program (VDP) used in



I nventi on. | WD 99/37054 FIG 5(a) illustrates a possi bl el ogi cal
structure of the Transacti on Response nessage .of type Val uable Storage (VS

Resp) in acephdasmpes Wi th the preferred enbodi ment of the presegt,dddypos ON-
FIG 5(b) illustrates a possible |ogigal structure of the Transaction

Response nessage of type Val uable Copy (VC_Resp) in accordance with

pr ef er nrchrefhad dHEbSdiRE! SEMRTRSRAE idveKgaL on.  FIG 5(c) illustrates a
possi bl e 1ogical structure of the Transacti on Response nessage of type

Val uabl e Del etion, (VD Resp) i n accordance with the preLFrer enbpdlnent of .
h es a SSI ogi cal, structure
L1, PrERGTR ARV R0 inefog Bt Vallok Gv Rosin RERwsedvmtmesp) | 1

accor dapag: o gBRt of the present invention. FI G
5(e) PI ugrtrérlaat&ggsaﬁgggglrgféﬁﬁéogl cﬂfé structure of the Transaction Response

nmessage of -
FIG. 9 illustrates the flow diagram of the second Valuable Dispersal Program (VDP) used
in the preferred embodiment of the present invention.

| ".'FIG 10 shows the ﬂow dlagram of the second Valuable Recqvery Program (VRP) used in {' e L

_ the preferred embodtment of the present mvenhon S - T Ty

Sigy ¢

' FIGs 11 shows the ﬂow dlagram of the first Valuable Checkmg and Correctron Program ST

(V CCP) used in the preferred embodlment of the present mventton T

: FIG 12 shows the flow dlagram of the second Valuable Checkmg and Correctxon Program |

(V CCP) used in the preferred embodtment of the present mventxon -

: DETAILED DESCRIPTION.OF-_-THE IN_VENTION T

| Methods for xmplementmg a d1 gltal data dep051tory system herelnafter referred to as D1 gltal —_ * _
- Safe, are described. The system is an electromc analogy to the physxcal safe boxes provxded- o .
by banks whereby “customers ‘can keep their precious belongings. In the following
description, numerous specific detaxls are set forth such as logical structures of digital
mformatlon and program steps, etc. m order to provide a thorough understandmg of the
present invention. It will be obvious to one skilled in the art that the present invention may
be practised without these specxﬁc detalls._In other instances, well known steps as those
involved in public key and symmetric key cryptosystem operations, in compu_ting digest of
a message using a one-way hash function, in digital signature generation and verification,
in encoding of a data item into a codeword in an error-control coding scheme, in error-and-
erasure-correction decoding, in erasure-correction decoding, are not shown in order not to

obscure the present invention.



type Account Status Report (ASR_Resp) in accordance with the preferred:
enbodi nrent of the present invention. FIG 5(f) illustrates a possible

'l ogi cal strYOtMLREIf the Transaction Rgsponse nessage of type §5§§l9ﬁ’ﬁ°°&?ose
(SC Resp) in accordance with the preferred enbodi nent of the present

i nvent | NBtationrd Noffhclahirtist rat es a possi bl e | ogi cal structure of the
Transaction Response nessage of type Error (ERR Resp) in accordance wth
the preferred enbodi ment of the present invention. FIG 6 shows the filow
di agr am.pf acti.on R pons re P).. US n pr
enbodi gtﬁ? d8$a1{°ﬁr§s B‘E‘é%‘é% w \}'gs&e E’ i ’%Pwé?‘ zltH"ﬁ E;?j %a’?%'émfe%e ﬁf‘%# Eia‘agr am
of the ShfeSdysiéat U nglle§ex{tlac§ Pﬁ’fnﬁﬁy ik fisN i 3Hhmis &6l syinbolic representations of
6 the preferred enbodi men t he present i nventi on.
operations on data bits within the computer memory. These algonthmxc descriptions and
representations are the means used by those skilled in the art of data processing to most

effectively convey the substance of their work to others skilled in the art.

- .An’algorithm is here, and generally, concelved to be a2 self-consxstent Sequence of steps
" Jeading to a desn'ed result These steps are those. require phys1cal mampulahon of physrcal; :
quantmes Usually, though not necessanly, these quantmes take the form of electrical or
_magnetxc signals capable of being stored transferred combmed and otherwise mampulated ,
In this case, ‘the physical quantmes are voltage or current s1gnals which correspond to the
. dxgltal valuables/information being processed. It proves ¢ convenient at times, pnnc1pally for B '.
- ‘reason of common usage, to refer to these signals as b1ts values, elements, symbols _
characters terms, items, fields, numbers or the like. It should be borne in mmd however
that all of these and similar terms are to be associated with the_ appropriafe physical -

quantities and are merely convenient labels applied to these quantities.

Furthermore, the manipulations. performed' are oﬁen referred to in terms such as adding or‘
comparmg, which are commonly associated W1th the mental operanons performed by a
human operator. No such capalnhty of a human operator is necessary, or desu'able In most
cases, in any of the operations described herein which form part of the present mventlon
the operations are machine operations. Useful machmes for perfonnmg the operations of
the present invention include general purpose dlgltal computers or similar devices such as
dlgxtal sxgnal processors. In all cases, it should be borne in mind that there is a distinction '
between the method operation in operatmo a-computer or other apparatus and the method
of computatnon itself. The embodiment of the present invention to be described relates to
method steps for secure and reliably storing users’ digital valuables into and then
subsequently retrieving them from a data depository system maintained and operated upon

by a service provider.



FIG 8 shows the flow diagram of the first Val uabl e Recovery Program (VRP)

used in the preferred enbodi nent of the present invention. FIG 9
i | lustratesythg flow diagramof the second Val uabl e Di spersal pRgResg68003/DP)
used in the pr e{erred enbodi mrent of the8present invention. FIG 10 shows

the flow di agram of the second Val uabl e Recovery Program (VRP) used in the
pr ef er r eBheeimbadliment ofithe peesentdmantion glsertelatns to anppparatus fooparfarming these

o ho Ssral sy ThL wRTarAIA By SRRt SRR reA 1 o Pedistl aiihcse ikt e
flow di agsagied géresal cYHpURRY 2 @t&ﬁk&lchmuﬂq:&&wee&ﬁﬂ@?eﬂ[%g i?ﬁ%%m)

used in the preferred enbodi nent of the present invention.

DESCRI PTprograif stised intieNdmpniters. (helatgositliros presgitedvhereinrage notdnherently mated
deposi tor sgste hlgrei nafter referred to as_ Di i.t?l Saf.e, are descri bed.
The syst I9rRY RARIEMEE OBIRILEt o0f PUGY, PBeels. JhyRartcHiar, JRcois Beergh BYPOsE! by
banks wh %p@@ ' IR Gl i : :

fol |l ow ng{aglg?gfi pti on?%ﬁﬁgtrl us- g%‘g?ﬁtlte? %?fgci&tlagﬁ%lrgﬁgé?@ ?8?‘%“#%‘5%%’1%1?

| ogi cal ®tmaytproes méredéagivenient tof construcinspeaialized apparatus tsagls as aligital isipnal der

to provide a thorou under st andj ng_.of, t he esent, ipvention, It wll be
obui ous. POCEHET SR L fher RELETd KA A e SERtired YEreriofa,vanety of *

- 7 these machiries would appear from the _des_c_;ig;_ioﬁ given below. = - oieeili

ENERAL SYSTEM CONFIGURATION -

A general model of the Digital Safe system is shown in FIG. 1. in wlnch the Service
__--lejoili(__ie___r_i(SP.)_-_l__;Q provides ,dfq_ta; depository services to User 30viaa transnusslon channel - -
'20. The SP ;é'.}'l'sf_:em'is fésponéibfe fdr éfdrihéaﬁd retnevmg the User‘é-_digital véfuaﬁiés in.

a secure, reliable, and authenticated manner. A digﬁta} valuable, or valuable for sho_rt, has s

“an ﬁhiqué identifier and is a self-contained entiiy. There can be various typés of valiables
including but not restricted in form to text, graphics, animation, video, audio, software, or ...

."_."éx’ij.""-conibi.nait'i_Oh thereof. The 'traﬁsﬁiissiﬁh channelZO fei)resehfs the .-mea'ﬁs. and n;ore a
specifically the media through whii;h communijcation meséageS““ére exchanged between the .
SP 10 and thé‘Ué.'er 30. Such messagés include ﬁe User"._é requests to the SP over paths 25 | _
and 15 and the SP’s responses to the User over paths 15 and 25. The transmission channel ~ |
20 includes but is not limited to any communication means or media such as computer |

. networks, radio links, satellite links, diskettes or. other storage medium. It shfiu_id bc e
hndefstodd_ by one skilled in the art that the term User is .intlelh'changeable wiﬁh any user of

information.

The described embodiment teaches methods for securely and reliably storing Users’
valuables into and then retrieving them from the User’s account maintained by the SP.
These methods will be described with reference to specific steps of manipulating
information. For one skilled in the art, it is obvious that some of these steps shall be best

automated by, for example, implementing them as a special purpose software, which is

N T



be practised without these specific details. In other instances, well known
steps as those involved in public key and symmetric key cryptosystem
oper at i ons, Wiors9eaagut i ng di gest of a megsage using a one-way REIPGIBALR0B on,
in digital signature generation and verification, in encoding of a data

I tem i nty@ualy Qdhenear o ée&‘veftn rBARIAE - 6iP Heheral GALHOE eeﬁuemers iN B ERAr WM an
erasure-correction decodi ng, in erasure-correction decodi ng, are not shown
in or dennfmmatlon@b@'adﬁrec SImu&ts@wslb'nmémq mnltlple executionsnfihe servexteiserve

Normencl at e det script e ation
and oper8t4 ‘8}%8’6 “F?fé Sglcei thgt %’g eeWia : 5?§§‘ﬁ§ble a:%%rg%pfe[h &S s
of al gorrh&)h%(‘or@:"@’%)éﬁbfﬁahi?zaﬁ&ﬁ)i)?ﬁ@xnai@{ri&ns of operations on data bits
within the conputer "nenory. These al gorithm c descriptions and

representations are the neans used by those skilled in the art of data

pr ocessi ‘to.nost effectiv con nce  of tg k.to others
skilled 1?9% élmtya?{ preseniatio, gia%/ F?ﬁ‘iﬂ?‘i‘é“ hgﬁ’ wgﬁg aDOFAle op the “P&\ﬁﬁﬁ?‘(}’é% oh% pe
a sel - cgiaha cARIUSEINTS GoUledt il t18ackhag alsd Be Gfsthérasp.r esul t . These
steps are those require physical nmanipulation of physical. quantities.

Usual Iy, though not necessarily, these quantities take the form of

electrical ~or magnetic signals capable of being stored, transferred,
conbi ned; and. ot herwi se- nanlpulated In-this case, the.physical quanaities_

are Vol t HEPERRRET FBOTIMIENT ¢F 1HE PRESINP fondigital oo -
val uabl gsTTnrornatT on Derng M%MW| ent at tines,.

pI’InCI paIIy for

- 1. . Overal! S stern Set-Ui

_ Referrihg to FIG. 1, .pri.(_)r_to using the Digital Safe eervice_s pro\r_ided by the SP_ 10, the
‘User 30 registers itself to the SP. During this registration process, the User authenticates :
itself to the SP by whatever means as required by' the SP The User agrees to th'e'-'terms of
a service contract. Such a contract contains at a minimum the _ide’ntities,' addresses of both
the User and the SP, and the types of services to be provided by the SP. It may contain the
public keys of the User and the SP, respectively. fI‘hése keys are selected by the respec_ti_ve o
party based on ceﬁain public-key cryptosystems (PKCs). It may contain secret 'keys sria're'd o
by the Users and the SP. The D1g1ta1 Safe system relxes on cryptographlc protocols for
mutual authenncatxon between the User and the SP and for protectmg the conﬁdenuahty '
and integrity of the User’s valuables. Such cryptographxc protocols require the User to _ '
possess cryptographic keys or secrets to operate. The contract may also specify the

procedures for the User to recover lost cryptographic keys or secrets.

Message authentication code (MAC) is used to protect the integrity of a message. A MAC
of a message can be generated using a symmetric key ciyptosystei'n with the message and
a secret value as inputs or using a one-way hash function with the message and a secret
value as inputs. Sihee both digital signatu}e and MAC are used for message integrity
protection and aut_hentication, we will refer them as Integfity Check (IC). For further

references on PKC, symmetric key cryptosystem, generati.on and verification of digital
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reason of common usage, to refer to these signals as bits, ,
el ements, synbols, characters, terns, itens, fields, nunbers or the |ike.

It shoul d be vboogrsrgsy n nd, however t hat aII of these and si mFJ /sc59§fo%3
are to be associated with the appropri at 8¢ physi cal quantities and are

ernore, the
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ta Cessors.
?ﬁe?eg: S ?“gk%l’ &ngﬁ b%tl/&?én the nmethod operation in operating a corrputer_
or other apparatus and the nethod of conputation itself. The enbodi nent of

the present invention to be described relates to nethod steps for secure

and rel | altyths endiofuhe Wee reghireion] et PaBL &p diodihck hﬁé‘aﬁgrbjj,gggge{%

retrieving themfroma data depository syst mal nt al ned "an
by. &.5er vicast Y@ Bnesof accounts. In the fingt Wb;iﬂiﬁd flat-rate account, the User’s account is

1t tion.a rel ates to-an appar.at us- for
|18)er1-‘rgr6meng ?ﬁg@agg&l a‘{ﬁ% él%‘%gnﬂlug aﬁ?ﬁ&?’ﬁ?é&t ﬂ’ﬁg(%@cbygylmme@@dwnmmm -
for t he I eqthe" Bdens! rmea) @hd ithe Eéi%ce charge mrght be ata ﬂat rate In the second type R

= .' called ﬂexrble-rate account the User s account has no ﬁxed data storage quota and the User'_." -

is charged by usage

| The User s account mrght be represented by a data’ structure shown FIG 2 whlch mcludes""' R

a unique Account number (Acc No) 50, the User’s 1dentrty (U ID) 52 contact mformatlon
54, optronally pubhc keys or pubhc key certificates 56 and mformatlon items 58 related

to valuables stored in the account Possible mfonnatlon 1tems 58 are valuable 1dentrty

R\ ID), type size, trme of subrmssron, a protectton ﬂag (P FLAG), an optlonal storage‘ B

interval for ﬂexrble-rate account and pomters to locatrons where the N parts of the valuable . |
.__arestored e '
The P FLAG takes two possible values, Encryptron _Required and
' Encryptron Not Requrred IfP FLAG is set to Encryptron Reqmred then the valuable is
-encrypted by the SP and a pointer to the decryptlon key is kept in the account for each SP
encrypted valuable. If P FLAG is set to Encryption_Not _Required, then the valuable is not
encrypted by the SP. The information items related to stored valuables will be empty
initially and will be updated every time the User updates its account or when a valuable’ s
storage interval explres It should be noted that all the items in the User’s account can be
made visible to the User except the pointers to decryptron keys and the pointers to storage

locations, which are only accessible to and modifiable by the SP.



conprise general purpose conputers as selectively activated or reconfigured
by a conputer program stored in the conputers. The al gorithns

herein are MS? ﬁ’éfently related to anyiiparticul ar conputer O&’:ggﬁgq/ﬁgm '
apparatus. In particular, various general pur pose nachi nes nay: be used with"
programs 2w i t t Hiset BransagtionsSessioniwith Bemvigecbromidatys herein, or it may prove
nore convenient to construct speC| ali zed apparatus such as digital signal
processor to performthe required nethod steps. The required structure for
a vari et yrid ?ailfSaJt‘@SéPv{b%%Qm%éh BPHREP 10 tH'thEh?se?@éC{dcﬁfdeﬂ”algét%t %
GENERAL SYSTEM CONFI GURATI A general nodel of the Digita e Sys

i s shown (WS)FMaluablé Gopin(¢E), Valudbis Retuevﬂr(‘thn),déaIuﬂﬁé’Del@opr(W)dmﬂl Aledoant

depository seryices Vi a i on chann 20.. The SP system '
s r esporét? Raroet ASRT S sFofes ebi Ry UHEADRDo VaRghlesin im pesabnis ha n a
secure, 1 olihlige afiolls AL URRY £alcBHiedBRASrevidullydidred vAREMELHEm i ack yabl e
for short has an uni que I dent and a se f cont al ne

can be v athie VD sgmﬂ':e lefs thel Usdyl emoave dnedommoteuvalnables dmini |1tstabdount iIiHVIRC 0

text, graphics, tion, video, ,audjo, software, or any conbi nati on
t her eof wvﬁmgmts oHSEHRIBSEFoRies Piprewiously storerd vawables andiat e same time

o Eveen” ieike e Gelyl LR i heollyd BTHR ASK! RAEF BARRRS BT, SAATREC

requests. msﬁf&eﬂ%&m&m it gepdt, and - 15 and- t he  SP''s.r-esponses to’ t he _User
over paths 15 and 25. The transnission channel 20 incl'udes but i.s not
limted to any communi cati on neans or rredl a such as corrputer net wor ks,

Lgdiu(r)] dle:r rs‘i[-‘f(‘i Ofgﬁo%é téute%kéq's er ﬂ:l{%&égé Coe] é% ﬁ.% Ececrog %rt@gﬁ erf?rgedj embociun%Qto uld o

i nt er chang Y preeeﬁthnaamdns dh FIG. i3y Uskr &1 the S et tralRetiGiTadic

. teaches. nethods for securely and reli ably storing Users' val uables |nto and

then r et rnmmga mdvalenthentieationsind asessioadkayexehange proteerlhfhe Heerd® prepares
an Open Request (O_Req) message and sends the O _Req to the SP in step 100. The O_Req -

message is used to initiate the communications between the User and the SP, and more
importantly, to authenticate the User to the SP. The O_Req contains at least'the User’s -
account number Acc_No 50 and/or identity U_ 115 52. 1t is integrity protected by an IC (
i. e., either the User’s digital swnature ora MAC) whlch can be verified by the SP Upon -
recewmg the O_Req, the SP venﬁes its validity i 1n step 110 If it is not vahd an alert
~ signal is sent to the User and the SP i in step 120. If it is vahd the SP generates an Open
-Response (O_Resp) message sends it to the User and opens a sessxon thh the User in step .
' .130 The O_Resp is used to authenticate the SP to the User. Thxs is mtegnty protected by
an IC (i. e., either the SP’s signature or a MAC) which can be verified by the User. After
receitri-ng O_Resp, the User checks its v.aIidity in step 140. An alex't_sigrlal is jsent to._the
User and/or the SP in 'step 150 if the Response is not valid; otherwise, the User proceeds
to step 160. The objectives of O_Req and O_Resp are mutual authentication of the User
and the SP, to negotiate e unique session identifier to bind the User’s transaction with his
account, and to negotiate session keys for encrypting and integrity protecting the follow on
message exchanges durmg the entire session if the communication path between the User
and the SP is not secure. There are many authenncatton and key distribution protocols in

the literature (see, for example, C Kaufman, R. Perlman, and M. Speciner, Network



These nethods will be described with reference to specific steps of
mani pul ating information. For one skilled in the art, it is obvious that

sonme of thaggoskegyg shall be best autorrat ed by, for exanple p@'pi;eqmbomg

them as a speci al purpose software, whi his usually called a
| .
o e SR PRRE NSRBI S TRHUE Forl PIR, BBfEe 108 Bhevnd o

the ser WElffé, N E1995) RAHith a6 emde péipirgmehfs. saclabﬁooddleeern b aéedt iR BYY
exist multi pI e SPs. For exanple, there may be one SP per organization or
per di st@iReq and @yResparity of presentation, the description bel ow will

el aborate on the nodel having one SP and one User. It is also clear that a
User may al so be anot her SP. PREFERRED EMBODI MENT OF THE PRESENT

| NVENTI Q%ferringt %a(ﬁi% FE. 3yplBHingethe! Hﬁeces&f @ﬁdnﬁrg%of the Iﬁtaﬁsaelion BédsRn, tHe
usi ng the Digi Saf e services provided the
User generates and sends a Transaction Request T _Req) in step 160 to the SP. There are
five types of T_Req messages corresponding to the five types of services: Valuable Storage
Request (VS_Req), Valuable Copy Request (VC_Req), Valuable Deletion Request
' (VD _Req),. Valuable Retneval Request (VR Req), Acconnt Status Report Request '
(ASR_Req). In addmon there isa Sessxon Close Request (SC Req) whlch is used by the

_ -User to request closmg of the current sessron

Tue possibie- logicel struetures of the six T_Reg types in accordance wifh the preferred -
embodiment of the present invention are given in FIG. 4(2).- 4(). .~ - . . =

FIG. 4(a) shows the structure of VS_Req. This logical structure eomprises a sessi_on-
identifier (S_ID) 170 which was negotiated during steps 100 and 110 in FIG. 3 and is used
| here to 1dent1fy umquely the present sessxon, a transactzon type field VS_Req 175 which
h .1dent1ﬁes the type of T. Req as Valuable Storaoe a valuable ldentlﬁer V_ID 180 wluch, :
shows the identity of the submitted valuable, a field P_ FLAG 182 which takes two posslble_' :
valuesEncryptxon Requtred andEncryptlon Not_ Requlred TheEncryptxon Requxredvalue_
' 1nd1cates that - the User’s valuable be encrypted by the SP before it is stored while the""' '
Encryption_Not_Required value indicates that the User’s valuable be not encrypted by the
_SP before it is stored. The VS_Req message al_so contains a ﬁeld V_By 185 which is the
submitted valuable body, an optional.ﬁeld V_SI 188 which specifies the storage time -
interval of the subrhitted valuable (note that this field is not needed for flat-rate account),
a freshness identifier F_ID_U 190 which guarantees that the message is fresh or in
sequence, and a message IC field IC_U 195. The V_By 185 mey be in plaintext.' or in
ciphertext. The latter is preferred if the User wants to keep the valuable confidential only
to itself. The V_By contains the User;s digital signature which can be used by either the |
User, or the SP, or an independent judge to verify the authenticity of the valuable. To

simplify the presentation, only one V_ID and one V_By are shown here. In general, the



User 30 registers itself to the SP. During this registration process, the
User authenti-cates itself to the SP by whatever nmeans as required by the
SP. The Usewoesyrgest to the terns of a sgrvice contract. Such #PCISGEIBHEW3
contains at a mninumthe identities, addresses of both the User and the
SP, and REFIQT 488" Hh¢ ESnth W y contain the
public lg%{;/%a%?/ EeGUsgﬁ Iﬁr% &F} ﬁégﬁltﬁa‘gvegtﬁ?a\?g?{lﬁ%ese ktgyg&-’sare sel ected
by the respective party based on certain public-key cryptosystens (PKCs).

It may cqntain secret keys shar the Users and the SP. The Digital Safe
syst em rid- &b} ewgﬁpthsg}/@swt’cﬁ &_ﬁé& Lt qozaprisgs the S_AL hidha transactiontigpereen
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specify the procedures for the User to recover |ost cryptographic keys or

secr et s.identifaersh 4B 14248 rand samessage 3G fglddC) U 220ised to protect the
integrity of a nessage. A MAC of a nessage can be generated using a
symetric key cryptosystemw th the nessage and a secret value as inputs or

using a Rysibielogidd ttrubhséd VD Reqlah@ VIR SRasreieknfinTaG. 4 |
I nputs. Since boétih digital signat ure and M?are?ﬁeseg for tn%\@ggqoaawg” ty
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R Dennl ng, Cryptography and Data Securit A a1 tion-
field V_1D 250 1dent1.ﬁes the name of the valuable to be retneved

To 51mp11fy the presentatlon, only one V ID field is shown in FIG 4(b) 4(d) In general __ ‘. .
" .each message in FIG. 4(b) - 4(d) may contain multlple V_IDs.

- FIG. 4(e) and FIG. 4(t) show the structures of ASR_Req and SC _Req, respectively InFIG.
4(e), the field ASR_Req 265 indicates the type of T " Req as Account Status Report, and
:"the field ASR_ Optlon 270. specxﬁes the format of the status report Possible values of '
- ASR_Option are FULL (m which case the SP will send the User a full verslon report, as | _
: . spemﬁed in FIG. 2) and SHORT (m whxch case the SP will senid the User a User selectable
short versmn report) In FIG. 4(t) the SC_Req 285 mdlcates that. the T Req is of type

Session Close

In FIG. 4(a) to FIG. 4(f), the F_ID_U and the IC_U fields are optional. They should be
present if the communication path between the User and the SP is not integrity protected
The F_ID_| U may be a timestamp, a sequence number, or a nonce (a non—repeatmo random
number generated by SP and sent to the User in advance). The IC_U is computed over the
entire message; it may be the User’s digital signature generated using its private key or it
- may be a MAC generated using a secret key which is. shared between the User and the SP.
The User’s ctigttal signature must be used for the IC_U field whenever non-repudiation of

origin of the T_Req messages is a requirement.



Readi ng, MA, 1983; W Stallings, Network and Internetworks Security --
Pri ncigl es and Practice, Prentice Hall, Englewod Ciffs, NJ, 1995; and C

Kaufrman, R Werdoagssand M Speciner, Network Security - Privaperscesmnoe
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stored v torage, V. ID 180 taken from FIG. 4(a), a field VS_ACK 305 which indicates the success

- or failure of the transactlon processmg, a freshness 1dent1fier F ID_SP- 310 thch: — L

'guarantees that the message is fresh or in sequence, ‘and a message Ic field IC SP 315

FIG. 5(b) is the structure of VC_Resp. It consists of S_ID 170, a field VC_Resp 320 which ~ - -

_ 1dent1ﬁes the T_ Resp as type Valuable Copy, V_ID 210 taken from FIG 4(b), the copxed o

T .. valuable V_By325 as specxﬁed by V ID, a ﬁeld VC ACK 327 mdtcatmg the success or e
- failure of the transactxon processmg, the ﬁelds F- ID _SP 330 and IC ' SP 335. :

EIG.- 5()is 'the_structure ova'_Resp. It consists of s_ID 170, 2 field -VD;Resp 340 which .
identifies the T_Resp as type Valuab]e Deletion, V_ID 230 taken from FIG. 4(c), a field

.VD_ACK 342 indicating the: success or fallure of the transaction processmg, the fi elds
F _ID_SP 345 and IC ' SP 350.

FiG._ 5(d) is the structure of VR_Resp. It consists of S_ID 170, a field 'VR_Resp 355 which -

identifies the T_Resp as type Valeable Retrieval, V;_ID 250 taken from FIG. 4(d), the

retrieved valuable V_By 360 as specified by V_ID, a field VR_ACK 362 showing the
_success or failure of the transaction processing, the fields F_ID_SP 365 and IC_SP 370.

FIG. 5(e) is the structure of ARS_Resp. It comprises S_ID 170, a field ASR Resp 375 -
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initially and will be updated every tinme the User updates its account or
when a valuable's storage.interval expires. It should be noted_that al
the itens iWOM87@er' s account can begade visible to the UsdiC é?ﬁ?@’ﬁ?““?he
pointers to decryption keys and the pointers to storage |ocations, which

are onl whiel Rieatibles theoT aRespaxctype alebourh)Stathe Riaort a field ASR] Repdrt 380 wHar
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valuables in its account; the VC service allows the User to get copies of
its previously stored valuables fromits account, the VD service.lets the
User renopve one or nore valuables fromits account; the VR service pernits
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User wi ﬁ{ie:iﬁffes TREtT '1&%? @;gtgseaa{onseﬂ;sesa HRRPCE: ACKTR98 irdie ?&Eéﬁps a

user follows I n accCess account in the pr€ferred enbod nt 0 e
present or faikburei afrtheltmrﬁacmona;rocesemgsﬁre Helds FhED S$P 400 rand IE_SPaMl§act i on
session by running a nutual authentication and a session key exchange
protocol. The User -10.prepares. an.Cpen Request - (CC Req) .nessage :and sends:

the O Reagl ai's G8 ddoRhelr 190 RS R BRGASOSID 190, 8id BRR”REépaEPOthef-i )

t ween t 1e-User an _
which identifies the T_Resp as type ERROR, a field T_Req Type 415, a field ERR Status _

-420 the ﬁelds F_ID_SP 425 and IC_SP 430 T Req_Type 1nd1cates the. type of T Req Ealo |

| thh which the ERROR message is assoclated with.” Possible values of T Req_Type are .
VS Req, vC Req,VD Req, VR Req, ASR_Req, and SC Req ERR Status shows the type'
" of errors which takes poss1b]e values such as "Request Not Venfied" and "Request Notf._._'- _

Permitted”.

In FIG. 5(a) to FIG. 5(g), the F_ID_SP and the IC_SP fields are outional. They should be
~ present if the communication path between the SP and the User is not integ'rity'proteeted.'_ .
- TheF_ID_SPmaybea timestamp, 'ﬁa‘.s.e'quence number, ora nonce (.e,a non—fepeating- ..
" random number generated by the User and sent to the SP before hand). The IC;;SP is .
. computed over the entire message; it may be the SP’s digitai signature generated using its
private key or it may be a MAC generated usingfa seeret key shared between the SP and
the User. The former must be used if non-repudiation of origin of T_Resp messages are

required.

Referring again to FIG. 3, the SP seuds the T_Resp to the User in step_ 1000. The T_Resp _
sent in step 1000 by the SP is received at the Usef side in step 1020. The User first verifies
if T_Resp is valid in 1030, including verifying the freshness of the freshness identifier
F_ID_SP and the validity of the integrity check IC_SP. If the answer is "No", an alert
signal is sent to the User and/or the SP in step 1040 and the User/SP will take actions
accordingly. Assuming that the output of step 1030 is "Yes", the User then checks to see



inmportantly, to authenticate the User to the SP. ~The 0_Req contains at

| east the User’'s account number AccNo 50 and/or |dent|tydtJI D 2{2: I't ‘Im‘i
integrity pweidsgdeey by an IC (i. e., either the User's digitatrS&a86vobs €
or a MAC) whi c%gcan be verified by the . Upon receldw ng tlhe 0_Req, Ith_e SP
verifies,; val-i di £y |nst val | an_alert S|gna IS
sent to téhtég &Ce?veadnt Rew 159 QW%ggﬁﬁiSEOif e § ?’F cug;%ﬁess,on ’tstﬁé“Sﬁl ofberavise, es
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sesgloon V\nthétﬂﬁe User in step 130. Th& 0 Resp IS useégsto aut hea'tegbzsabeadfhe
SP to thto &sprl6é0This is integrity protected by an IC (i. e., either the 3
SP's signature or a MAC) which can be verified by the User. After receiving

0O Resp, the User checks its validity in step 140. An alert signal is sent

to the Uger a | ' ponse is not valid;
o e lng: Ry &Etroﬁ’seoisﬁe andatfion RE octives of O Req and
0_Resp are nut ual aut hentlcatlon of the User and the SP, to negotiate a

uni que s iqQn.identif .0 bi nd the User's _transaction with his account,
andqto nggét 8&@“’5%&!5 ﬁp,w igrapm,pf érﬁ%ﬁl%kﬁﬁ@ﬂsﬁtpégﬁm(wmdnnghe he .

follow o | municati on
path bet &een t(ﬁg lf er ang ﬁgwéga s no t%sgagje?%ﬁl Iﬁeh}eg‘f,‘}?eq receve -
authentlnasiepm%hrh FB@ 3d1ssﬁ1rst bhrtckemfw mé Qalidiey inst E{EZblﬁﬁmﬂMg&méﬁﬁg thgor S
exanp -Per | man,iand ‘M~ Speci ner, I

Secur it yvquimpﬁl atféheoﬁwmnreatdpmﬁerrnmmbh gnd ¢hedntegrityratrepIEnt), @e well las °

Cnolevoog St i alreqh 500 O S e SRR B S B 20 ¢

D

f ol 1 owi ng_] RIBSp eﬂﬂmﬁm Impetu ﬂﬁ‘m@fl 1ﬁfst%pt53ﬂ1$\ﬂﬁ}e e foRnst %etﬂlﬁ{ Resp 1s-_ S

. as specrﬁed in FIG S(g) Assummg that T Req passes the checkmg in step 520 it is next

. mspected in step 540 to see if it 1s of type SC Req If the answer rs " Yes", theTRP closes. Lt

- _ ‘the current’ session and prepares'a T_Resp of type sC Resp in step 550 accordmg to the- o
format of the T " Resp gtven in FIG 5(f). Assuming that the outcome in step 540 is "No",
the T Req is- checked in step 560 to see if it is of type Vs Req. If yes, the TRP ﬁrst-
processes and stores the submxtted valuable using a Valuable Dlspersal Program (VDP) .

' "updates the User’ § account (1 e records the, valuable sV ID time of storage, storage':f--- e

duration, pomters to storage locatlons the value of P_FLAG and pomter to the decryptron :
_ key ifP FLAG Encryptnon Requxred) and then prepares aT Resp of type VS Resp in- _
- ‘step 570. aceorthng_to the format as specified in FIG. 5(a). If step 560 otitputs "No", the‘ T
T_Req is next inspected to see if it is of type VC_Rep in step 580. If Yes, the TRP first
recovers the requested -valuable usrng a Valuable Recovery Program (VRP) and then
o prepares a T _Resp of type VC_Resp in 590 where the format of VC Resp is accordmg
to FIG. 5(b). Assuming that step 580 yields "No", the T_Req is next checked in step 600
to see if it is of type VD_Req, if the answer is "Yes", the TRP first deletes the valuable
specified in T_Req and then prepares a T_Resp of type VD_Resp in step 610 according to
the format as given in FIG. 5(c). Assuming that the outcome of step 600 is "No”, the
T_Resp is next checked in step 620 for type VR_Req. If yes, the TRP first recovers the
requested valuable using VRP, delete the valuable from the User’s account, and prepares

a T_Resp of type VR__Resp according to the format of FIG. 5(d), all being performed in



User generates and sends a Transaction Request (TReq) in step 160 to the.
SP. There-are five types of T-Req nessages corresponding to the flve t(%g)e
of servi ceYOVABIMM e St or age Request §¥SReq), Val uabl e Copy REHS

(VCReq), Valuable Deletion Request (VD _Req), Valuable Retrieval Request (VR
Req), AgwpUBO. $f ﬂieJ&ltBew $tefR620 6sSTNG ")\ ReREq ntulst bddifttjqimASRtheq Insthis
Session O ose uest (SC Req) i ch sed h er to request closing
of the Gﬁ?qsé}f*ﬁ sBiepares a ke s%’P‘bIAﬁi e 3 asswr—ntmglgr R(e)- Req

a6 gi vah SRR e it phee_ ﬁtﬂﬁéﬁgﬁ% Wt@ RO R s ekil "
Thi s | 0@302hn® 640 Gidisent GOtHesee $n step 4900 G FIGeB! The exechfiord) ofI{He stk GBo\as

negot i at ed dur i n&bstecgs 100 and 110in FI.G 3. and . is used- here to |dent|fy
uni quel 3560h689r 6 @54 64, doanet; bavede: follaw thseordergiven/abae; thay malyi bt

I dentifies.t pe of Re b 'dentifier VID
180 whi AT Ay %‘é’ﬁ?ﬁ‘\? rdipe yﬁ@sﬁf&@%&%ﬁ‘?&a‘? g%so%“%ggﬁ‘? Tal d PFLAG 182
whi ch t akes tmo p055|ble val ues EncryptionRequired andEncrypti onNot _
Requi r ed. TheEncryptlon Requi red val ue |nd|cates that t he Lber S val uabl e
be encr ypt ed Operationssf the FirstcValuable Dispersalj Prggram and shekirst Waluable K

ReqU|rea val ue |nd|cates that the User's valuable be not encrypted by the
SP bef or s stored... The VS_.Req-nmessage al so contains a.field V_By 185
which is the submitted val uabl e body; -an- eptional field VSl 188 which" '
specifies the storage time intervat of the submtted valuable (note that 3
this f|EEKBFEHNBKMneﬁdeﬂbW@hqﬁﬁnuﬁhhﬁﬁMﬁéﬁdwﬂﬂqrh%Km%bENmnﬂa(Nmﬁﬁnwﬁiat =

b LS R I M S (ST SR T S
ci pher t'eythp ; tﬁﬁtﬂeé@ﬁﬁt@‘d&ﬁf‘e{ vhD ll’SQran‘da%lﬁaﬁlé’ H&e?pv'tta? 145 geble . °

confidenti al to its The V By contains the User's giTal signature

whi ch . caspeb&iedstgdﬁteyV& Rég meséage shewn mrFIG:d(i)?Ttmrv&mbimemnmmdehe Userlge to - -

e ' o ital St bl g eteared By ficy DR et terp b0 Verty S Rlindely. ©" V-
The basic function of VDP is to transfer a submttted valuable into N parts based on an (N,
K) error-control .code C with symbol_s over Galms field GF(2"), wher_e.,m is a,p_osmve .
integer. For further reference on enceding and decoding of a (N, K) error-control code, see
- R. E. Blahut, Theory and Practlce of Error Control Codes, Addlson-WesIey, Readmg, MA,
1983. Also see S. Lin and D. J Costello, Jr., Error Control Coding: Fundamentals and
Apphcatnons Prentice-Hall, Englewood Chffs, NJ, 1983. Refemng to FIG 7, the User’s
' digital signature on the valuable is first checked in step 700..If it is valxd ‘the VDP ©
proceeds to step 705; otherwise it goes to step 530 in Flg.. 6.In step 705, the VDP checks
if the P_FLAG 182 field of the VS_Req message is set to Enc‘ryption_;_Required. ¥ "No",
_the program proceeds to step 715; otherwise, the - valuable is encrypted under a -
cryptographic key. in step 710. In step 715, the valuable or its ciphertext from step 710 is
divided into q K-tuples, X; = (x;; X;; - ,K) in step 715, for i = 1-to q, where xij is a
symbol over GF(2"™). Each K-tuple X, i = 1 to q, is then encoded into a codeword Y=y
.. Yn) of the (N, K) error-control code C in step 720. Next, the q codewords Y;, fori
=1 to q, are rearranged into N g-tuples, Z; = (yy; ¥y yq'j) in step 725, forj=1 to N.

Finally the q-tuples Z,j=1to N, are stored into one or multiple data storage devices.



13 nessage in FIG 4(a) may cont ai n multiple VID and nultiple V By
fields. FIG 4(b) depicts the structure of VCReq. It conprises the SID

170, a tran@%o%b%g“t ype field VC Req 205 which identifies thepgyneosidoosdReq
as Val uabl e Copy, a valuable identifier V_ID 210 which shows the identity

of the valuable to be copied, a freshifess identifier F 1D U 215 and a

moo” alB1G S e fig %esr)ant#éﬁs?é'\%em"v‘i’é RBloyRby ERHT YRV RE Tl Y, VE
field urAfoni with RSt Vhe fhxﬁe?efferireﬁeﬁbaﬁmvm ofahé preb¥Ht hveafioANTh t e
field VID 230 shows the identit the valuable to be deleted. In FIG

4(d), tévoven drledraln?ableeﬁvrﬂnﬁlenhﬂenh(t H3) whichtwiscdisgerseddytthe Best ¥BP\m(KiGb! e
Retri eyal e D 25 entlf;esthe,n aof the | uabl e to be
retri eded® W ?i§§t ?‘l%&!‘%‘#le%‘r‘ E‘% sat (B, Y antyY aﬁnPWJI'DIfPe framdheun in
FIG 4 o C a ) ntain
ol el sePaRiin SAPMIRIRNR ddtagd eattielointel uBteppn o1
and SCaEtEmpnt r\dmeé’t’ | isethy reddrvelrsiGn of Zg If Zt;lven hotbalfotSRdRe tp Lrtousredasons es t he

type of Req as Account St at us Repor and field ASRKOption 270
speci f sudr 4 dores ﬁﬁtlcsprssh@rspatuasg mstreseésgms -typlepis epsures’, i. e,

. all the symbols inZ;= (y Y 2 - q,) are marked as "erasure" Next the VRP rearranges .

N q-tuples Z; j=1 to N mto q N-tuples Y’«~ (y 0y i ,N), for i= 1 to q, in step 745 BRI

It should be noted that 1f Z’ is a q-tuple of "erasures the jth symbol Y’y in Y’ is an :

L "erasure" The N—tuple Y’ = (y Y- 1.,) isan erfoneous codeword of the (N, K) code_ o » . |

C,ie.,a codeword corrupted by errors and erasures. The q erroneous codewords Y’~ (y’

i._y 2 Yahi=1to q, are mput one by one to an error-and-erasure—correctlon decoder _
based on the (N, K) code C to produce q K-tuples X’ (x it Xz e ] .x) i= 1 to q,.in step:_ o
750. If the errors and the erasures in Y’= (¥’ ¥’ - ¥'m) ar€ correctable by the decoder,
then X*; = X,. Step 755 checks to see if the q N-tuples are decoded successful. If not, art_"' .

' alarm is raised in step 765; if yes, the outputs .of step 750, X’;, i =1 to q, are concatenated |

" in.-step. 760.- In step 770 the VRP reads the correspondmg P_FLAG. from the User s: e

account and checks if 1t equals Encryptxon Requn'ed If "No", the program produces the o
required valuable (which is the output of step 760) in step 780 if "Yes", the program

" proceeds to step 775 where it decrypts the output of step 760 usrng the appropnate

decryption key The result of step 775 is the required valuable whxch is output in step 780.

Let d denote the minimum Hamming distance of the (N, K) code C. Further, let e denote.
the number of erasures (1. ¢., lost symbols) and ¢ the number of error symbols in Y= (y’;

© ¥'iz - ¥'i), Tespectively. By the theory of error-control coding, the decoder output will be
correct, i. e, 'X’i =X, as long as e + 2¢ < d. In particular, for the so called maximum-

~ distance codes, such as the Reed-Solomon codes, their minimum Hamming distance d = _
N-K+1. Therefore, given K, an N can almost be selected, such that the probabxlrty that

a valuable cannot be recovered is smaller than a pre-determined threshold.

5. Operations of the Second Valuable Dispersal Program and the Second Valuable



ASR ption are FULL (in which case the SP will send the User a full
version report, as specified in FIG 2) and SHORT (in which ca%%sggg p
will send tM@9BES4a User sel ectable shert version report). | RoRf Igﬁﬂ
the SC Req 285 indicates that the T Req i's of type Session O ose. In FIG

4(a) toRecbverd(Progrdie F ID_ U and the I1CU fields are optional. They shoul d
be present if the comrunication path between the User and the SP i s not
integrity protected. The F IDU may be a tinestanp, a sequence nunber, or a

nonce ( oR-+ ' : er
' advaddly O RREFRES % ASH B e HEBR VoRabl DRpAR PABHm (YDRI Bt S
User's Ghhd pleférir&dainbb@ingsin of diegstestmt vention. [Thevwileabielo be piocesssd bpehe MAC .
generated using a secret key which is shared between the User_and the SP.

The Useer'iEPdP@'gtam kasghgt Yﬁlgab}ﬁéﬂelﬁﬁeﬁs\édn d80tand veluable hodyMBri8S as
] erop PG o . ! ’
14" Fof dprinsd by ecy SR HortkE bR dedic 8% MR UM bERIR e Userrs, op

proc eSSQﬁ%iitzh sthtute WRRh el ERoRET by @ Beadaitste(SP e venifynits satlientiestyny a
- Transacti1 on ReSponse Program (TRP) in step 500. There are at |east séeven

t ypes ofTheReasic fimstion of VDR isteitransfr arsubmittedrealipable into Wopaztsshased s ku gl e

Copy Response (VC Resp), Val uyabl | et Re n VDResp),. Val uapl e _
Ret 11 ov ) REGHERTIOY RO B SAEROIR P ves GAE REROT (20, FERE o ASPPRELS) . -
Session '-iﬂe%éﬁ FRESRASS KISC o A User &t gfdl signaltes BAREE valalble ROl chétk&d in 5(a) - -
- 5(g) show possibl e logical structurés of the seven Transaction Response -
types i rstep 800. If it is valid, the VDP proceeds to step 810; otherwise it goes to step 530 inFig.

" 6.'In step 810, the VDP checks if the P_FLAG 182 of the VS_Req message is set to

'Encryptidn_Required. If "No", the program prqéeéds to step 815;'ch;rwise, the valuable -

| is encrypted under -a_n encryption key_ in step 812. In step 815, the valuable (if P_FLAG _
- =Encfyptiof1_Noi_Required) or the output of step 812 (if P.__FLA‘G_=__Encrypti_on__Required) L
is divided into q K-tuples, X; = (x;, x,z . Xg), fori=1togq, where Xij is a symbbl over
- GF(2™). Each K-tuple X;,i=1to q, is then encoded into a codeword Y;= (y;, ¥i2 -.- ¥a0)
of the (N, K) error-control code C in Step 820. The q codewords Y;, fori=1 to q, are
- rearranged into N'q-tuples, Z; = (y;; ¥;; ... y) in step 825, for j = 1 to N. Next, an integrity -
* check (as discussed under "Overall System Setup”) IC; is comnputed over Z,-, j= 1 to N,
in step 830. Finally the (Z;, IC), j =1 to N, are stored into one or i:n_ultiple data storage
- devices in step 835 with each Z being stored together with its corrésponding IC,

'FIG. 10 shows the flow diagram of the second Valuable Recdvery.Program (VRP) which
works in conjunction -with the second VDP in the preferréd embodiment of the present
invention. To recover the valuable (with identity D_ID) which was dispersed by the VDP
of FIG. 9, the VRP first reads the N g-tuples Z,=(y"); ¥y - Y and the associated
integrity chécks IC, forj=1tN, from the corresponding storage devices in step 840, -
where Z’; is the read version of Z; and IC’, is the read version of IC;. If Z’; can not be .
found due to various reasons sucﬁ_.as storage device crash or corruption, Zis regm:'ded as . .
a g-tuple of "erasures”, i. e., all the symbols in Z’; = (y’,_'i Yy - Y'g) are marked as

"erasure". If Z’, is found, it will be integrity checked using IC’;. That is, an integrity check



accordance with the preferred enbodi nent of the present invention. FI G
5(a) is the structure of VSResp. It conprises a session identifier (S D)
170 which vwasode@esi ated during steps 100 and 110 in FIG 3 ggdcoslesss
here to uniquely identify. the present?®%ession, a field VS_Resp 300 which

% o2, R el 25 TRt e VA OB MRE R TR ©

transact té3idered emndr fige; Gthérnasd) 288 regeduld dsi 2g-tple Bf Btashtés": Wit&845, the
guar antees that the message i s frlesh-or in sequence, and a nessage 'Cfield

| CSP 315VRP clrcks tg(sey if the memberrefcerased Bis isCires than| 4, the mmnumdﬂaxﬂnﬁngwo

d he T VI D
510t akefisteRenof e O ) epdet 3 gt d ?fal%esfﬂasﬁ%%@n@eaéi Aot riee :
t/r ;Es agt Plodrélbﬁsoces sil gggz‘tlntfgéiglﬁgzlc?sjﬁ }%gﬂsggggzﬁc}@ raé%flg@drgagg@d 9 h*N—tuE’p 1e§ i s

the strud?Er(y’ oy VD Rad.ofor i £ lctorg ilsshould b&l@ledﬂ@,t iBZ{;ise g-tufile Iﬁéfq:rasm "whi ch
denti fi .hT e Val uahl ID2,30t en frogmFl G
sy o MedRSYRBALK 190} A Er s D SRR 5,0 et o oo B fodoword

t t t SP 345 il (d)
the b&?"ﬁ@wé‘ag‘ﬁ“ TR q N o B 57 YO0 1P B oy

Is the stru re"of VRResp
whi-ch. .ideeitd Bnesasune-cirretion desoder(bmsahbndie ENRKD) code &), to. prdﬂuﬁéq K&kples 1f irj om : -'_-.;
FIG. . 4(d getrieved val'uab) e .V 360, as -speci-fi M- 1D, a field g
URCACK. S0 Romi - a0, ST LG, B sapB 0, 1B a0t PLFGR-of GRSBrLBK sing.
-t he fielfigs B‘HBSE :iﬁéoﬁprtsl cﬁﬁﬁeﬁz&der in step 860 will be correct. In step 865, the X', 1

_- =1to q, are concatenated together In step 870 the VRP reads the correSpondmg P FLAG G __-_—-.;.___.. ) .

from the User s account and checks xf it equals Encryptlon Reqmred If “No" the program
produces the requtred valuable (which is the output of step. 865) in step 880 1f "Yes', the -
program proceeds to step 875 where it decrypts the output of step 865 usmg the appropnate B

' decryptlon key. The result of step 875 is the required valuable which i is output in step 880.

. 6. Operations of Data Checking and Correction Programs '_

To avoid error accumulations in th.e N parts of the stored ' valuable 'al'l -'storend data is
. checked penodlcally (in regular or 1rregular mterests) by a Data Checkmg and Correctxon
Program (DCCP) The DCCP checks if all the N parts of a valuable are intact. If not, it S

- corrects the errors and recovers the rrussmg parts.

‘There are two versions of DCCP. The first DCCP works in conjunction with the first VDP . :
in section 4. Its flow diagram is shown in FIG. 11. In step 900, the DCCP collects the N
q-tuples Z’; = (¥’ ¥y o Y'gh J = 1 to N, associated with the valuable identified by a
given D_ID. If Z’; can not be found, DCCP marks Z’; as a g-tuple of "erasures”, j = 1 to
N. It then rearranges Z’;, j = 1 to N, into q N-tuples Y’ = (¥’ ¥’ ... Yn) i=1t0 q. In
step 905, Y?; is decoded into X’= (x’;; X’, - X’g), 1 =1 to q, using an error-and-erasure- |
correction decoder of the (N, K) code C. Step 910 checks if all the q decoding operations

in step 905 are successful. If not, an alarm is raised in step 915 and the program goes to



FIG 5(e)

Is the structure of ARS Resp.'lt conprises S ID 170, a field

ASRResp 375. A5 which identifies the T Resp as type Account
St at us’ RepoMO 9987p5€] d ASR Report 380 wijth its format as specifGTG§p0o003
ASR Option 270 in FIG 4(e), a ASRACK field 382 indicating the success or

- failure sudp obs; iff pss tied DOTIOpreeds oostep H20S Inedtels 9BOPRF, i$Acaid ihfeSR'390.
FIG 5(f 2 is the structure o SCResp. It consists of SI'D 170, a field'sC

Resp 39
398 indi
fields

YCh -4 derbiifT ddodmsherq Mf&}?l%ﬁsYhype Istos@, 7R rearmnged into N hetulss ACK

et lilo0Yaner 7o p s Mafly ﬁ»s(@?%éf AU e Y

| t o0f . ,
L pcOme e dotleBe D reptadel iR 210 W oy o) 23 e, gep s

| D_SP 42R5%1tbe D@@’clmiks tar Reecpf have armpwste@dtmhlabhsmeod toTRechecked) Ifibotg h

the E
VS Req,

TRBEFA RGPV ) é&“@%ﬁﬁe@,ﬁﬂhﬁsﬁﬁ Broe Talied B4 520  ne

type of ﬁ{dgéésmk%sté’;kﬁo possi bl e val ues such as 'Request Not Verified"

and " Reques

B The second DCCP works in conjunction with the second VDP i in section 5 and its flow

Not Perm t't ed"

_dlagram is shown in FIG. 12. For a given D ID of a stored valuable the DCCP collects'_“ SR
the data segme,nts (2, 1C),j =1 to N, _w}nch are assocxated.wuh the valuable in step |
. 940 Ini. step 945, the DCCP checks if all the 'N q-tuples Z'; = =@ § s Yd) are found . .

and 1f they all’ pass the mtegnty check based on IC pi=1 to N. If yes, the DCCP goes to: .

step 975; if not, the DCCP proceeds to s_tgp'9_,5_(_)_wher¢ the Z’; xs_malj_lsed as a__q:_tupl;e of
"efasurés'f 1f it is not found or if it fails to pa_ss 'the_ihtegﬁt_y check, 'Stef). 955 checks to see
if the number of erased Z’s is léss d, the minimum Hamming distance of the (N, K) code |
C. If .not the DCCP raises an alhnn in step 960 and then goes to step 975; if yes, the
program proceeds to step 965. In step 965 theZ’;,j=1to N, are rearranged into Y’ = (y';,

Vi oY) i=1to g which are then decoded one by one usmg an erasure-correction -

decoder of the (N K) code C into X’= (x’; x,,_Z:-... 'hi=1ltog In step 970, X’; is )

* encoded mto_codeword Y'= " v ._;._ y"n) of the (N, K) code _C, i=1toq Thegq

codewords are then rearranged into q-tuples Z% = (¥"y ¥y ... Y'gh j=1 to N. Finally, the
DCCP computes the integrity check IC"; of Z"}, ;nd replace the old (Z°;, IC’)) with the new -
(Z%, IC") in the storage devices, j = 1toN.In step 975, the DCCP checks if there are any
more valuables need to be checked. If not, the pi'ogram terminates and' if yes, it fetches
D_ID of the valuable to be checked in step 980 and then goes back to step 945.

7. Procedures for Key Recovégg

The User of the Digital Safe system needs to keep tv_vd sets of secret values, one for
authentication to the SP in order to access its account and the other one for encrypting its

valuables before submitting them to the SP. The former set of secret values are referred to



In FIG 5(a) to FIG 5(g), the F_ID SP and the ICSP fields are optional.
They shoul d be present if the comunication path between the SP and the
User i s notwigéee@esdy protected: The FIDSP nay be a ti ”ESta”chi‘/sgﬁg/b\ﬁtﬂﬁe
nunber, or a nonce (i. e., a non-repeating random nunber generated by the

User and sent to the SP before hand). e IC SP is conputed over the entire

nmessage; it nmay be the SP's digital 'sighature generated using its private
key or i WA REL ks ; SP
o) Phe f1, TR M MEIGP SEERI SHINS] (SASVACHE i S Gl 66 SIS B

Resp nmesmfeyesi trzs Valgable SuotectidzeSeoreti Viguesy MRS V). Exdinplés of bechSicrzenalaes he

Resp to the User in step 00., The TResp sent jn step, 1000 by the SP is
recei ved@§t PIN&teyLeys s‘f‘dE‘lﬂ?lfF ¥ p CIHFIRFYSIEME @Asrsecret skeyv‘“em fﬁY&m‘Ttﬂch%Sp

is validg | t hng S

I dentifi e%@%%“é Adt g{yt%% dhgaétl&qgft?#eﬁte% egr E&{r% %@eg‘?"fn‘? he
answer i matiie! Amaxahpie'rof keqﬁﬁg a VPS3&iztto encriypiea vﬂaablalﬁdd&r the MPSY ehérypt €p
1040 and the User/SP will take actions_accordin . Assuni ng that t hée

out put othesYBViunlsr pqnasierdeey, apd attacy t memettéc SVowith dhe valuable. 16 f

the received TResp is of type SCResp. If yes, the current session is

T

closed; otherwise, it accepts and outputs the results of the T Resp nessage

i n_st ep LossSofthd E!hSngﬁeﬁenbam% User ﬁo@rpaéo@&mg its accounﬂ@ﬁllﬁie' M‘ﬁle@vehf‘sf
Tr ansact i'on+Résponse:-Program:
= the User osing its UASVs, the User approaches pre-determmed Key Escrow Agents to

' recover UASVs 1f UASVs are escrowed by such agents Alternatlvely, the User wﬂl have o

C 'to authentlcate 1tself to the SP by other means (such as usmg paper documents) and upon N

: authentlcatton, the User and the SP separately or Jomtly estabhshmg anew set of UASVs .
. to replace the lost ones. The User - from that pomt onwards uses the new: UASVs to

authentlcate itself in order to access xts account

Loss of VPSVs prevents the User frorn decrypting its encrypted data or verifying the -
o authentlcxty of the retneved/copled valuables from its account To prevent this from
L happemng, the User should keep multxple coples of the VPSVs or make use of the key
recovery services provrded by a key €scrow system In the event of the User losrng rts
VPSVs the User approaches Key Escrow Agents to recover lost VPSVs If the lost VPSVs
** are not escrowed, then valuables encrypted by the lost VPSVs wrll be lost too.” -

LY



FIG 6 shows the flow diagram of a Transacti on Response Program ( TRP) used
.in the preferred enbodi nent of the present invention. Referring to FIG 6,
the T_Req rBx99¥854n step 490 in FIG 33 s first, checked for TEESGIHI0M3; y
in step 520, including checking the validities of the freshness identifier
F_ID_U aomithée integrity check 1C U, as wel | as checking if the requested
operation in T Req is permtted. If the T _Req is not valid, a T_Resp of
type-ERR Resp is formed in step 530, where the format of the ERR Resp is as

320, 11 Ts ne Sgiahitn il gyt Aitind SRR Ram) 16 £ URT Lol 7,

t he answWejta isforag@eans;Ne TRP cl oses the current session and prepar es a
TResp of type esp in step 550 according to the format of the T Resp
gi ven i na EEeE acsohnt asseeiatednwith the usereandut come in step 540 is "No", the T

Req is checke 560,. t. ee if is of t e L f t he TRP
first pr%@%%g’é' iabliShing 3 gl Bhstansncionaion FEVRERARE teeps ﬂﬂé%?d instolct
Di sper say ;{;e%[gfﬂ{aﬁé(}ai’ f altigied1Shitd f16m R YssotiAfonOwith the us®’s adcBetf ds the
val uabl e stofage, storage duration, pointers to storage

| ocat i onmeahshﬁmmicuémgfth@dﬂhéﬁnamﬂo p plurality afpartsctheqarty peingrsepargtelyf stoRUAG =
Encryption_ Required and .then prepares a T_ Resp of type VSResp in step
570 accoﬂjm?gg?@gﬁ C%Fﬂﬁts 'speci fi-ed in FIG 5(a). If .step 560 outputs.

Lt e if it is of type VC Rep in ste
Inﬁ? the bhB6 S dat Re yp P p

580 1t glhes %’Iggﬁﬁ rst recovers the requested val uabl e using a Val uable

Recovery Program (VRP) and then prepares a T Resp of type VC Resp in 590,

where the forrrat -of VC Res ace rdln Assumn that step
. 580 yi el ds " Nd* deppsitorRag °F%mﬁ‘é ‘?fﬁ‘ 8&5%%?05%3%%”? F’tP"F%S B

type V.DZ?J'F 1 xﬁ_e Rgtg sgé;%&@ evige, "8 Sarts Bgﬁ%@%&u@ﬂe‘f Stofldd 64 8% 4418 stofd

speci f hen prep res sp of type . VD Resp I step 610
accor di ngrtievi‘cbsa format as given in FIG 5(c). Assuming that the outconme of
step 600 is "No", the T_Respis next. checked in step 620 for type VR Req.
If yes, the TRP fi r'st recovers the requested val uabl e using VRP, delete the

val uabl e,f rom hchp%% sasﬁgw %?3;] legﬁr(ﬁimﬁ 2T fmﬁriéﬂfg }Hia:'iie?&}

according'to t or nma al’l "ber ng pertorned
'~ communication with the user.

| _'4. A depos1tory as claxmed in_any one of the precedxng clalms further compnsmg )

means for authentlcatxon of the user.w1th the deposxtory

“5. - A depository as claimed in any-one of the preceding claims, fiirther comprising -

~* means for authentication of the depository by the user.

6. 'Aﬂdepository as claimed in any one ef the preceding Claims Whefein the user is able -

to instruct retrieval of a copy of the item in said transaction session.

7. A depository as claimed in any one of the ptecedi‘ng Claims wherein the user is able

" to instruct deletion of the digital data item in said transaction session.

8. A depository as claimed in any one of the precediﬁg Claims wherein the user is able

* [ L M $ *

to instruct an account status report in said transaction session.



17 step 630. If the output of step 620 is "No", the T Req nust be of type
ASRReq. In this case, the TRP prepares a T Req of type ASR Req, with its :

format as gmvieBestdsk| G 5(e). It shoul d be noted that the TRe$RTRSIAGRS
prepared in steps 530, 550, 570, 590, 62f0 630, and 640 are sent to the

g;s)gr g20§t:gd%ﬁggpéfg E}(L)?s ﬁ%%/meg;?gl %ﬁfﬁ%gwaﬂ% @%déadﬁ%ﬁ/azlﬁagg\?e SEgeyS%r?gy be

carried w&rsm taByui@esccdnnohal agdita sthetyre eildentfyes ithe ub& &S c8Akaining
desi gner. Operations of .the First Val uable D spersal Program and

the Fi rstnfm%tm ideptifiang the date ifemmstored thereinj | | ustrates the flow di agram .
of the first Valuable D spersal Program (VDP) used in the preferred

enbodi ment of the present invention. The valuable to be.processed by the
VDP progi@m hag de ssxtbgj'%tmﬂniedeiﬁtcfahﬁ@ VeheR2id GRe anfdrvadiotABf eadhogita YRy 185
as specified by t V message _shown in FIG 4(a). The val uable

cont ai nsinchisless @t 'leastiiogetof) the itypeatsizes tinke/date ofrsubmisskan pedod wf tstoragss end and
t he SPtovrlf ayt hent j, Cci The basic,function of VDP is to transfer
a submi t PEAR Véltééi&? §°‘ﬁaﬁ @&FE‘Z'C‘B égﬂ gﬁ‘ 321 €M) error-control code C
Wi th synbols over Galois field G-(2"), whére mis a positive integer. For
further reference-on encoding and decoding of a (N K) error-control code,
see R- E11Bl abAidepdsitony gs eladnﬁmamyme@f tlrgpmcedinmﬂlmmsadwwn the means fo;
Addi son: V\éésoiﬁx Readi ng, - -MA, 1983.:Also, seeS.- Lin and D:73: Castello
Error gZOdI rg: Fundanent al.s -and Apph cat i ong, Prentice- Hal'{ -

Eng! ewioq> hiblstheNhca KB IntoR ANABRGEPK s, Taerofi H5%/= ¥, o - ..o 1_' .. o

s to q, where Xy 18, A symbol over GF(2"‘) thh m bemg a posmve mteger'

b) for i=1to. q, encodes X, into a codeword Y (yIl Vi - Ym) usmg an (N’ K) error-. -
: control code C, where Yjisa symbol over GF(Z“‘) e - PR _
'c) rean'anges Y,, for 1= 1 to q, mto q-tuples Z = (yIJ yzj ym)stTJ =1 1 N, and | o
d) storesthe Z;, forj=1to N, as saxd parts. )

12. A dep051tory as claxmed in clalm 11 wherem the means for decodmg
a) or; mputtmg a data 1tem 1dent1ty, for j j= 1 to N, reads Zy= = (y* 5 b% o ) from the
locations where Z; was stored where Z _] =1.to N are the parts of-the data 1tem as -
-ldentxﬁed I o _ L S
b) rearranges Z for j= 1 to N into N-tuples Y (y i y 2. . ,}) for i=1 to'q;:"""" e
¢) decodes Y”’; using an error-and-erasure—cortectmn decoder of the (N, K) code C to
. obta1.n.X’ =X X'p . X'g) fori=1to q,and

d) concatenates X’,, for i=1to q to form the data item.

13. A depository. és claimed in Claim 12 wherein the means for decoding:

e) _at step (a),_ if Z; cannot be found, éssigns Z’; as a g-tuple of erasures,such that in
Z; = (Y'y ¥y - ¥Ygq) cach symbol is marked as an erasure; otherwise leaving Z’
unchanged; - | |

1) checks to see if all the decoding operations are successful and if not, raises an alarm.

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\



digital signature on the valuable is first checked in step 700. If it is
valid, the VDP proceeds to step 705; otherwise it .goes to step 530 in Fig. .
6. In step VWB99BWE4VDP checks if the PE_AG 182 field of the VBREGIHHMIBhge
is set to Encryption Required. If " the program proceeds to step 715;

- oth th 710.
P step Bro. | P ERdHRE0Eed clafd "s““fe‘?%%g??*‘éx%‘é‘rﬁé%‘%?gg A HCodifi cbibplickhn 00,
K-t upl esintefrity icheck {G] ever]Z; fof p+irfo N. an&stres] (Z; ¥C))s tfepj=11to, Nf & sdid parts.t 0 Q,

where xij is a synbol over GF(2[err]) Each K—tuple Xerr], i =1toq, is
then encoded into a codeword Y[err] (Y[err], Ylerr] ..: Y[err]) of the

(N, K) ejg¢or-go 2 s -Y[err], for
i =1 toE%, a(r;\earéartrog}ﬂggagdlg%%@m% Pq[ B%E ﬂ{é’?‘egns(@?%@{ﬁng{[err]

~Y[err]) ayostsutiaga da@d ittmidénti f&rJEt mabIN/ redds @1 =YEs YZ] ‘;?HY].b)athC1 to
N, are stored into_one or rrultlpedata storaedevrces

18 FIG frsnsﬂmlgcatm;mfwhm (4 aGilawasostoredewhere s, iva Il anY.arethemastsyof thedatam

(VRP) whi,ch wor.ks

(Vo) ik ARk SRR BT U o St Bl €1 9

denti f ’ d f F =Z VRP
(7oL reale ThENR e Funtes A T TR, 7 SRR IR A S

"N, from chéeeczﬂese‘é powsthgnan stror-apd-etasyiccessTaction ngocmmfui;cr(y tI'El)ecedeoCa

" locati on o n in-the. acc ere Z [érr]-is the redad. versron.'-'-'
i- L5§ nth USQ %’5 83%‘1&5‘ [err]-

of Z[err?f &F i X @art i ‘to various reasons.such as -

storage df&bﬁ&téi{a?&m{mfdiqr:‘ !l'l%'cf(b foﬁn[tﬁérdhta'ﬁerﬁegarded as a g-tuple of.
. "erasures ) , al.l" the: syrrb sinZ[err] = (Y [err] Y[err] Y[err})'-.-,_
are mar ked as “"erasure". - Next, the VRP rearranges N.g-tuples Z., [err].="1- -

oo E}§5q 'Xt légfligt%ry a$ cl(a bléu\r(r {f \v|i1]ere1n the m%ansr }o} ’dec&{mg 1 to- q, S

in st ep
e) . at step (a), if Z; cannot be found, assigns. Z’ a’s a g-tuple of erasures, such that i m

Zi=('yYy- ) each symbol is marked as an erasure otherwrse verifying the mtegnty
of YA based on IC’,, if Z’; fails the integrity venﬁcatron marking 1t as a q-tuple of
erasures; otherwise leaving Z’; unchanged; ' '

f) checks to see if all the decoding operations are successful and if not, raises an alarm.

S 17. A deposrtory as claimed in’ any one of the precedxng clarms further compnsmg _

~ means for encryptxon of the data xtem

- 18. A depository as claimed Claim 17 wherein the user is able to instruct encryption,
prior to encoding, of the data item to be stor_ed during the transaction ses_sion.
19. ' A depository as claimed Claim 18 as dependent directly or indirectly on Claim 9
wherem the information of each data item includes an indication of whether or not the item

is encrypted and a pomter to a decryption key.

2. A depository as claimed in any one of the preceding Claims further-comprising :

* [ L M H] *

‘means for decryption of an encrypted data item.



It should be noted that if Z [err] is a q-tuple of "erasures", the jth
symbol y'[err] in Y [err] is an "erasure”. The N-tuple Y [err]= (Y [err]

Y [err] ...w&dohéds) 1S an erroneous codeword of the (N, K) cpges€osdoess. , a
codeword corrupted by errors and erasuﬂés The g erroneous codewords

Y [err]= y[err ,gnrr] rr]), o] are jnput one by one to
an erro and-‘%r féfo"}sr@m@nmd@%%‘? OSQB%BTQFEaWEeCl@N‘S Ryrthep gemprising
produce r [err] ... X [err] ), i =1toq, in
step 756‘?“??%12%&%@% g{eaérﬁl -oéiaeéﬁégt]seuniées in Y [err]= (Y [err] Y [err] ...
Y.[err]) are correctable by the decoder, then X [err] = X err]. Step 755
checks to see if the q Ntuples, are decoded successful . |f not, an alarmis
rai sed i23- st ep depositeny geeelaimaedh iy Glaim 21 syheseiapthe gueany forchpcking decodesy g,

P FLAG FREHE ! TS ok it BF el 1", YUl o Encr ypt i on Reaqui r .

If "No", the program produces the required vaI uabl e (which is the output of
step 760) in step 780; if "Yes", the program proceeds to step 775 where it
decrypt €3t he 6tdepgsltqry agcdqimed dn &M&em@thﬂowmds aeccofyfixadoor viagigble The -
resul t Ofgﬁ ep 775 is the required val uable which is output in step 780.

Let d d&f t he m ni mum Hanmm ng di stance of the (N, K) code C. Further,

| et ‘e denaote ‘t-he -number... of.. grasures: A e.; lost synbol:s): and_c..t he nurrber i
of -"érror: syrrbolsrnY[err]"uéy [err}-y err]__,. Y[err]) respéctrvely -
By the t24eor yAciepesitery-asatai m@uyrtgx,eq e peecoding Glaimpsut ‘wi 1 | be correct

can e MR, pomprsBenbenr Jop Je0R i i it B s e Bhoids *°

M ni_numikiEaed in - §hts egktoyewgﬁédi Therefore, .given K an N can al nost

be ‘sel ect ed, such-t haf the prababi I ty t'hat a val uabl e c¢annot -be fecover -ed
i's simal |l er than a pre-determ ned threshold 5' : Operatrons of the .~
Second \% uab}\ede[p]ogi §r§%§"cla5{1° m (14w eeresuel tegnty al?eclec compnses adlgxtal ) -

sxgnature

.26, - A dep051tory as claimed m Clalm 24 wherem the lntegnty check compnses a
""""-"'messaoe authentication code. Ty T
=2+ .27. .. A depository as claimed in any ofné_ of the preeeding Claims W'herein tmm._tnuniéatbn- -
with the user during the transaction session is by means of a plurality of messages each’

associated with a transaction to be performed.

28. A depository as claimed in Clalm 27 wherem at least one of saxd messages contains

“a freshness 1dent1ﬁer

29. A depository as claimed in Claim 28 wherein the freshness identifier comprises 2

timestamp, sequence number or a nonce.

30. A method of operating a depository as claimed in any one of the preceding Claims.

* c L M S *




Recovery Program FIG 9 illustrates the flow di agram of the second

‘Val uabl e Di spersal Program (VDP) used in the preferred enbodi nent of th
present i nv¥RP&T954The val uabl e to be pgrocessed by the VDP prdgr é{?ﬁ%@goq:’he
val uabl e identifier V_ID 180 and val uabl e body VBy 185 as specified by the

VSReq Mexs ageAshethiodi of stoifng d{gidal ddtadtenad fonlal wsec compiisingtthe stdpseor:s di gi t al
signature which can be checked, by the User and the SP to verify its
aut hent iREPYMINGra AIspRaGeount aserigiedgyit/the VSTt o transfer a submitted val uabl e

into N p“%‘f"%‘t@%‘wﬁ%ﬂ“%f& £ OF - control code C with symbols over

Galois fiée € MIS a positive integer. Referring to FIG

9, the Usesivingta didill datagiteth @n€ apninsthectionl frorhlthe iuser for the tBRAaR storedigP
800. If it is valid, the VDP proceeds to step 810; otherwise it goes to

st ep’ 530assoriation with the useelp agdaunt;apd VDP checks if the PFLAG 182 of the

VSReq message i E e Lam proceeds“
to step eé‘fggméttﬁg ‘%&%ggmtlﬂgo %aﬁﬁgﬁﬁ% ag‘rdy%é%%é\lah %él,rﬂs%:ﬁ Xfpt i on key
in step 812. In step 815, the valuable (if PFLAG = Encryption_Not _Required)
or the output of step 812 (if P_FLAG = Encryption_ Required) is divided

into q K32 upI Asmeﬂpdraq clainfed] v Clainy[3dr further compesmg)the siepsofi= 1 to.q, where

encoded TRRGHE UOHBRIPHO oG it S pqaed Gl Yo, focodyfe e defaiiey

error- coa{drggndﬁggjglecadw,@m &eQiserThe. q codewor ds Y[err], for [ 1 toq, R
are rearranged. into N g-tuples, Zferr] = (Y[err] Y[err] Y[err]) in step

825, -forj 1 t 0o N. Next, an integrity. check (as di s_cussed under “Overal |
Syst'em,' er €, r. Z = 1T to N -in step 830. '
Finally Ch]‘ dr%’a’%’lt#ng ‘i‘glgai%ﬁg sé‘L%'t ored into one or nultiple
data stor age 'HRWxﬁﬁﬁ d Batﬁtd%ﬁosﬁﬁ)?y\m th&ﬁ&z%ltﬁ &tﬁhﬁb@&oﬁ@él@&h&rﬁ@&her -
with its corresponding I1Ce 10 shows the flow diagramo
second Val uabpm@mgvﬁxryregxstrghmno(\m@s oﬁﬂmhdaﬁardwosrﬁom)npdnmserohavmg lant he
second VDP in-t htg tgr ef err.ed errbodl mant of the pr esent _

account wi e depository; . .. _

_ m response to a request from a user, opemng a transactxon session with the user in
which the user and the depository auther_ltlcate each other and performing a transaetlon
instructed by the user in respect of a digital data item, the transaction being selected by the

. user from a plurahty of avaxlable transactzons mcludmg storage of the 1tem in or tetneval

of the item from the deposnory L

3. A method as clalmed in Claun 33 in whlch storage of the 1tem xncludes encodmg :

the item into a plurality of parts and storing the parts separately in the deposxtory

35. A method as claimed in clalm 33 or Clalm 34 further compnsmg the step of
checking, at intervals, the mtegnty of data items stored in the deposxtory

e
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invention. To recover the valuable (wth identity DI D) which was dispersed
by the VDP of FIG 9, the VRP first reads the N g-tuples Z [err] = (Y'[err]
Y [err] . ~and the associated integrity checks IC | G%
to N, from t‘E)eg cor;r’)espondl ng storage devices in step 840, whe?eErrk {’e)’?‘t
the read version of Z[err] and I1C [xry3 is the read version of I1([err]. If
Z' [err] can not be found due to various reasons such as storage device

crash or corruption, Z'[err] is regarded as a q-tuple of "erasures", i. e.,
all the synbols in Z'[err] = (Y.]err] Y Jerr] ... y'[err]) are nmarked as
"erasure". If Z'[err] is found,} itS,vvi;.II bg integrity checked using 1C [err]
That is, an integrity check tryice 40___-1ps conputed over Z'[err]

and the result is conpared with | Erovigsr tHe two are equal, "Z [err] is
consldered error free; otherwide. Z [err] Jis regarded as a g-tuple of

- "erasures". In step 845, the VRP khecks.to see if the nunber of erased

Z'[err]sislessthand the m ni nu g di stance of the (N, K

code. If not, it raises an alar i 50; if yes t he program

proceeds to step 855 where the tU£1 es {7 [err&( =1to N, are
rearranged into g N-tuples ’f"‘ 10fty: [err] ... Y [err]), for i
1 to g. It should be noted t Z_'[err] is a g-tuple of erasures '
corrupted by erasures: ‘The. q.] *rr]— (y-ferrl. Y [erc]. .
ne-t:0 -an..erasure- correctlon

Y [err]), ‘1 to-q; areinput onedpy

decoder based on the (N, K). code C 40 proffuce q K-t upl es =X [err]-._..
(X [err]- X [err] ... X [err]) fr—t—to— in step 860.- As long as the *
nunmber, of erasures-in Y [err] §s- - |ess fhan B0t he. outputs of the. decoder-_
in- step 860 Wi |17 be" correct In St qPsesb5, He=X [err]s i =1:to. g, ‘are’

concat enat ed toget her. In step 870, the VRP:reats- the correspondr ng. P FLAG
fromthe User's account and chetks Tt Ttequal s Encryptlon Requi r ed. Tf =

"No", the program produces the requi. red vaI uabI e (Wwhi ch i's the out put of
step 865) |n step 880 |f "Yes" the L _ :

FIG. 1

- Account number (Acc_No) = S P P
Usecsidentity (UID) .~ © T T
User’s contact informasion o b 5_
User’s public keys or public key certificates - . _/ 56
Valuable ID1: type size, time/date of submissiort N

storage interval, P_FLAG, pointer to

to decr) ption Ley, pointers to storage

locations _-58
Valuable ID2: type, size, time/date of submission,

storage inierval, P_FLAG, pointer to

decryption key, poiniers to storage

locations o )

FIG.2



.progran1proceeds to step 875 where it decrypts the'output of step 865 uéing
decryption key. The result of step 875.is the required

the appropriate .

val uabl e whi99/&70841t put

in step 880.

Checki ng and Correction Progrnmas
parts of the stored

(in regular or
Pr ogr am ( DCCP) .
intact. If not,

the first.- VDP
step 900,
Y [err]), |

I rregul ar
The DCCP checks if all
it

in section 4.
the DCCP collects.the N

1to

6.-

Qper at i ons of PERPE8/00003

To avoid error accunulations in the N

val uabl e, all st oregéﬁt ais
I nterests) by a

checked periodically

a Checking and Correction’
the N parts of a valuable are

corrects the errors and recovers the mssing parts.
There are two versions of DCCP. The first DCCP works in-conjunction with

N.

Its flow diagramis shown in FIG
g-tuples Z'[err] =
1 to N, a¥8&ciated with the val uabl eSkdentified by a

.11, In
= (Y [err]. Y [err]

to N,

-gi-i'/en DID. If Z [err] can not be fodf@, DCCP narks Z [err] pp a q-_tu&lﬂe of
i Nt g

"erasures", | =

N-tuples Y [err]= (Y ]e .
905, Y [err] is decodedf Piéparerentdsend
using an error-an

to q,

C. Step 910 checks if

1t then

Ogen Reguest
(O1keg)q dec

earranges Z [err]

e pr ogr am got

successful . If not, .an ararmis rsed. in sjep -91& \ , es to - . -
21 - step 925 if yp&y -t he DCCP. proceeds toystep 10 step 920, X [efr] ..
i s encoded into Y [gior] = ~ /130 : A 4 : IR
_ . . b Prepare and send| , 130
o (Bl Y ORespretifiedN  OFP | OpenResponse f - .-
O User/SP ) 9 A | (O_Resp),and |~ - - T
L N— N | 'opgn.hses:sion S
' Yes ) Y, 160 | ‘with the User . /'490 o
-~ { Prepare andsend] . T_Red Receive T Reé a
»| Transaction | 1. A
Request (T_Req) | I _ |
— _,.1-020_: Yy
1055 / | Process 'TI'_Req and /
. tve repare Transaction
o Recelve TResprt—y, | Response (T_Resp) * |
- . ¢ Transaction
Output result I L : Res;l):onse Program
| of the T_Resp X 1080 | (TRP) 3 .
x No .-IS'_.__' 1} - Y. /w00 -
T;Re.ipxalld - :Tl__Resp SendT.Resp |-~
-~ Alert - - |
User/SP '
1050 1
~ Is received |
T_Resp of type I
.
Yes i
- .
Session Closed '
3 .




(Y'[err] y"[err] ... Y'[err]), i =1toq; the q Ntuples Y'[err], i =1 to
g, are rearranged into N g-tuples . Z" [err]= (Y'[err] Y[err]
y"[err]), ﬁ N, finally, the old g-tuples Z [err] (Y [:@-[-/s];ggy’o([o@jr]
oY [err]xvqn the storage devi ces are repI aced by the new ones Z'[err] =
(Y'[err] Y'[err] ... Y'[err]), |J = . In step 925, the DCCP checks to
see if there are nore stored val uabl é! n"eed to be checked. If not, the
programtermnates; if yes; it gets the DID of the valuable to be checked
in step 930 and goes back to .step 900. The second DCCP works in
conjunction wth the second VDP in section 5 and its flow diagramis shown
in FIG 12. For a given DID of a stored valuable, the DCCP collects the
data segnents (Z' [err], IC), Jj =1 to N which are associated with the

val uable in step 940.- In step 945, the DCCP checks if aII the N g-tupl es

Z [err] (y'[err]l,@[err-]_, [erqgl e fo g all pass the
integrity check sed l%{Or] ]Ii: 1 tgg?\l tl'ig goes to step
975; if not, the/%CCP /)ceegz ep 95 vvher the [err is marked as a
g-tupl e of erasuyes. 11 IS not rtjouand of 11 1t rarr% ass the

integrity chefk. 115t BYS Sy _gd?FﬁA@ev By t\hesl\tlr tx:gtat tceUEgsefle [terr]f]
| codle . no e

is less d, the -m nijpum Ha drstandeoft
DCCP-:r al ses;-anatarm-ihr—step—360—ane—ther—gees- S+
progr.am: proceeds o step 965. In st-ep--965;. the zZ [er
rearranged into Y- [err]= (y [err] Y [err]Y [err])
t hen decoded one by one using an erasure- correction decoder of “the. (N, 'K)
codeC |ntoX[err]—.(X[err] X[err] .--x’_-;[__-err]), 1toq dn step '

. 970, X" [err] is -+ encoded intd- codeword Y[err]- oy [err] [err]
Y'[err]) of 't he (N K) ‘code

0 )] (‘D
r#,—\]

Bt o A=Y |

the

= “-qyes )

i "i”"to q which are":‘_ i

‘XIita g The g. codevvords are’ then .

rearranged- i nto g-tuples Z" [el’l:i[d];."4 (Y[err] Y'[err] . Y’[err]) [err] - 1 .

" to.N. Finally, " the DCCP. conput es t he integrity check IC[err] of z" [err] i
and’ repl'ace the.: ol d (Z [err] 1.Clerr]).with the new . (Z'[err]: TC [ eFi-] ).

in the storage devices,-j =1 to N .|n step~975, the DCCP cheécks if -there =~

are any mor e val uabl anneerso bg gheckg;is | f notz t he program-termnates
and if yes, it fetches D_I Dyof t val ugbl e to b -.gh_ecked in step 980 and
t hen goes _back_ to step/945. : 7 jedur es 0 -Key. Recovery

S_ID |VC Req VID |[FIDU| ICU |
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The User of the Digital Safe system needs to keep two sets of secret

val ues, one for authentication to the SP in order to access its account
and the ot hgoseseessor encrypting its  val uabl es before subni mrsgm/nmmto
the SP. The forner set of secret values are referred to WO

99/ 37054 4/13 22 as User

Aut henti cati on Secret Val ues (UASVS) and the latter set of secret val ues
are referred to as Valuable Protection Secret Values (VPSVs). Exanples of
such secret values are private keys in public key cryptosystens and secret
keys in symmetric key cryptosystens. Al the secret val ues nust be kept by
the User in a secret and secure nanner. An exanple of keeping a VPSV is to
encrypt a val uabl e under the VPSV encrypt the VPSV under a naster. key,
and attach the encrypte mgth t valqggte gﬁs_of t he UASVs
prevents the User from ces ing it accou t on-1ing"™In the event of the
User losing its UASVs, i ned Key Escrow Agents
to recover UASVs if = Alternatively, the
User will have to alg thiyg j|t ',‘ er neans (such as
usi ng paper docunentf )t]gﬂ R et ?eﬁ 'lls'g!ajtl%n er and the SP
separately or jointl| g lshi A to replace the | ost
ones. - The -User - frontthat p0|nt onmards uses the neM/Lwﬁw@ to .authenticate
itself in order. to access its account e e o

0 %5 a0 275 20
/S S S/

S_ID | ASR_Req| ASR Option| F_ID_U| IC_U

'Iin409

170 285 290 295

[ [/ [/ [/

S_ID |SCReq| FIDU|ICU

FIG.4(f)



"~ Loss of VPSVs prevents the User fromdecrypting its encrypted data or
verifying the authenticity of the retrieved/ copied valuables fromits
account . Q,Kg ,gﬁgg this from happening, the User shoul d keeg,dqyg@gsmogn '
copies of the VPSVs or nake use of the key recovery services provided by
a key escrow system In the event of B3 User losing its VPSVs, the User
approaches Key EsclZiv Ag800s to fBQover 3Q50st VPHMp. | f31she | ost VPSVs

are not escrowed, then vajuabl esyzencrypted by the | ost YPSVs will be | ost

t 0o. : 23/ d ai n¥ 1. Adigl/eal dat & deposytory for storing
digital data ifens f¢r a usef conpdfising: dpta storpge negns; a user
account associ §SetPwi M$_Resp uée.D ndSnAGKs| FoiD_8R RECiShijng a digital data
transaction sefsion ifn which| the uger is abje to inptruct |storage or :
retrieval of adrgftar—datra Ttem I assocratTom wtihr—the—dser' s account;
means for encoding the data iteminto a plurality of parts, the parts being
separately stored in the storage neans;and neans for decodi ng the encoded

data item 2. A depository as clainmed in Caim1l wherein the data
storage nmeans conprises at |east ong g@ storage device, the parts being -
separately stored on the data stor age Vi ce

Soiin |SaD | VC Respp VD |V By | VC ACK | gD sp|qcsp| - AT

| FIG.50)
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VA AR A
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or devices. 3. A depository as clainmed in aim1l or d ai m 2 further

conprising neans for conmunication with the user. 4. A depository as
clainmed in afPBREOY¥f the preceding claims further conprising PEAIRGIRON003
aut hentication of the user with the depository. 5. A depository as
clainmed in any one of the preceding clgjygs further conprising neans for
aut hentication of .the depository by the user. 6. A depository as
claimed in any one of the preceding Clains wherein the user is able to
instruct retrieval of a copy of the itemin said transaction session. 7.

A depository as clained in any one of the preceding Cd ains wherein the user
is able to instruct deletion of the digital data itemin said transaction
sessi on. 8. A depository as clainmed in any one of the preceding.C ains
wherein the userl{Q abi3d5t o instrud0 an accoud$2 st at us3gseporgopn said -

transacti én sess)/on. / / - ' / / /

S_ID | ARS_Resp| ARS Report | ARS_ACK| F_ID_sp|Ic sp

/ /) / /

S_ID |SCRespl SCACK |F.ID_SP| 1c.sp|

rosy

170 410 415 420 425 a3

L /L S

S_ID ERR_.Resp T_Req_Type ERR_Status

F_ID_SP {-IC_SP

FIG. 5(g)



© 24 9. A depository as claimed in any one of the preceding d ains
wherein the user's account has a data structure identifying the user and
cont ai ni ng ywafeashgsl on identifying the data itens stored thergctyscosmbfes A
depository as claimed in Caim9 wherein the information of each data item
I ncludes at | east one of the type,. .2 ig ti me/date of subm ssion, period of
storage and pointers to the locatio {13t the stored parts of the data item

11. A depository as clainmed in any one of the preceding Cains wherein

the means for encoding: a) divides the data iteminto a nultiple of g _
K-tupl es, denoted as Xerr] = (Xerr] Xerr] ... Xerr]), i =1to q, where -
X[err] is a synbol over G(2[err]) with mbeing a positive integer, b) for

i =1to g, encog X%a‘{edplnto a codeword Y[err] (Y[err] _Y[err]

Y[err]) using an ror- control code C, where Y[err] is a synbol

tearranges Y[err], for i =1 to g, into g-tuples Zerr]
=1 to N, and d)_ <30res the Z[err], for
—A—el-e-p-es-l-t—oHLe;ﬁ:Ialnedm claim 1l

q:w}e dg@qrtkg,g% ajdata itemidentity, for j

‘%Jf'i ¢ERRR e | ocations
p are the parts of the

data |tem as |denY¢Sf'-ed b) rearranges Z[err] for 1550 1.to N-.into- N-tugies :
4 .540Y' {err]) s -for. /t,o .c) decodes’ Y [er-r] o

YTB} e L’the (N K) jcode C _
R A R

cIosethescss:on R
A o L7 o507
el

over G-(2[err]); c)
= (Y[err] Y[err] ..
J o —

Process & store valuable using
| & Valuable Dispersal Program

~! (VDP); Update User’s Accounti—>—| ~ LT
{ Prepare T_Resp oft e ' o
VS.Resp~ o oF
-~ 590

'| Getthe valuable usinga - L
Valuable Recovery Provram
(VRP); Prepare T.__ Resp of > L
type VC_ Resp B D N A
Delete the valuable from |— | S S
| :Usersaccount Prepare - | | -~ 7
s | T_Respof type VD__Resp

Gct the valuable usinga =
Valuable Recovery Procram :
(VRP); Delete the valuable
from Use's account; Prepares
T_Resp of type VR Resp

-
- 630
3

Get User’s Account ' T

Status and prepare ——-—» Go to step 1000 |g—u
T_Resp of type ASR RCap P |

FIG.6



d) concatenates X [err], for i = 1toqgto formthe data item 13. A

depository. as clained in Caim12 wherein the neans for decoding: e)

at step (a)wody3psrr]. cannot be found, assigns Z' [err] as a (PQagses/oei03

erasuressuch that in Z= (Y [err] Y [err] ... y'[err]) each symbol is

mar ked as an erasure; otherw se | eav % g Z'[err] unchanged; f) checks to see

if all the decoding operations are s (: %ssful and if not, raises an alarm

25 14. A depository as clainmed in Caim1ll wherein the means for

encodi ng comput es an |ntegr|ty check 1CJerr] over Z[err] for j=1 to N and

stores (Z[err], ICerr]), for j=1 to N, as said parts. 15. ‘A depository

as clainmed in Claim14 wherein th ans for decodi ng: a) on inputting a

data itemidentity, for.j =1 tq . Z[err] (Y'[err] Y [err]..

Y [err])and IC[err] fromthe |G ﬁ)(Z[err] G) was stored, Where

Z[err], j =1to N are the part

the parts of the corresponding inted |ty cHheck b) rearranged Z [err] for j

= 1to N into Ntuples Y [er Yl\@rr] Go%sb’?’ for i =1

to gq; c) decodes Y [err] <8s] r daFieelion ecoder of -
Xlerr] ... X lerr]), for

the (N, K) code C to. obtain X% ry
i :1toqand d) concatenatesX = Qboqtoformthe d'?itoaltem
e ' | =_._,_';;_Yes- '

Encrypt /

the »aluable _

. - ;715
Divide valuable into K—tuples | / e
X; = (%1 Xz - X5 o
fon-ltoq :

!
Y

Encode X; into codeword
Y = (yll.yl" ny) ofan-
.(N K) error-control codeC oo

fori=1toq - - " e e e
- I — i - - . -:

Y L 725 -

Rearrance theqcodewords Y;, | /"~
fori=1tog,intoN q-tuples

Z ()11)21 _ yqj),forj 1toN

Y_ o - 730
StoreZ forj=1toN,into /
data storaoe devices

|
GO

FIG.7
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16. A depository as clainmed in Caim15 wherein the neans for decodi ng:
I f Zj cannot be found, assigns Z'j as a q-tuple of

e), at step (a),
erasures,

mar ked as an erasure;

in Z'[err]= (Y [err]. Y2j .. .Y [err]) : goeed 1S
: ot herwi se verifying the integrity of Z fgfrgf%ased on

IC[err], if Z [err] fails the integrity verification,
g-tuple of erasures; otherwise |eaBfBZ [err] unchanged; f) checks to see

if all the decoding operations are successful

marking it as a

and if not, raises an alarm

17, © A depository as clainmed in any one of the preceding clains further
conprising means for encryption of the data item 18

claimed C aim 17 wherein the user

. A depository as

is able to instruct encryption, prior to

encodi ng, of the data itemto be stored during the transaction session.
19. A depository as clainmed Caim 18 as dependent directly or indirectly

on Caim9 wherein-the informatin_of each data itemi
of whether or not the itemis e crﬂﬂrbd

ncl udes an i ndication

and a pointer to a decryption key.
20. A depository as clained in anyjorie of the preceding Cains further
conprising means for_decryption of an encrypted data item

For a given V_ID, collect Z', = (y’ 1j Y5 Yo

| fori=1toN, fromthe corrésponding storage
1 devicés. If Z', unussmgma:kZJasaq-tuple

of "erasures”.

/74.0. N

| Reamange thez, for
1 _(y’ﬂ-'-y;‘_ig - )'L\;).for i=1 tdq |

j=1toNinto Y, =" .

Decode Y',, fori=1toq, 'usiné'axi error-and-.

Y 755

erasure-correction decoder of the (N, X) code C, / 750

Raise alarm.

T

ConcatenateX’.=(x’. X’. e X3 ',--fér i=1 60 el
Yes | Getdecryption
-—: key and decrypt |
output of step 760
. NoY
— , T80
Output valuable / :
Jo



26 21. A depository as clainmed in any one of the preceding Cains

further conprising nmeans for checking the encoded data itens. 22. A
depository weisasaed in Cl aim21 wherein the neans for checkiP¢F/SG:o8/00003,
checks and reencodes the data itemat intervals. 23. A depository as
claimed in Caim22 wherein the intervals are of fixed or variable

period. 24. A depository as cigyped in any one of the preceding

Cl ai s further conprising neans for verifying the integrity of the data
itemand the data itemincludes an integrity check to be verified. 25.
A depository as clainmed in Caim24 wherein the integrity check conprises a
digital si gnature. 26. A _depgsitory as clained in Claim?24

wherein the integrity check co : nmessage aut hentication code,
27. A depository as clai ned i n~ary—ere’ of §0® preceding C ains wherein

~communi cati on with the user during the transaction session is by neans
of a plurality of nessages each sci edyth e b' ?“'otmtS.i?»Ch to be
I o o0 . Olos
performadl. '.inFig.6ep 0
- Yes 812
| Encrypt
“| the valuablq

N
o'.

| Divide valuable into K-tuples: .~ / S}S" T
X=(q XX fori=ltoq 7
' Y 820

E’ncode X; into codeword

¥ =iy ¥z - V) of 20 (N, K)

error-control code C, fori=1toq
]

Rearrange the q codewords Y;, - - 825 -

fori=1t0gq,intoN. g-tuples / '

ZJ- = (ylj )’2j s yqi), forj =1to N

ompute integrity check IC; over
Z,j=1t0N o |/

Y o ,835
Store (Zj. IG) forj=11oN, into / :
data storage devices
}

FIG.9



28. A depository as clained in Claim27 wherein at |east one of said
nmessages cont ai ns a freshness identifier. 29. A depository as

cl ai med in \gbajorygsd Wherein the freshness identifier conprisepciscesno00s
ti mestanp, sequence nunber or a nonce. - . 30. A met hod of operating a
depository as clained in any one of the preceding d ains.

99/ 37054 231781 A nethod of storing digital
data itens for a user conprising the steps of: providing a user account
associated with the user; authenticating the identity of the user;
receiving a digital data itemand an instruction fromthe user for the item-
to be stored in association with the user's account;and encoding the data
iteminto a plurality of parts and storing the parts separately. 32. A
method as clained in Caim31 further _conprising the steps of: receiving an
instruction to retrieve a stored fan -ﬁ-PCEd data item decoding the data
Item and sending the data itemtadt é“us .

Y

For a given v_ID, collect @, IC'). § = .
.| 1o from thecoresponding storage. | /0
weirf devices 1 Z' is missing, orif Z'ydoes VT
| not pass integeity checking, mark Z';as{ -
_esaq-tupleof "erasures™,. -

~ -the number of eras
~less thand? - ]
Rearrange Zforj=110N, into /
Y'i = (y‘i; y'gz i y,lN)' fori=1to q- B
I
Decode Yy, fori=1toq, usingan ... | / -
erasure-correction decoder of the (N, X) /
code C,iato X,i = (x'“ x'i-_, see x'“() -
| ¥ S

Co'iicatena:eX'i = (X" X'jg o Xy i / '
fori=1toq ' : - 875

' ~ Yes |Gzt decryption
—> key and decrypt
output of step 865

Raise alarm

Noy<—- 580

Ouiput valuable /

a—



33. A nmethod of protecting digital data conpri sing: provi ding a
data depository in which digital data nmay be stored el ectronically;

provi di ng f¥O%M835$t rati on of users of the data depository, e RAT/SEIB00003
having an account with the depository; _ in response to a request from
a user, opening a transaction session with the user in which the user and

t he dep05|tory aut henti cate each ot hep san9d performng a transaction

i nstructed by the user in respect of a d| gital data item the transaction
being selected by the user froma plurality of available transactions

i ncluding storage of the itemin or retrieval of the itemfromthe
depository. 34. A nethod as clainmed in Caim33 in which storage of the
itemincludes encoding the itemisate—a—Rlurality of parts and storing the
parts separately in the deposi to A nethod as clained in claim33
or Claim34 further conprising the ep Of checking, at intervals, the
|ntegr|ty of data items stored in the depository.
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- J=11toN, essociatzd with the valuable If Z',1s missing, 900
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— Fora given \:’__ID, collzct the (Z'}_IC'J),J =1toN, /
associated with the valuable.

At o
allZ'.j=1to N, found and pass
(n2 integrity check?
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