PROGRAMM NG | NTERFACE FOR LI CENSI NG FI ELD OF THE | NVENTI ON [ 0001] The
present invention relates generally to the field of conputer software,
and, nore particularly, to a progranm ng interface that supports the
enforcement of electronic |licenses. BACKGROUND COF THE | NVENTI ON [ 0002]
Commerci al | y- produced software has traditionally been made avail abl e under
a license that defines the permssible terns of the software's use. Wen
the practice of software |licensing first began, the license generally
took the formof a |egal docunent that defined the user's rights with
respect to the software. Such a docunent relied upon the |egal systemfor
enforcenment. It has since becone desirable for |licenses to be enforced
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manner that is contrary to the license. [0003] Mst software that provides
for electronic |license enforcenent provides its owmn infrastructure to
manage the |icensing of the software and the use of the licenses. Thus, a

typical..C rcial f (e product may include not only the code to
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It has since become desirable for licenses to be enforced electronically — i.e., it is desirable that a

computer program contain code that actively discourages or prevents use of the software in a
manner that is contrary to the license.

[0003] Most software that provides for electronic license enforcement provides its own
infrastructure to manage the licensing of the software and the use of the licenses. Thus, a typical
commercial software product may include not only the code to perform the product’s core function,
but may also carry with it the code to obtain, evaluate, protect, and manage licenses for the
software. For each software vendor to develop and incorporate this infrastructure into its software is
often a wasteful duplication of effort. It is therefore desirable to provide a system that performs the
basic functions related to software licensing, where the system can be used by a broad variety of
software applications in a uniform and defined way.

[0004] In view of the foregoing, there is a need for a mechanism that overcomes the

drawbacks of the prior art.

SUMMARY OF THE INVENTION
[0005] The present invention provides a software licensing Application Programming
Interface (API) that provides certain licensing functions for use by software products. A license

service performs functions relating to the use of licenses, and exposes these functions to software
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products through the API. The service perforns functions such as obtaining
| i censes, storing and nmanaging |licenses, protecting |licenses from
tanpering, evaluating a license's validity, and eval uating whether a
|icense is correctly bound to the machi ne and/ or software product on which
it is used. The software is able to nmake use of this functionality by
calling the nethods of the API. [0006] In a typical use of the API, a

sof tware product calls an "open" APl nmethod in order to obtain a unique
handl e that is used by the license service to identify the application.
The software product then calls a "consune right" APl nethod. "Consune,"”
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by calling the API whether a right does, or does not, exist, so that the software can behave
accordingly. For example, a right may be called “run,” indicating that the user has the right to run
the software product. The software product can use the API to determine whether there is a valid
(and correctly bound, and non-expired) right to run the software. However, if the API call returns
with an indication that there is no right to run the software, it is up to the software to cease operation
or take some other action based on the non-existence of this right.

[0008] A right may be associated with information, which becomes available after a
successful call to the “consume right” method. For example, a given software product may have
individual rules about when it is permissible to edit, print, save, etc., and these rules can be stored in
the license that contains the right. The API provides a “get information” method that allows this
information to be retrieved from the license.

[0009] Other features of the invention are described below.



information to be retrieved fromthe license. [0009] O her features of the
i nvention are described below 2 BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0010]
The foregoing summary, as well as the follow ng detail ed description of
preferred enbodinments, is better understood when read in conjunction with
t he appended draw ngs. For the purpose of illustrating the invention,
there is shown in the draw ngs exenplary constructions of the invention;
however, the invention is not limted to the specific nmethods and
instrunentalities disclosed. In the drawings: [0011] FIG 1 is a block

di agram of an exanpl e conputing environnment in which aspects of the
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[0013] FIG. 3 is a flow diagram of a method through which a software product uses a
licensing API,;

[0014] FIG. 4 is a flow diagram of a method by which a software product consumes a
right; and

[0015] FIG. 5 is a flow diagram of a method by which a software product retrieves

information relating to a consumed right.

DETAILED DESCRIPTION OF THE INVENTION
Overview

[0016] The use of commercial software is typically governed by a license, and it has
become increasingly common for this license to be embodied in an electronic form that can be
enforced by the software itself. One challenge in creating an electronic licensing system is that an
infrastructure is needed to manage the use of the licenses. Replicating this infrastructure for every
software product is cumbersome and wasteful. The present invention provides an API that allows
different software products to use a common infrastructure that performs various licensing

functions.

Exemplary Computing Arrangement

[0017] FIG. 1 shows an exemplary computing environment in which aspects of the

invention may be implemented. The computing system environment 100 is only one example of a
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functions. Exenplary Conputing Arrangenent [0017] FIG 1 shows an

exenpl ary conputing environnent in which aspects of the invention nay be
i npl ement ed. The conputing system environnment 100 is only one exanple of a
3 suitabl e conputing environment and i s not intended to suggest any
limtation as to the scope of use or functionality of the invention.
Nei t her shoul d the conputing environnent 100 be interpreted as having any
dependency or requirenent relating to any one or conbi nati on of conmponents
illustrated in the exenplary operating environnment 100. [0018] The
invention is operational with numerous other general purpose or special
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[0020] W t HOPH erBiedavengormay be dessribeddarthe sangral gateiof enmpuigtexpeiatilag t he
e A 8 DS SR A QB B,
to, a qnp]@demﬁnq, proigtands? Objects, sympenrﬁmtsedaja ytrtﬂc&ﬁes, atwdthat perform particular tasks
or implement particular abstract data types. The invention may also be practiced in distributed
computing environments where tasks are performed by remote processing devices that are linked
through a communications network or other data transmission medium. In a distributed computing
environment, program modules and other data may be located in both local and remote computer
storage media including memory storage devices.
[0020] With reference to FIG. 1, an exemplary system for implementing the invention
includes a general purpose computing device in the form of a computer 110. Components of
computer 110 may include, but are not limited to, a processing unit 120, a system memory 130, and
a system bus 121 that couples various system components including the system memory to the
processing unit 120. The processing unit 120 may represent multiple logical processing units such
as those supported on a multi-threaded processor. The system bus 121 may be any of several types
of bus structures including a memory bus or memory controller, a peripheral bus, and a local bus
using any of a variety of bus architectures. By way of example, and not limitation, such
architectures include Industry Standard Architecture (ISA) bus, Micro Channel Architecture (MCA)
bus, Enhanced ISA (EISA) bus, Video Electronics Standards Association (VESA) local bus, and

Peripheral Component Interconnect (PCI) bus (also known as Mezzanine bus). The system bus 121
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a system bus 121 that couples various system conponents including the
systemnenory to the processing unit 120. The processing unit 120 may
represent multiple |ogical processing units such as those supported on a
mul ti-threaded processor. The system bus 121 may be any of several types
of bus structures including a nenory bus or nmenory controller, a

peri pheral bus, and a | ocal bus wusing any of a variety of bus
architectures. By way of exanple, and not limtation, such architectures
i nclude I ndustry Standard Architecture (ISA) bus, Mcro Channel
Architecture (MCA) bus, Enhanced | SA (ElI SA) bus, Video El ectronics

St anda, Mﬁﬁﬁ% I n
Intercﬁﬁigﬁ§§€Pég%h%g§{(alsomtﬁgaﬂnggﬁﬁggggﬁvﬁgﬁ%%ﬂﬁﬁ@(ﬁe g§§i§ﬁ§ 1§e121
4 may qk@nmbgﬂmgﬁb@nghted as a point-to-point connection, swtching

fabric, t he ni cat.i.ng.devi ces. 21],. uter 110
typi cal | y i [&)@ﬁj ‘120‘%?‘3%?%@%?‘%%“%‘6 8 rva?%tﬁggﬁ?%p'ﬁgcf%‘{?g&?#ﬂﬁ%pu%

r ead abieeddmihedlé: adh BEeangiyaitabid hedih thaheshi e acbateddditobputee ¢ 66 sROnbMd&BoaIt er
110 and i es bot volatile Epd nonvol ati] e nedi_a, renopvabl e and

non- r eH¥ BF‘ mplaﬂﬂaye%germvaé A men-Tefper ahisimedia. Ay Ay ofexampiandaiot

read abiuﬁltﬂﬁﬁlﬂ Sorfiftier GOLHAbleSRedtORBY LRy rﬁre QBﬁE@tef"ﬁSyage ABdia GRAT ] uﬁ‘itsét%

medi a. Cbnpu er storage nedia |ncIu es both volatTl e and nonvol ati |

r enov ayedia.frampder-staragegvedit mclndel koth rielhiénend aehviokatidm yermaviabls@nd non-ec h nol ogy
for st # s,. data
st ot S RLSIE nelid BRI i 45 uRod SR Rey TSR ot AR

inclu dmnpulmrtreadsbla fstruttivns athtd drucfifdy] prRgivin ﬁ&ﬁﬂﬁ\dr otﬂeaﬂiita r@ammtextstor@gdﬁ er

menory_t.echno (IX?IA g Versa i.sks or. other optica

di sk s‘[n8 1&5&?“%%&’? ingt l@ﬁg‘gté’t t{ég)" et 1%81@&53&‘59& BT Other LIEMAY age or

ot her RBEHEIgyCCOROMIRgiGE vEraTe dféks\AS?WDP&rhﬂEer opB&hl Uik ¥tazh, madtheh® used to

store the desired information and ich can accessed by conmputer 110.

Conmun$asesttes magneticdansy pragagtioydiskfesagecay othsragasticstorepsisiesiops 6F pricethemns,

dat 2 ShENGhfich caneQBEAHH S0 UloReifls iRk AREIGHAA vififealAHL LI Qabbfies| Onal
ch as carrier wave or er transport ani smand inclodes any

| nf or rrhItOi Snmdelmloamrymn@d typicallyembedins dommrae@dbldammmgmaddta stewhges, a

si gnal __t hat re of i racteristics set or changed in such

2 annbBan PETURS offer TR 5 fimehliel ARRRBHE Y e s P BBEF risPo ng

not | i med¢hahis@rand Geulirdes beypinfarmatieddiveryahedif The term “modulated data signal” means

a signal that has one or more of its characteristics set or changed in such a manner as to encode
information in the signal. By way of example, and not limitation, communication media includes
wired media such as a wired network or direct-wired connection, and wireless media such as
acoustic, RF, infrared and other wireless media. Combinations of any of the above should also be
included within the scope of computer readable media.

[0022] The system memory 130 includes computer storage media in the form of volatile
and/or nonvolatile memory such as read only memory (ROM) 131 and random access memory
(RAM) 132. A basic input/output system 133 (BIOS), containing the basic routines that help to
transfer information between elements within computer 110, such as during start-up, is typically
stored in ROM 131. RAM 132 typically contains data and/or program modules that are immediately
accessible to and/or presently being operated on by processing unit 120. By way of example, and
not limitation, FIG. 1 illustrates opefating system 134, application programs 135, other program
modules 136, and program data 137.



wired nmedia such as a wired network or direct-wred connection, and

wi rel ess nedia such as acoustic, RF, infrared and other wrel ess nedia.
Conmbi nations of any of the above should also be included within the scope
of conputer readable nedia. [0022] The system nenory 130 includes conputer
storage nedia in the formof volatile and/or nonvolatile nmenory such as
read only nenory (ROM 131 and random access nenory (RAM 132. A basic

i nput/out put system 133 (BIOS), containing the basic routines that help to
transfer information between el ements within conputer 110, such as during
start-up, is typically stored in ROM 13 1. RAM 132 typically contains
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illustrated as storing operating system 144, application programs 145, other program modules 146,
and program data 147. Note that these components can either be the same as or different from
operating system 134, application programs 135, other program modules 136, and program data
137. Operating system 144, application programs 145, other program modules 146, and program
data 147 are given different numbers here to illustrate that, at a minimum, they are different copies.
A user may enter commands and information into the computer 20 through input devices such as a
keyboard 162 and pointing device 161, commonly referred to as a mouse, trackball or touch pad.
Other input devices (not shown) may include a microphone, joystick, game pad, satellite dish,
scanner, or the like. These and other input devices are often connected to the processing unit 120
through a user input interface 160 that is coupled to the system bus, but may be connected by other
interface and bus structures, such as a parallel port, game port or a universal serial bus (USB). A
monitor 191 or other type of display device is also connected to the system bus 121 via an interface,
such as a video interface 190. In addition to the monitor, computers may also include other
peripheral output devices such as speakers 197 and printer 196, which may be connected through an

output peripheral interface 195



il lustrated as storing operating system 144, application prograns 145,

ot her program nodul es 146, and program data 147. Note that these
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means éxamphs hﬁbhdt&i‘ftﬁfﬁ@on, FIG. 1 illustrates remote application programs 185 as residing on

memory device 181. It will be appreciated that the network connections shown are exemplary and

other means of establishing a communications link between the computers may be used.

Software Licensing Service

[0027] FIG. 2 shows an example system that provides a software licensing service 202.
Software licensing service 202 operates inside of computer 110 (shown in FIG. 1). In one example,
software licensing service 202 is part of an operating system that executes on computer 110.
Software licensing service maintains a license store 204 in which license files for software are
stored. License files may, for example, be eXtensible Rights Markup Language (XrML) files that
specify rights to software, and that also may specify various types of conditions on the exercise of
those rights. Software 204 also maintains a trust store 206. Trust store 206 stores un-authenticatable,
dynamic data in a tamper-resistant manner; trust store 206 stores data that is used in the license
validation process. For example, certain licenses may have expiration dates, and, in order to prevent

the expiration data from being circumvented through clock rollback, the current time (and elapsed
7



communi cations over the WAN 173, such as the Internet. The nodem 172,
which may be internal or external, nmay be connected to the system bus 121
via the user input interface 160, or other appropriate nechanism In a
net wor ked envi ronnment, program nodul es depicted relative to the conputer
110, or portions thereof, nmay be stored in the renote nenory storage
device. By way of exanple, and not limtation, FIG | illustrates renote
application prograns 185 as residing on nenory device 18 1. It will be
appreci ated that the network connections shown are exenplary and ot her
means of establishing a communications |ink between the conputers nmay be
used. E stem
that o) LS bRy Bori ke ot o Enisg Gl EERRT SRR

servi cfor&ed. operates |nS|de of conputer 110 (shown in FIG 1). In one
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request to exercise ( consume”) a right granted in a license, or to retrieve information from a

license. The application then receives the result of the API call, and determines, based on that result,
what the application’s behavior should be (308). In other words, software licensing service 202, in a
preferred embodiment, does not enforce a license directly, but rather provides the infrastructure
through which licenses can be managed and used. For example, if an application makes an API call
to consume a right and service 202 determines that there is no valid license granting this right,
service 202, in a preferred embodiment, does not prevent the application from running, but instead
informs the application that the right is not available. Thus, the application can use its own
mechanisms to determine what to do in response to the unavailability of the right. This facet of the
API provides software vendors the flexibility to decide how the licensing infrastructure provided by
service 202 should be used. In another implementation, application can be bound to licensing

service functionality.



(API') 208 that allows application software (such as application 135) to
use software licensing service 202. Application 135 may invoke the
features of software |icensing service 208 by making |ocal procedure cal
(LPC) to the nethods of APl 208. An exanple set of APl nethods that may be
exposed by software |licensing service 202 is described bel ow. [0030] The
manner in which APl 208 is used by an application is described with
reference to FIG 3. Initially, the application mkes an APl call (302).
Service 202 then processes the APl call (304), and returns the result of
the APl call to the application 306. For exanple, an APl call may request
Lo exepginifle SofPA8 Y i&nkinf APIONt granted in a license, or to retrieve
information froma [I1cense. The application then receives the result of
the APl cal 003Hndteefobowingasan dxample sshoft ARk metheds| that maythetexpiwed by a software
application havi or should be (308). In other words, software |icensing
servic@&ﬁggga?%%% preferred enbodi nent, does not enforce a |license

di rect$MQpdaut rather provides the infrastructure through which |icenses
can be man and used. For exanple, if_ an application makes an APl cal
to consu rrealgggﬂ g hﬂ‘ Reg fyRtign 9pens detleslifnhenntexs Bi‘ndﬁ%'g?ténvsé fyssdpr 4l

i cenSﬁlbgéo?awmgAmaﬁs.r(rmmugho@ Ble\exampRUPT deferdtiBh S-S GHi1GERPQIHENt , does
not prevent the application fromrunning, but instead informs the

app! i csefivare lidensing peyvice.gihus,i the Bbclient apitertihendiFinthe hartdée useg by egliewsin can use

its o I . ne. . do in response to the
unava??g%ﬁﬁﬁggﬂgﬁﬂﬁﬂéggggﬁgéH%%?%g?ggg%gof the APl provides software
vendors theHRESYILT | ity to decide how the licensing infrastructure

provi ded by, ervice 202 shoul d be used. In another inplenentation,
applicaiicwﬁ% P™e bound to | icensing service functionality. 8 Exanple
Sof t ware Li cayoNS® GHAIDY 0Q3lli4ghe following is an exanple set of API

nmet hods that naybe exposed by a software |icensing service: SLOpen [0032]
The SLOpen f &#Rd¥Gbon oph¥<Ca SL client context handle that nust be used for
all subsequent SL API calls. (Throughout the exanple API descriptions,
"SL" shall refer to the software |icensing service. Thus, the SL client
cont ext harRdramegers he handl e used by a client in

pguidApp
[0033] [in] Pointer to application GUID that uniquely identifies an application. If this
argument is NULL, an E_INVALIDARG error is returned.

phSLC

[0034] [out] SL client context Handle or INVALID HANDLE VALUE if failed.
Remarks

[0035] Use the SLClose function to close an context handle returned by SLOpen.

[0036] Application GUID: Unique ID of application. For the WINDOWS version of the
MICROSOFT OFFICE application suite, WinWord has an Application GUID which is different
from Excel’s Application GUID. For Windows, Windows itself is an application, although it is a

composite of many programs.

[0037] In Office case, A user can install both Office Suite and WinWord standalone
products on the machine. From SL point of view, the WinWord in both products has same
9



comruni cating with the software |icensing service.) HRESULT  SLOpen(
CONST GUI D* pgui dApp, HSLC* phSLC Paraneters pgui dApp [ 00331 [in]
Pointer to application GU D that uniquely identifies an application. I|f
this argunent is NULL, an E-INVALIDARG error is returned. phSLC [00341
[out] SL client context Handle or | NVALI D- HANDLEYALUE if failed. Remarks
[ 00351 Use the SLO ose function to close an context handl e returned by
SLOpen. [00361 Application GU D: Unique |ID of application. For the

W NDOWS version of the M CROSOFT OFFI CE application suite, WnWrd has an
Application GUD which is different from Excel's Application GU D. For

W ndovg ps WG RGPHEITDH! W%Wof@s APpIRARbh @@ﬁb%&ocﬁtédh@%ﬂo&iﬁt%@lq] (I‘x&B@IQIS' te of

many programs [00371 In Ofice case, A user can insta ce Suite
and W wulsdWatWerdakonse cithenQfficesSuie’s phsluptdidensesor Windvordls ppadunt licehsesi ew,

the WnWord in both products has sane 9 Application GUD. WnWrd's
Application GQUID associated to two Product GUD. In other words, WnWrd
can use ei t]0038)0f WheeSSOpéresuscqedoduct |icense or WnWwrd's product

| i cense. When SLOpen succeeds; [0039] RPC (rempte procedure call)
bi ndi ng hasgﬁ%Jén %NM?‘E‘P’E@BTOCF%GQB*]“)R‘@WWP Wysheé created on SL

R 174 gl D S AP L S A b B R
pr oc esiwfarmatierpton theidallermfehegiliepbnt ext
[0041] The SLC handle is like a file handle. A process can open multiple SL context
handles but handles are valid within the caller process.
Returns

[0042] Success or failure

SLClose

[0043] The SLClose function closes an opened SL client context handle. Any information
in the context is released automatically.

HRESULT

SLClose(

HSLC hSLC

);

Parameters

hSLC

[0044] [in] Handle to current SL client context handle

Remarks

[0045] When SLClose is done, the RPC binding is released, and the context is destroyed.

Returns

[0046] Success or failure.

SLinstall
[0047] The SLInstall function installs applications’ licenses and registers applications’

information.
10



handl es but handles are valid within the caller process. Returns [0042]
Success or failure SLC ose [0043] The SLO ose function cl oses an opened
SL client context handle. Any information 1in the context is released
automatically. HRESULT SLC ose( HSLC hSLC ); Paraneters hSLC [0044]
[in] Handle to current SL client context handle Remarks [0045] Wen

SLC ose is done, the RPC binding is released, and the context is
destroyed. Returns [0046] Success or failure. SLinstall [0047] The
SLInstall function installs applications' |icenses and registers
applications' information. 10 HRESULT SLInstall ( HSLC hSLC, CONST

SL_PRODKEY g1 e fapYORD dWNUITCY Apps, QONST GUID* pgui dApps,  DHORD

dwNunQJLi cFi

HSLC hSLC,
CONST SL_PRODKEY* pAppPrdKey,
DWORD dwNumOfApps,
CONST GUID* pguidApps,
DWORD dwNumOfLicFiles,
PCWSTR ppszLicFiles[],
BOOL bVerify

);

Parameters

hSLC

[0048] [in] Handle to current SL client context handle

pAppPrdKey
[0049] [in] Application product key structure. The product key can be Microsoft product

key format or Application’s product key format.

typedef struct _tagSL,. PRODKEY
{
DWORD cbSize; // Size of SL_PRODKEY
structure
DWORD dwVersion; // Version of SL_ PRODKEY structure
WCHAR szProdKey[MAX PRODKEYSTR SIZE+1];
SL._ PRODKEY_ TYPE eProdKeyType; // Type of Product key
SI,_CUSTOM_PRODKEY INFO CustomPrdKeyInfo; // Customer product key info
} SL_PRODKEY;

The eProdKeyType can be one of following values:

SL_PRODKEY CUSTOM
11



PCWSTR ppszLicFiles[], BOOL bVerify ); Paranmeters hSLC [0048] [in]
Handl e to current SL client context handl e pAppPrdKey [0049] [in]
Application product key structure. The product key can be M crosoft
product key format or Application's product key format. typedef struct
_tagSL_PRODKEY { DWORD cbSize; Il Size of SL PRODKEY structure DWORD
dwversion; |l Version of SL PRODKEY structure WCHAR

szProdKey[ MAX_PRODKEYSTRSI ZE+1]; SL_PRODKEY _TYPE eProdKeyType; |1 Type of
Product key SL_CUSTOM PRODKEY | NFO Cust onPr dKeyl nfo; 11 Custoner product
key info } SL_PRODKEY; The eProdKeyType can be one of follow ng val ues:
SL PRODKEY GUSEAEEvSM EY M52002 SL PRODKEY MsS2003 [0050] If the
Product Key Type i's non- roduct Key (i.e. eProdKeyType == SL PRODKEY
CUSTOM), thel PROBKENaMX2003ill in its custom product key information. If
the product uses MS Product Key, then CustonPrdKeyl nfo can be ignored.

[0050] If the Product Key type is non-MS Product Key (i.e. eProdKeyType ==
SL_PRODKEY_CUSTOM), the caller has to fill in its custom product key information. If the
product uses MS Product Key, then CustomPrdKeyInfo can be ignored.

typedef struct _tagSI, CUSTOM_PRODKEY INFO

DWORD dwSKUID; // Unique ID for specific SKU, for example
Group ID in MS PID.

DWORD dwSerialNumber; // unique serial number, e.g. channel + sequence
number in MS PID.

} SL_CUSTOM_PRODKEY INFO;

[0051] Current version number of S PRODKEY is 1. The caller can use
SL. CURRENT _PRODKEY VERSION in dwVersion field.

dwNumOfApps
[0052] [in] The number of application GUID in pguidApps.

pguidApps

[0053] [in] A list of application of GUID. The application GUID represents the application
that the license is being installed for. For example, Office Setup program can call this function to
install the license(s) for Word, Excel by specifying each application GUID in pguidApps. pguidApp
cannot be NULL here.

dwNumOfApps
[0054] [in] The number of license files.

ppszLicFile
12



typedef struct _tagSL_CUSTOM PRODKEY | NFO DWORD dwSKUID; 11 Unique ID for
specific SKU, for exanple Goup IDin Ms PID. DWORD dwSeri al Nunber; 11

uni que serial nunber, e.g. channel + sequence nunber in Ms PID. }
SL_CUSTOM PRODKEYI NFO, [ 0051] Current version nunber of SL PRODKEY is 1.
The caller can use SL CURRENT PRCODKEY VERSION in dwersion field.

dwWNuntf Apps [ 0052] [in] The nunber of application GU D in pguidApps.

pgui dApps [0053] [in] A list of application of GU D. The application GU D
represents the application that the license is being installed for. For
exanple, Ofice Setup programcan call this function to install the

| i cense(s) Wor. o 1. I eci fying each application GUD in

pgui dAppS. @gé?]dA%‘ﬁF‘%%ﬁ%?H%aﬁa&ﬂgﬁﬁ%Sr'e. dwNunX Apps [ 0054] [in] The
nunber of license files. ppszLicFile 12 [0055] [in] File nanmes in array
of strings Ret urns [ 0056] Success or failure SLUninstall [0057] The
SLUni nst al IR#YERY i on uninstal|'s a product's |icense froman application

HRESULT SLUnos6jt abilcoéss oFBliGrISLC,  CONST SL_PRODKEY* pAppPr dKey

SLUninstall

[0057] The SLUninstall function uninstalls a product’s license from an application.

HRESULT SLUninstall (
HSLC hSLC,
CONST SL_PRODKEY* pAppPrdKey
);
Parameters
hSLC
[0058] [in] Handle to current SL client context handle

pAppPrdKey

[0059] [in] See above defininition in connection with SLInstall.

Remarks

[0060] An application could have more than one product licenses. For example, when the
user uninstalls Office suite, the association between Office Suite license and WinWord should be

removed, but the license from WinWord Standalone product should not be removed.

[0061] When SLUninstall succeeds:

[0062] The information associated with this Product Key is removed. (see SLInstall,
above, for the associated information)

[0063] The product keys associated with the Application GUID is removed.

[0064] The license files associated with the product GUID are preferably still kept.

Returns

[0065] Success or failure
13



); Paraneters hSLC [0058] [in] Handle to current SL client context
handl e pAppPrdKey [0059] [in] See above defininition in connection with
SLinstall. Remarks [0060] An application could have nore than one product
| i censes. For exanple, when the wuser uninstalls Ofice suite, the

associ ation between O fice Suite |license and WnWrd should be renoved,
but the license from WnWrd Standal one product should not be renoved.

[ 0061] When SLUninstall succeeds: [0062] The information associated with
this Product Key is renoved. (see SLlInstall, above, for the associ ated

i nformation) [0063] The product keys associated with the Application GU D
is renoved. [0064] The license files associated wth the product GQUID are
preferably still kept. Returns [0065] Success or failure 13

SL Consfh€étisgineRigh0066] The SLConsuneRi ght function lets an application to

exam ne or cise ri s,on a.lqcally-stored license. Calling this
Functi on.bi (SIS, T SSursuBek &aChndion 58 ar Forisaliorio e RE gh eXGFEe DEFizbly s
ri ght emynRhilR&oRYcEhss C0allig thiterufisHondidsGaldefe to tHeGIEht RentdiRl icat i on
fails. If the function succeeds, the action associated with the right can

be exeruRighNamac¥ thissighheannet hesaereisedby the currertrcaliesi then thepplination failsrIf the
not hi ngyh k8RFableld S HPRTIERb MRS withHrtigeein be HRURIRIR TR SN E ge count,

decreasing time quota, or nothing)

HRESULT SLConsumeRight(
HSLC hSLC,
PCWSTR pszRightName,
SL._ASYNC _CONTEXT* pAsyncContext
}5
Parameters
hSLC

[0067] [in] Handle to current SL client context handle

pszRightName
[0068] [in] The name of right needs to be evaluated. In current design, the right name is

defined by applications. SL opens the license and evaluates the condition based on the right name.

pAsyncContext

[0069] [in/out] If pAsyncContext is NULL, this function works in synchronous mode,
otherwise, the function works in asynchronous mode. SL._ASYNC_CONTEXT is opaque to caller
and managed by SLC.

Remarks

[0070] All licenses associated with the application GUID (specified in SLOpen) will be
conceptually combined in one logic license.

[0071] If their are multiple consumable grants of the right, then the license with higher

priority will be consumed first.
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SL_ASYNC _CONTEXT * pAsyncContext }; Paraneters hSLC [0067] [in] Handle
to current SL client context handl e pszRi ghtNanme [0068] [in] The nane of
right needs to be evaluated. In current design, the right nane is defined
by applications. SL opens the license and eval uates the condition based on
the right name. pAsyncContext [0069] [in/out] If pAsyncContext is NULL,
this function works in synchronous node, otherw se, the function works in
asynchronous node. SL_ASYNC CONTEXT is opaque to caller and managed by
SLC. Remarks [0070] All licenses associated with the application GU D
(specified in SLOpen) will be conceptually conmbined in one logic |icense.
[0071] If tﬁgﬁ&nﬁre mul tiple consumabl e grants of the right, then the
license wt Igher priority will be consuned first. 14 Returns [0072]
Success or [0872)ur SucBtdsmor failaké ze AsyncCont ext [0073] The
SLInitializeAsyncContext function initializes the asynchronous context for
SLC functions to make asynchronous call. HRESULT SLInitializeAsyncCont ext (
SL ASYMOS#INTEASknEQAayicCont ext, // asynchronous context HANDLE hEvent,

/'l event handle PVO D pvReserved // reserved, NULL
[0073] The SLInitializeAsyncContext function initializes the asynchronous context for

SLC functions to make asynchronous call.
HRESULT SLInitializeAsyncContext(
SL_ASYNC_CONTEXT* pAsyncContext, // asynchronous context
HANDLE hEvent, // event handle
PVOID pvReserved // reserved, NULL
I

Parameters
pAsyncContext

[0074] [in/out] pointer to asynchronous context that contains asynchronous call

information..

hEvent
[0075] [in] The event object used for synchronization.

pVvReserved

[0076] [in] reserved for extension.

Returns

[0077] Success or failure.

SLCancelAsyncCall

[0078] The SLCancelAsyncCall function is used to cancel an asynchronous call.
HRESULT SLCancelAsyncCall(
SL._ASYNC_CONTEXT* pAsyncContext, // asynchronous context
15



}; Paraneters pAsyncContext [0074] [in/out] pointer to asynchronous
context that contains asynchronous call information.. hEvent [0075] [in]
The event object used for synchronization. pvReserved [0076] [in]
reserved for extension. Returns [0077] Success or failure.

SLCancel AsyncCall [0078] The SLCancel AsyncCall function is used to cancel
an asynchronous call. HRESULT SLCancel AsyncCall (. SL ASYNC CONTEXT *
pAsyncCont ext, // asynchronous context 15 BOOL fAbortCall // cancel
imediately }; Paraneters pAsyncContext [0079] [in] asynchronous context
for SL asynchronous call. fAbortCall [0080] [in] If TRUE, the call is

cancel l ed | hately. | f FALS Lt for the t compl.ete the call.
Remar ks [ 0081 IT‘here are two Alilos élr t he ca//%nrce ltr)nnrl%é%eelgt cancel l ation

of an asynclhyronous call- abortive and nonabortive. In an abortive cancel
(fAbortCall_is TRUE), the SLCancel AsyncCal

Parameters

pAsyncContext

[0079] [in] asynchronous context for SL asynchronous call.

SfAbortCall

[0080] [in] If TRUE, the call is cancelled immediately. If FALSE, wait for the SL to
complete the call.

Remarks

[0081] There are two ways for the caller to request cancellation of an asynchronous call—
abortive and nonabortive. In an abortive cancel (fAbortCall is TRUE), the SLCancel AsyncCall
function sends a cancel notification to the SLC and the asynchronous call is canceled immediately,
without waiting for a response from the SLC. In a nonabortive cancel (fAbortCall is FALSE) the
SLCancelAsyncCall function notifies SLC of the cancel and the caller waits for SLC to complete
the call.

Returns

[0082] Success or failure.

SLCompleteAsyncCall
[0083] The SLCompleteAsyncCall function is used to complete an SLC asynchronous

call.

HRESULT SLCompleteAsyncCall(
SL_ASYNC_CONTEXT* pAsyncContext, // asynchronous context
HRESULT* phrAsyncCall // error code of the submitted
asynchronous call
3
Parameters
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function sends a cancel notification to the SLC and the asynchronous cal
is canceled immediately, wthout waiting for a response fromthe SLC. In
a nonabortive cancel (fAbortCall is FALSE) the SLCancel AsyncCall function
notifies SLC of the cancel and the caller waits for SLC to conplete the
call. Returns [0082] Success or failure. SLConpl eteAsyncCall [ 0083] The
SLConpl et eAsyncCal |l function is used to conplete an SLC asynchronous call.
HRESULT SLConpl et eAsyncCal | ( SL_ASYNC CONTEXT * pAsyncContext, //

asynchronous cont ext HRESULT* phrAsyncCall |1 error code of the submtted
asynchronous call '}; Paraneters 16 pAsyncCont ext [0084] [in]

asynchronous context for SL asynchronous call. phrAsyncCall [0085] [out]
the error code of the submtted asynchronous call. Remarks [0086] If the

cal l er cal |pAsyimiContaxhicti on before the reply has arrived, the call returns

E _SLC ASYN L_PENDI NG The huffer st be valid and it nust be big
enough to ﬁggéhvéﬁnﬁtaﬁgcﬁﬁ@ﬁp%cvgqxg&r Sli.'}fJaser'f PR “Yoes not return E_SLC
ASYNC CALL PENDI NG, this SLConpl eteAsyncCall invocation is final for the

asynchronous call. After this function call, regardless of success or
failure, al®Ag®6tefes allocated for this asynchronous call are freed.

omoe e 0!, 2 P A AR e Syl

Remarks

[0086] If the caller calls this function before the reply has arrived, the call returns
E_SLC_ASYNC_CALL_PENDING. The buffer must be valid and it must be big enough to receive
the return value. If the call does not return E_ SLC_ASYNC _CALL PENDING, this
SLCompleteAsyncCall invocation is final for the asynchronous call. After this function call,
regardless of success or failure, all resources allocated for this asynchronous call are freed.
(Subsequent calls to the SLCompleteAsyncCall or SL.CancelAsyncCall functions have undefined
results until a new call on the SL_ASYNC_CONTEXT structure is initiated).

Returns
Value Meaning
S_OK The call was completed successfully.

The asynchronous call context is not
E_SLC_INVALID_ASYNC CONTEXT

valid.
E_SLC_ASYNC_CALL_PENDING The call has not yet completed.
E_SLC CALL_CANCELLED The call was cancelled.

SLGetInformation

[0087] The SLGetLicenselnfo function is used to get a variety of information.

HRESULT SLGetInfomation(
HSLC hSLC, // SL client context handle

DWORD dwCategory, [/ The category of information to retrieve
17



results until a new call on the SL ASYNC CONTEXT structure is initiated).
Returns Value Meaning S -OK E SLC_ | NVALI D ASYNC CONTEXT E SLC ASYNC
CALL PENDI NG The call was conpl eted successfully. The asynchr.onous cal
context is not valid. The call has not yet conpleted. E SLC CALL
CANCELLED The call was cancel |l ed. SLGetl nformation [ 0087] The
SLCGet Li censel nfo function is used to get a variety of information. HRESULT

SLCet | nfomati on( HSLC hSLC, Il SL client context handl e DAORD dwCat egory,
Il The category of information to retrieve 17 PCNSTRpszKeyNane, 1 Nane of
t he Key DWORD*pdwType, ||l Type of value SIZE T* pcbValue, Il Size of val ue
PBYTE* ppbVal yg-WwkTRoi nt er WhiEr of / MahUEs e khar aneters  hSLC [ 0088]
[in] Handle to current SLP%??Qnt cont ext and%g égcategory [ 0089] [in]
The cat egory IBWOR®DHr mat i gdwlipe, // Type of value
SIZE_T* pcbValue, /1 Size of value
PBYTE* ppbValue // Pointer to buffer of value
);
Parameters
hSLC

[0088] [in] Handle to current SL client context handle

dwCategory
[0089] [in] The category of information.

Category Meaning

SL_CAT_RIGHTDATA Get the information from bound right. The license has to

be consumed successfully before getting these right data.

SL_CAT_DYNAMICPROPERT  Get the information that is not in the license but
Y calculating in the run-time. For example,
RemainingGracePeriodDays. The right has to be

consumed before calling.

Name Meaning

RemainingGracePe The grace period is defined in
riodDays : DWORD | out-of-box license. Once the
application is installed, the time
is counting down. Applications

can check remaining grace

period after they have
consumed license.
ActivationStatus : After applications consumed
DWORD license, it can get consumed
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Cat egory Meani ng SL- CAT RI GHTDATA CGet the information from bound right.
The license has to be consunmed successfully before getting these right
data. SL CAT DYNAM CPROPERT Get the information that is not in the |icense
but calculating in the run-tine. For exanple, RenainingG acePeriodDays.
The right has to be consuned before calling. Y NaneMeani ng

Remai ni ngG acePeThe grace period is defined in riodDays : DWORDout - of - box
| icense. Once the application is installed, the time is counting down.
Applications can check remai ning grace period after they have consuned

| icense. ActivationStatus :After applications consumed DWORDI i cense, it

can get consuned 18 |icense type—Tthe—returt—vglve—ecoutdbhe—SE—+-G0O The
OBconsuned |icense is out- of-box |icense. SL_LI‘@BSGﬁHBe'Xé@EﬁtP?@c med
could be:
SL LIC O | The
OB consumed

license is out-

of-box license.
SL LIC The

ACQUIRE | consumed

D license is
acquired
license.
SL_LIC_ No license is
NONE available.
SL_CAT_SERVICEINFO Get the information that is not dependent on license. The

caller can get this category of information without

consuming license.

Name Meaning
SLVersion: The version of SL.. 1.2.3.4
DWORD format.
HWID:BINARY Current HWID
SL_CAT_WINDOWSINFO Get information that is bound right property in Windows

license. This is for Componentization. Windows License
has been consumed by SL service and SL service keeps

the bound right properties.
SL_CAT_ENUMLICINFO When SLEnumLicenseis called and is succeed, the caller

can query the information of enumerated license by using

this category.

pszKeyName
19



Diicense is acquired license. SL LIC No |icense is NONEavail abl e. SL
CAT_SERVI CEI NFO Get the information that is not dependent on |icense. The
caller can get this category of information w thout consunm ng |icense.
NaneMeani ng SLVersion: The version of SL. 1.2.3.4 DWORDformat.

HW D: Bl NARYCurrent HW D SL_CAT_W NDOASI NFO  SL CAT_ENUMLI Cl NFO
pszKeyNanme Get information that is bound right property in Wndows

| icense. This is for Conponentization. Wndows License has been consuned
by SL service and SL service keeps the bound right properties. Wen
SLEnunii censeis called and is succeed, the caller can query the

i nf or mat i onpeaboreNHABhaLEH: bt RERSE FAY Bal is category. 19 [0090] [in]
t he nane of[the]ekteﬁglP E.g. Buil d%rrbbée/rBll!lpgl\slv%lﬂﬁéeIh [0091] [out] type of data

pawIype
[0091] [out] type of data

Value Meaning

SL_DATATYPE SZ Unicode string

SL_DATATYPE DWORD DWORD

SL_DATATYPE BINARY Binary
pcbValue

[0092] [out] Size of the buffer allocated (in bytes).

ppbValue
[0093] [out] If successful, the data is returned in the buffer allocated by SLC. The caller
has to call SLFreeMemory to free the memory.

Returns

[0094] Success or failure

SLAcquireLicense
[0095] The SLAcquireLicense function is used to acquire on-line license for the user.

SLC enumerates the product keys associated with the Application and picks up the product key with
highest product priority (see SLInstall, registration information). Then SL gets the clearing house
URL from out-of-box license and connects to clearing house to get a license.

[0096] SLAcquireLicense could be a lengthy process. Applications can call this function
in asynchronous mode by specifying pAsyncContext (NULL means synchronous mode).

HRESULT SLAcquireLicense(
20



Val ue Meaning SL_DATATYPE _SZ Uni code string SL DATATYPE DWORD DWORD
SL_DATATYPE_ BI NARY Bi nary pcbVal ue [0092] [out] Size of the buffer

all ocated (in bytes). ppbVal ue [0093] [out] If successful, the data is
returned in the buffer allocated by SLC. The caller has to cal
SLFreeMenory to free the nenory. Returns [0094] Success or failure
SLAcqui reLi cense [0095] The SLAcquirelicense function is used to acquire
on-line license for the user. SLC enunerates the product keys associ ated
with the Application and picks up the product key with highest product
priority (see SLinstall, registration information). Then SL gets the

clearing hougsspL,&RL fspm out - of sPQXieht BRRSENAGE COnnects to clearing house
to get a license. [0096] SLAcquireLicense cou be a | engthy process.

Appl i cations RCGWSER | t hi gstRimékodlashi n ddgshodfiporivgskeyode by speci fyi ng

pAsyncCont ext means node) . SUL A&agLreLicense( 20

HSLC hSLC, IIPdS‘yH(I? i ent cgﬁﬁ%?f’@g%?ﬁ% PCV\B‘IJIQS Q%ﬁg B‘%l‘é JKMSEY hash of

product key BDAABYNGAPONTEXTY ceuismcCohtest ri ng of publishing license. SL
ASYNC_CCNT%%T* pAsyncContext ); Parameters hSLC

Parameters
hSLC
[0097] [in] Handle to current SL client context handle

pszProdKeyHash
[0098] [in] string of product key hash. The product key hash is created when SLInstall is

called and is maintained by the licensing service.

pszPublishingLicense
[0099] [in] string of publishing license.

pAsyncContext

[0100] [in] asynchronous context for SL asynchronous call.

Remarks

[0101] The acquired license will be stored in license store accordingly and the license
information will be registered, too. (see SLInstall)

[0102] Applications might need to add more client information to license. The application

can put the information to pbAppData in the call and this data will be sent to clearing house.

[0103] When this function succeeds:

[0104] It sent necessary binding information to the specified license server.

[0105] It receives the license from license server.

[0106] It stored the license in license store. See description of SLInstall, above, for how

the license file is stored.
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[0097] [in] Handle to current SL client context handl e pszProdKeyHash
[0098] [in] string of product key hash. The product key hash is created
when SLinstall is called and is maintained by the |icensing service.
pszPubl i shi ngLi cense [0099] [in] string of publishing |icense.
pAsyncCont ext [0100] [in] asynchronous context for SL asynchronous cal
Remarks [0101] The acquired license will be stored in |license store
accordingly and the license information will be registered, too. (see
SLinstall) [0102] Applications mght need to add nore client infornmation
to license. The application can put the information to pbAppData in the
call and thpgupsda W Il be sent to clearing house. [0103] Wen this
function succeeds: [0104} It sent necessary binding information to the
speci fi ed |0&@HseSuseesyer failufe0105] It receives the |icense fromlicense
server. [0106] It stored the license in license store. See description of
SLInstall, above, for how the license file is stored. 21 Returns [0107]
SuccesSL@enetaeTaxt@hallGhdeener at eText Chal | enge [0108] GCenerates and
installatigﬂliﬂauéen e text t? he roHted to a license i ssuer in an out of
band f ashi f el gs and ingiqllatipn ghallenge text to g joutadipalicqnse issuer in an out of
SL Ge n ezt gd8i0n Gheddph6a) @Mnalli e shbpd. Ctc)) | SL client context handle PCOWSTR
pszProdKeyHash, Il string of product key hash

HRESULT SLGenerateTextChallenge(
HSLC hSLC, // SL client context handle
PCWSTR  pszProdKeyHash, // string of product key hash
BOOL SSingleSession, // Single session only?
PWSTR . *ppszChallenge  // Pointer to buffer to hold challenge text

)s

Parameters
hSLC
[0109] [in] Handle to current SL client context handle

pszProdKeyHash
[0110] [in] String of product key hash. The product key hash is created when SLInstall is

called and maintained by the licensing service.

bSingleSession
[0111] [in] Specifies whether or not the corresponding text response from the license issue

will be valid only for the lifetime of this SLC session handle.

ppszChallenge
[0112] [out] If successful, the text challenge is returned in the buffer allocated by SLC.
The caller needs to call SLFreeMemory to free the allocated memory.

Returns
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BOOL f SingleSession, Il Single session only? PWTR *ppszChal | enge |
Pointer to buffer to hold challenge text ); Paraneters hSLC [0109] [i n]
Handl e to current SL client context handl e pszProdKeyHash [0110] [in]
String of product key hash. The product key hash is created when SLInstal
is called and nmaintained by the Iicensing service. bSingleSession [0111]
[in] Specifies whether or not the correspondi ng text response fromthe

| icense issue will be valid only for the lifetime of this SLC session
handl e. ppszChall enge [0112] [out] If successful, the text challenge is
returned in the buffer allocated by SLC. The caller needs to cal
SLFreernDr f cated nenory. Returns 22 [0113] Success or
failure. %ﬂSI% g?%%egg%hge [0114] Deposits the response to an
installation challenge text in the licensing system Used to activate a

i cens it h. gditlonal access code. Only valid if there is an
outsta§%§%§L¥g?i§j@ﬁ%¥lenge whi ch has been issued for a license. |If the
original |ijenge Bgreitd theeshbrat té ALinstaRdt oRRUEllenge Eex P the Nédnkitlg kRfterd. ST NYl €
session, this APl nust be called wth the response before the SLC handl e

i s cl o9shd B Actialsticensrgvith a conditinabascessicpds. Zpnly vpjigithere is an outstanding text

?ls- ZDIG;P gﬁi&ggr%tvﬁﬁm%%n {5l fhSHfoendd 1Bthe Ol 1iGREY HELibRRA fe cﬁ)a%éﬁgg

was only valid for a single session, this API must be called with the response before the SLC handle

is closed or depositing the response will fail.

HRESULT SLDepositTextResponse(
HSLC hSLC, /I SL client context handle
PCWSTR  pszProdKeyHash,
PWSTR  pszResponse // Buffer containing response text

);

Parameters
hSLC
[0115] [in] Handle to current SL client context handle

pszProdKeyHash

[0116] string of the product key hash
pszChallenge

[0117] [in] Response text

Returns

[0118] Success or failure.

SLEnumLicense
[0119] The SLEnumLicensefunction is used to enumerate installed licenses and get

information from the license.
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PWSTR pszResponse |1 Buffer containing response text ); Parameters hSLC
[0115] [in] Handle to current SL client context handl e pszProdKeyHash
[0116] string of the product key hash pszChallenge [0117] [in] Response
text Returns [0118] Success or failure. SLEnuniicense [0119] The
SLEnunii censefunction is used to enunerate installed |icenses and get
information fromthe license. 23 HRESULT SLEnunii cense( HSLC hSLC, // SL
client context handle CONST GU D* pgui dApp, // application GU D DWRD
dwl ndex // index nunber Paranmeters hSLC [0120] [in] Handle to current SL

client context handle pguidApp [0121] [in] See SlLinstall. If pguidApp is
not NULL, tmgULOpgﬁgﬁuﬁﬁ_ﬁ%ls&t ed with this GUD are enunerated. |f the
QU D is NULL, then all licenses are enunerated. dw ndex [0122] [in] The

i ndex nunber BSL€he |ASE6hse t o/ 5 dlientrdonterchandlei s val ue shoul d be zero for
CONST GUID* = pguidApp, /I application GUID

DWORD dwindex // index number
);

Parameters
hSLC
[0120] [in] Handle to current SL client context handle

pguidApp
[0121] [in] See SLInstall. If pguidApp is not NULL, then licenses associated with this
GUID are enumerated. If the GUID is NULL, then all licenses are enumerated.

dwindex

[0122] [in] The index number of the license to be retrieved. This value should be zero for
the first call to the SLEnumLicense function and then incremented for subsequent calls.

[0123] The function may return licenses in any order.

Returns

[0124] E SL_NO_MORE_DATA — No license at the specified index.

Remarks

[0125] If SLEnumLicenses succeeded, the selected license information can be accessed by
calling SLGetInformation and the category is SL_CAT ENUMLICINFO

Sample:

DWORD i=0;

PBYTE pbProductPriority = NULL;
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the first call to the SLEnunLi cense function and then increnented for
subsequent calls. [0123] The function may return |icenses in any order.
Returns [0124] E _SL_NO MORE DATA - No license at the specified index.
Remarks [0125] If SLEnuniicenses succeeded, the selected |icense

i nformati on can be accessed by calling SLGetl nformation and the category
is SL-CAT ENUM.I Cl NFO Sanpl e: DWORD i =0; PBYTE pbProductPriority = NULL;

24 PBYTE pbRemai ni ngG acePeri odDays = NULL; for (i=0; ; i++) { EXIT
ON_ERROR( SLEnumdLi cense(hSLC NULL dw ndex)); if (E-SL-NO MORE- DAT
SCODE(hr)) { hr = br eak; EXI T_ON_ERROR( SLGet | nf ormat i on(hSLC SL

CAT_ENUM.I Gppy HE?‘ T A cbProductPriority,

&bPr oduct Pri O?P&‘ﬂ;{%ﬁlﬁ’ %Eﬁ@?& (%g(tnl‘]%f ormati on( hSLC, SL CAT_ENUM.I C,
"Remai ni ngGacePeri odDays", &dwlype, &cbRemnai ni ngG acePeri odDays,

&pbRenai ni nﬂ)g(i%_e_l?g_r'_j odDays)); Exit: SLFreeMenory(pbProductPriority);

{
EXIT_ON_ERROR(SLEnumLicense(hSLC, NULL, dwindex));

if (E_SL_ NO_MORE_DATA == SCODE(hr))
{

hr=S OK;

break;

EXIT_ON_ERROR(SLGetInformation(hSLC, SL_CAT_ENUMLIC, “ProductPriority”,
&dwType, &cbProductPriority, &pbProductPriority));

EXIT_ON_ERROR(SLGetInformation(hSLC, SL_CAT_ENUMLIC,
“RemainingGracePeriodDays”, &dwType, &cbRemainingGracePeriodDays,
&pbRemainingGracePeriodDays));

Exit:

SLFreeMemory(pbProductPriority);
SLFreeMemory(pbRemainingGracePeriodDays);

SLFreeMemory

[0126] The SLFreeMemory function is used to free the memory allocated by SLC.

VOID SLFreeMemory(

PVOID pvMemblock, // pointer to memory
25



SLFreeMenor y( pbRemai ni ngG acePeri odDays); } SLFreeMenory [01261 The
SLFreeMenory function is used to free the nenory allocated by SLC. VO D
SLFreeMenory( PVO D pvMenbl ock, |1 pointer to nmenory 25 Paraneters
pvMenBl ock [0127] [in] Previously allocated nenory block to be freed
Returns [0128] None Use of Software Licensing APl to Control Use of
Software [0129] A software product uses the APl of the present invention
for various purposes related to licensing, including the consunption of
rights in a license, and the retrieval of data from the license. As noted
above, the APl allows the software to determ ne what rights are present in
the Ilicensg, but, preferably, it is up to the software to determ ne what
to do with ghat information - e.g., grant or deny access to a feature,
cease operation altogether, etc. The follow ng description of FIGS. 4 and
5 shom1hom1£he APl of the present invention is used by a software product.
[0130] FIG Qrameters o exanpl e process by which an application "consunes"
a right. Thewwapmbiication calls the SLConsumeRi ght nethod (402). As

di scussed above, the argunents to the SLConsuneRi ght function include the
cli ent handl0d2%s sfigjaevigysly sllocpted emonybloek toikeefreednd t he name of the
right (which is assigned by the vendor of the software to which the right
pertains). The |icensing service (service 202, shown in FIG 2) receives
the call (4BdfurnsThe service then |ocates |icenses that contains the
right, and ﬁﬁ;@k§§5Q§ li censes bindings and validity. As noted above, the
license is Vocated’™™ the license store; if there is nore than one |icense
that pertains to the application software to which the SLConsuneRi ght

cal | rtajns, then a. priority rule may be used to
pﬁse of Software Licensine_r APl to a:)ntrol Use of Software

[0129] A software product uses the API of the present invention for various purposes
related to licensing, including the consumption of rights in a license, and the retrieval of data from
the license. As noted above, the API allows the software to determine what rights are present in the
license, but, preferably, it is up to the software to determine what to do with that information — e.g.,
grant or deny access to a feature, cease operation altogether, etc. The following description of FIGS.
4 and 5 show how the API of the present invention is used by a software product.

[0130] FIG. 4 shows an example process by which an application “consumes” a right. The
application calls the SLConsumeRight method (402). As discussed above, the arguments to the
SLConsumeRight function include the client handle assigned by the licensing service, and the name
of the right (which is assigned by the vendor of the software to which the right pertains). The
licensing service (service 202, shown in FIG. 2) receives the call (404). The service then locates
licenses that contains the right, and checks the licenses bindings and validity. As noted above, the
license is located in the license store; if there is more than one license that pertains to the
application software to which the SLConsumeRight call pertains, then a priority rule may be used to
select one of the applicable licenses. Checking the binding means determining that: (1) the license is
bound to the product key of the application identified by the client handle; and (2) the license is
bound to the machine on which the software is running (or to the group of machines of which the
current machine is a member). Checking validity may include determining that the right has not

expired (in the case of licenses that specify an expiration date), and that the maximum number of
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sel ect one of the applicable |licenses. Checking the binding neans
determning that: (1) the license is bound to the product key of the
application identified by the client handle; and (2) the license is bound
to the machi ne on which the software is running (or to the group of

machi nes of which the current machine is a nenber). Checking validity may
I ncl ude determning that the right has not expired (in the case of

| i censes that specify an expiration date), and that the maxi num nunber of
26 uses of the right is not exceeded (in the case where the |icense
specifies a maxi mum nunber of times that the right may be used (i.e.,

‘consu £ L0r 1. t _are found to be correctly
bound gg%g vaf’”%%%‘% éxfcﬁ%@& (lb &?éa‘ggﬁgé}%{%&h& RE 't ac‘ﬁ‘%x‘m“ah‘%“ e('jl(} sted
in thetlmEHthatahénglzﬂtjrﬁe)ybe(usbdslmabmsbmmm)) ed that "bi nd| ng" a l|license to a

machi ne, t,.and a means th t th | cense speC|f es
which mac hﬁ’h‘éﬁ QWCPCBP%C?H fﬂgle} E’(':‘g‘ilntoolé‘e wEset W‘l“ﬁg and vafid (498). thepitheonse
to a riighte mamm folié rigt feque S HitRe ARSI @M2NABsHIARIbeHOREAA Bindird t he
right js being consuned froma particular |icense. Throughout thi's

descr i Jengsto amachine enyaropmenty andraprpdush kesxmesisithdt thmlmnwgqunﬁewmah ng"
appl i egadhiddi§ ané‘ﬁfodﬁ@tj %eygmﬂ bk Gled Wiph; b 91(@{%%” Q%F%ﬂs AR F3hd Bl

i ndi cat es t hat e call "was success I cense an for ri ght
has beemsimefitiction kes beervaiccadsful rand tte nght rsdxemlgy:otmnuwd fiom 4 bauawlaﬂud’eﬁse

envir od e SL unme ht . cal.l, turns to
ca?/: i 28“@%%‘1% ctzliiif ﬁcrﬁ’rcgl&n IPW}F Qea?qgag %fogﬁ %?H’g‘?a?’% o Jpin ’&g{ )Erg‘i32]
If t heABl &afinber@iting) o tﬁ@édlllﬂg%gn@ﬁomﬁdlmalca@b tHat Be chINRAs mees%ﬁm tkt14) If the

e consuned froma |license, and no

speC|f| ed i %9295 cal | cannot
i nf or nkgenesAnE{oE gight s besn f9HRd tey el inyabidgQrior seprestly fowndeio thesmaghing,
appl i c@ivireRmedioNS}&duct 11, tﬁé?ﬁhé SEanéuﬁlef{%? geﬁﬁxfemnl\syto? [Fr%%gpfl&%ign Lhe

application can use the Dbinding of the Ti to the
i nf or niadicaas thabthe pperationcleded(4aBbut the right. For exarrpl e, a Ilcense may

conta, & S0P g i Shed Al SRR L
speci fdatl cpanct e teisamat dron 4 ]il@nﬁts aglancofnfortﬂaﬁoraﬂﬁiut that tight will ®e gvailable@o the
or it HURapD e TS e bR RS S s1bAly GHIImSGy hen 4R APPHGFORR (B HURS
par anmesigdifig bPthe h@ﬁ‘t 1096 Kdensd B %%ﬁnf&ﬁaﬁ%rﬁﬁorﬁ%éliwnéé}%o%ﬁélﬂgﬂt F&aRaRpleSaved
only on machines that are running in a particular

license may contain a general right called “run,” which indicates that the application may be run.

However, for the “run” right, the license may contain more specific parameters about the usage of

the application — e.g., the license may specify whether particular features of an application (e.g.,

print, edit, save, etc.) should be turned on or off, and may give specific parameters for the use of

these features (e.g., the document can be saved only on machines that are running in a particular

domain, or the print feature can only be used for thirty days, etc.). The SL API does not require any

particular type of information to be associated with a right, but rather provides a mechanism

whereby an application vendor can associate any type of information with a right, which can then be

retrieved and interpreted by the application.

[0133] Assuming that a right has been successfully consumed as described in FIG. 4, the
application may then retrieve the information associated with the right. The process of retrieving
this information is described in FIG. 5.

[0134] First, the application calls the SLGetInformation method on the bound right (502).

The various types of information that can be retrieved are described above in connection with the
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domain, or the print feature can only be used for thirty days, etc.). The
SL APl does not require any particular type of information to be
associated with a right, but rather provides a nechanism whereby an
application vendor can associate any type of information with a right,

whi ch can then be retrieved and interpreted by the application. [0133]
Assum ng that a right has been successfully consuned as described in FIG
4, the application may then retrieve the informati on associated with the
right. The process of retrieving this information is described in FIG 5.
[0134] First, the application calls the SLGetl nformation nmethod on the
bound pl.ght.: L Lafo lon that can ri.eved
ar o deberipish e st REE Beltb P Hoch T LA it fedBly 8 e S0 R
SLCet | stracemgtricons the réyuested mdorhiatienfromghsBeense et Bontsine thedduid gt b d6).

504) . T i C. tri . t.h ted,] t] f the i se
1o i R Bospiis Precs HEm plaGhas BRI 95 » DUFHSDF  BHLNGE8 04 Glighon
pl acesagplication{h 00)MEid &ﬂiﬂgfh[pf)li@ﬁf)ﬁ €fen (&S the RRENs A Hebufter ahdBerfcts! NY

application (5 10). The calling application then reads the contents of the
buf f er Whaiger petions itifisems pegeasper baged proths retrieveddpformatioassary based on the

retrieved it Liid lgé)liltﬁgﬂg‘tﬁattthéﬁ%glqg 9%"{‘1‘%%&??%?%% a\{'{llg of ﬂhg ﬁn‘%ﬁ}u{ﬁg oif tshe

service may not be aware o e nmeaning-o mat 1 on

handl | méprastigrathat ibfs handlBig@stphrtfof amBl Getinfomhdtion Asll. i ssdiscmssed abdvay the t he

| i censi.ng. .framewor rayi des nechani sm whereby a_ software vendor, can
creat efwreg%lﬁ% gr?mgwarlf(cpgﬂwg%fsas%@ﬁﬁ?@mi‘ﬂ?&%%é‘tsioﬁ?ﬁ'a\'g‘feﬁd?rﬁén Fiegis ?’ts”l'ﬂ}éi can

| Nvent aseeidts inf@rinakibAivi adhetighe IThe vaftionDis hbi it eith¥P® 2l parivhias fBL bON
that can be associated with the right. Wen the information is retrieved

f r om t AEPTIRHiNRtEcan;be apsocigiedpnih the HelkiaWign thednformating intrtieied ifiom the t he

appl i Cideh@DitlilsimpRHfabfid by thelidkhs §aVicOR the BEflichid SR vakEr. e a?ﬁk%ﬁ&i’ ed

i nformation, decides whaf actions to be taken based on that i1 nfornation,
and ustsn intesprgtartheststriaved information.alscides whet aetiansthbe tappri hased omothasinfeniatonn.
(E. 9., ;d4f - i hnt .1 on, the lication decides to
i s} e 0Pt it earb fol RIS B a RO Coectil. TER, 1 Bire?Pp R

act ual tetriested miidramtiomitlse dpphitationslecidel to dizable bheyprint Gerauré, ivd applicativhtcentaingacker

o, RIRELL D9 AN L Sabl 00, o L P el ite ) LT3t LTS
pur poS@mpering with the disabling of the print feature.)

[0136] It is noted that the foregoing examples have been provided merely for the purpose
of explanation and are in no way to be construed as limiting of the present invention. While the
invention has been described with reference to various embodiments, it is understood that the words
which have been used herein are words of description and illustration, rather than words of
limitations. Further, although the invention has been described herein with reference to particular
means, materials and embodiments, the invention is not intended to be limited to the particulars
disclosed herein; rather, the invention extends to all functionally equivalent structures, methods and
uses, such as are within the scope of the appended claims. Those skilled in the art, having the
benefit of the teachings of this specification, may effect numerous modifications thereto and

changes may be made without departing from the scope and spirit of the invention in its aspects.
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of explanation and are in no way to be construed as limting of the
present invention. Wile the 1invention has been described with reference
to various enbodinents, it is understood that the words which have been
used herein are words of description and illustration, rather than words
of limtations. Further, although the invention has been described herein
with reference to particular neans, materials and enbodi nents, the
invention is not intended to be limted to the particulars disclosed
herein; rather, the invention extends to all functionally equival ent
structures, nethods and uses, such as are within the scope of the
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2. The system of claim 1, wherein said licensing component is usable by a plurality of
computer programs, the computer program being included among said plurality of computer
programs, wherein said callable interface further comprises:

a handle-opening method that provides a handle to the computer program;
wherein the rights-consumption method receives the handle from the computer program and uses
the handle to identify the computer program from which a call to the rights-consumption method is

received.

3. The system of claim 1, wherein the license is one of a plurality of licenses that are stored
in said license store, and wherein the rights-consumption method causes the licensing component to
select the license based on one or more factors comprising:

whether the license store is associated with the computer program; and
a conflict rule that determines which license to select from among a plurality of

licenses that are associated with the computer program.

4. The system of claim 1, wherein said callable interface further comprises:

an asynchronous-context-initiator method that establishes a context for asynchronous
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the handle to identify the conputer programfromwhich a call to the

ri ghts-consunption nethod is received. 3. The systemof claim1l, wherein
the license is one of a plurality of |licenses that are stored in said

| i cense store, and wherein the rights-consunption nmethod causes the

| i censing conponent to select the |license based on one or nore factors
conprising: whether the license store is associated with the conputer
program and a conflict rule that determ nes which |icense to select from
anmong a plurality of Ilicenses that are associated with the conputer
program 4. The systemof claim1, wherein said callable interface further
conpri Joi establ i shes a
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r ecei pidenfifidrd€saidl d@niéitf i er of said context. 5. The systemof claim1,
wherein the rights-consunption nethod determ nes whether the right can be
exerci sed based on whether the right is identified in the license. 6. The
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conponent execute on a machj ne, d wherein the rights-consunpti on net hod
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license is bound to said machine. 7. The systemof claim1, wherein the
conput er amis a sociated with a product identifier, and wherein the
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machi nes of which said machine is a menber. 8. A nmethod of restri
use of bacxermgedibasedmnowfrether thedisensgtieboundttrsaad mackinse, the |icense
specifying a right in the conputer program the nmethod conpri sing:
invoking a |icensing service by making a first call to a first method of
an i nt er f ace Tbe system of claim 1, wherein the computer program is associated with a product
identifier, and wherein the rights-consumption method determines whether the right can be
exercised based on whether the license is bound to said machine or to a class of machines of which

said machine is a member.

8. A method of restricting the use of a computer program associated with a license, the
license specifying a right in the computer program, the method comprising:
invoking a licensing service by making a first call to a first method of an interface of
said licensing service, said first call being parameterized by an identifier associated with said right;
in response to said first call receiving an indication as to whether the right is
exercisable; and

engaging in either a first behavior or a second behavior according to the indication.

9. The method of claim 8, wherein said first behavior comprises allowing the computer
program to execute, and wherein said second behavior comprises discontinuing execution of the

computer program.

10. The method of claim 8, wherein said first behavior comprises allowing the computer

program to perform a first set of functions, and wherein said second behavior comprises allowing
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said licensing service, said first call being paraneterized by an
identifier associated with said right; 1in response to said first cal
receiving an indication as to whether the right is exercisable; and
engaging in either a first behavior or a second behavior according to the
indication. 9. The nmethod of claim8, wherein said first behavior
conprises allowing the conputer programto execute, and wherein said
second behavi or conprises discontinuing execution of the conputer
program 10. The nmethod of claim@8, wherein said first behavior conprises
all owi ng the conputer programto performa first set of functions, and

wher ei i i I | ].ow .30 the copputer. programto
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of fufwnttimss. 11. The nethod of claim8, wherein the right is associated
with a set of data, wherein the nethod further conprises: nmaking a second
call to a second nethod of said interface, said second nethod bei ng

par anet er i zEld Thy nethodrdiclaih Bowhatinttheriglit gddssocinel] with b estpdidata, Whersiaithe
second Q%IIIF¥eceivhﬂg.said set of data. 12. The nmethod of claim 11

f ur t hePCRAHPHET By P ect i ng t he operation of the computer program based
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a second call tqQ a second nethod of said interface; and in response to

sai d seEYRefedzad by andudicafiongf thepsightiiagd wherei n sai d second call is made
prior to said fi; I ' | Py | is further
paraneterized bylhzgspgﬁﬁé%s e%c%E#fthcﬁlgir%ggfdg?{%fﬁ%am 8, further

conprising: neking a second call to a second nethod of said interface; and
i n responsery qhé fHethod ¢ R $ & irthdr@6MpMiiAg an asynchronous cont ext;

directing the operation of the computer program based on said set of data.

13. The method of claim 8, further comprising:
making a second call to a second method of said interface; and
in response to said second call, receiving a handle;
wherein said second call is made prior to said first call, and wherein said first call is further

parameterized by said handle.

14. The method of claim 8, further comprising:
making a second call to a second method of said interface; and
in response to said second call, receiving an asynchronous context;
wherein said second call is made prior to said first call, wherein said first call is further
parameterized by said asynchronous context, and wherein the computer program performs at least

one action while the first call is handled asynchronously.

15. The method of claim 8, wherein said first method determines whether the right is
exercisable based on one or more factors comprising:
whether the license is bound to a machine or environment on which the computer
program is executing;

whether the license or right is bound to a product identifier associated with the
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wherein said second call is nade prior to said first call, wherein said

first call is further paraneterized by said asynchronous context, and
wherein the conputer programperforns at | east one action while the first
call is handled asynchronously. 15. The nethod of claim8, wherein said

first nethod determ nes whether the right is exercisable based on one or
nore factors conprising: whether the license is bound to a machi ne or

envi ronment on which the conputer programis executing; whether the

i cense or right is bound to a product identifier associated with the 31
conput er progran1 whet her the license or right has expired; and whet her
the right ﬁﬁgﬁ consuned a nunber of tines in excess of a right
speC|f|ed)|n t i cense. 16. A conputer-readabl e nmedi um havi ng encoded

t her eon conput erwmmmealtdeeseimstghmmiempised tod perfor m a mnet hod of enabling

t he enforcenent to a co ran1 t he net
conpri si ng: rece?k‘ﬁtﬁeéﬂé?rfqﬁg?s brep ﬁ%“(fn%ﬁ% fﬁ’é‘“@b‘ﬁfﬁf?%*ro 6rrfﬂﬁ‘F specifiede
first nmhdneknsal | identifying a right in the conput er program

determning that the right is contained in the |icense and is exercisable;
and returning to the conputer programan indication that the right is

exer ci sabl e16. Alcomputereddable diediR@ BhLertBddhtebn erﬁﬁdﬂérje@ecMMé ﬁisﬂucttl*&ﬁs
i ndi catlon conprises a hinding of the I‘I?ht to the license. 18.
1

conput ©reeriany a methadeafienshling the wforrament @ha fiegnse toa compvtes pmmmghawthoé
based @mprithipt her the right is specified in the license. 19. The

conput er-reacfabl e nediumof claim 16, wherein said determning act is
based on whet harceiting b ficss methodsab fromdthe coraputerqirpgremothe finstaethdidecationput er
progra C n he conput er - r eadabl e nmedi um of cl aim 16,
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determining that the right is contained in the license and is exercisable; and

returning to the computer program an indication that the right is exercisable.

17. The computer-readable medium of claim 16, wherein the indication comprises a binding

of the right to the license.

18. The computer-readable medium of claim 16, wherein said determining act is based on

whether the right is specified in the license.

19. The computer-readable medium of claim 16, wherein said determining act is based on

whether the license is bound to a machine on which the computer program is executing.

20. The computer-readable medium of claim 16, wherein said determining act is based on

whether the license or right is bound to the computer program.

21. The computer-readable medium of claim 16, wherein said determining act is based on

whether the license or right is non-expired.

22. The computer-readable medium of claim 16, wherein said determining act is based on

whether the license has been consumed a number of times that exceeds a limit.
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whet her the license or right is bound to the conputer program 21. The
conput er -readabl e nedi um of claim 16, wherein said determning act is
based on whether the license or right is non-expired. 22. The
conput er -r eadabl e nedi um of claim 16, wherein said determning act is
based on whether the |license has been consuned a nunber of tines that
exceeds a limt. 32 23. The conputer-readabl e nmedium of claim 16, wherein
the nethod further conprises: receiving a second nethod call fromthe
conput er program and in response to the second nethod call, returning a
handl e to the conputer program that identifies the conputer progr am
wher ei n sai i If. second
met hod ca||g&gﬁ5§§ﬂgﬁgﬁﬁg¥§%ﬁh‘?@P@? gwﬁﬁﬁﬁ%%ﬂggﬁO&ﬁl prlsgssald
handl e. 24. The recaipuog esecosddetiiod caﬁcﬂlomwdle)f:omplaexrprdgram\z\bmr el n the met hod

further conprises rec ng. a,Sec t hod ca t he co ut er
progr am |nnpresp8r§%38°?58??ﬁ’§ g‘é ]?ﬂgf%ggfe lp,gallhé"t“{] 50%10‘5 YE#HFBnous

Contexﬂmtﬂmﬁﬁﬁsﬂ&ﬂﬂﬁ@hﬁﬁpﬂﬁﬁ@maﬁ] wherein the first nmethod call is
execut ed subsequent to the second nethod call and identifies said
asynchV8sisinsaiddpstangthodendl is Reréermed gultspeuent tospidipeeandanethad callsyndowrasein seitly

whi | e ﬁﬂ?m@ﬁﬂﬂ@Hﬁl?furﬂﬂéﬂg&ﬂmeggaf]ﬁﬂﬁﬂﬁ an action. 25. The conputer-readabl e
medi um of claim 16, wherein the right is associated with a set of data,

and wherein the nmethod further conprises: receiving a second nethod cal
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provi di ng the set data to the conputer program
receiving a second method call from the computer program;

in response to the second method call, returning an asynchronous context to the
computer program, wherein the first method call is executed subsequent to the second method call
and identifies said asynchronous context; and

executing the first method call asynchronously while the computer program performs

an action.

25. The computer-readable medium of claim 16, wherein the right is associated with a set of
data, and wherein the method further comprises:
receiving a second method call which indicates the right; and
in response to said second method call, providing the set of data to the computer

program.
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