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PCT PATENT APPLICATION
FOR

A VIDEO FILE ENCRYPTION AND DECRYPTION METHOD, DEVICE,
AND MOBILE TERMINAL

Cross Reference to Related Application

[0001] This application claims the priority benefit of Chinese Patent Application No.
201210315011.X, filed on August 30, 2012, the content of which is incorporated

by reference herein in its entirety for all purposcs.
Field

[0002] The disclosed implementations relate gencrally to the mobile terminal field, and
in particular, to a video file encryption and decryption method, device, and mobile

terminal.

Background

[0003] As the hardwarc of mobile terminals and extended memory develop, a user can
store a large amount of files at a mobile terminal and its extended memory and
search these files via the mobile terminal. To protect privacy and the security of

the files, the user may wish to encrypt the files.

{0004] Encryption can be a particular type of algorithm to change the original data of a
file, thus preventing an unauthorized user having obtained the encrypted file from
knowing the content of the file because he does not know the decryption method.
Typically, these files include text documents, programs, images, and videos.
Regarding video files, existing video file encryption method can be used to
perform encryption. In particular, an existing video file encryption method can

include, first encrypting the whole video file to obtain an encrypted video file, and
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then moving the encrypted video file from its original storage location to a

designated storage location.
[0005] It is discovered that this existing technology has at least the following problems.

[0006] Video files are the largest files among all the files. When the designated storage
location is in a disk partition different from the disk partition including the
original storage location, the speed of moving the encrypted video file can be very

slow, aflecting the encryption efliciency.

Summary

[0007] To solve the existing technical problems, embodiments of the disclosure provide a

video file encryption and decryption method, device, and mobile device. The

technical solutions can include the following.

[0008] A video file encryption method, including: obtaining a to-be-encrypted video file
and an encryption key, encrypting the video file using the encryption key to
obtain an encrypted video file, obtaining scanned non-hidden partitions of a
mobile terminal and an extended memory of the mobile terminal for storing user
data, determining a partition storing the to-be-encrypted video file among the non-
hidden partitions, and moving the encrypted video lile to a lolder in the partition

storing the to-be-encrypted video file.

[0009] A video file decryption method can include: obtaining a to-be-decrypted video

file and a decryption key, decrypting the to-be-decrypted video tile using the

decryption key to obtain a decrypted video file, and determining a pre-encryption
storage location of the to-be-decrypted video file and moving the decrypted video

file to the pre-encryption storage location of the to-be-decrypted video file.

[0010] A video file eneryption device includes: a first obtaining module that obtains a to-
be-encrypted video file and an cneryption key, an eneryption module that encrypts
the to-be-encrypted video file using the encryption key to obtain an encrypted
vidco file, a second obtaining module that obtains scanned non-hidden partitions

of a mobile terminal and an extended memory of the mobile terminal for storing
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user data, and a first moving module that determines a partition storing the to-be-
encrypted video file among the non-hidden partitions and moves the encrypted

video file to a folder in the partition storing the to-be-encrypted video file.

[0011] A video file decryption device includes: a third obtaining module that obtains a
to-be-decrypted video file and a decryption key, a decryption module that
decrypts the to-be-decrypted video file using the decryption key to obtain a
decrypted video file, and a second moving module that determines a pre-
encryption storage location of to-be-decrypted video file and moves the decrypted

video file to the pre-encryption storage location of the to-be-decrypted video file.

[0012] A mobile terminal can include the above-described video file encryption device

and the above-described video file decryption device.

[0013] Some of the positive effects of the technical solutions provided in the
embodiments of the disclosure can include: obtaining an encrypted video file by
obtaining the to-be-encrypted video file and an encryption key and encrypting the
to-be-encrypted video file using the encryption key; because the encrypted video
file includes ciphertext, conventional video file descriptor cannot recognize the
enerypted video file, thus providing better security; obtaining scanned non-hidden
partitions of a mobile device and its extended memory allocated for storing user
data; determining among the partitions the partition storing the to-be-encrypted
video file, and moving the encrypted video file to a folder in the partition storing
the to-be-encrypted video file; moving the encrypted video file to the folder in the

partition including the pre-encryption storage location, because it is moving in the

same partition, the speed of the move can be relatively fast, thereby reducing the
time spent on encryption, increasing the encryption efficiency, and improving the

market competitiveness of the product.

Brief Description of the Drawings

[0014] To better explain the technical solutions in the embodiments of the disclosure, the

figures discussed in the following embodiments are briefly introduced. It should
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be understood that the figures described below correspond to only some of the
embodiments and that other figures can be derived from these figures.

[0015] Fig. 1 is a schematic diagram of the exemplary structure of a video file provided
in an embodiment of the disclosure.

[0016] Fig. 2 is a flowchart illustrating the exemplary steps of a video file encryption
method, according to a first embodiment of the disclosure.

[0017] Figs. 3a and 3b arc flowcharts illustrating the exemplary steps of a video file
encryption method, according to a second embodiment of the disclosure.

[0018] Fig. 4 is a schematic diagram of the exemplary structure of a to-be-encrypted
video lile, according to the second embodiment of the disclosure.

[0019] Fig. 5 is a schematic diagram of the exemplary structure of an encrypted video
file, according to the second embodiment of the disclosure.

[0020] Fig. 6 is a schematic diagram of the exemplary structure of an encrypted video
file, according to the second embodiment of the disclosure,

[0021] Tig. 7 is a flowchart illustrating the exemplary steps of a video file decryption
method, according to a third embodiment of the disclosure.

[0022] Figs. 8a and 8b are flowcharts illustrating the exemplary steps of a video file
decryption method, according to a fourth embodiment of the disclosure.

[0023] I'ig. 9 is a schematic diagram illustrating the constructing of a streaming video,
according to a fourth embodiment of the disclosure.

[0024] Fig. 10 is a schematic diagram of a video file encryption device, according to a
fifth embodiment of the disclosure.

[0025] Fig. 11 is a schematic diagram of a video file encryption device, according to a
sixth embodiment of the disclosure.

[0026] Fig. 12 is a schematic diagram of a video file decryption device, according to a

seventh embodiment of the disclosure.
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[0027] Fig. 13 is a schematic diagram of a video file decryption device, according to an

eightyth embodiment of the disclosure.

[0028] Fig. 14 illustrates an exemplary mobile terminal, according to a ninth embodiment

of the disclosure.

[0029] Fig. 15 illustrates exemplary common components of a computing system such as

the devices and mobile terminals disclosed in the embodiments of the disclosure.

Detailed Description

[0030] A detailed description of the technical solutions of the embodiments of the present
disclosure is provided below in view of the accompanying drawings. It should be
understood that the embodiments described below are representative
embodiments of the present disclosure rather than a complete disclosure of the
every possible embodiment. The present disclosure can also include any other
cmbodiments that can be derived from these disclosed embodiments by a person
with ordinary skill in the art without any additional inventive work. It is to be
understood that other embodiments can be used and structural changes can be

made without departing from the scope of the embodiments of this disclosure.

[0031] To clarify the goals, technical solutions, and advantages of the present disclosure,
a detailed description of exemplary embodiments of the disclosure is provided

below in view of the figures.

[0032] To facilitate describing the technical solutions of the embodiments, an exemplary
video file is first introduced. Referring to Fig. 1, the exemplary video file can
typically include two parts, a file header module and a data module. The file
header module can typically be stored in the file header of the video file and
include parameters such as the general information, defined data formats, and
compression algorithm associated with the video file. The data module can be
added after the file header module and include the actual video streaming data
including, for example, the sequence data module of the image and sound. The
data module can be the main part of the video file. In addition, the data module

can also include a sequence data block list and its corresponding location in the
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file and be responsible for ensuring that the data within the video file can be

random accessed.
[0033] Embodiment 1

[0034] Referring to Fig. 2, a video file encryption method is provided in a first
embodiment of the disclosure, the method can includes 101: obtaining a to-be-

encrypted video file and an encryption key.

[0035] 102:  encrypting the video file using the encryption key to obtain an encrypted

video file.

[0036] 103:  obtaining scanned non-hidden partitions of a mobile terminal and an

extended memory of the mobile terminal for storing user data.

f0037] 104:  determining a partition storing the to-be-encrypted video file among the
non-hidden partitions, and moving the encrypted video file to a folder in the

partition storing the to-be-encrypted video file.

[0038] Some of the positive effects of the technical solutions provided in the
embodiments of the disclosure can include: obtaining an encrypted video file by
obtaining the to-be-encrypted video file and an encryption key and encrypting the
to-be-encrypted video file using the encryption key; because the encrypted video
file includes ciphertext, conventional video file descriptor cannot recognize the
encrypted video file, thus providing better security; obtaining scanned non-hidden
partitions of a mobile device and its extended memory allocated for storing user
data; determining among the partitions the partition storing the to-be-encrypted
video file, and moving the encrypted video file to a folder in the partition storing
the to-be-encrypted video file; moving the encrypted video file to the folder in the
partition including the pre-encryption storage location, because it is moving in the
same partition, the speed of the move can be relatively fast, thereby reducing the
time spent on encryplion, increasing the encryption efficiency, and improving the

market competitiveness ol the product.

[0039] Embodiment 2
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[0040] Referring to Figs. 3a and 3b, another video file encryption method is provided in a

second embodiment of the disclosure, the method can include:

[0041] 201: scanning the non-hidden partitions of the mobile terminal and the extended
memory of the mobile terminal, and creating a folder in each of the partitions

from the scan.

[0042] Prior to encrypting the video file, it may be necessary to first scan the non-hidden
partitions of the mobile terminal and the extended memory of the mobile terminal.
Because the internal memory of the mobile terminal may be limited in size, a user
can typically store the video file in an extended memory, such as a Secure Digital
(SD) card. In particular, at a mobile terminal using the Android platform,
scanning the non-hidden partitions of an SD card for storing user data can include,
first, reading the “/proc/mounts” file of the system to obtain the mounts of the
whole system: next, filtering out the unnecessary mount information such as,
rootfs, tmpfs, proc, devpts, etc.; next, filtering out the known invalid
partitions of the SD card in the Android system, including, for example,
asec, .android_secure, obb;: finally, filtering out the valid partitions
corresponding to the vfat file system ID, i.e., the non-hidden partitions for storing
user data. For example, there can be two non-hidden partitions for storing user

data in the SD card, “/mnt/sdcard” and “/mnt/sdcard/_external.”

[0043] After finishing scanning the partitions, a new folder can be created in each of the
partition. The folder can be for storing an encrypted video file. In particular, a
hidden folder .tmfs can be created under a corresponding mount directory in each
of the valid partition. The hidden folder can be for storing an encrypted video file

as discussed below.
[0044] 202: obtaining a to-be-encrypted video file and an encryption key.

[0045] In particular, the exemplary interactions between the user and the client installed
at the mobile terminal are briefly described below using an Android user as an

example.
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[0046] To improve the security of the files, the user can seek to encrypt some of the
video files. First, the user can start the terminal and set an encryption/decryption
key for video files that require encryption in accordance with the prompting
information displayed at the terminal. Then, the user can select one of the to-be-
encrypted video files to submit to the terminal. Next, the user can verity that the

submitted information is correct and submit an encryption request.

[0047] In particular, after receiving the request, the terminal can obtain the encryption

key set by the user and the to-be-encrypted video file.

[0048] 203: encrypting the video file using the encryption key to obtain an encrypted
video file. This step can further include 2031: reading header data having a
length equal to a first length and stored in a header of the to-be-encrypted video

file.

[0049] After obtaining the to-be-encrypted video file, the header data stored in the header
of the to-be-encrypted video file can be read. In particular, the header data can be
a data block of a first length, e.g., 1KB, in the file header of the video file.
Because individual video file typically has a size of over S0MB, 1KB of header
data can be a relatively small portion of the video file. In the second embodiment
of the disclosure, as illustrated in Fig. 4, assuming the full length of the to-be-
encrypted file is L. and the first length can be L1, then the remaining data in the

video file other than the header data can have a length of L.2. That is, L=L.1+L2.
[0050] 2032: determining if an encryption identity (ID) exists in the header data.

[0051] If an encryption ID exists, it can be determined that the to-be-encrypted video file
has already been encrypted and the mobile terminal can exit this encryption
process and obtain the next to-be-encrypted video file. If no encryption ID exists,
it can be determined that the to-be-encrypted video file has not been encrypted

and step 2033 can be executed.

[0052] An encryption ID can be set. The encryption ID can be stored in the header of the
encrypted video file to identify the encrypted video file to prevent the user from

encrypting the already-encrypted video file again. Ol the to-be-encrypted video
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file is an already-encrypted video file, its header data should include the
encryption ID. In particular, this can be done by searching for the encryption ID
in the header data. If the header data includes the encryption ID, the to-be-
encrypted video file can be an already-encrypted video file and the mobile
terminal can exit this encryption process. It no encryption ID is found in the
header data, the to-be-encrypted video file can be determined as a video file that

has not been enerypted and step 2033 can be executed.
[0053] 2033: encrypting the header data using the encryption key to obtain ciphertext,

[0054] In particular, the encryption method provided in the second embodiment can use
an Advanced Encryption Standard (AES) eneryption algorithm, typically
including two parts — a key expansion algorithm and an encryption (decryption)
algorithm. The key expansion algorithm can expand a b-byte user master key to r
number of subkeys. The encryption algorithm can include a weak cryptographic
function f and r number of r-the iteration of the subkeys. This is existing

technology and is thus not described in detail.

[0055] In particular, the terminal can first expand the key into a number of subkeys using
the AES expansion algorithm and then encrypting the header data using the AES
encryption algorithm in accordance with the subkeys to obtain a ciphertext

associated with the encrypted header data.

[0056] 2034: obtaining the encrypted video file in accordance with the ciphertext and
remaining non-header data in the to-be-encrypted video file. This step can further
include 2034a: obtaining a header data storage area in the to-be-encrypted video
file.

[0057] In accordance with the header data, a storage area of the header data in the to-be-
encrypted video file can be obtained. The storage area can be a memory address
segment associated with the header data at the mobile terminal or SD card (or
other types of extended memory). In particular, referring to Fig. 4, the storage

area associated with the header data can be designated by [x, n] in the to-be-
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encrypted video file. That is, the storage area [x, n] can store data of a first length

L1.
[0058] 2034b: obtaining a designated header data storage area having a second length.

[0059] The second length can be less than the first length. The designated header data

can include the storage area for storing the encryption key and an encryption ID.

[0060] In particular, obtaining a designed header data storage arca having a second
length can include: starting from a start point of the header data in the storage area
for the to-be-encrypted video file, obtaining a storage area having the second

length for storing data as the designated header data storage area.

[0061] In particular, the designated header data can be used to mark the encrypted video
file and identify the storage location of the ciphertext to provide supplementary
information during the below-described decryption process and the process of
previewing the encrypted video. The designated header data can be a data block
having a sccond length, ¢.g., 56B (less than 1KB). In the second embodiment of
the disclosure, as illustrated in I'igs. 5 and 6, the designated header data storage
area can be designated as [x, m]. The second length can be La. That is, the length

of data storage block [x, m] can be La,
[0062] 2034c: obtaining a ciphertext storage area.

[0063] Step 2034c can further include the following steps A-C. Step A: obtaining a
length of the ciphertext, and determining whether the length of the ciphertext is
greater than a difference between the first length and the second length. If the
length of the ciphertext is less than or equal to the difference, perform step B; if
the length of the ciphertext is greater than the difference, perform step C. In
particular, based on the ciphertext from the encrypted header data, a length of the
ciphertext can be obtained. The length of the ciphertext can be Lb. It is already
known that the header data has a first length .1 and the second length can be La.
If Lb is less than or equal to L1-La, perform step B; if Lb is greater than L.1-La,

perform step C.
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[0064] Step B: subtracting the designated header storage area from the header area

storage area to obtain the ciphertext storage area. Perform step 2034d.

[0065] In particular, it is known that the header data storage area can be [, nl, the
designed header storage area can be [x, m]. Thus, the ciphertext storage area can

be [m+1, n| with a length of Lb. Step 2034d can be performed.

[0066] Step C: subtracting the header data storage area from the designated header data
storage area o oblain a partial ciphertext storage area having a length equal to the
difference, obtaining a storage area for the to-be-encrypted video file, starting
from the end point of the storage area for the to-be-encrypted video file, obtaining
a storage area having a length of a remaining part of the ciphertext to obtain a

remaining ciphertext storage area. Perform step 2034d.

[0067] In particular, the ciphertext can have a length of Lb. A first part of the ciphertext
can have a length of Lb1 and a second remaining part of the ciphertext can have a
length of Lb2. Lb=Lb1+I.b2. The first part of the ciphertext can be stored in the
above-described storage area [m+1, n]. That is, the length of the storage area

[m+1, n] can be Lbl.

[0068] The storage area of the to-be-encrypted video file can be one or more
corresponding memory address segments in the mobile terminal or an extended
memory such as an SD card. In particular, the storage area of the to-be-encrypted
video file can be obtained based on the obtlained to-be-encrypted video file. In the
second embodiment, as illustrated in Fig. 4, the obtained storage area of the to-be-

encrypted video file can be designated [x, y].

[0069] In particular, it can be known that the storage area of the to-be-encrypted video
file is [x, y] and the end point of the storage area of the to-be-encrypted video file
18'y. As such, a partial ciphertext storage area in the encrypted video file can be
[y+1, z]. The length of the storage area [y+1, z] can be Lb2. Step 2034d can be

performed.

[0070] 2034d: generating the designated header data while maintaining the remaining

non-header data in the to-be-encrypted video [ile, writing the designated header
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data and the encryption key into respective corresponding storage areas to obtain

the encrypted video file.

[0071] First, the designated header data can be generated in accordance with the
encryption ID and the ciphertext storage area in the encrypted video file. In
particular, the encryption ID can be stored in the header of the designated header
data, i.c., the header of the encrypted video file. In addition, the process of
generating the designated header data may be required to follow a relevant

protocol.

[0072] In particular, after obtaining the designated header data storage area and the
ciphertext storage area, the designated header data and the ciphertext can be
written into their respective storage arcas. If the encrypted video file has a length
of L’, as illustrated in Figs. S and 6, the encrypted video file can include the
designated header data, ciphertext, and the remaining data from the to-be-
encrypted video file other than the header data. Because part of the original data
in the to-be-encrypted video file has been “disrupted,” conventionally video
decoder would not be able to parse and decrypt this file, thereby protecting the

privacy of the user.

[0073] 204: obtaining scanned non-hidden partitions of a mobile terminal and an
extended memory of the mobile terminal for storing user data. In particular, the
non-hidden partitions of a mobile terminal and an extended memory of the mobile
terminal for storing user data can be obtained via the scanning of step 201. For

example, two partitions, “/mnt/sdcard” and “/mnt/sdcard/_external” can be

obtained.

{0074} 205: determining a partition storing the to-be-encrypted video file among the
non-hidden partitions, and moving the encrypted video file to a folder in the

partition storing the to-be-encrypted video file.

[0075] This step can further include 2051: obtaining inode information associated with
the to-be-encrypted video file. The inode information can include a storage path.

The inode information can correspond to video data in the video file.
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[0076] Typically, the Android platform is built based on the Linux kernel and thus
possesses Linux’s excellent file system. This file system utilizes inodes and
blocks associated with the inodes for managing the files in the system. The
inodes can mark the characteristics of a file, such as the name, size, storage path,
format and other information associated with the file. A block can be used for
marking the particular data content of the file. That is, files having the same data
content but different characteristics in the same disk partition can have different
inodes. But there is only one block associated with these inodes. This is existing
technology and is thus not described in detail. This embodiment can utilize this
existing technology to quickly move the encrypted and decrypted video files. For
example, the storage path of the to-be-encrypted video file can be

“/mnt/sdcard/_external/test_dir/test.txt.”

[0077] 2052: allocating, in accordance with the storage path associated with the to-be-
encrypted video file, one of the partitions for storing the to-be-encrypted video

file.

[0078] A partition for storing to-be-encrypted video file can be allocated among the
partitions in accordance with the “longer the better” allocation rule. For example,
it is already known that the two non-hidden partitions for storing user data in the
SD card can be “/mnt/sdcard” and “/mnt/sdcard/_external,” respectively. The
storage path of the to-be-encrypted video file can be
“/mnt/sdcard/_external/test_dir/test.txt.” First, the storage directory associated
with the 'to—bc-encrypted video file can be “/mnt/sdcard/ external/test_dir.” Then,
one of the two partitions can be allocated. Accordingly, the result, based on the
“longer the better” rule, can be “/mnt/sdcard/_external,” which is the partition for

storing the to-be-encrypted video file.

[0079] 2053: calculating, in accordance with the folder of the partition for storing the
to-be-encrypted video file, a storage path associated with the encrypted video file
so that the storage path associated with the encrypted video file points to the
folder in the partition for storing the to-be-encrypted video file, obtaining inode

information associated with the encrypted video file.
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[0080] In particular, it can be known that the partition for storing the to-be-encrypted
video file is “/mnt/sdcard/_externaland” the folder in the partition is “test_file.” It
can also be assumed that the file name of the encrypted file is the same as the to-
be-encrypted file. For example, both can be “test.txt.”” Then, the storage path of
the encrypted video file can be calculated as

“/mnt/sdcard/_external/test_file/test.txt.”

[0081] In particular, the inode information associated with the encrypted video file can

include the storage path of the encrypted video file.

[0082] 2054: changing the inode information associated with the to-be-encrypted video
filc to the inodc information associated with the encrypted video file to move the
encrypted video file to the folder of the partition for storing the to-be-encrypted
video file.

[0083] In particular, the read speed of the SD card can be relatively slow. It may be very
slow to move the data of the encrypted video file directly, thus affecting user
experience. In the embodiments of the disclosure, the encrypted video file can be
moved to a designated folder by only changing the inode information of the
encrypted video file without moving any of the data content of the file. It can

achieve high efficiency in moving a file.

f0084] 2055: cstablishing a correspondence between the inode information associated
with the to-be-encrypted video file and the inode information associated with the

encrypted video file.

[0085] The correspondence can be stored in a database format. Because database
created by a default application program is stored under the private directory of
the application program under the Android platform, it can be deleted when the
program is uninstalled. As such, to ensure that the database can remain after the
application program is uninstalled, the user can recover the original encrypted file
by reinstalling the corresponding application program, as described below, to
prevent the loss of data. The database described in the second embodiment of the

disclosure can create a SQL database using a designated directory in the SD card
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and have complete access control of the database. In operation, an
“SDCardSQLiteOpenllelper.java” file can be created based on Android” s own
“SQLiteOpenHelper.java” file to change the operations related to data creation
under the private directory of an application program to creating database under a
designated directory in the SD card. This can provide the caller a unified

™ ocer

msert,

interface for the databasc-related operation such as “query, ” “update,”

and “delete.”

[0086] Some of the positive effects of the technical solutions provided in the
embodiments of the disclosure can include: obtaining an encrypted video file by
obtaining the to-be-encrypled video file and an encryption key and encrypting the
to-be-encrypted video file using the encryption key; because the encrypted video
file includes ciphertext, conventional video file descriptor cannot recognize the
encrypted video file, thus providing better security; obtaining scanned non-hidden
partitions of a mobile device and its extended memory allocated for storing user
data; determining among the partitions the partition storing the to-be-encrypted
video file, and moving the encrypted video file to a folder in the partition storing
the to-be-encrypted video file; moving the encrypted video file to the folder in the
partition including the pre-encryption storage location, because it is moving in the
same partition, the speed of the move can be relatively fast, thereby reducing the
time spent on encryplion, increasing the encryption efficiency, and improving the

market competitiveness of the product.
[0087] Embodiment 3

[0088] Referring to Fig. 7, a video file decryption method is provided in a third

embodiment of the disclosure. The method can include 301: obtaining a to-be-

decrypted video file and a decryption key.

[0089] 302: decrypting the to-be-decrypted video file using the decryption key to obtain a

decrypted video file.
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[0090]

[0091]

[0092]

[0093]

[0094]

[0095]

303: determining a pre-encryption storage location of the to-be-decrypted video
file and moving the decrypted video file to the pre-encryption storage location of

the to-be-decrypted video file.

Some of the positive effects of the technical solutions provided in the
embodiments of the disclosure can include: obtaining an encrypted video file by
obtaining the to-be-encrypted video file and an encryption key and encrypting the
to-be-encrypted video file using the encryption key; because the encrypted video
file includes ciphertext, conventional video file descriptor cannot recognize the
encrypted video file, thus providing better security; obtaining scanned non-hidden
partitions of a mobile device and its extended memory allocated for storing user
data; determining among the partitions the partition storing the to-be-encrypted
video file, and moving the encrypted video file to a folder in the partition storing
the to-be-encrypted video file; moving the encrypted video file to the folder in the
partition including the pre-cneryption storage location, because it is moving in the
samc partition, the speed of the move can be relatively fast, thereby reducing the
time spent on encryption, increasing the encryption efficiency, and improving the

market competitiveness of the product.
Embodiment 4

Referring to Figs. 8a and 8b, another video file decryption method is provided in a
fourth embodiment of the disclosure. The method can include 401:  obtaining a
to-be-decrypted video file and a decryption key. The to-be-decrypted video file
can be a preview-required video file.

In particular, after encrypting the video file, the user can perform a decryption
process or a preview process on the enerypted video file. The user can follow the
prompting information displayed on the terminal to enter a correct key and select
a to-be-decrypted video file to submit a decryption request to the terminal.

In particular, after receiving the decryption request, the terminal can obtain the to-
be-decrypted video file and the key. In addition, the terminal can verify whether

this key is the same as the key set by the user in the encryption method. If they
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are the same, the below-described processes can be performed. If not, the user
can be prompt to enter the correct key.

[0096] 402: decrypting the to-be-decrypted video file using the decryption key to obtain
a decrypted video file.

[0097] This step can further include 4021: reading header data having a second length
and stored in a header of the to-be-decrypted video file. In particular, it can
include, after obtaining the to-be-decrypted video file, starting from the header of

the to-be-decrypted video file, and reading the header data having a second length.
[0098] 4022: determining whether an encryption ID exists in the header data.

[0099] If none exists, it can determine that the to-be-decrypted video file has not been

encrypted and exit the decryption process. If an encryption ID exists, the to-be-

enérypted video file is an encrypted video file and step 4023 can be performed.

[00100] In particular, the header of the encrypted video file can include a
designated header data have a second length. The designated header data can
include a ciphertext storage area and the encryption ID. The encryption ID can
mark an encrypted video file to prevent the user from encrypting the already-
encrypted video file again. If the to-be-decrypted video file is an encrypted video

file, its header data can include the encryption 1D,

[00101] 4023: obtaining a ciphertext storage area in accordance with the header

data. In particular, the to-be-decrypted video file can be an encrypted video file
and the header data can include a ciphertext storage area.

[00102] 4024: reading the ciphertext in accordance with the ciphertext storage
area. In particular, the ciphertext can be read from the ciphertext storage area after

the ciphertext storage area is obtained.

[00103] 4025: decrypting the ciphertext using the decryption key to obtain a

| plaintext, the decrypted ciphertext having a first length greater than a second

length.
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[00104] In particular, the ciphertext can be decrypted using the AES decryption
algorithm to obtain the plaintext from decrypting the ciphertext. As described in
the second embodiment of the disclosure, during the encryption .process, the
obtained plaintext having a first length can be encrypted. That is, the plaintext
after the decryption can have a first length. As illustrated in Fig. 4, the first length

canbe L1.

[00105] 4026: when the to-be-decrypted video file is a preview-required video
file, reading the plaintext of the first length and the remaining data, and making a
streaming video from the plaintext and the remaining data to be provided to a
streaming media for broadcasting.

[00106] It should be noted that this step can be optional, depending on whether the
to-be-decrypted video file is a preview-required video file. In operation, the user
can preview the video file and then perform decryption on it. This can require
performing a preview operation. This step can also include:

[00107] 4026a: when the to-be-decrypted video file is a preview-required video

file, reading a decrypted plaintext of a first length. In particular, in operation, the

plaintext can be stored in the memory to guarantee the security of the video file.

[00108] 4026b: obtaining a pfeview—required video file storage area; subtracting
from the preview-required video file storage area a storage area having a first
length to obtain a storage area for the remaining data in the preview-required
video file other than the header data and the ciphertext; and reading the remaining
data from the storage area of the remaining area. In particular, after obtaining the
plaintext, obtaining the non-plaintext remaining data in the preview-required
video file.

[00109] 4026c: creating a streaming video using the plaintext and the remaining
data and providing it to a streaming media to be played.

[00110] In particular, as illustrated in Fig. 9, the streaming media can continuously
request the video data from the streaming video during the decoding process.

This request can include the size and storage area of the data to be played. The
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streaming video can provide the data to the streaming media in accordance with
the request from the streaming media. In particular, when the requested original
video file is located in the encrypted data area, the streaming video can return the
plaintext from the decrypted data area to the streaming media. When the
requested data is located in a data area yet to be encrypted, i.e., the remaining data,
the streaming video can read the data directly from the storage area and return to
the strcaming media. It should be noted that, after exiting the strecaming media,
the terminal can return the previewed video file to an encrypted status. These
operations can be transparent to the user and, thus, guarantee the convenience of

the operations.

[00111] 4027: obtaining the decrypted video file in accordance with the decrypted
ciphertext and remaining data in the to-be-decrypted video file other than the

header data and the ciphertext.

[00112] Step 4027 can further include 4027a: obtaining a to-be-decrypted video
file storage area. In particular, the to-be-decrypted video file storage area can be
obtained in accordance with the to-be-decrypted video file. As illustrated in Fig,
6, the to-be-decrypted video file storage area can be designated [X, z], which can

have a data storage length of L.".

[00113] 4027b: starting from a start point of the to-be-decrypted video file storage
area, obtaining a storage area having a first length as a plaintext storage area. In
particular, as illustrated in Fig. 4, the plaintext storage area can be designated [x,
n], which can have a data storage length of L1.

[00114] 4027¢: maintaining the remaining data in the to-be-decrypted video file,
overwriting the plaintext storage area with plaintext to obtain the decrypted video

file.

[00115] In particular, as illustrated in Fig. 4, the decrypted video file can be the to-

be-encrypted file before being encrypted.
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[00116] 403: determining a pre-encryption storage location of the to-be-decrypted
video file and moving the decrypted video file to the pre-encryption storage

location of the to-be-decrypted video file.

[00117] This step can further include 4031: obtaining inode information
associated with the to-be-encrypted video file. In particular, the inode

information can include a storage path.

[00118] 4032: obtaining an established correspondence between the inode
information of the to-be-encrypted video file and the inode information of the
encrypted video file.

[00119] In particular, the stored correspondence between the inode information of

the to-be-encrypted video file and the inode information of the encrypted video

file can be obtained from a database.

[00120] 4033: obtaining from this correspondence pre-encryption inode
information corresponding to the to-be-decrypted video file. The pre-encryption
inode information can include the pre-encryption storage path of the to-be-

decrypted video file.

[00121] 4034: changing the inode information associated with the to-be-
decrypted video file to the pre-cncryption inode information to move the
decrypted video file to a storage location of the to-be-decrypted video file

indicated by a pre-encryption storage path.

(00122} In particular, to allow the user to differentiate between the decrypted video
file and the to-be-decrypted video lile, alter the decryption process, the inode
information of the decrypted video file can be set to the pre-encryption inode

information.

[00123] Some of the positive effects of the technical solutions provided in the
embodiments of the disclosure can include: obtaining an encrypted video file by
obtaining the to-be-encrypted video file and an encryption key and encrypting the

to-be-encrypted video file using the encryption key; because the encrypted video
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file includes ciphertext, conventional video file descriptor cannot recognize the
encrypted video file, thus providing better security; obtaining scanned non-hidden
partitions of a mobile device and its extended memory allocated for storing user
data; determining among the partitions the partition storing the to-be-encrypted
video file, and moving the encrypted video file to a folder in the partition storing
the to-be-encrypted video file; moving the encrypted video file to the folder in the
partition including the pre-encryption storage location, because it is moving in the
same partition, the speed of the move can be relatively fast, thereby reducing the
time spent on encryption, increasing the encryption efficiency, and improving the

market competitiveness of the product.
[00124] Embodiment 5

[00125] Referring to Fig. 10, a video encryption device is provided in a fifth

embodiment of the disclosure. The device can include:

[00126] a [irst obtaining module 501 that obtains a to-be-encrypted video file and
an encryption key, an encryption module 502 that encrypts the to-be-encrypted

video file using the encryption key to obtain an encrypted video file, a second

obtaining module 503 that obtains scanned non-hidden partitions of a mobile

terminal and an extended memory of the mobile terminal for storing user data,

and a first moving module 504 that determines a partition storing the to-be-
| encrypted video file among the non-hidden partitions and moves the encrypted

video file to a folder in the partition storing the to-be-encrypted video file.

[00127] Some of the positive effects of the technical solutions provided in the
embodiments of the disclosure can include: obtaining an encrypted video file by
obtaining the to-be-encrypted video file and an encryption key and encrypting the
to-be-encrypted video file using the encryption key; because the encrypted video
file includes ciphertext, conventional video file descriptor cannot recognize the
encrypted video file, thus providing better security; obtaining scanned non-hidden
partitions of a mobile device and its extended memory allocated for storing user
data; determining among the partitions the partition storing the to-be-encrypted

video file, and moving the encrypted video file to a folder in the partition storing
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the to-be-encrypted video file; moving the encrypted video file to the folder in the
partition including the pre-encryption storage location, because it is moving in the
same partition, the speed of the move can be relatively fast, thereby reducing the

time spent on encryption, increasing the encryption efficiency, and improving the

market competitiveness of the product.
[00128] Embodiment 6

[00129] Referring to Fig. 11, a video [ile encryption device is provided in a sixth
embodiment of the disclosure. The device can include a first obtaining module
601 that obtains a to-be-encrypted video file and an encryption key, an encryption
module 602 that encrypts the to-be-encrypted video file using the encryption key

to obtain an encrypted video file.

[00130] The encryption module 602 can include: a first read sub-module 6021 that
reads a header data having a first length and stored in a header of the to-be-
encrypled video file, an encryption sub-module 6022 that encrypts the header data
using the encryption key to obtain ciphertext, and a write sub-module 6023 that
obtains the encrypted video file in accordance with the ciphertext and remaining
non-header data in the to-be-encrypted video file.

[00131] The write sub-module 6023 can include: a first obtaining unit 6023a that
obtains a header data storage area in the to-be-encrypted video file, a second
obtaining unit 6023b that obtains, based on the header data storage area, a
designated header data storage area having a second length, the second length less
than the first length, the designated header data comprising the storage area for

storing the encryption key and an encryption ID.

[00132] In particular, the second obtaining unit 6023b, starting from a start point of
the header data in the storage area for the to-be-encrypted video file, obtains a

storage area having a second length as the designated header data storage area.
[00133] A third obtaining unit 6023c that obtains a ciphertext storage area.

[00134] In particular, the third obtaining unit 6023¢ can include:
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[00135] A determining sub-module that obtains a length of the ciphertext, and
determines whether the length of the ciphertext is greater than a difference

between the first length and the second length.

{00136] A first ciphertext storage area sub-module that, if the length of the
ciphertext is less than or equal to the difference, subtracting the designated header
data storage area from the header data storage area to obtain the ciphertext storage

arca.

[00137] A second ciphertext storage area sub-module that, if the length of the
ciphertext is greater than the difference, subtracting the header data storage area
from the designated header data storage area to obtain a partial ciphertext storage
arca having a length cqual to the differcnce, obtaining the storage arca for the to-
be-encrypted video file, starting from the end point of the to-be-encrypted video
file in the storage area, obtaining a storage space having a length of a remaining

part of the ciphertext to obtain a remaining ciphertext storage area.

[00138] A write unit that generates the designated header data while maintaining
the remaining non-header data in the to-be-encrypted video file, and writes the
designated header data and the encryption key into respective storage areas to

obtain the encrypted video file.

[00139] A first determining sub-module 6024 that can determine whether an
encryption 1D exists in the header data. I an encryption ID exists, it can
determine that the to-be-encrypted video file has been encrypled and exit the

current encryption process.

[00140] Accordingly, the encryption sub-module 6022 can also determine that the
to-be-encrypted file has not been encrypted, if no encryption ID exists, and use

the key to encrypt the header data.

[00141] A second obtaining module 603 that obtains scanned non-hidden partitions
ol a mobile terminal and an extended memory of the mobile terminal for storing

user data, and
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[00142] A first moving module 604 that determines a partition storing the to-be-
encrypted video file among the non-hidden partitions and moves the encrypted

video file to a folder in the partition storing the to-be-encrypted video file.
[00143] The first moving module 604 can include:

[00144] A first obtaining sub-module 6041 that obtains inode information
associated with the to-be-encrypted video file, the inode information comprising a

storage path, the inode information corresponding to video data in the video file.

[00145] An allocation sub-module 6042 that allocates, in accordance with the
storage path associated with the to-be-encrypted video file, one of the partitions

for storing the to-be-encrypted video file.

[00146] A calculating sub-module 6043 that calculates, in accordance with the
folder of the partition storing the to-be-encrypted video file, a storage path
associated with the encrypted video file so that the storage path associated with
the encrypted video file points to the folder in the partition for storing the to-be-
encrypted video file, obtaining inode information associated with the encrypted

video file.

[00147] A first changing sub-module 6044 that changes the inode information
associated with the to-be-encrypted video file to the inode information associated
with the encrypted video file to move the encrypted video file to the folder of the

partition for storing the to-be-encrypted video file.

[00148]} An establishing sub-module 6045 that establishes a correspondence
between the inode information associated with the to-be-encrypted video file and

the inode information associated with the encrypted video file.

[00149] The device can also include:
[00150] A scanning module 605 that scans the non-hidden partitions of the mobile

terminal and the extended memory of the mobile terminal, and creates a folder in

each of the scanned partitions.

[00151] Some of the positive effects of the technical solutions provided in the

embodiments of the disclosure can include: obtaining an encrypted video tile by
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obtaining the to-be-encrypted video file and an encryption key and encrypting the
to-be-encrypted video file using the encryption key; because the encrypted video
file includes ciphertext, conventional video file descriptor cannot recognize the
encrypted video file, thus providing better security; obtaining scanned non-hidden
partitions of a mobile device and its extended memory allocated for storing user
data; determining among the partitions the partition storing the to-be-encrypted
video file, and moving the encrypted video file to a folder in the partition storing
the to-be-encrypted video file; moving the encrypted video file to the folder in the
partition including the pre-encryption storage location, because it is moving in the
same partition, the speed of the move can be relatively fast, thereby reducing the
time spent on encryption, increasing the encryption efficiency, and improving the

market competitiveness of the product.
{00152] Embodiment 7

[00153] Referring to Fig. 12, a video file decryption device is provided in a
seventh embodiment of the disclosure. The device can include: a third obtaining
module 701 that obtains a to-be-decrypted video file and a decryption key. A
decryption module 702 that decrypts the to-be-decrypted video lile using the
decryption key to obtain a decrypted video file. A second moving module 703
that determines a pre-encryption storage location of to-be-decrypted video file and
moves the decrypted video file to the pre-encryption storage location of the to-be-

decrypted video file.

[00154] Some of the positive effects of the technical solutions provided in the
embodiments of the disclosure can include: obtaining an encrypted video file by
obtaining the to-be-encrypted video file and an encryption key and encrypting the
to-be-encrypted video file using the encryption key; because the encrypted video
file includes ciphertext, conventional video file descriptor cannot recognize the
encrypted video file, thus providing better security; obtaining scanned non-hidden
partitions of a mobile device and its extended memory allocated for storing user
data; determining among the partitions the partition storing the to-be-encrypted

video file, and moving the encrypted video file Lo a folder in the partition storing
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the to-be-encrypted video file; moving the encrypted video file to the folder in the
partition including the pre-encryption storage location, because it is moving in the
same partition, the speed of the move can be relatively fast, thereby reducing the
time spent on encryption, increasing the encryption efficiency, and improving the
market competitiveness of the product.

[00155] Embodiment §

[00156] Relerring to Fig. 13, a video file decrypting device is provided in an
eighth embodiment of the disclosure. The device can include: a third obtaining
module 801 that obtains a to-be-decrypted video file and a decryption key. A

decryption module 802 that decrypts the to-be-decrypted video file using the

decryption key to obtain a decrypted video file.
[00157] The decryption module 802 can include:

[00158] A second read sub-module 8021 that reads header data having a second
length and stored in a header of the to-be-decrypted video file, obtaining a storage

area of ciphertext in accordance with the header data,

[00159] A third read sub-module 8022 that reads the ciphertext in accordance with

the storage area of the ciphertext,

[00160] A decrypting module 8023 that decrypts the ciphertext using the
decryption key to obtain an plaintext, the plaintext having a first length greater
than a second length, and

[00161] An overwriting sub-module 8024 that obtains the decrypted video file in
accordance with the plaintext and remaining data in the to-be-decrypted video file

other than the header data and the ciphertext.
[00162] The overwriting sub-module 8024 can include:

[00163] A fourth obtaining module 8024a that obtains a storage area associated

with the to-be-decrypted video file.
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[00164] A fifth obtaining module 8024b that, starting from a start point of the
storage area associated with the to-be-decrypted video file, obtains a storage area

having the first length as a plaintext storage area.

[00165] An overwriting unit 8024¢ that maintains the remaining data in the to-be-
decrypted video file, overwriting the plaintext storage space with the plaintext to

obtain the decrypted video file.
[00166] The decryption module 802 can also include:

{00167] A second determining sub-module 8025 that can determine whether an
encryption ID exists in the header data. If none exists, it can determine that the

to-be-decrypted video file has not been encrypted and exit the decryption process.

[00168] Accordingly, the second read sub-module 8021 can also determine that, if
an encryption ID exists, the to-be-encrypted video file is an encrypted video file

and obtain the storage area of the ciphertext in accordance with the header data.

[00169] The to-be-decrypted video file can be a preview-required video file. The

decrypting module 802 can also include:

[00170] A preview sub-module 8026 that reads the plaintext of the first length and
the remaining data, and makes a streaming video from the decrypted text and the

remaining data to be provided to a streaming media for broadcasting.
[00171] The preview sub-module 8026 can also include:

[00172] A plaintext unit 8026a that can rcad the plaintext of a first length from
decrypting the to-be-decrypted video file to a preview video file.

[00173] A remaining data unit 8026b that can obtain the storage arca of the
preview-required video [ile, subtracting from the storage area of the preview-
required video lile a storage area having a (irst length to obtain the storage area
for the remaining data in the preview-required video file other than the header
data and ciphertext, and read the remaining data from the storage area for the

remaining data.
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[00174] A streaming video unit 8026¢ that can create a streaming video from the

plaintext and the remaining data and provide it to a streaming media to be played.

[00175] A second moving module 803 that determines a pre-encryption storage
location of to-be-decrypted video file and moves the decrypted video file to the

pre-encryption storage location of the to-be-decrypted video file.
[00176] The second moving module 803 can include:

[00177] A second obtaining sub-module 8031 that obtains inode information

associated with the to-be-decrypted video file,

[00178] A third obtaining sub-module 8032 that obtains an established
correspondence between inode information associated with a to-be-encrypted

video file and inode information associated with an encrypted video file,

[00179] A fourth obtaining sub-module 8033 that obtains, from the established
correspondence, pre-encryption inode information corresponding to the inode
information associated with the to-be-encrypted video file, the pre-encryption
inode information comprising the to-be-encrypted video file and a pre-encryption

storage path, and

[00180] A second changing sub-module 8034 that changes the inode information
associated with the to-be-decrypted video file to the pre-encryption inode
information to move the decrypted video file to a storage location indicated by the

pre-encryption storage path.

[00181] Some ol the positive effects of the technical solutions provided in the
embodiments of the disclosure can include: obtaining an encrypted video file by
obtaining the to-be-encrypted video file and an encryption key and encrypting the
to-be-encrypted video file using the encryption key; because the encrypted video
filc includes ciphertext, conventional video file descriptor cannot recognize the
encrypted video file, thus providing better sccurity; obtaining scanned non-hidden
partitions of a mobile device and its extended memory allocated for storing user
data; determining among the partitions the partition storing the to-be-encrypted

video file, and moving the encrypted video file to a folder in the partition storing
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the to-be-encrypted video file; moving the encrypted video file to the folder in the
partition including the pre-encryption storage location, because it is moving in the
same partition, the speed of the move can be relatively fast, thereby reducing the

time spent on encryption, increasing the encryption efficiency, and improving the

market competitiveness of the product.
[00182] Embodiment 9

[00183] Referring to Fig. 14, a mobile device is provided in the ninth embodiment
of the disclosure. The mobile terminal can include the video file encryption

device 901 and the video file decryption device 902.

[00184] In particular, the encryption device 901 can be the encryption device
descripted in the fifth and sixth embodiments of the disclosure; the decryption
device 902 can be the decryption device described in the seventh and eighth

embodiments of the disclosure.

[00185] Some of the positive effects of the technical solutions provided in the
embodiments of the disclosure can include: obtaining an encrypted video file by
obtaining the to-be-encrypted video file and an encryption key and encrypting the
to-be-encrypted video file using the encryption key; because the encrypted video
file includes ciphertext, conventional video file descriptor cannot recognize the
encrypted video file, thus providing better security; obtaining scanned non-hidden
partitions ol a mobile device and its extended memory allocated for storing user
data; determining among the partitions the partition storing the to-be-encrypted
video file, and moving the encrypted video file to a folder in the partition storing
the to-be-encrypted video file; moving the encrypted video file to the folder in the
partition including the pre-encryption storage location, because it is moving in the
same partition, the speed of the move can be relatively fast, thereby reducing the
time spent on encryption, increasing the encryption efficiency, and improving the

market competitiveness of the product.

[00186] The embodiment numbers above are for description purpose only, and do

not represent any preference among the described embodiments.

220



WO 2014/032517 PCT/CN2013/081367

[00187] In some embodiments, one or more of the modules/units in Figs. 9-14 can
be stored and/or transported within any non-transitory computer-readable storage
medium for use by or in connection with an instruction execution system, device, or
device, such as a computer-based system, processor-containing system, or other system
that can fetch the instructions from the instruction execution system, device, or device
and execute the instructions. In the context of this file, a "non-transitory computer-
rcadable storage medium” can be any medium that can contain or store the program for
use by or in connection with the instruction execution system, device, or device. The
non-transitory computer readable storage medium can include, but is not limited to, an
electronic, magnetic, optical, electromagnetic, infrared, or semiconductor system, device
or device, a portable computer diskette (magnetic), a random access memory (RAM)
(magnetic), a read-only memory (ROM) (magnetic), an erasable programmable read-only
memory (EPROM) (magnetic), a portable optical disc such a CD, CD-R, CD-RW, DVD,
DVD-R, or DVD-RW, or flash memory such as compact flash cards, secured digital

cards, USB memory devices, memory sticks, and the like.

[00188] The non-transitory computer readable storage medium can be part of a
computing system serving as the mobile terminal or device of the above-described
embodiments of the disclosure. Fig. 15 illustrates exemplary common components of
one such computing system. As illustrated, the system 1500 can include a central
processing unit (CPU) 1502, I/O components 1504 including, but not limited to one or
more of display, keypad, touch screen, speaker, and microphone, storage medium 1506
such as the ones listed in the last paragraph, and network interface 1508, all of which can
be connected to each other via a system bus 1510. The storage medium 1506 can include
the modules/units of Figs. 9-14.

[00189] The above description presents only a relatively preferred embodiment of
the present invention, and does not mean to restrict this invention. Any modification,
equivalent replacement, improvement made on the basis of the spirit and principle of the

present invention shall be included in the scope of protection for the present invention.

-30-



What is claimed is:

1. A video file encryption method, comprising:

obtaining a to-be-encrypted video file and an encryption key,

encrypting the video file using the encryption key to obtain an encrypted video file,

obtaining scanned non-hidden partitions of a mobile terminal and an extended
memory of the mobile terminal for storing user data, and

determining a partition storing the to-be-encrypted video file among the non-hidd
en partitions, and moving the encrypted video file to a folder in the partition storing the
to-be-encrypted video file,

wherein the determining a partition storing the to-be-encrypted video file among the
non-hidden partitions and moving the encrypted video file to a folder in the partition storing
the to-be-encrypted video file, comprise:

obtaining inode information associated with the to-be-encrypted video file, the inode
information comprising a storage path, the inode information corresponding to video data in
the video file,

allocating, in accordance with the storage path associated with the to-be-encrypted
video file, one of the partitions for storing the to-be-encrypted video file,

calculating, in accordance with the folder of the partition for storing the to-be-
encrypted video file, a storage path associated with the encrypted video file so that the
storage path associated with the encrypted video file points to the folder in the partition for
storing the to-be-encrypted video file, obtaining inode information associated with the
encrypted video file, and

moving the encrypted video file to the folder of the partition for storing the to-be-
encrypted video file by changing the inode information associated with the to-be-encrypted

video file to the inode information associated with the encrypted video file.

2. The method of claim 1, comprising:
scanning the non-hidden partitions of the mobile terminal and the extended me
mory of the mobile terminal, and

creating a folder in each of the partitions from the scan.



3. The method of claim [, wherein encrypting the video file using the encryption
key to obtain the encrypted video file comprises:

reading header data having a length equal to a first length and stored in a header of the
to-be-encrypted video file,

encrypting the header data using the encryption key to obtain ciphertext, and

obtaining the encrypted video file in accordance with the ciphertext and remaining

non-header data in the to-be-encrypted video file.

4. The method of claim 3, wherein obtaining the encrypted video file in accordance
with the ciphertext and the remaining non-header data in the to-be-encrypted video file
comprises:

obtaining a header data storage area in the to-be-encrypted video file,

obtaining, based on the header data storage area, a designated header data storage area
having a second length and a ciphertext storage area, the second length less than the first
length, the designated header data comprising the storage area for storing the encryption key
and an encryption ID,

generating the designated header data while maintaining the remaining non-header
data in the to-be-encrypted video file, writing the designated header data and the encryption

key into respective corresponding storage areas to obtain the encrypted video file.

5. The method of claim 4, wherein obtaining, based on the header data storage area,
the designating header storage area having the second length comprises:

starting from a start point of the header data in the storage area for the to-be-encrypted
video file, obtaining a storage area having the second length for storing data as the designated

header data storage area.

6. The method of claim 4, wherein obtaining the ciphertext storage area based on the
header data storage area, comprises:

obtaining a length of the ciphertext, and determining whether the length of the
ciphertext is greater than a difference between the first length and the second length,

if the length of the ciphertext is less than or equal to the difference, subtracting the

designated header storage area from the header area storage area to obtain the ciphertext
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storage area,

if the length of the ciphertext is greater than the difference, subtracting the header data
storage area from the designated header data storage area to obtain a partial ciphertext storage
area having a length equal to the difference, obtaining a storage area for the to-be-encrypted
video file, starting from the end point of the storage area for the to-be-encrypted video file,
obtaining a storage areca having a length of a remaining part of the ciphertext to obtain a

remaining ciphertext storage area.

7. The method of claim 1, comprising:
establishing a correspondence between the inode information associated with the to-

be-encrypted video file and the inode information associated with the encrypted video file.

8. A video file decryption method, comprising:

obtaining a to-be-decrypted video file and a decryption key,

decrypting the to-be-decrypted video file using the decryption key to obtain a
decrypted video file, and

determining a pre-encryption storage location of the to-be-decrypted video file and
moving the decrypted video file to the pre-encryption storage location of the to-be-decrypted
video file,

wherein decrypting the to-be-decrypted video file using the decryption key to obtain
the decrypted video file comprises:

reading header data having a second length and stored in a header of the to-be-
decrypted video file and obtaining a ciphertext storage area in accordance with the header
data,

reading the ciphertext in accordance with the ciphertext storage area,

decrypting the ciphertext using the decryption key to obtain an plaintext, the
decrypted ciphertext having a first length greater than a second length, and |

obtaining the decrypted video file in accordance with the decrypted ciphertext and

remaining data in the to-be-decrypted video file other than the header data and the ciphertext.



9. The method of claim 9, wherein obtaining the decrypted video file in accordance
with the plaintext and remaining data in the to-be-decrypted video file other than the header
data and the ciphertext comprises:

obtaining a to-be-decrypted video file storage area,

starting from a start point of the to-be-decrypted video file storage area, obtaining a
storage area having a first length as a plaintext storage area,

maintaining the remaining data in the to-be-decrypted video file, overwriting the

plaintext storage area with plaintext to obtain the decrypted video file.

10. The method of claim 9, wherein the to-be-decrypted video file comprises a
preview-required video file, the method comprising:

reading the plaintext of the first length and the remaining data, and making a
streaming video from the plaintext and the remaining data to be provided to a streaming

media to be played.

11. The method of claim 9, wherein determining the pre-encryption storage
location of to-be-decrypted video file and moving the decrypted video file to the pre-
encryption storage location of the to-be-decrypted video file comprise:

obtaining inode information associated with the to-be-decrypted video file,

obtaining an established correspondence between inode information associated with a
to-be-encrypted video file and inode information associated with an encrypted video file,

obtaining, from the established correspondence, pre-encryption inode information
corresponding to the inode information associated with the to-be-encrypted video file, the
pre-encryption inode information comprising the to-be-encrypted video file and a pre-
encryption storage path,

moving the decrypted video file to a storage location indicated by the pre-encryption
storage path by changing the inode information associated with the to-be-decrypted video file

to the pre-encryption inode information.

12. A video file encryption device, comprising:

a first obtaining module that obtains a to-be-encrypted video file and an encryption
key,
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an encryption module that encrypts the to-be-encrypted video file using the
encryption key to obtain an encrypted video file,

a second obtaining module that obtains scanned non-hidden partitions of a mobile
terminal and an extended memory of the mobile terminal for storing user data, and

a first moving module that determines a partition storing the to-be-encrypted video
file among the non-hidden partitions and moves the encrypted video file to a folder in the
partition storing the to-be-encrypted video file,

wherein the first moving module comprises:

a first obtaining sub-module that obtains inode information associated with the to-be-
encrypted video file, the inode information comprising a storage path, the inode information
corresponding to video data in the video file;

an allocation sub-module that allocates, in accordance with the storage path associated
with the to-be-encrypted video file, one of the partitions for storing the to-be-encrypted video
file;

a calculating sub-module that calculates, in accordance with the folder of the
partition storing the to-be-encrypted video file, a storage path associated with the encrypted
video file so that the storage path associated with the encrypted video file points to the folder
in the partition for storing the to-be-encrypted video file, obtaining inode information
associated with the encrypted video file; and

a first changing sub-module that changes the inode information associated with the to-
be-encrypted video file to the inode information associated with the encrypted video file to
move the encrypted video file to the folder of the partition for storing the to-be-encrypted

video file.

13. The device of claim 14, comprising:

a scanning module that scans the non-hidden partitions of the mobile terminal and the

extended memory of the mobile terminal, and

creates a folder in each of the scanned partitions.

14. A video file decryption device, comprising:
a third obtaining module that obtains a to-be-decrypted video file and a decryption

key,
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a decryption module that decrypts the to-be-decrypted video file using the decryption
key to obtain a decrypted video file, and

a second moving module that determines a pre-encryption storage location of to-be-
decrypted video file and moves the decrypted video file to the pre-encryption storage location
of the to-be-decrypted video file,

the decryption module comprises:

a second read sub-module that reads header data having a sccond length and stored in
a header of the to-be-decrypted video file, obtaining a storage area of ciphertext in
accordance with the header data,

a third read sub-module that reads the ciphertext in accordance with the storage area
of the ciphertext,

a decryption module that decrypts the ciphertext using the decryption key to obtain an
plaintext, the plaintext having a first length greater than a second length, and

an overwriting sub-module that obtains the decrypted video file in accordance with
the plaintext and remaining data in the to-be-decrypted video file other than the header data

and the ciphertext.

15. A non-transitory computer-readable medium of a device, the medium storing
a program which, when executed by a processor, performs the steps of:

obtaining a to-be-encrypted video file and an encryption key,

encrypting the video file using the encryption key to obtain an encrypted video file,

obtaining scanned non-hidden partitions of a mobile terminal and an extended
memory of the mobile terminal for storing user data,

determining a partition storing the to-be-encrypted video file among the non-hidden
partitions, and moving the encrypted video file to a folder in the partition storing the to-be-
encrypted video file,

wherein, to perform the step of the determining a partition storing the to-be-encrypted
video file among the non-hidden partitions and moving the encrypted video file to a folder in
the partition storing the to-be-encrypted video file, the program performs the steps of:

obtaining inode information associated with the to-be-encrypted video file, the inode
information comprising a storage path, the inode information corresponding to video data in

the video file,
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allocating, in accordance with the storage path associated with the to-be-encrypted
video file, one of the partitions for storing the to-be-encrypted video file,

calculating, in accordance with the folder of the partition for storing the to-be-
encrypted video file, a storage path associated with the encrypted video file so that the
storage path associated with the encrypted video file points to the folder in the partition for
storing the to-be-encrypted video file, obtaining inode information associated with the
encrypted video file, and

moving the encrypted video file to the folder of the partition for storing the to-be-
encrypted video file by changing the inode information associated with the to-be-encrypted

video file to the inode information associated with the encrypted video file.

16. A non-transitory computer-readable medium of a device, the medium storing
a program which, when executed by a processor, performs the steps of:

obtaining a to-be-decrypted video file and a decryption key,

decrypting the to-be-decrypted video file using the decryption key to obtain a
decrypted video file, and

determining a pre-encryption storage location of the to-be-decrypted video file and
moving the decrypted video file to the pre-encryption storage location of the to-be-decrypted

video file,

wherein, to perform the step of decrypting the to-be-decrypted video file using the

decryption key to obtain the decrypted video file, the program performs the step of:

reading header data having a second length and stored in a header of the to-be-
decrypted video file and obtaining a ciphertext storage area in accordance with the header
data,

reading the ciphertext in accordance with the ciphertext storage area,

decrypting the ciphertext using the decryption key to obtain an plaintext, the
decrypted ciphertext having a first length greater than a second length, and

obtaining the decrypted video file in accordance with the decrypted ciphertext and

remaining data in the to-be-decrypted video file other than the header data and the ciphertext.

17. A mobile terminal, comprising the video file encryption device of any one of
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claims 14 or 15 and the video file decryption device of claim 16.
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