-, R mromes m ot emmTmEReR St ELEEN TR VN S I _J

1 A TOKEN- BASED DEADLI NE ENFORCEMENT SYSTEM FOR ELECTRONI C s et
.DOCUVENT SUBM SSION  Field of the Invention This invention is in the area
‘of electronic infornmation transm ssion, and provides a tine-sensitive
docunent subm ssion systemin which the submitter receives i medi ate
verification whether the subm ssion has been nade in tine. Background of
the Invention As the Internet becones a nore reliable and accepted

transm ssion nmedium it can be used for all types of information

i nt erchange. For exanple, US Patent Ng. 5,694,546 - Reisnan describes a
system for mass distribution by electronic transm ssion of information,
such as periodicals. Using a current custonmer manifest, the server '

aut omat es transm ssion of current issues and updates of the periodical

i nf or maél i on, aanENLBASED\M%AnDLmE @ﬁmmethat SYBEEM gomi:lssfcbwndmtl Ibeen
received in its entirety. Updating the custoner's records can be totally
automatic, or, as discugsedpianéhQQQQYE UBAHSSIPR Nt exanple in the
patent, the custoner's system cl ock can be nonitored, and the custoner
alerted to the arrival of an update rel ease date so that t he custoner can
conf i rm t hdteld pldhelwentienshoul d seek and fetch the schedul ed update, if

avai | abl e. ThiARANNSK ls%%e%freaedf%%{r&ﬁé ﬁlf&rﬁﬁmr%hﬁﬁoh Sinfl QFovideE la RBhe-sensitive
information to neet tinme deadlines. I's this use to which the present

i nventi on idocumens selsgission sxprermimmbich thﬁf submier seqgtyps inveediate vasigicatipncwmther theal
tenders. Anj Mélérma'sﬁ& todbangies electronically is usually not different
fromnore traditiona Pornats a non-extendi bl e subm ssion deadline is set
for receipt of seal ed bids, and only those tenders filed by the deadline
are consi deﬁa%gg' round of the Invention

As the Internet becomes a more reliable and accepted transmission medium, it can be used for all

types of information interchange.

For example, US Patent No. 5,694,546 - Reisman describes a system for mass distribution by
electronic transmission of information, such as periodicals. Using a current customer manifest, the
server automates transmission of current issues and updates of the periodical information, and verifies
with the customer that the transmission has been received in its entirety. Updating the customer’s
records can be totally automatic, or, as discussed in a preferred embodiment example in the patent,
the customer’s system clock can be monitored, and the customer alerted to the arrival of an update
release date so that the customer can confirm that the system should seek and fetch the scheduled

update, if available.

Another use of electronic transmission is for filing information to meet time deadlines. It is this use

to which the present invention is directed.

An example of time-sensitive filing is commercial tenders. An invitation to tender electronically is
usually not different from more traditional formats; a non-extendible submission deadline is set for

receipt of sealed bids, and only those tenders filed by the deadline are considered.



"2 O her exanples of tinme-sensitive information subm ssions include:
Jerr] applications for enrollnent, [err] subm ssi on of educati onal
‘assignments and exam nations, [err] coments in response to requests
for proposals, and [err] purchase orders that nmust be received before
expiry of a fiscal period. By using electronic transm ssion to send
information that is tine-sensitive (as well as non-tinme sensitive
information), the user is able to transmjt, with certainty, the required
information over a great distance in a short tine, usually not exceeding a
few hours. Conpression technology permts |engthy docunents to be sent.
Encryption technol ogy provides security where the information transmtted
el ectronically is coonmercially sensitive or confidential. Where t he

filing of otieybEps oNtiMalsdnsiPEformhtidiBublhiddiénsaicidigadl i ne, the receiving
server cannot rely on the submtter's clock for controlling the subm ssion

gate because it is inpossible to ensure the accuracy of the sender's cl ock,

and, in a conpefjplita¥iBnsSibt stRblinAs, it 1S inpossible to synchronize the clocks
of all senders to ensure fairness. However, the subm tter usually wants
t o know -as*soonsuhmisgion of ¢siueatigne rergnmgnts abthtxesingHotas net the time limt and

been accepted fof, fdtdiRGes Jﬂggﬁe@;estsg%% Igl?’qifndal ternate techni ques, known

inthe art, to try to retlrn y nt‘ormati on to the sender. One
t echni que rs t opwrlmbd erders ¢has miostibe reasiyedpgfbiecapinoef atfscdl pgricddo check the date
on-the-fly, while the submtter is still connected. However, this can be an
expensi ve solution, particularly if database access is invol ved.

By using electronic transmission to send information that is time-sensitive (as well as non-time

sensitive information), the user is able to transmit, with certainty, the required information over a
great distance in a short time, usually not exceeding a few hours. Compression technology permits
lengthy documents to be sent. Encryption technology provides security where the information

transmitted electronically is commercially sensitive or confidential.

Where the filing of a submission must meet a time limit or deadline, the receiving server cannot rely
on the submitter’s clock for controlling the submission gate because it is impossible to ensure the

accuracy of the sender's clock, and, in a competitive situation, it is impossible to synchronize the

clocks of all senders to ensure fairness.

However, the submitter usually wants to know as soon as possible whether a submission has met the

time limit and been accepted for filing. There are a number of alternate techniques, known in the art,

to try to return this type of information to the sender.

One technique is to enable the submitting application to try to chéck the date on-the-fly, while the

submitter is still connected. However, this can be an expensive solution, particularly if database

access is involved.

Another solution is to have the receiving processor check the submission at "submission time" to

determine whether the document is on time, and to return a message to the submitter as soon as the



" ‘Another solution is to have the receiving processor check the subm ssion at
Msubm ssion tinme" to determ ne whether the docunment is on tine, and to
return a nessage to the submtter as soon as the

3 check is conplete. Inplenmenting this solution requires that the
processor receiving subm ssions filed to neet a deadline, have an active
agent to respond to each subm ssion at the tine that docunent arrives. It

is difficult to inplenment this techni que universally because: 1 Sone
environnments do not readily provide an ative agent to imredi ately process
docunents on arrival; and 2. Sone servers may not have the processing

capability required for the actions of active agents, particularly where an
invitation to tender is available to a wide constituency. As the deadline

drew near, chddeis\complee. Mipldaatingehib Sol@fohiraGuings thal Whethrb&sddd BReivifig SEMBKRNE ARY
requires active proaessing and, checki ng of the arriving docunents around
that time WIee § dgdineehavgap @cysasm e feapryd to parhsuhmigsinieat thedimg that document

Processor . afrived @ isRAMEASRAMplREntaRt BchiiqRRRRSaIyHREaus@spond on only sone
subm ssions, then the system would be unfair to submtters of those

subm ssions that were m ssed by the processor. If, in the above schene,
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| at er checking for conpliance w I ne,” the processing pertfornmance
pr obl em woghdrriyel; anttir essed, but no i nmedi ate feedback (deadline
verification) would be provided to the submtter. Anot her technique is to
di sabl e the receiving nechani smwhen the deadline arrives. However, this is
extrenely @onpl 8ame eniengpphaymenhavithe ausessiag caphidlityleqaited e thie antons tofi ecivecapeite] be
a huge backl
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checking of the arriving documents around that time would require corresponding “huge”
performance from the processor. If the processor was able to process and respond on only some
submissions, then the system would be unfair to submitters of those submissions that were missed by

the processor.

If, in the above scheme, the receiving processor merely received and time stamped all documents for
later checking for compliance with the deadline, the processing performance problem would be

addressed, but no immediate feedback (deadline verification) would be provided to the submitter.

Another technique is to disable the receiving mechanism when the-deadline arrives. However, this is
extremely complex to implement because at the deadline time, there could be a huge backlog of files
at different states and at different queues inside the system; some files being received, some awaiting
“connection open", etc. The system may not have a clean way of allowing the receiving application
to chop off a queue. If disabling the receiving mechanism must wait until all queues are clear, the
waiting time could be very unpredictable as files kept coming in to re-fill the queues. The deadline

would lose its definition, and would not be the same for all submissions.

Another altemative is to require a positive two-way handshake process between sender and receiver



"to chop off a queue. If disabling the receiving nmechani smnust wait until
~all queues are clear, the waiting time could be very unpredictable as files
“kept comng into re-fill the queues. The deadline would lose its
definition, and would not be the same for all subm ssions. Anot her

alternative is to require a positive twd-way handshake process between
sender and receiver

4 before the submtting programbegjns to file the subm ssion, such as
described in the above-referenced US Patent No. 5, 694,546. As described in
the patent, the protocol used for the handshaking is relatively conplex; it
identifies the custoner's transporter client systemto the renote server
(that will issue the periodical information) by product ID and user |ID, and
a passwor dbefbretidiabmiting P@pfaintaginon fitdttsuboissidnick 1satesipibed @rthd abgvé-tdf@encthi S
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there woul d be no processing required for the docunents when they arrive.
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it is still desirable that a subm tter has instant feedback about the
resul t, thasbmidtingprearaie pouldeotsnpkeihssitopissingt Blben accepted for filing within
the time limt. Summary of the Invention Therefore, it is an object of
the present invention to provide a systemin which a submtter is nmade
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on-ti me valcpdithenbhssbédufedrand smoothed out, and the performance issue associated with the deadline

in large bids would be alleviated. Yet, it is still desirable that a submitter has instant feedback about

the result, that is, whether the submission has been accepted for filing within the time limit.

Summary of the Invention
Therefore, it is an object of the present invention to provide a system in which a submitter is made
aware immediately whether an electronic submission has been filed within the time requirement set

for receiving submissions of that type.

It is also an object of the present invention to provide means to provide an on-time validity check for
electronic submissions, to ensure that delayed delivery over the Internet does not cause a time
deadline to be missed. It is also an object of the invention to provide a scheme in which the closing

time applies to all submitters simultaneously so that the deadline is fair.

The proposed invention effectively implements a "universal clock" that provides an accurate "on-
time" or "not on-time" reading quickly and efficiently, without requiring the server receiving the

submissions to actually check its own clock every time a submission arrives. Thus, minimal active



el ectroni ¢ subm ssions, to ensure that del ayed delivery over the Internet
.does not cause a tine deadline to be mssed. It is also an object of the
invention to provide a schene in which the closing tine applies to al
submitters sinultaneously so that the deadline is fair. The proposed
invention effectively inplenents a "universal clock™ that provides an
accurate "on- tinme" or "not on-ti-me" reading quickly and efficiently,

wi thout requiring the server receiving the subm ssions to actually check
its owmn clock every tinme a submi ssion arrives. Thus, mninmal active

5 processing is required at receiving tine. This alleviates backl og and
performance probl em as the deadl i ne approaches. Checking the substantive
validity of the subm ssion can be effectively del ayed. Accordi ngly, the
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limt. On recel ving an el ectronic subm ssion from a subm tti ng program a
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to the subm t ng pr.ogram Preferably, when e .electroni ¢ subnm ssion
packaged wit™ fwwﬁ%emeéwe&ir&%eavlagrwrﬁlqcﬁemg igsfan Py @anawg Program, a

routed to asepcREangd BEHE YL AANBRE tokEH & Idratel NEis GathmBM o thel RUbABHNR Hrédra® for
limt. The present invention al so provi des a gateway mechani sm f or
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gat eway nechianiss ﬂ@@to@@%mt@ﬂ%ﬁrg fving information related to a

subm ssion tine %let froma su st on processing environment and for
generating a token that corresponds to the tine limt information. The
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within the subm ssion tine limt and for routing a subm ssion packaged with
a token to the subm ssion processing

The present invention also provides a gateway mechanism for enforcing time Timits for filing
electronic submissions in a network. The gateway mechanism has means for receiving information
related to a submission time limit from a submission processing environment and for generating a
token that corresponds to the time limit information. The token generated in the gateway mechanism
is accessible to all potential submitters under the submission time limit. The mechanism includes
means for forwarding the token to a submitter in response to a submission filed within the submission
time limit and for routing a submission packaged with a token to the submission processing
environment. Means to remove access to the token on expiry of the submission time limit prevent

filing of submissions after the time limit has expired.

The invention also provides a computer program product comprising a computer usable medium

having computer readable program code means embodied therein for enforcing time limits in an

electronic filing system.



“environnment. Means to renove access to the token on expiry of the

subm ssion tine imt prevent filing of subm ssions after the tine imt
"has expired. The invention al so provides a conputer program product
conprising a conputer usable medi um having conputer readabl e program code
means enbodi ed therein for enforcing tinme limts in an electronic filing

system Brief Description of the Drawi ngs Enbodi nents of the
invention will now be described in detaid in association with the
acconpanyi ng draw ngs, in which: Figures 1A to 1C are schematic
representations of a token-based subm ssions acceptance system according
to preferred enbodi nents of the invention; Figure 2 is a flow di agram
setting forth the steps for token creation, to correspond with a new

submi ssi on grRODEeLANRAfARSLLMGs and t oken renoval when the correspondi ng
subm ssion requirenment deadline has expired, according to the invention,;

Fi gure 3 i £mbodimss o theionsntion il pry beotesgibed i detad js assefiation axjihdhe gecompanying
t oken- basedi:Mghid inGAfidon to a submitter, according to the invention;
Figure 4 is a schematic diagram simlar to Figure 1A setting forth a
further enbodi nent of the invention for subm ssions filed using File

further er ne i nvent i on for | ing File
Figure 5, SOl HEIG e AR SoRbfend & Aol PR B AnP betkoifcelGotem,

according to preferred embodiments of the invention;

Figure 2 is a flow diagram setting forth the steps for token creation, to correspond with a new
submission requirement deadline, and token removal when the corresponding submission requirement

deadline has expired, according to the invention;

Figure 3 is a flow diagram setting forth the steps for providing token-based verification to a

submitter, according to the invention;

Figure 4 is a schematic diagram, similar to Figure 1A, setting forth a further embodiment of the

invention for submissions filed using File Transfer Protocol (FTP); and

Figure S is a flow diagram, similar to Figure 3, setting forth the steps for providing token-based

verification to a submitter in the system embodiment of the invention illustrated in Figure 4.

Detailed Description of the Preferred Embodiments

A token-based deadline enforcement system for electronic document submission, according to the
invention, comprises the basic components illustrated schematically in Figure 1. Figures 1A and 1B
illustrate alternate simplified systems with a single representation of each component discussed in

relation to the system; Figure 1C illustrates a larger and more complex system of the same type.

Referring first to Figure 1A, a Submissions Processor 2 is an entity that creates and generates the

requirements for a submission, assigns the submission type and sets the deadline for receiving



“verification to a subnitter in the system enbodi nent of the invention

illustrated in Figure 4. Detail ed Description of the Preferred

"Enbodi nents A token-based deadline enforcenent systemfor electronic

docunent subm ssion, according to the invention, conprises the basic
components illustrated schematically in Figure 1. Figures 1A and 1B
illustrate alternate sinplified systens with a single representation of
each conponent discussed in relation to the system Figure ICillustrates a
| arger and nore conpl ex system of the safe type. Referring first to
Figure 1A, a Subm ssions Processor 2 is an entity that creates and
generates the requirenents for a subm ssion, assigns the subm ssion type
and sets the deadline for receivin
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is also the entity that receives the subm ssions filed to respond to the

requi r ement $SPOAA 0 e seasiepents, AukRroetstngitose Bibalissigas s mietthaitthg fydmissions that

subm ssi onsgeb Baf nAEBEH fildd b WeycR@fe filed by the deadline. The Subm ssion
Requirenents Centre 4 is a server that collects information about all

upcom ng current subm ssion requirenents, the correspondi ng deadl i nes and
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with submtti,n r.ogra 10 .used by end users f.r fi%in their.subnissi ons.
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correspondi 6g deadline, it routes the subm ssion to the appropriate
Subm ssi ons Processor 2.

The Electronic Submissions Gateway 6 is the server that interfaces directly with submitting programs

10 used by end users for filing their submissions. After the Gateway 6 determines that a submission

came before the corresponding deadline, it routes the submission to the appropriate Submissions

Processor 2.

Figure 1B schematically illustrates an embodiment of the invention implemented for a commercial
tendering system for a large organisation. The Submissions Processor 2 is a master buyer server
operating under a Microsoft Windows NT® operating system to collect purchase requisitions from
inside the orgariisation. The Electronics Submission Gateway 6a is a document information gateway
operating under an IBM RS/6000® operaﬁng system. In this embodiment, the Gateway 2a, itself,
is the repository of information about current submission requirements from the Submission
Processor 2. The Gateway 2a a Submission Requirements component 4a that interfaces directly with
the Submissions Processor 2 to collect this information, and to make it available internally, to other
components of the Gateway 6a. The Submission Requirements component 4a also includes a tender
bulletin board, preferably on a secure website, to notify external parties (i.e., potential suppliers) of
calls for tender. The potential suppliers make bid submissions to the system via submitting programs
10 operating on PC operating systems with network/Internet access, such as IBM OS/2® Warp,
Microsoft Windows® 95, etc.



"Figure 1B schematically illustrates an enbodi ment of the invention

i npl emented for a comercial tendering systemfor a |large organisation. The
* Subni ssions Processor 2 is a master buyer server operating under a

M crosoft Wndows NT operating systemto collect purchase requisitions from
i nside the organisation. The El ectronics Subm ssion Gateway 6a is a
docunent information gateway operating under an | BM RS/ 6000 operating
system In this enbodinent, the Gateway 2a, itself, is the repository of

i nformation about current submi ssion reduirenents fromthe Subm ssion
Processor 2. The Gateway 2a a Subm ssion Requirenents conponent 4a that
interfaces directly with the Subm ssions Processor 2 to collect this
information, and to nake it available internally, to other conponents of
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tender bulletin board, preferably on a secure website, to notify external
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privacy, authentication, and non-repudi ati on of subm ssions.
As Figure 1C shows, the Submission Requirements Centre 4 can collect information on new
requirements for multiple Submissions Processors 2, and can make those requirements available, in
turn, to multiple Submissions Gateways 6. Similarly, each Electronic Submissions Gateway 6 can be
responsible to poll multiple Submission Requirements Centres, provided that each Gateway 6 also
has direct access (for the purpose of directing qualifying submissions) to all Submissions Processors

creating requirements collected by the Submission Requirements Centres 4.

Submission requirements (deadlines, etc.) are created and managed, according to a preferred

embodiment of the invention, following the steps set forth in the flow diagram of Figure 2.

A Submissions Processor generates a submission requirement and sets the deadline for accepting

submissions that respond (block 20). Submission requirements generated by the Submissions



"As Figure 1C shows, the Subm ssion Requirenments Centre 4 can coll ect
dinformation on new requirenents for nultiple Subm ssions Processors 2, and
"can nake those requirenents available, in turn, to nmultiple Subm ssions
Gateways 6. Simlarly, each El ectronic Subm ssions Gateway 6 can be
responsible to poll multiple Subm ssion Requirenents Centres, provided that
each Gateway 6 al so has direct access (for the purpose of directing

qgual i fyi ng subm ssions) to all Subm ssipons Processors creating requirenents
col l ected by the Subm ssion Requi rementd Centres 4. Subm ssi on

requi renents (deadlines, etc.) are created and nanaged, according to a
preferred enbodi nent of the invention, following the steps set forth in the
fl ow di agram of Figure 2. A Subm ssions Processor generates a subni ssion
requi r emenPramrskos edrsintling: atedi éxiseng deadiires &porieningsu lertesdngthsm) hat wittelspoing
(block 20). .Subm ﬁ_rs].i on requirenment s“generat ed. q t he bSubm' SsSi ons
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as creating entirely new subm ssion requirenents, The, Subm ssi ons
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. submission requirements and for changes to existing requirements created by Submissions Processors
(block 26). Unless the Gateway has access to the notification of a new submission requirements sent
out by the Processor, the Gateway won’t know when a new submission requirement has become
available. In that case, the Gateway would poll the Submission Requirements Centre constantly or

at frequent intervals, to ensure that a new requirement is not missed for very long.

In response to determining that a new submission requirement has been created (block 28), the
Gateway generates a token corresponding to the new requirement (block 30). In Figure 1, the token
8 generated in the Gateway 6 is made available to all submitters. Preferably, the token is encrypted
with a secret key known only to the Submissions Gateway, to prevent submitters from tampering with

it. The token can be encrypted using techniques well known in the art.

Returning to Figure 2, the polling of the Submission Requirements Centre performed by the Gateway
also checks for deadlines on existing submission requirements that are about to expire or that have
been withdrawn by the Submissions Processor (block 32). At the time a deadline expires, its
corresponding token in the Gateway must be made unavailable to all submitters. -For this, access

privileges may be revoked or the token may be deleted altogether.



“"out by the Processor, the Gateway won't know when a new subni ssi on

_requi rement has becone available. In that case, the Gateway woul d poll the
"Subm ssion Requirenents Centre constantly or at frequent intervals, to
ensure that a new requirenent is not mssed for very |ong. In response to
determ ning that a new subm ssion requirenent has been created (bl ock 28),
the Gateway generates a token corresponding to the new requirenent (bl ock
30). In Figure 1, the token 8 generatedgin the Gateway 6 is nmade avail able
to all submitters. Preferably, the token is encrypted with a secret key
known only to the Subm ssions Gateway, to prevent submtters fromtanpering
with it. The token can be encrypted using techniques well known in the art.
Returning to Figure 2, the polling of the Subm ssion Requirements Centre
performed By therpetime efiihg peefesigd embediment get oyeiadiigwies, Wrendhke Seiewgy dighenesssihen
requir enent I e ar - i {
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expiry of requirenents deadlin it. schedules a future job or process to
del ete thee}%rt&edseﬁ@mgﬁgﬂ%%gthmé)‘g“ @ﬁﬁ‘i“\pgel}?ﬁt °hr‘?§erb"é'ﬁ'§1s’hl'%, and to deactivate
the token record in the Gateway' s token database (bl ock 36). Thus, deadline
expiry affects all submtters sinultaneously. Regardless of the . )

mul ti - pr ocdB SPPRCICUPHBITS Phpisdnage # grace ripd PSSPaﬁﬁ‘? Wi # Aerdiipg el s digeyssed in
subm tters Mbeldedil 5ao¥er that the deadline has expired through the sinple
fact of token availability. In sonme circunstances, there may be a grace
period associated with a deadline. This is discussed in nore detail bel ow.
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subm tter whether a su
filed in the system of the invention has met the deadline set by the Submission Processor that created

the requirements.

After an end user prepares a submission, a submitting program is used to file the submission in the
system (block 50). The submitting program must send the submission to the Electronic Submissions
Ga_teway, which will, in turn, route the submissions to the Submissions Processor. To send the
submission, the submitting program must first notify the Gateway of a complete submission (block
52) and obtain a corresponding token for the submission (block 54). If the token is not available, the

submitting program receives an error message from the Gateway making it clear that the submission
missed the deadline (block 56).

If the token is available, it is retumned to the submitting program (block 58). The submitting program
packages the token together with the submission (block 60), and sends the packaged file to the
Submissions Gateway (block 62). To avoid misuse of the token, the system should impose a
requirement that the packaging of the token with the submission must be performed immediately by
the submitting program. For example, the program creating the token could cause the token to be

discarded, by “zeroing it out”, if it is not used immediately.



filed in the systemof the invention has met the deadline set by the

Submi ssion Processor that created the requi rements. After an end user
‘prepares a submission, a submitting programis used to file the submi ssion
in the system (bl ock 50). The subm tting program nust send the subm ssion
to the Electronic Subm ssions Gateway, which will, in turn, route the

subm ssions to the Subm ssions Processor. To send the subm ssion, the
submitting programnust first notify the Gateway of a conplete subni ssi on
(bl ock 52) and obtain a corresponding tdken for the subnission (block 54).
If the token is not avail able, the submtting programreceives an error
nmessage fromthe Gateway making it clear that the subm ssion m ssed the
deadl i ne (bl ock 56). If the token is available, it is returned to the
submitting Ehm@p@m@§ubm'Rsr<8@)Gatemeres&lmtlnemanlgigpfrggrtmupmkwysgname(btogkéﬁ)
together wj t t he
Subrm si ons " aE BlaRR skl QEch Mk B 350N { RRARER A
shoul d i npodeadhne teguotrespiegt (blohlaé6)t he packagi ng of the token with the

subm ssi on nmust be perforned i mrediately by the submtting program For
exanpl e, the programcreating the token could cause the token to be

di scarded, hyis"poesié fgt tte deadiing chif esdpireiaferntbé Ga&wzly hsmimdheito&bty 10 the submitting
The El ectroni c_Subni ssi ons t.eway receives the e fromthe submittin
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One way in which observance of a gréce period could be implemented in the system of the present
invention , is shown in Figure 2. Where an expiring requirement includes a grace period (block 34),
the Gateway schedules a future job to delete only the token on expiry of the deadline (block 38),
without deactivating the token record in the token database. The Gateway schedules the job to
deactivate the record to execute on expiry of the grace period (block 40). Then, tokens will no
longer be available to submitters on expiry of the deadline, but submissions legitimately packaged
with tokens can continue to be accepted and checked at the Electronic Submissions Gateway up to

expiry of the grace period.

Returning to Figure 3, if the token packaged with the submission is valid, an additional check can be
performed to see if the submission carries within it the corresponding requirements (block 70). In

this case, the submission can be compared with the ticket that accompanies it, to ensure that the two

correspond.

Examples of situations resulting in submission check failure at the Gateway can include the following:



“correspondi ng subm ssion deadline has expired. After the grace period has
expired follow ng a deadline, no nore subm ssions nay be accepted for the
“correspondi ng requirenents. One way in which observance of a grace period
could be inplenented in the systemof the present invention, is shown in
Figure 2. Where an expiring requirenent includes a grace period (block 34),
the Gateway schedules a future job to delete only the token on expiry of

t he deadline (block 38), w thout deactivating the token record in the token
dat abase. The Gateway schedules the job to deactivate the record to execute
on expiry of the grace period (block 40 Then, tokens will no | onger be
available to submtters on expiry of th¥ deadline, but subm ssions

|l egitimatel y packaged with tokens can continue to be accepted and checked
at the Electronic Subm ssions Gateway up to expiry of the grace period.
Returning to Figure 1 f. the token packaged with the subm ssion is valid,
an additi onal cﬁgéﬁmégwnﬂgnné??%?%%ﬁgﬁ a@%%gif the subm ssion carries
within it the cdenekfascinpgnyianht submisios is(dok eadid, 70). I n this case, the

subm ssion can he conpared wi.th the ticket that acconpanies, i to ensure
ARG d wdi il

: t
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check failure atheldesdlizdt&@y@yoraiy tb feltidke hhdepiréd, indlding any grace period.
t he subm ssion is not acconpanied by a ticket, the ticket

acconpanyi ng the subm ssion is not valid, the ticket acconpanying

the subm ssiR sdeSSisstAlchbcRlal BRROHGvaYy FGild, iV hghell @O &rRIFeBbok 68), and thd M@ user
deadline corresponding to the ticket has expired, including any grace

period.  \NisHnesiatelpaivase thahthe nehmpissipn haheot bpanagespteddprn fllingi t i s fl agged as an
error (block 68), and the end user is immedi ately aware that the subm ssion
has not been accepted for filing.

If the submission passes all checks, it is routed to the correct Submission Processor that created the

requirements for the submission (block 72).

The invention can also be implemented using File Transfer Protocol (FTP), and a preferred

embodiment is illustrated in Figures 4 and 5, and discussed below.

FTP is a protocol used to transfer files over TCP/IP networks, such as the Internet, between
machines. In this protocol, a client contacts the FTP server on the target machine, and after logon
the client may transfer files to/from the target machine. The advantage of FTP is that this protocol
has been widely implemented on many operating systems. FTP clients are available in many
programming environments, which altows submitter applications to be written on many platforms.
Another advantage of FTP is that all that is required from an operating systems is to support any kind

of a file system; the client’s file system and operating system may however be completely different

from the server’s file system and operating system.

The system components illustrated in Figure 4 are essentially the same as those illustrated in Figure
1. The difference is that when a new submission requirement is published by the Submissions
Processor 102 on the Submission Requirements Centre 104, the Submissions Gateway 106 creates

a token 108 corresponding to the new submission requirement and places it in a well-known directory



"'If _the submi ssion passes all checks, it is routed to the correct Submi ssion
Processor that created the requirenments for the subm ssion (block 72).

"The invention can al so be inplenented using File Transfer Protocol (FTP),
and a preferred enbodinent is illustrated in Figures 4 and 5, and di scussed
bel ow. FTP is a protocol used to transfer files over TCP/IP networks,
such as the Internet, between machines. In this protocol, a client contacts
the FTP server on the target machine, and after |ogon the client may
transfer files to/fromthe target machilfe. The advantage of FTP is that
this protocol has been widely inplenented on many operating systens. FTP
clients are available in many progranmm ng environnents, which all ows
submitter applications to be witten on many platforns. Another advantage
of FTP is tlhatsoahdt evdrpsutingttereld Qicarebhve aamssan ito (e thad FTRyingesteataBon, shettokaUuppor t

any kind of  a.file system the client'.s fil st.em and operating .system
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) ustrated in Figure 1. The difference is
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Processor L@Riefily dchgsibREaNSShrailerREAMILRARALIS FigRRU the HRéotory €2 SWRTh&E Pe

Gateway 106 creates a token 108 correspondi ng to the new Subm ssion
requi r ementEleganip Pehmissions Gyteway 1981 Inrpalipwihe dirgotasy epuld be located in a different physical

13 112,I&Qﬁgﬁqﬁtﬁg@&%“§¥@@gg%ﬁgbgggwg%?ﬁgﬁge access to it. In this FTP

i npl ementation, the token is a physical whi ch resides in an area
which is accessible by all submtters. The file nane is derived fromthe

requi r enent Wit L1 ] 1 L ich
token file Vgg%r es péﬂ rlltéll gg F E@%L%ﬁvséﬁgg%ﬁﬁog%?dgﬁgg E’I%gﬂc’:@%mg%é&? %EQ%&%APE RE
file systemunakiggurt herdfollowesd. easily and efficiently accessible by al
submitters. As illustrated in Figure 4, the directory 112 is nmounted in the
El ectroni ¢ Subm ssions Gateway 106. In reality, the directory could be

| ocat ed i n Ehed@ubrhigting Ptogpdiy Rebeivdk a user submission (block 120), and uses an FTP client to log on to
the Electronic Submissions Gateway (block 122). The FTP client uses the requirements identifier to
poll the common token directory (block 124) to locate a corresponding token for the submission
(block 126). This can be done either by passing the token file name as part of the submission
requirement, or the token file name can be deterministically generated from the requirements number,

if available.

If there is no corresponding token, an error will be flagged to the Submitting Program through the
FTP client making it clear that the submission missed the deadline (block 128). If a corresponding
token is available, it is returned to the Submitting Program (block 130) through the FTP client. The
Submitting Program packages the token with the submission document into a single submissions

package (block 132), and puts the file in its mailbox in the Gateway directory using the same FTP
client as above (block 134).

When the Gateway locates the new submission package file by periodically polling its directory (block
136), it checks the token to see that it is valid and still open for submissions using the same

techniques described above in relation to Figure 3 (blocks 138, 140, 142).



"l ocation, but the Gateway 106 woul d be unaware of this. When a Subm tting
‘Program has a subm ssion to send in to a Subm ssions Processor, the steps
"set out in Figure 5 are followed. The Submitting Programreceives a user
subm ssion (block 120), and uses an FTP client to log on to the Electronic
Subm ssions Gateway (bl ock 122). The FTP client uses the requirenents
identifier to poll the common token directory (block 124) to |ocate a
correspondi ng token for the subm ssion _(block 126). This can be done either
by passing the token file nane as part1 f the subm ssion requirenent, or
the token file nane can be determnistically generated fromthe

requi renents nunber, if avail able. If there is no correspondi ng token, an
error will be flagged to the Subm tting Programthrough the FTP client
making it IFJh@@ubnt] badn ﬁabl?ag%%s%ﬁ Rl 3REGh 0, eadlelBP dubtls Arpatidl to e 2
corresponding token i's available, It is returned to the Submtting Program
(bl ock 13@Pprt0nfl@ieéhbmlh%0rﬁ‘ﬁ1’0®m°eﬁﬂock‘ITHé) Submitting Program packages the
token with the subm ssion docunent into a single subm ssions package (bl ock
132), and puts the file in its mailbox in the Gateway directory using the
sanme FTP dntedimeas oﬁﬁm@\'rre/e(ltliﬂrabﬁ ViU be obvigheto theyprGa slslivalyin Hecat s intdndediow

subm ssi on. mc(ﬁ%(aag wntfhntﬁe %%pgﬁ t![hggffp%l %edzcgf)ol ling its directory (block 136),

it checks the 9 and still open for subm ssions
usi ng the sane technlques descri bed above in relation to Figure 3 (bl ocks
138, 140, 142). 14

I f the subm ssion package neets all checks at the Gateway, the Gateway
routes the package to the appropriate Subm ssions Processor (block 144).



':Enpodiqents of the invention that woul d be obvious to the person skilled in
.the art are intended to be included within the scope of the appended

“cl ai ns. 15 . The
enbodi nents of the invention in which an exclusive property or privilege is
clainmed are defined as foll ows: 1. A nmethod for enforcing time limts
in an electronic filing system conprising: generating a token

corresponding to a current subm ssion gknme linmt and |n sai d tToken
until expiry of the time limt; and on recei w’@ “ m,
subm ssion froma submtting program searching for t t he

token is located, returning the token to the submtting programfor ¥
packagi ng with the subm ssion, else, returning an el ectronic nessage to the
submi t t i ngTh¢ @GPodiMents oPthe mvenTihﬁ ilwhibDgh exslusied propartyldr biiviepeis Blainedfatd ddiiged
conpri si ng: on receiving the el ectronic subm ssion packaged with

t he t oken F?@H?‘f"he subm tting program routing said electronic subm ssion
packaged with the token to a processing environnment setting the current
submi ssi on tlne limt. The method as set forth in claiml1, further
conprisingl. A methagfoy @tf@'p% tigredipits & wclecopniefilggsysias compisitkaged wit h

the token from g&ﬁrﬁlﬂgq'tf)ltén%nggp%g& o ¥ Blrteh¥ LB Ris\igh 'tlﬂb Tl%lt%fnd bR dile idnd,

if valid, routihng sal ectronic subm ssion packaged wwth the token to a
proceSS|ngkénvumdwwsnimﬁqumﬂ@mnh@dcurrent submi ssi on tlne limt, else,

returning an er as
set forth in cl glﬁ’{%c%ﬁ?%iﬂ %Fec{rgm‘%ﬂ “\}gr I é %%%%Feaﬁ“h n§ fo TEQ‘?W@E n@gn
conpri ses vethieftgkangis nevatedx patmryungfthct mken |tcmehel submittirgspregramnfde dadiygiag with the

associ at ed ace od.
%mnssnonpglse, returning an electronic message to the submitting program.

2. The method as set forth in claim I, further comprising:
on receiving the electronic submission packaged with the token from the submitting program,
routing said electronic submission packaged with the token to a processing environment setting the

current submission time limit.

3. The method as set forth in claim 1, further comprising:

on receiving the electronic submission packaged with the token from the submitting program,
verifying validity of the token and, if valid, routing said electronic submission packaged with the
token to a processing environment setting the current submission time limit, else, returning an error

message to the submitting program.

4, The method as set forth in claim 3, wherein the step of verifying validity of the token

comprises verifying non-expiry of the time limit as extended by any associated grace period.

5. The method as set forth in claim 1, wherein the step of generating and maintaining the token

comprises obtaining notification of expiry of the time limit, the method further comprising scheduling

a process to delete the token on expiry of the time limit.



‘5. The nethod as set forth in claim1l, wherein the step of generating
‘and mai nt ai ni ng the token conprises obtaining notification of expiry of the
‘time limt, the method further conprising scheduling a process to delete
the token on expiry of the tinme limt.

16 6. The nmethod as set forth in claiml, wherein in the step of_
searching for the token, returning an el ectronic nessagé to the s

program conpri ses ret ur ni ng an error f148 to the submt ll‘“LJ j % \m
The method as set forth in claiml1, wherein in the ste

t he token, returning an el ectronic nessage to the subnlttlng pr ogram
conprises returning the subm ssion to the programw t hout the token. .
In a netword, a 15ahRiBY s RCAARIPMRIMAT WRBERTSIHE Step 'oﬁ&allchi'ﬂh?‘&' tflé)trokfzd lrétﬂlgnn

el ectroni c submi ssions, conprising: means for receiving I nf ornatlon
rel ated to @%@ﬁl%@%@ﬁe toitheesubiitiing rrpgram aompiings ssiraing pr ercerdlas g thervbmittingent
and for an a token corresponding thereto, said token being
acceSS|bIe potential submtters under the submssion tinme limt;
means for formardlng t he token to a subnltter in response to a submission

filed wthi Nt he[h%lrlnb%]f)gg [1 fo in clgllmol N Wth rﬁjé\ llil hl%s{TS o??e&rc?lmg forqgthpgg%argtgl?n%ég to

the token on expiry hE 98
routing a sanwkntncssrlxaflesmet@agesﬂubwwir{g grégarh ekl priseOretiiting theulasission tortbepegrany -

envi r onnent B The mechani sm according to claim8, wherein the neans
for rece|V|W6‘WﬁF5PW§?lon related to a tine linmt froma subnission
processing environnent conprises: a submi ssion repository adapted

to receive information related to current submi ssion  requirenents fromthe
subnmi ssi on $r ocd8ENERYOBNY BT RREIehanisp fpr enforcing timglingisfor flingglectropic SURMSTA; on
repository ¢gmpHidgt e the submssion tine [imt.

means for receiving information related to a submiésion time limit from a submission
processing environment and for generating a token corresponding thereto, said token being accessible
to all potential submitters under the submission time limit;

means for forwarding the token to a submitter in response to a submission filed within the
submission time limit;

means for removing access to the token on expiry of the submission time limit; and

means for routing a submission packaged with the token to the submission processing

environment.

9. The mechanism, according to claim 8, wherein the means for receiving information related
to a time limit from a submission processing environment comprises:

a_submission repository adapted to receive information related to current submission
requirements from the submission processing environment; and

means to poll the submission repository to update the submission time limit.

10.  The mechanism, according to claim 8, wherein the means for removing access to the token

on expiry of the submission deadline comprises means for deleting the token on expiry of the time

limit.



10. The nechanism according to claim@8, wherein the nmeans for renoving
access to the token on expiry of the subm ssion deadline conprises neans
for deleting the token on expiry of the time limt.

17 11. The nechani sm according to claim 10, wherein the neans for
generating the token further conprise creating a record for the token in

t he gateway nechani sm and wherein the neans for deleting the token further
conprise nmeans for deactivating the record for the token on. expiry of a

grace period after expiry of the time limit. -
according to claim38, wherein the neans for renDV|ng Q&@ﬁ ken on
expiry of the subm ssion deadline conprises neans for=r ror

nmessage in response to subm ssions filed after the subm ssion tlne T|n1t
13. The nechani sm according to claim8, wherein the neans for routing a

subni ssi on jpackagedehdidh @céo%ﬁ‘é‘totc@au% hE, wikdth §§'n§€3nﬁopgé§ﬁtlﬂ? tlﬁ@é’l&eﬁ@uﬂ%’?t
further conprises: means for verifying the validity of the token;

and CPMPHSFCreasRe A recerd foy dhej takenrip Abmsaaterayapeshanisigy and vdgrein e meges for
subni ssi on dere étdilgn RIR¥k C%Bﬁ&tméﬂgfofr g&&&hwtmg tme&rra %r t\rﬂrﬁgyg‘tg?ﬁn %)ﬁ:e R8a

subm tter. nmechani sm according toclaiml means
for rout|n@ﬂaeBﬂbﬁwﬁgﬁﬁmnpdbww@e@hmﬁth a token to the subnlsS|on processi ng
envi ronnment further conprises: nmeans to conpare the subm ssion with
the token to match the submission with the information related to the tine
limt; andi2.  The méchawsmataidingtd damm®, wherainshd meanaboremodngaccestethetoltehe

subnlsS|on to Ehe ubnlsS|09 &roc8%5|pg egy&rggpeag gpgﬂgeﬁggnl% an enror
message to°f‘ﬁé°'§85 fl{bglpSlon eadline comprise¥ means for returning essage inresponse to

submissions filed after the submission time limit.

13.  The mechanism, according to claim 8, wherein the means for routing a submission packaged
with a token to the submission processing environment further comprises:

means for verifying the validity of the token; and

if the token is invalid, means for aborting a route of the submission proceesing environment

and returning an error message to the submitter.

14, The mechanism, according to claim 13, wherein the means for routing a submission packaged
with a token to the submission processing environment further comprises:

means to compare the submission with the token to match the submission with the information
related to the time limit; and

if no match is found, means for aborting a route of the submission to the submission

processing environment and returning an error message to the submitter.

15. A computer program product comprising a computer usable medium having computer
readable program code means embodied therein for enforcing time limits in an electronic filing
system, the computer readable program product comprising:

computer readable program code means for causing a computer to generate a token

corresponding to a current submission time limit and to maintain said token until expiry of the time



15. A conput er program product conprising a conputer usable nmedi um havi ng
conput er readabl e program code neans enbodi ed therein for enforcing tinme
limts in an electronic filing system the conputer readable program
product conpri sing: conput er readabl e program code nmeans for causing
a conputer to generate a token corresponding to a current subm ssion tine
limt and to naintain said token until expiry of the tine

18 limt; and conput er readabl e program code neans for causing the
conputer to search for the token on recB ving an el ectroni-c-subm ssi-on from
a submtting program and, if the token is Iocated

conputer to return the token to the submitti ng prog I'WIlmmﬂuB'ugmm Wi th
the subm ssion, or else, to return an electronic nessage tlo thessubnitting
program limit; and

computer readable program code means for causing the computer to search for the token on
receiving an electronic submission from a submitting program, and, if the token is located, for causing
the computer to return the token to the submitting program for packaging with the submission, or

else, to return an electronic message to the submitting program.



