ABSTRACT An existing security association is re-established when a 15 MaY 2003
conmuni cati on handover event occur Sy radi o communi cati ons system such )
as | EEE 082 11 or a HI PERLAN V\hereaiﬂ@!@w@””ﬂwﬁw“ng security association
between a nobile termnal and a w ication network is

mai nt ai ned when the conmuni cati on handdsemw2+roccurs within the network.

Aut henti cation during a handover event is achieved by a chall enge/response
procedure. In accordance with the chall enge/ response procedure each nenber
of a communication pair that is nmade up 9f a new access point and the
nobile termnal that is experiencing a handover to the new access poi nt
sends a challenge to the other nmenber of the conmunication pair. Each

menber of the comrunication pair thegﬂgﬁﬁgytqtes a response to its received
chal | enge) and these responses are sent back to the other nenber of the
comuni cation pail. Each nenber of the comrunication pair then conpares its

ecel v [ eoDoleg L SO Bl RRRDE AN NGRS CMALLIAS T
t he nobi | e t ehamdever event occurs in a radio communications system such as IEEE 082 11
5 ora HIPERLAN wherein the existing security association between a mobile
terminal and a wireless communication network is maintained when the
communication handover occurs within the network. Authentication during a
handover event is achieved by a challenge/response procedure. In accordance
with the challenge/response procedure each member of a communication pair
10 that is made up of a new access point and the mobile terminal that is
experiencing a handover to the new access point sends a challenge to the
other member of the communication pair. Each member of the
communication pair then calculates a response to its recetved challenge, and
these responses are sent back to the other member of the communication pair.
15  Each member of the communication pair then compares its recetved response
to a correct response. When these comparisons are correct, payload

communication begins between the second access point and the mobile

terminal.
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