
ABSTRACT An existing security association is re-established when a
communication handover event occurs in a radio communications system such
as IEEE 082 11 or a HIPERLAN wherein the existing security association
between a mobile terminal and a wireless communication network is
maintained when the communication handover occurs within the network.
Authentication during a handover event is achieved by a challenge/response
procedure. In accordance with the challenge/response procedure each member
of a communication pair that is made up of a new access point and the
mobile terminal that is experiencing a handover to the new access point
sends a challenge to the other member of the communication pair. Each
member of the communication pair then calculates a response to its received
challenge) and these responses are sent back to the other member of the
communication pail. Each member of the communication pair then compares its
received response to a correct response. When these comparisons are
correct, payload communication begins between the second access point and
the mobile terminal.  


